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Abstract

Structural and flow approaches to the vulnerability analysis of multilayer network systems (MLNS) from
targeted attacks and non-target lesions of various origins are considered. Local and global structural and
flow characteristics of monoflow multilayer system elements are determined to build scenarios of
successive targeted attacks on the structure and operation process of MLNS and evaluation their
consequences. In order to simplify the construction and improve the efficiency of such scenarios, the
concepts of structural and flow aggregate-networks of monoflow MLNS are introduced, and the
relationship between the importance indicators of their elements and corresponding indicators of
multilayer system nodes is shown. The advantages of flow approach over structural ones have been
demonstrated, both in the sense of analyzing the vulnerability of real MLNS and evaluation the
consequences of negative influences of different nature.
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1. Introduction

Many internal and external negative influences can act on any real-world natural or man-made
systems. Among such influences that can damage the system, we primarily highlight targeted
attacks and its non-target lesions. A distinctive feature of targeted attacks is their intentionality
and artificial nature (terrorist and hacker attacks, military aggression and financial and economic
sanctions, etc.). In contrast to targeted attacks, non-target lesions can include various unintentional
negative influences of natural or artificial origin (natural and man-made disasters, the spread of
dangerous infectious diseases and so on). Such lesions can be local, group or system-wide and
aimed at damaging both the structure and operation process of network systems (NS) and
intersystem interactions. In paper [1], the typical scenarios of consecutive attacks on the structure
and operation process of NS were considered and their connections with the development of
countermeasures against the system non-target lesions were established. The usefulness of such
scenarios lies in the fact that they, giving a picture of possible development of a certain type of
lesion, allow creating the most effective means of protection against it [2, 3]. In particular, the
structural and flow NS models make it possible not only to build scenarios of the spread of negative
influences of various origins, but also, compared to other system models, evaluate the level of local
and system-wide losses resulting from the action of such influences during and after lesion [1]. The
development of strategies for the protection of multilayer network systems (MLNS), which describe
the processes of intersystem interactions, is significantly complicated not only due to the increase
of problem dimension, but also because the lesion of certain layer-system of such formation may
not occur directly, for example, through a targeted attack on it, but consequentially as a result of
attack on adjacent MLNS's layer [4, 5]. At the same time, lesions of various adjacent layers-systems
can lead to different consequences (the influence of blocking the maritime and aviation layers of
general transport system of Ukraine during Russian aggression on the railway and automobile
layers is significantly different).
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Simultaneously, the quantity of local and global characteristics of MLNS elements, which describe
the structural and functional features of not only internal, but also intersystem interactions, is
increasing, and therefore, the amount of importance indicators of elements, which are used when
building scenarios of targeted attacks on multilayer system, is increasing too [6]. The process of
evaluation the consequences of MLNS lesions is also complicated, in particular, the successive
negative influence of the directly damaged layers-systems on the adjacent ones [7, 8]. All these
factors must be taken into account by the NS management systems, which are the part of man-
made MLNS, for the effective organization of their protection and overcoming the consequences of
various types of lesions.

No large scale real-world complex system can protect or simultaneously restore all elements
damaged by negative influences. Therefore, the calculation of objective importance indicators of
nodes and edges of NS and MLNS plays a decisive role during the construction of effective
scenarios of targeted attacks on them [9, 10]. Equally important is the value of these indicators for
development the effective strategies for countering the spread of non-target lesions. The purpose
of article is to determine on the basis of structural and flow models of intersystem interactions, the
importance indicators of MLNS elements and formation of effective scenarios of successive
targeted attacks on the structure and operation process of multilayer network systems, as well as
evaluation of consequences of separate system elements lesions on different system layers and
implementation of intersystem interactions in general.

2. A structural model of multilayer network system

The structural model of intersystem interactions is described by multilayer networks (MLNs) and
displayed in the form [11]

M M M
G Z(Umzle' Um,kzl, m=k Emk)’
where Gy, = (V. E;,) determines the structure of m™ network layer of MLN; V,, and E,, are the
sets of nodes and edges of network G, respectively; Egy is the set of connections between the

nodes of Vi, and Vi, m=k, mk=1M, and M is the numder of MLN layers. The set
vM Umlem will be called the total set of MLN nodes, N™ - the number of elements of VM .
Multilayer network cM is fully described by an adjacency matrix
AM =AM (1)

in which the blocks A™ determine the structure of intralayer and blocks AX™, m=k, -

interlayer interactions. Values ai'}m =1 if the edge connected the nodes nik and n?“ exists, and

ailjm =0,1i,j=1LN M , mk :ZL,_M, if such edge don’t exists. Blocks Akm :{aﬁm}il\’lj"":l’ m, k =1,_M, of

matrix A are determined for the total set of MLN nodes, i.e. the problem of coordination of node
numbers is removed in case of their independent numbering for each layer. In this paper, we
consider partially overlapped MLN [12], in which connections are possible only between nodes

with the same numbers from the total set of nodes V¥ (Figure 1). This means that each node can
be an element of several systems and perform one function in them, but in different ways. Nodes
through which interlayer interactions are carried out will be called MLNS transition points.
Multidimensional (multiflow) networks, which describe the structure of interactions between
layers, each of which ensures the movement of specific type of flow different from other layers, are
considered the most general case of MLN [13]. An example of two-dimensional network is a
general transport system that ensures the movement of passenger and cargo flows [1]. A feature of



such formations is the impossibility of flow transition from one layer to another (transformation of
passengers into cargo and vice versa).

Figure 1: An example of structure of partially overlapped three-layer MLN

Therefore, the characteristics of elements of multidimensional networks are usually described
by vectors of these characteristics in each layer (degree, betweenness, closeness, eigenvector
centralities and so on [14]). Scenarios of successive targeted attacks on the structure of such
multilayer networks are built using precisely these vectors of importance indicators of their
elements [4, 6]. In the article [1] was proposed a method of decomposing multidimensional MLNS
into monoflow multilayer systems, all layers of which ensure the movement of certain type of flow
by different carriers or operator systems (movement of passengers or cargos through four-layer
transport networks, which include railway, automobile, aviation and water system layers,
respectively). The centrality of elements of monoflow MLNS can be determined not only for
separate layers, but also for a multilayer network in general by constructing their aggregate-
networks [15]. In addition to reducing the dimensionality of MLNS model by at least M times, the
use of such structures makes it possible to solve a number of practically important problems of the
theory of complex networks much more effectively [16] (finding the shortest path in multilayer
network; searching a path from arbitrary node of one layer to any node of another layer, especially
if they lie outside the intersection of sets of nodes of these layers; countermeasures against the
spread of epidemics or computer viruses, which due to interlayer interactions can expand much
faster than in one layer, etc.).

2.1. Structural aggregate-network of multilayer system

The local characterictic &j; of the edge (nj,n;) in MLN, where n; and n; are the nodes from

the total set of nodes VM | which will be called its structural aggregate-weight, is the quantity of
layers in which this edge is present. Structural aggregate-weight ¢;j; of the MLN’s node n; is the

guantity of layers of which it is a part, i, j =,NM . For arbitrary multilayer network, the

M
adjacency matrix E :{5ij}il\,lj:1 completely determines the weighted network (Figure 2), which will

be called the structural aggregate-network of MLN. Since we are considering the case when
interlayer connections are possible only between nodes with the same numbers of total set of

MLNS nodes, the structure Ggg of this aggregate-network can be described in the form

o =M EM —UNiEn) @
in which the set E will be called the total set of MLN edges.

The elements of matrix E define integral structural characteristics of multilayer network nodes
and edges. For multiflow multidimensional networks, the aggregate-weights of edges of weighted
aggregate-network determine the quantity of interactions of various types between the nodes of
such structures. For monoflow MLNSs, the aggregate-weight of each edge reflects the number of
possible carriers or operator systems that can ensure the movement of corresponding type of flow.
Therefore, the input (output) aggregate-degree of each node of weighted aggregate-network of



monoflow MLNS is equal to the sum of input (output) degrees of this node in all its layers. The
aggregate-degree of a node makes it possible to determine its importance in the MLN at a whole,
even if the values of its degrees in each layer are relatively small.

Figure 2: Aggregate-network of reflected in fig. 1 three-layer MLN ( - for &;;=3 _—for

Eij =2, cvvernnn ~for &;=1, i, j=L,N™)
2.2. Targeted attacks on multilayer systems

We will build a scenario of targeted attack on monoflow multilayer network, using as
importance indicator of its nodes the centrality of generalized degree d; of node n; in the total set

of nodes VM of aggregate-network (the sum of input and output degrees, as well as aggregate-
weight of node), i.e.

NM . M
diZZj:1,j¢i(gij+gji)+gii’ i=1LN . (3)

This scenario consists of sequentially executing the following steps:

1) create the list of nodes of the set VM in order of decreasing the values of their generalized
degree centrality in aggregate-network;

2) delete the first node from created list;

3) if criterion of attack success is reached, then finish the execution of scenario, otherwise go
to point 4;

4) since the structure of aggregate-network changes as a result of removal of node (and its
connections), compile a new list of nodes of the set VM that remained, in order of
decreasing recalculated values of their generalized degree centrality, and proceed to point 2.

The criterion of attack success in this case can be division of MLN's aggregate-network into

unconnected components, increase the average length of shortest path, etc. [9]. Likewise, similar
scenarios can be developed for other types of structural centralities of aggregate-network nodes,
including without recalculating the values of these centralities [17]. The last type scenarios are
usually used when the system is unable to redistribute the functions of lesioned elements between
those that remained undamaged. The main disadvantage of structural importance indicators of
network system nodes is their ambiguity, because even D. Krackhardt, using example of fairly
simple network, showed [18] that its node, which is important according to the value of one type
centrality, may be unimportant according to the value of another type centrality. The most
objective importance indicator of a node in MS's structure is its betweenness centrality [17], which
is equal to the ratio of quantity of shortest paths passing through this node to the quantity of all
shortest paths in the network [19]. However, the calculation of this indicator for networks that
have billions of elements, is a rather difficult computational problem.

2.3. Evaluation of the lesion consequences

In paper [1], it was shown that the structural model of MLNS makes it possible to determine the
integral and partially local losses of multilayer network during and after targeted attack or its non-
target lesion. The criterion of attack success can be not only the quantity of directly damged (dd),
but also quantity of consequentially injured (ci) by this attack MLN elements. The aggregate-
network model allows us to identify such elements of multilayer network. Let us denote by

Qg ={ny. nj,.....n;, } the set of directly damaged (that is destroyed, completely blocked), as a

result of attack, nodes of aggregate-network, and through U(nil)z{nﬁ,ni?,...,ni:”'} the set of



nodes of this network adjacent to n; , | =1,k. Then the set Q3 =U:<:1U(nil) determines the

group of consequentially injured by lesion of the set Q34 nodes of MLN's aggregate-network. It is

obvious that the defeat of a certain group of nodes with the highest generalized degree, which is
realized by the above scenario, will lead to maximization of the set of consequentially injured
multilayer network nodes, which can serve as the main attack goal.

3. A flow model of multilayer network system

We will use the flow model proposed in the article [1] to determine the indicators of functional
importance of monoflow MLNS's elements and build scenarios of successive targeted attacks on
operation process of multilayer systems. This choice is explained by the fact that the majority of
real-world systems are created precisely to ensure the movement of flows through the relevant
networks (transport, financial, trade, energy, information, and so on) or the movement of flows
directly ensures their vital activity (the movement of blood, lymph, neuroimpulses in a living
organism, etc.). Stopping the movement of flows in such systems inevitably leads to the cessation
of their existence. In general, by flow we mean a certain real positive function correlated to each
edge of the network. Let us reflect the set of flows that pass through all edges of multilayer system
in the form of flow adjacency matrix VM(t), the elements of which are determined by the volumes
of flows that passed through the edges of MLN (1) for the period [t—T,t] up to the current

moment of time t>T :
7 km
Vij (1)
M k N M k i
V) =i ON -1 km=z Vij () = . =g
max_  max {le 0}
$,9=LM | p=1,NM

Vi) e[0,1], (4

where \7iJ'-‘m(t) is the volume of flows that passed through the edge (nik ,nT) of multilayer

network for the time period [t-T,t], i,jzl,NM, k,m=L,M, t=T>0. It is obvious that
structure of matrix VM(t) completely coincides with the structure of matrix A The elements of
MLNS flow adjacency matrix are determined on the basis of empirical data about movement of
flows through MLNS edges. Currently, with the help of modern means of information extraction,
such data can be easily obtained for many natural and the vast majority of man-made systems [20].

The matrix VM(t) similarly to A also has a block structure, in which the diagonal blocks V™" (t)
describe the volumes of intralayer flows in the m™ layer, and the off-diagonal blocks V¥™(t), m =k,

describe the volumes of flows between the m™ and k™ layers of MLNS, m, k 1M, t>T>0.

3.1. Flow aggregate-network of multilayer system

Let's define the concept of a flow aggregate-network of monoflow partially overlapped MLNS.
Since we are considering the case when interlayer connections are possible only between nodes
with the same numbers in total set of MLNS nodes, the structure of such aggregate-network can

also be described in the form (2). Then the adjacency matrix F(t) ={f; (t)}i“"jle, the elements of
which are calculated according to the formulas
fi@ =X Vi @), i# 0 j=LN" and ;0 = 3N Vi@, i=LNM T,

completely defines a dynamic (in the sense of dependence on time) weighted network, which will
be called the flow aggregate-network of this MLNS. The elements of matrix F(t) determine the
integral flow characteristics of the edges and transition points of multilayer system, namely, the
off-diagonal elements of this matrix are equal to the total volumes of flows passing through the
edge (nj,nj), and the diagonal elements are equal to the total volumes of flows passing through



the transition point n; of MLNS during the time period [t-T,t], t>T >0, where (n;,n;) are the

edges from the total set of edges E, and n; and nj, i,j=LN M are the nodes from the total set of
nodes VM .

3.2. Local flow characteristics of multilayer network systems elements

Let's determine the most important local flow characteristics of the MLNS elements. By local we
mean a characteristic that describes the properties of element itself or one or another aspect of its
interaction with directly connected (adjacent) elements of the system. The local flow characteristic

of the edge (nik,nE") is equal to corresponding element of the flow model (4), i.e., the volume of
flows that passed through this edge during the time period [t-T,t],t>T. The local flow
characteristic of edge (nj,n;) of the total set of edges E* is equal to the value of element fj;(t),

i# j, and the transition points n; - to the value of element fj;(t), i,j=1 NM , of the flow
adjacency matrix F(t), t>T . As mentioned above, during the study of monoflow MLNS properties,
the flow characteristics can be determined for the set of interlayer interactions in general. Based on

this, the parameters
af O=XmaVim =10 <l 0= Vim0 = ;0

determine the input and output flow connection strength between nodes n; and nj of the total set

of nodes VM, taking into account all ways of implementing this connection in different layers of
MLNS. Then parameters

0=V =N =3 0 and =3 0= 0.

determine the input and output flow connection aggregate-strength of the node n;, i, j=1N M ,
with all adjacent nodes from the total set of MLNS nodes, respectively. Then the generalized flow
aggregate-degree of node n; in the process of intra- and intersystem interactions is determined by
the formula

vi ©=a"0+ O+ IM M VIR0 = N (O + @)+ i), T

and is a functional analogue of the concept of centrality by generalized degree d;, i=1N M ,

which is calculated by formula (3).
Analogously to the above scenario of sequential targeted attack on MLNS structure (see section
2.2) using as importance indicators of elements the generalized structural degree d;, a scenario of

attack on MLNS operation process is being built using the generalized flow aggregate-degree

wit), t>T,i=1N M A significant advantage of this scenario, compared to the structural one, is

the consideration of not only aggregate-network nodes destroyed or completely blocked as a result
of the attack, but also those whose operation process was limited as a result of the corresponding
negative influence. For example, if 4 out of 11 fuel storage tanks were destroyed, the level of attack
object lesion in the functional measure is approximately 36%. This would lead to a corresponding
reduction in the volume of fuel supply to the final receivers, and not to its complete cessation, as
would happen in the case of complete destruction of the oil depot. Thus, the flow approach makes
it possible, even at the level of using local importance indicators of the elements, to more
accurately determine both the results of targeted attack (the level of lesion of directly attacked
nodes) and the consequences of this attack for consequentially injured adjacent nodes of MLNS.
Moreover, structural and functional scenarios can be combined. In particular, if the first several
nodes in the list of the most important in terms of generalized flow aggregate-degree have the



same value of this indicator, then they can be additionally ordered according to the decreasing
values of generalized structural degree of these nodes. However, as in the case of structural, the
functional scenarios, which use as importance indicators the local characteristics of MLNS
elements, among the consequentially injured only adjacent to directly damaged nodes are taken
into account. This situation is quite acceptable for assortative networks [21], in which connections
between elements are generally limited to adjacent nodes, but not for disassortative ones, the
structure of which has the majority of man-made NCs, the connections between elements of which
are usually implemented by paths.

Another advantage of the flow approach compared to the structural ones is the possibility of
prioritizing the recovery of damaged but not completely destroyed system elements. The list of
recovery priorities in general may not coincide with the list of the most important MLNS nodes
according to a certain centrality. In particular, the importance of object restoration can be
determined by the formula

V= 0‘(1_ :Bafter/ﬁbefore )/amax

in which « is the value of selected centrality for the damaged node, o, is the maximum value

of this centrality for all system nodes, S,q., is the average volume of flows in the node after

damage, Byeiore 1S the average volume of flows in the node before the lesion. According to this

formula, a more damaged node among less important ones may require priority restoration.

3.3. Global flow characteristics of multilayer network system elements

Let's determine the most important global flow characteristics of the MLNS elements. By global
we mean the characteristics of system element which describe one or another aspect of its
interaction with all other elements or the system at a whole [16].

3.3.1. Influence parameters of system noge

Denote by v out (t, nim,n'j) the total volume of flows generated in the node n{" and directed for

final acceptance at MLNS node n'j for the period [t—T,t],t>T . Parameter V°“t(t,nim,n'j)

determines the real strength of influence of node n™ on node n'j of multilayer system for the

duration period T, i,j=L,NM , m,I=1M . Denote by Rim""’“t(t)={ji'l,...,ji'

} the set of

S0

numbers of all nodes of the I MLNS layer, which are the final receivers of flows generated in the
node n™, LM (t) is the quantity of elements of the set R™!"°!%(t), which can also change during
the period [t—T,t],t >T . Parameter

g{”""’”t(t)=zjeRim,l,out(t)v"“t(t,nim,n',-)/s(v“"(t)), gmlowtyeo, 1, (5)

determines the strength of influence of node n", as a flow generator, on the I layer-system in

general, t>T, i=L,N™  m,1=1M . Informula (5), the value
M NM
s(VM ) = Zaa X Vi @

as the sum of all elements of matrix VM (t) is the global flow characteristic of MLNS, which is
equal to the total volumes of flows that passed through the multilayer system during the period
[t-T,t],t>T. The power of influence of node n™ on the I layer-system is determined by means
of parameter



pim’I’OUI (t) = Linl (t)/ N M , pim'I'OUt € [01 1]7

m,l,out
Ri

and the set (t) will be called the influence domain of node n™ on the I MLNS layer-

system. Parameters &MUty pMloUt(ty and RMI-OU(t) will be called the output influence

parameters of the node n" as generators of flows on the I" MLNS layer-system, i=L,NM,

m,1 =1,M . Analogously to the output ones are determined parameters of the strength & ™" (t),

I,m,in

power p; (t), and domain Ri"m’i”(t) of input influence, which will be called the input

influence parameters of the 1" MLNS layer-system on the node n/", as final receiver of flows
generated in the nodes of the 1" layer. The values of input and output influence parameters of the

node nim on I layer make it possible to quantitatively determine how the lesion of this node will
influence on functioning of the I MLNS layer, namely, how many, which elements of the I layer

and in which measure will be consequentially injured, i=1,NM ,ml=1M, [t-T,t],t>T.

The output strength of influence of the node n" as generator of flows on MLNS at a whole
during the time period [t—T,t],t>T , is calculated according to the formula

MU =M WM, g @ e [0,
©®)

in which the value ¢
R™OU () of the node n™ on MLNS is defined by the ratio

Rim,out (t) _ Ull\i1 Rim,l,out (t) .

m1L,out () js determined by the formula (5). Domain of output influence

Then the power p™°'(t) of output influence of the node n™ on MLNS is equal to the ratio of

guantity of elements of the set Rim'OUt (t) to the value NM. Similarly to output ones, the strength

EMINt), domain R™"(t) and power pM™i"(t) of the MLNS input influence on the node n™,

i=1,NM , m=1M, as the final receiver of flows, during the time period [t—T,t],t>T are
determined. Lesion of the node-generator of flows means the need to find a new source of supply
for the final receivers, and the receiver node - to search for new markets for producers, which will
lead to at least temporary difficulties in their functioning. The influence parameters of separate
node of MLNS allow us to determine what quantitative losses this will lead to and how many
elements and which elements of intra- and intersystem interactions will spread.

3.3.2. Betweenness parameters of system node

The next type of global flow characteristics of MLNS elements are their betweenness
parameters [16], which determine the importance of a node or an edge of multilayer network
system in ensuring the movement of transit flows during intra- and intersystem interactions. In
order to shorten the presentation, we will focus on the determination of betweenness parameters
of MLNS transition points, as the most important elements that ensure intersystem interactions in

monoflow partially overlapped multilayer systems. Denote by Vim' (t) the total volume of flows

that passed through the transition point nim' during period [t—-T,t],t>T, i=1N M ml=1M.
The value
o™ ) =vi™ ©)/s(vM 1), o (1) < [0, (7)



which determines the specific weight in the system the flows passing through the transition point
nim' during time period [t—T,t],t > T, will be called the measure of betweenness of this transition

point in the process of interaction of the I and m™ MLNS layers. The set Mim' of all nodes of I
and m™ MLNS layers, which are generators and final receivers of flows transiting through the node
nim' , will be called the betweenness domain, and the ratio nim' of the quantity of nodes in the set
Mim' to the value NM is the betweenness power of transition point nim' 1 =1,W, m,| =1,_M .

The betweenness parameters of transition point n[" in the process of intersystem interactions
within the entire MLNS will be determined as follows. The measure of betweenness @[ (t) of
transition point n™ in the entire multilayer system can be calculated using the formula

o' (1) =X\ @M © /(M -1), o (1) <[01], (®)

in which the value cI)im'(t) is calculated according to (7). The betweenness domain of transition

point n™ in the entire MLNS is determined by the ratio
M
MO =U MM ).
Then the power N"(t) of betweenness of transition point n[" in the MLNS at a whole is equal to

the ratio of quantity of elements of the set M"(t) to the value N¥. Note, that for nodes that are not

transition points of MLNS, the parameters of measure, domain and power of betweenness are
determined according to the same principles. Similarly, it is possible to determine the parameters of

measure ®f] (t), domain M{]'(t), and power Ni}'(t) of betweenness for the edge (n[",n]') of

MLNS m" layer, i, j=LN™  m=1M, [t-T,t],t>T . This means that betweenness parameters

of MLNS elements make it possible to establish the participation in intersystem interactions even
those nodes and edges that are part of only one layer of multilayer network system. The values of

betweenness parameters of MLNS node nf", i=L,NM  m=1M, allow us by means of

quantitative measurement to determine how the lesion of this node will affect the provision of
transit flows through the multilayer system and to what extent, how many and which elements
will be consequentially injured.

3.3.3. Specific scenarios of targeted attacks

The importance of node n; of the total set of MLNS nodes as generator, final receiver or flow
transitor is calculated using formulas

M) =M M) /M,

)
&= &M /M, &M N el0,1],
(10)
;M= d"®)/M, ©; ) e[0a], i=LNM [t-T,t]t>T,

(11)
respectively. Domains of input RI"(t), output RPU(t) influence, and betweenness M, (t) of the

node n; in MLNS will determine by formulas

RI"(®) = Una RO RO = Uy R0 M 0 =Una M),



and the powers of input pi"(t), output p“(t) influence, and betweenness N, (t) of the node n,

on MLNS at a whole as the ratio of quantity of elements of the sets R/"(t), R®“!(t), and M, (1),

i=1,NM , to the value NM respectively.

Depending on the purpose of attack, the targets of lesion can be nodes-generators, nodes — final
receivers, nodes-transitors of flows or only transition points of MLNS. For each of these types of
multilayer system elements, it is possible to build specific scenarios of targeted attacks, using as
importance indicators of nodes the parameters of influence or betweenness, determined above by
formulas (5), (6), (9), (10) or (7), (8), (11) respectively. For example, an embargo on energy carriers
means blocking generator nodes (countries that extract and supply such carriers), a ban on the
supply of high-tech products (microcircuits, modern computers or equipment) — blocking the final
receivers of flows (countries or companies that use such products ), blocking of transit nodes
(prohibition of international air flights over the territory of Russia or crossing of the Bosphorus
Strait by its military ships) — redirection of the flow traffic by other routes. One of disadvantages of
targeted attack scenarios, which are based on local importance indicators of MLNS nodes, is that
only a set of system elements adjacent to damaged can reasonably be considered consequentially
injured by them. Before carrying out an attack on generator (final receivers) or transit nodes, it is
possible to identify domains of output (input) influence or domains of betweenness, which allow us
to identify nodes that may be consequentially injured by the attack, as well as to quantify the
possible level of their losses. It makes sense to carry out such actions before imposing sanctions
against the aggressor country. Quantifying the losses of sanctioning party compared to the damage
done to attacked system allows us to determine the feasibility of attack.

3.3.4. Aggregate-network and lesion consequences

It is obvious that the influence and betweenness parameters of MLNS nodes and edges are
related to the influence and betweenness parameters of nodes and edges of its flow aggregate-

network. Thus, the output strength of influence of node n; of the general set VM in the aggregate-
network is equal to the value §i°”t (t) calculated by formula (9), the domain of output influence of

this node is the projection of domain Ri°“t (t) onto the aggregate-network (2), and the power of
output influence is equal to the ratio of quantity of elements of this projection to the value NM. The

input strength of aggregate-network influence on a node n; is equal to the value §ii”(t) , Which is
calculated by formula (10), the domain of input influence of this node is the projection of domain
Rii”(t) onto the aggregate-network (2), and the power of the input influence is equal to the ratio of

quantity of elements of this projection to the value N". The measure of betweenness of node n; in
the aggregate-network is equal to the value @; (t), which is calculated by formula (11), the domain

of betweenness of this node is the projection of domain M; (t) onto the aggregate-network (2),

and the power of betweenness is equal to the ratio of quantity of elements of this projection to the
value N,

Figure 3 contains an example of lesions received by MLNS aggregate-network as a result of
targeted attack. Here the black squares bounded by continuous curve indicate the directly damaged
nodes, and dark gray squares bounded by a dashed curve indicate the consequentially injured
nodes adjacent to the directly damaged ones obtained on the basis of structural approach, white
squares indicate undamaged nodes (Figure 3 a). In Figure 3 b, the gray rhombuses, triangles, and
circles bounded by a dotted curve indicate consequentially injured generator, final receivers, and
transitor nodes obtained on the basis of flow approach, respectively. As follows from these figures,
the domain of consequentially injured elements determined on the basis of flow approach can be
much larger and more accurate in the sense of displaying the node type than the domain of



adjacent to directly damaged nodes of the network system determined on the basis of the structural
approach.

Figure 3: Consequences of targeted attack, obtained on the basis of analysis of structural
aggregate-network (a) and parameters of influence and betweenness of flow aggregate-network
nodes (b)

3.3.5. Paramerers of interaction and comprehensive functional targeted attack
scenario

Based on the input and output influence, and betweenness parameters of the node n; , we can
determine the global indicators of interaction of this node with the MLNS at a whole, namely, the
parameter Z;(t) of interaction strength of the node n; with multilayer system, which is calculated
according to the formula

Zi(0) = ("0 +&" Q)+ 0;(1)/3, t=T, (12)
determines its overall role in multilayer system as generator, final receiver and flow transitor; the
domain Q; (t) of interaction of the node n; with MLNS is determined by the formula

®; ) =R"OURM OUM;®),
and the power of interaction of the node n; with MLNS is equal to the ratio of quantity of

elements of domain Q; (t), t>T, to the value N". It is obvious that interaction parameters of
MLNS nodes are related to the interaction parameters of its flow aggregate-network nodes. Thus,
the strength of interaction of node n; of the general set of nodes V" with the MLNS flow

aggregate-network is equal to the value Z; (t), which is calculated according to formula (12), the

domain of interaction of this node is the projection of domain ©; (t) onto the aggregate-network

(2), and the power of interaction is equal to the ratio of quantity of elements of this projection to
the value NM.

Let's build a scenario of consistent targeted attack on multilayer system, choosing as an
importance indicator of node the strength of its interaction with MLNS flow aggregate-network.
Such scenario, which achieves the comprehenciveness of attack on the functionally most important
system nodes, will look like this:

1) compile a list of nodes of the set VM in order of decreasing values of their strength of

interaction with the flow aggregate-network;

2) delete the first node from the created list;

3) if the criterion of attack success is reached, then finish the execution of scenario, otherwise

go to point 4,

4) since the operation process of flow aggregate-network changes as a result of removing a

node (and its connections), compile a new list of nodes of the set VM that remained in the



order of decreasing recalculated values of their interaction strength with flow aggregate-
network and proceed to point 2.
In this case, it is advisable to choose a reduction in the volume of flows in MLNS by a certain
predetermined value as the criterion for the attack success.

4. Conclusions

The concepts of structural and flow aggregate-networks of monoflow multilayer network system
are introduced in the article in order to reduce the dimensionality of MLNS models and simplify
the analysis of their vulnerability to heterogeneous negative influences. The main local and global
structural and flow characteristics of multilayer system and its aggregate-network elements are
determined and the relationship between them is established. These characteristics are chosen as
importance indicators of MLNS nodes, with the help of which effective structural and functional
scenarios of successive targeted attacks on multilayer network systems are built. It is shown how,
on the basis of various models of intersystem interactions, the domains of directly damaged and
consequentially injured by the negative influence the system elements are determined. The
advantages of flow approach for studying the vulnerability of intersystem interactions process and
guantifying the level of losses caused to this process as a result of consistent negative influences
are established. The next steps of our research are the study of MLNS vulnerability to simultaneous
group and system-wide targeted attacks and development of optimal scenarios for their
implementation.
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