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Common Weakness Enumeration (CWE): 
Helping the Community ‘Get Ahead of Boom!’ 

§ What CWE is: A community–
developed list of software and 
hardware weaknesses that allow 
vulnerabilities to occur

§ CWE value: Unique identifiers 
enable understanding of individual 
root cause conditions behind 
specific vulnerabilities; enable 
analysis tools to “speak the same 
language” on weakness types

§ Value Delivery: Effective 
collaboration across stakeholder 
community in government, industry, 
and academia

§ MITRE/HSSEDI Role: Operate the 
program, maintain the corpus of 
information, engage the 
community, manage the vendor 
compatibility program 

933 Total Weaknesses
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CWE Program 

Mission Goals Desired 
Outcome

Identify, define, and 
catalog known 
weakness types in 
software, firmware, 
hardware, or 
service 
components

1. Increase program adoption
Ø Expand use of CWE in 

the vulnerability 
management ecosystem

2. Increase program coverage
Ø More weakness types are 

identified and defined so 
that they can be 
understood and avoided

Products are more 
secure because 
weaknesses are 
eliminated or 
avoided, thereby 
thwarting attackers
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The Old CWE Program!

§MITRE produced all CWE content updates and 
new entries virtually alone, with minimal and 
inconsistent external engagement

§ This model limits the ability to execute effectively 
against our mission and goals
– Slow entry development
– Technical debt builds as updates take more time
– Expertise limited to CWE team, limits content expansion to 

new domain areas
– Too much separation between users and program operators
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2019/2020: Shift in Strategy

§ Engage the CWE stakeholder community
– Establish a Board of key stakeholders across industry, 

government, and academia 
– Stand up working groups and special interest groups 

to collaboratively work on key issues

§ Define that path forward
– Work with stakeholders to expand content 

development efforts to new domains (e.g., hardware)
– Identify ways user experience can improve and work 

with the community to address them

§ Execute and adjust
– Keep doing what works, stop doing what does not
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CWE Top 25 Most Dangerous 
Software Weaknesses

§ Published annually
§ Analysis of NIST 

National Vulnerability 
Database over the 
previous two calendar 
years

§ Methodology focuses 
on weakness type 
prevalence and 
severity (based on 
CVSS scores)

§ 2022 list included 
CISA Known 
Exploited 
Vulnerability 
information



HSSEDI is a trademark of the U.S. Department of Homeland Security (DHS).
The HSSEDI FFRDC is managed and operated by The MITRE Corporation for DHS.

| 9 |

CWE Scope Expansion into Hardware Domain

§ Expansion of scope to include Hardware Design 
Weaknesses
– From 2006 to 2019, CWE’s scope was strictly software
– In February 2020, v4.0 expanded into Hardware Design weakness 

content
– CWE v4.1 – v4.9 (most recently in October 2022)
– 100 HW-related entries broken down into 13 categories 
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Community Engagement

Working with the community to expand coverage and drive adoption

§ CWE Board 
– 14 individuals representing organizations across government, industry, and 

academia to set/promote the goals/objectives of the CWE/CAPEC Program to 
ensure the ongoing adoption, coverage, and quality of both corpuses

§ Hardware CWE Special Interest Group 
– 129 participants, ~25 per session

§ User Experience Working Group
– 77 participants, ~15 per session 

§ REST API Working Group
– 42 participants, ~20 per session

§ ICS/OT Special Interest Group (and 2 sub-working groups)
– 183 participants, ~40 per session
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Current Activities and Focus Areas

§ CWE v4.10 coming January 31
– New and improved weakness entries in ICS, HW 

§ HW CWE SIG
– Current research discussions on formalizing CWE’s coverage of 

transient execution weaknesses 

§ Research
– Weakness grouping trend analysis (e.g., memory safety, injection, 

access control)

§ Working with the community to improve weakness 
mapping throughout the vulnerability management 
ecosystem 
– e.g., Improving CWE usability, developing training/guidance materials
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Wrap-Up

For more information, please contact cwe@mitre.org

Twitter, @CweCapec
Blogs via Medium, @CWE_CAPEC 
LinkedIn, CVE-CWE-CAPEC

Alec J. Summers
asummers@mitre.org

MITRE
Principal Cyber Security Engineer
Group Lead, Cybersecurity Operations and Integration
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