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Amazon Ik EIE HTTPS &if] API &8 LARTEH 158 Amazon Web Services ik~

Amazon, HTTPS &if] AP| A[iL B E#EE MRS A% HTTPS 3K, £ HTTPS API B, 24050
KRB , FTEEEALNEIEINERBFITHENLR, EXEZELR , BSRELESL HTTP &EifiER
XA A AP,
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MR IEH Amazon Web Services K S5TE 45 #3

ATNABT Amazon FREMIFLFGERS , UHBBRIMSIKFRIBEN,

- A Z 4 Amazon Web Services Ik #9354k
o {84 fE A Amazon Organizations

o {ARtfEH Amazon Control Tower

- TR API VRAEER

£/ % Amazon Web Services i~ B9 iF4k

Amazon Web Services I #35, T Amazon Web Services = PHEMEZ LB R, EMMERNEERNE
2BLOBRET—IMNRENEEERE , XN THREe, AERIFNNEEXEE, EXEZELR , B5H
4 & Amazon Web Services K/ ? o

FHERD KRB Amazon Web Services K BT EESHREDZIFUTEREN :

- R FANNARFUREETEANZEREXH  XEREEXHEETENEFIRKEEMY
Hlo Hlan , AAIERM ST R KK , HEEBIE@E Amazon Web Services Ik , HFHEEE
MEZAETI (PCl) 2Lt ENTE TEARTE,

 P@E — Amazon Web Services Ik/® R ZE£RFNEN, BNEFHWHEMKSHERT , BH
Amazon Web Services Ik FHEBEXR N ZLE. BTXATENENSFTRENLLHEEX
# , TREAHERTFREANRZRELER,

- FZHER : FTRINARETRWIRTMNEREER, ATBIFHAKRBELIMA Amazon Web
Services MK = By L1 E A F .

- BIERE - RTREAMRZA , GBEEHEREE —NKFAPHEREE, XBEB TR LAGR
ERZEREEMNAR. XEDTEFSEAERENFE K RUETETREN CEABERY
%f51» (GDPR) ,

« WHERE - TRNLFENSE~mAEETETENENFRE. BBZ4 Amazon Web Services
W, AR FLSEMHSEER,

% Amazon Web Services Tk /= By #F4b 12
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. k¥ _KFREKERIIOFAMENHE—EEAR. ZNKFEDTEKERS EDFF LS
By, BREEFRARMNARAFHIE, ZNMATLUNMEKESH NEMIRA ( £H Amazon
Organizations MIEESMKE ) , EATIE Amazon Web Services Ik 2 FF1THH .

- BEIDE — 25188 Amazon Web Services ik 5@ &l#H1T Amazon RS BLEL, 5 TERE D K
T [EH Amazon Web Services Ik~ AR IEEA1MEE S A E,

AXF AW AR AEFEFES Amazon Well-Architected Framework, ZAEZR B E HBBIEIRITR
&, BRMANT BN=EMRRE. IEENIAERES | RIMNEBUSERBERFNIESHH, X#&#
WA B ER L BINE K MAEERLRNEMEMENFLZEE,

EIE %/~ Amazon Web Services K F°

EFHAMENKF 28, FEEFEEEXLERFAWITR. Hitk , RIVTEWEFER Amazon
Organizations ( —Hl£% %% Amazon RS ) KEEHLLRRIFTHE Amazon Web Services Ik o

Amazon &2t Amazon Control Tower , % T &) Organizations 8 11%E Amazon £ E B3}

it , #EHEEEM Amazon BRS ( $1#0 Amazon CloudTrail, Amazon Config, Amazon
CloudWatch, Amazon Service Catalog & ) . XERFARELTETNTEH. BXEZER &
2 ¥ Amazon Control Tower EHto

BESH

o {84 fE A Amazon Organizations
o {aJBt{#E A Amazon Control Tower

AR £ Amazon Organizations

Amazon Organizations 52— Amazon iz%5 , ATA T 74 EE Amazon Web Services K. X132
MTRUTRERSHIIEE , IFMEKSFHKEERAN—AH , HEE —IRALE, SEFUER
ETXRBOEEREDERALNL S, BHX Amazon Organizations WEZE L |, i3 Amazon
Organizations Fi FF 35/,

A= 5 R A PR

% {F A Amazon Organizations DA EBK A , ALN A EBETS RERHALNEEKF K
1T, MABRT , FRSESEHL B FEEMEANRE, BALUEEE A Organizations FHE A
Amazon RS Z [B 89 AT {5 17 (B A BRSRF AL S A0 Zh B4 R Btk M AR S5, RIS 1A RN PR @S E Amazon AR
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SRTIARILEAREMEKFHEXEENNIR, HERAKFEEUEHRNRER , KREBERSASRT
Organizations REEBIKFIHRILELFFERAKFHTHE (LNEFTEFZZAKRAGE ) IR,

BEXEZEL , B3 B Amazon kP EEAE 1 AR,

ZHREER

BRAEHRNRE , ETUERFEP—NRATKFIEEN Amazon IKFEENEREERKS .
X, ZEREEAKPRAANARTNEAKFRITIKF EELRENEEES , MATIEERK
PHARATHMES., ZEREEAKSREHRKFEERSNERES. ZEREEAKSTRERK
PR AEX ALK A B ENR,

BEXEZELR ,BSHE N Amazon IKF EBEIEEHAZEREEAKS .
B A Amazon I - &2 A[{E 5 R AR

/B F Amazon ik B 0] {5 17 R X PR o] AE B B K 7~ B B 2 R 18 2 Amazon Organizations &N
AKFHBFEGEEMAKE (HN, TEFFARRAFHAETE ) . BXREZEER , 525 (Amazon
Organizations FIF$E8) HH Amazon ik E# Amazon Organizations. A< 015 17 BIX R 20{AE1T
HW—ARER , HS ¥ Amazon Organizations F T E A Amazon R%

BRUEHRNRG , TREXF accountID SHMIKT~EE API BIEHERAZSH. REEEA
KEEERKSHARNEZEREERKS (MREA ) WEILEAZREN  TERDIERALSH. BX
EZER , FSM N Amazon IKFEEEEREREERA K .

BFERUTSREALAT S AKS EENTEHRRR,
® &PAR
ERTIXERES , BYXTUBERATER :

- REEMELQME K IITILRYE
- BNHAXKTESAFMEIEE,

Amazon Web Services Management Console
/& A Amazon i & 32 Al {5 177 B A R

1. %% Amazon Organizations #2%|& . BHFEL 1AM AP 0% %, BE IAM &6 | HFUAR
EEKFHANRAFBMER (BEFBVUXEERE )
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https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_integrate_services.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.amazonaws.cn/organizations

Amazon K/ &2 B
2. ESMERF , EERS.
3. ‘ERFIIRFEEAMazonK EE,
4. %$E Enable trusted access (J8 A RIS iH1R),
5

EBA Amazon IKFEERRAAELRANBRNEES , BARBAHRITHIN , RAREEEAAE
T E PR

Amazon CLI & SDKs
/A i Amazon ik /& 58 A {5 17 (R #X BR

BITUTGSE , U EAALERKFHANEITAAKS ER AP E | XEIREFER --
accountId SR AHELRFHHNRKATK,

 Amazon CLI : enable-aws-service-access

LTREIEBRAKFNALKHPZEAT Amazon K/ & AE 15 E AR,

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

MREY , BT REFEEMRH .,

7 Amazon IKFEEREEE AEREE R K

BEERAZEREBEAKF , AMEEEHTE Amazon R EM A 5 MK~ @A Amazon Organizations ik - &2
APl #B4E, RALIMEREBAKFZE , ZKFPFHNAFNARATNEA account & ZERFH
Amazon CLI 1 Amazon SDK ®4E , XEEEXFAIER AccountId £ , ATLAFE Organizations
EXTET,

EFALHHNRAKFEIMAZTIEEEBRRKS, , BRBUTESRIEE,
Amazon CLI & SDKs
HIKFEBRS EMEILERAKF,

BEULERATHS , AKFEERSEAZREER,

BREREERKS 15


https://docs.amazonaws.cn/cli/latest/reference/organizations/enable-aws-service-access.html

Amazon Ik EE SEE™

® &RPRR
BERITXERS , BLTREATER :
REENALNEREKF AT LERE,
- BNALAXTESAFRANEE.
- BHXMEZHEALPEA TR, EENATEHERRRER.

IEBITIETE AT RS E 4%

account.amazonaws.com

* Amazon CLI : register-delegated-administrator

LT ROMGFALH R A K EMANERTRFEERRSHEREER,

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal account.amazonaws.com

MREY , BT REFEEMRE T,

BTt

mHE , MUAERAKF 123456789012 A&k iE Ik - &2 Amazon CLI 1 SDK API
B1IE | XL

EVEMER --account-id SEKREIAALRFHREK,

Amazon Web Services Management Console

Amazon IkFEBEF AT XFES., ReeFERARKRBHE AP — Amazon SDK B Amazon CLI 5
APl 2 ERMITILIES

{al8H{E A Amazon Control Tower

Amazon Organizations Bt IR 5 £ & EH £ P EE MR BA Amazon IF5E, XL Amazon
Organizations 7 q:/b\EﬁE/f@E — AN AH Amazon Control Tower, Amazon Control Tower F
FALRPHNEEEHA  BINABHRESER , RE—MELLNEEREENERLZLNZKF,
Amazon 35,

{8t Amazon Control Tower 16
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Amazon Ik EE SEE™

Amazon Control Tower IRt Xf L2 £ HEKEF EY B T Amazon Organizations Y8/ 3h
fE. Amazon Control Tower B —AFp MM EMF £ |, BERREHWALNEKS " EFSBUNE
2 MENFRE,

JEiE A Amazon Control Tower 2372244 R #F# Amazon Organizations 4543 , B 7] LURIEEZBE 7]
VYE. R£BE&HK Amazon R, XREPXZEENAELEXN TFHFER D FIA Amazon Web
Services = B AR , ANREESZEMHNEN MR ENTLREEXREE,

EXEZEE , {52 Amazon Control Tower AFIERE F M4 2 Amazon Control Tower ? o

T & APl RYIR/FRESN

5 Amazon Web Services Ik BB S AN API BREBRARAUTHRMRIEER 2 —

s MY LT — EBERXATFEANKFAFPSLACHRIRERE K FKFEMEN, RE K
F & Amazon CLI 3 Amazon SDK #{ERt R EE AccountId ¥ , N« BaFEMRIMT ETXXE
o

e AR FTN — hiEXATFHAFENKFAFRSAGHRREXRE —HAPRFERRAKFHIKFE
Hat, MREAAKSEE Amazon CLI 5 Amazon SDK #24ERRASEEE 7 AccountId &% , N
LSEIEAALLETXER, MEXT , REBETALANEERKFA KA EENERXEEAKF AR
B’IE,

Amazon CLI #1 Amazon SDK ##/ERJ LAEI Y E FXHALR ETFXHIETT-

« MREREE Accountld S8, WHBRESTERL LT , HEFRERNAIEATREE
ROKF, TP RERNALNKAKS , ER2M1tt.
« MR\REET AccountId 28, MHBRESTEHARLETXH , HERBRETEREENARKS
LiE1T,
- MRFALBRENKSREERKS K- EERSNHELEEAKS |, MABUE AccountId S
PEERARNEMRRKS REHREENIKS
« HAGE—TERAEABRRAREHAE AccountId ZHHEEEBEKSHNIKS BIEE N K
FEERRSZAEEEAKSOKS . EMEMKS K SREERKS , M2WE AccessDenied #
®o
- MBEMIERNTETRE , MATIREER IAM KEIZTIZRE , ZRBEBEM Resource TH
REANAVABRFN "*" , RENEAIRILIKSEER ARN.
- MREALEXTETRE , WLFTHREER IAM RBIZITIZRE |, ZRBESH Resource TH
RHENAVABRFEN "*" , RENERAELEA KT IEER ARN.
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RTEMIK R YR

B XZE Amazon BIE—¥ | B LUER IAM SRR IZ TR, EFHMER Amazon Web Services
P Bk FEENRR, £r IAM X4 ( ARSRAE ) B IAM A PREBERT | 7] LUIE E £ 48 7] LL7E
L3RR E AR AR THRITHRLERE,

LT RN PR R AT N K EEA — L EE,
Amazon Web Services Ik BY Amazon &R E FiE =X

- REESIANKFRIMUKFERHLKS , ILFEHIEERBIEDIN resource TREHH
Amazon Web Services Il Y Amazon #REF: (ARN) 22N FRENMIE. BSHE 7 APl ViR
EER I E—EDs

" MUK BT ARN

arn:aws:account: :{AccountId}:account

HERDIE AccountID SHEMIER BT B IBAN | AR LR,
" R AN K ARN -

arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

EB¥E AccountID SHHNALBEXTEITIK, BIERERN |, BOERLHE.

IAM SREEHY | T S04

KREERSERES NS EERSTERMEE , X ER TR RETRAES,

account:AccountResourceOrgPaths

E T304 account:AccountResourceOrgPaths AFEE—RBESALBRREREXSEALARE
fZ (OU) R, REZ OU FTEZEaWRAKF I RFEERML. AT RO BNRBRIINRERAFTFAD
EE OU HF— OU WK/

BT account:AccountResourceOrgPaths EZEFAHRE  HILM4MEMA ForAnyValue
ForAllValues ZEFHEEER. FTEIE , FEBHAIRR account , BIEERSIANRBEALR
F OU KB,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
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"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7hilil/*",
"0-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"

account:AccountResourceOrgTags

LT X4 account:AccountResourceOrgTags A FESI AR M INBIARKF RS, RS2
AT RS IR = A R T 0 K AR IE N BEFZFEX, BXEZER , i3H (Amazon Resource
Groups AIF1EME) FHIRERESE. BXEETEMENFTREFXBRERARINER | BS

5 {IAM FF#8R) HEIT AR Amazon B ABAC, AT RIE BN RIEERFINMCERAFTHLAFESR
# project H{E blue = red HIRZSHIK

BT account:AccountResourceOrgTags 2ZEFHHREXE , HHATER ForAnyValue 5%
ForAllValues ZEFHFEER. FTHEIE , FABWAIER account , BMEZRS|IANRALK R
K EBIARE .

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"

® Note
RS INBIA LK, , BT EMNRZMNEIIRZ Amazon Web Services K
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https://docs.amazonaws.cn/ARG/latest/userguide/tag-editor.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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Bt iE YREY Amazon Web Services K~

A AL TR T AE RS Amazon Web Services Ik,

® Note

R R Amazon Web Services Ik~ 2EENEEARIZERN Amazon Internet Services Private
Limited (AISPL) , ®EHMEEEI, EXEZER , FoH EENEHXHIIK,,

£l

« B2 Amazon Web Services Ik 58

- EEMIKFS S AREA Amazon Web Services X1

« EH Amazon Web Services K #I K &£

- EFIRAFH Amazon Web Services Ik & #5, BB F B4 it 1t =) 2310
- ¥ Amazon Web Services Ik F° BIZ ABKEREA

« B3 Amazon Web Services K" B E BB R A

« && Amazon Web Services i/ FRiRAF

B2 Amazon Web Services K/~ 3%

MREHE IAM AP URL @8N AREN (52 TiRZWEMFRRRFF ) mF =2 Amazon Web
Services Ik~ ID , M A] AN —NKF 5B

ETHENABREFKFIE , HSE (IAM BF1ER) M REH Amazon Web Services Ik ID
FRE

EENKF #3552 A Amazon Web Services X i

Amazon Web Services XiF RIELHKEEANENENVE , SMNXBHESNMNTAXEARK. ATAXH
— NS NI EH Amazon BITEF LA , BNIBREERUNEERE , HPIFERARBIR, KR
E, XEWREEN Amazon Web Services XiF 2= YIEREN , Hiay FHMXE., XERES

fREED. REMMEY R LURAER, BXTAXEMENGFHEHXEN®E , §25H XEMTH
X,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/console_account-alias.html
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https://www.amazonaws.cn/about-aws/global-infrastructure/regions_az
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FRIEERBBHEMERA Amazon RSB EHITHEE , BNE —MXEFH 01N BREEMEHAAXEPEHFR
1. Hlan , Amazon S3 M Amazon EC2 X #E X E . FLMRS ( Bl Amazon Identity and
Access Management (IAM) ) 3% 8 XiZ & R

BHKFBETEATENXE,
« Amazon Web Services Ik IRt 2 MNXig , RLB A EH 2 BERVMEF 3 Amazon BiR. 5l
m, EARE AR EE RN X B /S5 Amazon EC2 SEHILLE ZHFARMNE N ERFHE R EZEZER,

« Amazon GovCloud ( EEFEZ ) K RAX Amazon GovCloud ( EEFEES ) X5 H Amazon
GovCloud ( ZEEFREZP ) KEEM AR, BEXEZELR , BZH Amazon GovCloud (US).

- BRBEET Amazon ( AmazonHhE ) K/ FRIEERMTEXE.,. BXELZEL , B5H FEN
Amazon Web Services,

/A Important

Amazon 2 X134 Amazon Security Token Service (Amazon STS) i SRR /N EER |
MAREALBRS. REKXIE Amazon STS s RN SESEBIEFE Amazon XigiH#8E
W, MREAXEM Amazon STS in R , MEFEHTEMER, ER , KEL£BAmazon STS
R (https://sts.amazonaws.com) B &iEFFEMGER T &7 S AR B IAB A Amazon Web
Services Xif, MRITERNKF S AFHHXE , & SAEARK B XEHE Amazon STS iR
LFEFTHRIBUEL R Amazon STS i RRZBGER TFTE Amazon Web Services X185 Y &iF
Sh, EATHEXENSETHERA. MRFHKIESE , XERANSETESFMEN
%, AX Amazon STS IR M{AE A Amazon RENEZEE |, S HE Amazon XiFH
&I Amazon STS,

F&

- BANZAXEC A ESEM
o NIBUIKSE RS XE

- BELPEASEAXE

BRMZAXE e ERE

HEERAREAXEZH , SHEBUATILR
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https://www.amazonaws.cn/govcloud-us/
https://www.amazonaws.cn/about-aws/china/
https://www.amazonaws.cn/about-aws/china/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
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Amazon Ik EE

SEES

- BRINB A 2019 & 3 A 20 Bz i # HY X1 - Amazon HR¥IEAIAE AFTEHH Amazon Web
Services Xif Xig , XEREZAUINFREXIEXFHUEMERRERE. B LZBEARZAR
INEBANKIE, IE , 3 Amazon FMXEE , RINMER TEZEAHXE. MRFEAFEBER
XEFCEMERRR , FEAEEAZXE. BIAMBRTEAUTXE,

=1

Africa (Cape Town)
TAMKX (FS )
TA®R (EERE)
WA ( Hemss )
TA#X (BRE)
MEX (ERME )
BN (K2 )
RN ( FEESF )
M (AR )
BABF] (g R )
IR (B )
R ( FBCE )

(R

af-south-1
ap-east-1
ap-south-2
ap-southeast-3
ap-southeast-4
ca-west-1
eu-south-1
eu-south-2
eu-central-2
il-central-1
me-south-1

me-central-1

o WAILAER IAM X PR 2 HI X 15 Y 75 18] AL BR - Amazon Identity and Access Management (IAM)
BEOANALERFIMERFA UG, 2A, REMIEXEHNE. EXESEER , 5
5 {IAM FF#8R) ## Amazon : A iFEARZEH Amazon Web Services X3, 3% 8] LAfE A
aws :RequestedRegion MR #EHIX Amazon Web Services X138, #F# Amazon Web Services

ARSS 915 RIAXBR

- BAXKEBRE - BARELENR. ERAENEFXE P IR R RS R,

o BRAXEATZERNXEAREN IAM HENER - REA THEHF Amazon &R ( tb30 Amazon
Elastic Compute Cloud (Amazon EC2) 3= ) B X, M &3 & X3tk X 3R 1AM 177 B AR .
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
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Bl | &k Amazon Web Services Management Console & 5 E iz % A X8 {E{a EC2
KB E,

- BRAXEEENRREHRENSE - WRBZATHESR Amazon BRAXIE , XLERR (08 ) HEEk
FROEREFERMA, Hl, MREHEE Amazon EC2 £ X1 , MIBMESEFIARATIER |, &R
IR X LB B A

- FAXEHIFELRVENTN - FAXEE , RENEFHE TGN AT, ZFAXKEAREE/LDH
BIJL/NE T BEAE Ko

- EREBRTEA—MXEEE/LSHEJL/RETE - 258 A—MNXEER , Amazon FHITERIE
EZREEZXEANKS, |, fIINFEN IAM BRD XA EXE, SAZHEKFATE , LIBFE/L
SepetE , BENAREE/LIN. EHERTEMZE , BT EFEAXE,

o EA Amazon AR A ELERNER 50 NMFEHXEERER - EEKF A AEEMEESE 50
MNESHHALATENER, —MERETH—ANKFBARER —MFE X,

o —ANKFEFEMEENBETTUE 6 MEBERFWXIFIERER - —MERET A INKFBERAREZEAH—
MEE X,

« Amazon EventBridge 58X — & AI BL7E EventBridge Hi] H KB BRAEFHEH, BIRESE
LB 6122 EventBridge BA , XHEF R AL B3 INTTERE.

- EMMXISERRS - B TEA/ZRAEEMARESN RS HER , Bt XiEgiERiERkEmdEaER
o< .

72BN .

 ENABLING
 DISABLING
 ENABLED

« DISABLED

MR ARIERIBRHAF ENABLING ¢ DISABLING JRZSHE , TR NEHEUE, NS H
ConflictException. B ( BRA/ER ) KEEFERBRTXREERRSHWEE. Amazon
REAFLY Amazon IREHIRA N ENABLED |, B aJRETE M ENMEA .

- T2 EM Amazon Organizations - EI2MKF AT LAR Amazon A48 B 4E{AT 5K 5 K 45 S s e BN X 153
B, RAKF WA LUSREYE A KRS,

FIRMIK B ASERAXE

EF# Amazon Web Services Ik~ ERIARAXE , BHITUATRERHZ R, LT Amazon Web
Services Management Console JRFE{NFEIR I L T X HIBLBER. ATLAEH Amazon Web Services
Management Console REFHEFREFAK S FH AT AHXE,

ALK R AR A A X 23
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Amazon Web Services Management Console

F343Z Amazon Web Services Ik B A E A X

@ BN XR
ERITTIEFFHIR , IAMAFPSAGXAERFUTNR :
 account:ListRegions ( EE&EE Amazon Web Services X3 3R K 41 514k
TERAEREARS ).
* account:EnableRegion

* account:DisableRegion

1. LA Amazon Web Services i F iR F EEGHKRENRN IAM AR HA € 5 4% % Amazon

Web Services Management Console,
2. HEOMALA  ERENKFEN , RAEEEKF,
3. HEKFE , [ T&E3ZE Amazon Web Services X3 #8450,

(® Note

RO TSR REH AN ESMNIERMNR. Amazon [6 50K < BR#Y 68 F BR 4+ itb 31k F
FERAABFESBRIEER, EFERDOVEZUAERL[PFEITT , REHLEL
5 E AR

4. TERED|PHHIRIHED Amazon Web Services X135 3518 , R EARER , E4HURT
=B FEN S P A P B 1E L X eI 2 7 8 7R

5. MRERT , BWINER,

6. EHABERE , EEEH.

Amazon CLI| & SDKs

Ba LA A LLT Amazon CLI is S5 HE Amazon SDK &8Ug4E , BA. A, &M% HXEiE
BIRA -

* EnableRegion

* DisableRegion

ALK R AR A A X 24


https://console.amazonaws.cn/
https://console.amazonaws.cn/
https://console.amazonaws.cn/billing/home#/account
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* GetRegionOptStatus

* ListRegions

® B/MUR
ENT TSR, BXTRERF B REANR -
* account:EnableRegion
* account:DisableRegion

* account:GetRegionOptStatus

* account:ListRegions

MRFEAXLEEMNR , MAURTFRELER AR X EIERE SR , MR FEAMHS EaE
BME AR,

UTRAIANBERNEERAKFEATXig, AZSIESIRKBEARERKFRIKFAFEEZRER
RIKF,

BAE , KU UEAMERNGSERAENXE , AEN enable-region iR disable-

region,
aws account enable-region --region-name af-south-1

MREY , kBT RE=EE MR,
ZRERFRLIN ., UT RS AUEEESERVEITRS,

aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

FHARPEANERXE

EF# Amazon Organizations R IKFHEAXE , BRITUTRERN SR,
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® Note

Amazon Organizations ¥£& KB AWSOrganizationsReadOnlyAccess
AWSOrganizationsFullAccess E#H ARG Amazon IKFEE AP BRI R |, 1X#¥
BRI LAM Amazon Organizations #H| &G RIKF#5iE. EEEEFNREERE , B
Organizations Amazon & &R BB E#o

® Note
EENERKSNARTHNEREZRAKRS NEAKFRITXERENZE , EH4M

. BRASTNFENE  SERAKSHRE. XEERARTURHRAKS . X2E
BARNRINREN, NREHANRENNEAKSE MEETEAFEDLE  FSHED

,/\EFFFHFﬁ-ﬁIjJEbo
« B Amazon IkFEEBRZEHRNER, EHRTIRE , 55 B H Amazon Ik B 0]
Z15 B PR o

Amazon Web Services Management Console
HFALPERABZEAXSE

£ A IS A LR E K 7 U & % Amazon Organizations 12§ &

£ Amazon Web Services it E L , EBREEFHHKS

EFRMK IR BRI,

EXET , EBRERASEANKXE,

ERRE , RARERERARNERAIED,

WMREFRTREARD , BERBETHXA , RAREEREEAXHE,

MPEFTEALED , FEFTI T , A disable #HITHIA , REEFEAXE,

N o g b~ w0 Db =

Amazon CL| & SDKs

LA LAE A LU Amazon CLI #3853 H Amazon SDK E%igE , WEALRAKFABEH. 2H., &
BB Xk RS

* EnableRegion
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* DisableRegion
* GetRegionOptStatus

* ListRegions

© B/IMUE
TN RSB | ERTIBERE B IR AR -

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MRFEAXLEENR , MAURTFRELER ORI X EIERESANER , MR FEAMHF BTz
HMBEABNNR,

LT ROINBLANEERAKFEAT X, FATAKLESARBAAEEKS K- EERXEE
RKF

BEE , RO UEAEENTSERAEANXE , A5 enable-region #ikF disable-
region,

aws account enable-region --account-id 123456789012 --region-name af-south-1

MRRY , ISR EER TR,
(@ Note

—MNMAAELENRAZRZ REER 20 MXEBFER, EN , B2UWE
TooManyRequestsException,

ZRERRIN, UTwSAUELEETBERNEIRS

P

aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1

{

EALAPEAREAXE >7
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"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

¥ 31 Amazon Web Services T/ HINK$

A LAE A Amazon Billing M A EE 12 H| & E#HFTE Amazon Web Services Ik Ik Hikll, E
TR E K I PEMERIEE | 260 (Amazon Billing and Cost Management P18/ )

EHRAFH Amazon Web Services kP A5, B FHB 4 i ik 5 57
i

E4%% Amazon Web Services ik BB ERXEA PN ZBH A B FhpHbat | BHRITUTRE
RS IR, e FhR b3k F 2258 B 42 LL Amazon Web Services PR HHRFZNEIL,

(® Note
% Amazon Web Services Ik I E & Z Al 6EE E /A F sEAE B BT T5 6

Amazon Web Services Management Console

YREEIZHY Amazon Web Services Ik B, RAFPRIBNBRAF AP B FHR4 it

® &RPMR
BERIT TSR, BBHEDLERLT IAM KR :

o BRAIMEL Amazon Web Services IKFRAF &% , XFAFEEHM IAM PR, BLE
UIAM AR5 A5 HIITXESE,

1. EREK Amazon Web Services Ik~ B8 F #4411k 12548 5L Amazon Web Services Ik 18
BF B#%%&%E Amazon Web Services Management Consoles

2. HEEHAENALA  RRENKSBENIIKS , REEE Account (1K ) .
3. EMFINEENKFIRES  EREE. HTRE2ER K REQRTEEFRIESH.
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/
https://console.amazonaws.cn/
https://console.amazonaws.cn/billing/home#/account

Amazon Ik EE SEE™

® Note

MREXBEIREET , WARRRNEHIEAKFRAFFHET. U IAM A
FABSHERN , ELEBRKTRE,

4. HEEFKFRENEL , EREFHMFRZLNRE,

a. NWTHE —HEERENKFBHAEF , ERKSAHPRAFHKS B, K5k
BREER

® Note

MR T EE K Amazon Web Services Ik %5 , i58ZE Amazon Organizations
EEFERHIAME account HIRENIEL iam:UpdateAccountName BIEH
PR 5542 5 3K B (SCP).

b. XNFEFEH — EEFHENBFEBM4 U A L |, EEFHB FEB4tut, WIAFE
FHR M tb it R IAEN H B BB F R, ARF1EE Save changes ( REFEEX ) - no-
replyeverify.signin.aws FEFH B FHRH bt RIAK I, 7250 U8 RY 3 B F HE
it ME , ERIEB TR ANBFHREPRBINEIER  RAEERREELR.

(® Note
WU AREEERS 5 D HetE S REEIE, MREERMERETARE IR | 1§
B NIRRT K

c. NTHB-EEHZBIEL , EEYHER, FEBNRIATFEBFR, RFI1ER Save
changes (REFEEH ) . AXEMIES K SR RERAFPFENRESR | H2H (IAM
AFiER) P E® Amazon Web Services iR NEB,

5. ERMBEXRE , BEZTKo

Amazon CL| & SDKs

Amazon CLI =3k BE{—F Amazon § APl REFF X IFIES . BREEFER Amazon Web
Services Management Console}tl {T L E S,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/root-user-password.html

Amazon Ik EE SEE™

B ¥ Amazon Web Services Ik HEZ AR A

BEZRABKRA , Amazon ZRZAMBKR=ZNSHKSRBENZRABKRA. FRAKRAT-—ERBEA
R, MREHEAREEKE, ZENREMXFEBAVEB , WATLUNNE FERH 5 R FIR, BRItz
A, EBERFIRASKRERAVEFERfribat, RS BRR A HASEB R ERIKS B F4FRaS
FHREFELE

BREMNEKF REB A TBRRARBEFIEE —RE,

- IKEERRA
- BEFBRRA
- RERRA

ERMRIEIK S R IKFERELN —30 , AFEHFXNAMBRERZARRAA

« J837 Amazon Web Services I F - X F &k 540 LA < BxH Amazon Web Services Ik , & 0] LAfE A
Amazon BIE{R&H A BT Amazon CLI 1 SDK EFTEHCWEZ AR A. ET7THMMARMITIIEE
ESFEHIE I Amazon Web Services Il Z B R A,

- AL MAH Amazon Web Services i - X¥ FE F Amazon HAMNKEAKS, , EEKFIEZRER
Bk R A P B BAM Amazon Organizations 24| & &R EHALPNE MK AKS , LATLUE
I Amazon CLI #1 SDK AREAREH . BT HUNMARITIIEE , BSREFELHLFE Amazon
Web Services Ik & AR Ao

£

- BFESEMNBFERFER

 JJH3I Amazon Web Services K EFEABKRA

- EHBALHPEE Amazon Web Services IKF & ABKRA
« account:AlternateContactTypes T 30§

BH1E S A0 M B8 7 R 4 b ik EESR

HEHSEHMKSHNFARIAGE 2H , RNBWER AR ESHBNE T4t TEFTUTER,

- BESHARITEHRTF. BRMUATEN  +-0)%
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« BFERFbU R ATE 254 NER , RTYRENFREFFRIN | &7 LUIE B FlR 4 b 31k 49 /Z &R
BEUTRERER @ “+=.#]1&-_"

FIh I Amazon Web Services Il B EZ AR A

E R Amazon Web Services i AP EBZRABKRRA , BRITUTREFNS R, AT
Amazon Web Services Management Console X EIM Y F T X HFHBREER. AIEAEMA Amazon
Web Services Management Console R i8] = B IRERAK - R EI& AR A,

Amazon Web Services Management Console

AIH T Amazon Web Services I RN mBER HBREREA

® &RPAR
ERIT TSR, BBTEDLERLUT IAM KR :

- account:GetAlternateContact ( EFZARRAFAEFGE )
« account:PutAlternateContact (I REREHEZABKRA)

« account:DeleteAlternateContact ( MIBRZFRBKRA )

1. LEEBRENERHN IAM BAF S A EE S Amazon Web Services Management Console,
2. EBEONALS  ERENKFEHN , REEEKF,
3. ERFAELE, ATRIEZARRA , ERLANERERE.

(@ Note
MREEAEIRBET , NARERRENEHIFUKFRAFHERS LRFENRZA
K BB,

4. BEREATHFERPHE.
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https://console.amazonaws.cn/
https://console.amazonaws.cn/billing/home#/account

Amazon Ik EE SEE™

/A Important
X F 1l Amazon Web Services kP , REMERM AL T MIENMNANBRIFESBIE
+ B 44 3 3t

5. EMAMAERE , BEEH.

Amazon CLI & SDKs

LA LAE A LU Amazon CLI 853 HE Amazon SDK Mg , KE, EFSIPBREZABKRALE
B .

/BN .

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

@ &

- ERENERKFRALATNEREERKSXNR AP RITXLERE | BAE AKS RS
AEEERER,

© BIMUB
X FEAMBIE , EAREEMRE T IR RUR -

« GetAlternateContact ( EERABKRAFMEER )

+ PutAlternateContact (REREFHZHAKRA)

« DeleteAlternateContact ( MIBRZFHERA )

MRFEAXLEERNE  RMAURTFRELER P RRERRAAGENNR , MR TFEMAASE
BRI B AR ER .
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https://docs.amazonaws.cn/accounts/latest/reference/API_GetAlternateContact.html
https://docs.amazonaws.cn/accounts/latest/reference/API_PutAlternateContact.html
https://docs.amazonaws.cn/accounts/latest/reference/API_GetAlternateContact.html
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Example

LT REIRRTEABTKSASRIKEZRBRRA.

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

LT REINERGKSIRE T #EVREZRERRA.

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

WMREY , SR EE MR T,

Example

® Note

WMERXI#E Amazon Web Services Ik FABEIBRR AR BMITSZ X
PutAlternateContact &4 , ME—MRIESFMIFHERR A , MBESXI4ERE Amazon
Web Services Ik FBARARBENAERAASERNEHRR A

Example

LT RBIMER T ERAAKFHREREABRR A
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$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

WMRKY , BT REFEE MR,

(® Note
MRZHAZRBBRE —PMERRA , F-RBRED. cEREZHBIEK

ResourceNotFound %,

EEHIREA L HREE Amazon Web Services IEF IR BB R A

ERNALHIET Amazon Web Services I AP RERZRABFRAFAGE , FHITUTRERDN

HIR,
B3R

ZE & A Amazon Organizations EH A EMBEABKRA , BEEH#HT LU RE .

- BWARNIEAFTEIIRETREEEXAKFINRE, XHEEEGMUUEHRAKS, X2EAE
HARERINREN . MREHWALRBANNEASKE K MEESAFMAENRE , BSRELHERE AR
HIhgE,

- BEEZH Amazon IKFEEBRZ EHRNER, EHRTIHIRE , H5S5H B H Amazon Ik EE 0]
E1h R PR,

(® Note

Amazon Organizations ¥£%& KB AWSOrganizationsReadOnlyAccess
AwSOrganizationsFullAccess B ARMIGR Amazon Ik EE APl FIXR |, X4
&R AT LAM Amazon Organizations #H| &G RIKFHiE. EEEEFNREERE , B
Organizations Amazon &8 &R B Y E#o
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Amazon Ik EE SEE™

Amazon Web Services Management Console

F 4R 4R P {E{T Amazon Web Services IKF RiNHEEZHERA

1. FAALNEEKS,EIEESR Amazon Organizations 2 &
2. M Amazon Web Services K~ & | it B EEHHIKF

3. BEERBRRAGE , REEZRRABRRATRIBRRAARE . KERRA, RE2RAATZERR
Ao

4. BERMFERRA , BEERN, REZEHMARKRRA |, BERERE.
5. EREATAFRTNE.

/A Important

X F 4l Amazon Web Services IKF |, RIEHCERMA LT MIENMNAWEFSBHME
+ B 44 3 3k,

6. ZTARMBEEXRE , EEEH.

Amazon CL| & SDKs

BA LAMEALLT Amazon CLI 553 E Amazon SDK E3UR4E , ®E, EHMIMBRZABKRALS

=

/BN .

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

@ E&

- EENERKFHALATHNEREER RSN RAKS AT ERE | BAE AKS RS
A{EEERER,

« BEZTRSEHREFRAATRNARFHKS .
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https://console.amazonaws.cn/organizations/v2
https://docs.amazonaws.cn/accounts/latest/reference/API_GetAlternateContact.html
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® &PRR
N FEMRE | BSMEBYRE B HIRENNR

» GetAlternateContact (EEZAKRAFHAEFE )

« PutAlternateContact (IREREHZHBKIRA )

« DeleteAlternateContact ( MIBREAEBKRA )

MRFEAXLERNR  MAURTFRELERA S RNEERRACENNR , MR TFEMASTE
BRI B AR ER

Example

UTRORTARFFEAFKSNLRIKERARRA. ATAKIESANREALERKS K
EEZEREEAKS,,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

UTREIANARPHEEXRKSRE T RERHARRA, ATAKIEASRBALQETEKS K
EEZEREERAKS,,

$ aws account put-alternate-contact \
--account-id 123456789012 \
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--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

MREY , BT REFEEMRHH,

@ Note

R34 E Amazon Web Services Ik FAEEBKRARBERNITZ X
PutAlternateContact &% , ME—MRESHMFERA , MBEFXIME Amazon
Web Services Ik MBXRARBNAEEASERNEERR A,

Example

T ROIMIBR T ARFIEERRAKTNREEABRRA, MAKILESATRAAREERSHKTE
BEREERAK,,

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

WMRR , ST EE AR,
Example

@ Note
MRZHAZRBEBRE —NERRA , F—RBMEN. 2FARERREBLEK

ResourceNotFound %,

account:AlternateContactTypes T3

ATLAER £ R348 account:AlternateContactTypes EE IAM KB A F ( RIEL ) W =FhlkE
KBy —, Flm, UTRGIAM RREREFEALFGR , ATFHMNEANRRALPHFEKRSR
BILLING BABKRA , EFEEHITIENR,

account:AlternateContactTypes £ T 34 37
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BT account:AlternateContactTypes REEFHFHRER A SHFEA ForAnyValue 5
ForAllValues ZEFHFHREHEA.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditoro",

"Effect": "Allow",

"Action": "account:GetAlternateContact",

"Resource": [
"arn:aws:account::123456789012:account/o0-aalllbb222/111111111111"

1,
"Condition": {
"ForAnyValue:StringEquals": {
"account:AlternateContactTypes": [
"BILLING"

]

B ¥ Amazon Web Services Ik HIEEER A

BAEHEKFHEXBNEIERRAGE , SFENRRA2E, QNEEW. @iFbit, BESHNN
ko

BAILREKF RIBIKSEREARN —8D , AFEAAXNEEERKSERA ¢

« J37 Amazon Web Services I F - X F &k 540 L < BXH Amazon Web Services Ik , & 0] LAfE A
Amazon BIE{R&| 5 ;BT Amazon CLI fl SDK EFESWEMKFBRR A, E T HINARMTIIE
£ |, {BHSFEH I Amazon Web Services Il T EBK R A,

- AL MAH Amazon Web Services i - X¥ FE F Amazon HAMNKEAKS, , EEKFREZRER
B R A P B BAM Amazon Organizations 24| & &R EHALPNEMKAKS , LATLUE
I Amazon CLI #1 SDK AR AREH . BT HUNMARITIIEE , BSREFELHLFE Amazon
Web Services IKF EEER Ao

£}
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Amazon K/ &2 B
- BIESHEMBFHR4ER
« J9IR3L Amazon Web Services lKF° B EEBKRRA

- EHEBALPEE Amazon Web Services IKF BEEBRRRA

581 5 50 A B8 F iR 4 b ik R
EUSFHHS W EBRRAGEZE , ROBUERALFSBMNE TN EEEUTER,

- BIEEBARKEIEHE,

o BIESBAT + MER/MXABAL , ABEFK/MRABEEAESERASERZRNERE,
Flgn , +1 ( XE/MEKX ) H +44 (KE ),

- BESBIABEXS, BENAtRBZREEEFZRF-"HEWK, Hlan , +12025550179,

- HTZ2EN , BESBATAEBZLRE Amazon WEF. TESERLEFESHE , AAXSZHR
ﬁ%lﬁ%ﬁTEﬁ{L{no

« XF 140 Amazon Web Services IKF |, SREMCER M AL T MIEN AN EFSIBFE FHRAFHuk,
MRFEANMNAB TR RBESBEERKFNRAS | BBLEMRAREF LGRS E K
Fo

FIh3Z Amazon Web Services Il EFEEBRR A

E I3 Amazon Web Services Ik wBEEEBRRANFHARFEE , BRITUTRERHTZ R, AT
Amazon Web Services Management Console X EM L L T X HFIRAEM. ATLERA Amazon
Web Services Management Console RiFEHESIRERAKF PN EERRAE R,

Amazon Web Services Management Console

F3H3Z Amazon Web Services Ik REFTEBRR A

© BIMUR
EHATRHISE , EAAEHSEET IAM AR :

+ account:GetContactInformation (BEEXEBKRRAAFMAESR)

« account:PutContactInformation ( EFMEEBRRAFHAFEE )
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LEBRENRH IAM AP S A ®%F Amazon Web Services Management Console,
EEONEG LA, ERENKFEN , RBERKS,

B TR FKRABER D , EHELIERRE.

BEREATAFEFHNE.

TERFIEENRG , EEREN.

o ~ w0 bh =

Amazon CL| & SDKs

A LAEALLT Amazon CLI fs s HE Amazon SDK ERUR/E , KR, EFMSMBREERRAE
B

» GetContactinformation

» PutContactinformation

@ =

- ERENERKPRALAPNEREERKSXN R A RITXLERE | BAE AKS RS
AEEERER,

® &/PRR
NFENMRE , BLTMEFRE B HRENNR

 account:GetContactInformation

* account:PutContactInformation

MRFEAXLELNR , MAURTFRELER PRI AGEINR , MR TFEEATE
B SR BV B AKX BR

Example

LT RORTEARKFNIEERRAGR.

$ aws account get-contact-information
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{

"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"

Example

LTREINBRGKSRET N ERRRAAER.

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'

MR , WS ReFEE TR,

EEHERA L FREE Amazon Web Services Ik BIFEB R A

EEALHEET Amazon Web Services IKF FREFERRANFAFE , BRITUTREFNDS
-5

HiER
E& A Amazon Organizations ZEHIEEHMEEKRRA , BEEH#HT LS RE -

- BRARXLFEAFMBNRIEEEXNAKFNRE, INEEAMTUREKAKS, . XRECE
ALANMINRERN, MREWARRENNESKE K MEBERAMANGE  FSAEEALATE AR
BHEE.

« BMEZEFH Amazon IKF EBRSZ UEHRNE, EHRTIHIRE , HSH B H Amazon Ik B 0]
{Z15 B ABR o
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Amazon Ik EE

SEES

Amazon Web Services Management Console
H4H 48 Y 4E T Amazon Web Services i dREEEBR R A

1. FERALALHNEEKFZIUEE R Amazon Organizations #5118,

2. M Amazon Web Services I/ # , R EEFHWIK,
3. EBRERRAGE , ARRIETEKRRA,

4, ERRE.

5. BEREMAAFERFPHE,

0.

ERFIEERE , IR E#H.

Amazon CLI| & SDKs

BA LAMEALLT Amazon CLI s S 3E Amazon SDK E8UR4E , KR, EHMBMBREEHRRZRALE

B .

/BN .

» GetContactinformation

» PutContactinformation

@ E&

- ERNEEKPRALATHNEREERRKS N AMKFMITXESR

AEEERER,
« BEEGRSEHNEFRARAATRNALPHKS.

© BIMUR
W F & AMBAE | EARE ARSI HIRAERIAUR -

* account:GetContactInformation

 account:PutContactInformation

&, A= BIKF RS

B EHE LA REE Amazon Web Services Il BEEBR A
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MRFEAXLELNR , MAURTFREERFNEEBRRIAGEINR , MR TFEAAFE
B BREUA B AR ER

Example

UTRAIRRTHRFEEXRAKFNIANERRRAAEL . ATAZIEAHR B AR EEKS K

FEEZEREERAKS,,

$ aws account get-contact-information --account-id 123456789012
{
"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"

Example

LT REINALAPHEEXRKSRET EBHRRAEE . ATAZSIESSRBAR[EEKS SHKS

EEEREERAKS,

$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumbex": "+15555550100", "PostalCode'": "98101",
"StateOrRegion": "WA", "WebsiteUrl": "https://www.examplecoxp.com"}'

MREY , SR EE MR,

BEHEHELLAREE Amazon Web Services Ik HEEBRR A
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Amazon Ik EE SEE™

# & Amazon Web Services K ¥riREF

Amazon 7388 Amazon Web Services M7 A £t LA ME—FRIRAF -

Amazon Web Services K 1D

— N 12 U BF (20 012345678901 ) A FHE—#RI2 Amazon Web Services K. % Amazon &
R Amazon BIREHRFEIEMKS ID (ARNs). 1K/ ID T F— MK FHBRERS S —NKF
FHRRX 2R, MREZ Amazon Identity and Access Management (IAM) A, AT LAfE
K ID S0k P B B, Amazon Web Services Management Console & ik SR B1E &
—#IDs , NEEFEANLE , BEMNFTEAANNE, BRIVNEFEE.

AMLAF ID

— M FBHRFRAR , 6
179a59df900b949e55d96ale698fbacedfd6e09d98eacf8f8d5218e7cd47ef2be , ER
ID WB%EF R, Amazon Web Services Ik 1 £ L 5 8] 2. 76 AR S5 (Amazon S3) & T X1 1%
RN REVEEMK F 177 R AR Amazon Web Services MK/ B |, EaJBUEA L ID SRIRH|, &0 LA
root A P S PP B B 948 RIEH) Amazon Web Services Ik #SE A F ID 1AM,

BB B9 Amazon FEEE & IX EFRIAS,

/A Warning
BB Amazon FiE ( SIEFBMIF R Z4H ) RELEZEEEH Amazon Web Services ik
F WA SR HE Amazon BRNE=FH, XHEMTLALEA13REB SRER T RIRR
Amazon Web Services K~

# 2I¥RAY Amazon Web Services K~ 5191

o] LAEF Amazon Web Services Management Console 2 Amazon Command Line Interface
(Amazon CLI) 3R&E# Amazon Web Services Ik ID, EZHAF , Ik ID B EBURTF &2 L root
AFRERAFBMHER, IAMEIRER root AFERAFHMESR , K/ ID R —IAMER,

EEKFRRAF 44


https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html

Amazon Ik EE SEE™

DRAFHHEHRENKS ID

Amazon Web Services Management Console

£ LA root AP Amazon Web Services Ik~ 9 & FZEHEHRIRM ID

@ MR
BRITUTESR , BHRELEFLTIAMAR :

« Y& root AR B E RN , FEEEMIAMIR,

1. BEALANSHES  BERENKSENIES  REERRZEEIL,

® Tip
MBEEFBNLLIEHEIN , NATAE %LXEﬁIAMﬂ@E’JﬂfAmF'EMﬁﬁ% , MAZE
IAMAFB®REFRK, EXHBERT , BERKFZERESZSIWIK, ID &,

2. EXRFPIEHAEEIRS T , K5 .E/RTE Amazon Web Services Ik 1D Eitl,

Amazon CL| & SDKs

EEKIER Amazon Web Services Ik S 191 |, 5 A Amazon CLI

® JPRR
EMITUTER , BLAEDLBEFUTIAMKR

o LR root AF BHETHDH , RAEEEMIAMER,

BB TR get-caller-identity &8 o

$ aws sts get-caller-identity \
--quexy Account \
--output text

123456789012

HENREY Amazon Web Services i S 19iE 45


https://docs.amazonaws.cn/cli/latest/reference/sts/get-caller-identity.html

Amazon Ik EE SEE™

RIAMAF &R EREHNIKS 1D

Amazon Web Services Management Console

LLUAMA P Amazon Web Services Ik~ S0 & FREHREM ID

© BIMUR
TRAUTSE , BAAEDHEETIAMUR :

 account:GetAccountInformation

1. EELANSMES  ERENAFE , RE%EE Security credentials ( K£&iE )

® Tip
NREBEFRBNLZSIUEREI , MaEERULEESIAMBECNBKERAFRFEHER , M2
IAMAFB#®REFK, EXHBERT , BERKFZERESZIWIK, ID &,

2. ENEMEBHK,FFMEET , S ERTE Amazon Web Services I 1D Eid,

Amazon CLI & SDKs

EEHRIEM Amazon Web Services lF~ FPiE |, i A Amazon CLI

© B/IMUE
ERTUTSE , ELAEDEAUTIAMBUR :

- HRUIAMAFSAGHSMETRTE , REMNER
* sts:GetCallerIdentity

BB T AT RER get-caller-identity #54%

$ aws sts get-caller-identity \
--query Account \
--output text

HENREY Amazon Web Services i S 19iE

46


https://docs.amazonaws.cn/cli/latest/reference/sts/get-caller-identity.html

Amazon Ik EE SEE™

123456789012

B Amazon Web Services I FHHFSTHF, ID

&ALAE A Amazon Web Services Management Console B % E5& 4 #&# Amazon Web Services ik
F #SEAF IDo Amazon CLIBSHISEAF ID Amazon Web Services IlkF BiZIKF AR, EHTLL
LA root AFF, BREAFHAF Amazon Web Services i 4% RZMTHF 1D, 1AM

K root ARSI AP S MHREHENE ID IAM

Amazon Web Services Management Console

L root AP HAF BB FREFENERKSHIEAS 1D IAM

® &PRR
EMITUTER , BLAEDLBFUTIAMKR

o H{RE root AF BB ETHSH , RAEEEMIAMR,
o HRIAMAF G5 EFAT |, RS -

 account:GetAccountInformation

1. Blroot HFSAF &M &SR, Amazon Web Services Management Console IAM
2. EELANSMhEY  FEBRENKFENIES K ARAEEFLEEIL,

® Tip
MREEFRNRZESIEPREIN , NTERUEGIAMACHEBESRAFEMNESR , AR
IAMBFB#®REFRK, EXMBERLT , BERKFZRERESZLWIKF ID &,

3. EMFFERST , FBSAF IDEREMEAF ID FiL, ERUEREHABA, ID ki
iE Amazon S3 i [EI#2EFI5I5k () ACLs.

Amazon CLI & SDKs

EERMBAF ID , &#EH Amazon CLI

E# Amazon Web Services Ik FHIHSERAF ID 47



Amazon Ik EE

SEES

[E# Amazon CLI 89 APl and #5i& BT Amazon Web Services IR . IAMAFRKIAME

&

BT AREA list-buckets B

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--query Ownexr.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

DEEAENBKREAFSHERNTE ID IAM
Amazon Web Services Management Console

UEEAGHNREAF S HEZEHENERKSWAE ID IAM

® &RPRR
- BRI BIIHANEE Amazon S3 FERBAIR,

£ Amazon S3 ZHIAH , BEAREMEBEN  XREFFHBFHAER.
1%£$% Permissions ( #&XBR ) &I+,

0N =

Amazon CLI & SDKs

EERMBAF ID , E#EH Amazon CLI

LLEBIAMA & Amazon Web Services Management Console Bx& A F B8 & %,

EFRESHNRIOVEEEREET , FE R Amazon Web Services ik~ BIHSE 1D,

[E# Amazon CLI 89 APl and 455 35& A F Amazon Web Services PR A, IAMA R HIAMA

==

BT AREA list-buckets i35,

$ aws s3api list-buckets \

E# Amazon Web Services Ik FHIHSERAF ID
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https://docs.amazonaws.cn/cli/latest/reference/s3api/list-buckets.html
https://docs.amazonaws.cn/cli/latest/reference/s3api/list-buckets.html

Amazon Ik EE SEE™

--max-items 10 \

--page-size 10 \

--query Ownexr.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE
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Amazon Ik EE SEE™

Amazon IKFEEBHNZ M

Amazon T2 EM=Z LM, EHN Amazon BF , BN ERNFBEARASHELLBRBELWHERMIT
ENBIEH O LRGP Z R,

Z2£ MR Amazon MEWHBETRE. TERBENREHERNZNLZEENZPNR SN

= Z 2 M - Amazon fiE R £ Amazon Web Services = Hiz1T Amazon RSB E A&

. Amazon EEZRETNLZEFEANES. F=HFFRZATHNZNEERMNORZEENERE
Y3 Amazon Compliance Programs B —&f%. ETHERTRKFAEEN SN , ESHAEN
M it RISEE A A Amazon Web Services BRS

THRNZEMN - ENREHEEAN Amazon RFERE, EEFENHEMRZENR , SFEHRE
RYBURE, 80 B ESR AR E A AV EREA

B AEFE R T R ATEEA Amazon IKFEER M AREHREEN, A T NAEEKSEEN
KRENREMMENEB IR, BES T HRUWAIEREM Amazon RS KF B G R MR K- EE
RRo

F

)
Amazon I 7 & 12 R I IR R I
EATF Amazon Ik FEER Amazon PrivateLink

BT Amazon ik~ EEH Identity and Access Management
&M T Amazon K EEH Amazon FEE X

Amazon IKFP EEHN SR

Amazon K/~ E IR R4

Amazon Account Management R ERIZEZ £

Amazon Ik 7 E B A IR AR

AmazonZ=EHREERXEAF Amazon kP EEFHEERT . WZEXP TR , Amazon ARHFEFE
1IFE Amazon Web Services = £ EREMPEE, BATEPNIEEEHEMER ENATHIZE,

B3k AR IEPRE AR Amazon Web Services fRF L2 BMEMNEETES. EXBERLNESER ,
BSRBIERALE I,

BiRR 50


https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/data-privacy-faq/

Amazon Ik EE SEE™

HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2, Amazon Identity and Access Management ( IAM ) iEERENAF, X#& , SMNAFRRSE
BITEHTERRAENNIR. RIMNEENEEI AT HERRPHIE :

s NENMNKFFERZESHRIE (MFA)
« £/ SSL/TLS 5 Amazon BR#TEE. EMERFEH TLS 1.2, BWEA TLS 1.3,

» £/ Amazon CloudTrail IR E API MAFE3) BiZIKiEF. XA CloudTrail BRERKIHEIR
Amazon SEFHE S |, 219 (Amazon CloudTrail A $ER) F# Working with CloudTrail trails.

« A Amazon MNZ R RGZE LK Amazon Web Services RS AT EBRIAR 2124,

- FASREELZERS ( Hl10 Amazon Macie ) , EBEBIT RINFRF 767 Amazon S3 FEVBUR
BHE,

- MREBIWHITHRER API 758 Amazon FHEEZELXT FIPS 140-3 MM INZEIR | EFEH FIPS
MR, BXAAWN FIPS MRNESEER , BSREERKIPESLIERAE (FIPS) 140-3.

RAIEZNBWETFYZEERHRER (NEFTFHNE TRt ) RARZEH B BB K
FER(MBEMER) . XTEEHEHIA. APl Amazon CLI 5 Amazon SDK bRk F & = H Ath
Amazon Web Services RS it, EATEMHRIHEERAXNAFZTEPRANTABER TELH
FitHBH LW A L. NREEABRSSF[RBEMLE |, BB WEFEERN U P I EEIEE B RBIERTZ
BRS BRIV E K,

EFATF Amazon KPP &Y Amazon PrivateLink

R A Amazon Virtual Private Cloud (Amazon VPC) #£& Amazon &R , WA LLM VPC AR
Amazon K EERS , MAFTBI 2 H Internet.

Amazon VPC A EEBEMNEME R Z5) Amazon &R, ATER VPC #B4IEHNMERE |, 4
WP #uSEE. FM., BHARNNENK, X VPCHEZEER |, 5% (Amazon VPC FAF#5
) .

EJ¥ Amazon VPC E#ZFIKFEE , BUPEENL —NMEOD VPC im K |, &im A LEERF VPC iE#E
B|H A Amazon RS, ZimRRETASEEANT BENERE , TEERKRMM, MagibitiEik (NAT)
LI VPN iE#E, BXEZEELR |, i551% Amazon VPC AFEEFMED VPC i & (Amazon

PrivateLink).

Amazon PrivateLink 51


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/vpc/latest/userguide/
https://docs.amazonaws.cn/vpc/latest/userguide/
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html

Amazon Ik EE SEE™

Bl R R

&I LAE A Amazon Web Services Management Console, Amazon Command Line Interface
(Amazon CLI), Amazon SDK, Amazon ik & API =% Amazon CloudFormation £ VPC H 8%
Amazon Ik 7 & B im K.

BXEH Amazon VPC ##| A Amazon CLI |2 ME Bix RE LS , FS @ Amazon VPC AF 8
B Y B 2 82 O i A

(® Note
EolBn R | BEANTHEINRKSEREENEFE VPC EERIINRS

cn.com.amazonaws.cn-northwest-1.account

UM RBHAERAZESE | HIEE cn-northwest-1 XiF, ERN—MEKMRS |, K
FEBNEEEXHEN—1 Amazon X1,

BXfBEH Amazon CloudFormation I Eix 2 WEE , 5 (Amazon CloudFormation A g
&) F# AWS::EC2::VPCEndpoint % iF.

Amazon VPC i S F &

BT 12 Amazon VPC n R BT B hlim RURES | S8 AT AR HIE B T I RS i SREVITRYIRMF. B LUE
T HEINZNin RERMR O RE A IAM AN, BXEZER , B35

« FEATKFEER Amazon Virtual Private Cloud B9 = 5K B
« {Amazon PrivateLink 1) AREER VPC im 232 &% fR 3589175 7]

FERTKFAEER Amazon Virtual Private Cloud B i = 5K B&

BA LUK EEAE Amazon VPC ikl  HEEPIEEUTHES
o AHITIRIER K,

o FHETLRITHERE,

o AR ERITIRENRER.
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https://docs.amazonaws.cn/vpc/latest/userguide/create-endpoint-service.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html

Amazon Ik EE SEE™

UTFRBIERT —I Amazon VPC i [UREE |, 1ZKBE A 1FIKF 123456789012 A& Alice B9 IAM A
F 1 RFME RET Amazon Web Services Ik R ABKRAEFE |, BIELFTE IAM A F il BREAT K
FHE g AR ASEHNNR,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"account:GetAlternateContact",
"account:PutAlternateContact"

1,

"Resource": "arn:aws::iam:*:account,

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws::iam:123456789012:user/Alice"

}

1,
{

"Action": "account:DeleteAlternateContact",

"Resource": "*",

"Effect": "Deny",

"Principal": "arn:aws::iam:*:root"

}
]
}

MREFE T Amazon ALK FRINBERFEP —MNMAKAKF A EM , N Resource THE
IRER A TIES :

arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

BXRUBHRARENELZER , 26 (Amazon PrivateLink 1§/) FHEA VPC s S 2 HIX RS H

FF Amazon K P EER Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS AT ARBIEE R 24 it
R HIXT Amazon BIRHIFRINR. IAMEIE R 251 AT SUBE & 4RI (ZF ) MR (HENR )
FAKFEERERR. IAMEZEXAHAZABAFEA. Amazon Web Services fR5

HOMGEEE 53


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html

Amazon Ik EE SEE™

£

- B

- FRASHHITEHRIE

- FARKEEE

« Amazon K EE A IAM

- KPEEETHHRNRETR Amazon i

- FRHETHHIER (IAMBER ) #1TKFEE Amazon
« Amazon K EIE 5 3 M 15 A AN PR EE R E

ZAX
&5 Amazon Identity and Access Management (IAM) N A RE2EFTFRE , EABRTEEKFEE
HRPTE THE,

REAF - MREAKFERBRSFSRERES , WENEER SN EREMENZIENNR, HEEH
EZKFEEDRERTHIEN , BARFEFHANR, THOMAERFRNREDTEQERERER
EEHNR. MRETEFFEKSEERNIIEE , S MAmazon I/~ EIE 5 40 M 15 AR EE

REEERER-NREBELTAREEKFEERR , WETHEEKFAEENZTLHRNE. BERE
R W RS FA P RLG R RLE DK P B IR ThEE R R IR. AF , B4 5E IAM BEEBERERIER , XS EE
FRENRESAFNRR, EERTENEE , TH IAMWEARSS, EiFd 7 H#7R L0 NAIAME
AKFERE | B2 Amazon K EEMMAER 1AM,

IAMEER-MRERIAMVEER , WARFEFATHNARERBREEKSFEENTRNR, BEE
BEAEHREANKFERETHHNERKBREIAM , E56H, K- EEET S HNERTR Amazon 4l

£ B 02 1T B A3 IR IE

SHRRIERE Amazon EABHEIEEFM AR, B4 EL Amazon Web Services IKF R EF. 1AM
AFBHAZEIEEIAMARHRITH AR ( EF Amazon ) .

WMRIE Amazon LURIEF 1R , N4 Amazon RIEHHF A EH (SDK) Mésw1T#EDO (CLI) , SAE
FEALZNERNFERFITMBLEE, WRETREH Amazon TE | NIXFBE L BER, BxFERHH#E
ENAZETEEERNESZER , 555 (AMAFPERE) FWAPIERAMazon LM 4,

TRFERAMEMRIESE , SRTEFERHEMRLER, AW, Amazon BEWEERZESH
BiF (MFA) RIEEIKFNR M. ETHEZEER | 558 (AMAFERE) IAMF#Amazon ZE 5
BIAL,

2 54


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon Ik EE SEE™

Amazon Web Services &~ root FiF°

B2 8t Amazon Web Services ik , BEEE— N EREM , ZEHUUZEHRIKSFHMERIR
Amazon Web Services IRSS F'RR. Ltk HH#EF N Amazon Web Services Ik root A , FERE B

B/ et E AR TR it B B R AN TG R Z &40, BAUBWERECARAFPRITEEES.

REFPFRAFPEIE , AEAXEEZIERRMTNEBAL AT URITHES. BEXEFEELURAFRSHEZEN
ESHTEYR , BSHE (AM AFER) FREERAFZIENES,

BREH0

ERRESXR  ERAXHAF (BEEEEEATRNENAF ) FASEMRHEENEKS ORI
Amazon Web Services BRSS B3 IS IEBH#TIHE

REGMRELNDILAFBER, Web H41RMHME. Identity C HEFEMAEMA Amazon Web Services
RS Bl & mRBENERH#TIHRMNB/ . Amazon Directory Service 4Bt & & 141517 & Amazon
Web Services Ik , T EAE , AERAMAITIHES,

IAM F P #A

IAM A F 2 & A EB Amazon Web Services Ik N MABRNARFEERENRNE M. EAENER
T, BMNBNEARRER , MAEAREEZRBNERBAEREEINAMAF, B2 , IRER
FEAVAFPKHBEIUNBSERS , RINBUERREAEH. BXEZELRE , B35 (AM AFE
B PN TEERHEIENFEARSEERERIAEER.

IAM 4| BRIEE— IAM AFEENEH, BTREFRAEANENESR, BUUEREAXR—KERZINA
FIEENR,. IREXEAF , FAATUERNHEEBRAFNR, fla , B8 HEE— N8 NmE
A, IAMAdmins H R FZBEAEEBIAMETRANE,.

AFEAtTE. AFE-—#EENMARSNARFXK K MACEELEFECHEANARA. AFE
BAANKHFIE , MALRHAGNEILE, ETHESES , BSHAFEETHIAMIAMAF A S,

IAM B

IAMA & 2IENEBEF S EMNR Amazon Web Services Ik B & 17, ©ELT IAM AF |, BEX54
EARXE, BEEAFIGIBIAMESE Amazon Web Services Management Console , ATBAM A F 4]
WREIAMBE (#3EHE ) . FBALUEREA Amazon CLI 8 Amazon APHRESE A B E SR ERAKA
ABURL, BEXFEHAACHNTENESEE 2R (AMAFER) PR ABBN S Z,

BAIREIER IAM SEeENTERTRER !
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html

Amazon Ik EE SEE™

- BERAPER - EQRESHIENR , FEIR2-18E , HAZACENNR, HREFHHIT
SHRIN , Z530NEAGHEXRARRTHALBEELINR. AXATHRSSORIENAEH
8, B2 (AVAFER) FHNE=F 50 REHE (KE ) tIZA6,

« IGEIAMAFRR-IAM AFHABTURA-NMAMBE , HEBEFEFIENRETERINR.

- BIKFFE - BRI SUER IAM A A TFHMKSPHENA ( IEEER ) HREKS PHERR.
AERRTFERFFENBRHNEESN., B2 , ¥ TFELREIR Amazon Web Services RS , &AL
FRBEZMMNETR (MTAREAACEIRE ), ETHACHNETRRNEIKS 7R K2 A
WX 3 , BESREIAMA FIEREIAM S Y EIK F 7R 7 1R R

« BIRSER — BLE Amazon Web Services BR35 A H At Amazon Web Services Bk35 RS HI 2
fE. Bl , HEERSFSHPIRITBIEN , ZRFEESTE Amazon FIZ1TNAREFEC2ZHE Amazon
SIHFHINR. RFTHELFEALLHRAANEZANNIR, FRAKRSAGIEARSHEXABKRNIT
LEERE,

- BRRIBMELE (FAS)-HEEAIAMAFHAREPHITERER Amazon , BEUNEIEA. HRE
ARELERSEE , RABESINIT—NMRE , RAEETRANRSHE S —MNEE., FASERRBERZE
FEABIRBR Amazon Web Services IR AR Amazon Web Services BRS [ T RS & HiERM
BER, FASREYBRSWEIZTEESEHM Amazon Web Services IR B RRXEFRETHRAVER
B, TekHER, EXMERLT , BLTMEEHRITXATRENNER, BXREHFASIERINHEK
KiFE , BZRARAHELIE,

- BFAC-RSIAVACRRSAREEZHITRENAC., IAM BEEATE IAM FEI2, SR
BRERSAR, BXEZER , 528 (AMAFERE) Amazon Web Services RESHHEIEAE
PAE &R ER

s REMBEXAER-BSHEXABE —THERSHEXRBKNERESA®. Amazon Web Services RS IR 7
DURARKREHTRIEN AR, RSHEXRAGHIESLNF Amazon Web Services Ik |, F B
REFIE. IAM BEERATUERETRERERSHEXABHINER,

« 1£ Amazon LEfTHRARERF EC2 — BRI NFEAIAMA R EEZEC2K 6 £iE17 3 &K Amazon
CLI 2 Amazon APIERKI N AR FIIGENE . X{LETHE EC2 L7 2. ENEC2
65 B Amazon SR FEHAIMEMENARFER , BFEE0E /N INEZE 6/ K HIE B
X, ROIBREXHIERAE  HE EC2 1Ml LETHREFABREBIGREIE. BXEZELR , B
SFEIAMAFIEEF N ERIAMA & [ 7 Amazon EC2 324l Bz TN AR FEF R,

e AR EE TR

RAT LA Amazon B 8l 2 K H I EK INZE Amazon B4 S & Rk PG RINE, KKEHS
B— MR Amazon |, ¥ 5EEHRHEREREKEN , EAENENR, Amazon EZFEA ( BF. root B
FHEABSE ) AHERMIPAXLRE, KEPHUNRBERATERIELBER, KSPERBEEL

AR E R 56


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html

Amazon Ik EE SEE™

JSONX#4 Amazon FERFEEF . AXRISONKBXHEMMNENESFER , FSH (AMAFE
) FHIJSONKRE LR,

B R A LAER Amazon JSONKEERIEEWER NI E AT L. BRZ2E , WA EMAEA BT LHIRR
1THRE | UREALAFHTNIT.

MINBERT , AFMARXENR, ERTFRAPNAERFRITRFENNER , IAWM EER T L6I2
IAM KB, EERBEETUABAENMNIAM KB , HRAURARERE,

IAM REEE IRENNR , T EERABMM A ERITRE. flW0 , RIREE - AP iam:GetRole
BRENKE, HEIZERHNAFP T UM Amazon Web Services Management Console Amazon CLI,
HRIRELA &5 2 Amazon AP,

ET 508K

ETHONRBEEAUMMES G (FMAMAF, ARASAR ) WISONRREE X, XLEXR
BRI E AP AT E MR RA T BERRRITHERE, ETHRNMIZETHHRE , F5
FIAMAFiERER R EAE S EERKE X EELAMKER.

ETHMRNRBEAUSH —SHXNARKERIEENRE., NREBEERARNAR, 486,
FERBIIMI KRR , B LUHEKMEIRHNSNAF, BHEFNSE Amazon Web Services K
REREIIE Amazon RFEXRBNEFARERK., ETHNMERERBINERR R ZBH#TESE |
B (AMAFER) PHERERBANNBER BH#TIER,

E T RIRAY KBS

ETRIFHJISONK I 2 EM B IR, ETRIFHNREN TG 2HE IAM ABEEREM
Amazon S3 K, EXFETRFNRBENRSS  BSEERA TUERCIIREFINBER RN
HEe NTHEEPHMEBIRR , KRBEEEEZE AN ZERRITHBEREURETLAZSET
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{
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"Effect": "Allow",
"Action": [
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"Resource": "*"
}
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"account:DisableRegion"

1,

"Resource": "*"
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teContact R Ao
account:PutChallen BEA B F 15 Sk 7 5T 18 () @AY X
geQuestions PRo

(® Note

LA BRGE A 125

B. W REEAPIH

B A PR o
account:PutContact EA B F IR AE ik 7 B9 = EBR
Information RAEE,
account:StartPrima EA 2F B3 Amazon HEF KR
ryEmailUpdate T P 3= BB, R 44t 31k S5 HTRYAX

PR
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Amazon Ik &1 & 17 F 15 [0 £X PR %% 3 ff 25

ERAUATEEREPECHNEEEERAKS EEN AJREINERLRZ , BURIAM,

FH

- BRXBEW,HEFPRRITRIENNR

« RFMINIT iam:PassRole

« REATFRIIE A Amazon Web Services Ik R B HIIKFEE

BRBE K/ TEPRATREAINR

MR Amazon Web Services Management Console & iF IR BTN ITEIURE , MM NBEREER ST
REE., EEARERHEAFENEBNAR,

HmateojacksonlAMA P =X ARG AEHN “tk =" JWE Amazon Web Services
K hEFEXMAIEME S Amazon Web Services Management Console 1B3%
Haccount:GetAccountInformationiXPREY , B HIMUT REIEIR,

A You Need Permissions
You don't have pEFmISSIOH to access Dilling information for this account. Contact your administrator it you need
help. If you are an administrator, you can provide permissions for your users or groups by making sure that (1) this
account allows 1AM and federated users to access bil ng information and {2} you have the required IAM permissions.

FEXMERT , Mateo ERMKEIE R EMERKE , LATFMEER account: GetWidget BEHR
my-example-widget &R,

K I 9T iam: PassRole

MREWBEIR |, RABTRINIT iam: PassRole B , MAAEFH R AR TR HEMELELKS,

',

AL Amazon Web Services fRS5 RIFEFNAABEAEL LIRS , MARUEFNRS A SRR
XA®, Nt , BLAEERACLEIRSHINR.

HRBNMIAMA Fmarymajor= R ERARH A K K/ EE FHTRFN , SHIAN T RHIEIR. B
=, BELAERRFSACHRTHNRT AIHRTIEE. Mary TEERARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MNBRBEEHB) , FIREREW Amazon EXE G, FHNEEARRMHERZREILIN A,
A8 A FR U A Amazon Web Services K 5B R K A EE

AR —- A , UEAMKSPHNAFREALNANARTUERZAGKIL RSN TR, &7
LUEERERER , AURASE, X TXHETHRARIH FR2RH SR (ACLs) KRS , &RIE
158 PR 3 L5 SRl o) AATT 4R T 1 1) S8 B9 BR VAR BR o

BETREZEE , ®SAUTRE

s ETMKFEBERAIFXLIRE , 55 EAmazon IKFEEINMAER 1AM,

s ETHIMUREHENEHENFTRNIGENE |, B5H (AMAFER) BB Amazon Web Services
Mk~ @ EAMIAMA P REFRENE, Amazon Web Services ik

o ETHIMMEE=FREXEHERN G RIEE Amazon Web Services Ik |, 155 RIAMA F 18
BHEE=HREHRNR. Amazon Web Services I F°

s BTYRNMBEYSHBKESRIERHEFENE , F23H (IAM AFEE) P ALSAIT S HEIEN
BF ( BRBRERIE ) REHRNR,

c BETHREAACNETERNREETER,HRNEXS | FSRIAMAFEEIAMP R EK -G R
T R AR o

BT Amazon lKF EEH Amazon EE KBS

Amazon Ik = EE B AR A M a8 E AR Amazon HEBUK :
« Amazon FEE R : AWSAccountManagementReadOnlyAccess

« Amazon FEE R : AWSAccountManagementFullAccess
« IKFPEERIE Amazon FEE RIS TEH

Amazon EEX XK EH Amazon BIEZMEEMWILIT K, Amazon EER KK EEN T ZE LR
RENER , LELETUFBAIAF. AFAE 95 ENR,

FigfE , Amazon RERX KB AT 2N ENRBEEAZRR TRENR , RN EMNATHRAE Amazon
EREM. RMNBUEBETEXBETENERZSNES TEXRBERE -SRI NR,

Amazon FE& FK 7


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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BIEE R Amazon TEXNKBEHENLWNE, MR Amazon EFHTE Amazon TER KA E X
IR, NEHFSEMZREFMMBINFIEEAEHS (AP, AHNAR ), HEHH Amazon Web
Services RS BIIHEFH AP IRETRHATME RS , Amazon B WJ8EE #H Amazon EE X KK,

BXREZEE , F50 (IAM AFER) PR Amazon FEE K.

Amazon £ E K : AWSAccountManagementReadOnlyAccess

&AL AWSAccountManagementReadOnlyAccess SKEEHIANE] IAM & 15,
ZRBIEMRTNETBUATABTH R ENRE :

« xF Amazon Web Services I B T iE

« 4 Amazon Web Services Ik & A RZFH# Amazon Web Services X3 ( REEFEA Amazon 2|
BEEKF, P XEHRES )

FER  BFEITEM Get* 5 List* BIENNR, FRESHKF THESIAKF BEHAREH
Amazon Web Services X8 HI{EThAE.

MRIFMER

ZEREEE TR,

« account-RFEMAEKFEAEHK Amazon Web Services IKF W THEFEEE. ©EAFEATIE R
Amazon Web Services Management Console ##I 1k /5 FI#9 Amazon Web Services X1,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
1,
"Resource": "*"
}
]
}
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Amazon F£E K : AWSAccountManagementFullAccess

IEA LU AWSAccountManagementFullAccess SREEMIMNE] IAM B 17

ZERBREHEEIEAATARTHTLEENR :

« xF Amazon Web Services Ik K T iE
« 4 Amazon Web Services Ik BB HAHK Amazon Web Services X5 ( REESEHA Amazon 124

BREEBRDIIESATZRAKFHXE )
FERN  BFIBITEM account BIEMVR,
XRIEHE R
ZREEEULTHR,

« account-RFEHEFHIERE R Amazon Web Services Ik W THIEEFEE. ©EAFEAIIH
Bk /2 B9 Amazon Web Services X138 BA & £ Amazon Web Services Management Console #
BERSEAR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"
}
]
}

kP EEETE Amazon IEEREHITER

EEAXRALRSITRREREXLEE RLURKS EEN Amazon FERMERNFMES . AXRULTME
FUNEDER, BiTEAKFAFETEXHFLIEEAELN RSS &,

AWSAccountManagementFullAccess 73
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) R HHA

Amazon Ik EE#H T HN KREBRNHEETUT 2021 £ 9 A 30 H
Amazon FEEXKBHAFE TR  Amazon EEFR :

ERE K

 AWSAccountManageme

ntReadOnlyAccess

+ AWSAccountManageme

ntFullAccess

Amazon IKF EBHN S MU

ERZA Amazon EFMITRIN —2B5 , B=F it &N 7T LLE Amazon Web Services Ik #iz
T8 Amazon RS EZ MM EM ., EFEFE SOC, PCl, FedRAMP, HIPAA K HAt,

BXRBEASHMITREENM Amazon R 5IER | BESRESAMITRISEE RNA Amazon Web Services
RS, BXEMEE , S Amazon MM 1T X,

O] LAEA Amazon Artifact FEE=FFitikE. EXEZEE |, i85 (Amazon Artifact A 18
B HMTE Amazon Artifact F TE IR,

&1 A Amazon Web Services I~ FHRF SR LT EHERENHRBME, RLTRANEAEE

FRUARE A REEEHIRE. Amazon R T RERAEBFZEHM

- ZEMEEHAMPRIEANTIER - XEPBERITIC T REEEI , HIZMH 77 Amazon LEE
ZEMFNEMMERNEINEHERENS R,

« Amazon EMMREIR - L FSFMANIEEESATRERATENTLNVE,

« Amazon Config FF & A R $gm 8 £ A AN TF{4E 7R — tb Amazon Config BRSS T4 8 /Y 5 TR BL E XY
MERER, TAEEAERRERFER.

« Amazon Security Hub : It Amazon Web Services fR% 12T Amazon FZ RSN EMNE |, 7]
BPERERESFERETURENRETERATE,

Amazon K- E AN

Amazon £ RERIZRHEE %2 Amazon Web Services XIBM AT X mAE, XSRS N EYIE L3
BRENTAX  XLETAXEISEREK, FHESHETRAMESHWNEEEE—E, MATAK , &7

EMMERAE 74


https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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ORI NIRRT AX 2 REP it B SUBEXBNNRARFNREE, SESNEN RS IBIE
POEMIREMAL  TRAXERESHTANE. REENTTT B,

B XAmazon Web Services XigfM T AXHNEZEE |, S RAmazon ERER T

Amazon Account Management RV EMRERZ =M

ERFEEIRS , £ Amazon Web Services Ik~ Fiz1TH Amazon fR%5 2 E| Amazon £IKME R LK
RI¥F . BX Amazon RL£RF UK Amazon AIRFEMIZENEER , HSH Amazon zZ£, E
EREMENRZLREXKIRITEN Amazon MR | 25 (LX£MZHE Amazon Well-Architected
Framework) H#Y EatZEEERF,

&R LAER Amazon ZAHY APIER , BEMEZTHRIKSIRE, B RSAZFIUATAR

- FEMEREMMI (TLS) RAMNERFEA TLS 1.2, BIWUFEA TLS 1.3,
- EEZLRBI®RE (PFS) WEBEH , 20 DHE ( 58T Diffie-Hellman ) 5% ECDHE ( Iifs B8 (Rl g 4%
Diffie-Hellman ) o KEZEHINKRE (W Java7 RESRA ) HZIFXEER,

A, RIERFEREZES ID N5 IAM EERBRHUBZFRIBHARITBERFITZER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IREt Z & F RN BFERFITEE,
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https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html

Amazon Ik EE SEE™

sy 4R Amazon Web Services K 2

B RRIF Amazon K EEMEM Amazon ARG R W HEM, FTAMMMENEZARE
o Amazon R T U T — LR TAERERKSEE | FHIERMNRTRE , FHEN BHTR
o

« Amazon CloudTrail 3k ( i2% ) BH&H Amazon Web Services Ik sRA K ZMK F 3178 API 1 A
MAEXEH , HHEEXHBEARIEER Amazon Simple Storage Service (Amazon S3) E &1,
XATBALEEFRRBL A A MK EA T Amazon, XK HIEAKIR IP it IR AR K ERNE. BX
BZEE , H5/ (Amazon CloudTrail AFER)

« Amazon EventBridge A8 Amazon [RSEF/NERBLINEE , TEMMRREEN , HlanNAE
FR A RIS ERE R, Amazon B F RS ML FRat&H E EventBridge, BRI mEFE#
MANRIEREIENEY , AETEESHCEEANNHRITHENLRE, BEXEZEER , B5H
Amazon EventBridge f P15/,

FE A2 & Amazon Ik EEAPIFEIY Amazon CloudTrail

Amazon Ik FEEBAPIs5—IRSE £ M Amazon CloudTrail , ZBRFZREAF, AREARAKFEER
EHY Amazon RS FTRENRYIRERVIE R, CloudTraillFrE K~ EEAPIEFHIRNEH., HIKRNER
SBIENKFERRENFE AR, MREIZERE , WA LIS Amazon S3 F#BIFEEMEN
SEKFEBRREENSEH, CloudTrail IMREREERER , BIA R LE CloudTrail EH A EHH
FERIEFRFNELH., FHKRERMNEER CloudTrail , BB ERARA K- EBRENER, BT
R HER P #hub, & HiERG AT E SR HAiFHAER.

ETHEZEE CloudTrail , &R Amazon CloudTrail A F &/,
RE K~ EE(E S CloudTrail

CloudTrail & 8I2 0K~ Amazon Web Services Ik B EEEIK S LT B ARS. HKFAEER
ER4EETIAT , 27 CloudTrail B4/ & CloudTrail i2ZFI2FIZEZ UK H A Amazon BREE4.
BRI EHEE, BRATHHRELXENEHF Amazon Web Services ik, BEXEZER , ESHRE
BAEHHEIEFRESE CloudTraill B4,

ERFZILREMNEMH Amazon Web Services I , 2EKFERRENSEH |, BHRIBRIER, REA
¥ CloudTrail ¥ A& X H& 5 El Amazon S3 ZFi#Ef. BIABERT , HEEFAIERERER Amazon
Web Services Management Console , ZERERF M A TP B BRER Amazon Web Services X1, 1t
IRERIZRTE Amazon 7 XHiERMBEXEFNES , HFBEXHRIEZZEIEEN Simple Storage
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/eventbridge/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Ik EE SEE™

Service ( Amazon S3 ) Ff##. ER B EHM Amazon BRS , it — S5 M4ALE CloudTrail BE
PIRENSEHHIE. EXEZEE , BZRTINE :

- BIERIRICFEER

» CloudTrail XFHRFMER

o FUTEUIEELS#HSNSEA CloudTrail
- BURBESZANXEE CloudTrail BEI 4
« MNBENIKFEUR CloudTrail BEXH

Amazon CloudTrail I8 ZAIERBAPIZZ o HIWAMBIK - EBAPIHR/E, Al ,
X CreateAccountDeleteAlternateContact. MPutAlternateContactiBENAHALTE
CloudTrail BEXHHERKFE,

BIMEHHBATREBESEXRERBFROARGR. BOEEAEMTEHEUTRE !

« ERRAMEMA root AFER Amazon Identity and Access Management (IAM) A &R % H
- BREFEH IAM AEERKESHAFNIRRZLEIER HE
- HREBHHEM Amazon RE % H

BEXEZEEL , B2 M CloudTrail userldentity T3,
THRKFEEASRKE

BIRRE—MEE , APNEHENBEXGEEEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEBENMNEEFZREBE. BHARKRRBEEMRENEMER , BFEBEXFMERNRE, BRIEWN A
BHE, ERSBENFES. CloudTrall BEXHFTRAHAPIAANEFHREER , AENFTLRE
A4S ER IR 3,

B AT REIERTABAGetAlternateContactiBEUR RN Y HIOPERATIONS & ABKR A
B CloudTrail B&E% B, ZIEREETFTSHREREMNE,

Example =45 1

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:532Z"

}
}
.
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

R~ 2 LT REIERTABPutAlternateContactBEU @K RMITHBILLINGE AR AN
CloudTrail BE%H,

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
I
"eventTime": "2021-04-30T18:33:08Z2",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalezeexample.com",
"title": "CFO",
"alternateContactType": "BILLING"
I
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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T3 AT REIERTHIDeleteAlternateContactiEELAMIBR Y BIOPERATIONS & AHEBAR A
B CloudTrail H&% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
},
"eventTime": "2021-04-30T18:33:16Z",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {

"alternateContactType": "OPERATIONS"
.
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "123456789012"
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}

£/ EventBridge MK EEEH

Amazon EventBridge ( LABI# CloudWatch Events ) AI&BIE L IRESENEYN K H B T4ERAH
f2 Amazon Web Services BRSS9 B ¥ri&4E. KB Amazon Web Services BR %5 Bk 5589 = 4 /IR F 35/
&5 % EventBridge.

f&Bh EventBridge , & AT A G2 A T EE A& ASHFNMN S4B B S BIRA#ITAE,
BXEZER |, iHS Amazon EventBridge A F R # Amazon EventBridge Al7o
K EEEH

LTRAERTKFEENSENH. BHSRAREN,

Bl REE CloudTrail B AMZAXEN AP HRANEBSESHTTATKFAEE,

ELES]
. BERNZARENEHS

BRMERAXENEH

HBIEH AR AP EARZAKSFNXEN , 2BIRLES. DHRER/ER CloudTrail B4
IEFB BRI A, A, SEARNERALERA , FHEBAKF XX EventBridge B4 , HEE—
BRTEREBRRE,

LT REIBEHE RO AEER , RRE 2020-09-30 7 123456789012 MK FENABLED T ap-
east-1 Xig,

"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
"time":"2020-09-30T06:51:082",
"region":"us-east-1",
"resources":[
"arn:aws:account::123456789012:account"”
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eventbridge-getting-set-up.html
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1,

"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
"status":"ENABLED"

}

BN AT EEIRS S GetRegionOptStatus H ListRegions APIREMAZSAEPTHEL -

ENABLED— BRI FIETR accountId B A T X
ENABLING— IEEFER#ER accountId B ALLX
DISABLED— BRI NI R accountId A 7 X
DISABLING— EEEN$ER accountId AKX

LT ROISHENR IR T HRAXESE4AN,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]

LLTFRAIEHER 022 7 X3H3K ENABLED 1 DISABLED KiZiZE4RIF N,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[
"DISABLED",
"ENABLED"

TP EEES 82



SEEE
Amazon Ik EE

}

83
TP EEES



Amazon Ik EE

SEES

BEER Amazon Web Services K B [E

FRAUTETRNESHEELHAAER Amazon Web Services K/~ BB, MERAFAESE
F <IAM AF#8R) RMEEERAF &, MEERRIEMNEE ,

B EEZE Amazon Web Services ik~ & [8)&,

TR HEBR &

« HEZ Amazon Web Services ik~ Il 22 7] &1

« HEZ Amazon Web Services K7 < /Y A &R

o HE&EH Mt Amazon Web Services K~ 7] B

HEZE Amazon Web Services Ik Bl 2 g &

FS

W55 (Amazon BRI~ 1EA)

FRATRT NS EZEEEREBENZ ML E 0122 Amazon Web Services Ik~ BHEZIRY A &2,

[

A F038 a0 4e]SE A B K

MR EEER Amazon BilE
K P HYERESRE W AR PIN
TEER , ZEAD?

HERZHREBELEERIIBECH
Amazon Web Services Ik 2
B, IR R R R KM E R
BHEIR ?

BT X 24 /et BENIKS

ERBEE

HOBTHKP BT ERER

SERE

#12 Amazon Web Services ik

P

https://repost.aws/knowledge-

center/phone-verify-no-call
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e-center/maximum-failed-att

empts

https://repost.aws/knowledg
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HIR
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Amazon Web Services re:Post
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Amazon Web Services re:Post
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https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshooting_root-user.html
https://docs.amazonaws.cn/signin/latest/userguide/troubleshooting-sign-in-issues.html
https://www.amazonaws.cn/premiumsupport/knowledge-center/phone-verify-no-call
https://www.amazonaws.cn/premiumsupport/knowledge-center/phone-verify-no-call
https://www.amazonaws.cn/premiumsupport/knowledge-center/maximum-failed-attempts
https://www.amazonaws.cn/premiumsupport/knowledge-center/maximum-failed-attempts
https://www.amazonaws.cn/premiumsupport/knowledge-center/maximum-failed-attempts
https://www.amazonaws.cn/premiumsupport/knowledge-center/create-and-activate-aws-account
https://www.amazonaws.cn/premiumsupport/knowledge-center/create-and-activate-aws-account
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Hix
BRARHEENEILERNEER , BEAELER.

AccessDeniedException
BRIEXRM , BA DR EERNRENR,

HTTP RS : 403

ConflictException

HTRBRNAIRSEEAR , RETELEBZER. S, IRZHAEAHNEER (&LTE
RAAES ) NXE , HEZHRKSNIE DR ERHRE FEIREEIN S EEANEFER it , B
RAEXTER .

HTTP RS : 409

InternalServerException
BEXRW , Amazon AEFEHEIR. BREEHZEHERKE.

HTTP RZSAH : 500

ResourceNotFoundException
BREXK , HAFEENRIRF,

HTTP RESREE : 404

TooManyRequestsException
BRERWY , BRAMERESEEY T WRRH,

HTTP IRANHE : 429

ValidationException
BEXRY , HP—NAASBTH.

HTTP IRZSAH : 400

5iESH

BEXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :
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« Amazon S TITRE

- @A TF .NET 9 Amazon SDK

« XEHTF C++ 9 Amazon SDK

« AT Go v2 # Amazon SDK

« SR T Java V2 B9 Amazon SDK

+ Amazon &R F JavaScript WF X T ES V3
« J&ATF PHP V3 #y Amazon SDK

« @A TF Python By Amazon SDK

« EATF Ruby V3 #J Amazon SDK
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https://docs.amazonaws.cn/goto/aws-cli/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForGoV2/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/AcceptPrimaryEmailUpdate

Amazon Ik EE SEE™

DeleteAlternateContact

M Amazon Web Services Ik il BRIs ER & ABER A,
XTFMAERAZARRARENZRFAGEE  FSRFRHEHZ KR A

(@ Note
£ EFH Amazon Organizations B Amazon Web Services Ik HEZABKRAEFEZ
Bl , LS A Amazon IKFEBFALCBINER. BXREZEE , B2 FEX Amazon IkF
EE G HAERN TR BR.

HRE®

POST /deleteAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"

URI ERS

ZERTEREM URI S8,

HRAE

BEREZ XA JSON MU THIE.

Accountld
EEEZBIMERETD RS R Amazon IKFHY 12 2K ID 5,
MRARIEELSE , MEINN BB L REER D H 0 HY Amazon Ko

EEALSY  ARSAREAEANEEKSARELERRAKSFNEH , FEEEOKS D 4
FRE—ERPNR RS, BANFEAFEDE , BARBF N K SERS S A TE R
B, TiEEIRERETERAKS.
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https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-delegated-admin.html

Amazon Ik EE SEE™

® Note
EEIKFILERITIEEER AccountId ; ES4MEREFE AccountId SEWERT |, 34
3T XX AR R AE,

ENFTRALAKANKSBRALEE  FTEEELRSH , FUBTERRIUERHERKR AWK/
5108 AR E,

KA . 2R
B o MN\d{121}$

AlternateContactType

1B EEM BRI E R R Ao

)H

D PR
B{E : BILLING | OPERATIONS | SECURITY

fim

e R 1

HTTP/1.1 200

e 5 7T 3

MRBRERD , MWZRS L REEMEEZE HTTP EEXH HTTP 200 MR,
HiR

BXRFFAERENELERNES , BERELER.
AccessDeniedException

BRERW , AR DREMENRERR,
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SEES

HTTP RS : 403

InternalServerException
BIEXM , Amazon A FEHIR. BHREEFTZHERE

HTTP RZSAH : 500

ResourceNotFoundException
BEXRK , T EEEN TR,

HTTP IRAAREE : 404

TooManyRequestsException
BREXK  FRAMERYEEEY 7 WRERE.

HTTP RS : 429

ValidationException
BRIEXRM , HP - MR AS BTN

HTTP IRZSAH : 400

T~
1
ST RBIMER T LEEA T ARRENKSNREEABRRA,

RIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{ "AlternateContactType": "SECURITY" }

50 B2

HTTP/1.1 200 OK
Content-Type: application/json

DeleteAlternateContact
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~l 2

BUTRBIMEBRTARAPEERAKSNIKERABRRA, LAEAKBAREEKF K~ EERSH
ZREEAKFANES.

RPIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{ "AccountId": "123456789012", "AlternateContactType": "BILLING" }

90

HTTP/1.1 200 OK
Content-Type: application/json

BEZSH
BRESREIEBESH Amazon SDK H{EALLL APINEZEER , BZHRUTHRA :

« Amazon ST RE

« SEA T NET #9 Amazon SDK

« EHATF C++ ¥ Amazon SDK

« AT Go v2 i Amazon SDK

« AT Java V2 9 Amazon SDK

» Amazon &R F JavaScript WF A% T E& V3
« AT PHP V3 # Amazon SDK

« S&ATF Python B9 Amazon SDK

+ @A T Ruby V3 89 Amazon SDK
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https://docs.amazonaws.cn/goto/aws-cli/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/SdkForGoV2/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/DeleteAlternateContact

Amazon Ik EE SEE™

DisableRegion

R (EFRY ) KFRNBEXSE,

(® Note
ZAXENTHSBRNZXKBREMZRAAE IAM 177 FE R,

FRIEE

POST /disableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI iR S

ZERNEAEA URI S

HRE

EREZ XA JSON M LT3z,
Accountld

B EEBIT IR RIS HA Amazon Web Services Tk~ Ik HY 12 LIk~ ID 5, SIRAKRIEE
S, NRANBALREEANSONLEBREREK,, EFEALSE , ARAXAERTE
AEEKFREREEREAKFTINEMD. EEKS ID XARR—ALNNHAKS ., ARMTE
AmEEE , BARXAANKFEERSEAUGEHENE , AR REREEAKS,

(® Note
EBKF T EREBCH AccountIld. EMAMEREIE AccountId SEHWIERT , Eid
M ETXAERA L RE,
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_integrate_services.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

Amazon Ik EE SEE™

ENTRAAKANKFARLEE  TEEELSH. AR , BURTERRIBERERKRAN
T = B B 4318 A L R 4o

KA . ZHFH
EI o A\d{12}$
RegionName

NEEXFEMEEXFHNRR (w0, af-south-1) . BEEA—NMXEE , Amazon TR
LRSI P ERAXE | flansEst XEn IAM BF. NASHBEKFME , KSBRFE/LS #ad
[, Bt E AR EAB Rt E. ERASENRTRZE , BLERRZXE,

RE : FFH
KERS : KETRI 1, ZRAKERN 50,

g RI1E

HTTP/1.1 200

I 7 7T 35
MR RERT |, MZREFALLZEBFTEZE HTTP EEXH HTTP 200 MR,
RS

BRARHRENELERNEER , BEAELER.

AccessDeniedException
BEXRWY , AR FMXEMENRENR.

HTTP RZSAKEE : 403
ConflictException
HTRFOISIPRSFEFR , AT ELEZER, Al , IR=HAEAHAEER (L TE

ARES ) NXE , HEZHRKSNIE DB SRR E FEIREEIN S EEANEFER it |, B
RAEXTER -
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HTTP RS : 409

InternalServerException

BRIERM , Amazon AEIFEHIR. BHREENZHEAE.

HTTP RZESAH : 500

TooManyRequestsException
BAEXRK , BRAMERISEESL T WRERS

HTTP RS : 429

ValidationException
BIEXRM , HP —MEASBEN

HTTP RS : 400

BESH
BXREHBEIESH Amazon SDK FERALL APINEZEER |, BSRUTHREA

« Amazon ST RE

« SERAT .NET #9 Amazon SDK

« AT C++ ¥ Amazon SDK

« AT Go v2 B Amazon SDK

« EAT Java V2 #§ Amazon SDK

» Amazon ;& F JavaScript WX TEE V3
« SER T PHP V3 #9 Amazon SDK

« &M T Python B9 Amazon SDK

+ & T Ruby V3 #9 Amazon SDK
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https://docs.amazonaws.cn/goto/aws-cli/account-2021-02-01/DisableRegion
https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/DisableRegion
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/DisableRegion
https://docs.amazonaws.cn/goto/SdkForGoV2/account-2021-02-01/DisableRegion
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/DisableRegion
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/account-2021-02-01/DisableRegion
https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/DisableRegion
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/DisableRegion
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/DisableRegion

Amazon Ik EE

SEES

EnableRegion
REFBA GERMA ) HEXF,
BERIEE

POST /enableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI &R S
ZiE R AT URI S8,
B3R AE

BEREZ XA JSON B A THIEE,

Accountld

EEEE TR AE R HIERA Amazon Web Services I IKFEY 12 0k f° ID B, MR XRIEE
2%, NRIARERARBRECEANSHNISHRENEKS. EEALSH , BRASXAEFELH
AERKFHIEZEREEAKRSPHEM, BEKS ID XARE—ALANEAKS, . HLAXTE

FFrETIEE , BALAXTAKFEERSEANGEHRNE , TERIBEEZXEEAKS,,

@ Note

BEEKP T EEEBECH AccountId,. EATMEREFE AccountId SHMERT , B
S T ERERE,

ENFTRALAKANKSARALEE  TEEELSH. R , FURTERRIBRERR AR
T P B9 5 408 At R 4R

RE : FREH

B o M\d{12}$
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_integrate_services.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

Amazon Tk~ & SEREE
RegionName
NAEXBEBHIEEXENRB (Fl@ |, af-south-1) ., EEHA—XEE , Amazon F1TE/E
DHEREEZXERHAKS, |, FIEEN IAM BRD X4 1ZKE, IAZHEKFMES , WIEEE
Lot Bt EREEABVNTIEE, EUESETRE , B EFEAXE, 1, E8H
SREMKETER 28 , BEEZAZXE,

KR FBHH
KERS : KETRA 1. FAKERN 50

Wa] 7 18 &
HTTP/1.1 200

e 57 7T 3=
MRBRERY , MWZRSLREMFEZE HTTP EXHK HTTP 200 AL,
Aix
BXRFAERENELERNES  BERELER.
AccessDeniedException

BRIERY , A DRAMENRENR.

HTTP RESHKEE : 403

ConflictException

HTRENSIRSFEFR , AT ELBZER, Sl , IR=HZERAEAEER (4T H
ARES ) NXE , HEZHRKSNI DB SRRE FIRAEEIN S EERANEFER it |, B
RAEXTER .

HTTP RAAHE : 409

InternalServerException

BIELXM , Amazon AEPEEEIR. BHEEEHZIRRE,
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et

HTTP RRZSAH : 500

TooManyRequestsException
BAEXRK , BRAMERISEESL T WRERE

HTTP RS : 429

ValidationException
BIEXRM , HP —MEASBEN

HTTP RS : 400

5iFZH

BXxEHSEIESH Amazon SDK R{ERA APIWEZER |

« Amazon ST RE

« SERAT .NET #9 Amazon SDK

« AT C++ ¥ Amazon SDK

« &M T Go v2 B Amazon SDK

« ERAT Java V2 #§ Amazon SDK

» Amazon ;& F JavaScript WX TEE V3
« SER T PHP V3 #9 Amazon SDK

« &M T Python B9 Amazon SDK

+ & T Ruby V3 #9 Amazon SDK

BFSANLATAR

EnableRegion
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https://docs.amazonaws.cn/goto/aws-cli/account-2021-02-01/EnableRegion
https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/EnableRegion
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/EnableRegion
https://docs.amazonaws.cn/goto/SdkForGoV2/account-2021-02-01/EnableRegion
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/EnableRegion
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/account-2021-02-01/EnableRegion
https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/EnableRegion
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/EnableRegion
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/EnableRegion

Amazon Ik EE SEE™

GetAlternateContact

&K IE Amazon Web Services Ik~ IEEZ AR A,
XTFMAERAZARRARENZRFAGEE  FSRFRHEHZ KR A

(@ Note
£ EFH Amazon Organizations B Amazon Web Services Ik HEZABKRAEFEZ
Bl , LS A Amazon IKFEBFALCBINER. BXREZEE , B2 FEX Amazon IkF
EE G HAERN TR BR.

HRE®

POST /getAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"

URI ERS

ZERTEREM URI S8,

HRAE

BEREZ XA JSON MU THIE.

Accountld
EEEZBIMERETD RS R Amazon IKFHY 12 2K ID 5,
MRARIEELSE , MEINN BB L REER D H 0 HY Amazon Ko

EEALSY  ARSAREAEANEEKSARELERRAKSFNEH , FEEEOKS D 4
FRE—ERPNR RS, BANFEAFEDE , BARBF N K SERS S A TE R
B, TiEEIRERETERAKS.
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https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-delegated-admin.html

Amazon Ik EE

SEES

® Note

EBKFTEBITIEER AccountId ; EXMEREIE AccountId SEHWIBERT , Eid

M E TR R R E,

ENTRALKANKFEARLEE  TEEELSH , BUBRTERRIUERERRANKS,H

548 ARk

RE . FHEB

B - M\d{123$
AlternateContactType

EEERRNZRABRRA,

KE : FRHEH

BHM{E : BILLING | OPERATIONS | SECURITY

I 7 E %

HTTP/1.1 200
Content-type: application/json

{

"AlternateContact": {

"AlternateContactType": "string",
"EmailAddress": "string",
"Name": "string",
"PhoneNumber": "string",
"Title": "string"

}

}
W 7 7T 3=

MRERERT , MZRSHLKIEE HTTP 200 WAL,

GetAlternateContact
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AR5 LA JSON #& =R B LA T #3E.

AlternateContact

BEEERARRARAERNG

A . AlternateContact X1 R

Hix
BEXFAERENELSRNES  BSAELEE,
AccessDeniedException

BRI , B S DA BN RIERE.

HTTP RS : 403

InternalServerException
BREXRMY , Amazon NEFEHR. BHREEMZRE

HTTP RZSKEE : 500

ResourceNotFoundException
BREXRK , HMAFEENRIRF,

HTTP RZSMKEE : 404

TooManyRequestsException

if

/

BERW , ARAMELSSEERT T WRRE,

i

p)

et

HTTP RS : 429

ValidationException
BREXRY , HP —NAASBTH.

HTTP RZSKEE : 400
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el

R A
LT REIRREZTEATHRARENKFHNZEZREKRA.

RIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{ "AlternateContactType": "SECURITY" }

50 B

HTTP/1.1 200 OK
Content-Type: application/json{
"AlternateContact": {

"Name": "Anika",
"Title": "COO",
"EmailAddress": "anika@example.com",

"PhoneNumber": "206-555-0198"
"AlternateContactType": "Security"

R~ 2

LT REIRRAL[DEEXZAKSWREZABRRA, LAFEAKRKBEREEKF KT EERSNE
REERAMKSIEH,

~IE R

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{ "AccountId": "123456789012", "AlternateContactType": "Operations" }

50 2

HTTP/1.1 200 0K
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Content-Type: application/json{
"AlternateContact": {

"Name": "Anika",
"Title": "COO",
"EmailAddress": "anika@example.com",

"PhoneNumber": "206-555-0198"
"AlternateContactType": "Operations"

BEZSH
BREHREIEBESH Amazon SDK H{EALLL APINEZEER , BZHRUTHREA :

« Amazon S TITRE

« AT NET #9 Amazon SDK

« EHATF C++ 9 Amazon SDK

« AT Go v2 #J Amazon SDK

« AT Java V2 9 Amazon SDK

» Amazon &R F JavaScript WF A% T E& V3
« AT PHP V3 # Amazon SDK

« AT Python B9 Amazon SDK

+ @A T Ruby V3 8 Amazon SDK
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https://docs.amazonaws.cn/goto/aws-cli/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForGoV2/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/GetAlternateContact

Amazon Ik EE SEE™

GetContactinformation
# 2 Amazon Web Services Ik fIFTERRAE L,
XTUNMAFEAFERERARENZRBEFAGE  BSREFTTENZRAERAEFE,

FRIEE

POST /getContactInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI BRSH

ZAFRMEREM URI S

HRE

BEREZ XA JSON B LT HIE,
Accountld

EEEBRTIEER R HIEKH Amazon Web Services IKF TIKF Y 12 ALK ID &, MR KIEE
k23, NRIARERARRECEANSHNISHRNEKS. EFEALSH , FRASAEFLH
AEBKFAEREEAKFPHNEHD, BEEKS ID XARRA—ALANKRKS, ARXAF

AFrEThEE , BARKFAKFERRSEAAEEANE , TR I REXEERA K,

(® Note
EBKF T EREBCH AccountId. EMAMEREIE AccountId SEWIERT , Eid
SN ETXARERA L RE,

ENFTRALAKANKSARALEE  TEEELSH. R , FURTERRIBREKRR AR
T P B9 5 408 At R 4R

KR FHH
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https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_integrate_services.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

Amazon Ik EE

SEES

B3 0 M\d{12}$

P REDSS

HTTP/1.1 200
Content-type: application/json

{

"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"

}

}
W R T

MBRIIRERTD , NZRS LS KIEE HTTP 200 1457,
BRSS LA JSON IR E LA T 5dE,

Contactinformation

‘@& 5 Amazon Web Services Ik XN EERRAFENFAEE,

2K A - Contactinformation X &

%

BRARHEENEILERNEER , BEAELER.

GetContactlnformation
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AccessDeniedException
BRIEXRM , BA MR EERNRENR,

HTTP RS : 403

InternalServerException
BERM , Amazon AEFEHIR. FHEEMZHRE,

HTTP IRZSAH : 500

ResourceNotFoundException
BREXRY , RTIEEN TR,

HTTP AZS AR : 404

TooManyRequestsException
BEXN , ARAMBISEHERY 7T RERS,

HTTP RS : 429

ValidationException
BRIEXRM , HP - MR AS BTN

HTTP IRZSAH : 400

BESH

BREHFEESH Amazon SDK RERLL APl WEZEE , BSRNUTRASR

« Amazon S TITHRE

« XEHATF NET #9 Amazon SDK

« &M T C++ B Amazon SDK

« XEHAT Gov2 # Amazon SDK

- AT Java V2 #§ Amazon SDK

» Amazon ;& FF JavaScript WX T E& V3
« SEFT PHP V3 #9 Amazon SDK

« &M T Python B9 Amazon SDK

GetContactlnformation
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https://docs.amazonaws.cn/goto/aws-cli/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/SdkForGoV2/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/account-2021-02-01/GetContactInformation
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Content-type: application/json
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"AccountId": "string",
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"EmailAddress": "string",
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"

}
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X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AccountId": "123456789012",
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"

}
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MBRIIRERTD , NZRS L KIEE HTTP 200 14 R,

AR5 LA JSON #&8=0RE A T #HE,

Status

I 55 b = R 45 B F- BB 4 SR 15 SREVIRAS o
RE :

BWE : PENDING | ACCEPTED

Aix

BRAARENELERNEERE , BSAELER.

AccessDeniedException

BRIERMY , AR DRBERENRENR.

HTTP RS : 403

StartPrimaryEmailUpdate
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ConflictException

HTRENSIRSFERR , RUTELBZER, Sl , MR=HERAEAEER (4 THE
FH”%M ) WX, FEZHAFKANT DB SRR E TG ESN EEERANE FER it |, B
XA

HTTP RS : 409

InternalServerException

BEXM , Amazon A FEHEIR. BEEEHZRER

HTTP RZSKEE : 500

ResourceNotFoundException

BERW , HTFEENRR.

HTTP RS : 404

TooManyRequestsException

BAERW , ARAMELSSHER T WRRH,

HTTP RS : 429

ValidationException
BRIEXRM , HP - MR AS BTN

HTTP RZSKEE @ 400

BEZH
BXREREIESH Amazon SDK ERLL APINESEE , BSRUTRE

« Amazon S TITRE

« AT .NET & Amazon SDK

- AT C++ By Amazon SDK

« AT Go v2 %y Amazon SDK

- SR T Java V2 #§ Amazon SDK

« Amazon & F JavaScript WF X T EA V3
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https://docs.amazonaws.cn/goto/aws-cli/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForGoV2/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/account-2021-02-01/StartPrimaryEmailUpdate

Amazon Ik EE SEE™

« S@ATF PHP V3 #9 Amazon SDK
« & T Python B9 Amazon SDK
« @A T Ruby V3 B9 Amazon SDK

Hfth Amazon RS FRYFE R IRAF

LU #84EE Amazon Account Management #83<{E/& T Amazon Organizations @5 % Z2 B 1Y —Zp % :

* CreateAccount

* CreateGovCloudAccount

» DescribeAccount

CreateAccount

CreateAccount API ##{ERBEFE Amazon Organizations RS BB ALNEFRFEH, APl IRIENTE
DR T R

BXEZELR |, 52059 (Amazon Organizations APl %) H#J CreateAccount,

CreateGovCloudAccount

CreateGovCloudAccount APl #{ER 827 Amazon Organizations RS BB ALINEFRE
M. API BENE LA ZRSH S ZH,

EXxEZEE , B2 (Amazon Organizations APl &) H# CreateGovCloudAccounts

DescribeAccount

DescribeAccount API #4 REETE Amazon Organizations FREZEEWHLARERER, APl REN
EXNZRFH B ZEE,

AXEZER , 52 (Amazon Organizations APl $%) 1 # DescribeAccount,

HERAE

XEFATHERE

» AlternateContact

EESYE e


https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.amazonaws.cn/organizations/latest/APIReference/API_CreateAccount.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_CreateGovCloudAccount.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_DescribeAccount.html
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* ContactInformation

* Region
» ValidationExceptionField
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AlternateContact
&R EE 5 Amazon IKF XENEABRRANEHAEE
ES
AlternateContactType
BRBRRARKE,
R FHH
B3{E : BILLING | OPERATIONS | SECURITY

EmailAddress
Bt & ABR R AKERHY B FER it
RE . FH&H
KERS : KETRRA 1. RAKER 254,
B ANsT D\wr=.#] 1&-T+e[\w. - T+\. [\wl+[\s1*$

Name
SEARIAXRBRHESR,
KR FHH
KERS : KETRN 1, KELRR 64,

PhoneNumber
Bt ZABRRARBKNEIESHE,
RE . ZH&H
KERS : KETRN 1, &RRAKENRN 25,
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B AM\s0-9()+-1+$

Title

S B R AXBA K4,
KR FHH
KERS : KETRA 1. FAKER 50

SHESH
BXREREESFH Amazon SDK RERLL APIMEZFEE , FSRUTAREA

« SEAT C++ B Amazon SDK
e 5ERATF Java V2 B9 Amazon SDK
« @A T Ruby V3 B9 Amazon SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/AlternateContact
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/AlternateContact
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/AlternateContact

Amazon Ik EE

SEES

Contactinformation

‘&5 Amazon Web Services Ik xBHFEBRRAGENFAFE,

ES
AddressLine1
FEBRRA#UPRE—1T,
KHE: FH&H
KERS : KETRRI 1. RAKER 60,

City

FEBRRAMUAPAIIHET,
RE . FNEH
KERS  KETRN 1, &FRAKERN 50,

CountryCode
FEBRRA#UFR 1SO-3166 NF & E R/ XK HB,
KH : FHH
KERS : BEKERN 2.

FullName
FERRAMUPHEE,
RHE  FRH
KERS : KETRRA 1. RAKER 50,

Contactinformation
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SEES

PhoneNumber
FERRAGEPNRESH, ZSBHETRIE , AREERBXHRE
RE . FH&H
KERS : <RETRI 1, FAKERN 20,
B AL+1\s0-9()-1+$

PostalCode

FERR A kAP RVER B RS o
KA FRFEH
KERS : KETRI 1. ZRAKER 20,

AddressLine2

FEBRRAMUPNETIT (0F ).
KA PR
KERS : KETRI 1, RAKER 60,

AddressLine3

FEBRRAMUPNE=IT (0F ).
R  FREH
KERS : KETRI 1, RAKER 60,

CompanyName
EFXFEBRRAGEXRBRNARNES (WF).
RE . 7R

BEE.

Contactinformation
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KERS : KETRRI 1. RAKER 50,

DistrictOrCounty

FERRAMUPRBEXNE (0F ).
RE : FFH
KERS : KETRRI 1. RAKER 50,

StateOrRegion

FEBRRAMUFHMNRBE, MBI TFER (US) ER , NIt FEHETTUENF
FMRB (HMNI) , BTULERMNALE ( HlI New Jersey ) . UTER/MXEEELF
EX : US. CA, GB, DE. JP, IN # BR,

RKHE  FREH
KERS : KETRI 1, FRAKERN 50,

WebsiteUrl

EXEBRRAGERBKAMIEA URL (8 ) .
KE  FREH
KERS : & PKERN 1. RAKER 256,

HESH
BRIHEESH Amazon SDK HEMM APl WESER , HSHAUTHRE :

« EBATF C++ B9 Amazon SDK
« EATF Java V2 B9 Amazon SDK
« S&AT Ruby V3 B9 Amazon SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/ContactInformation
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/ContactInformation
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/ContactInformation
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Region

XR—MRIAEERKFHXBHENS , HPEFE - P BHRMER MRS,

RegionName
SEXFHXEHAHE (HlM0 us-east-1),
RHE  FHH
KERS : KETRRI 1. RAKER 50,
RegionOptStatus
XA TUTHERSZ— (EBA. BA. EEA. A, RIEEA).
RHE  FHH
B8 : ENABLED | ENABLING | DISABLING | DISABLED | ENABLED_BY_DEFAULT

5iESH

BREHFEEFH Amazon SDK RER L APl WEZEE , BSRNUTRASR

« EBATF C++ By Amazon SDK
« EAT Java V2 B Amazon SDK
« &M T Ruby V3 B Amazon SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/Region
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/Region
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/Region

Amazon Ik EE SEE™

ValidationExceptionField
WATHEZ Amazon RS EIREFER P IEENRH,
RE
message
BIERENAHES,
KA FHH

name
KNBTHFZ BN FERER.
KH  FHRH

=ESH
BRI EBEM Amazon SDK HEALL API WESES , BSHANUTAE :

« EATF C++ By Amazon SDK
« EATF Java V2 B9 Amazon SDK
&M T Ruby V3 B Amazon SDK

ENSH

LTRANREEFFERERATHERAERNZHEX Signature Version 4 FRHFTELBNSH, EAEE
FIRENS BT ZIRENETF, BX Signature Version 4 WEZER |, H5H (IAM AF#g
&) FMEE Amazon API iE3K,

Action
ERITHRRE,

RH  FREH,
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https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/ValidationExceptionField
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/ValidationExceptionField
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/ValidationExceptionField
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-signing.html

Amazon Ik EE SEE™

Version

WEBERFTEHITH API BRA | X7 YYYY-MM-DD,
KA . ZHEH,

X-Amz-Algorithm

ZRATHEBRSENRHE L.

& HEETRHFHEFMAR HTTP BURLHIEHHRIEEEN , BEELSH.
KH . FHEH

BB : AWS4-HMAC-SHA256

WE &G
X-Amz-Credential
FUCEE , ZER—1MNEHE , HbITEZMWFE A, B, BEENMH

Xig, BERWIRFZUARLIEFAE (“awsd_request” ) » EXRAUTERXER
7~ . access_key/YYYYMMDD/region/service/aws4_request,

BXREZER , B5H (AM BFER) FHEIEEZEHRE Amazon APl iER,

S HEBRETHFHFRPAMAR HTTP RGRLAF SRS HRIEERN |, BIEELSE.
KA PR
A : Hb

X-Amz-Date

ATe2LErBEH. BXA4MN ISO 8601 EFKEN (YYYYMMDD'THHMMSS'Z), #ltn , AT
B HAa[E 2B MH X-Amz-Date fH : 20120325T120000Z.

&M - X-Amz-Date N FAIEEREBRZALEN ; SR ATEEXNERESAFERNW B, MR
ISO 8601 EAXERXIEE Date #rk , MAFAEE X-Amz-Date, EF X-Amz-Date i} , CHHA LB E
Date 77k H., AXEZEEL |, 3 (IAM AF#EE) F8 Amazon APl i5REZWTE,

KR FBHH
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https://docs.amazonaws.cn/IAM/latest/UserGuide/create-signed-request.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/signing-elements.html

Amazon JikF EE SEES
NE G
X-Amz-Security-Token

#3398 A Amazon Security Token Service ( Amazon STS ) SXBEMN K Z LS., BXxXEFREH
Amazon STS WiEet Z£Z MRS IR , ESH (IAM AFERE) PHEA IAM B Amazon
Web Services FR%

%4 - MREHEARE Amazon STS WKL 2 &L , NAABELE S,
KR FHH

WEE R
X-Amz-Signature

EENEZANZHFRENRENSEEBAUEN TAEFIRDES,
M HEEERFHRPMAR HTTP BREURXHEREEHRIEFERN , FEELSH,

KA PSR
WAEE R

X-Amz-SignedHeaders

EBEEANBERN—F2ESENE HTTP 5k, BEXEEECXBNANEZER | 55
CIAM BF#EmE) FMeIZEZX A/ Amazon APl 153K,

Mt HEEERFFEPMAR HTTP REURXFEREEHRIEEFE RN |, FEELSH.
KHE  FHEH

WHE - &
B ILEIR

AEDHIH T ARAE Amazon BRSSEIE L APl REHIR. N TRE TIRSH AP BENER |, B5H
% APl BRERYEZ,

AccessDeniedException

R A RBNERNER | TERITZRE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/create-signed-request.html

Amazon Ik EE

SEES

HTTP RS : 400

IncompleteSignature
BERZEZTHFE Amazon #rk,

HTTP IRZSAH : 400

InternalFailure
HTRAEIR, RFEIHE , BREELXK.

HTTP RZSAH : 500

InvalidAction
FTiESRVIRIET M, BIAEBREAN T BRE,

HTTP RAESREE : 400
InvalidClientTokenld

EEMNWIEFHRBIRHEMN X.509 iIEH3 Amazon 1 EIZA 1D,

HTTP IRANKHE : 403
NotAuthorized

IBTTRNAT LR AE

HTTP RZSXEE : 400
OptinRequired

Amazon 15 [R1Z 4 ID FEEITHERS

HTTP RS : 403
RequestExpired

BRBXARS HVET R ER LR R HE 15 7B IERZB A 15 28 (Hl0 , W THES

URL) , REBER LW BB L ATRtEBE T 15 280 B ko

HTTP RS : 400

ServiceUnavailable

BT ARSS 28 R & Im A BB T 5 BUE SR KW

IR
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HTTP RZSAKHEE : 503
ThrottlingException

B T 15 R PR &I M S BE RBUEL.

HTTP IRZSAH 1 400

ValidationError
A KRBEHE Amazon BREIEENAR,

HTTP IRZSAH : 400

STRE HTTP ERERFZAR API

FHOBEEXRERAEAT Amazon IKFEENER API HEMREFR. X API BENFIRNFEHAE
B, ®ZHR API ZZ,

(® Note

A LAEA Amazon FRITE B2z — , REX Amazon Ik~ EEEH API

HITEERA, Amazon F X TEGHFEIEEATERERESNES

( Java, Ruby, .NET, iOS. Android % ) FEMTREIMRIE, XEFRTEIRMT —FEE
&, ERRERRHE Amazon kP EEF Amazon, il , REF X TEBHITUTE
TES - MBLBER, EBHERURBHIEIRER, X Amazon FATESBWEER (B#E
MEATHEERE ) , 85HER T Amazon Web Services fW T &,

£/ Amazon IKFEEER APl , BRI LBARSEE. T API BRELAITESH Action
BERERITHREN HTTPS i?'ﬁ Amazonlk P EE X IGFTERIEMN GET M POST iR, tHRZE

W, AP FEREN FLIRESH GET , M Hb— LR EFEMA POST, AM , GET iFRT URL I K
PR, REMBRFISREEEMER , FIEER 2048 1, At , W TFERESHER APIER , &
WBER POST B3R,

AR 2 XML X, BXBNNFAEE , B2 AP ZZHRNENMRERE.
£33

- R

« BAER HTTPS
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https://www.amazonaws.cn/tools

Amazon Ik EE SEE™

« X2 Amazon IKFEE API &R

Ll
=t

Amazon IKFEBEE —NMNEEXERSE ( 3BEFRLMILER ) Amazon Web Services XiF FEERN£FH API
Ui R o

BXRFIBERSH Amazon is RMXFHWEZEE , S Amazon Web Services — ik ZZE FHI X
R Ao

WIER HTTPS
HT&EH APl £ REI LS EITFEHBEL | XTFER HTTPS XA APl RN,
X ZE Amazon IKF B AP| i53K

ERTAEIZE ID MBBEHRIZFALFBER, BITENBVUETEREA Amazon RIKFFEIE |, 4E
EI W Amazon IKF BB T/E, A LAEA Amazon Identity and Access Management (IAM) F Y
FIFS IR |, FIIEAT IAM BN EIE,

EXEH AP BERFITZR |, BHATER Amazon EEZMA 4, B Signature Version 4 HER |, &
ZH (IAM AF#ERE) PHEE Amazon APl iE3K,

BXREZER , FSATIRNE :

« Amazon Z£FEiE : BEABEXAATFIHRE Amazon HEIEREH —KEE,

o IAM HZ 2 HEXE - BHAEXER IAM RFZFHEW , UHEBERPEH Amazon R , 24F
Amazon ik P EE N RIR,

« |AM RV IG RS = £ FEUE ¢ B AR B2 M A IR e & £ Kk
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https://docs.amazonaws.cn/general/latest/gr/rande.html
https://docs.amazonaws.cn/general/latest/gr/rande.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html

Amazon ik F° & 12 SEE™

Amazon Account Management B9 B¢ &

3 FE/W Amazon IRE , EBH# Amazon Web Services Ik F#8E G ERINEE ( LLBTFR AR ) o BRIES
BiRA , ENSNEFEHITH RS ERN Amazon Web Services Xigi,

S Amazon Web Services Ik~ BEBUTSKF SR MHERAEE

IR BREH

BNNBEHRKF R A StartPrimaryEmailu g30® 3N
pdate EXRZ

—\ Amazon Web Services Ik FEIZ HBKER 3 -BILLING, SECURITY 1 OPERATIONS &
N =

BMAASKS M AcceptPrimaryEmail W14, REIEV 14
Update iERER

BNKFH DeleteAlternateContact # #B¥ 14, REIEH 6
RIER

BFNKF M GetAlternateContact HXRE HBH3IN, REIAFH 5N
x

BNKF# GetContactInformation ¥  #8¥ 34, REIASH S
EMNEAALKFH GetPrimaryEmail BRE ‘B3I, REIFH I
x

FNKF M PutAlternateContact #HRE S 114, REIEW 64N
x

FKF K PutContactInformation &  #¥ 14, REISH 21

BNMAAA KM StartPrimaryEmailu Y1, BEIEH 1A
pdate ERZERZE
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E IR E it XAy K 7

MREEM — A EH Amazon Web Services Ik HIZFENEEN SRR bt | NEFE Amazon
Web Services India Private Limited (Amazon India) ( FIEE 2489 —3 Amazon $4&% ) LT A
Fihi. Amazonindia EEZHKE SR AELTEUMNES L ( MIkEET (USD) ) FiH, Bl
Amazon India KF 2 f5 , TZEEXBKREEFNER/MX, HXEE Amazon Web Services ik HY
E8 , BZ BEELRH Amazon Web Services K

WMREHK S E Amazon India K |, FHTATEIN S BREEBENK, . BTN E0AEM
Amazon India IKF°, REAXEH Amazon India IKFHEE., EEE R R NINSHEREIZH K
AJKES (PAN),

EXMEEHTHERFRIEEZED , Amazon India X EHE R FUWEL 2 INR. Amazonindia JF$7E
RiFR/EIRE 2 INR, ERIFEES |, BAgtaEERELMNEIT,

N

FH;
« &I Amazon ENE 6|2 Amazon Web Services i /=
- EEENEFRITER

BT Amazon EIE A2 Amazon Web Services K F°

Amazon India RFIEN —FR Y Amazon HEH., MREWEBRRMUENE K MEBECIRBK, | 5
EFA LT S BRIEM — A Amazon India 1K,

AT Amazon India K

1. ITALEBR=REER,
2. %&FHIE Amazon Web Services K/,

® Note

MR BRIEERT Amazon , N LET AT RERFE, B AERBEFEHE, MEGE
¥T Amazon Web Services Ik EI{AAAI N | HEBREFZHMIK, , AEERCIER
Amazon Web Services K,

3. WMAZHNKFER , RiILEFalfribit , RENIKFRE—NBEEB,
4. EBEEWHNMA. MAKS MDA KS EFHRRBFEMIIEE.
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https://www.amazonaws.cn/

Amazon Ik EE SEE™

5.

10.
11.

12.

13.

14.

15.
16.
17.

BMALN AT MABKRES, NREHNBR U R B utFENE | NETE (NETHENNAE
RAY (CERT-IN) B9 E , Amazon EELE R FE15E Amazon BRSHIR R 2 TR EMBIE RN 5
BEE.

BB RAR KB EEFERABBEMAELIUTNATERRIUENIESH LEROBESE -, 5
m ﬁﬂiiﬂil]ﬁﬁ/\ﬁiiﬂﬂift%gﬁiftﬁ;\ﬂkﬂﬁ)ﬂ , WTRMUEP L8 RN AR B . BXAEZHN
u'tFF SRMFIR |, HS P the section called “EZHNATEFLRIEWNEDEIEH,
EERAREFDNUE , BEPRENREEEE  AEERKE,

ERBEEERL , MAEFANNGRAR, EXAERIEIEPRM CVV,

EEBEPANG? T, IRBEHFARELETRKAKS (PAN) , FiEER , AEHWALZK PAN,
MREE PAN SHE BT EME A PAN | BEES.

R F L, AmazonERIEIER | India X B FUKEL 2 INR. Amazonindia fFERIE
SERR/AEIRE 2 INR,

EHAZHNSHREL , EREEMEKFHEZEN,

ERRERRKSIEENAMBENRE, ZZD%"‘JE#’A\ﬁ iﬂéﬂjAVE1kf4=1’E7]Fﬁﬁ1‘X*”“ , B
AFTEEBARNER, XBEEARATULURES, SEXEINRLABEN A

BREFCERNFAENRE |, BEAR M ESWEOEIEFRBERTRIE , %F%’EA"‘E’JEI:{M:. Bo

® Note

MRERBNAKFHITHEAFHNERBPRNERAR , TBEATEBHNTA
UE R B T IR

EEERATEFRIENTESR,

MBENKENKREETHHBSMNEMUAREK , N2 RXEHZHEBER, BREERN
BEESITNATEFRRIENIEAHRERE PSS -, NREEE QWSEAY KSR =B R ik A < BRAY
WL, BU L ETKKF EMEETEXR.

EERXEEHRTRIL , RABEFHE,

STRKFEME , BFRIEXFEFPRITERENEFEHEEN, BEUBEEKFREFTHNE

FRIFRES Amazon BT ERFEETRS., BATBENEFRIEF 8T R Amazon AR

ERRBERERE (SMS) SRITEFBERIEENFINSHE,
ERENERSEXAB , RAERWAENFISE,
TREERE,

B Amazon ENES|Z Amazon Web Services Ik F° 159
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18. MBRABERIZNFUE, BEHZzE , FNFIEGEIEEHB3EEREIEMZEE PIN
B,

19. ERINENEHTEL |, MARKEE PIN , AEIEFHE,

20. HERBEXFITRE L , ERENFITY , REEETREMR. FENARAANEFRIELY
WilfE , BRI RBOB0E | BB S —BEIANBUEIK Ry B FER ¢,

® Note
MBEERTEFRILE, AARBT2ATRIISMHNER, iutRiEHd , NAEEE
BREFHATREFRIE, BEXEZEL , BS 7 the section called “4mEEEH K iE

Eg”
(=" W)

BEENFEFRIEER

BiIE CNEITENN2E) (CERT-IN) WME , Amazon EEE R FEEIXRBELL T E Amazon IR
SRR BINENBITZNERER. ENEHLIERERENENEKS R Rt PRI ER I T
Wif, ERIEEREF , Amazon FREFGFEESREEN , URERHENUEESSERAPEFRIENIIE
HRENHEEETE, EMARRAASKEEEPEENGEXTNSTEH LERABERETE — B,

EFHIKEHERNY  FERARRENEH. EENENERIALERMitbit | FSH the section

called “E 31 Amazon Web Services Ik~ FIFEEBRR AN, MREECZHATEFRIEMEMER |, #l
MkEFHKREETHHEIRNEMRL , N EEEENHENEIEFRIIER,

EEFFRIPRES

AN EFEFRIENE EERFENEFRIEPRS. IRBIEPRSHNFERIESRIERNK , FRER
EHENERRIEEEAERRKIL,

BIBENFFRIEER

EXREFRIE  SFERHUTESINHNEILEHFNES. BXAUEIZINIEHRENIIK , ESH the
section called “EZHWATEFLRIFMNENEIEHS",

1. EFE| Amazon Web Services Management Console,
2. EELANSHES  EBEKFEHN (3B ) , REERKS,
3. HEHEHMRET , EREFRKIL,
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Amazon Ik~ &1 SEEmE
MBECHEAREEFRIIESR , FLEICEBEFRRIIAME,

4. EEEEUNATEFRIEMEARE FNBRTE—BBER. Hla, R RIER L TEME
PRUERWIKS |, EHFURMIE S L E R LT R

5, REMELERNEREES, RE\BERMIEARE  EURFELAIIAEENEENEIR, MF
LETEREXH , FERERIEAFNAEEEEHEMH TR,

6. ZEERXR.

SR EE BT BB RAE Amazon EITIRNREHIER LEEESBIESRNEAEESREBEA,

REBENETFRIEER

BARBEFRIEER , fAINEEMKIFNEEEN, EWALRRE  UREEATRIENER, i
HRE, EHFEERIEHER

NMREBATEFRIENEMNFIEARE  FEEFEMLHER  WRFEAFTEEFRIEEN S
%o

1. &%ZF Amazon Web Services Management Console,

2. EELANSHES  EEKFEHN (3B ) , RAEERKS,
3. HEHMIRET , EREFEFRIL,

4. BERRE A REEFEERNEE.

EHEEN , FHESUTER

« MREETENHER , WZBB4AEEUYWATELRIENIEG ENERTE -3 flw, W
R RER L TEMELRIEDWIKS |, BBFRMUES EE RN QBB

- MRERHMIEARE  LFELAUEGEENEE (ORER ) WEIAX. I ELEZRNRERE

BEEAEH AN
« MRERBNAKFHITYEAFHNERITMRNERNR , BATEZVERA TR AEHFE
BB TR,

EXAESHIIHRENIIR , 53 ¥ the section called “ESHWATEFRRIEMENEILES",
5. ERIER,

MRBATRENESREMLABTRRIEEN S, SFFET B FERHZEREFRIESRVMEME
SHSJMAVEA, BB TLUREEFBRIERESHE Amazon ETRAEZFHEHRPEEE R

RRENE RS =


https://console.amazonaws.cn/

Amazon Ik EE SEE™

EZHHTEFRIERY N EUEAF

EXNERRERNUTIEFRERTES BRI,

® Note
BT AT RE 2 BERY BB R A T = 884,

* PAN - XAMKS (PAN) FEHRZMXEFFARER , ERSHMERSESRBAGENA, 28K
HERNE—FRRFIRANT. PAN BTN FREAR , LEFIAHRF , BN AAAAALLLLIA, E
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