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Notice: New customer sign-ups and account upgrades are no longer available for Amazon
WorkDocs. Learn about migration steps here: How to migrate data from Amazon WorkDocs.

Vi
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What is Amazon WorkDocs?

Amazon WorkDocs is a fully managed, secure enterprise storage and sharing service with strong
administrative controls and feedback capabilities that improve user productivity. Files are stored
in the cloud, safely and securely. Your user's files are only visible to them, and their designated
contributors and viewers. Other members of your organization do not have access to other user's
files unless they are specifically granted access.

Users can share their files with other members of your organization for collaboration or review. The
Amazon WorkDocs client applications can be used to view many different types of files, depending
on the Internet media type of the file. Amazon WorkDocs supports all common document and
image formats, and support for additional media types is constantly being added.

For more information, see Amazon WorkDocs.

Accessing Amazon WorkDocs

Administrators use the Amazon WorkDocs console to create and deactivate Amazon WorkDocs

sites. With the admin control panel, they can manage users, storage, and security settings. For
more information, see Managing Amazon WorkDocs from the site admin control panel and Inviting
and managing Amazon WorkDocs users.

Non-administrative users use the client applications to access their files. They never use the
Amazon WorkDocs console or the administration dashboard. Amazon WorkDocs offers several
different client applications and utilities:

« A web application used for document management and reviewing.
» Native apps for mobile devices used for document review.

« Amazon WorkDocs Drive, an app that synchronizes a folder on your macOS or Windows desktop
with your Amazon WorkDocs files.

For more information about how users can download Amazon WorkDocs clients, edit their files,
and use folders, see the following topics in the Amazon WorkDocs User Guide:

» Getting started with Amazon WorkDocs

» Working with files

Accessing Amazon WorkDocs 1
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» Working with folders

Pricing

With Amazon WorkDocs, there are no upfront fees or commitments. You pay only for active user
accounts, and the storage you use. For more information, see Pricing.

How to get started

To get started with Amazon WorkDocs, see Creating an Amazon WorkDocs site.

Pricing 2
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Migrating data out of Amazon WorkDocs

Amazon WorkDocs provides two methods for migrating data out of a WorkDocs site. This section
provides an overview of these methods and links to detailed steps to run, troubleshoot and
optimize each migration method.

Customers will have two options to offboard their data from Amazon WorkDocs: the existing Bulk
Download functionality (method 1) or our new Data Migration Tool (method 2). The following
topics explain how to use both methods.

Topics

» Method 1: Downloading files in bulk

« Method 2: Use the migration tool

Method 1: Downloading files in bulk

If you want to control which files you migrate, you can manually download them in bulk. This
method allows you to select just the files you want and download them to another location, such
as your local drive. You can download files and folders from your WorkDocs web site or from
Amazon WorkDocs Drive.

Remember the following:

 Your site users can download files by following the steps listed below. If you'd prefer, you can
set up a shared folder, have your users move the files to that folder, then download the folder to
another location. You can also transfer ownership to yourself and perform the downloads.

» To download Microsoft Word documents with comments, see Downloading Word documents
with feedback, in the Amazon WorkDocs User Guide.

» You must use Amazon WorkDocs Drive to download files larger than 5 GB.

« When you use Amazon WorkDocs Drive to download files and folders, your directory structures,
file names, and file content remain intact. File ownership, permissions, and versions are not
retained.

Downloading files from the web

You use this method to download files when:

Method 1: Downloading files in bulk 3
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« You only want to download some of the files from a site.

« You want to download Word documents with comments, and have those comments stay with
their respective documents. The migration tool downloads all comments, but it writes them to
a separate XML file. Site users may then have trouble associating comments with their Word
documents.

To download files from the web

1. Signin to Amazon WorkDocs.
2. As needed, open the folder that contains the files that you want to download.

3. Select the checkbox next to the files that you want to download.
—OR—

Select the checkbox at the top of the list to choose all the files in the folder.

MyDocs  Recycle bin Favorites
Name
4. Open the Actions menu and choose Download..
Actions - Share
Upload new version
Download
Favorite
Request Approval
Settings

On a PC, downloaded files land by default in Downloads/WorkDocsDownloads/folder
name. On a Macintosh, files land by default in hard drive name/Users/user name/
WorkDocsDownloads.

Downloading files from the web 4
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Downloading folders from the web

(® Note

When you download folders, you also download all the files in the folders. If you only want
to download some of the files in a folder, move the unwanted files to another location, or
to the Recycle Bin, then download the folder.

To download folders from the web

1. Signin to Amazon WorkDocs

2. Select the checkbox next to each of the folders that you want to download.
—OR—
Open the folders and select the check boxes next to any subfolders that you want to

download.

3. Open the Actions menu and choose Download..

On a PC, downloaded folders land by default in Downloads/WorkDocsDownloads/folder
name. On a Macintosh, files land by default in hard drive name/Users/user name/
WorkDocsDownloads.

Using WorkDocs Drive to download files and folders

® Note

You must install Amazon WorkDocs Drive to complete the following steps. For more
information, see Installing Amazon WorkDocs Drive, in the Amazon WorkDocs Drive User
Guide.

To download files and folders from WorkDocs Drive

1. Start File Explorer or Finder and open your W: drive.

2. Select the folders or files that you want to download.

Downloading folders from the web 5
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3. Tap and hold (right-click) the selected items and choose Copy, then paste the copied items
into their new location.

—OR—

Drag the selected items to their new location.

4. Delete the original files from Amazon WorkDocs Drive.

Method 2: Use the migration tool

You use the Amazon WorkDocs migration tool when you want to migrate all the data off of a
WorkDocs site.

The migration tool moves the data from a site to an Amazon Simple Storage Service bucket.

The tool creates a compressed ZIP file for each user. The zipped file includes all files and folders,
versions, permissions, comments, and annotations for each of the end users on your WorkDocs site.
Topics

« Prerequisites

« Limitations

« Running the migration tool

« Downloading migrated data from Amazon S3

» Troubleshooting migrations

« Viewing your migration history

Prerequisites

You must have the following items in order to use the migration tool.

« An Amazon S3 bucket. For information about creating an Amazon S3 bucket, see Creating a
bucket, in the Amazon S3 User Guide. Your bucket must use the same IAM account and reside in
the same Region as your WorkDocs site. Also, you must block public access to the bucket. For
more information about doing that, see Blocking public access to your Amazon S3 storage, in the

Amazon S3 User Guide.

Method 2: Use the migration tool 6
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To grant Amazon WorkDocs permission to upload your files, configure the bucket policy
as shown in the following example. The policy uses the aws : SourceAccount and
aws : SourceArn condition keys to reduce the policy's scope, a security best practice.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowWorkDocsFileUpload",

"Effect": "Allow",
"Principal": {
"Service": "workdocs.amazonaws.com"

3,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BUCKET-NAME/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS-ACCOUNT-ID"

Iy
"ArnLike": {
"aws:SourceArn": "arn:aws:workdocs:REGION:AWS-ACCOUNT -
ID:organization/WORKDOCS-DIRECTORY-ID"

}

® Note
» WORKDOCS-DIRECTORY-ID is the organization ID of your WorkDocs site. This can be
found in the “My Sites” table in the AWS WorkDocs Console

« For more information about configuring a bucket policy, see Adding a bucket policy by
using the Amazon S3 console

« An IAM policy. To start a migration on the WorkDocs console, the IAM calling principal must have
the following policy attached to its permissions set:

"Version": "2012-10-17",

Prerequisites 7
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"Statement": [

{

"Sid": "AllowStartWorkDocsMigration",

"Effect": "Allow",

"Action": [
"workdocs:StartInstanceExport"

]I

"Resource": [

"arn:aws:workdocs:REGION:AWS-ACCOUNT-ID:organization/WORKDOCS-

DIRECTORY-ID"

]

"Sid": "AllowDescribeWorkDocsMigrations",

"Effect": "Allow",

"Action": [
"workdocs:DescribeInstanceExports",
"workdocs:DescribeInstances"

]I

"Resource": [

"y

"Sid": "AllowS3Validations",

"Effect": "Allow",

"Action": [
"s3:HeadBucket",
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"kms:ListAliases"

1,

"Resource": [
"arn:aws:s3:::BUCKET-NAME"

"Sid": "AllowS3ListMyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets™"

1,

"Resource": [

i n

Prerequisites
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}

« Optionally, you can use an AWS KMS key to encrypt the at-rest data in your bucket. If you don't
provide a key, the bucket's standard encryption setting applies. For more information, see
Creating keys, in the AWS Key Management Service Developer Guide.

To use an AWS KMS key, add the following statements to the IAM policy. You must use an active
key of the SYMMETRIC_DEFAULT type.

"Sid": "AllowKMSMigration",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:DescribeKey"

1,

"Resource": [

"arn:aws:kms:REGION:AWS-ACCOUNT-ID:key/KEY-RESOURCE-ID"

Limitations

The migration tool has the following limitations:

» The tool writes all user permissions, comments, and annotations to separate CSV files. You must
map that data to the corresponding files manually.

« You can only migrate active sites.

« The tool is limited to one successful migration per a site for each 24-hour period.

» You can't run concurrent migrations of the same site, but you can run concurrent migrations for
different sites.

» Each zip file will be at most 50GB. Users with more than 50GB of data in WorkDocs will have
multiple zip files exported into Amazon S3.

Limitations 9
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The tool does not export files larger than 50 GB. The tool lists any files larger than 50

GB in a CSV file that has the same prefix as the ZIP files. For example, /workdocs/site-
alias/created-timestamp-UTC/skippedFiles.csv. You can download the listed files
programmatically or manually. For information about downloading programmatically, see
https://docs.aws.amazon.com/workdocs/latest/developerguide/download-documents.html, in

the Amazon WorkDocs Developer Guide. For information about downloading the files manually,
see the steps in Method 1, earlier in this topic.

Each user’s zip file will only contain files and/or folders that they own. Any files and/or folders
that have been shared with the user will be in the zip file of the user that owns the files and/or
folders.

If a folder is empty (contains no nested files/folders) in WorkDocs, it will not be exported.

It is not guaranteed that any data (files, folders, versions, comments, annotations) created after
the migration job has been initiated, will be included in the exported data in S3.

You can migrate multiple sites to an Amazon S3 bucket. You do not need to create one bucket
per site. However, you must ensure that your IAM and bucket policies allow multiple sites.

Migrating increases your Amazon S3 costs, depending on the amount of data that you migrate to
the bucket. For more information, see the Amazon S3 pricing page.

Running the migration tool

The following steps explain how to run the Amazon WorkDocs migration tool.

To migrate a site

1.
2.

Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

In the navigation pane, choose My sites, then select the radio button next to the site that you
want to migrate.

Open the Actions list and choose Migrate Data.

On the Migrate Data site-name page, enter the URI of your Amazon S3 bucket.
—OR—
Choose Browse S3 and follow these steps:

a. As needed, search for the bucket.

b. Select the radio button next to the bucket name, then select Choose.

Running the migration tool 10
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5. (Optional) Under Notifications, enter a maximum of five email addresses. The tool sends
migration status emails to each recipient.

6. (Optional) Under Advanced Settings, select a KMS key to encrypt your stored data.

7. Enter migrate in the text box to confirm the migration, then choose Start Migration.

An indicator appears and displays the status of the migration. Migration times vary, depending
on the amount of data in a site.

Running the migration tool 11
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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) from the WorkDocs site data-migration-
pentest-2 to the designated 53 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from S3. Your
migrated data will be availlable in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an 53 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

33 URI

[Q 53://your-properly-configured-bucket )(| | view [£ | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domaln.com

‘ person@domaini.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated 53 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [4

AWS KMS key details
Key ARN
arm:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc123456789 [

Key status
Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

Runfﬂﬁﬂrmﬁ:mlﬁrﬁ'ﬁﬁl ItBleubjed' to 53 pricing. Once you ha'-re validated that the dat: is mlgrzted you can stop your WorkDocs billing by deleting
the WorkDocs site. To delete WorkDocs site, please refer to these instructions.

To confirm migration, type migrate in the text input field. EEEEEE—
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When the migration finishes:

» The tool sends "success" emails to the addresses entered during setup, if any.

» Your Amazon S3 bucket will contain a /workdocs/site-alias/created-timestamp-UTC/
folder. That folder contains a zipped folder for each user that had data on the site. Each zipped
folder contains the user's folders and files, including the permissions and comments mapping
CSV files.

« If a user removes all their files before the migration, no zipped folder appears for that user.

» Versions — Documents with multiple versions have a _version_creation timestamp identifier.
The timestamp uses epoch milliseconds. For example, a document named “TestFile.txt"” with 2
versions appears as follows:

TestFile.txt (version 2 - latest version)
TestFile_version_1707437230000.txt

» Permissions — The following example shows the content of a typical permissions CSV file.

PathToFile,PrincipalName, PrincipalType,Role
/mydocs/Projects,userl@domain.com,USER, VIEWER
/mydocs/Personal,user2@domain.com, USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com, USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com, USER, CONTRIBUTOR

/mydocs/Notes, user2@domain. com, USER, COOWNER

/mydocs/Notes, userl@edomain.com, USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com, USER, COOWNER

o Comments - The following example shows the content of a typical comments CSV file.

PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1
/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:18:09.812Z, TEST ANNOTATION 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3
/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:56:27.390Z, TEST COMMENT 1
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/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:17:10.348Z, TEST COMMENT 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z,TEST COMMENT 3
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4

» Skipped files — The following example shows the content of a typical skipped files CSV file. We
shortened the ID and skipped reason values for better readability.

FileOwner,PathToFile,DocumentId, Versionld,SkippedReason

userl@domain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too
large. Please notify the document owner...

user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too
large. Please notify the document owner...

Downloading migrated data from Amazon S3

Because migrating increases your Amazon S3 costs, you can download the migrated data from
Amazon S3 to another storage solution. This topic explains how to download your migrated data,
and it provides suggestions for uploading data to a storage solution.

® Note

The following steps explain how to download one file or folder at a time. For information
about other ways to download files, see Downloading objects, in the Amazon S3 User Guide.

To download data

1. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

2. Select the target bucket and navigate to the site alias.

3. Select the checkbox next to the zipped folder.
—OR—

Open the zipped folder and select the checkbox next to the file or folder for an individual user.
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4. Choose Download.

Suggestions for storage solutions

For large sites, we recommend provisioning an EC2 instance using a compliant Linux-based Amazon

Machine Image to programmatically download your data from Amazon S3, unzip the data, then
upload it to your storage provider or local disk.

Troubleshooting migrations

Try these steps to ensure you have configured your environment correctly:

« If a migration fails, an error message appears on the Migration history tab in the WorkDocs
console. Review the error message.

o Check your Amazon S3 bucket settings.

« Rerun the migration.

If the issue persists, contact AWS Support. Include the WorkDocs Site URL and the Migration Job ID,
located in the migration history table.

Viewing your migration history

The following steps explain how to view your migration history.
To view your history

1. Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

2. Select the radio button next to the desired WorkDocs site.
3. Open the Actions list and choose Migrate Data.
4

On the Migrate Data site-name page, choose Ongoing Migrations and History.

The migration history appears under Migrations. The following image shows a typical history.
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Migrations
Migration Status Start Time End Time 53 Bucket
) Succeded Feb 1, 2024, 18:01 EST Feb 1, 2024, 12:01 EST workdocs-data-migration-tool-test-bt
® Succeded Feb 8, 2024, 17:00 EST Feb 8, 2024, 17:02 EST workdocs-data-migration-tool-test-bi

Viewing your migration history 16



Amazon WorkDocs Administration Guide

Prerequisites for Amazon WorkDocs

To set up new Amazon WorkDocs sites, or manage existing sites, you must complete the following
tasks.

Sign up for an AWS account
If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.
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2.

Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

In IAM Identity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

To sign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1.

In IAM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.
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Security in Amazon WorkDocs

Cloud security at AWS is the highest priority. As an AWS customer, you benefit from a data center
and network architecture that is built to meet the requirements of the most security-sensitive
organizations.

Security is a shared responsibility between AWS and you. The shared responsibility model describes
this as security of the cloud and security in the cloud:

» Security of the cloud — AWS is responsible for protecting the infrastructure that runs AWS
services in the AWS Cloud. AWS also provides you with services that you can use securely. Third-
party auditors regularly test and verify the effectiveness of our security as part of the AWS
compliance programs. To learn about the compliance programs that apply to Amazon WorkDocs,
see AWS Services in Scope by Compliance Program.

» Security in the cloud - The AWS service that you use determines your responsibility. You
are also responsible for other factors, including the sensitivity of your data, your company’s
requirements, and applicable laws and regulations. The topics in this section help you
understand how to apply the shared responsibility model when using Amazon WorkDocs.

(® Note

The users in a WorkDocs organization can collaborate with users outside that organization
by sending a link or invitation to a file. However, this only applies to sites that use an Active
Directory Connector. See the the shared link settings for your site and select the option that
best meets your company’s requirements.

The following topics show you how to configure Amazon WorkDocs to meet your security and
compliance objectives. You also learn how to use other AWS services that help you to monitor and
secure your Amazon WorkDocs resources.

Topics

Identity and access management for Amazon WorkDocs

Logging and monitoring in Amazon WorkDocs

Compliance validation for Amazon WorkDocs

Resilience in Amazon WorkDocs
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o Infrastructure security in Amazon WorkDocs

Identity and access management for Amazon WorkDocs

AWS Identity and Access Management (IAM) is an AWS service that helps an administrator securely
control access to AWS resources. IAM administrators control who can be authenticated (signed in)
and authorized (have permissions) to use Amazon WorkDocs resources. IAM is an AWS service that
you can use with no additional charge.

Topics
e Audience

« Authenticating with identities

« Managing access using policies

+« How Amazon WorkDocs works with |IAM

« Amazon WorkDocs identity-based policy examples

« Troubleshooting Amazon WorkDocs identity and access

Audience

How you use AWS Identity and Access Management (IAM) differs, depending on the work that you
do in Amazon WorkDocs.

Service user - If you use the Amazon WorkDocs service to do your job, then your administrator
provides you with the credentials and permissions that you need. As you use more Amazon
WorkDocs features to do your work, you might need additional permissions. Understanding how
access is managed can help you request the right permissions from your administrator. If you
cannot access a feature in Amazon WorkDocs, see Troubleshooting Amazon WorkDocs identity and

access.

Service administrator - If you're in charge of Amazon WorkDocs resources at your company, you
probably have full access to Amazon WorkDocs. It's your job to determine which Amazon WorkDocs
features and resources your service users should access. You must then submit requests to your IAM
administrator to change the permissions of your service users. Review the information on this page
to understand the basic concepts of IAM. To learn more about how your company can use IAM with
Amazon WorkDocs, see How Amazon WorkDocs works with IAM.
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IAM administrator - If you're an IAM administrator, you might want to learn details about how
you can write policies to manage access to Amazon WorkDocs. To view example Amazon WorkDocs
identity-based policies that you can use in IAM, see Amazon WorkDocs identity-based policy

examples.

Authenticating with identities

Authentication is how you sign in to AWS using your identity credentials. You must be
authenticated (signed in to AWS) as the AWS account root user, as an IAM user, or by assuming an
IAM role.

You can sign in to AWS as a federated identity by using credentials provided through an identity
source. AWS IAM ldentity Center (IAM Identity Center) users, your company's single sign-on
authentication, and your Google or Facebook credentials are examples of federated identities.
When you sign in as a federated identity, your administrator previously set up identity federation
using IAM roles. When you access AWS by using federation, you are indirectly assuming a role.

Depending on the type of user you are, you can sign in to the AWS Management Console or the
AWS access portal. For more information about signing in to AWS, see How to sign in to your AWS
account in the AWS Sign-In User Guide.

If you access AWS programmatically, AWS provides a software development kit (SDK) and a
command line interface (CLI) to cryptographically sign your requests by using your credentials. If
you don't use AWS tools, you must sign requests yourself. For more information about using the
recommended method to sign requests yourself, see AWS Signature Version 4 for API requests in
the IAM User Guide.

Regardless of the authentication method that you use, you might be required to provide additional
security information. For example, AWS recommends that you use multi-factor authentication
(MFA) to increase the security of your account. To learn more, see Multi-factor authentication in
the AWS IAM Identity Center User Guide and AWS Multi-factor authentication in IAM in the IAM User
Guide.

IAM users and groups

An IAM user is an identity within your AWS account that has specific permissions for a single person
or application. Where possible, we recommend relying on temporary credentials instead of creating
IAM users who have long-term credentials such as passwords and access keys. However, if you have
specific use cases that require long-term credentials with IAM users, we recommend that you rotate
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access keys. For more information, see Rotate access keys reqularly for use cases that require long-
term credentials in the IAM User Guide.

An |AM group is an identity that specifies a collection of IAM users. You can't sign in as a group. You
can use groups to specify permissions for multiple users at a time. Groups make permissions easier
to manage for large sets of users. For example, you could have a group named IAMAdmins and give
that group permissions to administer IAM resources.

Users are different from roles. A user is uniquely associated with one person or application, but
arole is intended to be assumable by anyone who needs it. Users have permanent long-term
credentials, but roles provide temporary credentials. To learn more, see Use cases for IAM users in
the IAM User Guide.

IAM roles

An IAM role is an identity within your AWS account that has specific permissions. It is similar to an
IAM user, but is not associated with a specific person. To temporarily assume an IAM role in the
AWS Management Console, you can switch from a user to an IAM role (console). You can assume a

role by calling an AWS CLI or AWS API operation or by using a custom URL. For more information
about methods for using roles, see Methods to assume a role in the JAM User Guide.

IAM roles with temporary credentials are useful in the following situations:

» Federated user access — To assign permissions to a federated identity, you create a role
and define permissions for the role. When a federated identity authenticates, the identity
is associated with the role and is granted the permissions that are defined by the role. For
information about roles for federation, see Create a role for a third-party identity provider

(federation) in the IAM User Guide. If you use IAM Identity Center, you configure a permission set.
To control what your identities can access after they authenticate, IAM Identity Center correlates
the permission set to a role in IAM. For information about permissions sets, see Permission sets
in the AWS IAM Identity Center User Guide.

« Temporary IAM user permissions — An IAM user or role can assume an |IAM role to temporarily
take on different permissions for a specific task.

» Cross-account access — You can use an |IAM role to allow someone (a trusted principal) in a
different account to access resources in your account. Roles are the primary way to grant cross-
account access. However, with some AWS services, you can attach a policy directly to a resource
(instead of using a role as a proxy). To learn the difference between roles and resource-based
policies for cross-account access, see Cross account resource access in IAM in the IAM User Guide.
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» Cross-service access — Some AWS services use features in other AWS services. For example, when
you make a call in a service, it's common for that service to run applications in Amazon EC2 or
store objects in Amazon S3. A service might do this using the calling principal's permissions,
using a service role, or using a service-linked role.

» Forward access sessions (FAS) — When you use an IAM user or role to perform actions in
AWS, you are considered a principal. When you use some services, you might perform an
action that then initiates another action in a different service. FAS uses the permissions of the
principal calling an AWS service, combined with the requesting AWS service to make requests
to downstream services. FAS requests are only made when a service receives a request that
requires interactions with other AWS services or resources to complete. In this case, you must
have permissions to perform both actions. For policy details when making FAS requests, see
Forward access sessions.

» Service role — A service role is an IAM role that a service assumes to perform actions on your
behalf. An IAM administrator can create, modify, and delete a service role from within IAM. For
more information, see Create a role to delegate permissions to an AWS service in the IAM User
Guide.

» Service-linked role - A service-linked role is a type of service role that is linked to an AWS
service. The service can assume the role to perform an action on your behalf. Service-linked
roles appear in your AWS account and are owned by the service. An IAM administrator can
view, but not edit the permissions for service-linked roles.

» Applications running on Amazon EC2 - You can use an IAM role to manage temporary
credentials for applications that are running on an EC2 instance and making AWS CLI or AWS API
requests. This is preferable to storing access keys within the EC2 instance. To assign an AWS role
to an EC2 instance and make it available to all of its applications, you create an instance profile
that is attached to the instance. An instance profile contains the role and enables programs that
are running on the EC2 instance to get temporary credentials. For more information, see Use an
IAM role to grant permissions to applications running on Amazon EC2 instances in the IAM User
Guide.

Managing access using policies

You control access in AWS by creating policies and attaching them to AWS identities or resources.
A policy is an object in AWS that, when associated with an identity or resource, defines their
permissions. AWS evaluates these policies when a principal (user, root user, or role session) makes
a request. Permissions in the policies determine whether the request is allowed or denied. Most
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policies are stored in AWS as JSON documents. For more information about the structure and
contents of JSON policy documents, see Overview of JSON policies in the IAM User Guide.

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

By default, users and roles have no permissions. To grant users permission to perform actions on
the resources that they need, an IAM administrator can create IAM policies. The administrator can
then add the IAM policies to roles, and users can assume the roles.

IAM policies define permissions for an action regardless of the method that you use to perform the
operation. For example, suppose that you have a policy that allows the iam:GetRole action. A
user with that policy can get role information from the AWS Management Console, the AWS CLI, or
the AWS API.

Identity-based policies

Identity-based policies are JSON permissions policy documents that you can attach to an identity,
such as an IAM user, group of users, or role. These policies control what actions users and roles can
perform, on which resources, and under what conditions. To learn how to create an identity-based
policy, see Define custom IAM permissions with customer managed policies in the IAM User Guide.

Identity-based policies can be further categorized as inline policies or managed policies. Inline
policies are embedded directly into a single user, group, or role. Managed policies are standalone
policies that you can attach to multiple users, groups, and roles in your AWS account. Managed
policies include AWS managed policies and customer managed policies. To learn how to choose
between a managed policy or an inline policy, see Choose between managed policies and inline
policies in the IAM User Guide.

Resource-based policies

Resource-based policies are JSON policy documents that you attach to a resource. Examples of
resource-based policies are IAM role trust policies and Amazon S3 bucket policies. In services that
support resource-based policies, service administrators can use them to control access to a specific
resource. For the resource where the policy is attached, the policy defines what actions a specified
principal can perform on that resource and under what conditions. You must specify a principal

in a resource-based policy. Principals can include accounts, users, roles, federated users, or AWS
services.
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Resource-based policies are inline policies that are located in that service. You can't use AWS
managed policies from IAM in a resource-based policy.

Access control lists

Access control lists (ACLs) control which principals (account members, users, or roles) have
permissions to access a resource. ACLs are similar to resource-based policies, although they do not
use the JSON policy document format.

Amazon S3, AWS WAF, and Amazon VPC are examples of services that support ACLs. To learn more
about ACLs, see Access control list (ACL) overview in the Amazon Simple Storage Service Developer
Guide.

Other policy types

AWS supports additional, less-common policy types. These policy types can set the maximum
permissions granted to you by the more common policy types.

« Permissions boundaries — A permissions boundary is an advanced feature in which you set
the maximum permissions that an identity-based policy can grant to an IAM entity (IAM user
or role). You can set a permissions boundary for an entity. The resulting permissions are the
intersection of an entity's identity-based policies and its permissions boundaries. Resource-based
policies that specify the user or role in the Principal field are not limited by the permissions
boundary. An explicit deny in any of these policies overrides the allow. For more information
about permissions boundaries, see Permissions boundaries for IAM entities in the IAM User Guide.

» Service control policies (SCPs) — SCPs are JSON policies that specify the maximum permissions
for an organization or organizational unit (OU) in AWS Organizations. AWS Organizations is a
service for grouping and centrally managing multiple AWS accounts that your business owns. If
you enable all features in an organization, then you can apply service control policies (SCPs) to
any or all of your accounts. The SCP limits permissions for entities in member accounts, including
each AWS account root user. For more information about Organizations and SCPs, see Service
control policies in the AWS Organizations User Guide.

» Resource control policies (RCPs) — RCPs are JSON policies that you can use to set the maximum
available permissions for resources in your accounts without updating the IAM policies attached
to each resource that you own. The RCP limits permissions for resources in member accounts
and can impact the effective permissions for identities, including the AWS account root
user, regardless of whether they belong to your organization. For more information about
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Organizations and RCPs, including a list of AWS services that support RCPs, see Resource control
policies (RCPs) in the AWS Organizations User Guide.

» Session policies — Session policies are advanced policies that you pass as a parameter when you
programmatically create a temporary session for a role or federated user. The resulting session's
permissions are the intersection of the user or role's identity-based policies and the session
policies. Permissions can also come from a resource-based policy. An explicit deny in any of these
policies overrides the allow. For more information, see Session policies in the IAM User Guide.

® Note

Amazon WorkDocs doesn't support Service Control Policies for Slack Organizations.

Multiple policy types

When multiple types of policies apply to a request, the resulting permissions are more complicated
to understand. To learn how AWS determines whether to allow a request when multiple policy
types are involved, see Policy evaluation logic in the IAM User Guide.

How Amazon WorkDocs works with 1AM

Before you use IAM to manage access to Amazon WorkDocs, you need to understand which IAM
features are available to use with Amazon WorkDocs. To get a high-level view of how Amazon
WorkDocs and other AWS services work with 1AM, see AWS services that work with IAM in the IAM
User Guide.

Topics

Amazon WorkDocs identity-based policies

Amazon WorkDocs resource-based policies

Authorization based on Amazon WorkDocs tags

Amazon WorkDocs IAM roles
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Amazon WorkDocs identity-based policies

With IAM identity-based policies, you can specify allowed or denied actions. Amazon WorkDocs
supports specific actions. To learn about the elements that you use in a JSON policy, see IAM JSON
policy elements reference in the IAM User Guide.

Actions

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

The Action element of a JSON policy describes the actions that you can use to allow or deny
access in a policy. Policy actions usually have the same name as the associated AWS API operation.
There are some exceptions, such as permission-only actions that don't have a matching API
operation. There are also some operations that require multiple actions in a policy. These
additional actions are called dependent actions.

Include actions in a policy to grant permissions to perform the associated operation.

Policy actions in Amazon WorkDocs use the following prefix before the action: workdocs:.

For example, to grant someone permission to run the Amazon WorkDocs DescribeUsers API
operation, you include the workdocs :DescribeUsers action in their policy. Policy statements
must include either an Action or NotAction element. Amazon WorkDocs defines its own set of
actions that describe tasks that you can perform with this service.

To specify multiple actions in a single statement, separate them with commas as follows:
"Action": [

"workdocs:DescribelUsers",
"workdocs:CreateUser"

You can specify multiple actions using wildcards (*). For example, to specify all actions that begin
with the word Describe, include the following action:

"Action": "workdocs:Describe*"

(@ Note

To ensure backward compatibility, include the zocalo action. For example:
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"Action": [
"zocalo:*",
"workdocs:*"

1,

To see a list of Amazon WorkDocs actions, see Actions defined by Amazon WorkDocs in the IAM
User Guide.

Resources
Amazon WorkDocs does not support specifying resource ARNs in a policy.
Condition keys

Amazon WorkDocs does not provide any service-specific condition keys, but it does support using
some global condition keys. To see all AWS global condition keys, see AWS global condition context
keys in the IAM User Guide.

Examples

To view examples of Amazon WorkDocs identity-based policies, see Amazon WorkDocs identity-
based policy examples.

Amazon WorkDocs resource-based policies

Amazon WorkDocs does not support resource-based policies.

Authorization based on Amazon WorkDocs tags

Amazon WorkDocs does not support tagging resources or controlling access based on tags.
Amazon WorkDocs IAM roles

An |AM role is an entity within your AWS account that has specific permissions.

Using temporary credentials with Amazon WorkDocs

We strongly recommend using temporary credentials to sign in with federation, assume an IAM
role, or to assume a cross-account role. You obtain temporary security credentials by calling AWS
STS API operations such as AssumeRole or GetFederationToken.
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Amazon WorkDocs supports using temporary credentials.
Service-linked roles

Service-linked roles allow AWS services to access resources in other services to complete an action
on your behalf. Service-linked roles appear in your IAM account and are owned by the service. An
IAM administrator can view but not edit the permissions for service-linked roles.

Amazon WorkDocs does not support service-linked roles.
Service roles

This feature allows a service to assume a service role on your behalf. This role allows the service to
access resources in other services to complete an action on your behalf. Service roles appear in your
IAM account and are owned by the account. This means that an IAM administrator can change the
permissions for this role. However, doing so might break the functionality of the service.

Amazon WorkDocs does not support service roles.

Amazon WorkDocs identity-based policy examples

(@ Note

For greater security, create federated users instead of IAM users whenever possible.

By default, IAM users and roles don't have permission to create or modify Amazon WorkDocs
resources. They also can't perform tasks using the AWS Management Console, AWS CLI, or AWS
API. An IAM administrator must create IAM policies that grant users and roles permission to
perform specific APl operations on the specified resources they need. The administrator must then
attach those policies to the IAM users or groups that require those permissions.

® Note

To ensure backward compatibility, include the zocalo action in your policies. For example:

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": [
"zocalo:*",
"workdocs:*"
1,
"Resource": "*"

}

To learn how to create an IAM identity-based policy using these example JSON policy documents,
see Creating policies on the JSON tab in the JAM User Guide.

Topics

Policy best practices

Using the Amazon WorkDocs console

Allow users to view their own permissions

Allow users read-only access to Amazon WorkDocs resources

More Amazon WorkDocs identity-based policy examples

Policy best practices

Identity-based policies determine whether someone can create, access, or delete Amazon
WorkDocs resources in your account. These actions can incur costs for your AWS account. When you
create or edit identity-based policies, follow these guidelines and recommendations:

» Get started with AWS managed policies and move toward least-privilege permissions — To
get started granting permissions to your users and workloads, use the AWS managed policies
that grant permissions for many common use cases. They are available in your AWS account. We
recommend that you reduce permissions further by defining AWS customer managed policies
that are specific to your use cases. For more information, see AWS managed policies or AWS

managed policies for job functions in the IAM User Guide.

« Apply least-privilege permissions — When you set permissions with IAM policies, grant only the
permissions required to perform a task. You do this by defining the actions that can be taken on
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specific resources under specific conditions, also known as least-privilege permissions. For more
information about using IAM to apply permissions, see Policies and permissions in IAM in the
IAM User Guide.

» Use conditions in IAM policies to further restrict access — You can add a condition to your
policies to limit access to actions and resources. For example, you can write a policy condition to
specify that all requests must be sent using SSL. You can also use conditions to grant access to
service actions if they are used through a specific AWS service, such as AWS CloudFormation. For
more information, see IAM JSON policy elements: Condition in the IAM User Guide.

« Use IAM Access Analyzer to validate your IAM policies to ensure secure and functional
permissions — IAM Access Analyzer validates new and existing policies so that the policies
adhere to the IAM policy language (JSON) and IAM best practices. IAM Access Analyzer provides
more than 100 policy checks and actionable recommendations to help you author secure and
functional policies. For more information, see Validate policies with IAM Access Analyzer in the
IAM User Guide.

» Require multi-factor authentication (MFA) - If you have a scenario that requires IAM users or
a root user in your AWS account, turn on MFA for additional security. To require MFA when API
operations are called, add MFA conditions to your policies. For more information, see Secure API
access with MFA in the IAM User Guide.

For more information about best practices in IAM, see Security best practices in IAM in the IAM User
Guide.

Using the Amazon WorkDocs console

To access the Amazon WorkDocs console, you must have a minimum set of permissions. Those
permissions must allow you to list and view the details of the Amazon WorkDocs resources in your
AWS account. If you create an identity-based policy that is more restrictive than the minimum
required permissions, the console won't function as intended for IAM user or role entities.

To ensure that those entities can use the Amazon WorkDocs console, also attach the following AWS
managed policies to the entities. For more information attaching policies, see Adding permissions
to a user in the IAM User Guide.

« AmazonWorkDocsFullAccess
o AWSDirectoryServiceFullAccess

« AmazonEC2FullAccess
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These policies grant a user full access to Amazon WorkDocs resources, AWS Directory Service
operations, and the Amazon EC2 operations that Amazon WorkDocs needs in order to work

properly.

You don't need to allow minimum console permissions for users that are making calls only to the
AWS CLI or the AWS API. Instead, allow access to only the actions that match the API operation
that you're trying to perform.

Allow users to view their own permissions

This example shows how you might create a policy that allows IAM users to view the inline and
managed policies that are attached to their user identity. This policy includes permissions to
complete this action on the console or programmatically using the AWS CLI or AWS API.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",
"iam:GetPolicyVersion",

iam:GetPolicy",
"iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

]I
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"Resource": "*"

Allow users read-only access to Amazon WorkDocs resources

The following AWS managed AmazonWorkDocsReadOnlyAccess policy grants an IAM user read-
only access to Amazon WorkDocs resources. The policy gives the user access to all of the Amazon
WorkDocs Describe operations. Access to the two Amazon EC2 operations are necessary so
Amazon WorkDocs can obtain a list of your VPCs and subnets. Access to the AWS Directory Service
DescribeDirectories operation is needed to obtain information about your AWS Directory
Service directories.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

1,

"Resource": "*"

More Amazon WorkDocs identity-based policy examples

IAM administrators can create additional policies to allow an IAM role or user to access the Amazon
WorkDocs API. For more information, see Authentication and access control for administrative

applications in the Amazon WorkDocs Developer Guide.

Troubleshooting Amazon WorkDocs identity and access

Use the following information to help you diagnose and fix common issues that you might
encounter when working with Amazon WorkDocs and I1AM.
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Topics

» | am not authorized to perform an action in Amazon WorkDocs

« | am not authorized to perform iam:PassRole

» | want to allow people outside of my AWS account to access my Amazon WorkDocs resources

I am not authorized to perform an action in Amazon WorkDocs

If the AWS Management Console tells you that you're not authorized to perform an action, then
you must contact your administrator for assistance. Your administrator is the person that provided
you with your user name and password.

I am not authorized to perform iam:PassRole

If you receive an error that you're not authorized to perform the iam:PassRole action, your
policies must be updated to allow you to pass a role to Amazon WorkDocs.

Some AWS services allow you to pass an existing role to that service instead of creating a new
service role or service-linked role. To do this, you must have permissions to pass the role to the
service.

The following example error occurs when an 1AM user named marymajor tries to use the console
to perform an action in Amazon WorkDocs. However, the action requires the service to have
permissions that are granted by a service role. Mary does not have permissions to pass the role to
the service.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

In this case, Mary's policies must be updated to allow her to perform the iam:PassRole action.

If you need help, contact your AWS administrator. Your administrator is the person who provided
you with your sign-in credentials.

| want to allow people outside of my AWS account to access my Amazon
WorkDocs resources

You can create a role that users in other accounts or people outside of your organization can use to
access your resources. You can specify who is trusted to assume the role. For services that support
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resource-based policies or access control lists (ACLs), you can use those policies to grant people
access to your resources.

To learn more, consult the following:

» To learn whether Amazon WorkDocs supports these features, see How Amazon WorkDocs works
with IAM.

» To learn how to provide access to your resources across AWS accounts that you own, see
Providing access to an IAM user in another AWS account that you own in the IAM User Guide.

« To learn how to provide access to your resources to third-party AWS accounts, see Providing
access to AWS accounts owned by third parties in the IAM User Guide.

» To learn how to provide access through identity federation, see Providing access to externally
authenticated users (identity federation) in the IAM User Guide.

« To learn the difference between using roles and resource-based policies for cross-account access,
see Cross account resource access in IAM in the IAM User Guide.

Logging and monitoring in Amazon WorkDocs

Amazon WorkDocs site administrators can view and export the activity feed for an entire site. They
can also use AWS CloudTrail to capture events from the Amazon WorkDocs console.

Topics
» Exporting the site-wide activity feed
» Using AWS CloudTrail to log Amazon WorkDocs API calls

Exporting the site-wide activity feed

Admins can view and export the activity feed for an entire site. To use this feature, you must
first install Amazon WorkDocs Companion. To install Amazon WorkDocs Companion, see Apps &
Integrations for Amazon WorkDocs.

To view and export a site-wide activity feed

1. Inthe web application, choose Activity.
2. Choose Filter, then move the Site-wide activity slider to turn the filter on.

3. Select Activity Type filters and choose Date Modified settings as needed, then choose Apply.
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4. When the filtered activity feed results appear, search by file, folder, or user name to narrow
your results. You can also add or remove filters as needed.

5. Choose Export to export the activity feed to .csv and . json files on your desktop. The
system exports the files to one of the following locations:

« Windows - WorkDocsDownloads folder in your PC's Downloads folder

« macOS - /users/username/WorkDocsDownloads/folder

The exported file reflects any filters that you apply.

® Note

Users who are not administrators can view and export the activity feed for their own
content only. For more information, see Viewing the Activity Feed in the Amazon
WorkDocs User Guide.

Using AWS CloudTrail to log Amazon WorkDocs API calls

You can use AWS CloudTrail; to log Amazon WorkDocs API calls. CloudTrail provides a record of
actions taken by a user, role, or an AWS service in Amazon WorkDocs. CloudTrail captures all API
calls for Amazon WorkDocs as events, including calls from the Amazon WorkDocs console and from
code calls to the Amazon WorkDocs APIs.

If you create a trail, you can enable continuous delivery of CloudTrail events to an Amazon S3
bucket, including events for Amazon WorkDocs. If you don't create a trail, you can still view the
most recent events in the CloudTrail console in Event history.

The information collected by CloudTrail includes requests, the IP addresses from which the
requests were made, the users who made the requests, and the request dates.

For more information about CloudTrail, see the AWS CloudTrail User Guide.

Amazon WorkDocs information in CloudTrail

CloudTrail is enabled on your AWS account when you create the account. When activity occurs in
Amazon WorkDocs, that activity is recorded in a CloudTrail event along with other AWS service
events in Event history. You can view, search, and download recent events in your AWS account.
For more information, see Viewing events with CloudTrail event history.
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For an ongoing record of events in your AWS account, including events for Amazon WorkDocs,
create a trail. A trail enables CloudTrail to deliver log files to an Amazon S3 bucket. By default,
when you create a trail in the console, the trail applies to all regions. The trail logs events from all
regions in the AWS partition and delivers the log files to the Amazon S3 bucket that you specify.
Additionally, you can configure other AWS services to further analyze and act upon the event data
collected in CloudTrail logs. For more information, see:

» Overview for creating a trail

o CloudTrail supported services and integrations

« Configuring Amazon SNS notifications for CloudTrail

» Receiving CloudTrail log files from multiple Regions and Receiving CloudTrail log files from

multiple accounts

All Amazon WorkDocs actions are logged by CloudTrail and are documented in the Amazon
WorkDocs API Reference. For example, calls to the CreateFolder, DeactivateUser and
UpdateDocument sections generate entries in the CloudTrail log files.

Every event or log entry contains information about who generated the request. The identity
information helps you determine the following:

« Whether the request was made with root or IAM user credentials.
« Whether the request was made with temporary security credentials for a role or federated user.

« Whether the request was made by another AWS service.

For more information, see the CloudTrail userldentity element.

Understanding Amazon WorkDocs log file entries

A trail is a configuration that enables delivery of events as log files to an Amazon S3 bucket that
you specify. CloudTrail log files contain one or more log entries. An event represents a single
request from any source and includes information about the requested action, the date and time of
the action, request parameters, and so on. CloudTrail log files are not an ordered stack trace of the
public API calls, so they do not appear in any specific order.

Amazon WorkDocs generates different types of CloudTrail entries , those from the control plane
and those from the data plane. The important difference between the two is that the user identity
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for control plane entries is an IAM user. The user identity for data plane entries is the Amazon
WorkDocs directory user.

(® Note

For greater security, create federated users instead of IAM users whenever possible.

Sensitive information, such as passwords, authentication tokens, file comments, and file contents
are redacted in the log entries. These show up as HIDDEN_DUE_TO_SECURITY_REASONS in the
CloudTrail logs. These show up as HIDDEN_DUE_TO_SECURITY_REASONS in the CloudTrail logs.

The following example shows two CloudTrail log entries for Amazon WorkDocs: the first record is
for a control plane action and the second is for a data plane action.

Records : [
{
"eventVersion" : "1.01",
"userIdentity" :
{
"type" : "IAMUser",
"principalId" : "user_id",

arn
"accountId" : "account_id",
"accessKeyId" : "access_key_id",
"userName" : "user_name"

}I

"eventTime" : "event_time",

"user_arn",

"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{
"directoryId" : "directory_id",
"userSid" : "user_sid",
"group" : '"group"
},
"responseElements" : null,
"requestID" : "request_id",
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"eventID" : "event_id"

I
{
"eventVersion" : "1.01",
"userIdentity" :
{
"type" : "Unknown",
"principalld" : "user_id",
"accountId" : "account_id",
"userName" : "user_name"
},
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{
"AuthenticationToken" : "**-redacted-**"
I
"responsekElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"

Compliance validation for Amazon WorkDocs

To learn whether an AWS service is within the scope of specific compliance programs, see AWS
services in Scope by Compliance Program and choose the compliance program that you are

interested in. For general information, see AWS Compliance Programs.

You can download third-party audit reports using AWS Artifact. For more information, see
Downloading Reports in AWS Artifact.

Your compliance responsibility when using AWS services is determined by the sensitivity of your
data, your company's compliance objectives, and applicable laws and regulations. AWS provides the
following resources to help with compliance:

« Security Compliance & Governance — These solution implementation guides discuss architectural
considerations and provide steps for deploying security and compliance features.
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Architecting for HIPAA Security and Compliance on Amazon Web Services — This whitepaper
describes how companies can use AWS to create HIPAA-eligible applications.

® Note

Not all AWS services are HIPAA eligible. For more information, see the HIPAA Eligible
Services Reference.

AWS Compliance Resources — This collection of workbooks and guides might apply to your
industry and location.

AWS Customer Compliance Guides — Understand the shared responsibility model through the

lens of compliance. The guides summarize the best practices for securing AWS services and map
the guidance to security controls across multiple frameworks (including National Institute of
Standards and Technology (NIST), Payment Card Industry Security Standards Council (PCl), and
International Organization for Standardization (1SO)).

Evaluating Resources with Rules in the AWS Config Developer Guide — The AWS Config service
assesses how well your resource configurations comply with internal practices, industry
guidelines, and regulations.

AWS Security Hub — This AWS service provides a comprehensive view of your security state within

AWS. Security Hub uses security controls to evaluate your AWS resources and to check your
compliance against security industry standards and best practices. For a list of supported services
and controls, see Security Hub controls reference.

Amazon GuardDuty — This AWS service detects potential threats to your AWS accounts,
workloads, containers, and data by monitoring your environment for suspicious and malicious

activities. GuardDuty can help you address various compliance requirements, like PCI DSS, by
meeting intrusion detection requirements mandated by certain compliance frameworks.

AWS Audit Manager — This AWS service helps you continuously audit your AWS usage to simplify

how you manage risk and compliance with regulations and industry standards.

Resilience in Amazon WorkDocs

The AWS global infrastructure is built around AWS Regions and Availability Zones. AWS Regions

provide multiple physically separated and isolated Availability Zones, which are connected with
low-latency, high-throughput, and highly redundant networking. With Availability Zones, you can

design and operate applications and databases that automatically fail over between Availability
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Zones without interruption. Availability Zones are more highly available, fault tolerant, and
scalable than traditional single or multiple data center infrastructures.

For more information about AWS Regions and Availability Zones, see AWS Global Infrastructure.

Infrastructure security in Amazon WorkDocs

As a managed service, Amazon WorkDocs is protected by the AWS global network security
procedures. For more information, see Infrastructure security in AWS Identity and Access

Management in the IAM User Guide and Best Practices for Security, Identity, & Compliance in the
AWS Architecture Center.

You use AWS published API calls to access Amazon WorkDocs through the network. Clients must
support Transport Layer Security (TLS) 1.2, and we recommend using TLS 1.3. Clients must also
support cipher suites with perfect forward secrecy such as Ephemeral Diffie-Hellman or Elliptic
Curve Ephemeral Diffie-Hellman. Most modern systems such as Java 7 and later support these
modes.

Additionally, requests must be signed by using an access key ID and a secret access key that is
associated with an IAM principal. Or you can use the AWS Security Token Service (AWS STS) to

generate temporary security credentials to sign requests.
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Getting started with Amazon WorkDocs

Amazon WorkDocs uses a directory to store and manage organization information for your users
and their documents. In turn, you attach a directory to a site when you provision that site. When
you do, an Amazon WorkDocs feature called Auto activation adds the users in the directory to the
site as managed users, meaning they don't need separate credentials to log in to your site, and
they can share and collaborate on files. Each user has 1 TB of storage unless they purchase more.

You no longer need to add and activate users manually, though you still can. You can also change
user roles and permissions whenever you need to. For more information about doing that, see
Inviting and managing Amazon WorkDocs users, later in this guide.

If you need to create directories, you can:

Create a Simple AD directory.

Create an AD Connector directory to connect to your on-premises directory.

Enable Amazon WorkDocs to work with an existing AWS directory.

Have Amazon WorkDocs create a directory for you.

You can also create a trust relationship between your AD directory and an AWS Managed Microsoft
AD Directory.

(® Note

If you belong to a compliance program such as PCl, FedRAMP, or DoD, you must set up
an AWS Managed Microsoft AD Directory to meet compliance requirements. The steps in
this section explain how to use an existing Microsoft AD Directory. For information about
creating a Microsoft AD Directory, see AWS Managed Microsoft AD in the AWS Directory

Service Administration Guide.

Contents

« Creating an Amazon WorkDocs site

« Enabling single sign-on

» Enabling multi-factor authentication

« Promoting a user to administrator
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Creating an Amazon WorkDocs site

The steps in the following sections explain how to set up a new Amazon WorkDocs site.

Tasks

» Before you begin

» Creating an Amazon WorkDocs site

Before you begin

You must have the following items before you create an Amazon WorkDocs site.

« An AWS account for creating and administering Amazon WorkDocs sites. However, users do
not need an AWS account to connect to and use Amazon WorkDocs. For more information, see
Prerequisites for Amazon WorkDocs.

« If you plan to use Simple AD, you must meet the prerequisites identified in Simple AD
Prerequisites in the AWS Directory Service Administration Guide.

« An AWS Managed Microsoft AD Directory if you belong to a compliance program such as PCl,
FedRAMP, or DoD. The steps in this section explain how to use an existing Microsoft AD Directory.
For information about creating a Microsoft AD Directory, see AWS Managed Microsoft AD in the
AWS Directory Service Administration Guide.

 Profile information for the administrator, including first and last name, and an email address.

Creating an Amazon WorkDocs site

Follow these steps to create an Amazon WorkDocs site in minutes.
To create the Amazon WorkDocs site

1. Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

2. On the console's Home page, under Create a WorkDocs site, choose Get Started now.
—OR—

In the navigation pane, choose My sites, and on the Manage your WorkDocs sites page,
choose Create a WorkDocs site.
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What happens next depends on whether you have a directory.

« If you have a directory, The Select a directory page appears and allows you to choose an
existing directory or create a directory.

« If you don't have a directory, the Set up a directory type page appears and allows you to
create a Simple AD or AD Connector directory

The following steps explain how to do both tasks.

To use an existing directory

1. Open the Available directories list and choose the directory that you want to use.

2. Choose Enable directory.

To create a directory

1. Repeat steps 1 and 2 above.

At this point, what you do depends on whether you want to use Simple AD or create an AD
Connector.

To use Simple AD

a. Choose Simple AD, then choose Next.

The Create Simple AD site page appears.
b. Under Access point, in the Site URL box, enter the URL for the site.

c. Under Set WorkDocs administrator, enter the administrator's email address, first name,
and last name.

d. As needed, complete the options under Directory details and VPC configuration.

e. Choose Create Simple AD site.

To create an AD Connector directory

a. Choose AD Connector, then choose Next.

Creating an Amazon WorkDocs site
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The Create AD Connector site page appears.
b. Complete all the fields under Directory details.
¢. Under Access point, in the Site URL box, enter your site's URL.
d. As desired, complete the optional fields under VPC configuration.

e. Choose Create AD Connector site.

Amazon WorkDocs does the following:

o If you chose Set up a VPC on my behalf in step 4 above, Amazon WorkDocs creates a VPC for
you. A directory in the VPC stores user and Amazon WorkDocs site information.

« If you used Simple AD, Amazon WorkDocs creates a Directory User and sets that user as an
Amazon WorkDocs administrator. If you created an AD Connector directory, Amazon WorkDocs
sets the existing directory user that you provided as a WorkDocs administrator.

« If you used an existing directory, Amazon WorkDocs prompts you to enter the user name of the
Amazon WorkDocs administrator. The user must be a member of the directory.

® Note

Amazon WorkDocs doesn't notify users about the new site. You need to communicate the
URL to them, and let them know that they don't need a separate login to use the site.

Enabling single sign-on

AWS Directory Service allows users to access Amazon WorkDocs from a computer joined to the
same directory with which Amazon WorkDocs is registered, without entering credentials separately.
Amazon WorkDocs administrators can enable single sign-on using the AWS Directory Service
console. For more information, see Single sign-on in the AWS Directory Service Administration
Guide.

After the Amazon WorkDocs administrator enables single sign-on, the Amazon WorkDocs site
users might also need to modify their web browser settings to allow single sign-on. For more
information, see Single sign-on for |IE and Chrome and Single sign-on for Firefox in the AWS
Directory Service Administration Guide.
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Enabling multi-factor authentication

You use the AWS Directory Services Console at https://console.aws.amazon.com/
directoryservicev2/ to enable multi-factor authentication for your AD Connector directory. To
enable MFA, you must have an MFA solution that is a Remote authentication dial-in user service
(RADIUS) server, or you must have an MFA plugin to a RADIUS server already implemented in your
on-premises infrastructure. Your MFA solution should implement One Time Passcodes (OTP) that
users obtain from a hardware device or from software running on a device such as a cell phone.

RADIUS is an industry-standard client/server protocol that provides authentication, authorization,
and accounting management to enable users to connect to network services. AWS Managed
Microsoft AD includes a RADIUS client that connects to the RADIUS server upon which you have
implemented your MFA solution. Your RADIUS server validates the username and OTP code. If your
RADIUS server successfully validates the user, AWS Managed Microsoft AD then authenticates the
user against AD. Upon successful AD authentication, users can then access the AWS application.
Communication between the AWS Managed Microsoft AD RADIUS client and your RADIUS server
require you to configure AWS security groups that enable communication over port 1812.

For more information, see Enable multi-factor authentication for AWS Managed Microsoft AD in
the AWS Directory Service Administration Guide.

(® Note

Multi-factor authentication is not available for Simple AD directories.

Promoting a user to administrator

You use the Amazon WorkDocs console to promote a user to administrator. Follow these steps.

To promote a user to administrator

1. Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

2. In the navigation pane, choose My sites.

The Manage your WorkDocs Sites page appears.

3. Select the button next to the desired site, choose Actions, then choose Set an administrator.
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The Set WorkDocs administrator dialog box appears.

4. Inthe Username box, enter the user name of the person that you want to promote, then
choose Set administrator.

You can also use the Amazon WorkDocs site admin control panel to demote an administrator. For
more information, see Editing users.

Promoting a user to administrator 47



Amazon WorkDocs Administration Guide

Managing Amazon WorkDocs from the AWS console

You use these tools to manage your Amazon WorkDocs sites:

» The AWS console at https://console.aws.amazon.com/zocalo/.

« The site admin control panel, available to administrators on all Amazon WorkDocs sites.

Each of those tools provides a different set of actions, and the topics in this section explain the
actions provided by the AWS console. For information about the site admin control panel, see
Managing Amazon WorkDocs from the site admin control panel.

Setting site administrators

If you're an administrator, you can give users access to the site control panel and the actions that it
provides.

To set an administrator

1. Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

2. In the navigation pane, choose My sites.

The Manage your WorkDocs sites page appears and displays a list of your sites.
Choose the button next to the site for which you want to set an administrator.

4. Open the Actions list and choose Set an administrator.

The Set WorkDocs administrator dialog box appears.

5. In the Username box, enter the new administrator's name, then choose Set administrator.

Resending invitation emails

You can resend an invitation email at any time.
To resend the invitation email

1. Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

2. In the navigation pane, choose My sites.
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The Manage your WorkDocs sites page appears and displays a list of your sites.
Choose the button next to the site for which you want to resend the email.

4. Open the Actions list and choose Resend invitation email.

A success message in a green banner appears at the top of the page.

Managing multifactor authentication

You can enable multi-factor authentication after you create an Amazon WorkDocs site. For more
information about authentication, see Enabling multi-factor authentication.

Setting site URLs

(® Note

If you followed the site creation process in Getting started with Amazon WorkDocs, you
entered a site URL. As a result, Amazon WorkDocs makes the Set site URL command
unavailable, because you can only set a URL once. You only follow these steps if you deploy

Amazon WorkSpaces and integrate it with Amazon WorkDocs. The Amazon WorkSpaces
integration process has you enter a serial number instead of a site URL, so you have to
enter a URL after you finish the integration. For more information about integrating
Amazon WorkSpaces and Amazon WorkDocs see Integrate with WorkDocs in the Amazon

WorkSpaces User Guide.

To set a site URL

1. Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

2. In the navigation pane, choose My sites.

The Manage your WorkDocs sites page appears and displays a list of your sites.

3. Select the site that you integrated with Amazon WorkSpaces. The URL contains the directory
ID of your Amazon WorkSpaces instance, such as https://{directory_id}.awsapps.com.

4. Choose the button next to that URL, open the Actions list, and choose Set site URL.

The Set site URL dialog box appears.
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5. In the Site URL box, enter the URL for the site, then choose Set site URL.

6. On the Manage your WorkDocs sites page, choose Refresh to see the new URL.
Managing notifications

(® Note

For greater security, create federated users instead of IAM users whenever possible.

Notifications allow IAM users or roles to call the CreateNotificationSubscription API, which you can
use to set your own endpoint for processing the SNS messages that WorkDocs sends. For more
information about notifications, see Setting up notifications for an IAM user or role in the Amazon
WorkDocs Developer Guide.

You can create and delete notifications, and the following steps explain how to do both tasks.

® Note

To create a notification, you must have your IAM or role ARN. To find your IAM ARN, do the
following:

1. Open the IAM console at https://console.aws.amazon.com/iam/.

2. In the navigation bar, select Users.
3. Select your user name.
4

Under Summary, copy your ARN.

To create a notification

1. Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

2. In the navigation pane, choose My sites.

The Manage your WorkDocs sites page appears and displays a list of your sites.
3. Choose the button next to the desired site.

4. Open the Actions list and choose Manage notifications.
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The Manage notifications page appears.
5. Choose Create notification.

6. Inthe New notification dialog box, enter your IAM or role ARN, then choose Create
notifications.

To delete a notification

—

Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

2. In the navigation pane, choose My sites.

The Manage your WorkDocs sites page appears and displays a list of your sites.
3. Choose the button next to the site that has the notification that you want to delete.
4. Open the Actions list and choose Manage notifications.

5. Onthe Manage notifications page, choose the button next to the notification that you want
to delete, then choose Delete notifications.

Deleting a site

You use the Amazon WorkDocs console to delete a site.

/A Warning

You lose all files when you delete a site. Delete a site only if you are sure that this
information is no longer needed.

To delete a site

1. Open the Amazon WorkDocs console at https://console.aws.amazon.com/zocalo/.

2. In the navigation bar, choose My sites.

The Manage your WorkDocs sites page appears.

3. Choose the button next to the site that you want to delete, then choose Delete.

The Delete site URL dialog box appears.
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4. Optionally, choose Also delete the user directory.

/A Important
If you don't provide your own directory for Amazon WorkDocs, we create one for you.
When you delete the Amazon WorkDocs site, you are charged for the directory that
we create unless you delete that directory or use it for another AWS application. For
pricing information, see AWS Directory Service Pricing.

5. In the Site URL box, enter the site URL, then choose Delete.

The site is immediately deleted and is no longer available.

Deleting a site
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Managing Amazon WorkDocs from the site admin control
panel

You use these tools to manage your Amazon WorkDocs sites:

« The site admin control panel, available to administrators on all Amazon WorkDocs sites, and
described in the following topics.

« The AWS console at https://console.aws.amazon.com/zocalo/.

Each of those tools provides a different set of actions. The topics in this section explain the actions
provided by the site admin control panel. For information about the tasks available in the console,
see Managing Amazon WorkDocs from the AWS console.

Preferred language settings

You can specify the language for email notifications.
To change language settings

1.  Under My Account, choose Open admin control panel.

2. For Preferred Language Settings, choose your preferred language.

Hancom Online Editing and Office Online

Enable or disable Hancom Online Editing and Office Online settings from the Admin control
panel. For more information, see Enabling collaborative editing.

Storage

Specify the amount of storage that new users receive.
To change storage settings

1.  Under My Account, choose Open admin control panel.

2. For Storage, choose Change.
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3. Inthe Storage Limit dialog box, choose whether to give new users unlimited or limited
storage.

4. Choose Save Changes.

Changing the storage setting affects only users that are added after the setting is changed. It does
not change the amount of storage allocated to existing users. To change the storage limit for an
existing user, see Editing users.

IP allow list

Amazon WorkDocs site administrators can add IP Allow List settings to restrict site access to an
allowed range of IP addresses. You can add up to 500 IP Allow List settings per site.

(® Note

The IP Allow List currently works for IPv4 addresses only. IP address deny-listing is not
currently supported.

To add an IP range to the IP Allow List

1. Under My Account, choose Open admin control panel.
2. For IP Allow List, choose Change.

3. For Enter CIDR value, enter the Classless Inter-Domain Routing (CIDR) block for the IP address
ranges, and choose Add.

« To allow access from a single IP address, specify /32 as the CIDR prefix.
4. Choose Save Changes.

Users who connect to your site from the IP addresses on the IP Allow List are allowed
access. Users who attempt to connect to your site from unauthorized IP addresses receive an
unauthorized response.

/A Warning

If you enter a CIDR value that blocks you from using your current IP address to access the
site, a warning message appears. If you choose to continue with the current CIDR value, you
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will be blocked from accessing the site with your current IP address. This action can only be

reversed by contacting AWS Support.

Security - Simple ActiveDirectory sites

This topic explains the various security settings for Simple ActiveDirectory sites. If you manage
sites that use ActiveDirectory connector, see the next section.

To use security settings

1. Choose the profile icon in the upper-right corner of the WorkDocs client.

2. Under Admin, choose Open admin control panel.

3. Scroll down to Security and choose Change.

The Policy Settings dialog box appears. The following table lists the security settings for

Simple ActiveDirectory sites.

Setting

Description

Under Choose your setting for shareable links, select one of the following:

Do not allow site-wide or public shareable

links

Allow users to create site-wide shareable
links, but do not allow them to create
public shareable links

Allow users to create site-wide shareable
links, but only power users can create
public shareable links

Disables link sharing for all users.

Limits link sharing to just site members.
Managed users can create this type of link.

Managed users can create site-wide links,
but only power users can create public links.
Public links allow access to anyone on the
internet.

Security — Simple ActiveDirectory sites
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Setting Description

All managed users can create site-wide & Managed users can create public links.
public shareable links

Under Auto activation, select or clear the checkbox.

Allow all users in your directory to be Automatically activates users when they
automatically activated upon their first first log in to your site.
login to your WorkDocs site.

Under Who should be allowed to invite new users to your WorkDocs site, select one of
the following:

Only administrators can invite new users. Only administrators can invite new users.

Users can invite new users from anywhere  Allows users to invite new users by sharing

by sharing files or folders with them. files or folders with those users.

Users can invite new users from a few Users can invite new people from the
specific domains by sharing files or folders  specified domains by sharing files or folders
with them. with them.

Under Configure role for new users, select or clear the checkbox.

New users from your directory will be Automatically converts new users from your
Managed users (they are Guest users by directory into managed users.
default)

4. When finished, choose Save Changes.

Security — ActiveDirectory connector sites

This topic explains the various security settings for ActiveDirectory connector sites. If you manage
sites that use Simple ActiveDirectory, see the previous section.

To use security settings

1. Choose the profile icon in the upper-right corner of the WorkDocs client.
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2. Under Admin, choose Open admin control panel.

3. Scroll down to Security and choose Change.
The Policy Settings dialog box appears. The following table lists and describes the security
settings for ActiveDirectory connector sites.
Setting Description
Under Choose your setting for shareable links, select one of the following:

Do not allow site-wide or public shareable = When selected, disables link sharing for all

links users.
Allow users to create site-wide shareable Limits link sharing to just site members.
links, but do not allow them to create Managed users can create this type of link.

public shareable links

Allow users to create site-wide shareable Managed users can create site-wide links,

links, but only power users can create but only power users can create public links.

public shareable links Public links allow access to anyone on the
internet.

All managed users can create site-wide & Managed users can create public links.

public shareable links
Under Auto activation, select or clear the checkbox.

Allow all users in your directory to be Automatically activates users when they
automatically activated upon their first first log in to your site.
login to your WorkDocs site.

Under Who should be allowed to activate directory users in your WorkDocs site?, select
one of the following:

Only administrators can activate new Allows only administrators to activate new
users from your directory. directory users.
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Setting

Users can activate new users from your
directory by sharing files or folders with
them.

Users can activate new users from a few
specific domains by sharing files or folders
with them.

Description

Allows users to activate directory users by
sharing files or folders with the directory
users.

Users can only share files or folders from
users in specific domains. When you choose
this option, you must enter the domains.

Under Who should be allowed to invite new users to your WorkDocs site?, select one of

the following:

Share with external users

(® Note

The options below only appear after
you choose this setting.

Only administrators can invite new
external users

All managed users can invite new users

Only power users can invite new external
users.

Enables administrators and users to
invite new external users to your Amazon
WorkDocs site.

Only administrators can invite external
users.

Enables managed users to invite external
users.

Enables only power users to invite new
external users.

Under Configure role for new users, select one or both options.

New users from your directory will be
Managed users (they are Guest users by
default)

New external users will be Managed users
(they are Guest users by default)

4. When finished, choose Save Changes.

Automatically converts new users from your

directory into managed users.

Automatically converts new external users
into managed users.

Security — ActiveDirectory connector sites
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Recovery bin retention

When a user deletes a file, Amazon WorkDocs stores the file in the user’s recycle bin for 30 days.
Afterwards, Amazon WorkDocs moves the files to a temporary recovery bin for 60 days, then
deletes them permanently. Only administrators can see the temporary recovery bin. By changing
the site-wide data retention policy, site administrators can change the recovery bin retention
period to a minimum of zero days and maximum of 365.

To change the recovery bin retention period

1.  Under My Account, choose Open admin control panel.
2. Next to Recovery bin retention, choose Change.

3. Enter the number of days to retain files in the recovery bin, and choose Save.

(® Note
The default retention period is 60 days. You can use a period of 0-365 days.

Administrators can restore user files from the recovery bin before Amazon WorkDocs deletes them
permanently.

To restore a user's file

1.  Under My Account, choose Open admin control panel.

2. Under Manage Users, choose the user's folder icon.

3. Under Recovery bin, select the file(s) to restore, then choose the Recover icon.
4

For Restore file, choose the location to which to restore the file, then choose Restore.

Manage user settings

You can manage settings for users, including changing user roles and inviting, enabling, or
disabling users. For more information, see Inviting and managing Amazon WorkDocs users.
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Deploying Amazon WorkDocs Drive to multiple
computers

If you have a domain-joined machine fleet, you can use Group Policy Objects (GPO) or System
Center Configuration Manager (SCCM) to install the Amazon WorkDocs Drive client. You can
download the client from https://amazonworkdocs.com/en/clients .

As you go, remember that Amazon WorkDocs Drive requires HTTPS access on port 443 for all

AWS IP addresses. You'll also want to confirm that your target systems meet the installation
requirements for Amazon WorkDocs Drive. For more information, see Installing Amazon WorkDocs
Drive in the Amazon WorkDocs User Guide.

(® Note

As a best practice when using GPO or SCCM, install the Amazon WorkDocs Drive client after
users log in.

The MSIl installer for Amazon WorkDocs Drive supports the following optional installation
parameters:

o SITEID - Pre-populates the Amazon WorkDocs site information for users during registration. For
example, SITEID=site-name.

« DefaultDrivelLetter - Pre-populates the drive letter to be used for mounting Amazon
WorkDocs Drive. For example, DefaultDrivelLetter=W. Remember, each user must have a
different drive letter. Also, users can change the drive name, but not the drive letter, after they
start Amazon WorkDocs Drive for the first time.

The following example deploys Amazon WorkDocs Drive with no user interfaces and no restarts.
Note that it uses the MSI file's default name:

msiexec /i "AWSWorkDocsDriveClient.msi" SITEID=your_workdocs_site_ID
DefaultDrivelLetter=your drive_letter REBOOT=REALLYSUPPRESS /norestart /qgn
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Inviting and managing Amazon WorkDocs users

By default, when you attach a directory during site creation, the Auto activation feature in Amazon
WorkDocs adds all the users in that directory to the new site as managed users.

In WorkDocs, managed users don't need to log in with separate credentials. They can share and
collaborate on files, and they automatically have 1 TB of storage. However, you can turn Auto
activation off when you only want to add some of the users in a directory, and steps in the next
sections explain how to do that.

In addition, you can invite, enable, or disable users, and change user roles and settings. You
can also promote a user to an administrator. For more information about promoting users, see
Promoting a user to administrator.

You do those tasks in the admin control panel in the Amazon WorkDocs web client, and the steps
in the following sections explain how. But, if you're new to Amazon WorkDocs, take a few minutes
and learn about the various user roles before you dive into administrative tasks.

Contents

e User roles overview

« Starting the admin control panel

« Turning off Auto activation

« Managing link sharing

« Controlling user invitations with Auto activation enabled

« Inviting new users

« Editing users

« Disabling users

» Transferring document ownership

« Downloading user lists

User roles overview

Amazon WorkDocs defines the following user roles. You can change users' roles by editing their
user profiles. For more information, see Editing users.
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Admin: A paid user who has administrative permissions for the entire site, including user
management and site setting configuration. For more information about how to promote a user
to an administrator, see Promoting a user to administrator.

Power user: A paid user who has a special set of permissions from the administrator. For more
information about how to set permissions for a power user, see Security — Simple ActiveDirectory
sites and Security — ActiveDirectory connector sites.

User: A paid user who can save files and collaborate with others in an Amazon WorkDocs site.

Guest user: An unpaid user who can only view files. You can upgrade Guest users to the User,
Power user, or Administrator roles.

(® Note

When you change a guest user's role, you perform a one-time action that you cannot
reverse.

Amazon WorkDocs also defines these additional user types.

WS user

A user with an assigned WorkSpaces WorkSpace.

Access to all Amazon WorkDocs features
Default storage of 50 GB (can pay to upgrade to 1 TB)

No monthly charges

Upgraded WS user

A user with an assigned WorkSpaces WorkSpace and upgraded storage.

» Access to all Amazon WorkDocs features

Default storage of 1 TB (additional storage available on a pay-as-you-go basis)

Monthly charges apply

Amazon WorkDocs user

An active Amazon WorkDocs user without an assigned WorkSpaces WorkSpace.
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 Access to all Amazon WorkDocs features
 Default storage of 1 TB (additional storage available on a pay-as-you-go basis)

« Monthly charges apply

Starting the admin control panel

You use the administrative control panel in the Amazon WorkDocs web client to turn Auto
activation off and on, and change user roles and settings.

To open the admin control panel

1. Choose the profile icon in the upper-right corner of the WorkDocs client.

2. Under Admin, choose Open admin control panel.

® Note

Some control panel options differ between cloud directories and connected directories.

Turning off Auto activation

You turn off Auto activation when you don't want to add all the users in a directory to a new site,
and when you want to set different permissions and roles for the users that you invite to a new
site. When you turn Auto activation off, you can also decide who has the ability to invite new users
to the site — current users, power users, or administrators. These steps explain how to do both
tasks.

To turn off Auto activation

1. Choose the profile icon in the upper-right corner of the WorkDocs client.
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2. Under Admin, choose Open admin control panel.

3. Scroll down to Security and choose Change.

The Policy Settings dialog box appears.

4. Under Auto activation, clear the check box next to Allow all users in your directory to be
automatically activated upon their first login to your WorkDocs site.

The options change under Who should be allowed to activate directory users in your
WorkDocs site. You can let current users invite new users, or you can give that ability to power
users or other administrators.

5. Select an option, then choose Save Changes.

Repeat steps 1-4 to re-enable Auto activation.

Managing link sharing

This topic explains how to manage link sharing. Amazon WorkDocs users can share their files and
folders by sharing links to them. They can share file links inside and outside your organization, but
they can only share folder links internally. As an administrator, you manage who can share links.

To enable link sharing

1. Choose the profile icon in the upper-right corner of the WorkDocs client.

2. Under Admin, choose Open admin control panel.

3. Scroll down to Security and choose Change.

The Policy Settings dialog box appears.

4. Under Choose your setting for shareable links, select an option:

» Do not allow site-wide or public shareable links — Disables link sharing for all users.

« Allow users to create site-wide shareable links, but do not allow them to create public
shareable links - Limits link sharing to just site members. Managed users can create this
type of link.
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« Allow users to create site-wide shareable links, but only power users can create public
shareable links — Managed users can create site-wide links, but only power users can create
public links. Public links allow access to anyone on the internet.

« All managed users can create site-wide & public shareable links — Managed users can
create public links.

5. Choose Save Changes.

Controlling user invitations with Auto activation enabled

When you enable Auto activation—and remember, it's on by default—you can give users the ability
to invite other users. You can grant permission to one of the following:

« All users
« Power users

« Administrators.

You can also disable permissions entirely, and these steps explain how.
To set invitation permissions

1. Choose the profile icon in the upper-right corner of the WorkDocs client.

2. Under Admin, choose Open admin control panel.

3. Scroll down to Security and choose Change.

The Policy Settings dialog box appears.

4. Under Who should be allowed to activate directory users in your WorkDocs site, select the
Share with external users check box, select one of the options below the check box, then
choose Save Changes.

—OR—

Clear the check box if you don't want anyone to invite new users, then choose Save Changes.
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Inviting new users

You can invite new users to join a directory. You can also enable existing users to invite new users.
For more information, see Security — Simple ActiveDirectory sites and Security — ActiveDirectory

connector sites in this guide.

To invite new users

1. Choose the profile icon in the upper-right corner of the WorkDocs client.

2. Under Admin, choose Open admin control panel.
Under Manage Users, choose Invite Users.

4. In the Invite Users dialog box, for Who would you like to invite?, enter the invitee's email
address, and choose Send. Repeat this step for each invitation.

Amazon WorkDocs sends an invitation email to each recipient. The mail contains a link and
instructions about how to create an Amazon WorkDocs account. The invitation link expires after 30
days.

Editing users

You can change user information and settings.
To edit users

1. Choose the profile icon in the upper-right corner of the WorkDocs client.

2. Under Admin, choose Open admin control panel.

3. Under Manage Users, choose the pencil icon
(¢
next to the user's name.

4. In the Edit User dialog box, you can edit the following options:
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First Name (Cloud Directory only)

The user's first name.

Last Name (Cloud Directory only)

The user's last name.

Status

Specifies whether the user is Active or Inactive. For more information, see Disabling users.

Role

Specifies whether someone is a user or administrator. You can also upgrade or downgrade
users that have an WorkSpaces WorkSpace assigned to them. For more information, see
User roles overview.

Storage

Specifies the storage limit for an existing user.

5. Choose Save Changes.

Disabling users

You disable a user's access by changing their status to Inactive.

To change user status to Inactive

1. Choose the profile icon in the upper-right corner of the WorkDocs client.

2. Under Admin, choose Open admin control panel.

3. Under Manage Users, choose the pencil icon
(¢
next to the user's name.

4. Choose Inactive, and choose Save Changes

The inactivated user can't access your Amazon WorkDocs site.

Disabling users
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® Note

Changing a user to Inactive status does not delete their files, folders, or feedback from
your Amazon WorkDocs site. However, you can transfer an inactive user's files and folders
to an active user. For more information, see Transferring document ownership.

Deleting pending users

You can delete Simple AD, AWS Managed Microsoft, and AD Connector users
in Pending status. To delete one of those users, choose the trash can icon

(i

next to the user's name.

Your Amazon WorkDocs site must always have at least one active user who is not a guest user. If
you need to delete all users, delete the entire site.

We do not recommend that you delete registered users. Instead, you should switch a user from
Active to Inactive status to prevent them from accessing your Amazon WorkDocs site.

Transferring document ownership

You can transfer an inactive user's files and folders to an active user. For more information on how
to deactivate a user, see Disabling users.

/A Warning

You can't undo this action.

To transfer document ownership

1. Choose the profile icon in the upper-right corner of the WorkDocs client.

2. Under Admin, choose Open admin control panel.
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3. Under Manage Users, search for the inactive user.

4. Choose the pencil icon
(¢
next to the inactive user's name.

5. Select Transfer Document Ownership and enter the new owner's email address.

6. Choose Save Changes.

Downloading user lists

To download a list of users from the Admin control panel, you must install Amazon WorkDocs
Companion. To install Amazon WorkDocs Companion, see Apps & Integrations for Amazon
WorkDocs.

To download a list of users

1. Choose the profile icon in the upper-right corner of the WorkDocs client.

2. Under Admin, choose Open admin control panel.

3. Under Manage Users, choose Download user.

4. For Download user, choose one of the following options to export a list of usersas a . json

file to your desktop:

All users
Guest user
WS user
User
Power user

Admin

5. WorkDocs saves the file to one of the following locations:

Windows - Downloads/WorkDocsDownloads

macOS - hard drive/users/username/WorkDocsDownloads/folder

Downloading user lists
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® Note

Downloads may take some time. Also, downloaded files do not land in your /~users
folder.

For more information about these user roles, see User roles overview.
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Sharing and collaboration

Your users can share content by sending a link or an invite. Users can also collaborate with external
users if you enable external sharing.

Amazon WorkDocs controls access to folders and files through the use of permissions. The system
applies permissions based on a user's role.

Contents

« Sharing links
Sharing by invite

External sharing

Permissions

Enabling collaborative editing

Sharing links

Users can choose Share a link to quickly copy and share hyperlinks for Amazon WorkDocs content
with coworkers and external users both inside and outside their organization. When users share a
link, they can configure it to allow one of the following access options:

o All members of the Amazon WorkDocs site can search for, view, and comment on the file.

« Anyone with the link, even people who are not members of the Amazon WorkDocs site, can view
the file. This link option restricts permissions to viewing only.

Recipients with viewing permissions can only view a file. Commenting permissions enable users
to comment and perform update or delete operations, such as uploading a new file or deleting an
existing file.

By default, all managed users can create public links. To change this setting, update your Security
settings from your admin control panel. For more information, see Managing Amazon WorkDocs

from the site admin control panel.

Sharing links 71



Amazon WorkDocs Administration Guide

Sharing by invite

When you enable sharing by invite, your site users can share files or folders with individual users,

and with groups, by sending invitation emails. The invitations contain links to the shared content,
and invitees can open the shared files or folders. Invitees can also share those files or folders with
other site members, and with external users.

You can set permission levels for each invited user. You can also create team folders to share by
invite with directory groups that you create.

® Note

Sharing invitations do not include members of nested groups. To include those members,
you must add them to the Share by Invite list.

For more information, see Managing Amazon WorkDocs from the site admin control panel.

External sharing

External sharing allows managed users of an Amazon WorkDocs site to share files and folders,

and collaborate with external users without incurring extra costs. Site users can share files and
folders with external users without requiring recipients to be paid users of the Amazon WorkDocs
site. When you enable external sharing, users can enter the email address of the external user they
want to share with and set appropriate viewer sharing permissions. When external users are added,
permissions are limited to viewer-only, and other permissions are not available. External users
receive an email notification with a link to the shared file or folder. Choosing the link takes external
users to the site, where they enter their credentials to log in to Amazon WorkDocs. They can see
the shared file or folder in the Shared with me view.

File owners can modify sharing permissions or remove access for the external user from a file or
folder at any time. External sharing for the site must be enabled by the site administrator in order
for managed users to share content with external users. For Guest users to become contributors or
co-owners, they must be upgraded to the User level by a site administrator. For more information,
see User roles overview.

By default, external sharing is turned on and all users can invite external users. To change this
setting, update your Security settings from your admin control panel. For more information, see
Managing Amazon WorkDocs from the site admin control panel.
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Permissions

Amazon WorkDocs uses permissions to control access to folders and files. Permissions are applied
based on user roles.

Contents
e User roles

« Permissions for shared folders

o Permissions for files in shared folders

« Permissions for files not in shared folders

User roles

User roles control folder and file permissions. You can apply the following user roles at the folder
level:

Folder owner — The owner of a folder or file.

Folder co-owner — A user or group that the owner designates as the co-owner of a folder or file.

Folder contributor — Someone with unlimited access to a folder.

Folder viewer — Someone with limited access (read-only permissions) to a folder.

You can apply the following user roles at the individual file level:

« Owner - The owner of a file.

» Co-owner — A user or group that the owner designates as the co-owner of the file.

« Contributor* - Someone allowed to give feedback on file.

» Viewer — Someone with limited access (read-only and view activity permissions) to the file.

« Anonymous viewer — A non-registered user outside of the organization who can view a file
that has been shared using an external viewing link. Unless otherwise indicated, an anonymous
viewer has the same read-only permissions as a viewer. Anonymous viewers cannot view file
activity.

* Contributors can't rename existing file versions. However, they can upload a new version of a file
with a different name.
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Permissions for shared folders

The following permissions apply to user roles for shared folders:

(@ Note

Permissions applied for a folder also apply to the sub-folders and files in that folder.

« View - View the contents of a shared folder.

« View sub-folders - View a sub-folder.

« View shares - View the other users a folder is shared with.
« Download folder — Download a folder.

« Add sub-folder — Add a sub-folder.

« Share - Share the top-level folder with other users.

» Revoke share - Revoke the sharing of the top-level folder.
« Delete sub-folder — Delete a sub-folder.

» Delete top-level folder - Delete the top-level shared folder.

View View View Download Add Share Revoke Delete Delete
sub- shares folder sub- share sub- top-
folde folder folder level
rs folder

Folder v v v v v v v v v
owner

Folder v v v v v v v v v
co-

owner

Folder v v v v v

contribu

or
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folde folder folder level

rs folder
Folder v v v v

viewer

Permissions for files in shared folders

The following permissions apply to user roles for files in a shared folder:

« Annotate — Add feedback to a file.

« Delete - Delete a file in a shared folder.
« Rename - Rename files.

« Upload - Upload new versions of a file.

« Download - Download a file. This is the default permission. You can use file properties to allow
or deny the ability to download shared files.

» Prevent download - Prevent a file from being downloaded.

(® Note

« When you select this option, users with View permissions can still download files. To
prevent that, open the shared folder and clear the Allow Downloads setting for each
of the files that you don't want those users to download.

« When the owner or co-owner of an MP4 file disallows downloads for that file,
contributors and viewers cannot play it in the Amazon WorkDocs web client.

« Share - Share a file with other users.

» Revoke sharing — Revoke the sharing of a file.

« View - View a file in a shared folder.

« View shares - View the other users that a file is shared with.
« View annotations - View feedback from other users.

« View activity — View the activity history of a file.
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» View versions — View previous versions of a file.
« Delete versions — Delete one or more versions of a file.
« Recover versions — Recover one or more deleted versions of a file.

 View all private comments — Owner/co-owner can see all private comments for a document,
even if they are not replies to their comment.

AnnotaDelefRenanUplddewnl®revenSharRevokView View View View ViewDeletRecove View

downlo: share sharanotadctiviversiorersioversion all
ns private
comments*

*

File v v v v v v v v v v v v v v v v

Fold v v v v v v v v
cont
or**:

Fold v v v v
view

Anoi v v
view

* In this case, the file owner is the person who uploaded the original version of a file to a shared
folder. The permissions for this role apply only to the owned file, not to all the files in the shared
folder.
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** Owners and co-owners can see all private comments. Contributors can only see private
comments that are replies to their comments.

*** Contributors can't rename existing file versions. However, they can upload a new version of a
file with a different name.

Permissions for files not in shared folders

The following permissions apply to user roles for files that do not reside in a shared folder:

« Annotate — Add feedback to a file.

« Delete - Delete a file.

« Rename - Rename files.

« Upload - Upload new versions of a file.

« Download - Download a file. This is the default permission. You can use file properties to allow
or deny the ability to download shared files.

» Prevent download - Prevent a file from being downloaded.

® Note

When the owner or co-owner of an MP4 file disallows downloads for that file,
contributors and viewers cannot play it in the Amazon WorkDocs web client.

» Share - Share a file with other users.

» Revoke share - Revoke the sharing of a file.

» View - View a file.

» View shares — View the other users that a file is shared with.
« View annotations - View feedback from other users.

« View activity — View the activity history of a file.

» View versions — View previous versions of a file.

» Delete versions — Delete one or more versions of a file.

« Recover versions — Recover one or more deleted versions of a file.
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* File owners and co-owners can see all private comments. Contributors can only see private
comments that are replies to their comments.

** Contributors can't rename existing file versions. However, they can upload a new version of a file
with a different name.

Enabling collaborative editing

You use the Online Editing Settings section in your Admin control panel to enable the
collaborative editing options.

Contents

« Enabling Hancom ThinkFree

« Enabling Open with Office Online

Enabling Hancom ThinkFree

You can enable Hancom ThinkFree for your Amazon WorkDocs site, so that users can create and
collaboratively edit Microsoft Office files from the Amazon WorkDocs web application. For more
information, see Editing with Hancom ThinkFree.
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Hancom ThinkFree is available at no additional cost for Amazon WorkDocs users. No additional
licensing or software installation is needed.

To enable Hancom ThinkFree

Enable Hancom ThinkFree editing from the Admin control panel.

1.  Under My account, choose Open admin control panel.
2. For Hancom Online Editing, choose Change.

3. Select Enable Hancom Online Editing Feature, review the terms of usage, and then choose
Save.

To disable Hancom ThinkFree

Disable Hancom ThinkFree editing from the Admin control panel.

1.  Under My account, choose Open admin control panel.
2. For Hancom Online Editing, choose Change.

3. Clear the Enable Hancom Online Editing Feature check box, then choose Save.

Enabling Open with Office Online

Enable Open with Office Online for your Amazon WorkDocs site, so that users can collaboratively
edit Microsoft Office files from the Amazon WorkDocs web application.

Open with Office Online is available at no additional cost for Amazon WorkDocs users who also
have a Microsoft Office 365 Work or School account with a license to edit in Office Online. For
more information, see Open with Office Online.

To enable Open with Office Online

Enable Open with Office Online from the Admin control panel.

1.  Under My account, choose Open admin control panel.
2. For Office Online, choose Change.

3. Select Enable Office Online, then choose Save.
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To disable Open with Office Online
Disable Open with Office Online from the Admin control panel.

1.  Under My account, choose Open admin control panel.
2. For Office Online, choose Change.

3. Clear the Enable Office Online check box, then choose Save.
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Migrating files to Amazon WorkDocs

Amazon WorkDocs administrators can use the Amazon WorkDocs Migration Service to perform

a large-scale migration of multiple files and folders to their Amazon WorkDocs site. The Amazon
WorkDocs Migration Service works with Amazon Simple Storage Service (Amazon S3). This lets you
migrate departmental file shares and home drive or user file shares to Amazon WorkDocs.

During this process, Amazon WorkDocs provides an AWS Identity and Access Management (IAM)
policy for you. Use this policy to create a new IAM role that grants access to the Amazon WorkDocs
Migration Service to do the following:

» Read and list the Amazon S3 bucket that you designate.

» Read and write to the Amazon WorkDocs site that you designate.

Complete the following tasks to migrate your files and folders to Amazon WorkDocs. Before you
begin, confirm that you have the following permissions:
» Administrator permissions for your Amazon WorkDocs site

+ Permissions to create an IAM role

If your Amazon WorkDocs site is set up on the same directory as your WorkSpaces fleet, you must
follow these requirements:

» Do not use Admin for your Amazon WorkDocs account user name. Admin is a reserved user role
in Amazon WorkDocs.

» Your Amazon WorkDocs administrator user type must be Upgraded WS User. For more
information, see User roles overview and Editing users.

(@ Note

Directory structure, file names, and file content are preserved when migrating to Amazon
WorkDocs. File ownership and permissions are not preserved.

Tasks
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« Step 1: Preparing content for migration

Step 2: Uploading files to Amazon S3

Step 3: Scheduling a migration

Step 4: Tracking a migration

Step 5: Cleaning up resources

Step 1: Preparing content for migration

To prepare your content for migration

1.

On your Amazon WorkDocs site, under My Documents, create a folder that you want to
migrate your files and folders to.

Confirm the following:

The source folder contains no more than 100,000 files and subfolders. Migrations fail if you
exceed that limit.

No individual files exceed 5 TB.

Each file name contains 255 characters or less. Amazon WorkDocs Drive only displays files
with a full directory path of 260 characters or less.

/A Warning

Attempting to migrate files or folders with names containing the following characters
can cause errors and stop the migration process. If this occurs, choose Download report
to download a log listing the errors, the files that failed to migrate, and any successfully
migrated files.

Trailing spaces — For example: an extra space at the end of a file name.

Periods at the beginning or end - For example: .file, .file.ppt, ., .., or file.
Tildes at the beginning or end — For example: file.doc~, ~file.doc, or ~$file.doc
File names ending in . tmp - For example: file.tmp

File names exactly matching these case-sensitive terms - Microsoft User Data, Outlook
files, Thumbs.db, or Thumbnails
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 File names containing any of these characters — * (asterisk), / (forward slash), \ (back slash), :
(colon), < (less than), > (greater than), ? (question mark), | (vertical bar/pipe), " (double quotes),
or \202E (character code 202E).

Step 2: Uploading files to Amazon S3

To upload files to Amazon S3

1. Create a new Amazon Simple Storage Service (Amazon S3) bucket in your AWS account that
you want to upload your files and folders to. The Amazon S3 bucket must be in the same AWS
account and AWS Region as your Amazon WorkDocs site. For more information, see Getting
started with Amazon Simple Storage Service in the Amazon Simple Storage Service User Guide.

2. Upload your files to the Amazon S3 bucket that you created in the previous step. We
recommend using AWS DataSync to upload your files and folders to the Amazon S3 bucket.
DataSync provides additional tracking, reporting, and syncing features. For more information,
see How AWS DataSync works and Using identity-based policies (IAM policies) for DataSync in
the AWS DataSync User Guide.

Step 3: Scheduling a migration

After you complete steps 1 and 2, use the Amazon WorkDocs Migration Service to schedule the
migration. The Migration Service can take up to a week to process your migration request and
send you an email saying that you can begin your migration. If you start the migration before you
receive the email, the management console displays a message telling you to wait.

When you schedule the migration, your Amazon WorkDocs user account Storage setting
automatically changes to Unlimited.

(® Note

Migrating files that exceed your Amazon WorkDocs storage limit can result in additional
costs. For more information, see Amazon WorkDocs Pricing.

The Amazon WorkDocs Migration Service provides an AWS Identity and Access Management (IAM)
policy for you to use for the migration. With this policy, you create a new IAM role that grants the
Amazon WorkDocs Migration Service access to the Amazon S3 bucket and Amazon WorkDocs site
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that you designate. You also subscribe to Amazon SNS email notifications to receive updates when
your migration request is scheduled, and when it begins and ends.

To schedule a migration

1.

o v M W N

From the Amazon WorkDocs console, choose Apps, Migrations.

o If this is your first time accessing Amazon WorkDocs Migration Service, you are prompted
to subscribe to Amazon SNS email notifications. Subscribe, confirm in the email message
that you receive, then choose Continue.

Choose Create Migration.
For Source Type, choose Amazon S3.
Choose Next.

For Data Source & Validation, under Sample Policy, copy the supplied IAM policy.

Use the IAM policy that you copied in the previous step to create a new IAM policy and role, as

follows:

a. Open the IAM console at https://console.aws.amazon.com/iam/.

b. Choose Policies, Create policy.

c. Choose JSON and paste in the IAM policy that you copied to your clipboard earlier.
d. Choose Review policy. Enter a policy name and description.

e. Choose Create policy.

f. Choose Roles, Create role.

g. Select Another AWS account. For Account ID, enter one of the following:

For the US East (N. Virginia) Region, enter 899282061130

» For the US West (Oregon) Region, enter 814301586344
 For the Asia Pacific (Singapore) Region, enter 900469912330
 For the Asia Pacific (Sydney) Region, enter 031131923584

« For the Asia Pacific (Tokyo) Region, enter 178752524102

« For the Europe (Ireland) Region, enter 191921258524

h. Select the new policy that you created and choose Next: Review. If you don't see the new

policy, choose the refresh icon.

i Enter a role name and descpiption Choose Create role

Step 3: Scheduling a migration
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j- On the Roles page, under Role name, choose the role name that you created.
k. Onthe Summary page, change the Maximum CLI/API session duration to 12 hours.
. Copy the Role ARN to your clipboard to use in the next step.

7. Return to the Amazon WorkDocs Migration Service. For Data Source & Validation, under
Role ARN, paste the role ARN from the IAM role that you copied in the previous step.

8. For Bucket, select the Amazon S3 bucket to migrate the files from.
9. Choose Next.

10. For Select a destination WorkDocs Folder, select the destination folder in Amazon WorkDocs
to migrate the files to.

11. Choose Next.
12. Under Review, for Title, enter a name for the migration.
13. Select the date and time for the migration.

14. Choose Send.

Step 4: Tracking a migration

You can track your migration from within the Amazon WorkDocs Migration Service landing page.
To access the landing page from the Amazon WorkDocs site, choose Apps, Migrations. Choose your
migration to view its details and track its progress. You can also choose Cancel Migration if you
need to cancel it, or choose Update to update the timeline for the migration. After a migration is
complete, you can choose Download report to download a log of the successfully migrated files,
any failures, or errors.

The following migration states provide the status of your migration:
Scheduled

The migration is scheduled but not started. You can cancel migrations or update migration start
times up to five minutes before the scheduled start time.

Migrating

The migration is in progress.

Success

The migration is complete.
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Partial Success

The migration is partially complete. For more details, view the migration summary and
download the provided report.

Failed

The migration failed. For more details, view the migration summary and download the provided
report.

Canceled

The migration is canceled.

Step 5: Cleaning up resources

When your migration is complete, delete the migration policy and role that you created from the
IAM console.

To delete the IAM policy and role

Open the IAM console at https://console.aws.amazon.com/iam/.

Choose Policies.

Search for and select the policy that you created.
For Policy actions, choose Delete.

Choose Delete.

Choose Roles.

Search for and select the role that you created.

© N O U A WDN =

Choose Delete role, Delete.

When a scheduled migration starts, your Amazon WorkDocs user account Storage setting is
automatically changed to Unlimited. After the migration, you can use the admin control panel to
change that setting. For more information, see Editing users.
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Troubleshooting Amazon WorkDocs Issues

The following information can help you troubleshoot issues with Amazon WorkDocs.

Issues

« Can't set up my Amazon WorkDocs site in a specific AWS Region

« Want to set up my Amazon WorkDocs site in an existing Amazon VPC

« User needs to reset their password

» User accidentally shared a sensitive document

o User left the organization and didn't transfer document ownership

» Need to deploy Amazon WorkDocs Drive or Amazon WorkDocs Companion to multiple users

« Online editing isn't working

Can't set up my Amazon WorkDocs site in a specific AWS Region

If you're setting up a new Amazon WorkDocs site, select the AWS Region during setup. For more
information, see the tutorial for your particular use case under Getting started with Amazon
WorkDocs.

Want to set up my Amazon WorkDocs site in an existing
Amazon VPC

When setting up your new Amazon WorkDocs site, create a directory using the existing virtual
private cloud (VPC). Amazon WorkDocs uses this directory to authenticate users.

User needs to reset their password

Users can reset their passwords by choosing Forgot password? on their sign-in screens.

User accidentally shared a sensitive document

To revoke access to the document, choose Share by invite next to the document, then remove the
users who should no longer have access. If the document was shared using a link, choose Share a
link and disable the link.
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User left the organization and didn't transfer document
ownership

Transfer document ownership to another user in the admin control panel. For more information,
see Transferring document ownership.

Need to deploy Amazon WorkDocs Drive or Amazon WorkDocs
Companion to multiple users

Deploy to multiple users in an enterprise by using group policy. For more information, see Identity
and access management for Amazon WorkDocs. For specific information about deploying Amazon

WorkDocs Drive to multiple users, see Deploying Amazon WorkDocs Drive to multiple computers.

Online editing isn't working

Verify that you have Amazon WorkDocs Companion installed. To install Amazon WorkDocs
Companion, see Apps & Integrations for Amazon WorkDocs.
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Managing Amazon WorkDocs for Amazon Business

If you are an administrator for Amazon WorkDocs for Amazon Business, you can manage users by

signing in to https://workdocs.aws/ using your Amazon Business credentials.

To invite a new user to Amazon WorkDocs for Amazon Business

N o v & W

Sign in with your Amazon Business credentials at https://workdocs.aws/.

On the Amazon WorkDocs for Amazon Business home page, open the navigation pane on the
left.

Choose Admin Settings.

Choose Add people.

For Recipients, enter the email addresses or user names of the users to invite.
(Optional) Customize the invitation message.

Choose Done.

To search for a user on Amazon WorkDocs for Amazon Business

Sign in with your Amazon Business credentials at https://workdocs.aws/.

On the Amazon WorkDocs for Amazon Business home page, open the navigation pane on the
left.

Choose Admin Settings.

For Search users, enter the first name of the user, and press Enter.

To select user roles on Amazon WorkDocs for Amazon Business

Sign in with your Amazon Business credentials at https://workdocs.aws/.

On the Amazon WorkDocs for Amazon Business home page, open the navigation pane on the
left.

Choose Admin Settings.

Under People, next to the user, select the Role to assign to the user.
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To delete a user on Amazon WorkDocs for Amazon Business

1. Sign in with your Amazon Business credentials at https://workdocs.aws/.

On the Amazon WorkDocs for Amazon Business home page, open the navigation pane on the
left.

Choose Admin Settings.
Under People, choose the ellipsis (...) next to the user.

Choose Delete.

o un &~ W

If prompted, enter a new user to transfer the user's files to, and choose Delete.
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IP address and domains to add to your allow list

If you implement IP filtering on devices that access Amazon WorkDocs, add the following IP
addresses and domains to your allow list. Doing so enables Amazon WorkDocs and Amazon
WorkDocs Drive to connect to the WorkDocs service.

» zocalo.ap-northeast-1.amazonaws.com
» zocalo.ap-southeast-2.amazonaws.com
 zocalo.eu-west-1.amazonaws.com

» zocalo.eu-central-1.amazonaws.com
 zocalo.us-east-1.amazonaws.com

« zocalo.us-gov-west-1.amazonaws.com
 zocalo.us-west-2.amazonaws.com

« awsapps.com

e amazonaws.com

« cloudfront.net

e aws.amazon.com

« amazonworkdocs.com
 console.aws.amazon.com

« cognito-identity.us-east-1.amazonaws.com

« firehose.us-east-1.amazonaws.com

If you want to use IP address ranges, see AWS IP address ranges in the AWS general reference.
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Document history

The following table describes important changes to the Amazon WorkDocs Administration Guide,
beginning in February 2018. For notifications about updates to this documentation, you can

subscribe to an RSS feed.

Change

New file owner permissions

Amazon WorkDocs Backup

Managing Amazon WorkDocs

for Amazon Business

Migrating files to Amazon
WorkDocs

Description Date

Administrators can now
provide the Delete Version
and Recover Version permissio

July 29, 2022

ns. The permissions are
part of the release of the
DeleteDocumentVersion API.

Removed the Amazon
WorkDocs Backup documenta
tion from the Amazon
WorkDocs Administr

ation Guide because the
component is no longer
supported.

June 24, 2021

Amazon WorkDocs for March 26, 2020
Amazon Business supports

user management by

administrators. For more

information, see Managing

Amazon WorkDocs for

Amazon Business in the

Amazon WorkDocs Administr
ation Guide.

Amazon WorkDocs administr August 8, 2019
ators can use the Amazon
WorkDocs Migration Service

to perform a large-scale
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IP allow list settings

Hancom ThinkFree

Open with Office Online

migration of multiple files
and folders to their Amazon
WorkDocs site. For more
information, see Migrating
files to Amazon WorkDocs
in the Amazon WorkDocs
Administration Guide.

IP Allow List settings are
available to filter access to
your Amazon WorkDocs site
by IP address range. For more
information, see IP allow

list settings in the Amazon
WorkDocs Administration
Guide.

Hancom ThinkFree is available
. Users can create and
collaboratively edit Microsoft
Office files from the Amazon
WorkDocs web application.
For more information, see
Enabling Hancom ThinkFree
in the Amazon WorkDocs
Administration Guide.

Open with Office Online is
available. Users can collabora
tively edit Microsoft Office
files from the Amazon
WorkDocs web applicati

on. For more information,
see Enabling Open with

Office Online in the Amazon
WorkDocs Administration
Guide.

October 22, 2018

June 21, 2018

June 6, 2018
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Troubleshooting Troubleshooting topic added.  May 23, 2018
For more information, see

Troubleshooting Amazon

WorkDocs issues in the
Amazon WorkDocs Administr
ation Guide.

Change recovery bin retention  Recovery bin retention period  February 27, 2018
period can be modified. For more

information, see Recovery

bin retention settings in the

Amazon WorkDocs Administr

ation Guide.
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