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LR—KRZFHLWT IO ELAFAICRBITTS

)Y —ABBUADT U AFFAIOBAT

LA =T O AHAZ22CHRFEORIS —%, EDMABTIEA

£

LA —RUS—

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
"arn:aws:artifact:::report-package/*"
]
1]
}

EOMML BT VAR ZHEOHL WK —

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

1]

)Y —ABEDERDEIT

Al E SRS —IcBERZ

LR—KREHLOVWT IV EAFTICBITTS
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LA =T O AHAZ2B8CHRFEOR)S —%, EHMABT IV LAFTEZBCRI—ICEEHR
I LR—KMIVY—ADTAI RA—RERBFHF—ICEEBRASNKL I,

LA —KRIS—:

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
"arn:aws:artifact:::report-package/Certifications and Attestations/SOC/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/PCI/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/ISO/*"

]

EOMA BT IV EAFAERAF—ZEFEODHMLWKRUS —

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"socC",

LR—REHFLWT I ERAETCBTTS 19
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IIPCIII ,
IIISOII
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XDR S —:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:DownloadAgreement"
1,
"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

EOMAVIERZFHFOHL VAR S —:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "GetAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:GetAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptNdaForAgreement"

1,

"Resource": [

U VERADBLT
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"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

TAITYRLRILTEZYZZDO-R, BFE. RTIZELOOVY-ABBUADT V2 AFFA %

BiT9%

PERDOR) > —:

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}
]
}

EOMAVIERZFOHL VAR S —:

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

U VERADBLT
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"Resource": "*"
.
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [

"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

}

BEBLARIILTEZNZADO—R, B8, BRTIZEOOVY—ABBUAOT I AFAZBITT
%

REKRDOR > —:

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"
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]
.
{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam:::role/*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam:::role/aws-service-role/artifact

AWSServiceRoleForArtifact"

}I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

ZOML VHERZFOHLVWKRD S —:

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",
"Effect": "Allow",

.amazonaws.com/

U VERADBLT
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"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
I
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
},
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
},
{
"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AwWSServiceRoleForArtifact"
.
{
"Sid": "EnableServiceTrust",
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"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

TAOYRLRILTRWNZADO—R, Z5#E. RTIBLEHOOVY—ABBEDOT VL AFA 28T
CES

REKRDOR) > —:

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws:artifact:::agreement/AWS Business Associate Addendum"

]

1,

{
"Effect": "Allow",

"Action": [
"artifact:TerminateAgreement"

1,
"Resource": [
"arn:aws:artifact::*:customer-agreement/*"

EHMD VMERZFOHF-LVWARD S —:
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/agreement-9clkBcYznTkcpRIm"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

EEBLARILTEZNZZIOVO—R, Z5FE., RTIBLEHOVY—ABBEOT 7 AFAZBITTS

REOR) S —:

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

]I

"Resource": [

"arn:aws:artifact::*:customer-agreement/*",

"arn:aws:artifact:::agreement/AWS Organizations Business Associate Addendum"

"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam:::role/*"

"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",

"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"

}I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",

"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

ZOML VHERZFOHLVWKRD S —:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
U VERADBLT 28
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"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/agreement-y@3aUwMAEorHtgjv"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

U VERADBLT
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"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [

"iam:GetRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"

iy
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

ZHDLA—HNSEHMABTIY-AIYED Y

2 ARND &, EDHABT IO LAHFADLEHICEHMENELE, LA —ZHIY—ANDH
BINSRIE. MULWARNICEEMADMENHY KT, LT, LAZ-VY-RAEDMHL
V—ABOEWARNY Y E T TT,

217 LA —T O EAFFAARND ZHMA BT U AFFAARN
F—T47770hb DTF—T4777b

AWS BEREZW arn:aws:artifact:::agreemen arn:aws:artifact:::agreement/
t/AWS Business Associate agreement-9c1kBcYznTkcpRI
Addendum m

AWS —1—>2—F 2 ROBHA  arn:aws:artifact:::agreement/ arn:aws:artifact:::agreement/

AR TF—2REICETS  AWSNew Zealand Notifiable agreement-3YRQ9rGUIu72r7G

Ed Data Breach Addendum t
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&

AWS A—RA KNS YT QBT
TR EECET SR

AWS SEC JL—JL 17a-4 {4§%

AWS SEC JL—JL 18a-6 {1

AWS Organizations EB¥#i2#
24

AWS Organizations F—A b
ZUTBHAARET—2EEIC
e RESR >

AWS Organizations — 1 —
=5 KOBMARSET—
2REICET S N&E

LA —T 0 EAFAARND
T—TA4T7 7Tk

arn:aws:artifact:::agreement/
AWSAustralian Notifiable Data
Breach Addendum

arn:aws:artifact:::agreement/
AWS SECIL—)L 17a-4 38

arn:aws:artifact:::agreement/
AWS SECJ/L—)JL 18a-6 {1

arn:aws:artifact:::agreement/
AWSOrganizations Business
Associate Addendum

arn:aws:artifact:::agreement/
AWSOrganizations F—A k
ZUTBHARET—XREI
B89 I8

arn:aws:artifact:::agreemen
t/AWSOrganizations — 1 —
$—5> ROBATHREF—
2EEICET2EMRN

DIAMRY) = — @O 6l AWS Artifact

EHMD BT U AFFETARN
DT —TATT7Ih

arn:aws:artifact:::agreement/
agreement-sbLSDe8bitmAXNr
9

arn:aws:artifact:::agreement/
agreement-bexgr7sjvXAW4Gx
u

arn:aws:artifact:::agreemen
t/agreement-HZTdNw
JugOKLReXC

arn:aws:artifact:::agreement/
agreement-y03aUwMAEorHtqj
Vv

arn:aws:artifact:::agreemen
t/agreement-YpDMFX
TePE7kEg4b

arn:aws:artifact:::agreement/
agreement-uojEjr3vOnvrhV52

IAM A—H—ICHAZNE5I2FAR)S—Z2EKTEXRT, AWS Artifact LR—hANDT I E2A
EZ1—Y—ICRAEL, BE—OT7HIY MREEBICRD > TN ZRHELS LAV O-RTSB

CENTERY,

ROR)D—BllE, BEBTIEALRILVICETVTAMI—H—ICEVETBENTEDT I

AFAZRLTVERT,
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s EHHA BT IV LATFATAWS LR—KZEEBTDRI—0H

e Y—RN—FTALR—NZEBTIRI—0DFH

« BHEEBIDRI—0H

. ERET DR —0H AWS Organizations

s BEBTAHVVNOENEEETZI RIS — 0B

- BN BN EEETDIRIS—0F

s BHIZEBIDRI—0H

Example € DN BT O AHF T TAWS LAR—KNEZEEBITBZRI—DHI

® Tip
3% B MO AWSArtifactReportsReadOnlyAccess’R ) S — 2 EZRT DD TR EL, BEBRII —
NERAERFTITIHEN HYET,

RORUS—iE, EHMART I LAHATEEALTINTOAWS LA—REFXIVO—KTB7
SEAHTEMELET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}
]
}

RDOR)S—IE AWS SOC, EDMA BT IV EAFAZBL T, . PCl, 8T ISOLR—bDAh %
AOO0—-RIDTIOEAFTZHELET,
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{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"'socC",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications And Attestations"

Example 5 — RN—F A L R— KN ZEEIFT DRI —0HI

® Tip
% B ®AWSArtifactReportsReadOnlyAccess/R ) > —Z EZ T DD IC, EBRIS—0
FERAERNIISENFHY)ET,

H—RN—F1—OLR—KE, IAMUY—R ICK2>TRENE T report,

RORI)D—F, IXTOY—RN—=FT 1A LAR—PEBICHLT IV EAFATZHFELERT,

IAM 7R 1) 2 — 0l 33
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"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:
"artifact:
"artifact:
"artifact:

1,

"Resource":

RORI)D—F, Y—RN—FTALR—KEFDIO-RIBZTIEA

ListReports",
GetReportMetadata",
GetReport",
GetTermForReport"

"

GetReport",
GetTermForReport"

Wi n

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:
"artifact:
1,
"Resource":
}
]
}

ArAZERELEY,

RORIVD—F, Y—RN—=FTALR—FZ2-—EBERRIDTIVELAFATZHFELET,

"Version": "2012-10-17",

"Statement": [

ListReport"

i

{
"Effect": "Allow",
"Action": [
"artifact:
1,
"Resource":
}

IAM 7R 1) 2 — 0l
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]

RORI)D—FE, IXTON—232VCBIBZH—RN—FT A —LR-—rDOFWERTIZDTIEA
AAZENELERT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1)
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"
]
}
]
}

RORI)D—F, REON—232VICHATRIH—RN—FT 1 —LR—NOFHERTRITDT I A
AZzNFELERT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"
]
}
]
}
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® Tip

3% B ®AWSArtifactAgreementsReadOnlyAccess/R S — & E&Z T RH 1) 12,

Tk

AWSArtifactAgreementsFullAccess BEXERU S —ZFHATA L ZREFTFL TS EE L,

Example 2 ZEBE TSR —0Hl

RORI)Y—F, IXTORNEFTIO—RIBDTIEAFAZHFELET,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": [

min

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

IAM RS — 045
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}

RORIVD—F, INTORNEZHIZDT I EAFTENELET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

1,

"Resource": [
T

]

.
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

RORID—F, IXTORNERTIBDTIOEAFAZNELERT,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

IAM 7R 1) 2 — 0l
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"Resource": "*"

I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

}
]
}

RORIZ =, FAIYRLRILZHNERTESRTRITID TV AT ZNAELET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [

IAM 7R 1) 2 — 0l
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"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}
]
}

Example &A% 7K1 —0 6B AWS Organizations

IRDR) S — AWS Artifact &, AHRAICERTZ IAMO—LZERTEDT IV LAFITZNELET
AWS Organizations, BN EZNZHBTRICIE., BBOBEETHI NI hSOT VAT
FYRETT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

RDORID—&, 2FATRITIOEAHTENETET VAT ZHE AWS Artifact LE T
AWS Organizations, #HBMEZNZHBTRICIE., BBOBEETHI NSO T IV 2AFHH
FURETT,
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"Version": "2012-10-17",
"Statement": [

{

Example EBT7 WV hOBHNZEEBITBZIRI > —0HI

RORIS—&, EBTNHINOEZNEERIZT IV EAFATZNELET,

"Effect": "Allow",
"Action": [

"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
"Sid": "CustomerAgreementActions",

IAM 7R 1) 2 — 0l
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"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
1,
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

Example BN RN EEETDR) > — 04

RKDORID—F, HBHNERNEERBIRT IV EAHTZHELET., VELSERZRFD2HOI—
WA BN RN ERETILEN BN XTI,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization

1,

"Resource": "*"

RORI S —F, BBNERNERRIDTIEAFTZ2NELERT,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"
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RORYS—IE, AWS Artifact BHZFERA T2 EOOTELEBT IV EAFTZ2HELET,

"Version":

"Statement": [

{

"Effect":

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

]I

"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications

"Resource": [

"

"2012-10-17",

"Allow",

:AssociateChannel",
:CreateEventRule",
:CreateNotificationConfiguration",
:DeleteEventRule",
:DeleteNotificationConfiguration",
:DisassociateChannel",
:GetEventRule",
:GetNotificationConfiguration",
:ListChannels",

:ListEventRules",
:ListNotificationConfigurations",
:ListNotificationHubs",
:ListTagsForResource",
:TagResource",

:UntagResource",
:UpdateEventRule",
:UpdateNotificationConfiguration",
"notifications-contacts:
"notifications-contacts:
"notifications-contacts:
"notifications-contacts:
"notifications-contacts:

CreateEmailContact",
DeleteEmailContact",
GetEmailContact",
ListEmailContacts",
SendActivationCode"

RORID—F, INTOREZ—ERTIDLEOOT IV EAFAZNFELET,

IAM 7R 1) 2 — 0l
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"
1,

"Resource": [

min

RORID—F, REZERTBDT7IEAFAZNELET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration",
"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResource",
"notifications-contacts:ListEmailContacts"
1,

"Resource": [

g
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}

RORIY—F, REZRETEIT7 I EAFAZMNELET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:DisassociateChannel"”,
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",

"notifications:UpdateNotificationConfiguration",

"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

Wi n

RORID—F, REZHBRIZT7IVEAFAZNELET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"notifications:DeleteNotificationConfiguration",

IAM 7R 1) 2 — 0l
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"notifications:ListEventRules"

1,

"Resource": [

i n

RORID—F, RENFHFMERTIZD TV EAFAZNELET,

X3

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

Wi n

RORID—F, BANT BRI BRBRIZDT IV EAFTEZHFELET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

"y

IAM 7R 1) 2 — 0l
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]
}
]
}

D AWS BRI S —OFEH AWS Artifact

AWS BEARUY—, L& THERBLOERENBARY RFOYKRUS—TT AWS, AWS
EBAUS . B<O—BOBEI—RT—ALT I EAHTERETHESCRIEShTVSL
b, I—¥—. JI—7. O- LTV L AHTOH ) 4TEMATEST,

AWS BERU I —lk, IXTOAWS BEFENFRATED S, BENDI—AT—AICKL THRN
BHEOT OV AT Z2FELBEVBEENHBHEICEELTLEEVY, I—AT—ABIICHAZT—
NEZ—TYRARV—BERLT, NEZ—TJ RARUD—ZRKIACZEEZH#MOLET,

AWS EIRVS —TEBENTVWEI TV EAFAREETEREA. NAWS EERVS —TESR
ENETIOEAHTAWS ZEFHTHE, RUZ—HFTERYFEATVWRINTOT U Z/NILID
(A—Y—., =7, O-II) FEHFENET, AWSAWS OH—ER F, LW FEBEhi-&
E, FLERBAFEOY—EATHLVAPIARL =2 a2 AFAFARICE 2 1ZEEIC, AWS EER
S—EEMIAURMIBREGSBYNET,

FHECOVTE, "IAMI—Y—HA R, O TAWS EERU > — ) ZZRLTLKEZL,

AWS EER1) S — : AWSArtifactReportsReadOnlyAccess

AwSArtifactReportsReadOnlyAccess R —Z IAMID ICF7 R Y FTEEXT,

CORIZ—E, LR—FO—ERR, ®RR, ¥V O0—RZFATSread-only7 7 AFFA %=
RELET,

T Ut AFFA O FEAH

CORDI—IZE, LTFOT IV EABFANEENTVET,

« artifact-7U2I NN LAR—RE—BERR, KR, FTVO0—RTEB&LSICLET AWS
Artifact,

AWS BER)Z—0OEH 48
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:Get",
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

1,

"Resource": "*"
}
]
}

AWS EER) S — : AWSArtifactAgreementsReadOnlyAccess

AWSArtifactAgreementsReadOnlyAccess RUZ—Z IAMID IC7 R Y FTEERT,

ORI —E, AWST—T 477U RNY—ERZWNZ-BERRL., SREhLZNEI Y>> O—
RYBread-only7 7t AZFALET, £, HBOFHEZ—BERRL., BRIBZD T I/ AFA
EEFNTVET, E58I1C, CORDVI—TR, BELHY—ERICUIENEO-IILIFIFETDH
ESHEHRTEET,

T O AFFAI O FEH

CORDI—IZE, LTFOT IV EABFANEENTVET,

e artifact-7D2I NI IXRTOENZ—ERRL., RBEENEZNERRTEDLSICLE
3 AWS Artifact,

« IM— UMY Z#FEALT, Y—ERIZVU D 9ENEO—-IIFFEETIHESHEFIY
I TEBDRSICLET GetRole,

- organization- 77U NILAEBERRL., HBOY—EAT IV ELAZ—ERRTEDLS
ICLET,

AWSArtifactAgreementsReadOnlyAccess 49
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "GetCustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "AWSOrganizationActions",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

"Sid": "GetRole",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"

}

AWS EER1) < — : AWSArtifactAgreementsFullAccess

AwWSArtifactAgreementsFullAccess R —Z IAMID ICT7 R Y FTEEXT,
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=T, BEBY—FERICVITNEO-IINIBFEETIHESHZHEIEL., FELBEVEESE

O—)ZERLET,

T U2 AFFA O

CORDVI—IZE, LTOT IV EAFANFr@8ENATVET,

« artifact-7U I NI NZ-BRR. FVVO—R, ZFE, LV TTEDLSICLE
9 AWS Artifact,

c IAVM=-FT VI NI Y—ERICVVVEnEO0-)IZ2ERKL, ZEALTH—ERIZUD O
NEO=INBEETIHNESHEFIVITEDRSICLET GetRole,
- organization- UV NI FE@BzRAL., ABOY—ERAT7IOAZ—%

2LDICLET,

{

"Version": "2012-10-17",
"Statement": [

{

}I

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"
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{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
1,
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [

"iam:GetRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"

iy
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

AWSArtifactAgreementsFullAccess
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* DescribeOrganization

* DescribeAccount
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* ListAWSServiceAccessForOrganization
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R (N—L—2) me-south-1 L

R (UAE) me-central-1 L

EXK (H>/No0O) sa-east-1 BL

AWS GovCloud ( KEREZB ) us-gov-east-1 BL

AWS GovCloud ( KEFHER ) us-gov-west-1 L

AWS Artifact L7 R— N QIAMEZHFF—0FEH

IAM &#F—ZEAL T, BEOLAR—bATFIVESU—-XICETVWT AWS Artifact, DL KR—
MADEDHA BTV EAZRBTERT,

RORID—0FIE, HEOLAR—RATIVESV—-XICETVTAMI—H—ICEIYHTR &
ATEDTUVEAFAZRLTVERT,

Example AWS LAR— N DBV T O ERAZEETHRI S — 0
AWS Artifact L7R— R EIAMD Y —R ICK 2 TRENE T report,

RDORYS —IF, Certifications and AttestationsATIVUR® TN TH AWS Artifact L
R—RNEZARBD T IO EAFTZ2FELE T,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
.
{
"Effect": "Allow",

"Action": [
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"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",
"Condition": {
"StringEquals": {

"artifact:ReportCategory":

"Certifications and Attestations"

RDORIS—TIE., SOC)—XHDFTANTH AWS Artifact L R— N Z55AED 7O A %

BETE&EET,

"Version": "2012-10-17",
"Statement": [

{

31

"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": [

min

iF
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "SOC"

4

"artifact:ReportCategory": "Certifications and Attestations"
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]

IRDOR) S —TlE, Certifications and AttestationsATFIAVADLKR—RNEBRSITXNTO
AWS Artifact L’R— N Z5RA BTV A2 5TEEXT,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
I

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"”
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* ListReports
» GetAccountSettings

* GetReportMetadata

» GetReport
» GetTermForReport

» PutAccountSettings

* AcceptAgreement

* AcceptNdaForAgreement

» GetAgreement

+ GetCustomerAgreement

* GetNdaForAgreement

» ListAgreements

 ListCustomerAgreements

* TerminateAgreement

BARYNELEEOTIVRNIICR, #FIVITIARNEZERLEAEVSBEBFIEENET., 74T
TATAERIE. ATZHETDOICRIERT:
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LTIThhkhESH,

s DOTARNYO—=NLNEEF7IFL—23>1——0F70RZVtF1 )T 1 RABHRZEFEH
LTIhhlhrESH,

s DOTARNBIO AWS H—ERIZK>2>TITHhlhAESH,
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RDOPBIE, GetReportMetadata 79232 %Z 7R CloudTral A T KU ZRLTWVWET,

"Records": [
{
"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"errorCode": "AccessDenied",
"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-
east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,
"responseElements": null,
"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",
"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",

"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
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},

"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

"reportId": "report-flDIWBmGa2Lhsadg"
I
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '"999999999999"
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