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--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

@ Note

Security Lake ZF TICEMIZLTVWT, U—2 3V FERYV—ADREZEFHTIHEEE.
UpdateDataLake ARL—> 32, £kl ZFEAL TVWSIHE AWS CLIE update-data-lake
OX > R, CreateDataLake AXRL —2 3> & FERLBVWTIEE Y,

ATYVT 3 V—AERETD

Security Lake l&, S FETEXBY—ANLS, AWSTHONBRTAWS U= areaghsOy
EARY BN TF—RZPRELET. UTOFIEICHE > T, Security Lake ICIREET B ZVWTF—RERE
L/'C<7"?_“\,\o CNSOFEE, RATATILHR—RENTVE AWS OB —ER #Y—REL

EBMT3BEICOAMATEERT., NARXLY—ADEMICDOVTIE, Security Lake D AR L
V-Z/J‘bd)T—’}’J-Iy\ﬁ% ESRLTLSEEZL,

ZO7Z AT DREQOOL V23V —RAZERTSICE. Security Lake CreateAwsLogSource
D API ARL =23 aFEALET, Y—AZ EIZ, sourceName/NT X —Z (ZHiig[E A D&
EEELET, A72a 0 TEMONSA—R2—2FAL T, V—AQEHRAZREOTHI M
(accounts) FEWRFHFEN/N—2 32 (sourceVersion) ICHIERLE T,

® Note

DOTANIATZIa>ONTA—22EHKVES. Security Lake l&, BRATD/NT X —
RIZIWHUT, BEEhEY—ADIXNTOT A NELEFINTON—23ICUIOTA
RZEHBERALET, LEAF. HHEBMOETE Nz Security Lake EEE N accounts/VZ
X—BREBRINL 1=BE. Security Lake @V VT ARNEZHBROINTOTHVU > MIEAL
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
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£9, BHRIC. sourceVersion/N\TX—RZKRNA TS &, Security Lake FIEEEE LY —
ADIRTON—23VICUOIANEBERALES,

Security Lake ZBRMICL TWEWI =232 2 JTARNTEETDE, IZ7—HFRELET,
NIZ—ICnFBICIE, regions7 L 1| Security Lake ZBMICLEU -3 DA EERET S
KDICLTLKEEV, £k, U—2 3> T Security Lake ZAMICLTA SV ITIANEBEREE
TDEETEET,

7> NT Security Lake ZHSH TEMICTD L, BRLUEIXNTOOTY—REAMRVKNY—A
15 BEOEMSAMBICEENE T, FABTROFMCOVTR, "TEFARAEHEEIANDORE
2, EBELTIEE L,

ATY 7T 4 ANL—=REEO-NTYTI—=23 202K ETD (7
>3ar)

Security Lake ICT— X ZR7F TS Amazon S3 AL —C VT RAEFOHBZEETEEX T, O—
WY T)—=2a> B EBELT, BROV—23a 0TF—RZRETDEETEET, chslEF
TIAVOATYTTY, FHMICOVWTIE, TSecurity LakeD T4 7H A4 VI)EE, #88BL TL
EEV,

Security Lake ZBEMICT B EEICTAOTSALTE—TY NBEEZEERTHICIE, CreateDatalLake
Security Lake APl ® AR L —<, 3>, Security Lake ZBEICERICLTWT, 2—4'Y NEEZES
I5FEk. UpdateDataLake AR L —> 32 TlF &<, CreateDataLakeARL—>32,

WIFhOBRETE, YR—RENTLWINTX—2EFAL THEBREEZEELET,

s O=ILF7Yy7)—=23a %EBETDICE. region71—J)LREFEALT, O—-IIT7v7U—>3
JICTF—RERHIDZ V-3 EBELET, replicationConfiguration #7210~
NDregionsE <, FO—-ILF7YyFU—23>o0)—23a > 1—REEELES, U—23a>
OA—ROUARNZDOVWTE, TAWS D)7 7L A1 ® "Amazon Security Lake T R7RA
Tk BBBLTEX,

s F—RORERELEETSICIE, 1lifecycleConfiguration/NZX—XZFEALET,

« transitionslZid. $FED Amazon S3 ANL— 9T A (storageClass ) IC S3F72 T
UNZERTFISEETEE (days) ZEELE T,
- expirationlZld, A7 TV RN ERETNTHLS., FEOANL—DU0FAZFEALT

Amazon S ICA 7SIV N ERETHEHAMEEELET.,. CORBHENIrKRTITDE, #F
TIORNGHRBEYNICAY), Amazon S3 kTS ZHIBRLET,

ATY T 4 ANL—IREEO-NATYTI—230%2RETD (7232 18


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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Security Lake (&, EENERIFHREZ configurations A7 T U MDD region 714 —JLR
TERELEU—23aVICBERALED,

EFEZE, ROOAXVRIE, O—=ILF v 71— 3 ap-northeast-2& LT 2FEALTF—XL
1 O%BERLET, us-east-11J—23 ik, ap-northeast-2FN)—2 3 icF—2&R1{#
LET. COBITR., F—RZLAVICEBMENEAT DTV NOEMERE 10 AEFZELE T,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":

{"days":103}}}1"' \

--meta-store-managex-role-axn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

T, T—RLAUNFERENE L, ZFEH T BListDataLakes Security Lake APl @ AR L —
23a>T, 1)—23 2T Security Lake ETF—X L A4 VREN BB >TVWBR L ZHRLE
9,

F—RZLAODEREICEAERPIZ—NFRELESEE. ZFERALTHADOVANERRTESE
9, ListDataLakeExceptions AR L —> 3> &ERTL., ZFAL THAZI—F—ICBHTS
CreateDatalLakeExceptionSubscription AR L —> 3>, FHHIC OV TR, "F—RXLA AT —X
ADRSTI\Na—FT4200, #BBRBLTLSEEL,

ATY7 5. MEOT—RERRFLTIIVIS

F—RL AU ZERL =5, Amazon Athena FEREEHEOY—EAZERAL T, AWS Lake
Formation F—ZXR—ART—T A STF—RERRB LTI T TEET, Security Lake 270
TJTLTEMITRE, F—ER—AEI—OT7 IV AFTEEBNICAEEhEFEA, OTF—2X
LA OBBETHV NG, BETZTF—ER—AET—TLOIVTVIZERATS IAMO—ILIZT
9 ASELECTEFA] Z {45 AWS Lake Formation 24BN HVY ET. O—ILICEDEL EE Data
Analyst #ERA"BETT, TV EAFALARILOFMIZIOVWTIEE, "Lake Formation X)LV F & IAM
TORAFADTI7 LA BSRLUTLKEES V), SELECTHERZ{EITSFIEICOVWTIE, TAWS
Lake Formation BASEH A Ko @ "Ea{FE D) Y —AXY Y RZEHL /= Data Catalog #FE D 17
5, #3BLTIEE W,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
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Security Lake AWS Organizations TH TOEHO T HD >
NDERE

Amazon Security Lake ZFEFAL T, B8O AWS FHO U RAhSEF2VFT4OJEARV MR
IRETEFET, BBOTHINOEBZEBLE LT SE{LT B, Security Lake ZAWS
OrganizationsEHETH L ZES<BEFSHLET,

HEBTE, HBOERICEATZITHIVNIEBT NI NEBENET T, Security Lake %
Organizations EMETBICIE, BEETHV Y MFEBOZEEE Nz Security Lake EEET HU >
NZIEETIHENf HYET,

Z{F& iz Security Lake BB & &, Security Lake ZBMICL, X>/N— 7 AT N® Security
Lake BREZBHTEEXR T, EEEILEEEW. Security Lake FERICKZ>TVWAWS U—2 3>
ZIRTO T EEBALTVDY—I32TY KBS MNCBEEREL) BRLAOOT EARY K
ZNWETEEXRT, ZEEERZEGE. HFLLVEKBT7THO OO EAMR N TF—2ZBHNICINETS
& DI Security Lake ZFRETAD_EETEEX T,

FEE Nz Security Lake BB E I, BEENFFSNEXN—TAHOMOOTERTARU B
T—RIZTIVEATEET, LIEANS>T, BEIBXIN—THIVRNIFFRETRDT—RZRET
&SI Security Lake ZHBRTEER T, £, BENTSNEXN—=THI NFABETDT—
REFAITIEREYTRIZAN—INETZEETEET,

BBAOEBDT 717> N T Security Lake ZBEMICTHICIE. FTHEBOBEET HV > NFERE
NDEEE iz Security Lake EBET NV RN EEBETILENHVET, ChTEEEShEEE
(&, #A#D Security Lake ZBEMILL TRRETEE T,

/A Important

Security Lake @ Z# A L T, Security Lake RegisterDatal akeDelegatedAdministratorAPIC
Organization NDTF V2 AZFHF AL, Organizations DEFE N EEEEEZERLET,
Organizations O ZfFAL TEFE N -EEEAPIsZE&R T S &, Organizations D —E
AV OENEO-IFERECERENBVAEEN BV ET, TEBHEZHRRTSIC
l&. Security Lake Z £/ L & JAPIs,

Organizations DY K7 Y 7 IZDW T, TAWS Organizations 1—H'—H 4 R, © THEBEOER
EEE, ZZRLTSEZL,

21


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
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Z{EE Iz Security Lake BEEICEIT2EELREZEBEE

Security Lake TEEENEBBEN EDORSICHETIHNEERTDIRNDERICEEL TS
(A

EZEERERINTOV -3 TEH-TY,

FAEBEEEERTDE. TOEEEEEN Security Lake ZEMICTH2IXNTOI—23 >0
EEEEBEHICKY XD,

OJF7—HAATTHI> K% Security Lake ZEEEEEEL L TRET DL EHEHLET,

Log Archive 7HTJ NE AWS 7HDOV N, IXTOEFIUT(BEEOOT OV iAKLE
T—HA7ERAD TE, BE, COFTHIVROTIOERARK, AVTSA T AABAEETS
EEAREFIVFAF—LRBRE, PBOI—HY—ICREETNET, LogArchive 7THVU > h%&
Security Lake DZEFEBEHEE L TREL T, AVTFANOYYEBEZZHKRPRICHNZTEFID
TABEDPOTEARRNERRTEDRDICTDCLEZHEOLET,

F=. LogArchive PHOV NZEBET IV EATEDOREIROI—HF—0OHKICTHEZH
BOLET, COBIRTIL—TUUINT, Security Lake FWRET 2 F—RICI—HF—HNTILAT
DHENHDEEF. TOI1—Y—% Security Lake Y 7RIV S/ /N—ELTEMTEET, ¥
TRAOTAN—2BMTDHEICDOWVWTIE., TSecurity Lake TOHY T AUV TAN—BE, #5R
LTLKEEL,

AWS Control Tower Y —ERZFERALAWVEES, QT DA T T HI Y MRFBVAEEEN B )
F£9, LogArchive PHO 2 MIZDWTEHLLKE, X1V FTA VT FPLYAT—FFTI0F+D
MSecurity OU — Log Archive 7D by ZZRL T EEV, AWS

BB, BEETNLEEBEZ 1 BETEODZENTEERT,

Security Lake EE &, #HBHLV) 1 BOAKTT,
HBEBT7HI N 2REEEBEICTDERFTEEXEEA.

AWS EX I VTFADRARNTSIVTFAAERBMHEORRAICEIVT, HBEBT7HVU U ME
EREEBEICITDERFETEEFEA,

FEESIEBEBER., 7TOT1A7BHEBICELTVDIHXENHYET,
ABZHIR TR E, BEESNIEEEET NI ME Security Lake ZBBTEBL LY E T, Al

NDEBOEXEREZIEET SN, HBO—IPTRBEVAZ RFOYFHJ> NT Security
Lake ZFER TR HENf BV ET,

FEE h - Security Lake BB E (BT EELEEEIE 22


https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html

IAM ZEEEThEEEEBEEZEETDLEOICHKHERT VAT

F{EE 1z Security Lake EEEZIBEE T HIFS. Security Lake ZERICL, XRDRVZ—AT—K
X NIRBEENTVBEED AWS Organizations APIARL —> a2 2 EHAT2T7 IV AF TN %
ETY,

AWS Identity and Access Management ( IAM) RUS —OREBICAKDAT—RXAV MZEMLT, C
NSOT IO EAFAZNFETEERT,

"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

FEE /= Security Lake EEEZIEEL, XON—THOUK%Z
EMLET,

TOEAREZBIRL T, BEBOEMEE Nz Security Lake BEEETH I NEEBELE T, HBE
BP7HORNO&KY, HBOREENL-EEBET NI RNZEETEETT, HBOEBTHUME
HBOZEEBETHINITRIERFRTEREA,

(® Note

- HEBEBT HU > M, Security Lake @
RegisterDatalakeDelegatedAdministrator ARL —> 3> #FEHAL T, EEEh
7= Security Hub BB ET HI >V N E2IBETIHENH V) £9, Organizations ZBEL TE
f£& h iz Security Lake EBEDEERF T R—hEhTLVERE A,

IAM ZFENEEBEZEETRLOICHKERT VAT 23
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c MBOEFEETNIEEBREZLEEIZHER. FIEEDEEC I LEEEZHRIDIME
FHNVET, TOR, HILKEREEThELEBEZEETERY,

Console

1. T Security Lake 1>V — )L & B & & 9 https://console.aws.amazon.com/securitylake/o

EBNEET NI NORERLEREZFEAL TH A2 412 LET,

2. « Security Lake A"EEBMICHE > TV EVEEEF, "TRUHIC, ZFBIRL, Security Lake
EEMICTSD, R—T T Security Lake DEFEBEZEEL X,

- Security Lake A" T TIZBMIZHE > TWBBER, RER—I TEEE hizSecurity Lake®
HEZEELET,

3. BlOT7HIMOEEEE T, O AWS EF21UFT A1 H—EAODZEEEEBELE L TELIC
BEELTWBRTHI U RNZBIRUET (R ), Lk, EFEES N Security Lake EEE &
LTEEITZDTHIVNDOD 12O AWS THINIDZAALET,

4. [EF) ZBIRLULET, Security Lake M ELEBMICBE>TVBRVEEEF, EFEhE-EEE
ZEETHDE, BEQI—232TEOT AU MIXL T Security Lake ABRICE V) K
9o

API

FEENEEBEEZTOJSALTEETSICIE. RegisterDatalakeDelegatedAdministrator
Security Lake @ ARL—> 3 AP, fABBEBTHO MDY S ARL =230 2FOHITHSE
FHYET, 2EALTVBIFEF AWSCLI, ZE{TUET, register-data-lake-delegated-
administrator fABEBT7 HV > MASO I R, UUVTARNTIE, accountId NI X—2%
FRALT, HB0ZEEBETHICRNELTAWS 7HIVNEBETD O 12MOT7 AT
ID ZEELET,

BIZIE, XOAWSCLI OX > REEFEENEEEBEZBELE T, < OHIE Linux, macOS,
FEE Unix BIC 74— Y RENTHY, BAPTEEA LS HBEHI/NY IR Y1 ()
DITHEXEZEFERALTVET,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

FEE 1 /- Security Lake BEEZIEEL ., XUN—THO ~NZEBMLET, 24


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
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ZEEEEGE. FLWEBTHIOMO AWS OJEARY NTF—RONEZBELTDEE
TEET, CcOFRETE., PHIOV R OEBICEMEND E, FILWFHD 2 NT Security
Lake "B EBHICE IRV £9F AWS Organizations, ZEEEEIE., ZFEALTIOREEE
MICTBDENTEEXT, CreateDatalLakeOrganizationConfiguration Security Lake AWS @ 7
RL—>32, APIEIE ZFEAL TVBIBEIEECLI, Z321TL T create-data-lake-organization-
configuration AN > R, UOTARNTR, FILLWFPAHINORBENDEREEZIEETDLEETE
7,

BIZIE, RO AWS CLI X > RIZ&K V), Security Lake &, L WEE 7 HD> N TH Amazon
Route 53 UV I)LIN—2 T O%,. AWS Security Hub #® HH#E 58, Amazon Virtual Private Cloud
(Amazon VPC) 7O—OJ ORENBBHNICEMICHEYN ET, COFHIE Linux, macOS, £z
Unix IC7 #—X Y REhnTHY, BRARITETZGLEEERLEHICNYIAST YD 1 (\) OFTH
mXFEEALTVET,

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}]1"'

HEBEETHIO MM ERENLEEREZEE TS . EEHFGFABICXL T Security Lake %

BUMILTEATEDRSICARYET, ChiZlE, Security Lake ZBEMICL TEREL ., #HBAD

B2OT7HOROAWS OTEARYNTF—REZRETDENEENET T, FHICOVWTE,
MSecurity Lake AWS OH—EZXA TO A50TF—2PNE, 28RBLTLEETV,

ZFERATEET, GetDataLakeOrganizationConfiguration ZRL— 3 > #FERAL T, HLWLWAXY
N=THINOEBOREDCEEICEITHFHMZERBLET,

F1EE 1 Security Lake EEEZHIBRT 5,

HBEBRTHINOAKY, HBOEEE N Security Lake BEEEZHIKRTEE T, HBOEEE
BE2ZEITDHAK,. BENVEAEEEZHRL, HFILLEFEEEEZEELEY,

/A Important

F{EE ni-Security Lake BB EZHIBRT D E, T—RL A INHIKREh, BEBEROTHD>
N M Security Lake A" EXIC Y E T,

F{E&E h /= Security Lake BEEEZHIRT 2, 25


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake-organization-configuration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake-organization-configuration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html

Amazon Security Lake d1—H¥—HA R

Security Lake AV =) ZFEAL TEEET N EEBREZERTFTLREIRTDCERFETEXREA,
NSNRAAVRZ7OTSALATOIRETTEET,

ZFESIEEEBEEZ OIS ATHIBRT S, DeregisterDatal akeDelegatedAdministrator
Security Lake @ ARL—> 3 VAP, HABBEBTHO UMD S ARL =23 EFHUOHITHSE
FHVET, ZEALTVSRIHEEIE AWSCLL, ZR1TUE T, deregister-data-lake-delegated-
administrator fAEBT7 HV > RA SO ONV R,

Bz, XD AWS CLI OX > RIFZEFE I iz Security Lake EEBEZHIBRL £,

$ aws securitylake deregister-data-lake-delegated-administratoxr

FEEECILEEBEOEERHEBFLETN. ILWAXN=—THONOBBREZEETDICE.
ZEAL FT, DeleteDatal akeOrganizationConfiguration Security Lake ® AL —< 3 API, &
ik #2FHAL TWVWBBEE AWS CLI, delete-data-lake-organization-configuration 1< > R, #8#&
DCNSDREZEZEETEDDIF, EFETNLEEBEOXATT,

BIZIE, RO AWS CLI T RiE, BECSMTBHL VAL /N—FHD> hH SO Security Hub
NDRHEEROEHNEZFELLET, ZEESIEEEEN COARL -3 2HTHL &,
FLULWXN=FHD N&E Security Hub DREBRZTF— XL A VICREHBLELA, OB
Linux, macOS, £k Unix AIC7 A=Y Y RENTHY, AP ITETZ@RALEEEDLHICNY D
AZv21 () OTRHEXFEFEALTVET,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"SH_FINDINGS"}13}]1"'

Security Lake D{EFETED T IV 1A

## D Security Lake ZEREL 7=#%. AWS Organizations B2 7 71> N & Security Lake TIEEE

NETORRAERBMIITERT, EEENETIEAICKY), Security Lake & 1—H—ICAH>T

IAMB—ERICUVOEnzO—-)LZERL., BBETOT NIV RNTRAVERITTEE T, Fil
IZ2D2WTIE. AWS Organizations 1—H— 44 R ® "AWS Organizations &1 AWS OH—ER

DR, EBBLTEE L,

HBEBRTHI MOI1—Y—IE. AWS Organizations® Security Lake (X T2 EHEni-T
DEARBNICITDENTEERT, SHETEDT7IVELAZEMCITBFIEICOVTIE., TAWS
Organizations 1—%'— A4 Ry O "EHETER T IV LAZEMNELFEMICTRDHE ZSRLT
<EZEL,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access
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Security Lake TO—>3a > OERE

Amazon Security Lake (&, Y —ERZBMICLEAWS V=23 2&TEF1 T OJEMNX
VRERETEXT, U—23a> &, F—RIFEKD Amazon S3NT Y NMIRBEENET,
)=V EIlBBDTF—ERLAIVRE(EEARF, BEBDY—ALRERE) ZEETEET, 1
2REOO-LT7YTV—=230&2FERELT, BHROV—23V0F—REZRETDEETESR
ED

J)—>3a> AT—RADFIVYD

Security Lakeld B D AWS ) —2 3V ZIRETEET, T— XL A VOREZEHITZICE. &
)= a3 HFBREEDRSICREETNTVRLN ZIREBLTIHK EEBRTY, FLITBDTIEAFEZE
BRL, ROFIEICH-TIV—2a > 0BREOAT—RAZEEBLET,

Console
) =23 ODAT—RARERITDICE

1. T Security Lake 12V — )L &R & ¥ 9 hitps://console.aws.amazon.com/securitylake/o

2. FTET—23URATN—23V]|ZERLET, V—23R—IHFHEE. Security
Lake " REBMCHE>TVWR -3V OBENRRENET,

3. U—23arzEBERL, RE]| ZERIZDE, TOV—2a>oFHNRTENET,

API

REQU—23a 007 REOAT—2AZWBTSICE. GetDataLakeSources Security

Lake ® ARL—>3 AP, ZFAL TW3EEF AWS CLI, get-data-lake-sources I~ >

Ro accounts NI X—=RIZIE, VARELT1O2LEDAWS PHDI N IDs #FELE T,
JOTARNNKINT D&, Security Lake &, Security Lake A"E M AWS YV —AHN 5 F—X & UX
ELTVWBD, FY—RAODAT—RARKRE, BEQOU—2a>AOTHAINOARFTY T3y
NZIRLET, accounts NTX—RZ2EHBKVESE. LAKRAIZIE, Security Lake NN IRED
)= 3> TREENTVDIXNTOTAINOOTREOAT—RANEEFNETT,

FeExE, O AWSCLI ONX Y RIF, BEOD—23arTEEENET A NOOTIRER
F—RAERBLET., COHE Linux, macOS, £hlF Unix BIC7#—I Y REhTHY),
SANTEERLEHBEDICNYIRT Y1 () OFREXTEERELTVET,
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$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

RO AWSCLI OX > RIF, EBEESNED)—23 2 AAOINTOTHINEBBZEY —ANO
TINEARAT—Z2AZ—ERRLET, ZOHIE Linux, macOS, £kE Unix BIC7+—< Y bk
TNTEHY), AT ETZMETHEDILEHICNVYIAT Y1 () DITHEXFEFERALTVE
9,

$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--query 'datalLakeSouxrces[].[account,sourceName]'

|)—<> 32T Security Lake ZBXICLTWVWA A ESH &R TS ICIE, ListDataLakes AR L —
>av, #EALTVSHEE AWS CLI, list-data-lakes INY > R, regions /NT X—&—IC
&k, V=>3>n)—>23> J—-REEELET, &A@, KERI(N—>ZF746E) U —
2arvnBEEE us-east-1 T, V=23 2OA—ROVANIDVTE., AWS £BOU T 7
L > A® "Amazon Security Lake T RARA > by ZZBL T EE V., ListDataLakesA R
L—>3a>ik, VDOIARNTEELEZE)—23a>oF—X LA IBREZERLET, V—>3 >
ZEELBZVEBA, Security Lake (&, Security Lake ARIBAAELZZE) -3 0F—XL A9
DAT—RALEBEBREZRLET,

BIZIE, XD AWSCLI OY > RiE. eu-central-1J—>3a>OF—RXLATDAT—RAL
REZRRLET. < DPHlF Linux, macOS, £EF Unix AIC7#—X Y REhTHY, &
RFEZE@MEETHEDILEHIINYIARAT YT () DITHGEXFEFERALTVET,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

J— a3 EBENERE
HHrODFEZBIRL, XROFIEICHL2T1O2LEOAWS U—>23a 0 OF— R LA IODOBREZERH
LEY,

Console

1. T Security Lake 1>V — )L %& B & & 9 https://console.aws.amazon.com/securitylake/o
2. TEF—>3URAUTI—23 V] ZERLET,
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3. D—=2avaE&BRL, wE) ZEBRLET,

4. <)=232>OINXNTDTAIVRDI—RAZLBEETRIFIVI RYIVAREFVICLT,
CCTORBRAZOV—23A2OROBREF—N—FA RTDEEZRABLET,

5. [ANL=20ZRAZBR|TIMNZ> 23 zEMm 28R, F—2AOHFLVWANL—
SUOTAEEBMLET,

6. [ZT]ICEF, BEBICIEUTU—=23a 2 02T ZE)ETEYRELEYLET, 2TE. &
END)—=23a> AWSTHIVN O OF—RLAIVBRERE, BEDRAT O AWS UV —
AZEBZLTEINHTRENTEDIRILTT, FHMICOVWTIE, MSecurity Lake ')V —
ADZTHT, 22BLTLKEEV,

7. V=23 zO-)F7vy7 V=23avIZEETSICEK., TETY—ar RqrT @A
Ty 7 V=23V (BBRE]OTF) ZBIRLUET, [Modify 1BIE) ZBRLET, "O—ILTV
Z7U—=23 > oBER, w0 arT, "O-ILTFy7T)—TavzEm 2BRLET, B
BRTB1)—23 2 &BIRL, Security Lake ICEBD ) —2 a3V ICF—2%Z2ERTHERZA
L&Y, FTLES, [Save] ZEIRL T, EEZREFLE T,

API

T—RLAOD)—23VEEETOTTALATEHRTSICE. UpdateDatalLake Security Lake @
ARL—>3 VAP, ZFEAL TVWSHEE AWS CLI, update-data-lake 1Y > R, region /\
FA—Z—IZR, BEZZEETDV—2a>o)—23a> J—RE2EELET, LealdF, KE
RE(N—ZT4ER) V-2 3> 0B A us-east-1 T, V=32 D—ROUARKNIOW
Tk, AWS £f5D ) 7 7L > A®M TAmazon Security Lake T RARA U~y ZSBLTLKEE
(A

EBNONZXA—22FALT, ZEEITIRECEICHLULWMEZEELE T, LealE, BS1L

F— (encryptionConfiguration) X RZ&%E (1ifecycleConfiguration) T3,
FEXE, RO AWSCLI OXY > RiE, us-east-1U—23a>0F—20BMHREANL—2
DSADBITREEEFLET, COPAIE Linux, macOS, £kl Unix BIZ7#—X Y h&Eh
THY, AT EZMLEERDEHICNYIAT YD1 () OTHEXFZ2EALTVET,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]"
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Security Lake TOO—IILT7 Y7 U—23 2 OFERE

O—L7y7)—=232@ 1 20EOFEE)—23>0F—22R&aL&ET. O—ILTYTU—
JAVEEETDE, V=23V OOAVTTAT U AEHICERLPISBYNET,

Amazon S3 DHIRICK V), HARXN—YZ—T RF— (CMK) S —3>F—ZLAIH S5
SINZ—Y RES{ (F7FILRES) V=230 F—2 LA I9ANOL TV Tr—2 3 @ddR—K
csNTLVEREA,

/A Important
NABLY —ARZERLUIEBE. DARLY —ATF—INFEEFEXRICELLLTVT—KrE
Nnd&SIC, Security Lake A ARALY —AOWMYIAKICETEIRANTZ 9T 1 ATH
HENTWERARNTZITARAIIRS CEZHBOLET, R—DTHAT N TVEI LS
2. SSN—TFT 423> F—ENAERICRDLBVF—RICHLTLTVT—23 0 2RTY
DlEEFETEXREA.

O—J)F7y7U—2a>&BMTSHEC, F£9 AWS Identity and Access Management () T2 DN &
BBEZO-NEERTIHLENHY) ETIAM,

s AMT—=Z2LZ7VTr—>3>o O0-)
« IAIMAWS Glue N\—7423>&2%&9% O—)

® Note

Security Lake A Y —ILZEHA T3 & &2, Security Lake ' s DIAMO—)LZERT S
A IR >THREOO-INEFERALET, L. Security Lake APIE fzlF ZE
AY258k. ChsOoO—ILZERTEIHLENHV)ET AWS CLI,

IAM F*—ZL7Ur—>3>o 0-)

COIAMO—=)LIE, V—ARAOTJEAMRINZEBO) =23 LT IVT—RNSBT7ORAHFT%
Amazon S3 ICR5L %9,

CNSOT IV EAFTZRFETRICR. T7L714YORX THES IAMO—I)LZER
LSecuritylLake, XOHY > 7RIS —2O—IICTRYFLET, Security Lake TO—ILT vV
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7= eEERTBIEER. O—/IL0O Amazon JY—AZ—L (ARN) FBETT, DR

> —TI&, sourceRegions B&HE!—32, destinationRegions EO—ILT7Y 7 U—>3
~T9Y,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration",
"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

"Sid": "AllowS3Replication",
"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"
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1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

ROEERI—ZO-ILICTRYFLT, Amazon S3 A O—I)LZ5|EZFAEZ2FALET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}

AWS Key Management Service ( AWS KMS) DHAZN—NZ—2 RF¥F—ZFEHL T Security Lake
T—R2LAVZBSILTRIHEER. F—RLTVIT—232 RIS —OFIVAFAICMAT, RO
TOEAHFTZFETIHENHYIET,

"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringLike": {
"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
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1,

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

}

},

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]
.
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",
]
}
},
"Resource": [
"{destinationRegionKmsKeyArn}"
]
}

L7704 —2a>O0—)LoEMICDOVWTIE. "TAmazon Simple Storage Service 1—H'—H 41 K
O " TOCLAHADEE, 2R LTILEEL,

IAM AWS Glue / N\—F7 14232395 O0—)L

ZDIAMO—)LIF. Security Lake A"bD ) — 3 ASL T UT—RENLESIATZIIND
AWS Glue N—FT 423> 2BRIBLOICEATEZIN-FT 123> F Y7 F—2— AWS Lambda
BHEOT IV EAFTENAELET., cOO-LEERLEVE, YTRIZAN—EFEThsDOFT
SIVMNDSDARINEDTII)TEREAS
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-repl-config-perm-overview.html
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NS DERZNETSIZE. AmazonSecuritylLakeMetaStoreManager (Security Lake N\ D&
FEFICCOO—LZITIERLTVWREENHYET) EVSRFOO—I)LEERLET. Y7
IRV —ZE8E, CcOO-LOFEHEICOVTE., "TATY 7L IAMO—)LZEKTSH1 ZS8BL
TLEZL,

F /. Lake Formation A2V —)IL T, XOFIEICH>TTF—RXLAIVEEED

AmazonSecuritylLakeMetaStoreManager #EREZNETEIHEN HYEFT,

1. T Lake Formation 11>V —)L % B & & ¥ https://console.aws.amazon.com/lakeformation/,

2. BEI—Y—-ELTHA112T%

3. [Lake Formaton NKS ZEF] V12 RUNFKRTENLES, ATY 7 1 TERELFBRL -
JI—Hy—zBRL, FHBITD] ZBRLET,

4. [Lake Formaton NKS ZE] T4 RUNFKRRENBZWEER. UTOFIEZEITL T Lake
Formation EEEZEZREL £,

1. TET =23 RA20 [FFA T EBO-INERZAV] ZERLET, A2V —IIR—T0
[T—RLAVERE]| 723> 7T, [BEEEZER] 2 BRLEXT,

2. F—RLAVEBREOEBAATOJRY VADIAMI—H—&O—ILT, ERL
f=AmazonSecurityLakeMetaStoreManagerlAMO— )L i8R L, REEZBIRLFT,

F—RLAVEBEDERZEOFMIC OWVWTIE, TAWS Lake Formation RO Y /N—HA R, D
T—R2LAOVEBEDER ESRBLTSEEV,

O—)IL7Yy7U—=>3>niEM

BEFHOT I EAFEZERL, XROFBICKE>TAO—ILTY T3 ZEMLET,

(® Note

120)—232V3EROO-IILNTY T3V T2 2ZRETEELET, £EL, 5
O—LA7yZ7)—=232z2plo0-)LTF7Yy7)—232>0F5)—232IC9a2ERETE
Ft A

Console

1. T Security Lake 1>V — )L %& B & & 9 https://console.aws.amazon.com/securitylake/o
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https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://console.aws.amazon.com/securitylake/
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2. FTEF—23URAVOERE] T, [A=LTy T30 2B8RUET,

3. [EE|ZERL., (O—-ILF7y7U—3a>oEM ZERUET,

4. O—ILT7y7F7V—2a>edFE)—2arvaigELET, EHoO—-ILT7y V-3 &
EBMTR5EEE. COARTYTZEZRVERLET,

5. A=IT7vy7)—=2a>zldTEMITIHEEE. Y—EATIVLAAICHFLWAMO—)L
ZERTBH, BEOU—23VICF—REZLTVT—RNTB T U AFFA%Z Security Lake
L5932 F0IAMO—I)LZFERALET,

6. TTLES, RE ZBRLFT,

Security Lake NOF >V R—F 4 VT RKICO—IIT YT )—23a 2 BMTDEETEXRT, &
MIZDWTIE, TAmazon Security Lake OBt HFE) Z2SBL T EE L,
API

Z7A7ZALATO-ILT Y7 U—=23 2 &EMTSICE, UpdateDatalLake Security Lake @ AR
L—>3>APl, ZFRAL TVW3BAE AWS CLI, update-data-lake AN R, UOTARNT
k. regionZ7 4 —)LREFEHLT, O—-ILT7Y7)—23VIlF—22RBH#Id -3 %
EBELET, replicationConfiguration /AT X—&ZMOregionsE3T, FO—-ILF7v 7
)—>3a>p)—23a>]—RZEELET, U—23a>d—ROVAKNIDOVTE, TAWS
2DV T77LAL ® "Amazon Security Lake T RIRA 2~y Z#SBLTLSEE L,

Bz, XOAX> RiE 2O0—)LF v 71)—>3 2 ap-northeast-2&E UTERELF T, us-
east-1)—23 >k, ap-northeast-2F0U—23aICTF—2E2RELET, COHIT
&, F—RLAVICEBMEhEATITOND 365 BEOEMHARERELET, C0HlE
Linux, macOS, £k Unix AIC7 A=Y Y RENTHEY, SiAPITEZ@MEEEDEHIC/NY
VATV () OITHREXFZEEALTVET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":

{"days":3653}}}1"

Security Lake ND AV R—F 4 IBICO—ILT YT )—23 2 EMTDEETEERT,
cnZEITSICIE, CreateDatalake AL —2 3> (FkiF., Z2FEAL TLVSEHEE AWS CLIE
create-data-lake ANV R ) o AVR—F A2 TJFOO-INT Y 7= OREOFHMICOL
Tk, "1 #88BL TL & WAmazon Security Lake DA %o
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O—IT7Y7)—23>OEMELIEHIER

BEFOTIELAFEERBIRL, ROFIEICHE> T Security Lake DO—I)LF Y 71— 3 > ZFH
FEEHEIBRLET,

Console

1. T Security Lake 1>V — )L %& B & & 9 https://console.aws.amazon.com/securitylake/o

2. FETF—23URAVOREE]|T. [A—ILTY7TI—232] ZERLET,

3. [EE]|ZERLET,

4. O—LF7yZ7)—>32OYKNJIE1I—232 =232 2FEIT2ICE@E,. O-ILT7YT
=232 0T EEHEsnOMNIE1I—232 ) -2 E2EELET,

5. O—=IF7y7)—=2a>%HBRd2ICIEk,. O—IILT7y7)—23> 07T [HIR] 28RLE
E

6. BTLES, &RTF 2BRLFET,

API

A—J)7vy7)—23>z2707 5 ATHRETSICIE. UpdateDatalLake Security Lake @ /R
L—>3a>APl, Z#ERAL TW3SB Ak AWS CLI, update-data-lake X R, WO TARNT
., HR—RENTVWANFTXA—RZFERALTO—-ILTYTREZEELET,

« FEY)— a3 EBMNTSICE, region7 1 =L REFALTEMNTD -3 >0 —
2arv]—REEBELET, replicationConfiguration#7> I KMregions7L A
T, FTRERBIZEO-INTy7)—23>0)—23 - REEELET, U—23
A—ROUARNCIOVWTE., TAWS 25017 7L > A4 ® "Amazon Security Lake T~/
RRA by ZZRBRLTEEL,

« -3 ZHBRITBICE. region 71 =)L REZFEAL THIRTAD—>a>ol)—
2arv]1—REEELET, replicationConfiguration NTX—RIZIFEZEELHEV
TLEZL,

B2, ROOANYY REF. us-east-1& OWFZFHFE)—T 3 us-east-2&E LTRHREL &
T MAD—2 3 Nap-northeast-3O0— L7y 7 =23 IlF—XEZRMLET, <D
fllk Linux, macOS, £kF Unix BIC7#—X Y RENTHY, AT ETE[mMLETED D
ENYORAZY2 1 () DITHEXFZFEALTVET,
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration”": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/service-role/

AmazonSecuritylLakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™:

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"
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Security Lake THY —AEHE

Y—AWk, Security Lake THAN—TEF1VFT 1 AF—XTL—LT—7 (OCSF) ZH<SAF—Y
DEFEDARYRNIZAE—HTD 1 DOATLANSERENZOTEAR NTT, Amazon
Security Lake &, XA T A T ICHR—RENTVWBRY—ARH—RN—FT 1 —OHAZRLY—A%
E, TETFERY—ANSAT AWS O —EAXRARNZERETEET,

Security Lake (&, RIMIOY—AF—RIZHL THE, ., O—R (ETL) a7/ &#XTL., F—
& % Apache Parquet FEXX EOCSFAF—VICE#L £ T, MER, Security Lake kY —AF—=&
Z, AWS U—2 3> F—RN4ERE iz ® ICH S Amazon Simple Storage Service (Amazon S3)
NTYNAWS THIOUNICREFELE T, Security Lake l&, Y —ERXAZBMICITSHI)—Ta>rltL
ICEB% Amazon S3NTY N ZERLET, BEY—ARR SINTY MZHEBIOTL 714 Y O AZE
B L. Security Lake &Y —ANDT—X Z{@BID AWS Lake Formation 7—7 )Lty NCEBEL T
ED

NeEY
« Security Lake AWS ODH—E X TN A5 DT—RYNE
- Security Lake DH AR LY AN SDT—XPNE

Security Lake AWS O —E A TO A5 OF—X2INE

Amazon Security Lake Tld, AWS OH—ERZRA T4 JICHR—REhTVWRAS5AOTEAMRY
RZIRETEXT,

« AWS CloudTrail EBA X NEF—R A X~ (S3, Lambda)

« Amazon Elastic Kubernetes Service (Amazon EKS) EE& O

 Amazon Route 53 Resolver 2 T A%

« AWS Security Hub #& HH#E %

« Amazon Virtual Private Cloud (Amazon VPC) 7O—0O7%

AWS WAF v2 O

Security Lake &, D7 —2X%& Security Lake THA/N—tF1 VT 1 AF—~NT7L—LD—7
(OCSF) #F< & Apache Parquet R ICBBHICERLE T,
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k

® Tip
BIIRD 1 DL EDH—E A% Security Lake DAY Y —AE L TEMTSICIE, CloudTrail
BEARVNZRE, ChsOY—EAOOJREREZERICRETIHERFRHYELA, <
NSO —EATOF T ZBRELTVWSEEE. OUREZZEL T Security Lake O
TJY—AELTEMTRDHBERFEH V) FB A, Security Lake &, JMIIA RV NARKI—ALLE
BARNARNI—ATTF—R2ZEEZERELET,

BIiR . 7O AFH

Security Lake DYV —AAWS OH—ERX LT ZEMTDICE, BEZTIVEAFANFN ZLETT,
V—AOEBMICERATAO—IICT R Y F&E iz AWS Identity and Access Management ( IAM) 7R
)o—I2. ROT VAV ERTIBDT IV EAFAN HBD & 2HABLET,

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable
 iam:CreateServicelLinkedRole
* s3:GetObject

* s3:PutObject

O—)LICE., BKRY FUEAs3:PutObjectHFADIUTOFRHS3 getObjectE VY —AARO—7

EREITDEZHEOLET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
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1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}

[

CheDOTI>3avIicil), PSOTEARYRNZREAWS O —EA L, EL L AWS Glue
F—BAR—AET—TINIEETEET,

TF—RLA OO —N—BIOESILIC AWSKMS ¥—2FEAT2EEE. OTF IV EAFTEHSET
J kms:DescribeKey,

V—AAWS OH—ER &L TO DOIEM

ZY—AAWS OH—ER &L TEMTS L, Security Lake EZFASEFIUF(OTEARY
NOPREZBBNICHRBRLET. ChSOFIETE, KA T17ICHR—RENTWVWS & Security
Lake DYV —AAWS OH—ER ELTEMTRHEICOVTHALET, DAZXALAY—AZEMT
BDFIEICOVWTIK, Security Lake DNAZ LY —ADSDTF—RPNEZSRL T LEE,

Console
AWS OJY—RAZEBMTSICE (A>YV—I)

1. https://console.aws.amazon.com/securitylake/ T Security Lake AV —J)LZBE T,
2. FTETF—23aURAVT[V—AIZEBRLET,

3. F—EREREAWS OH—ERX % ZEIRL., REZERLET,

4

U—ARE £9232T, YV-—RZ2BMIL, TF—2OMY)AKXIERATEZT—RY—AD
N=232#BRUET, TF7AIRTRE, EFFH/N-2320F—%Y — ARk Security Lake
ICR2THYRATENET,
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/A Important
BEEALEV)—23a>THLWN—23a >0 AWS O Y —AZEB/MICT RO ICH
EXO-ILOT O EAHFANBEVWEE ., Security Lake EEEICSBVEDLELE
TV, FHICOVTR, "O0-LOT7I7AFAOEH I ZZRLTSEZL,

HYTRAIOZAN—NFBRLEN—232OF—RYV—AZRYIADGICE, YTRISA
N—BREELEHIILENBYVET, YT RIVSAN—ERFETDHEOFMIIOVWT
l&. Amazon Security Lake TOH T AV TAN—EE, 2SBL TS EE L,

PBEBIZISUT, BFN—23 0 0&ERVIAAT, =24 I ANIERAE N EUEO
V—AN=D3 I XTEMITEIENTERT,
5. V=232 +t9>3a>rv7T, V-AOF—2z2RETH -3z BRUET, Security
Lake &, BIRLAED—2320FXTOTHIVRDSY—ALSTF—RZRELET,
6. [But] ZBRLET,

AP
AWS O4 Y —ZA%EBINT 32 (API)

ZY—AAWS OH—ER ELT7AOJZALTEMTSICIE, Security Lake
CreateAwsLogSource ® APl AR L —> 3> ZERALET., AWS Command Line

Interface ( AWS CLI) ZERH L TW3 B &, create-aws-log-source AN RZEITLE

9, sourceName &LV regions NTX—ZHFRBETT, BEIZRUT, V-ADHEZRE
M accountsETLERFHED ICHIPRTE FFsourceVersion,

/A Important

OXR Y RTNSA—27ZIBELHZWVWEE., Security Lake @ XZEL TWB/NF X=X
Y N2 ZSBLTVBRERABLET, L&A, accounts/NTX—RZEELE
WiEE, ONV REEABROT AU NOEY h&2EICERAEhET,

RDBITE, BEEhETHIORE)—=232NDY—AELTVPCFlow Logs ZEMMLET,
ZOPFlE Linux, macOS., £ Unix AIC7A—I Y RENTHY ., ihXITEcr@EmLEED
EHIINYIAZY2 1 () DITHEXFEERALTVET,
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html
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® Note

Security Lake ZEMICL TWEWD =3 ICCOU I I AN EBERATRE, I5—
FRELET, CcOIT—Ik., TN —> 32T Security Lake ZEMIZT B ',
regions/N\TX—R%HEHL T Security Lake ZB#ICLEU =230 0AhERETSD
ETHRTERT,

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

V—RAL >3 OAT—X2ADOEE

TOVAFZEEEBIRL, FIEICHE>T, BEOU—2a > TCOJRENBRICHZ>TVWBETAHO S
EV—ADARAFTY T2 ay hEWMEBLET,

Console

BREQV—23>OO0VREDAT—RAZRBIZICE

1. https://console.aws.amazon.com/securitylake/ T Security Lake A2V —JLZHE £ T,
2. FET—23URADT, THO N ZERLET,

3. Sources FIOBEIZHA—VIIZEHEDE, BIRLETAHDNTEHIICA>TVWAO9 K
KIENET,

API

REQOU—23a 007 REOAT—2AZEETSICF. Security Lake GetDatalLakeSources
D API AXRL—>a>aEALET. Z2FEAL TVWBEHEEF AWS CLI. get-data-lake-sources
ON > REEFTLET, accounts NTX—X Tk, 1 D2LEODAWS PHDU NIDs 2 AN
EVLTEETEERT, UITARNNKINT S &, Security Lake l&. Security Lake A"&E M AWS
V—ARSTF—RZPRELTVED, FEY—ADAT—RALKE, BEOV—-23a>AOTH
JORNDAFY TS ay NEEBULET, accounts NTX—RE2EHHEVEE, LAKRV AL
(&. Security Lake ABRED)—2 3 TREENATVWARIXNTOTHIV MOOTIREDAT—
RANEENET,
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/get-data-lake-sources.html
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FEAFE, ROAWSCLI OX Y REF, BEQOU—23a>TRESALETHVMOOTIRER
T—RAZWMBLET, ZOHIE Linux, macOS, £k Unix BIZ7 44— Y hEahTHY),
AT EZ@MEETEDLEOIINYIAT Y1 () DITREXFEZFEALTVET,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

Security Lake TOO—JILOT IV AT IO EH

T—2Y—ADHLWN=23 A STF—RZRY)IACEH ICXEZO-IILOT 7 EAFAR DY —
A, DEYHL VW AWS Lambda B§% & Amazon Simple Queue Service (Amazon SQS) F 1 — A%
WiE& k., AmazonSecuritylLakeMetaStoreManagerV2O—)IOTF7 IV AFTZEHL, YV—A
PENT—RZNEBITRLOOHLVWIY—RAtY NEERTEIXENF HYET,

FEEOFEZZBRL, BREE>TO—-IIOT IO AFAZEHL, ILLWIUY—RAZEKL T, 8
ELEY—2320AWS O Y —AOHLWN—23 2008507 —220BLET. 77 EAFH
EDVY-ARSEOTF—FY—-AVU-ACEBNICERE DS, ChiE1ERYOF7I 3
~7TY,

Console
O—IOT7VtAFAZEHFITAICE (AV—I)

1.  https://console.aws.amazon.com/securitylake/ T Security Lake AV — )L ZHEE T,

F{EE 1 iz Security Lake EEEDOFRIIFREFEALTHI A1 LET,
2. FTE&—2 32 ~RA T [Settings] M [General] ZiBIRL £7,
3. O—-ILOT7OAFTOEHMEZRIRLET,
4. H—ERT7IOEAEI23>T, ROVWThAZEFTLET,
« FLWH—EAO—)LZERL THEMRT S — Security Lake ICk 2 TERE 1z
AmazonSecurityLakeMetaStoreManagerV2 O—J)LZEATE £ 7,

- BFEOY—EAO-IIZEATS -Y—EAO-ILBEVARN SBEFEOY—EAO—-IL%Z
BIRTEXRY,

[Apply] ZiEIRL £ 9,

o
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API
O—LOT7 o EAFTEEHT S (API)

Z7AJSATT OV EAFTZEFHTSI21E. UpdateDatalLake Security Lake APl @ AR L —
>ar, BERALTT7OVRAFAZEHTSICIE AWS CLI, update-data-lake X > R,

O—IIOT7VtAHFAEEHITHI_IE. AmazonSecurityLakeMetastoreManager R < —%& [0 —
Y|

AmazonSecurityLakeMetaStoreManager 01— )L @ Bl &

/A Important

A—LOTF7 U tAFATZ ICE#HL iz5AmazonSecuritylakeMetaStoreManagerV2, &
WAmazonSecuritylLakeMetaStoreManagerO—JLZHBIBRT B BIICTF—XL A4 UAHEL <
BETRCEZMAELET, O—LZHIRTRHIC, DB EEL4BEFOELEZHEDHL
£9,

O—I)LZEIBR9 254k, £3AmazonSecuritylakeMetaStoreManagerO—/LZHIBR T 2 HE
NH V) E£IF AWS Lake Formation,

Lake Formation 1> Y — )L A S AmazonSecuritylakeMetaStoreManagerd— /L ZHIBRT S (C
. ROFIBEICHWVWET,

1. Y4242 L AWS Management Console. https://console.aws.amazon.com/lakeformation/ T
Lake Formation AV —)lZHEE T,

2. Lake Formation AV —I)LOFES—>23a>RA42T, EBO-ILERRVZEIRLET,

3. ®U—23AmazonSecuritylakeMetaStoreManagerh s ZHIBRL £,

Security Lake A5 DY —A AWS OH—E A &L TO DOHIKR

TOEABFEZBERL, UTOFIEICH > T, Security Lake YV —A AWS OH—ERX &L TxRA
TATILHR—RENTVS ZHRLET. 1 DREOU -3 0V —AZHIRTEET, V—
AZHIBRT S &, Security Lake EIEEE NI =23 ETHIVRTEDY—ANST—2 %
IRELELLZY, MAZERY—ALPSHLLWF—REFERATELLBYET, LEL, MAER
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/lakeformation/
https://console.aws.amazon.com/lakeformation/
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Security Lake ABIBRBIICY —AASPREL TF— R Z5|EHRERNATEET. ChSOFIER, X
ATA47ICHR—RENATVE 2Y—RAAWS O —ER ELTHIRTZDBEICOKMFERATEE
To DARLY—ADHIBRICDOWTIE, Security Lake DHARLY —ANS5DT—RPEZSREL
TLEEL,

Console

1. https://console.aws.amazon.com/securitylake/ T Security Lake AV —J)LZHBEE T,

2. TETF—232RAVT[V—RA]Z2BRLET,

3. V—ARZERL. [EWM] ZBRLET,

4, COV—ANSOTF—RNEZFLLZVHIEZE 1 DERLFEHEIRL £J. Security Lake

F. BRLEDV=—2320FXTOTAIRASODY—ADLSOTF—RNEZFLLE
ER

API

ZY—AAWS OH—ER £LT7OJZALATHIBRT BICIE. Security Lake
DeleteAwsLogSource @ APl AXRL —> 3>z FEALET, AWS Command Line

Interface ( AWS CLI) ZFEAL TV 3HEE. delete-aws-log-source AN RZEEITL F

¥, sourceName KR regions NTX—ZAVETT, YEICKHLUT, HIROHEHHEZHED
accountsEZRFFED ICHIPRTE £ sourceVersion,

/A Important

R RTNSA—2EIBELHWEE, Security Lake @ XEL TWB/NTX—2H
Y N2 ZSRBLTVBRERLBLET, LEAE., accounts/NTX—RZEELE
WiEE, ONY REEABROTHI U MOEY N2FICEREhET,

ROBITE, MEENETHOIORED—232 DY —AELTVPCFlow Logs ZHIBRLE T,

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"] "' ,regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"

ROBITE, BEENLETHOhEU—232 DY —AEL T Route 53 ZHIRRL £,
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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$ aws securitylake delete-aws-log-source \
--sources sourceName=ROUTE53,accounts='["123456789012"]"',regions="["us-east-1", '"us-
east-2"]"',sourceVersion="2.0"

BHR D FIE Linux, macOS., £EEE Unix AIC7 A=Y Y REhTHY), AP ITEcE@mEEE
BPEHICNYIARAZYS 1 () DITEZEXFEFEALTVET,

Security Lake @ CloudTrail 1 X2 NOY

AWS CloudTrail &, . AWSAPI, X RZA4Y—=), BED AWS H—EAZFEAL TIThN
= APIRUHLEZED., 7HT DO AWS Management Console AWS SDKs RO HH L B % 12

LU E9, CloudTrail Tl&, Support AWS APIs ®H#—E AT CloudTrail Z O HL 21— —&7
HOUK, BUBLREOY—AIP7RLA, BLCFTHILARELLEBEEETDILETE

F£9, FMICOVTIE, AWS CloudTrail I—H'—7 4 REZSBLIEEV,

Security Lake (&, S3 # &KTf Lambda. CloudTrail EEBA ARV KN, S3 TF—RARV KN, KLV
Lambda 7*—2& 4 X2 h® CloudTrail EE 4 X2 RB KV CloudTraill F—R AR NCBEET SO
JRIIRETEET, Chs5sOOY Ik, Security Lake ® S3 DDEBINDY —ATT, TOHER, Ch
SOVWThAZIMYIAKOY V—AELTEMTSE, sourceName DEN BB ET, EEBAAN
hE, A NO=NLTL—2ARNEEHEFN, OUY—ATETENI2EEIARL—3 Y
ICETRA AN ERBLULET AWS PHU 2 K, CloudTrail F—R ARV N, F—XTL—>
ARL—=2a EEHREFNR, OVY—ALFLEFVY—AATRITENDI VY —AARL—>3 >
ZERULETAWS THI U he cnSOBRER, Z<DBE. BRVI—LOTITAETATT,

Security Lake T collect CloudTrail EEA X M Z2RETBICE., A B LVEEIAK
CloudTrail EEBEA AR N EPRETEDHEL EE 1 DD CloudTrail Word Y ILF U —2 a > 88 o FEHF
HFRBETT, SLAILOOF U INEMCE>TVDIMRENHYET, o —EATOF I %K
ELTVWREHEE, OF VIR EEZLEL T Security Lake DOTY—RELTEMTIHEGH V)
Ft A, Security Lake (&, I AR RNARN—LALEBEBARYNAN)—ATTF—RZEERS
LET,

NALFU—=23 2 N, BHo)—> 325 5B —0 Amazon Simple Storage Service (Amazon
SHYNTYRNCATI7I7AINZE1IAWS THIRD2O) =232 TERELE T, CloudTrail >
V—ILELRE TEBEENTVWBIILTFI—23 VLA 9 TIZH B35 EE AWS Control Tower, &
NWALEOT O VRBEHYEE A

« CloudTrail IC&ZEEHDEREBEOFMICOWVWTIEE., T AWS CloudTrail T—H'—H 4 KR
O "THEBOMHFOER ) ESBLTSEETL,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_AwsLogSourceConfiguration.html#securitylake-Type-AwsLogSourceConfiguration-sourceName
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
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c ICKRDIAFHOEREEEOFMIZ DV TIE AWS Control Tower, ™ AWS Control Tower 1—%—
HARLI DO TIZ&KBTO>a>oO75iE8 AWS Control TowerAWS CloudTraily 2B L T &
=L

CloudTrail f X k&Y —AE L TEMT S &, Security Lake EE S IZ CloudTrail 1 X cOT D
INEZRABLET, IXRVINOHMIYULEEEARN)—LZBELU T, Word EXE4A X N & CloudTrail
F—RA AR N%& CloudTrail h S EEEELE T,

Security Lake (&, CloudTrail 1 X hNZEEL V), BEF® CloudTrail SREICEEEZEA VYL E
B A, CloudTrail AR MADT IV LEAERFZEZEEETSICIE,. CloudTrail Y—EAO> Y —
LERRGAPI EEATIHENFHYET. FM-OVTE. " AWS CloudTrail I—H—H4 K, @
CloudTrail AR NEREZFEALEANRNDOERTR, Z2SRBLTLIEEV,

XD ABNE, Security Lake & GitHub CloudTrail 1 X2 N% OCSF ICIER{L T2 FENOI Y EY
TJVTF7PLYANDIDUTT,

OCSFGitHub 4 X2 k@ CloudTrail URZ K1)

« J—AN—=232 1 (v1.0.0-rc.2)
« V—AN—>3> 2 (v1.1.0)

Security Lake ® Amazon EKS EE&EOY

Amazon EKS Audit Logs Z#Y —A & L TEENMYT % &, Security Lake &, Elastic Kubernetes Service
(EKS) VT AR —TRITENTWS Kubernetes )Y —ATRITENTVBRTIT1ETAICETS
HHEEmROUEZRABL T, EKS Audit Logs l&. Amazon Elastic Kubernetes Service A®M EKS o
TZAZ—HOBENIIEDLWVWTFITAETA Z2RETDIDICKRIEET,

Security Lake (&, BEEOJVOMI L EEB/ARN)—LZBLU T, AmazonEKS > A=) 7L—
COOJREFMEEN) SBEEZEKS EEOJANRMNEFEALET, CO7OLAR., EmMotEY ~
TYv7RMBEEET, BEFFEDO AmazonEKS I NOA=L7L—20O7 KRR EIFEEZEZD &

SICEREFEhTVET, FMICOVWTIE., "Amazon EKS 1—%—7#4 K, @ "Amazon Word 1>/
NO—L7L—007%#% 28BLTL<EEZV, EKS

Amazon EKS EE&EO (& OCSFv1.1.0 TO&HR—RENhTWET, Security Lake " EKS EE&
O 4 X N% OCSF ICIEERILT B FEICDOVTIE, Amazon OCSFGitHub BEEOJ A X~
(v1.1.0) D EKS DR RUDIVYETVTT7LRAERSRBLTLSESY,
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https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/CloudTrail
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/CloudTrail
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs

Amazon Security Lake d1—H¥—HA R

Security Lake ® Route 53 UV JL/N—o T ) OY

Route 53 UV I)L/N—2 T ) O &, Amazon Virtual Private Cloud (Amazon DNS) A® 1J Y —AIC
K2TITOLNEVPCOIVEZBHLET, chll&kY, FTUT—23a>osERIEIREL, &
F1VTALODERZRKRS ZENTEET,

Route 53 UV JL/N—2 TV O % Security Lake DY —AE L TEMT S &, Security Lake (&3 <
2, MIUAEEBLEARYMARNI—LAZBLUT Route 53 ASEEVYVILN—2T VOV ZIRE
LBESHET,

Security Lake (& Route 53 OJ Z2EE L izV), BBFEOVUVIN—IIVAOFXF >V IVRECEEZER
WEdlE@FdUELA, UVIN—OIVOTEZEETSICIE, Route 53 H—ERI V=)L %
FRATIMENHET, FHMICOWTIEE. Amazon Route 53 FAROY/N—HA RO "TU YV )L/)N—
JTVOJRENEE ) Z2Z2RBLTLEEL,

ROV AN, Security Lake #* Route 53 A7/ %& OCSF ICIEERILT B FEICEATAINYE T
77L2AGtHUb ANDU>ITY,

Route 53 A% ® OCSFGitHub R K1)

« J—AN—=232 1 (v1.0.0-rc.2)
« V—AN—>3> 2 (v1.1.0)

Security Lake T® Security Hub O &R

Security Hub D& HEFERE, OEF1UT 1 AFIZEHEL AWS, EFXF1 VT ERBEEERAD
T5U0TAACBSLTREETFIVITBDICKRILEET, Security Hub &, 2D & DIFEA.
H—RN—FT 1 —BROHKE AWS OH—E A, Security Hub I RO—)LIZRTBF IV VB L,
TERTERY AN SKRHEBEREZUNEL FT, Security Hub Ik, AWS Security Finding 5= (ASFF)
EFHENZIEERLA TREZRZLELET,

Security Hub M #E R % Security Lake Y —A & L TEMT S &, Security Lake &<, ML
EFEELEARYNARNY—ALZBU T Security Hub M S EIEZEFAEZERZWNELHBOE T, Security
Lake &, BH#ER%Z ASFF A5 Security Lake THAN—tF 1 VT4 AF—XTL—LD—7
(OCSF) %BI< (OCSF) = Z#MLE T,

Security Lake (&Security Hub R Z B L 7zV). Security Hub DREICEEZEA -V L EE
Ao Security Hub DR HFERZEE TSIk, Security Hub H—E RV —JL, APl, £kt &
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logging-configurations-managing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logging-configurations-managing.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Route53
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Route53
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ERTBAEN SV ET AWS CLI, ZHEIZ DL TIE. AWS Security Hub 1—#— H4 Kd TAWS
Security HUbOFHAERER 1 ZZRL TKEZ LV,

ROV AN, Security Lake A" Security Hub O H#ER Z GitHub ICIER{L T B HFEICETEN Y
ETV77LAANDY) > TFOCSF,

Security Hub O #& H#ER D OCSFGitHub JR K1)

« YV—AN—2321(v1.0.0-rc.2)
« Y—AN—232 2(v1.1.0)

Security Lake ® VPC 70O—0O7%

Amazon VPC @ VPC Flow Logs ##ElE. IREFDERY RD—IV A2V Z—TIAAEDOETHEZEE
N®IP K74V JICHIBEREZFYTFYLET,

VPC Flow Logs % Security Lake ®Y —A& L TEMT S &, Security Lake (EE 52 VPC Flow
Logs DREZFBLET, VPCEBANU—LO7O—0O7%ZANL T, Amazon VPC h' 5 E#E
Word 7O—AOJ ZEELE T,

Security Lake (&, VPC Flow Logs Z&E¥ L /=}), Amazon VPC DREREICFEZEX -V LEH A,
70-O7%FEITSICE. Amazon VPC H—EROV Y- ZFERATIHEN HYET, FMAI
2V\WTE., "TAmazon VPC FRAY/N—HA R, O "70-OJ0FEA) 22RLTLKEEL,

ROV A BNE, Security Lake #* GitHub Flow Logs Z VPC ICIER{t 32 FEICETEIYE T
TJ7L2VAAND) > THOCSF,

OCSFGitHub Flow Logs ® VPC URZ K1)

« JV—AN—=232 1 (v1.0.0-rc.2)
« V—AN—>23> 2 (v1.1.0)

AWS WAF Security Lake @ 0%

Security Lake TAOJY—A AWSWAF &£ LT ZEMT S &, Security Lake I <ICOT DOUNEZ
RIBLET. AWSWAFIF, IV RI—H—HFTFTVTr—3VIEEIRIVITVIIARNEE
ZRUUL, AVTIOYANODT VA ZFHMBIT 2 EOICERATERZ DI T TS V5—23> 774
ToA—=)TY, OV ICEBENLERICE. AWSHAVY—ZAASTITTUIITANE AWS WAF
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Security%20Hub
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Security%20Hub
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/VPC%20Flowlogs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/VPC%20Flowlogs
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EFELEEKE., VIOIANMIBEIZFHFABR, SLTVIIAMM —HLEL-LICETZHENSE
FNERT,

Security Lake (&, I3 U /=88 AWSWAF LZOJ AR —A AWSWAF 257 LT A S5EEOY
BEALET, CO7OCAR., BNty N7y 72X BEEET, BIED AWS WAF SREICEE
EEZBERSICERFTENTVE T, AWSWAF Z2FEALTTF 7V T—>3> )Y —A%ZRETDH
EOFEMIZOVTIEE, TAWSWAF FAROY/N—HA Ry O " ® AWS WAF H#ik 3 #5BL TL
ZEV,

/A Important

Amazon CloudFront ¥4 ARUE1—>3>2% OUY—AZATELTHERATZHE AWS
WAF, Security Lake T O—/NILOJ ZEV)ATICIE, KERZ (/N—2 Z7463) 28R
TEIRBENHYET,

AWS WAF 0% & OCSF v1.1.0 TO&HYR—REhTWET., Security Lake /" AWS WAF 0% o
R N% OCSF ICESRILT B AEIC DLW TIE. GitHub OCSFU AT KM AWS WAF 04 OT v E
O T77 LA (v1.1.0) @SR LTLSEEL,

V—AAWS OH—ER &L TO OHIER

TOBEAFEZBRL, UTOFIEICH > T, Security Lake YV —A AWS OH—ERX &L TXRA
FATICHR—RENTVWS ZHIBRLET, 1 2ULEOU—23 20V —REYHKBRTEET, V—
AZHIBRT B &, Security Lake REEE ALV =23 ETHIRTEOY—ANST—3 %
IRELAELEBY, FAZERY—ALSHFLVWF—REFEATELRLSBZYET, LEL, MAER
Security Lake ABIBRBIICY —AASPREL TF— R Z5|EHRERNATEET. ChSOFIER, X
AT1A7ICHR—RENATVE 2Y—RAAWS O —ER ELTHIRTZDBEICOKMFERATEE
To DAZRLY—ADHIBRICDOWTIE, Security Lake DHARLY —ANS5DTF—RPEZSREL
TLEEL,

Console
1. https://console.aws.amazon.com/securitylake/ T Security Lake A2V —J)LZHBE T,
2. FTETF—23aURAVT[V—Al ZEBRLET,
3. V—RZEZERL, B 2BRLET,
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4. ZOV—ANSOT—RNEZFUELLVMIEZ 1 DRLFEHBEIRL FT, Security Lake
., BRLEV—232OIXTOTHIVRASEDY—ARSOTF—RREZFLLE
ER

API

ZY—AAWS OH—ER £ELT7OTVZATHIBRYTSIZIE. Security Lake
DeleteAwsLogSource @ APl ARL —> 3> AL ET, AWS Command Line

Interface ( AWS CLI) ZEA L TWBI5&(d. delete-aws-log-source AN > RZETL &

¥, sourceName LV regions NTX—ZHFRBETT, YEBIZRUT., HROHEEZHED
accountsEZRFED (ICHIPRTE EJsourceVersion,

/A Important
ORY RTNTAXA—REZBELZEVIES., Security Lake EXZEL TWB/NTX—2H
Y N2 ZSBLTVRERBLET, L&A, accounts/N\TX—2EIBELE
WS, ONY RFEBAOT7HIMOEY NEEICERAEhET,

ROBITE, MEENETHOIORED—232 DY —AELTVPCFlow Logs ZHIBRLET,

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"

ROBITE, BEENLETHOhEY—232 DY —AEL T Route 53 ZHIRRL £,

$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

BORDBIE Linux, macOS, £ Unix AIC7 =YY RENTHY, RacPIcEOmLETE
BEHIINYIARAZYZ 1 () DITEZEXFZFERALTVET,
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Security Lake D AR LY — AL S5 DF—XINE

Amazon Security Lake FH— RN—FT 1 OHAZLY—ANSOTEARNERETER

¥, Security Lake HAZLY—ARk, EF¥F21UFT 107 &4 X2 ~N%& Amazon Security Lake (2315
TR —RN—FT A —H—ERATYT, F—RZEFEITRHIC, NARLY—AROTEARVNE
Open Cybersecurity Schema Framework (OCSF) ICZ#L, N\—F 1> 3_Z> %7, parquet 77 1)L
R, 72T OO AXEL—MNOEHRBZE, Security Lake DY —REBEHZF/ZL TVIMHE
FHVERY,

Security Lake @ NDAZLY —AZEICUTZOELET,

« Amazon S3NT Y ROY—ARIC—FBETL 71V VANFFHshEd,

c NARLY—ANT—RLAVIZTF—22EEAC L ZFFAT50—)L%& AWS Identity and
Access Management (IAM) ICHERLET, cOO—IIOT IV EAFANERE, £LVW5 AWS
EERV—ICK > TREENhETAnazonSecuritylakePermissionsBoundary,

« AWS Lake Formation T—7 L& 4ER L T, Y —AN Security Lake ICEZACF TSIV EE
BLEY,

e Y=AF—BRZN—TFT 423 {tT5-HDAWSGlue VO—FZH/ELET., 7O—F &,
AWS Glue Data Catalog I T—7 I ZAHNLET, £, HILW—AF—2ZBBHNICHKRE
L. AF—NERZHELET,

® Note
FHAOYRNCEBEARS0BOAARLOATY —AZEBMTEET,

Security Lake ICHAR LY —RAZEMTBICE., ROBH#HZRBEIXEN HYVET, ChSOEH
ZwmlEhV\We, NT73—XDACEENRT, JIVBEOTHOI—AT—AICKET DR
FHYNERT,

« EER —NAZLY—RR, V—ALBEWNETSNEZTLT7AVYIADTIZSIATZIIOND
Y N LTF—2 % Security Lake ICEZ AL ENTEDRENHYET, EHOHTIVD
F—REELY—ADHE. —E D Open Cybersecurity Schema Framework (OCSF) A X2 N9
FAZEROYV—AELTERETIZENHV) ET, Security Lake &, HARXLY—AH S3 /N
TYRMAQOEBEENLEEMICEZTAL L ZFAUTS IAMO—ILZEKLET,

« J7HA—IYDN —HARLY—ADSWEENEL S3 AT T MNE, Apache Parquet 77 1)L
ELTT7A—XRYNTBDLENFHYNET,
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e AF—Y —Parquet ERXOA 7 IV MNADOEL I—RIZELUOCSFARY NISRAZHERT 4
ENfoYUET. EF21UFTAL AU Parquet DN—2 32 1x & 2xZHR—MLET, T—
BAR—TOHFAXIF 1 MB GEER) ICHIRITDUENF HYVET, TIIL—T0H 14 XF 256 MB
(EfE) LT THRIFNEBYY FEB A, Parquet 77 T NAOEMIC (. zstandard HF#HERE hE
9o

c N=FT423Z2T-ATDIUNE, V=232, AWSTAHIV b, TRN=FT142321t
FTRIMENHVY) ETeventDay, AT IITRNIRF EVWSTLT 1Y IRERFIRIHBENHVF
Jsource location/region=region/accountId=accountID/eventDay=yyyyMMdd/.

« FTSITORDY A XEL—K —Security Lake ICEEEh3 774K, 59451 4RV NE
NETED TEBITIHVENHYVET, 77M4ILOH A XN 256MB 2 BADHEE. BEKE S %
RET7ANBREETRENBVES, ATSIIONEY A XOEHEG, JTUNTA—-IVA
D 7= Security Lake ZHRBEIL TR ETT, ALY —ARAEHICHDEVE, Security Lake
DINTA—XRVAKEIDUREFI VLT,

« V=K -FB Parquet EXOAT IOV RNATR, F—ZOVITVIANZEIBTZEHIC, L
Od—RZRBIEICEXNDARENFHVET,

(® Note

OCSF #%FfY —I)LZERAL T, HDARLY—AN CEEBRUNI HIHESHEBIELE
FOCSF Schemao

Security Lake THAZ LY —REZWMYVIALLEOON—FT 123 EH

F—RNBEOT) ZHRMICTSICIE, Security Lake ICHAZLY —AZBMTRDEEIC, /N—
FAIAZVTEATSIORNEH A XDBEHRER/EITHRENHVYET,
N—F1>3>
AT TORNK, V—ADOEFR, AWS U—23>, AWS 7HI Y KRB KU BFNT/N—F 4
A MLIBBENHBYET,
e N—=F 423> F—2NAOKRIEF TT,

/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.
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NTy NBOFlRECY O TIN—T 1232k TJaws-security-data-
lake-us-west-2-lake-uid/ext/custom-source-name/region=us-west-2/
accountId=123456789012/eventDay=20230428/,

RDD)ARNTEE, SSNAN—TFT 123> THEAETNBINTA—RICOVTHALET,
- Security Lake " NAR LY —AT—RZRF TS Amazon S3/NT Y MO EHI,

« source-location—S3NT Y ROHAZLY—ADTL 714 YT A, Security Lake &, 4F
EDYV—ADITRNTDSIATZIIRNEIDTLTAYVIRADTICEMLET, LT 1Y
DARBEDOY—AICBAEOENDTT,

« region-F—ROFTY7TO—RAWS U—23 > %, &xF, US East (N.
Virginia)Z&fERAL T, KERZ (/N—>ZF4E3B) ') —> 32 O Security Lake /N7 Y NI
TF—RETY7TO—RIIBENHYET,

« accountId-Y—AN—FT423a>OLO—RNFEETD AWS THU K ID. OAZBOT H
JONCEETBLI—-ROBAEKE AWS, external® BEDXNFEHEFERATD L &2 HE
L EJFexternal_externalAccountIld. CHMBHRANEHFEATZIET, AHTHI>
ROBEAHVEWVWICEZDDZE#IDsL, 0D ID BB ATAILL D TIDsHERFEhTLS
AWS PHI RIDs®ARBTHO U RNERELBVESICTDENTEFXRT,

- eventDay - LO—ROUTCRALRR>T . 8 XFOXFH () XD 1 BEICTIVETSHh
FIYYYYMMDD, LOA—RAARNBALARAZ T TRIORA LY -2 %BETDHEIE.
CON—TFT423F—UTCORALAZ 7% ICEBRTDIULENHYET,

Security Lake THAZR LY —AZENT S - DEIREZMY

HDAZRLY —A%ZBINT S &, Security Lake (&, YV—ANFT—RXL A IADIEL WVGBFTIC
T—REEEACEZHTTS IAMO—J)LZERLET. O—IIL0BEIE OFKICHL
F¥T, < < TAmazonSecuritylLake-Provider-{name of the custom source}-
{region}. regionEHARLY—AZEMTS AWS U—>3> TT, Security Lake (&,
T—RLAIONOT OV EAZHTITHDRI—2O0-)ICTEYFLET, hAXI—X
Z—T RAWSKMS #—TF—XL A4V ZBES{L L 123/ E. Security Lake I& kms:Decrypt
BELY 7O tAkms:GenerateDatakKeyF A ZF 2R —EO—-)LIZTEYFLE

T, cOO=NDOTIEAFTNERK, £VWS AWSEEBRII—ICL 2 TREETNE

F AmazonSecuritylLakePermissionsBoundary.

New o
« PO AHFT D
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 Security Lake NT Y NDBIAINDEEZIAKT VAZFATAHIAMO— )L ZERT S (API HXT
AWS CLIOD&D AT Y 7 )

T U AFFE O#ERE

NAABLY—AZEBMIBHEIC, ADT I3V ERTIDTIEAHANI B & 2B LTLKE
=L

TOEAHFTZHRTDICE., IAMEFERAL T, IAMPATFTATAIZTRY FEATVBIAMAR
) —ZHFELET, RIC. ShSORIS—DOERE. NARL V—AZEMITR-HICRTZ
FHATEIVENHBDZROT I3 VOVAMEEBRLET,

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

« iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

+ iam:PassRole

* lakeformation:RegisterResource

« lakeformation:GrantPermissions

* s3:ListBucket

* s3:PutObject

7023 sicky), hAZLY—AALrsO00 AR MEIEL, EL LV AWS Glue ¥—
BR—AET—TIICEEL T, Amazon S3 ICREFTEEXT,

TF—2L A0 —N—RlIOES{IZ AWSKMS ¥—2FEHT35E
l&. kms:CreateGrant, kms:DescribeKey, &Y OTF7 VL AHFATEMSET
9 kms:GenerateDataKey,

/A Important

Security Lake AV —ILZFEALTHARLAY —RAZEMTBHEE. ROATYTEA
FvTULT Ty ICH#EHE T Security Lake TOH AR LY —ADIEN, Security Lake 1>/
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V=)llF. BBRITI-HOMNRALETOLRAZRML, BEZITXNTOIAMO—)LZEKT
h, - RKb>THEFEOO-IILZFERALET,

Security Lake APIE =& ZFEA L THARXRALAY—AAWSCLI ZEBMT3HEKE. KDA
TV 7K, Security Lake /NTY NDFFANOEERAKAT VL AZFATS IAMO—)L%
ERLET,

Security Lake /NTY NDBFIANDEEIAAT VL AZFAT2IAMO— )L ZEKT S
(API 8 KO AWS CLIOHD AT Y ")

Security Lake APIE =k ZFAL THARXAY—AAWSCLI ZEMT2HEEFE. COIAMO—)L%
EmMLT, AAZLAY—AF—RZ70—-IL, F—2RON—FT 123> %Z#BIT5 AWS Glue
TORAFTEZRELET, ChsO/N—FT123a>ik, F—X%EEL, Data Catalog DT —
TILZERBLUOCEH TR LEHICHETT,

COIAMO—)LZERL B, DAZLY—AZEMNTSICE. O—I)L®O Amazon )YV —AZX—A
(ARN) F BET T,

arn:aws:iam::aws:policy/service-role/AWSGlueServiceRole AWS BEEBRUS —% T
XY FIRIBENHYVET,

DERTIOEAHFTEZFETSICE, O—NLICROATAVRID—ZERL TEHIAK, AWS
Glue 7OA—Z5— N HAZLY—ADSTF—RT 7 A4 )L ZFHEHEL > T AWS Glue Data Catalog O T —
TILEERIEHFTEDLDICTIHLENHYET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::{{bucketName}}/*"
]

]
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}

ROEERI—ZTEYFLT, ABIDICESVWTO-ILZSEZHTRHENTESD AWS T H
TN ZFFALEY,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

NAZLY—RZEBMTDU—2320 SANTY N HDARN—BED THE{LENTVWEEES
& AWS KMS key, O—J)LEKMSF =R —ICIRDRV S —ETRYFITEIMBENF HYET,

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"
1,
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"
]
}
},

"Resource": [
"{{ARN of customer managed key}}"
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Security Lake TOHAZ LY —ADIENM

o0

—SEHVOCHEITIAMO—)ILZERL 25, LTOFIBEICH > T Security Lake AWS Glue ICH A

LY —AZEMLET,

Console

1.
2.

API

T Security Lake 11>V — )L %Z B & & 9 https://console.aws.amazon.com/securitylake/o

R=DELRBIZHD AWS V=232 2L IVEZ—ZFEALT. hARLY—AZERTS
)—2a>zBIRLET,

FTEF—23URAVT[HARLY—A] ZEBRLTH S, [HARLY —ADERK] ZiER
LET,

PHARLY—AOFEM €023, DAZLAY—AOTJO—NILIZ—EDOBEIZAND
LET, RIC, DAZALY—AN Security Lake ICEETETF—RXNDR A 7 #5EARTS0CSF
ARVNISAZBIRLET,

T—BNEEAKRMEREZHFODAWS THIV N DFE. T—RLA2ICOTEARVNEE
ERAECNARL Y —ADAWS THIKNID EAZID ZALDLET,

H—EAT7I7EAOZEE. HILLWH—EXA O-)IZEKL TEAT S A, Security Lake
[ AWS GlueZ O HI T IV L AFAZNETIBRFOY—EAO-)ILZ2EALET,

[Create] (fEFX) ZEIRL £ T,

7OV ZALTHARAZRLAY—REEMTSIZIE, Security Lake ® CreateCustomLogSource AR
L—>3>ZzZFERALETAPI, DARLY—RAZEKTD AWS U—>23> TARL—I 3
ZEALFET, AWS Command Line Interface ( AWS CLI) Z#ERA L TW3FEE, create-
custom-log-source AN RZETLET,

JOITARTR, YR—PEATVWINFX—RZFEAL THARLY —ADBEREEZIEE
£

« sourceName - V—ADEHZEELET, Bk HH—BETHIXENf HYVET,
- eventClasses — Y —AAN Security Lake [CEETE2T—XDRA 7 %ZERTSH 1 2HULD

OCSFARY NI ZAZBEL £9, Security Lake TY—ARELTHR—RENTLWBOCSF
ARNIDZAD) ANIDWVWTIE, "Open Cybersecurity Schema Framework (OCSF ) 4 %
SRLTLEEV,
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« sourceVersion-ZA7> 3> T, OJREZRBEON—2 A2 ONAZLY —AT—RICH]
RIZBEZEELET,

« crawlerConfiguration- 7AO0—ZZFO'H T AWS Glue =S IZHEKL ZIAMO—IL 0O
Amazon VY —AX—L (ARN) ZEEELE T, IAMO—J)LZERTIFMEFIRICOVT
&, "THAZLYV—AZEMTREOORIRENF) 2SBLTLKEETV,

« providerIdentity - V—ANF—ZL A IANOOATEAR NDEEIAKICFERATS AWS
ID £EAEBID ZIEELET,

ROBITE, DARLY—A%, BEShEU—23> oEEsnO770NAF—=TFHho>
NMcOJY—ARELTEMLET, ZOHIE Linux, macOS, £&E Unix BIC74+—X Y &
NTHY, AR ITETEZMESEDZILEHICNYIARAT Y1 () DITHEXFEERALTVET,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

THARLY —AT—R%ZEHTS AWS Glue

Security Lake ICHAZR ALY —RA&EMT S &, Security Lake l& AWS Glue 7O0—F &R L £,
VO—F—R@GHAZRLY—ARICEHKL, T—XBEEREL., AWSGlue *—2AHXOJICT—7
LNZEAALET,

HAZLY —AAF—T EBFORELCRS, Athena PZT OO I T UH—EADY T e % #
BIHEDIC, VO-S—&FHTRTIHEEBBOLET, 1BI2. NAZLY—ADANF—
2ty NCUFOWThAOEEAELLEER. YO—S—22FT28BEFHYET,

« ZOF—REY NI, 1 UEOFLLVB LTINS Y T,

¢ F—REYNCE, structF—REOFIC 1 DUEOHFLLWT A —ILRABYET,

JO0—S0EFTFIEIZDOWVTIEE., " AWS Glue FROAY/N—HA R, ® AWSGlue " 20— 0O A
To1—)1 BSRBLTLSEEL,
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Security Lake Tl&k, Z7HI 2V MNAOBREFEO IV O—F—ZHIRELEEHTI L ETEEREA.
AZLY—RAZHIBRL 2858, future BUBBINHARALY —REZERT D FEN HBEHESE. BEE
ITHIOO0-F—ZHIBRTBD_EZ2EHHLET,

BR—RENTVWBHOCSFARY NI T A

Open Cybersecurity Schema Framework (OCSF) 1 X2 NI Z Ak, HAZR LY —AN Security
Lake ICIEfETBT— DR ATZRBRLET, HR—FENMTVWBARIKNITZADUARNFRD
EHBYTT,

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,
PATCH_STATE,
PROCESS_ACTIVITY,
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RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
SECURITY_FINDING,
SMB_ACTIVITY,
SSH_ACTIVITY,

USER_ACCESS,
USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,
USER_QUERY,
USER_SESSTION_QUERY,

// 1.3 OCSF event classes (Win
PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

extension)
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Security Lake ' S D H AR LY —ADHIER

NARLY —AZHIBRL T, Y —AND S Security Lake N\ODF—REEFEEFILELET, V—AZHIEK
95 &, Security Lake RIEEENEV) =23 ETHIRTEOY—ANSTF—RXZREL &L
zY), MABERY AL SHLVWTF—RZEFEATERLSBZYET, L. RAZERG Security Lake
PHIBRAICY —ADSPRELETF—RZ5|EHREFNATEET, ChSOFIER, HAZLY—AD
HIBRICOKERATEE T, KA TATILHR—RENTVS OHIRICOVWTIF AWS O —E R,
M, #88BL T & WSecurity Lake AWS DH—E X TH »5DF—2UNE,

Security Lake THAR LY —AZHIRT2HBERKE. V—AZFERAL T Security Lake A2V — )LD
HICHEDZEY—AZBEMITIHEN HYNET.,. HEZEMILABEVE, YV—AKEH Amazon S3
COVZEELETDAREENl HYET,

Console

1. T Security Lake 1>V — )L & B & ¥ 9 https://console.aws.amazon.com/securitylake/o
2. R=JODELBICHZAWS V=232 2L IR—Z2FEALT, DARLY—R%ZHIKRTS
)—2a2zBRUET,
. FTEHF =232 RA4 2T, [Customsource] (HARALY—R) ZIBIRLET,
4. HIRTD HARLY—RA ZEBRLET,
[(NARLY —ADOEZHER] 2 FBRL., [HIRR] ZBRLTT O3V EBELETD,

API

NAZRLY—AR%ZE7OT7 5 ALATHIBRT SIZIE. Security Lake ® DeleteCustomLogSource 7R
L—>3a>z#ERALETAPI, AWS Command Line Interface (AWS CLI) 2L TWVW3H4&
l&. delete-custom-log-source AN RZERFTLET, HARL V—AZHIBRTS AWS 1) —
Tary AOBREEZFEALET,

)OO TANTIE, sourceName/N\TX—RZFEAL THIBRT D HARLAY —ADZEZIBEL F
T Tk, DAZLY —ADOBRIZIEEL., sourceVersion/NTX—&2—%&FEHL THIKR®
HHEDAZLY—ADOBEON—>230F—20KMICHIRLET,

RO T, Security Lake A S HARLOYY —AZHIBRLE T,

Z OPFlE Linux, macOS., £ Unix AIC 7A=Y Y REhTHY) ., ZhXITEcE@EmLEED
EHIENYIATYDa () DITHEXFZFEALTVET,

$ aws securitylake delete-custom-log-source \
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--source-name EXAMPLE_CUSTOM_SOURCE
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Security Lake TOH T RO SA N—EE

Amazon EX1VFTALAOHTROVZAN—E, 2F1VF1LAOA50OOT AR NEFER
LET, JANZMR, BRDERTIVEADRANT ST 1 RAZIEFIREHIC, YTRAIT4
N—=ICV—AZELLTF—ENOT I7EAZFHFALET, sources DFMICDVWTIE., TSecurity Lake
THYV—AEE , Z2ZZRLTLEEL,
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"Action": [
"events:InvokeApiDestination"
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"Resource": [
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]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
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{
"source": "aws.s3",
"time": "2021-11-12T00:00:00Z",
"account": "123456789012",
"region": "ca-central-1",
"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"

1,
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
I
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
},
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}
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N—=FT41423a2ZFBL., AWSGlue T—7IILEZEHLET, coO—)LiF. XELIAMO—)LDE
B HAICBRICERENTVRIBEEFHYET,

Lake Formation EXE&Z#ER =5

F /=, Security Lake AV —=IADT I EARYTROZAN—0EMICEATBIAMO—)LIC
Lake Formation EEB E#ERZEBMTH2HLEN HVET,

RDATFY T 2T, B2 OO—)LIC Lake Formation EE EERZNHS5TEET,

1. T Lake Formation 112V —JL %Z & & 9 https://console.aws.amazon.com/lakeformation/.
2. BBI—Y—-&LTHAM420T%B

3. [Lake Formation NKS ZF]| VA4 RIUNFRRENLES, ATV T 1 TERELFERL £
dA—%—%=FRL., AHRID] ZERLET,
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4. [Lake Formaton NKS ZE] T4 RUNKRRENBWVESRE. UTOFIEZEITL T Lake
Formation BB EZREL F T,

1. TETF—23RA2O [FA| TEEO-NERRAV]| ZERLET. [T—2L A VEEE]
t02arT, [EEEZER] 2EBRLET,

2. =B LAVERBEQOERSATOJRY VAT, IAMA—H—O—)LIZDWVT, Security
Lake A2V —=IADOT IV EARICEATIEEEO-ILZERL., OFREF Z2ERLET,

TF—RLAVEBEDERZEOFMIC OWVWTIE, TAWS Lake Formation RO Y /N—HA K1 D
rF—R LA OVEBEDER BSRBLTIEETL,

IAM O=)LIZE, YT RISAN—ILT IV EAEZRETEZTF—ER—AET=TIILICHT
BSELECTHERANIBETT, TOHZEICDOWTIE, TAWS Lake Formation RO Y /N—HA K1 D
FERIE )Y —AXY Y RIZ& S Data Catalog #ERNDNE 1 25BL TS EE L,

Security Lake TOOV TV T VA ZE OB T AIS 4 IN—DER

BED TOVIVTIOEAZE O T AIVTAN—EERTIEENDHFEEZBRLET AWS U —
A, WTRIZAN—k, AWS U—23>2 FOHTRISAN—NDNERENE A S5DHT—
REIDIVTEES, YTRITAN—ZERTDIZE. YTRAIZAN—DOAWS FAHTKNID
EAEBIDABETT, ABIDIE, HTRAIVSAN—HNEHITZIEEOHBINFTT. S0 O
DWTRIDs, IM T I—H—HA R, ODAWS " UY—ZAANDT I AZE=ZZI_NETHEEIC
NEBID ZFERATRHEL 2SRBLTLKEEV,

® Note

X1V F 4L A4V, Lake Formation DV OATHI > N F—REBEN—T32 1 24
R—KRLTWEH A, Lake Formation DV OAT HIO M F—2HFE2/N—232 2 ¥zl
N=23D 3ICEHITBIHLENHVYET, AWS Lake Formation IV —IILFkF 2EH
LTOQARATHIRNN—2aAVBREZEHIBDFIEICOVWTIE AWS CLI, " AWS Lake
Formation ZROY/N—HA K, O "HiLWN—23 0 2BMICTDICE) 25RBLTLKE
=V,

Console

1. T Security Lake 127V —)L %Z R & & ¥ https://console.aws.amazon.com/securitylake/,

EXEEBETHIVRNIHAAVLET,
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
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2. R=TDOBELBIEHD AWS U—>23>Y 2L IOR—ZERALT, YTRIZAN—2HEKT
2)—232%BRLET,

3. EOFTES—2aURAVT[HTRIZAN—]ZBRLET,
4. "HITRIVZAN—1 R=DT, "WITRIUZAN—%=kf, 2BRLET,
5. YTRAVZAN—OFMIZE, YTRIZAN—RBEAT IV OHBEANLET,

=32, RBEBRENATVREQELTEHBADLAWS U—232 Ehd s, EBE

TEFEB A,

6. [ATEARYRNDY—R] TR, VIVHERZIRT & ZI(C Security Lake ICEH WY —A%Z
ERULET,

7. [F—2TFTUtAKE] TlEk. [Lake Formation] Z2ZBIRL TH T RAISAN—DOIIVT O+
AEERLET,

8. HWTAUTAN—RRELR® ICF. YT RAITAN—0O AWS AT NID £ESEBID Z1EE
LET,

9. (A7TaN)[ETICR. YTRISAN—ILE)HTBRITE50BETADLET,

RIE, BEODRATDAWS VY —REZERZLTEIHTBRENTESZIRILTT, &
BT, BEBRITX—EATIAVORTETRETNATVET, TR, SXTELRS
ETUY—ADOHRE., 28, BEICKRISEET, FMICOVWTE, TSecurity Lake )YV —2A
DRITFT1 #BRBLTLSEZV,

10. [Create] (fERX) ZIBIRL £ 7,

API

TOJZALTOIVT IO RAREE DY T RO AN—%EKTBIZI1F. Security Lake 0
CreateSubscriberA R L —> 3> ZFEHAL £FIAPlI, AWS Command Line Interface ( AWS CLI)
ZEALTVWBIHEE., create-subscriber AN RERITLET,

JOTARTR., ChSONFX—22FEALT, YT RAIFAN—ICROBRELZEELE T,

« accessTypes M#H4A . LAKEFORMATION Z3EL £,

« sourcesTlk, VIVUHERZIRT L ZEIC Security Lake ICEHEVWY—AZFTNFIEELE
CB

« TlksubscriberIdentity, Y7 AV ZAN—DYV—RAF—ZOIITVIZERATS AWS ID
EHNERID ZIELET,
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ROBITIEE, BEEMEYTAVSAN—IDOBREDAWS V=23 oI UTORERED
HITRAIOSAN—%ERLET, COHIE Linux, macOS. £k Unix BIC74#—I Y hEh
THY), AR ITETZRMETHEDILEHIINVIAT Y1 () DITHGEXFEERALTVET,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscribexr-name subscriber name \

--access-types LAKEFORMATION

DAARATHIRNT—=TIVHEEBEEYNTYT (BT RISAN—ATY )

Security Lake l&. Lake Formation DV OQAT7 HO > NT—7 I HEEZFERALTH T A4 1N—D
DIVT7OvA%EHR—NLUET, Security Lake IV =)L, . EkLE TOIVTF VA EEFE DY
TRV Z4N—%4ERT % & AWS CLI, Security Lake (& AWS Resource Access Manager () T!J
Y —AHEZERL TAPI, BET S Lake Formation T—7I)LICEE T 3BHEH T RIT1/N\—¢&
HE L FTAWS RAM,

DIVT O RAEREFE ODOHTAITANICEENEEOREZITD &, Security Lake IEFL W
V—AHEZERLET, FMICOVWTIE, TSecurity Lake TOU T VT VA RZFE IV T AT
AN—DiREL ZSRBLTLEET,

BT A0S5S4 N—&, ROATY TICHE> T Lake Formation T—7 )L A SF— 2 EWMEBETHIHEN
HYET,

1. VY —AHEBEZZTAND — T RAI9SAN—F. YTRISAN—%ERELFFEL L&
ICERE D, resourceShareArn&resourceShareNameZ LY —AHBEZ (T AND &
ENHYVET, ROVWThAOT I EAREZZEIRLET,

e OAY—=ILE IZDVWTIE AWSCLI, " hHhA50)Y —AHEREZFOEE AWS RAM, 5 BL
LT,
« MIZEAPI, GetResourceSharelnvitations ZFRVOHL XS

APl, resourceShareArn&resourceShareNameT /7 4 )2 U LT, ELWDUY—X
JITERODFTLKEEY, THEFEZZ T ANET AcceptResourceSharelnvitationAPl,

DY —ZAHBOBEHE 12 FETHRINICED 2, 12 BEAUAICHBFZRIAL TEETIH
ENBYVET, BEOAMHRIYINTE, 5|EHE PENDING RETRIRENEXIHN, BEZR
FANTEHBIVY—-ALT IO EATERLS BN ET, 12 FENLZBL 25, Lake Formation
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BTROTAN—%HIRL, STRAIOTZAN—ZBERL THL WU Y —ZAHLBOBHFREEE
LET,

2. HEF—ZR—=ZANOVY =AU =ERKTD - BT AUV 5 14/N—&. #E Lake Formation
F—=RAR—=AANNDIY =A% AWS Lake Formation ( AV —IZ2EALTWVWSEE) £t
Ik AWS Glue ( APIAWS ZEALTW2EE) OLWThA THERTHREA B ETCLL, =0
DY—=ZAV 0, YTRIZAN—DOTHI RN eHBEF—EIR—AILRANLET, XD
WIFNA DT OEAFEEBRLET,

R—=ANDI)Y)—=A) O DERL 25BL T EE LV, AWS Lake Formation

s YT ROZ4N—&, VY—AV > UF—7 ) %R ECreateDatabaseAPIT 2 =2, Z=FH
LT—ENTF—EIR—AEERTRHDEE2H#HMOLET,

3. HEF—7 )&V I TS — Amazon Athena BENDH—E R T—7 I ZEESRET
&, Security Lake FPRELEFHFLVWF—XZBBNICOTVICERATESRRSICBYET, VT
DEHBTAISAN—0O TETENRAWS TAHIN, JIVICE > TRETDIIANEIHTA
DFAN—IZERENET, B D Security Lake THI KDY —ANDFHRIIWY T O A%
B TEET,

JOARATHOY MEROREICOWTEFLLIE., TAWS Lake Formation RO Y /N\—HA K, @
MLake Formation TOYVOAT NI R TF—2HE, 25BLTLEEL,

Security Lake TOOV IV T IV REZBFOH T RIS A N—DORE

Security Lake Tld, VIV TV AERZF OHTRAVTAN—OREN P R—rEhET, 47
AR9ZAN—0FF., ZHE, AZBID, T7VINIL (AWS AT NID), YT RAOZA/N—H1E
ATERO00YV—AZMETEET, FEOFZEZBRL, ATV TRED AWS V-2 3
DTOT) TORAREEZRE DT RAVSANERELET,

® Note

t*¥21FT 4L A&, Lake Formation DVOATHI 2 N F—REBEN—-23 1 &Y
R—KRLTWEHR A, Lake Formation DV OAT HI > M F—2HF2/N—232 2 ¥zl
N—=23AV3ICEFHITIHLENHYET, AWS Lake Formation AV —ILF L& ZFEH
LTOQARATHIRNN—2aAVBREZEHIBDFIEICOVWTIE AWS CLI, " AWS Lake
Formation FROY/N—HA R, ® "HiLWN—23 0 2E80ICT2ICE) 25BLTLKE
=L\,
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Console

WMELEZVEFERICESVT, TOTIY3I VIO RBHENTVWRATY T ICH>TLEE,

BITRVZAN—BERETHICIE

1.

T Security Lake 11>V — )L %Z B & & 9 https://console.aws.amazon.com/securitylake/o

EREEBETHIORNIHAA42LET,

R=OELBICHD AWS V-3 2L IOR—ZFERALT, YTRIZAN—0F
HzwmETH)—2a22BRLET,

EQOFTET—23 RAVT[HTRAITAN-] EERLET,
BTRIOTAN—R=DT, SOFAREVEFALTRETIHTITRITAN—%&
RUET, BRUESTRITAN—OTF—ET VLA ER THRIRBENH)E
JLAKEFORMATION,

[fmEE] Z:BIRL X7,

MLWHTROZAN—BZANL, [RTF] ZEBIRLET,

BTROTAN—ORPBEHRET S IC1EF

1.

T Security Lake 1>V — )L %& B & & 9 https://console.aws.amazon.com/securitylake/o

EEEBETAINIHAA42LET,

R=DODELBICHBD AWS V-3 ELIVR—%2FERALT, YT RITAN—%4R
£33)—2a EBRLETD,

EQOFES =23 sRAVT B TRAITAN—-]ZBRLET,
YTRAIZAN—R=DT, SVFARZVEFRALTUR/ET IV TRAISAN—%&
RUET, BRUEYTRISAN—OTF—ETIOEATERE THEIHENHVYE

¥ LAKEFORMATION,

[fREE] ZBIRLE T,

HTRARIOSAN—0OFLVHBEZALL, [RE] ZBIRLET,

SAERID Z@WET D ICIEF

1.

T Security Lake 12V — )L %Z B & & 9 https://console.aws.amazon.com/securitylake/o

EREEBETHIORNIHAA42LET,
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2.

R—VOELBIHD AWS U= 3> L I2—&EALT, Y7 RIS1N—0FF
MERETDU—T 3 EBRLET,

EQOFTET—23 RAVT[HTRAITAN-] ZERLET,
BTRITZAN—R=DT, SOFAREVEFALTRETIHTRITAN—%&
RUET, BRUETTRIZAN—OTF—ET VLA ERE THRIBENHYE
JLAKEFORMATION,

[fmEE] Z:BIRL X7,

MAZENRHELLEFLOVAZID ZA DL, [Save] ZBIRLET,

FLWASID ZREFETD E. BBIO AWSRAM UY —AHEN BBMNICHIBREh, ¥
AOZAN—OFLVWIY —ARENMMERENE T,

BYTROZAN—R. JORATHIONT—TIHEELYNTYT (HBTAIZA4N—=A
TYDVDATY T A2 THLULWIY—RAS I T2ZEFANBBENHYVET, 7
AT T4 N—OFMICKRREND Amazon )Y —AZ—L (ARN) & Lake Formation
VY=L ERUTHBD L Z2BmRLET, HET—TILANOVY—-AVVIFZTOEER
20, YTRIVSAN—EFHFLWIV—RAV DV RERTILERFIHYEHA,

TN (AWS TAHT 2 N ID) ZiRET DI

1.

T Security Lake 1>V — )L & B & & 7 https://console.aws.amazon.com/securitylake/,

EREEBETHIORNIHAA42LET,

R—VOELBIHD AWS U= 3> LI 2—&EALT, Y7 RISAN—0FF
MERETDU—T 3 EBRLET,

EOFEF—YaURAVT T RAITAN—] #BRUET,
YTRISAN—R—IT, STARZ ZBEALTRETIHY TR N— 5%

RUET, BRUEHTRIZAN—OT—ET IV EAFTELE THRIREN BV E
JLAKEFORMATION,

[fmE] ZBIRLET,
HTRAI9SAN—OFLWAWS PHONIDZAHL, [Save] &KL ET,
HFLOWZHDOOKNID Z#RFETHE, UEIO AWSRAM UY —AHEN BB ICHIBRE

ndEH, L7 ) NN)LEOTY—RAEARNY—AZHEBTELRLSEYE
9o Security Lake EFLWD Y —AHEBEZERLET,
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7.

HBTR9Z4N—&k, HFLL U NIIORERZFRAL T, FILLWDY—AHLE%E
ZHAN, HET—TIANOVY =RV 2V EERTIVEN HVET, chlokY),
LWZUIONILNEREVY—AICTIOEATEET, ATYFICDOVWTE, "TJ0O0A7
NOURT—TIVHEEEYNT YT B TARAVSAN=ATY T ) OATY T 1E2 %25
BLTLKEEV, YT RITAN—OFMARNIZERRE 1D A" Lake Formation 1Y —
ILEBUTHBDEZBRELET,

OJY—RAREARYNY—AZwWETDICE

1.

API

T Security Lake 1>V — )L %& B & & 9 https://console.aws.amazon.com/securitylake/,

EEEBETAINIHAA4VLET,

R—IDELBICHS AWS V=232 ELOX—%BALT, Y TR 54 N—0F
WERETDU—Ta EBRLET,

EOFTES—3aVRAIVT[HTAITAN—] £ BRLET,
BTRISAN—R—VT, STAREVEERL TRETDIY T RIS N— %8
RUET, BRUEYTRISAN—DOF—RT 9L ALEE THILEN &) E
I LAKEFORMATION,

[fmEE] 2 BIRLE T,

BEDY —AZBIRMBBRITEDH, BIMITRHY—RAZBIRLET, V—RAEBIRERTS
E.BNNOT O3V BEHYELA, V—AZENTDEZBRL E5HS, FiL
WDY—ZAHBANOBEFRERENhEL A, L., Security Lake &, BinEhizy—
ACE S VW THAELake Formation T—7 L EEFHLET, YT RIZA N, YV—R
TF—REIVIITEDERSIC, BEHENERET—TIAOVY—-RAV VO BERT D4
ENHYET, ATVTICOVWTR., "JORT7HI U ST—TIHEELYNT YT (Y
TAOZAN=ATY )1 OARTY T 228RBLTLZEL,

[Save] Zi#IRL £ T,

TOUSALTOIVTORAZEOY TRV AN—2mETSHIZ1&. Security Lake ®
UpdateSubscriberARL —2 3> Z#EAL £FTAPI, AWS Command Line Interface ( AWS CLI)

ZFERAL TVWSH A, update-subscriber AN REETLET, VITARTRE, HR—KIE
NTWBNTA—REFERALT, YTRISAN—DOROEBREEZBELET,

« subscriberNamelZld, FILWH T RIS/ N—BZEELET,
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« subscriberDescriptionicid, FILVEIBHEEELE T,

« TldsubscriberIdentity, Y 7RI ZAN—HNV—ARF—ROIOITVIFERTZ T I
NIL(AWS FHONID) EABBID ZIELET, Z7UINLID EAZID OMAEIEE
TRIMBENFHYVET, chSOEOVTIhAZEURRICLTEEZLVEEGR., RENOEZE
LTLKEEL,

s ABIDOIKDEF — COFT I AVIEEEO AWSRAM UY —ZAHEBEHIBRL, Y7 R
DSAN—RAOFHLWIY —AREEZERLES, YTRITAN—k, JOATHIU b
T—TINHEEY RTYT (B TRITAN—ATY T)ODARATY T 1 ICH2>THLWI Y —
AVITEZFANDUENHYVET, HET—TIANOVY—-RAVVIEETOERERD -
., YTRIFAN—EHFLOWIY—RAU IV ZERTIHEIHY EE A

s TUVINIOKOEFH — cOFT 03>k, REIOF7V O NIAOTY—REARY
NY—AEHBTEBRVELSIC, LETO AWSRAM UY —AHBEZHIBRL £9, Security
Lake EFL WU Y —AREFEERLET, YTRAISAN—E, HILLW ISV NILDOFR
AEHEFEAL T, HFILLWIY—AEEFZZITAN, RET—TILANOVY—-RAV O %
ERTRIBENHYET, ChiZkY, LW S U INILERBUY—-RICTIVEATE
£, ATVTILOVWTR, "JOARTHIURNT—TINHEERYNT YT (BT AOTA
N=ATY ) DATY T 1E2BSBLTLSEEL,

ABDETVINILEEHIRICK., JORTHIRT—TIHEEEYRNTY T (BT A
DFGAN—ATY TVDATY T 1 E2IZHI>TLIEEL,

- sourceslClE, BIEOYV—AZHIBRTEDH, EMTDYV—RAZEELET, V—AZHIKRT
PBE. BIOTO a3 B4EHYELA, V—RAZEMLTE, HILLUY—AHEA
DVBEFRFERENEL A, L, Security Lake Ik, BilehizY—AICEITVWTHELake
Formation T—7 )L EEFHLET. YTRITAN—lk, V—ARF—REIVIVTEDLS
2, BEFENERET—TIAOVY—RAV 2V BERTIHENHYVET, ATYTIZOV
Tk, "OORATHOURNT—=TINEHEELYNTYT (HTRIVZAN—ATY T )1 DATY
T2%7SBLTLSEEL,
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Security Lake 2 1)

Security Lake A" AWS Lake Formation F—ZRXR—RAET—TIICRETEITF—RXE VT TESE
¥, Security Lake IV —JL, APl, £LIE AWSCLITH—RN—F 1 DY T RO T4 /N—%EK
THEETEET, Y—RN—TF1OHBTRIZA4N—F. EEL LY —AH S Lake Formation
TF—RZ2DVITV)ITBDEETEFRT,

Lake Formation *—ZX L 4 VBB EEK, F—XZ0ITVJITSIAMIDIC, BEITEZF—IR—AL
T—7 NI T BSELECTHERZFETIHENf HVET, £, F—XE VT T BHEIC Security
Lake ICH T RAIOTAN—2RERTIVENHYET, VI TIORAEE DY T RIS A /NEEK
ITHHEDOFHMIOVTIE, TSecurity Lake Y TRV ZAN—OOTVT O ANER, 258U
TLEEL,

N =R
« AWS Y—2Z/N\—3> 1 O Security Lake 2 T ') (OCSF 1.0.0-rc.2)
« AWS YV—A/N—23 2 2 M Security Lake 2 T ') (OCSF 1.1.0)

AWS YV —A/N—> 32 1 @ Security Lake 2 ') (OCSF 1.0.0-
rc.2)

RDED> 3> Tk, Security Lake S DF—RD VT VICETEIHA A AZREMHL., AWS
V=—AN=23 2 1 0RATATHR—RKNY—ZAAWS DI T VHZEVK DARLET, 50D
TR, BEO ANTF—RERBITARSICEIATATVETAWNS U—23>, ChspITR
us-east-1 CKERZP (N—Z74E) 2FEAL TVWET, &5I1IC, YTV IT ) TREREKR 25840
LO—RZRILIMIT 25/N\TX—RZFEALTVET, CONTX—X—RBFERITDEE, HH
CISUTRBIZCEETEET, TOMOHFIZOVWTIE, "Amazon Security Lake OCSF 2 T 1)
GitHub 4 L O KU, ZZRLTLSEZ L,

OJY—A7—7)L

Security Lake *—2RZ VT B &, F—XNFHET S Lake Formation T—7 )L DEBFZE®H
PHENHVYVET,

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

OJY—ART—7 L O—BHBEICEXDISIBEDNHYET,

« cloud_trail_mgmt_1_0 — AWS CloudTrail EEBA X~

« lambda_execution_1_0 - Lambda CloudTrail D T7F—X A X2 N

« s3_data_l 0-S3CloudTrail DF—X AR~

« route53_1_0 - Amazon Route 53 Resolver 7T U074

« sh_findings_1_0@ - AWS Security Hub #& H#&E R

« vpc_flow_1_0 — Amazon Virtual Private Cloud (Amazon VPC) 7 O—0O%

fil:us-east-1 V—>3 > OF—7 )Lsh_findings_1_0R M 9 X T D Security Hub #E 52

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

F—RR—A)—TaY

Security Lake —X2 & VIV TR EER. T—ROIITVROT—EIR—AV—23a 0 0ORE2E
HBIUENHV)ET, Security Lake N BREFA AL TF—EIR—AV =23 202 ARNID2WT
(&. TAmazon Security Lake T RARA >~y ZSBL T EE,

Bl: V=R IP 5D AWS CloudTraill 79T A ET 1 &#—BXRRTD

ROFITEE, YV—AIPHASOITNTD CloudTrall FIT1ET 1 &2—EXRRLET, 192.0.2.1
BICREBE N 20230301 (2023 F 3 A 18 ). T—7INWRW cloud_trail_mgmt_1_0 H*S us-
east-1DB_Region.
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_]1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

N—F14> 3> HM

F—REN—TFT4232FBET, EIVTVICK > TARAF Y EhBDTF—X2DEZHIR
TEBDERSICBBEH, NTA—XANFELEL, JARNBIEENET, Security Lake
l[FeventDay., region, accountid/N\ZX—2ZBLU T, N\—FT414>3_-_2J%KELET,
eventDay/N\—7 423> TIREYYYYMMDDER ZEAL £9,

_tlfeventDay/N\—T 1> a2 & E2LIOTIDOHITT,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDay® — MBI XDEY) TT,
BEAFBICRELEARV D

> cast(date_format(current_timestamp - INTERVAL 'l' year, 'S%Y%m%d%H') as
varchar)

BEADAACRELEARY B

> cast(date_format(current_timestamp - INTERVAL '1l' month, '%Y%m%d%H')
as varchar)

BE30 BBEICRELEARY K

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)
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BE12EBEICRELEARD K

Q—H—H1 K

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

BES TBEICRELIEAXRY B

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7~ 14 BEIICHREL ARV B

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, 'S%Y

%$H') as varchar) and cast(date_format(current_timestamp - INTERVAL
day, '%Y%m%d%H') as varchar)

BEOQDBNURBRICHRETDARY N

>= '20230301"'

$51: 2023 F£3 H1192.0.2.1 HUBEOY—XIPASDITXNTO CloudTrail 72T 1ET1DIJR
N cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Bl: 7—7),192.0.2.1HNBE 30 HEADY —AIP A5 D ITXTO CloudTrail F7TFA1ET 14D
1) AN cloud_trail_mgmt_1_0

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day,
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'

0 0 0
%Y%m%d
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ORDER BY time desc
LIMIT 25

CloudTrail —2X& Zx9 % Security Lake 2 L") 04l

AWS CloudTrail l&, TI1—H—0OTF7 97 1ETFT 1« EAPHERRRZEBHLET AWS OH—E A,
H 72954 /N—& CloudTrall *—&2%Z20TJU LT, XORATOEREERTEXT,

AWS VY —A/N—2 32 1 CloudTrail D 7F—Z2 VT OFlZV< DARLET,

BET7 BHEDO AWS O —ER ICXT B2 FEZHHM

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.1 BE7 HEOY—XIPASDOTXTO CloudTrail 72T 1ETA4D) AR

SELECT
api.request.uid,
time,
api.service.name,
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api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '127.0.0.1.'
ORDER BY time desc
LIMIT 25

BE7HEOIXNTOIAMTITAETADUARN

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

iB% 7 AIDACKCEVSQ6C2EXAMPLE BB ICFRFEBHAEAES N EA AR A

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX7 HEOKBKL = CloudTrail Ld—ROU A K
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SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 UV JL/N—2 ) O ® Security Lake 7 ') 4l

Amazon Route 53 UV I)ILNN—2T O E. Amazon IOUY —AICEK 2 TITHhN/EDNSO I %
BWLEITVPC, FAHEIE Route 53 VY IIN—OoITUOT%ZOITULT, ROBEOIEHR =R
TEZET,

AWS VY —ZA/N—=23> 1 O Route 53 YUY IIN—=0TUOTOIIT) OPIZERIZRLET,

B 7 HE® CloudTrail # 5 ODNST7ITUDIJ A

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

iB% 7 HEs3.amazonaws.comlc —TBDNSOVIT UMD AR

SELECT
time,
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src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

BET7 BEICHRENZEHN 2/ZDNSTITUD) A K

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

BE7 BB [CHRENEDNSVITUDY) AN 192.0.2.1

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0
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CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Hub Ok &R ICXE T S Security Lake 7 ') O fl

Security Hub l&. OtEF1UFREZTENICIEEAWS L, EF 1V T 1 EREEERARNT
FOTAACBS L TREZREITDDICKRILBEE T, Security Hub EEF1UFT1FI Y VRO
RzERL, Y—RN—FT1OH—EANSERZZ TRV ET,

Security Hub AEZRD I TV OHIFRODESB Y TT,

BE 7 BEOMEDIUMERBEN TN LOFHFLVKREBEFER

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =1
ORDER BY time DESC
LIMIT 25

BE7 HENDERIT2RHEER

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d

%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '@' day, '%Y%m%d%H')
as varchar)

GROUP BY finding.uid

LIMIT 25

BE7 BEOFEREEUADIXNTORERR

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

)Y —AN Amazon S3/NT Y R THZBE DR (BEFIRZL)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A 1 (RFEFIBRA&L) KV KEVER

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

— RSB E TV AR—2 ¥ — (CVE) IC—HT 4R CVE-0000-0000 (FFEHIREL )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B 7 BEIZSecurity Hub A" SR ZEFE L EHRB O

SELECT
metadata.product.feature.name,
count(*)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 HEOERIIEEFNDUY—AZATOH

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

BE7 HEOREERL SBSNERSEE/NY T2

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BE7 BBEICEEENLEHAERER
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SELECT

finding.uid,

finding.created_time,

finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC Flow Logs ® Security Lake 2 T ') @4l

Amazon Virtual Private Cloud (Amazon VPC) l&, DXY RD)—UA VB —T7 I A AEDETEREF
ThdIPRNZ 74V OICETHFMERMLL ETTVPC,

AWS VY —2Z/N—2 3> 1 ® Amazon VPC Flow Logs D7 T OHI&RICRLET,

AWS V=232 BET7 BEDOKED OKNZ 74V 7Y

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7 BEOREETIP192.0.2.1 EREEXTR—R220T7I9TAETFADIARN,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
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AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE7 BEO@ERDIEE IP T RLADEK

SELECT

COUNT(DISTINCT dst_endpoint.ip)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

BE7 BEIZ 198.51.100.0/24 A SHRELIZNZ 71V D

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND split_part(src_endpoint.ip,'.
2)="'51"
LIMIT 25

, 1)="198'AND split_part(src_endpoint.ip,'."',

BE7BEOIXNTOHTTIPSKRZ 719D

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
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dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

B 7 AEOR—Na43TOEGO/NT Y MR

SELECT
traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7HED®IP192.0.2.1 £ 192.0.2.2 D INTDORZ T4V D

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1"'
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AND dst_endpoint.ip = '192.0.2.2")
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time ASC
LIMIT 25

BE7 AERAOIXTODAINDRRNZ T4V D

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7HEOIXNTOTIRNTRINZTAYD

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BEX7 BEICHERENEIRNTORNT 74V

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25
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AWS YV —A/N—>2 32 2 @ Security Lake 7 ') (OCSF 1.1.0)

ROV 3> Tlk, Security Lake AP SOF—ZO VT VICETRHA A AZREL,. AWS
V=AN=23220FXAT147THR—KNIY—ZAAWS DI TVHZEVNKOARLET, chs50DY
TR, BEDO ANTF—RERBITARSICEKIATATVETAWS U—23>, ChsopITR
us-east-1 CKERI (N—Z74EB) ZEALTVET, E8IC, YO TIINIOTUTEREKR 25640
LO—RZRFLIMIT 25/NTX—RZFALTVET, CcONTXA—F—RGEBITDEEH, Hh
ICISUTHABRTBEETEETT, TOMOHIZOVTIE, "Amazon Security Lake OCSF 2 T ')
GitHub 4 L O KUy ZBRLTLEEV,

Security Lake A" AWS Lake Formation ¥ — 2R —AET—TIIICRETEZITF—X2EIITITE
F£9, SecurityLake AV =)L, . APIE LW TH—RN—FT1—OHTRITAN—%ERT
B52EHETEEFRTAWSCLI, Y—RN—=F1OHTRIZA4N—&. BELLEY—AHS Lake
Formation —XZ VT IBEETEET,

Lake Formation *—ZX L 4 VEBEE, F—XZJITJIFTBIAMIDIC, BEITBZTF—IR—RAE

F—7 IR TBSELECTP VAT T2 NETHIHEN BV ET, £, F—2EIITUTHHIIC
Security Lake ICH 7RIV SAN—2ERTDIVEN HYVET, VI FIORRAEEO>HTRAITA
NEERTDHEDFM-OVWTIE, TSecurity Lake YT AV ZAN—D VT IT IV EADEE

ZBSRLTLSEZL,

OJY—A7—=7)

Security Lake —X%Z VT $D & F, T—XN1FET S Lake Formation T—7 )L DEF ZE®H
BPRENFHYVET,

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

OY—AT—7ILO—BHBEICEIDLSBEON HYET,

e cloud_trail_mgmt_2_0 — AWS CloudTrail EEBA X ~

« lambda_execution_2_0 - Lambda CloudTrail D T7F—X A4 X2~
« s3_data_2_0-S3CloudTraill DF—XA X~

« route53_2_0 - Amazon Route 53 Resolver 2 T ') O%

Security Lake 7T Y —AN—232 2 101


https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries

Amazon Security Lake d1—H¥—HA R

« sh_findings_2_0 - AWS Security Hub # iR
« vpc_flow_2_0@ - Amazon Virtual Private Cloud (Amazon VPC) 7 O—0O%

« eks_audit_2_0 - Amazon Elastic Kubernetes Service (Amazon EKS) EE& [
« waf_2_0-AWS WAF v2 O

fl:us-east-1 U—>3 > OF—7 )Lsh_findings_2_0R M 9§ X T M Security Hub &R

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

T—EIR—=—A)—=r3>

Security Lake —2&Z VIV TR EER. F—ROIVITVROT—ER—A)—2a>0ORFZE
HEIVENBHV)ET, Security Lake N BEFATEBZTF—IR—AV =23 202 ARNIDOWT
l&. TAmazon Security Lake T RARA >~y ZBBL T EE,

Bl: V) —Z IP A5 Amazon Virtual Private Cloud 72571 ET 1 % —&8XRTRT

ROBITE, YV—AIPHASOITNTO Amazon VPCT VT A1 ET 1 2 —EBRRLE
T, 192.0.2.1 DEICERE N 20230301 (2023 F 3 A1 8B )., T—7 I A vpc_flow 2 0 hH
5 us-west-2 DB_Region.

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

N—F14> 3> HM

F—REN—TFT 4230 FBET, EVIVILE > TAF Y ENBDT—ENEEHIRTED &
SICBDES, N7#—X2ANFEMEL, JARNNFHIRBE NhET, Security Lake 2.0 Tlk. Security
Lake 1.0 EN—FT 123 OEENETERVY T, Security Lake Tld., time_dt, . regiond
L ICRBIN—TFT A2V ITHNREENDELSICBVEL faccountids —F . Security Lake
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1.0 Tl&, eventDay, . regionB & accountid/N\SX—RICKBDN—F1>a_ T &EEL
FL I,

2IVtime_dtZET9Id &, BEWIC S3IASBEFN—FT 1> 3a>UHERE ., Athena DEED
REXR—ADT7 A —J)LREBEKICTITI) ZETTEEXRT,

hiE, 2023 FE3 A1 BABICN—FT423>ZFALT time_dtOJ 22T VT2 0T Dl
T9,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dt D —iRMBEIEXDBEY T,
BEA1FEBICRELEAR B

WHERE time_dt > CURRENT_TIMESTAMP
BEAASRICRELIEAR B

INTERVAL '1' YEAR

WHERE time_dt > CURRENT_TIMESTAMP
BE 30 BECRELEZARY B

INTERVAL '1' MONTH

WHERE time_dt > CURRENT_TIMESTAMP
BE12EBEICHKELELART B

INTERVAL '30' DAY

WHERE time_dt > CURRENT_TIMESTAMP
BES DEICRELIZAXRY B

INTERVAL '12' HOUR

WHERE time_dt > CURRENT_TIMESTAMP
7~ 14 BREICRELLZAXRV B

INTERVAL '5' MINUTE

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

BEOBNUBRICRETDIAR b

WHERE time_dt >= TIMESTAMP '2023-03-01'
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f51: 2023 £ 3 H1192.0.2.1BLLBOY—RAIPASOITNTO CloudTrail FOFA1EF1 DI A
N cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Bl: 7—7)192.0.2.1ADB% 30 BEDOY—RAIP ASDFTXTD CloudTrall FITAET 1D
1) AN cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Security Lake A7 H—=/XO o T

F7H—/NT7 )Lk, Security Lake 2.0 TRIBAREICE > EHMEETT, AT —NTINATZ UK
k. IRVKNDOZLLDBFATRON > EEEEREZEECERY NEETT, AT H—-NTILEITV
IBE, I—"H—RBF—2tEY h2EAKTELARILOEFIVFTAA YA NERBTEEXT,

FATH—NTIHNOBEENEEZARIVIVTRDET, BEOI—Y—K., VY—A. . \va
UIDsIPs, ZO/M®DIOCE A 7 DBHREEICT—2EY N2&IRTEET,

chix, #A7HF—NTI)LEHEEAL T, IP{E'172.01.02.03' #EE VPC Flow T—7 )L &
Route53 T—7 ) &#&0O0J %2 0T VT20TUDOHITT,

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"
AND observable.name='src_endpoint.ip')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail F—X Cx 9 % Security Lake 27 L1 ® 4

AWS CloudTrail I&. ®OI1—H—F9F1EFT 1 EAPHERARREZEHFLET AWS DH—E R, Y
T A5 4/N—& CloudTrall F—&2%Z20TJU LT, XORA T DEREERTEXT,

AWS Y —Z/N\—2 32 2 CloudTrail D F—XRICXHFBTITUDFZWS DDA RLET,

BET7 HEODO AWS O —ERX ICXFT B2 FEZHT

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.1BE7 BEOY—AIPASOINTO CloudTraill 77T 1ETADJAL

SELECT

api.request.uid,

time_dt,

api.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1.'
ORDER BY time desc
LIMIT 25

BE7 AEAOIXTODIAMTIOTAETADUAR

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

iB% 7 AIDACKCEVSQ6C2EXAMPLE BB ICFREEEHRAEAES N EA AR A

SELECT
actor.user.uid,
actor.user.uid_alt,
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actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX7 BHEOKBKL = CloudTrail Ld—RO U A K

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

Route 53 Resolver 7O Mo T4l

Amazon Route 53 UV ILIN—2 T UOY &, Amazon AN )Y —AICK2TTHhNEEDNSO I U %
EBIFLEFITVPC, FIAZF Route 53 DY IILNN—oITUOT%Z0T)L T, XOBEDOIEHR=ESR
TEEY,

AWS Y —ZA/N—=23> 2 O Route 53 YUY IIN—2TUOTOIIT) OHIERIZRLET,

BZ% 7 HE® CloudTrail A 5S®DNSZIT UMD AN

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

Route 53 UV I N—2TuOvmo 1Y) 107



Amazon Security Lake d1—H¥—HA R

ORDER BY time DESC
LIMIT 25

A% 7 HEs3.amazonaws.comlZ —3TBADNSOUITUDIJ AR~

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BET7 BEICERENZEHN 2/EZDNSTITUD) A K

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

BE7 BRBIC [CHRENEDNSVIUD) AN 192.0.2.1

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
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src_endpoint.port,
query.hostname,
rcode,
answer.rdata
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub O H#ERICX 9% Security Lake 27 L) O 4l

Security Hub I&, OtEF1UTFREZEENICIEEAWS L, EF 1T EREEERARNT
SUOTAACBSLTREZFIVIITDDICKILEE T, Security Hub FEF1UF71FIT v IH
NIEREERL., Y—RN—FT1OH—EANSHEREZ TR ET,

AWS YV —RA/N—> 3> 2 O Security Hub ORREERO I T Ol ERIZRLET,

BE 7 BEOMEDIUMERBEN TN LOFHFLVKREFER

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 BENDER T2 RHEER

SELECT
finding_info.uid,
MAX(time_dt) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding_info) AS finding,
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ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

BE7 BEOBEREEUADIXNTORERR

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

)Y —AN Amazon S3/NT Y R THBZBEDHER (BEFIPRZL)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A" 1 (RFREHIREL) KV KEVWER

SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
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AND vulnerabilities is NOT NULL
LIMIT 25

— RS E T O AR—2 ¥ — (CVE) IC—HT 5 R CVE-0000-0000 (BFRAFIFREL )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

iBZ% 7 AEIZSecurity Hub " SERZEFE L EHB O

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 BEOERIIEEFND VY —AZATOH

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

BE7 BEOREERD SBSNEMRBENY T2

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

BE7 BECEEE N -RERER

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC Flow Logs @ Security Lake 2 ') ® 4l

Amazon Virtual Private Cloud (Amazon VPC) l&. RIDXRY RT—DJA4 2V X—TJ T4 AEDETES
BENDIPRNZ 74V IICHTRFHEZRMLEXITVPC,

AWS YV —2Z/N—= 3> 2 O Amazon VPC Flow Logs ® 27 T Ol & RIZRLET,

AWS V=232 BER7 HEOREND ORZ T4V D

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7 BEOKEFETIP192.0.2.1 EXFERAR—R220T7 7T 1 ETA1DUARN,

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

Amazon VPC Flow Logs ® 27 T 1) 112



Amazon Security Lake d1—H¥—HA R

AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE7 AEOEBIDEEL IP 7 RL ADEK

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BX7 HEIC 198.51.100.0/24 A SRELIERNZ T4V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.', 2)='51"

LIMIT 25

BE7BEOIXNTOHTTPSRZ 71 v D

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

B 7 BEOR— M43 TOEGDO/NT Y MR

SELECT
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traffic.packets,

dst_endpoint.ip
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY

traffic.packets,

dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BXE7 HEM®IP192.0.2.1 £ 192.0.2.2 AOIXNTORNTT 1YY

SELECT

start_time_dt,

end_time_dt,

src_endpoint.interface_uid,

connection_info.direction,

src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip
AND dst_endpoint.ip
OR (

src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

'192.0.2.1"
'192.0.2.2")

BE7HERAOIXTOANDRRNZ T4V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND connection_info.direction = 'Inbound'
LIMIT 25

BE7BHBEOIXNTOTIRNTRINZTAYD

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'QOutbound'

LIMIT 25

BE7 BBICERENEINTORNT 74V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied'

LIMIT 25

Amazon EKS E5ZE % ® Security Lake 2 T 1) ® 4l

Amazon EKS Logs l&. O NO—ILT7L—20OF 074 ET 4 ZEBHL, BEEOJ MO %
Amazon EKS O hO—IT7TL—2HS5TFHJ>2 MO CloudWatch OV ICEERMLET, Chs
OAJEFERTRE, VFAZ—ORBERTHIBRRICBYET, YT RITAN—REKSOT %Y
TULT, RORATDIEREHERTEE T,

AWS Y —A/N—23> 2 M Amazon EKS EEEOJ OOV T OflZERICRLET .

URLIBE7 BEOEED ADJIITAL

SELECT
time_dt,
actor.user.name,
http_request.url.path,
activity_name
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
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and http_request.url.path = '/apis/coordination.k8s.io/v1l/'
LIMIT 25

BE7 BHE® 710.0.97.1671 SOV IIANDOER

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

BX 7 AE® )Y —2A 'kube-controller-manager' [CBEMITSNEVIITARNEL ARV A

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25

AWS WAF v2 0% @ Security Lake 2 ') O 4l

AWSWAF [, I RI—HY—HFTF7IV5—3 I CREETHIIVITIIOIANEETEZRY Y
L. ATYANOT A Z4HITREHICFERATER DI 7V 5= 7ATF04—=)
T9,

AWS V—AN—=232 20O AWSWAFV2 OO 7T OFlZVWS D2ARLET,
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BE7 HEOREDY—AIPHSOVITANERTITS

SELECT
time_dt,
activity_name
src_endpoint
http_request.
http_request.
http_request.
http_request.

FROM

"amazon_security

’

.ip,

url.path,
url.hostname,
http_method,
http_headers

_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.
AND activity_name
LIMIT 25

ip = '100.123.123.123"'
= 'Post'

BE7HBEBO77A4T O A4—I)L2 47 MANAGED_RULE_GROUP IZ—% 32U JITAK

SELECT
time_dt,
activity_name
src_endpoint.
http_request.
http_request.
http_request.

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM
"amazon_security

ip,

url.path,
url.hostname,
http_method,
uid,

type,
condition,
match_location,
match_details,
rate_limit

lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMIT 25

BE7BEOT77ATTA4—I)LIL—I)LREGEXD IC—HTBIJIITAL

SELECT
time_dt,

AWSWAFv2 O Do T
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activity_name,

src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type,

firewall_rule.condition,

firewall_rule.match_location,

firewall_rule.match_details,

firewall _rule.rate_limit
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.condition = 'REGEX'
LIMIT 25

BHEROVIIANOREBEZEEBLERLL

oy
52

B%7 BEIC AWS WAF JL—)LZ M) A—L 1z AWS

SELECT

time_dt,

activity_name,

action,

src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'
AND action = 'Denied'
LIMIT 25

BE7BEICEZ &I IIL—T{tE iz AWS BHRODVIVIANERETS

oy
151

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
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http_request.url.path,
http_request.url.hostname,
http_request.http_method
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'
AND http_request.url.path = '/.aws/credentials'
GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security LakeD Z A4 734 V) EE

Security Lake Z HAZI A AL T, FEOHEAWS U—>23> | FEDO ILTF—XZRETESE
T FATHAVINERE, SXETEBROAVTTSAT U AEHFAOERRICKRIBEET,

RIGEE

T—REJARN MBI RETEDLIDICERBITRICKK, T—RXOREFREZITVE T, Security
Lake & T—2X%Z A7 T ~&L T Amazon Simple Storage Service (Amazon S3) /N Y N ZRTE
T, REERERK Amazon S T4/ 7H A VIIBREICHISLET. ChSOREETS LT,
FLETD Amazon S3 ANL—TUFSRE, SSATDIVRMNBIOANL—O0FRAICBITELE
BEWHRAVNDEICEDARNL—D VT AICEEDHEEEETEET, Amazon S3 T4 7H A
VI EREDFMIC DLW T, Amazon Simple Storage Service 1—%—HA RO "AKL—2547
HAOILDOEE, 25RBL T EEL,

Security Lake Tlk, V=3V LARLTREREEZEELET. fIAE, HEDO AOINTO S3
FT7SIONAWS V=232 &, F—R2LAVICEEIAENTAH S 30 AHEIC S3 Standard-IA A
RL=—2O0ZACBITIDRSICEBIRTEET, 72N KD AmazonS3 ANL—2 VT AF S3
StandardT 9,

/A Important
Security Lake (& Amazon S3 Object Lock ZHR—KLTVWEEB A, T—ZLAIONT Y K
FERE D E, S30bject Lock T 7 # ) N TEMICBEYET, F7AILNORFET—R
TS3AT7DIoONOVIRBMICTSDE, ERILEnEOTF—ROT—2L A IANDHE
ErAPMEhET,

Security Lake ZBMIC T 2B ORERELZITVET,

Security Lake ICA >V R—FT 12T FBEEL, UTOFEICH>T1 2REQOU—23a2 OKRE
REEITVET, REREZTHLABWVIEE, Security Lake & Amazon S3 54 7H A VILEREDT
7ALBREZFEALET, D2FV., S3StandardANL—2 VT RAZFEALTTF— X ZEHRICK
FLET,

Console

1. T Security Lake 12V — )L &R & ¥ 9 hitps://console.aws.amazon.com/securitylake/o
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2. "ATVT 2 AVR—F4TD—-—0OT70—0OHEHEEESZ, ICRELES, TANL—DS
ZADREIR, T TBITEREM BBRULET, RIC. S3ATP IV MEHITTS Amazon
S3ARNL—COTARAZEBIRLET, (JARENTVWEBEVFTIAIILNOANL—2 95 A
S3StandardT9, ) E o, TOANL—DO0FRAOREHE (B ZEELE T, ThUR
AT DT ORNERBIOARNL—20FRAICHITT B2, [Add transition] ZIBIRL, XD A
NL—2O0ZAEREHBEOREZADLET,

3. S3ATCIVNOEMBREIETSICIE. [Add transition] ZIBIRL F£9, KIZ, [AB
L—20Z A2 [HIREYIN] Z28RUET . REHEICEK, 772209 MNEREhTH
5, FEODARNL—S9SA%FEALT Amazon S3 AT IO N ERETZE5TBH%E
AALET, COHBNIrKRTIDE, AT TV NEHRTINIZEY, Amazon S3 FThs
ZHIBRLE T,

4. BTULES. RN ZERLET,

TEE, UBIOAR—FT 42T AT Y 7T Security Lake ZEMICLEIXNTO)—T3 I
BARAEZIhERT,
API

Security Lake NDFA U R—F 1 VI BICRIEFREEZTOTSALATHRET D ICIE,
CreateDatalLake Security Lake ® FRL—>3 AP, ZFEAL TLW2HFEE AWS CLI,
create-data-lake 1N > R, lifecycleConfiguration NS X—RICHEBBRREBFBREZRD &K
SICEELET,

- transitionsiZi&, BE® Amazon S3 ANL—2 YT A (storageClass ) IZS3A7ox
UNZERTFISEETEE (days) ZEELE T,

- expirationiClk, A7 IV NN ERENTHAS, FEODANL—TUFRAEFEALT
Amazon S3ICA T DIV N ZRETHDEHARZEEELET. CcOHBENIrRTIDE, 77
TSI NIHRTINICAY), Amazon S3 kTN S ZHIBRL F 9,

Security Lake l&. configurations# 72 I Y h®Dregion7 1 —)LRTEELLV—232I(C
REZHERALET,

FEZF, ROOAN R, us-east-1)—2 3> T Security Lake ZBEMICLET,
NV—23>TR, 772U NE 365 BRICHRONICEY, 72T UM 60 BEIZ
ONEZONE_IAS3 ARL—2O9FRAICHBITLET. < DHlIF Linux, macOS, Fi=IF Unix AIZ
TA—TYRENTHY, BAPTETEALEEBEDICNYIRTYS 1 () DTRELTEE
ALTWET,

Security Lake ZEMICTRBROREREZITVET, 121
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

RIFERTE O EH

Security Lake ZB#ICL =S, UTOFIREICHE>T1 2REOV—2a>oREFREZEHL TL
ZE\,

Console

1. T Security Lake 2V — )L %& B & & 7 hitps://console.aws.amazon.com/securitylake/o
2. FTETF—=23sRA42T, V=23V 2BRLET,
3. DV—2arva&BERL, RE) ZERLET,
4. [ANL=20ZADEBR|£I>232 T, BELREZAHNLET, ANL=DUFR
T, S3ATD IV NEEIETBDAMazon SSAKNL—2 0S5 AZBIRLET, (VARENT

WEWFT7Z2I)ILMNDARNL—2 95 A S3 Standard T, ) RIFHPEICIK, TOAKNL—
SUOTZAIRMIBDAREADLET, BRONZ DI VZEETEERT,

S3ATZIVREVODHRINICTZINEREETDICE. ANL—0F A0 HRYIN]

ZBRLET, R, REHBEICE, 77T MEREATHAS, FEODARNL—D7
SAEFAL T AMazon S3ICA TP IV NEZRETZIAFAHEANLET, OB
BRTTDE, 77TV NIHRYINICHEY), Amazon S3 EZTh S EHIBRL £7,

5, BTLES. RE ZBRLFT,

API

RIEEFEETOVSLATEH TBICIE, UpdateDataLake Security Lake ® AR —3 3
~APl, ZERAL TWVW3HAE AWS CLI, update-data-lake N> R, UOTARNT,
lifecycleConfiguration/N\ZX—2ZFEAL THLLVREZEELE T,
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- BITREZZETDICIE, transitions/ N\SX—Z&ZFEAL T, HED Amazon S3 AMNL —
29 Z A (storageClass ) ICS3 AT IO NEZRETZIHL VERZ B (days) BT
BEELET,

s 2EROREHEEZETDICE., expiration/N\TX—2ZFEAL T, A7 TV M ERE
nThrs, FENVANL—CU9SRZFEALTSI AT I VN EZRETIAFAREEEL
F9., CcORBHBEANIKRTITRE, AT I I NIHRTINICAY) ., Amazon S3 EEh S & H
BRLE T,

Security Lake l&. configurations# 72 IV KNMregion7 1 —)LRTEEL LV =23 IC
REZHERALET,

Security Lake @ UpdateDataLakeZARL—> 3 VAPIR, EBEEhIZEBEXLZELO—RFRF
ELBVBEREAZENTL, BICEEITZIBEREFHZRTITS 7Y TH—hy ARL—

2a e L THEEL £9, Security Lake I, AWS BBV 1—2 3> FEHL TREDRD

F—REREILRELET,

RENMEALTVREHRFTEHLICEENTVS ) -3 encryptionConfigurations 5
F—EEBKMSTRE, TOU—3 0 OKMSF—RETOERERYETH, F—2EEITDLEE
L—>a>rTcxF—HFJUey hEhFd,

FeExE, RO AWSCLI OX > RiE, us-east-1U—23a>oF—X0OEMERKREE A
RL—BIREEZEEHLET. cOU—23>TR, A7 T 9 MNE 500 BEICHRINIC
BY), AT T MK 30 BEIZ ONEZONE_IAS3 ARL—2 U9 FRAICBITLET. C0fllF
Linux, macOS, £k Unix AIC7 A=Y Y RENTHY, iAPITEcE@MEEEDZEHIC/NY
VATV () DITHEXFZEALTVWET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/defaul t"

O—-)L7y7)—23>

AO—J)7y7)—>3a2@E, 1 20E0BE)—2a>0F—2%2K48LET, CniF, igoF—
RAVTSAT U AERICENTZIOICEIBET,
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O—L7Yy7)—2320REFBICOVTR., T 22RU T EE WSecurity Lake TOO—)L
T‘y 7°U_:/“3 \/a)gglrio
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Security Lake TH A /N—tEF 1T 1 AF—X7L—ALA
7—7 (OCSF) ZH<

OCSF & [&?

Open Cybersecurity Schema Framework (OCSF ) &, A/ /N—tEF 1 VT 1RO AWS XV =E
EEN—KFT—IC&D, ATFRL—23BOF—T 2V —AOWMYHEKTT, OCSF Ik, —fxH
BEFIVFTAARNAOEZEEAF—NZREL, AF—XOENXZBRZICTRHLLOO/N—23 T
VOBREEEZRL, X1V F(OJ07OF1—HY - 1—-~X—@[HOBEZH/NFA7O
EAFEENRTVET, ONTU YUY —A0— ROCSFIF THRARNENTWLWEFGitHub,

Security Lake &, XA T4 7ICHR—RENTVWBIO0 AR NEBBHWICOCSFAF—TIC
ZH/AWS OH—ER LET, NOEHEBOCSF, Security Lake I& @ Amazon Simple Storage
Service (Amazon S3) NI Y N (Z&EIWC1D2ONTY NAWS V=23 0) ILF—REZRELET
AWS PHI Ko HAZRLY—ANS Security Lake ICEEIAFENZOT AR MK, OCSFA
F—< & Apache Parquet ERICHSBENHYVET, YTRITZA/N—, QAR NE—fK
7% Parquet L 1—R&ELTHES A, OCSFAF—N ARV NITRAZERLT, LO—RICEFQ
PEWMERY) ERICERTEET,

OCSF /1 XNV T A

BFED Security Lake YV —AASOOTEARVNE, TEBENTVBRIREDARIKNITA
E—BHUEIOCSF, DNST7UT1ETA, SSHY VT 1ET 14, BIEFE. DAXRVKTZTAD
OCSFHITY . BEDY —ANEDARNITAE—BITIHNZEBETEET,

OCSF YV —A# 5l

OCSF &, EEETEXLBT7A—I)IREZFALT, BEOAJVELFAXRNDOEY NORETZHE
TEIDICIZIBEET, Sk, Security Lake DY —AELTRATATIZHR—KRENTVS O
BEE71—)LRDEAWS OH—E R T,

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.

OCSF & i&? 125


https://schema.ocsf.io/
https://github.com/ocsf/ocsf-schema
https://schema.ocsf.io/classes?extensions=
https://schema.ocsf.io/classes?extensions=

Amazon Security Lake

Q—H—H1 K

=R

CloudTrail

Lambda &—

RANRD N

CloudTrail &

BAXYD

CloudTrail S3
T—RANKY

k

Route 53

Security Hub

VPC 7 HO—
aJ

The OCSF source identification for AWS log sources (Version 2) are listed

metadata.

product.name

CloudTrai
1

CloudTrai
1

CloudTrai
1

Route 53

Security
Hub

Amazon VPC

in the following table.

metadata.
product.v
endor_name

AWS

AWS

AWS

AWS

AWS

AWS

metadata.
product.f
eature.name

Data

Managemen
t

Data

Resolver
Query Logs

Security Hub
ProductNa
me fEE —H
LET

Flowlogs

class_name

API
Activity

API
Activity,
Authentic

ation , ¥

(& Account
Change

API
Activity

DNS
Activity

Security
Finding

Network
Activity

metadata.
version

1.0.0-rc.

=

'_I

'_I

|_\

'_\

.0.0-1xcC.

.0.0-xcC.

.0.0-xcC.

.0.0-xcC.

.0.0-1cC.
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Q—H—H1 K

=R

CloudTrail
Lambda &—
RANRD N

CloudTrail &
BARN

CloudTrail S3
T—RANKY
N

Route 53

Security Hub

VPC 7 O—
v

metadata. metadata.

product.name  product.v
endor_name

CloudTrai AWS

1

CloudTrai AWS

1

CloudTrai AWS

1

Route 53 AWS

AWS &+ 1 AWS &+ 1

)T 11 )T 11

HiERF HiERF

= (ASFF) = (ASFF)

ProductNa CompanyNa

me DEE— me OEE—

£ £

Amazon VPC AWS

metadata.
product.f
eature.name

Data

Managemen
t

Data

Resolver
Query Logs

MDfeatureNa

me fE%—
B ASFF
ProductFi
elds

Flowlogs

class_name

API
Activity

API
Activity,
Authentic
ation , ¥k
(& Account
Change

API
Activity

DNS
Activity

Vulnerabi
lity
Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

metadata.

version

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0
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metadata.
product.name

Amazon EKS

AWS WAF

metadata.
product.v
endor_name

AWS

AWS

metadata.
product.f
eature.name

Elastic
Kubernete
s Service

class_name

API
Activity

HTTP
Activity

metadata.
version

1.1.0

1.1.0
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Security Lake & O#HE

Amazon Security Lake &, fid AWS OH—E A XY —RN—F 1 —BRLEHFEEsh TV
£, METEE., Y—AEL T Security Lake ICF—REZREELEY, YTAITA4N—EL T
Security Lake DTF—XZRAL VW) TEET, UTOREY U TR, Security Lake EHEET S
AWS DY —ERA BRTH—RN—FT 1 —HRIZOVTHALET,

N =R

« AWS MY —E A Security Lake & DS

« Security Lake £ DY — R)NN—FT 1 —#E&

AWS O —E A Security Lake & D&

Amazon Security Lake ki) EHEENTVET AWS O —E R, H—EAR., V—AFKE. ¥
TRAOSAN—FE., FLETOREELTEETEIHEENI HYVET,

V—ARBICREATOZT7ONT A A HY KT,

« Security Lakelc 7*—XZHEEFELE T,

s F—RANFAF—TIZEELET, Security Lake THAN—tEFI1VFT A AF—XTIL—LD—7
(OCSF) £ R<

« F—2& & Apache Parquet EX TRE X T

HTROZAN—HEICIE, HTTPSI > RARA > M F Ik Amazon Simple Queue Service (Amazon
SQS) 1 —T Security Lake A5V —AT—XZHmA WD N, FPSY—ATF—FZ2EEITIITS
CET, RO7ANT A HFHV) ETF. AWS Lake Formation

ROEI AT, EOAWS OH—E R Security Lake & EREENZ D, BLUOBHEADLE
HICDOVWTHALET,

& D#EE AWS AppFabric
RERRAT V=R

AWS AppFabric l&, #A#2® Software as a Service (SaaS) 77V —> 3> a2EHKTd ./ —
O—RY—EARATHDEDH, ITF—LEEFIVTAF—LR, BEAF—YEFRURD NI Z
FERALTTZ7UT—> a3 2BBBRRETEET,
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Security Lake A" AppFabric BHER % Z (TES 3%

AppFabric BEZEO Y 7— X % Security Lake ([Z35fE§9 % ([C1d. Amazon Kinesis Data Firehose & 3%{8
& LUTEIRL, OCSFAF—T & Apache Parquet FEXX TF— X % Security Lake ICEIET 2 &S
I Kinesis Data Firehose Zz%EL £ 9,

BIiR SR

Security Lake |C AppFabric E&EO Y ZAE TS HIIC. OCSFIER{tE ni=BZEO Y %Z Kinesis Data
Firehose ANU—AICH D TRIHXENF BV ET, TOHE, thih%Z&Security Lake® Amazon S3 /NT Y
NIZ#EE T % & S I Kinesis Data Firehose ZFRETE £, FMIC DV TIE. TAmazon Kinesis
REHARL @ "3%EEL T Amazon S3 %i&IRT 2, ZSBL TS EE L,

Security Lake |Z AppFabric f&R #2159 %

FROFIREZMH%ZXT L =%IC Security Lake = AppFabric EEOJ 2EE T2 ICIE. mMAEOH—E
AZHIMICL., Security Lake DA AR LY —RA AppFabric E LT ZEBMTBIHENHYET, HA
ALY —AZEBMTBFIEICOVTIE, Security Lake DHAZLY —ANSOTF—RPNEEZSEL
TLEEL,

Security Lake T® AppFabric A7 NZE2EFLLTS

AppFabric EEOJ O ZEZFEILTSICIE. Security Lake 1Y —)L, Security Lake API, Fi=l&
ZEAL T, AWSCLI ZH AR LY —2RA AppFabric & U THIBRL E T, FIEICDWTIE, Security
Lake 'S DAHAZLY —ADHIBR 25RBL TS EE L,

Amazon Detective Z{EA L =&

MERAT HTAVSAN—

Amazon Detective ZHA T2 &, EF 1V T A ICHETIRHEBERPELLVTIT1ET 1 ORAK

ERZDH., AE, BLRCBRICEETEEXT, Detective &, AWS VY —AASOTF—2%H

BHICIRELET. TOE, BHFEE, Kitow, IS 78RZEFEALT, EF1VTFT1HhAEEKRY)
BED DRMEBEHICTSOICKIUDED1TIME—>3 0 2ERLE T, Detective DERIICHERE

NEF—ROKF, BN, 8RTOAVTFANE, EA5hBEF1) 71 BEOME & €6HZ AR
COMBRVPBETIDICKRILEET,

Security Lake & Detective Z#4 9% &, Detective 'S Security Lake [CREE N TWS raw O
F—REVTVUTEET, FMICOVTIE. "Amazon Security Lake £ DS Z2SRBLTLKEE
(A
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Amazon OpenSearch Service & DRSS
RERAT BT AOZ4N—

Amazon OpenSearch Service l&, DY —ERIVZAXR—OF 704, EA, RAT—U2T%ZB5I\C
I 5N F—2 R OpenSearch H—EATT AWS V57 R, OpenSearch H—E AHV) A&k & A

L T OpenSearch Y—E AV ZAX—ICF—2 2RV AT L, KEANFHHNOH2 X1 )7 1AE

NDEHDAHARETERPKEBTEET, EFIVT AT RNIRRICHETES 2O,
ESZXRATVTAHILNBT—ERATLAZRBETDOICKILEERT,

OpenSearch H—EAA Y S 1R— R

OpenSearch Service & Security Lake £#E& L =5, H—/V—L A OpenSearch #—E AE V) iA
HRENLTEEETERY —ANS OpenSearch H—ERAICEFIVT A F—REEETEILSIC
Security Lake ZFRETE X T, X1V T 1 F— 2 Z20E TS K3 I(C OpenSearch 4 —E AHV)IA
hEFRETDHEOFHMICOWVWTIE, TAmazon OpenSearch Service Ingestion % £/ L T Amazon
Security Lake T—ZAStEFIVTAA AN Z2ERTD ) Z2ZRLUTLKEEL,

OpenSearch H—E ABV) IAHK A" OpenSearch Y —EARX A UADTF—ZOEEAKZRBL I-
#, BEREAOAY I IR—REZFALTF—RZH/ELTIICRE, TV 1R—RIEBEL, 412
AR=LENnTVWRHA Y IR—ROVThAZERLET,

OpenSearch U —EAX AL VKO IV

Service direct query %Z £ L T Amazon Security Lake I 7 —2X % OpenSearch i TE £ 9,
OpenSearch Service &, BIYVIAKNA T SA4A 2 OBEXSHY —IILEOIYEZOFEZEE<

c &<, FIIE OpenSearch Piped Processing Language (PPL) Z £ L T OpenSearch SQL
Security Lake AN TF—XZEEI IV T3 HZE LT, COETLHREZRHMLET, coF770O—
Fiokl), F—ROBEBXEEN TEIC/A&V), OpenSearch Dashboards T @ Discover OpenSearch
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https://cloudone.trendmicro.com/docs/integrations/aws-security-lake/
https://www.uptycs.com/partners/aws
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https://docs.vmware.com/en/CloudHealth-Secure-State/services/chss-getting-started/GUID-integrations-s3.html
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F7AIRNTR, I——BLTFO—)LICIE, Security Lake VY —RZERELRZEETHHA
HYELEA, £, . AWS Command Line Interface ( AWS CLI ) AWS Management Console,
FlF AWSAPI ZFEALTRARAVZERTIBD LR TEFRRA, BEBVY—-AICHLTT V>3
VEETIBIRT IV EAFTZ LT —ICRHETRHLEHIC, IAMEBEEERF IAMARU D —ZERTEE
T, TOHR, EEBEHRGF IAMARV—ZO—-)LIZEMNML, I—Y—RBFO—-)LZ5|E2 T2 &N TE
£¥9,

cnSOYUTINIAMARI S —RFIXRNEFERALTWord PTAF U TATAR=—ADRI D —
EERTDFHEICOVWTIE, JSON "Word 1—H—74 K ®IAM Word policies (console) &S
LT<LKEEL, IAM

BVY—RARALT7 D ARNs DIERBZ E, Security Lake TEZREND T I23AEVY—RARATD
HMICOVTRE, TH—ERRIYU T 7L VAL ® "Amazon Security Lake D 773>, )Y —
A, BLRUEMHF—1 ZSRLTLSEZY,

New o
« RVI—ORARNTZSOT 1A
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« Security Lake 1>V —=)LDO A

c Bl A—HF—CZNThOT I ELAEROXRTEZFATS

- Bl EBEERT AV NCERE N EEBEDEELHIBRZFA

c Pl ZBTICESVWTA—H—HEFEELE1I—TFZ0EHFATITD

RIV—ORARNTZI9T14R

IDR—ADRID—, $BI1—H—HNFTHD2 NAT Security Lake VYV —RAZEK. 7O A,
FEBHBRTERESHEZARAELE T, CcNSDTI>IAVERTIDE, AWSTHIUKNCHE
NRETDUEMNI BYVET PTATUTATAR—ARI—ZERLEVIREL I2V) T35

. UTOHA RSAEHBEBEICH > TS EEL:

- AWS BEEBRUS—%BHBL. BDEBEOTIVEAHTICBITITZ - 1——LD—I0—RIZT
DEAHTENETBICE, Z2<O—MBUBI—-ART—AICTIEAHFT 24593 AWS EER
) —ZERALET, cnSlE TEATEEFTAWS 7HIU N, I—AT—AICBEED AWS 75
ARX—BEBRIS—ZEELT, PUVRAHFTEZSSICRS T L 2HEBOLET, FMICOL
T, IAMI—HY—HA R, ® TAWS EEARIS —, FhF T2oa/#eEo EBRV—, %
SRLTLIEEL, AWS

« ZRPMFEOT O EAHAZEATS - IAMRUS —TT IO ELAHFAZRETDHEERF. ZAID
RITCMBEBRT IV EAHFAADOHKENELERT, ChZET53 R, REORLHETTHEDNOIY—RA
ICXRHULTRITTERTIVIAVEERLET, chld, BFMHET IV EAFALEHEFATLE
T IAMZHERALTT7 IV EAHAZERIZHEOFMAICOVWTE, IAM "Word I—H'—7 A
Ro @ "Word DR —&TOEAFA, 2ZRBLTEEV, IAM

c IAZMARV—ORHBEEFERALTTIEAZESSIZHIRT S -RUS—IC&BGZEBMLT, 72
2AVEVY—AANDT IV EAZFRTEET, Lexld, RU—£#HzRRLT, IXTOY
DIANZSSLEFERALTEBFIZDRSICEBETEET., ZHEFERALT, Y—ERT7H> 3>
NBEDERED 2B U THERATNDHEICAWS O —E R, Y—EARAT7923a> A0F7otA
ZHATBHEETEFT AWS CloudFormation. FfHIC DWW TIE, JSONIAM 1—H—7 4 K|
D "Word RUZ—ER: &M, 22RLTEEV, IAM

 IAM Access Analyzer ZEA L TIAM ARV —ZRFIL ., ZETHRENBT VAT ZHRT
% - IAM Access Analyzer &, IS LOCBRFEORI S —ZKRIEL T, RUZ—H IAMKRD) > —
S5 (JSON) & IAM ORARNT TV T 1 AICERTBRSICLET . IAM Access Analyzer (1,
RETHENBZRY S —OERICKID 100 ZBAD RV —F v I e EANSHEREEN
BEETNTVET, FMICOVWTIEE, Word IAMI—%—FH 4 RDOIAM Access Analyzer (kDR 1)
T—DEE ZZRLTLEE L,
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« ZEZRFRF (MFA) Z2ERTD -TIAM1—Y—FLRGII— NI —2ZHXEBETRFTIVIND
BPBEFAWS THUUN, EF1VT 1 Z58{tTBLHIC MFAZBMICLET. MFA FARL —
AVHIHUOHENEEZICAPI ZERTSICE, RV —IC MFA&GZEMULE T, FMICO
WTEk, APl 1—%—H 4 ROMFA Word access with Wordy Z#ZBL T &L\, IAM

IAM DRARNTZO0T 4 AQOFMIOVWTE, IAMI—H—HA R, ® "Word DtEF21 )T 1ON
ANTZS0T74A1 #BSRBLTLKEETL, IAM

Security Lake 1>V — )L O EH

Amazon Security Lake AV —=J)LICT7 V7R T3ICE, FAORNDPEDEY KRFVETT, chs
DT IVEAFFAICELY), A Security Lake VY —ADFHZE —BERTELVORRTEXRT AWS 7
HhoVbhe RDBRBEBHFARYEFRIBLVTATFUOTATAR—ADRI—ZERTD E,
ZTORDY—FEODIVTAT4 (A—Y—FLEFEO-))ICHLTOVY—IFBERLEESYIC
HeELEH A

AWS CLI R7zl& AWS APl DA ZRUOHEII—H—ICE, FRPROIV-IT IV EAFAZNE
TRIBEFHEEBA, KDYIC, BITLEISELTVWR APIARL -3V I—-HTBT >3
JORNDT I EAZFALET,

dA—%—&O—J)LA Security Lake A2V — L2 EATEDLSICITRICE, OAVVY-ILTIOEAR%
RMTDIAM AR —ZERLET, FHICOVTE, IAMI—H—H4 R, ® "Word IDIAM, %
ZRLTSEEL,

JI—H¥—FE0O—)LIC Security Lake IV =) OFEAZFATEI RIS —ZEKTSDEEE.
NDIA—Y—FLREAO-NAAAVV=IILTTIEATIHEOHD )V —AIIRITBEYNET I3
BRIV —ICHTEDET, TS5LABVE, OAVY—LTERSOUY—RICBEBLEY, VYR
DFMZEZRRLIZVN TR ENTEBLLBRYET,

e, AVV—ILEFERALTHAZLY —RAZEMTSICE, I—H—CUTOTO>3a> Nk
TEHITIDHBENHYET,

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

+ iam:GetRole

* iam:PutRolePolicy
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« iam:DeleteRolePolicy

+ iam:PassRole

+ lakeformation:RegisterResource
+ lakeformation:GrantPermissions
s3:ListBucket

s3:PutObject

Bl: 1I—F—ICZTNThOT IV EAERORTEZFATS

COBITE, IAMA—HY—HF1—H—IDICTEYFENTVWBRA T4 2RI —EEBRID —
ERRCTEDLIICTIRUS—ZERTDHEZRLET, cORVI—IZRE, A2VY—-ILT, &
@707 ALATAWSCLIor AWSAPI ZFALTZOT O3V ZRTIRDT IV EAHFANEE

nNTVWERT,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

FAFUTATAR—ADOR) S — 04

175



Amazon Security Lake d1—H¥—HA R

"iam:ListUsers"

1,

"Resource": "*"

Bl BBEETHIO NIRRT -EBEDORELHIBRZFA

COPITE. AWS Organizations BT H D> MO I1—H—HFEBEOEEE iz Security Lake EIE
EEZBELTHIRT A 2T RIS —Z2ERNTDHEEERLET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalakeDelegatedAdministrator"

1,

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}

Bl: RTICESVWTA—H—HFBE5EZLE1I—T20DEHAITS

IDRX—ANDRIZ—TlF, ZHEEFEHL T, XTICEIWT Security Lake VY —AANDT VA%
FETEEXRT, COFITIE, Security Lake IV —)L E7=ld Security Lake APl ZFERAL TH TRV
FAN—OLELI—Z1—HY—ICHTTEIRI—ZERTDHEEZERLET, LEL. TOEARF
Ak, YT7AI9Z54X0O Owner RTOEN 1I—HF—01—H—BTHIBEICOKMIEEIET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",

"Condition": {
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"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
},
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}

}

COFITIE, 1—H%—F richard-roe 2 21— —HNELOBREOFMAEZERLLD>ETD
&, B5EICIE Owner=richard-roe £/ & owner=richard-roe DX I HFFITS B2 URENH
WET, ThUADOEE, 1—HF—RBT7I7ERAEZERENETT, FHEF—BTRAXFEPIXFEK
BlEnFEV\WEY, FHERXTF— Owner & Owner & owner IC—BHLET, FHF—OFEROFHMIC
VTR, IAMI—H%—HA R, ® "Word JSSON R —FH=: X4, 23RBLTLKEETV, 1AM
Security Lake VY —ADO R T TOFMIC DOV TIE, Security Lake JY—ADRTFF Z5RBL T
<EEV,

AWS Security Lake ® Y &x—2 RR1 S —

AWS BERD D —F, KLE>2>TERBIVEEENDAX RTOYRIZ—TF AWS, AWS
BEARID—EF, Z<O—BABI—AT—ALT IV EAFTZRNETB IS LRI TVWD I
O, I—%— JIL=7. O-LECT 7 tAHFTOH ) A TEZRBTEEXT,

AWS BERU I —lk, IXTO AWS BEFENFRATES O, BENDI—AT—AICKL THRN
BEOT VAT TERELEVMEEN D EIEBLTKEEV, I- AT —RBICHRET—
NEZ—TYRARJ—BERLT, NEZ—TJ RARUD—ZRKIACZEEZH#OLET,

AWS EEBRV S —TERENTVWAR TV EAFAREETEREA. NNAWS EERVS —TESR
ENETIOEAHTAWS ZEFTHE, RUZ—HATERYFEATVWRINTOT U2 /NLID
(A—Y—., =7, O-II)FEHEhET, AWSIF, HILW AFEFEhi-c&, £LEHL
WAPI ARL—232 AWS O —ERA ABFEOY—EATEATEDRSICHE2ILEEIC, AWS
EERVY—ZEHMIDUREMI BREGSBEYNET,
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FHCEOVTE, IMA—Y—HA R, O TAWS NER—J RKRUD—, ZZRLTSEEL,

AWS Y &x—2 RR1) 2 — : AmazonSecurityLakeMetastoreManager

Amazon Security Lake [&. AWS Lambda B ZFERAL TTF—ZFL A1 VRO AXRTF—R2EEL &
T, cOBBEFERT ST, Security Lake ET7—REF—R T 7 4 )L 2 &L Amazon Simple
Storage Service (Amazon S3) /N\—F 4 < 3 > % AWS Glue Data Catalog T—7)LIZA > T Y U RHE
HMTEEXRT, cOBEBRI—IZWE, Lambda BEA SSN—F 123 &F—R2T74)L% AWS
Glue T—7IWICAVTFYIRTDEDDIXNTOT IV EARFANEENTVET,

AT A O 54
CORIYD—=IZE, ATOFAFrE8ENTVET,

« logs-7"U>ZNIL# Lambda 8%k ® i 51 Amazon CloudWatch Logs ICOJ B TE D LS
ICLET,

« glue - 7> )N)LA AWS Glue Data Catalog T— 7 )LICH U THENEEIAK TV a v &E
TTEBDELSICLET, ChIZ&LY, AWSGlue 7O0—Z—RBF—2HRO/N—FT 1> 3> z&El
TRDEETEERT,

« sqs-7U2I NI Amazon SQS F1—ICH U THRENDHEAM B RVEERAKT VI %
EEL, F—ALAITATI IO M ENEEREFE AL E ARy NBAERETE D&
SICULET,

« S3-TVIINIHFTF—2%ZEEL Amazon S NT Y NZR U TREDHEHEY) B RVEEIAHKT
72320 %RITTEDLIICLET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowWritelLambdalogs",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": [
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"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowGlueManage",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",

"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"

1,

"Resource": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
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}
.
{
"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

AWS Y x—2 RR1J< — : AmazonSecurityLakePermissionsBoundary

Amazon Security Lake l&. H—RN—F 1 —ODHAZLY —ANTF—RLAVICTF—2E2EEIAD
EHOIAMO—-LE, H—=RN=—TFTA—OHARABLYTRAIVZAN—HDNF—ELAIOIST—2%
FEHTRH0O Word O—ILZEERL, ChsOO—IILEERTDIEZEICCORD—EERALTT
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TEAHADRAZERLET. CORVI—ZHEATZILDHIC, BERNRTIZLEN BTV
2AVRBVEREA, T—RLAIFHAZI—NZ—TI RAWSKMS F—THESHKETNTVSE

4. kms:DecryptB LU 72Ut Akms:GenerateDataKeyFFaI A BME hET,

"Version":
"Statement

{

"Sid": "AllowActionsForSecuritylLake",

"Effec

"2012-10-17",
Il: [

t": "Allow",

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"kms
"kms

"sqgs:
sgs:
"sqgs:
sgs:
"sqgs:
sgs:
"sqgs:

1,
"Resou
},
{

"Sid": "DenyActionsForSecuritylLake",

"Effec
"NotAc
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"kms
"kms
"sqgs

"sqgs:ChangeMessageVisibility",

GetObject",
GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",
GetBucketLocation",
:Decrypt",
:GenerateDataKey",
ReceiveMessage",

DeleteMessage",
GetQueueUrl",
SendMessage",
GetQueueAttributes",
ListQueues"

Icell: nmen

t": "Deny",

tion": [
GetObject",
GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",
GetBucketLocation",
:Decrypt",
:GenerateDataKey",
:ReceiveMessage",

ChangeMessageVisibility",
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sqgs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes",
"sgs:ListQueues"

1,

"Resource": "*"

"Sid": "DenyActionsNotOnSecuritylakeBucket",

"Effect": "Deny",

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation"

1,

"NotResource": [
"arn:aws:s3:::aws-security-data-lake*"

"Sid": "DenyActionsNotOnSecuritylakeSQS",

"Effect": "Deny",

"Action": [
"sgs:ReceiveMessage",
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sgs:ListQueues"”

1,

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

"Sid": "DenyActionsNotOnSecuritylLakeKMSS3SQS",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
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"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*,.amazonaws.com",
"sqgs.*.amazonaws.com"

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
},
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"
]
}
}

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3SQS",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"
1,

"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqgs:arn": [
"arn:aws:sqs:*:*:AmazonSecuritylake*"
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AWS Y &x— RR1J < — : AmazonSecurityLakeAdministrator

7 70> KT Amazon Security Lake ZBMIZT D FIIC, 77U NILIC
AmazonSecuritylLakeAdministrator RUZ—ZT7RYFTEERT, CORUZ—IC&KY, TV
> INILA Security Lake DIXTDT I AVICEEILT I RATRENFAEnD, BEEEF
AN EEhET, TOHE, 77U /VLIE Security Lake [CA > R—F 14> 5 L., Security Lake T
V—REBTRAUVSAN—%2BRETEET,

MR —IZl&E, Security Lake B & A" Security Lake ZBLU TH O AWS H—E RICX L TETT
TERTUVAVHFEENTLVET,

Z MAmazonSecuritylakeAdministrator/R) > —&, Amazon S3 VORA)—3 > L7
T3 nOE®R, TOHLLWF—EN—TFT123208R, HAZLY—AIZEMEhET—2Z
IZXF % Glue 7O0—F DERT AWS Glue, RERHFLWVWF—RXOHTTPS IV RRA NG TRY
FAN—\NOBHZITS I Security Lake FREBEE TR I1—FT 1 UT1O—-ILOEKZTR—bK
LTVWEEBA, chsnO—)Lik. "Amazon Security Lake OB %1 THEATNTWVWBKSIC
ERCHERTEETD,

AmazonSecuritylLakeAdministrator BRI > —ICHNX T, Security Lake ([ClE 7> R—F 1
VOB RUBREREED - Dlakeformation: PutDatalakeSettings 7 VL AF AN BETT,
PutDatalLakeSettingsTlk, AV MADOITXNTDO!)—> 3> D Lake Formation J Y —ADE
BEELTIAM U NLZRETEER T, cOO—)LICIE iam:CreateRole permission &
AmazonSecuritylLakeAdministrator ®RUS —AFHREETAhTVRIRENF HYET,

Lake Formation B2 & & Lake Formation AV —I)LAD T I T VA EZHS. YT —XH
EET IV LAERZHMETE ET, Security Lake Ik, Security Lake ZBMIZCTD 7V I NILE
AmazonSecuritylLakeMetaStoreManager O—J)L (F1-RFkZDOMOIEEE h=O—)L) Z Lake
Formation BEBEE L TEVWETET, chicky), BEBERFT—TLOER. T—7TILAF—TOD
B, HLOUN—FT 123> 0FF, 7—7IINICHTRHEROBREZTOIEN TEET, Security
Lake BB EI—HY—FLEREO-IILORII—ICE, XOT OV ELAHFUNEZEOILEN HYET,

{
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
]
}
T O AFFAI O

CORIVD—IZE, ATOT I EAFANEENTVET,

« securitylake - §XT D Security Lake 7 V> AVADRLEBT OV ERZT) 2 NLIZEFAL
£7,

« organizations - 71> /V)LA" AWS Organizations 2 SHEBAOT HU > NIE T2 1EHRZ
MBTEREDICLET, PTHU R HABICEL TVWSRHE, ChSOFFHIFE. Security Lake
A=A TAHAIVRBETHI N ESZERTITDEZFTFALET,

« iam-7"U > /N)LA Security Lake, . AWS Lake Formation& KT* OH—EAZBRMICT D 1=
HIZHERZ AT Y 7 &L T Amazon EventBridge, H—ERICD > V&EnO— I ZERTED K
SICLET, T, YTRIZAN—O-ILEAAZLY—AO=ILOR) > —2ERB RTHE
TEET, chsOO—)LD#PRIF. AmazonSecuritylLakePermissionsBoundary 7R < —
THUENTVREDICREENET,

« ram- 7122 /)N)LA" Security Lake Y —AANDH T AU S5 4 )N—IZ& % Lake Formation T'J 7
VEAZRETEDLSICLET,

e s3— U2 )N)LH Security Lake NT Y RZERBLVEEL., ThSONTY NORBZETH:
D EZFATLET,

« lambda —AWS V—RBELIVOAV—a> L7 r—>a & llr—7IN—FT14>3a %
E# Lambda AWS Glue 2 EHICERATE 27V NIILNBEBTEDLSICLET,
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glue — 77U )N)LA Security Lake DTF—ZR—AET—T L ZERBLUVEBTED KRS IC
LET,

lakeformation— 7"l 22 /N)L# Security Lake —7 JL® Lake Formation 7 U 2 AFF Al &2 B
TEALSICLET,

events — 7' 2 /)N)LA Security Lake YV —ARADHF L WF—REH TRV SAN—ICBHTS
EHDII—IIEEBTEDELSICLET,

sqs — Security Lake Y —ADHFLWVWF—REHTRAIVSAN—ICBHITI LHICERAEND
Amazon SQS F 1 —ZERBLVCBEE TR 2T NIICEHETLET,

kms — 7°U > )NILA Security Lake ICEERBEEBF—Z2 AL TTF—XE2EZATLEHOTIEA
EENETERZ&LSICLET,

secretsmanager - 77U /N)LA, HTTPS I RARA > M &AL T Security Lake ¥ —ADF
LWF—2Z2HTRI9SAN—ICEBANTELEDICERATIS—ILYNEBERBTEDELDICILE
CB

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"

]I

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",
"Effect": "Allow",
"Action": [
"glue:CreateCrawler",
"glue:StopCrawlerSchedule",
"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
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"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

"Sid": "AllowManagingSecuritylakeS3Buckets",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:PutBucketVersioning",
"s3:PutReplicationConfiguration",
"s3:PutLifecycleConfiguration",
"s3:ListBucket",
"s3:PutObject",
"s3:GetBucketNotification"

1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",

"Condition": {
"ForAnyValue:StringEquals": {

com

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaCreateFunction",
"Effect": "Allow",
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"Action": [
"lambda:CreateFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaAddPermission",

"Effect": "Allow",

"Action": [

"lambda:AddPermission"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"

"Sid": "AllowGlueActions",

"Effect": "Allow",

"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
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"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"

1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [
"arn:aws:events:*:*:rule/AmazonSecuritylLake*",
"arn:aws:events:*:*:rule/SecuritylLake*",

1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowSQSActions",

"Effect": "Allow",

"Action": [
"sqgs:CreateQueue",
"sqgs:SetQueueAttributes",
"sqs:GetQueueURL",

arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",
"arn:aws:events:*:*:connection/AmazonSecuritylake*"
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"sqgs:AddPermission",
"sqs:GetQueueAttributes"”,
"sgs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

}

I

{
"Sid": "AllowKmsCmkGrantForSecuritylLake",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
3,
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
},

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

}
},
{

"Sid": "AllowEnablingQueryBasedSubscribers",

"Effect": "Allow",

"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"

1,

"Resource": "*",

"Condition": {
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"StringLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:UpdateResourceShare",
"ram:GetResourceShares",
"ram:DisassociateResourceShare",
ram:DeleteResourceShare"

iF

"Resource": "*",

"Condition": {
"StringlLike": {

"ram:ResourceShareName": "LakeFormation*"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowConfiguringCredentialsForSubscriberNotification",

"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:events!connection/
AmazonSecuritylake-*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",
"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaAzrn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
I
"StringlLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",

"Condition": {
"StringEquals": {

"iam:PassedToService": "s3.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
},
{
"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
.
{
"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "glue.amazonaws.com"
I
"StringLike": {

"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
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},
{
"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForSubscriberNotificationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"

"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"

1,
"StringlLike": {

"jam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"

iy
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"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowOnboardingToSecuritylakeDependencies",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AWSServiceRoleForSecuritylLake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/
AWSServiceRoleForAmazonEventBridgeApiDestinations"
1,
"Condition": {
"StringlLike": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:PutRolePolicy",

"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {

"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylakePermissionsBoundary"
3,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
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}
iy
{

"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [

"iam:PutRolePolicy",

"iam:GetRolePolicy"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowIAMActionsByResource",
"Effect": "Allow",
"Action": [

"iam:ListRolePolicies",

"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "S3ReadAccessToSecuritylakes",
"Effect": "Allow",
"Action": [

"s3:Get*",
"s3:List*"
1,
"Resource": "arn:aws:s3:::aws-security-data-lake-*"
},
{

"Sid": "S3ReadAccessToSecuritylakeMetastoreObject",
"Effect": "Allow",
"Action": [
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"s3:GetObject",
"s3:GetObjectVersion"
1,
"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"
},
{

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [{

"Sid": "OrganizationsPolicies",
"Effect": "Allow",
"Action": [

"organizations:ListAccounts",
"organizations:DescribeOrganization"

1,

"Resource": [

i n

]

"Sid": "DescribeOrgAccounts",
"Effect": "Allow",
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lake/*"

"Action": [
"organizations:DescribeAccount"

1,

"Resource": [
"arn:aws:organizations::*:account/o-*/*"

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

1,

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-

"Sid": "AllowlListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

]I

"Resource": "*"

"Sid": "DescribeAnyVpc",
"Effect": "Allow",
"Action": [

"ec2:DescribeVpcs"
1,

"Resource": "*"

"Sid": "ListDelegatedAdmins",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {
"StringEquals": {
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"organizations:ServicePrincipal": "securitylake.amazonaws.com"

"Sid": "AllowWaflLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

"Sid": "AllowPutlLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"wafv2:LogDestinationResource": "arn
security-lake-*"
}
}
I
{
"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [
"wafv2:ListWebACLs"
1,
"Resource": "*"
I
{

"Sid": "LogDelivery",

:aws:s3:::aws-waf-logs-
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"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"wafv2.amazonaws.com"

]

AMI>TAT4 (A—%—, =7, O—-IBE)FF—ERCUYIEhizO0—-)LZEHK.
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Security Lake DH—E AU > 70— OERK
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AV oEhizO-IYrEBNICERENET,
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L. AwSServiceRoleForSecuritylLake AL TWVWBD VY —RAZHIRTIHBENF HYET,

(@ Note

)Y —AZHIBRL &S & 95 & EIZ Security Lake A" AWSServiceRoleForSecuritylake
O—)ZERALTVREE, HIREEARTHDAEEF HYET, KBLEEBESE. BoF-o
ThSBEEZBHAITLTSEZL,

AwWSServiceRoleForSecuritylLakeb—EAU IO ZHIBRL 24, BERTILEN D
3BAlk. A NT Security Lake ZBMICT R LT, O—ILZBERTDIENTESE

9. Security Lake ZBER TS &, Security Lake i&, I—H—ndbIcH—ERV 20— 2EB
ERLET,

Security Lake Y—ERAICU V& hni0O0—)L AWS U—2 3> THR—K

Security Lake (&, Security Lake AWS U—> 3> NFRIAAEEZITXTO

T. AWSServiceRoleForSecuritylLake—ERICD > I&chicO—I)OFEAZHR—NLE
¥, Security Lake A"BRERA IR 23O ANIDWTIE, TSecurity Lake V=3 &
TVRRA by ZZRLUTLSEED,
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Security Lake [&., EVWSFERIOH—EARAICU V& hizO—
JLAWSServiceRoleForSecuritylakeResourceManagementZ AL T, ##t#:
NBEEZRVTENT =X 2ADRALEEZERITTDESD, LAT—EJANE
HICEEY, COY—ERU>V0O0—-)LiE, O—IIL%Z5/E%7% LT resource-
management.securitylake.amazonaws.com H—EAZEFEHELFT, &
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Formation NOF7 VAN FAEh, EF1UT1 2RI TDEHIC. IXTOU—23>T
Security Lake "E¥E 9% S3 /AT Y N % Lake Formation I[Z BB ICEHRL £,

O—LOT7I0LAFARIS—F, EVSEFOAWS EEBRI)—TH
V)SecuritylLakeResourceManagementServiceRolePolicy, F—ZXL A TVAHADXRT—2AZ
NEBAR L, Security Lake ICK > THERENIEVY —REEEBITDEHOOT IV AEZHFALE

9. Amazon Security Lake AWS QBRI > —OFMIZ DOV TIE, AWS "Amazon Security Lake
NEBRI—, 2ZRLTLEEL,
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CcOY—ERICUVEnizO—)LICKV), Security Lake (&, Security Lake IC&KR>TTF7AHV b
CF7’O4chi)Y—X(S3NT Y M, AWS Glue T—7J)L. Amazon SQS #F 1 —, Metastore
Manager (MSM) Lambda B8%k, & &0 EventBridge )L—J)L) DAL RZE_ZR) I TEE

9. Security Lake A DH—ERICU > IENLEO—I)ITEITERZARL—2 32 0F&ERICK
LET,

« Apachelceberg NZ_7IARNT7Z7AIINDEMCKY), JTVDONT7#—X AN ELEL, Lambda
MSMOAEBEBE JARNFHIBENET,

« Amazon DIREEZTFE_-XR1>JSQSL T, BV IAHADEEZRHELE T,

c ABRF—BTTFANERATBESHIC, FORU—T3VF—RLTUT—2 32 288U E
¥,

(® Note

AWSServiceRoleForSecuritylakeResourceManagement Y—EAICU V& hiz0O—
ILEAARN=ILLEWVIESE., Security Lake (&5l Z #E BEEL £ T A", Security Lake 2" 7
HIOVRNADODY —RZEZRVIBRPREILTED RS, COY—ERICDIE
hiO—lzBANhd e z@m<BEOHLET,

T U2 ARTA O

TOO-LE, ROTIEAHFARIS —TRETILENHYET,

« events - U I NINOTY—REOQTHT RIS A4 N—IC 4B EventBridge L—ILZEE
TEALSICLET,

« lambda -AWS V—ARBEELIVAOARA) =23 L7 U5—23 2% AWS Glue T—7 JL/N—
TAAVEEHITDLEODICEAEND Lambda DEBE TV NILICHEFATLET,

e glue-7"U>Z/N)LH AWS Glue Data Catalog T— 7 ILICKH L THENDEZ ATV ava=x
TTEBELSICLET, chllkY), AWSGlue VO—Z R TF—XAON—T 1> 3> &HBEIT
& . Security Lake |& Apache Iceberg 7—7 JL® Apache Iceberg XX TF—R2 BB TEE T,

« S3-TUVINIIY, OUF—RE Glue T—7 I XRF—R%EEE Security Lake /N7 ¥ NCH
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c sqs—-TUINIE, F=RLAVTAT IR EBMELREFENLEZ AR NEA
ZZ(TEHS Amazon SQSF 1 —ICR LU THENHEAINY) BRVEZTEAAXRT V3 BETTED

EDICLET,
« lakeformation- 7" >3 /N)LA Lake Formation DEREZFHHE > T, REZIAEZEZXRU Y
TJTEDEDICLET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadEventBridgeRules",
"Effect": "Allow",
"Action": [
"events:ListRules"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylakeEventRules",
"Effect": "Allow",
"Action": [

"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/AmazonSecuritylLake-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakelLambdaConfigurations",
"Effect": "Allow",
"Action": [
"lambda:GetEventSourceMapping",
"lambda:GetFunction",
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"lambda:PutFunctionConcurrency",
"lambda:GetProvisionedConcurrencyConfig",
"lambda:GetFunctionConcurrency",
"lambda:GetRuntimeManagementConfig",
"lambda:PutProvisionedConcurrencyConfig",
"lambda:PublishVersion",
"lambda:DeleteFunctionConcurrency",
"lambda:DeleteEventSourceMapping",
"lambda:GetAlias",
"lambda:GetPolicy",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration"

1,

"Resource": [

"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",

"arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

iF
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowListLambdaEventSourceMappings",
"Effect": "Allow",
"Action": [

"lambda:ListEventSourceMappings"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowUpdatelLambdaEventSourceMapping",
"Effect": "Allow",
"Action": [
"lambda:UpdateEventSourceMapping"
1,
"Resource": "*",
"Condition": {
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"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
},
"StringLike": {
"lambda:FunctionArn":
"arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

"Sid": "AllowUpdateLambdaConfigs",
"Effect": "Allow",
"Action": [

"lambda:UpdateFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeGlueResources",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable",
"glue:GetDatabase"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
iy
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{

"Sid": "AllowDatalLakeConfigurationManagement",

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObjectAttributes"”,
"s3:GetBucketNotification",
"s3:PutBucketNotification",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetEncryptionConfiguration",
"s3:GetReplicationConfiguration”

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCompactionAndManagement",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:DeleteObject",
"s3:RestoreObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ReadSecuritylakelLambdalLogs",
"Effect": "Allow",
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"Action": [
"logs:DescribelogStreams",
"logs:StartQuery",
"logs:GetLogEvents",
"logs:GetQueryResults",
"logs:GetLogRecord"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLakeMetastoreManager-*-*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "ManageSecuritylLakeSQSQueue",
"Effect": "Allow",
"Action": [
"sqs:StartMessageMoveTask",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqs:ListDeadLetterSourceQueues",
"sqgs:ChangeMessageVisibility",
"sqs:ListMessageMoveTasks",
"sqs:ReceiveMessage",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sqs:SetQueueAttributes"”
1,
"Resource": [
"arn:aws:sqs:*:*:SecuritylLake_*",
"arn:aws:sqs:*:*:AmazonSecuritylLakeManager-*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowDatalLakeManagement",
"Effect": "Allow",
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"Action": [
"lakeformation:GetDatalakeSettings",
"lakeformation:ListPermissions"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

AMI>FA4T574 (A—H—, JI—7, O=IBE)FY—ERICUoEniO0-)L&2EK.
fRE. HIRTEDXRDIZLTDICWE, PUORRERZRETIHEN HVET, FHMAICOVTE, T
IAMI1—H—HA R, O "H—ERAIC) 0N cO—)ILOT O AHFT, 2SRBLTLKEESL,

Security Lake DH—E AU > O—-IILOEK

Security Lake AWSServiceRoleForSecuritylLakeResourceManagement®H—ERAICU U &
ni=O—J)Li&. Security Lake IV =& lE ZFERAL TEKTEET AWS CLl,

H—EBERACVOchO0-)IZEKXTHICE. IAMI—F—FKLZRKIAMO—=ILIZXROT VAR
AZR5T2HXENHV)ET, IAMO—)LIE, Security Lake A" BMNEITXNTND!)— 3> T Lake
Formation EEBETH B LEN BV ET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylLakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:ListResources",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions"

1,

"Resource": "*"

I
{
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"Sid": "AllowIamActionsViaSecuritylLakeConsole",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole",
"iam:GetPolicyVersion",
"iam:GetRole",

iam:PutRolePolicy"
1,

"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-

management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylakeResourceManagement",

"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",

arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",

"arn:*:iam::aws:policy/service-role/AmazonSecuritylakeMetastoreManager",

arn:*:iam::aws:policy/aws-service-role/
SecuritylLakeResourceManagementServiceRolePolicy"
1,
"Condition": {
"StringLikeIfExists": {

"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"

]
}
}
},
{
"Sid": "AllowGlueActionsViaConsole",
"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetTables"
1,
"Resource": [
"arn:*:glue:*:*:catalog",
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_lake_glue_db*/*"
]
}
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Console

1. T Security Lake 12V — )L &R & & 9 hitps://console.aws.amazon.com/securitylake/o

2. BER—JOBBN—TH—ERACUVVEcnizO0-ILZBMCTEZ0UYILT, #HL
WH—BERICVIZnO0-IILZ2Z2FANETT,

H—ERACVVEhO0-)Z2BMCITSE, Security Lake ZFRFEATRHICD7 Ot
AZRVVIBTVERFRHYEHE A,

CLI

AWSServiceRoleForSecuritylLakeResourceManagement Y—ERARICU V& hizO—-I)%
AV ALATHERTSICE. ROCLIOAN Y REFERALET,

$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

ZfEA L TAWSServiceRoleForSecuritylLakeResourceManagementt—EAICU > TJ&Eh
EO—)ZEKT 254 AWS CLI, Security Lake Glue F—ZR—ZALOITXTOT—TILIC
Lake Formation 7—7JLL XILOTF ¥ = AT (ALTER, DESCRIBE) Z45L T, 7—7 /L X
BTF—REBEL, T—RITIVEATIHXENHYVET, WThHAOU—2320 Glue T—
7L LLET O Security Lake LA S S3NT Y KESRIT2BARK., Y—ERICU V& hik
O—JLA® DATA_LOCATION_ACCESS 7Vt A& A% —BMI(C AT L T, Security Lake A Z
DRRZBETEDRSICTIHLEN HVNET,

F /=, Lake Formation O F7 VL AFAZTHI > b
MDAWSServiceRoleForSecuritylLakeResourceManagementY—EARICU & hizO—)L
CNET2HVENFHVET,

TOBlE. EBEEhEU—3a>ob—BERICU Y2 ni=0—)LIC Lake Formation 35 1] % 4+
E425%x%#RLTVET, COHlE Linux, macOS, £EEFE Unix AIC7#—IY hEhTH
V), AR TEEQLEEDILEHICNYIAT Y1 () DITHEXFEFEALTVERET,

$ aws lakeformation grant-permissions --region {region} --principal
DataLakePrincipalldentifier={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \
--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName":
"amazon_security_lake_glue_db_{region}", "TableWildcard": {} } }'
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ROBIE, O—ILAEDLSICARNRREND DN EZRLTVET, U—TJ3IVARNIZEDET
O—I)ZmETIHENHVET,

"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-
role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

CreateServiceLinkedRole APl FO'HH L ZER T2 EETEEXRT,
J)OTANT, %& AWSServiceName& U THEEL 9 resource-
management.securitylake.amazonaws.com.

AWSServiceRoleForSecuritylakeResourceManagement O—JLZEBMICL =&, BELIC
AWS KMS AR Y—T % —J K¥— (CMK) £EAL TV BEE. CMKAFETZU—I3>
DSINTY MIEB{tENEATD IV NE AWS BERACIEEY—ERICUY V& hizO-)
ICEFAT2HENHYVET, AWSKMS OV —I)L T, CMKAEFETSD AWS U—23 > DO KMS
F—ICRDR)D—ZEBMLET, KMS F—RUZ—OZEEFEOFHFMIZOWVWTE., " AWS Key
Management Service ZRXAY/N—HA R O " OF =R — AWSKMSy ZZHBL T EEL,

"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylLakeResourceManagement"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
1,
"StringLike": {
"kms:ViaService": "s3.[region].amazonaws.com"
}

iy
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Security Lake @ T OH—EAU > VO OimE

Security Lake Tl&., AWSServiceRoleForSecuritylLakeResourceManagement —EAU >
A—I)OmEFFITENTVERRA, Y—EAVIVO-LZERTRE, Z<OITATAIC
EO2TO—INSRBRENDAREMN HD 1O, O—IILBZEEITD LR TEEREA, EEL. IAM
ZEALEO-IIOBRAOHFEERFETET T, FHICOVTE., "TIAMI—HY—FHA R, 0 "H—E
AV O0ZhiEO-)L0OfEE) 22RBLTEEV,

Security Lake @ (FOH—E XU > 20— )L OHIER

H—E R O0O—)L% Security Lake M SHIBRT DLk TEEEA, KDYIC, 1AMV Y —
., . APIEEIE ASH—EBERICU V9 hEO—I)LZHIBRTEEXET AWS CLI, FHHICDWVWTIE,
TIAMA—H—HA R, @ "TH—ERCVIch O OHIEKR, 25RLTEEL,

H—ERAUoO—-)ZHIBRTDEIC, ETO-INICTITAT B2y arFE\C & 2ER
L. AwWSServiceRoleForSecuritylLakeResourceManagement A"EAL TV Y —A & HIBR
TRIRBENFHYVET,

® Note

)Y —AZHIBRL &S & 9B & ZIZ Security Lake A
AWSServiceRoleForSecuritylLakeResourceManagement O—/)LZFERAL TW3FE,
HIBRE XK THAREMN B ET, REMLEBEE. BOE > THSBEZBHITLTLKE
=L\,

AWSServiceRoleForSecuritylakeResourceManagementt—E AU I O—)LZHIBRL &
W, BERTIVLENHDBEE. 7HJ NT Security Lake ZEMICT R & T, O—IILZHBE
RITBDENTEET, Security Lake ZBIEK TS &. Security Lake l&., 1—H—DiHlcH—E
AV>oO—-)IzBERLET,

Security Lake Y—EAICU V& nz0—)L AWS U—2 3> THR—K

Security Lake &. Security Lake AWS U—> 3> AFIATEERITNTO

T. AwWSServiceRoleForSecuritylLakeResourceManagementY—EARAICU I hiz0O—

LNOERAZHR—BNUET, Security Lake A BREFATELR) -3 OU ARNIDOWVWTE,
MSecurity Lake =23 ETV RARA U by ZZRUTLKEZ L,
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Amazon Security Lake ([C & (T2 F— X {RE

Amazon Security Lake TOTF—XREICIE., AWS OEFHEEFI/ILABHAEAET, COEFIL

THEATNTVBRSIC, AWSEINXNTO ZRITIHTA—NILA 2V TSARNRSIOF v Z2RET

PEEANFHBYVETAWS VSTV R, I—H—R, COAVTZANTZIFYTHRANENZ VT
VICHITIEBZHBIDEIN BYVET, £k, FATS "TAWSOH—ERX; OEF21UFT41

RELEBRARVEI—HY—OEFEBYET, T—RTTAN—OFMIOVTRF, "F—X&
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Architected Frameworky @ "Infrastructure Protectiony ZZ 8B L TS &L\,

A AWS N U EZAPIRDH L ZFEAL T, XY MO —U#H T Security Lake IC 7 VAL ET,
VAT NIUTZYR—RNTBIHBENHYET:

« Transport Layer Security (TLS ) o 1TLS2 A"HET, 1.3TLS Z2HESH LTI,

+ (Ephemeral Diffie-HellmanPFS) X> DHE (Elliptic Curve Ephemeral Diffie-Hellman) %% £ D 5T £ 815
WEM ECDHE () ZfA S AM— b chSOE—REE, Java7 UABABE, FEAEDRH
SATALATHR—RENTVET,

T8I, DOIARNE, PFORBARF—IDETUVIAMI NIILICEERGShEE—OLYRNTO1
AF—ZFERALTERBITBDHEN HVET, k., AWS Security Token Service (AWS STS) Z &
ALT, —HEF1 )T (RABREERL, VITANIBEITBELEETERT,
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Security Lake T D& & A5 14 D 2 47

BRI ITEERF., AWS EHXEROBTHEETINZERETY, FHAICOVTE, AWS EEHE
EFINZEZZRLTSEE,

Amazon Security LakeDEZX ) >

Security Lake (&, 1—%—, A=), £LEBIO AWS OH—E X IZ& 2 T Security Lake T3
TENETOAVORBRERMTIZ Y —EATH S AWS CloudTrall EEEENET., <hll
l&. Security Lake AV —=IHhS5DOT U< 3> &, Security Lake APl ARL—>3>oAn70775
LIZKDHUHULHFEENE T, CloudTraill IC&k 2 TREEThEEREFATZE, EOUIIA
N A" Security Lake ICR L TITbhizhAZ¥HMTEEXRT, VUVITARIEWL, UOITANBE, U
DIARNTDOIP 7 RLA, ERE. TOMOFMEBEBTEER T, FHICOVTR, "TZFEALL
Security Lake APIFO'H L @ O 7528k CloudTraily 28R L T<EE W,

Security Lake & Amazon CloudWatch F#EEE N TV =&, Security Lake AYRETHOTICD
WTXRNUOAZRE, KR, D TEET, Security Lake F—ZL 4 2 ® CloudWatch X k1)
VAXBEHHICIEE N, 1 ZERT CloudWatch IC7'Y > 1& & T, Security Lake X K9
ADEEDOLEWMEISELEBEIC., BANEEENDELDS, PTI—AZRETSELEETEFE
T, Security Lake A" CloudWatch ICEE TR I X TOXRNUIADOUARNIOVTR, "TEF2 U
TALAODDARNIDRETAX 232 ZBRBLTLSEE L,

Amazon Security Lake @ CloudWatch X k1) 2 A

Amazon CloudWatch Z{£/H L T Security Lake ZE5#RT& £9, Amazon CloudWatch 4 7—X%&

BOUEL, %h%L&WUTﬁkﬁﬁU7k94A®XhU?ZLLEbi?O;hbw%ﬁu

15N ARREEINDEH. BEBERICTIVELALT, F—R LATVAOT—RZERVERIZIEET

éi?oif BEODLEWMEZEZZVITBDT 55— AE“*L LEWMBICELEEZICEA
BEELEYTO3IVERITLUEYTEERT,

N =R

s EXFIAUTALATVDXRNDDRAETFAX 23y

« Security Lake ® CloudWatch X K1) 7 AD &R

s EXIVFTALAOVXKNITAD CloudWatch 77 —L4L®D

ﬂlll
Fit
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EFIVFTFALAVDXRNIDARETFAX>aY

AWS/SecuritylLake BRIZEICIE, XKOXRNUIANEENET,

XRNUOR B

ProcessedSize F—R LAOICREREE N, 4T 17
HBR—REhTVE AWS OH—ERA AS50D
7__“—90350
B NA B

Security Lake X RU VA TRUTOF A X2 a A FATETT,

FAXDTIY B4

Account BEDAWS 7HDU N O Processed
Size XRMNUDR, COFA4 X3
(&, CloudWatch T Per-Account Source
Version Metrics ZRTRTBDEEICOIKE

BAT&EXY,

Region BEDAWS IJ—2 3> DProcessedSize X
NJO R,

Source BEDAWSOT Y —AMProcessedSize X
NDD R,

SourceVersion BEON—3OAWSOTY —AD

ProcessedSize XKNU TR,

BHED AWS 7HD 2 K (Per-Account Source Version Metrics) RIzRFHEBAOIXNTOT
A2 b (Per-Source Version Metrics) DXKUORAZRRTEXT,
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Security Lake @ CloudWatch X K1) 2 ZA® &R

Security Lake ® X M) 2 Ak, CloudWatch 3>V —)JL, CloudWatch #BOAX > RTA (>
R—7IAA(CL)ZFEATBA. CloudWatch APl ZERALT/OYSATERTEES, CFE
NFHEEZBIRL, FIEICHE> T Security Lake X RV RAICFTVEALET,

CloudWatch console

1. CloudWatch 2V —JL (https://console.aws.amazon.com/cloudwatch/) ZB & £ 9,

2. FTET—23URA2T, [Metrics](X k)2 R), [All metrics] (TNTDHOX KNI TR) ZER
LET,

3. 759X, 7T MSecurity Lakes ZiBIRL E7,

4. [THIVKRZEDY—AN=II3IVXRNI IR TER [V-AN=232ZEDARNITA
Al ZERLKXT,

5. XRNUIVRAZERL THMZRRLET., o, UTZRITIBZEETERT,

c ANVDOAZAUXNEZDIZK, JIRHLZHEALET,
c XNVUORZTZT7RTRIDICE. XNUODRABZEBRL, JZT7RRAT a2 &ER

LET,
c XNUIJDATT714INERTBICE. XMUITAOBEZEIRL . [Add to search] ZZEIRL &
£
CloudWatch API

CloudWatch AP1Z £ L T Security Lake X NU D RICT VAT BIC
&, GetMetricStatistics 7V av&FERHLET,

AWS CLI

AWSCLI ZFERALT XNV DAICT VAT SBICE, get-metric-statisticsAN R%Z
EITLET,

CloudWatch X NV AZFEALLEEZRX )T HFEOFMIZ DOV T, [Amazon CloudWatch
User Guide] (Amazon CloudWatch 11— —7 4 K) ®[Use Amazon CloudWatch Metrics] (Amazon
CloudWatch X RUJADER) 2B L TS EE L\,
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EFIV)FALAIKXARN)TAD CloudWatch 75 —LDEKE

CloudWatch Tlk, XKV OV AADLEWMEICEZELEELEEDTS—LRRETDEETEET,
& ZIE, ProcessedSize X RV IJRAAICT S—LZRELT, BEDY—ADLSOTF—IENEBE
DULEVMEZBALEEICEBNEZEZHDENTEEXT,

To—ALNREICETSEEHMIC DLV TIE, Amazon CloudWatch 1—%—7# 4 R® TUsing Amazon
CloudWatch Alarmy ZZ8B L T<EE ),
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% £ L %= Security Lake APIFED'HH L (0 O T 52 &%
CloudTrail

Amazon Security Lake (& AWS CloudTrail, Security Lake ® 1—%—, O—JL, ¥k o —E
ALK 2 TRTENET IV ERBRIDAWS H—ERATH D £FEAEchET, CloudTrail
l&. Security Lake ZA X MNELUTAPIFOHELET, FY¥ 7 F v EnFTHLICIE. Security
Lake AV =LA S5 OEVUHL &, Security Lake APIARL —> 3> A0 I— RBETHLULAEEN
£9, SEHFEERTBESE. Security Lake @ CloudTrail 41 Xy K% &, Amazon S3 /N7 Y RA
NDARY NOMGHNEEEZENICTZICENTEXRT, FIFERELEVEETE, CloudTrail
A= ILDARY NBETEHDAR N ERRTEXRT, L2 TREENIZBTHREEALT
CloudTrail, Security Lake ICXTBVIITAN, DJOITARNTOIP T RLA, UVITAKNE, UY
TANBEEEDFMZEITETEERT,

SR DWW TIE CloudTrail, ™ AWS CloudTrail 1—H'—4H4 Ry #28BL T EE L,

? Security Lake 1%k CloudTrail

CloudTrall 7HhHo > N ZERTD AWS THIU N &, & THEMICHEVY ET, Security Lake TF Y
TAETANRETDE, TOTIVT1ET 4 & CloudTrail 1 X NBEOfb) AWS H—E XA
RYNEEEBICARYPNIREBFENET, TREDARVNZRT, BR, XV O—RTEFT
AWS PHI ho BFMICOVWTR, "INV NEEZFEAL - CloudTrail A X b DRT ) 258
LTLEEL,

Security Lake DA RV REE AWS THI UM, OARY NOMENBZERERICOVTIE, SEfZHE
MU ET, SEPICKY) CloudTrail . EEEL = Amazon S3/NNT Y NICAR NEOYT7 7ML
LTEMETEXRT, F7FIINTE, AV TIAHFEERT D EEIC, AEFNFITXTO AWS
D=3V ICBAEhET, Sk, AWSN—FT 1423 2ROIXRTOI—23 D504 R~
ZOJICEEL, BELE Amazon SN Y MO 774 L EEBELE T, €52, CloudTrail
OJTCRNEENEARRNTF—RZREFHBICHHTL, ThIZESVWTITETAHELSIC, D AWS
H—ERERETEETT, fFHICOVTR., XRESBLTLSEE L

- B ZEERTD-HOBE
« CloudTrail A HR—KTDH—EAEHKE
« @ Amazon SNSEH M % E CloudTrail

« BHOU—23 2 AS50 CloudTrail A 77 A I DZEEEBRDOT HD > KA SO CloudTrail O
TJ774INDOZE
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Security Lake 792> 3 > IC&k > TOJICEH CloudTrail & fv, Security Lake APIY) 7 7 L 2 AlC
XELEhET, L&AE. UpdateDataLake, . 8 KT CreateSubscriber7 V> 3> ZzHY
H9 &ListLogSources, CloudTrail O 77 A IICI NUFERENET,

BARYNFEROTIVRNIICE, #PVIIARNZERLEAEVWSBHBAIBSENE T, 74T
TATARERIE, AT ZHETEIDOICRILERT,

e UOTARNIL—NEREEE#HRE AWS Identity and Access Management 1 —H —8RRHEHRN EE S
EEALTITDNLD,

s DOTANNO-LNFEFR7IFL—2321—H—0F720RZVEEF1 )T 1RiEHRZEEA
LTITbhihESH,

c DOTARNBIOD AWS H—ERIZK>TITDbhizAESH,

M DOV TIE, T CloudTrail userldentity 2%, #8BL T EE W,

Security Lake DO 7 7A)ILNI MJICDWVWT

CloudTrail O 7 7 A I)LIZIE. 1 2BRLEOOJ IV NUNFEENET, IRV NEEEDY—ANS

NDE—QUIIARNERL, VOIARNENET O3>, TO23a2>0RK, DOITARNNTX—
ABEICETIBEHRNIEENE T, CloudTral AT 7 7 AIIENT VY JAPIO—ILOIEFF TS
FARY O RNL—ATRBEVED, BEDIEFTERRIENETL A,

IRDFIE. Security Lake GetSubscriber7 2> 3> ® CloudTral A T MU ZRLTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {

iy
"attributes": {

"creationDate": "2023-05-30T13:27:197",

"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-05-30T17:29:17Z2",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"

}I

"responseElements": null,

"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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2Tk, BEDZ AT D Amazon Security Lake AWS UY=L, DY—RAEZE&RL TEIVHT
BLENTEDATIOIRILTYT, 2T, BHW., FiEE. RE. TOMOEELRE, XY
FBRFETIYV—RZHA, 28, EBEIDOICRIBEET, LA, RIZFERALT, RUD—
OEA, VY—AOXE, REQIAVTZAT 2 AEHRD—0 70— &Y R—KTBDVY—ADH
AZETSENTEERT,

HTRIOZAN—, BRTELODAWS THIVKN O OF—RLAIREEWD R A 7D Security
Lake VY —RAICRTZEV) S TR ENTEERTAWS U—23 2,

NeEY D

« RTFHTOERK

« IAMARVS—TORITDEA

« Amazon EF1UTALA VY —ANDRT DIEM

« Amazon Security Lake UV —AD R T ZwET S

« Amazon Security Lake ')V —2AN 5 0O X T 0 HIER

TG OEKR

JY—RAIZRE, BRS0BEDRTZEHDENTEERT, RTRTIAETIh, 1 DOBERTF—&
FA72320D1 O2ORTETREENTHY ., EES5EHBTHRAFIERLET, 2TF—E. &)

BN JEOATIVELTERT D —BNBEIRILTT, ZTER. 2TF—0RRBRFELT
BEEL XY,

e, SFEETERRE (VFIRTF—RAEA VT LIATF—2BOYTRAIZAN—1Y

N OtEFIVTATF—R2EDHITI2HTRISAN—%2BNTIEE. ThSOHYTAITA

IN—IZEnvironment 2T F—%E| )Y TR ENTEET, BEMNFITONEETERE., 5D

T—REIMTRIHTRAITA4/N—CloudDHBEE AWS OH—E R, thOHT AU 54 /\—0n-
PremisesM{FETT,

Amazon Security Lake VY —RAICZ T ZEEL TE HTBE, UTORICEELTSEZL,

« BDY—RALLRF. ZR0BDOERTZ_/ETEXT,
s DY—RAZEIL, BET F—RB—ETHIBEN DY), RTERF 1 2EFEDZENTERT,
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c RTDF—LETR. KXFENMNFHNFXBENRET, RTCANFEEATIEEOHBKERE
L. ZTOEBZEINTOVY—ALDE>T—EBLTRETDCEERARNTTIT1RELTH
BLET,

« BTF—FHBAK128UTF~8 XFETT, ZTEIFRAK256UTF~8 XFTT, XFICIE, XF. #
F,AR—A, FERES (_.:/=+-@) Z2FERATELXT,

caws: L7V VAR NFERATZEHICFHNENTVET AWS, ERXLEEDRTF—P XY
BICEFEATEERA, ESIC, COTLT7AVIREFERATDAIF—FHREREEELE
HIRCEERBA, cOTLT71VIOREBERTZZTIE. VI—ABEVVORTBDOY #—2 (50
@) ICEDIREhER A,

c BVETERTRE., TOXMABAWS TAHIU N TE, EWHTIEZAWS V=232 TOHKMEA
TEET,

- Security Lake ZFEAL TV YV —AICE T ZEIV)HT3HE. 2TEZRIEITDAWS U—>23>
@M Security Lake ICEERFENTVAUY—-RICOKBEBAHAENET, chs5ld. Security Lake
PO AWS OH—ERATHER, A, FLEHFTS, BEIHHR—N DY—-RIZFEA
TEhERA, LEARE., F—RLAOIEETZEN)ETIEEBE, RITBEEEhLZU—23 00
Security Lake AN T—RXL A VREICOABRAEIAET, OT R AR M TF—RHFREFEA TV
% Amazon Simple Storage Service (Amazon S3) N7 Y NMZFERAEhEFEt A, BENFTShE
)Y —AIZRZT%#Z|V)HTBIZIE, AWS Resource Groups £hld ZFEALTUY—AAWS O
H—ERX ZRELET, HlZIE. SAmazon S3S3 B ETT, BETIUY—RICET &2 YT
L, FEBLAVZYR—RNTBIVY—AZHRELR®I<KLYVET,

« DY—RAZHIKRIRDE, TOUY—ALLENHTSATVRRTEHIRENET,

TOMOFR, EM, RARNTZIVTARAIZOVTRK, TAWS UY—Z20R2I I I1—H—HA
Ry OAWS TOY—ADORITNFT) 25RBLTSEZ L,

/A Important

MEF— 20T DHROBETF— 25X T CRELBEVT EE W, R AWS DY —F
A, BEUZL D HMS5T UV EATEET AWS Billing and Cost Management, Zh 5 kw7
R ERTHCEEENELTOER A,

Security Lake VY —AND R T ZEBME RTEE T BICIE. Security Lake 1Y — )L E f= & Security
Lake ZfEHTZ X TAPI,
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IAM RS —TOXRTDOEH

)Y —AOZRTF T Z2RKBL S, AWS Identity and Access Management ( IAM) RS —T&R Y

R=ZADDVYIY—=ALRILOT IV ELAHFTEERTEET, cORDIZZTEFERAITDET, AD

EQ1—H—eO—NIVY—RZERBRPRIFHITBDZTIVEAFTAWS THI VN HFHB

M, EQI—HY—-EO-IIZRT 2L —BZICEN, wE. BIRTDTIEAFANHBIHZED
HAFIHTEET, FTICETVWTT7 IV EAZHBITSICE, IAMRUS —ORBERTHIBE
DEGEF—ZFEATEET,

EEAE, UY—A® Owner X TA—H—FNEEEThTVEHEES, 1—F—CITXTO
Amazon Security Lake JY —AAND 7N T 7t AZ2FATH RIS —2EHTEET,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}

BTENR—AICLTVY—ALRILTT IV EAFAZEEZLLBE. TOT 7 EAFATREEICR
MEhET, 2FY, VY—AFEREhDEISICVY-AORLHANEL, HILLUY—-RICX
TOERAZI<SICEBETERRSICANET, UY—ALRNILOT 7 AFAZEAL T, LWL
V—RAREBREOVY-AL, EQRTF—CEZRERNTINZHEIDLETERT, FMICD
WTE, IAM T - —HA R, O "2 FERALEAWS VY —ZANOT 7 ADFIH, 228U
TLEEV,

Amazon EF 1V FTAL AT JY—=ANDZRT DIEBN

Amazon Security Lake J Y —RIZX T &EBIMT S (ZIE, Security Lake 1>V — )L E 1= l& Security
Lake ZEATE X TAPL
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/A Important
DY —RAICRTZEMTRDE, VDIY—ANDT IV EAILEEEZEAD UMl HYET, U
V—AILRTZEMTBEIC, 2TZEALTIY—ANOT I AZHETAHAELEDSH
% AWS Identity and Access Management ( IAM) RS —ZREFRL T EE L,

Console

T Security Lake ZBMICT D AWS U= 3> p, YT AIOTAN—%EKTBEE. Security
Lake IV =)k, V=23 Fh@EHTRIZAN—DOF—RLAIBREEWVWSZT &)
V—AICEMTRLEOOATarFRAEEATVET, VDY—ARZERLES, AVVY—ILOD
ERCHE>TIUY—RICRTZEMLET,

Security Lake AV =)L ZFEAL T, BFEOVY—RAIZ1 2UREOZTZEMTBHICE. AT
ATYTIZRVET,

VY —AICRTZEMNT S

1. T Security Lake >V —)L % B & & 9 https://console.aws.amazon.com/securitylake/o
2. RTZEMTBDVY—ADZATICHRLUT, ROVThAZEITLET,

s F=BRLAUERER., TET—23asRAT[V—2a ] ZBRUET, RIC, TU—
Tayv,F=7IITcTU=23y ) #ERLET,

s YT RIOZAN—DOFEE., TETF—2aRADT[HTRAITAN—] ZBRLET,
RS, "RAVTRI9ZAN—1 T—=TINTHTAIOTAN—%BIRLET,

BTRAOZAN—DT—TILIRRENBZVEERF. R—ZOFLRBO AWS V-3
ELOZ—Z2FEALT, YT RAIVZAN—2ERL -3 ZBRUET, RICE,
BEQOV)—23a>VICBALTOHDOBRFEOY T RAIVSAN—DHENRRENET,
3. [WmE] ZEBRLET,
4. ROV E0232ZREALET, cOEIZIAVIZE, VDY—ARICHEEYHTShTVLS
IRXTCORITHF—BERRENET,
5. Inthe Tags section, choose Add new tag.
6. Key RYIRIZ, VY—ARICEMTBDETDRTF—2AHLET, RIZ. E]RY TR
2. FETF—ORTEZAHDLET,
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BRTFXF—ILERRK 128 XFEEHDENTEET, XTERIBRK256 XFEZZEHD N
TEET, XFICEF, XZF, BF. AR—A, FLERRORBSZFEATEET: _, :/=+-
@

7. DY—=RICHNRTZEBIMTSBICIE, [Add new tag] ZiBIRL ., BIOATY T &ZEVIEL &
T 120UV —AILIE, ZRRS0BEORTZEN) HTBENTEET,
8. ZAJmEMERETLES, R’fF 2BIRLET,

API

DY —A%ZERLT1O2UEOERT 27O LTEMTSICE. ERTDVY—ADZATIZ
WL Createl@fE2ERLET,

« TF—RL A UFRE - CreateDataLakeARL—> 3> ZFEHATSH, AWS Command Line
Interface ( AWS CLI) 2 L TW3H4E create-data-lake AN RZEERTLET,

« Subscriber — CreateSubscriberARL —>a>#EHT2H. ZFEHAL TLVSHEEE AWS CLI
create-subscriber AY > RZERITLE T,

DOTARNTIR, tagsN\FX—RZFEAL T, VY—ARICEMTRERTDRTF— (key) &F
72a>ORYJME (value) ZEEELE T, tags NTX—RWE, A7 IV NOEIZEEL F
FTo EATPIIONEIRITIF—ETNICBHETZIZITEEEELET,

BEOVY—RIC12REORTZEBMTSICIE. Security Lake ® TagResourceA XL — 3
VEERTBAPIA, EERAL TWSBERE tagresource X R AWS CLIZERTLET, UV
TARNT, 27%ZEMTS)Y—AD Amazon )Y —AZ—L (ARN) ZIEEEL £7, tags/\7
X—REFALT, BMIZERIDETF— (key) EFT> a2 NDRJME (value) ZIEL F
T, CreateBEX IV ROBELEKIC, tagsNTA—R@F AT MNOEH, 2FVE
BRIF—EZNICHETHIATEICA DOATSI VRN ERELE T,

BIZIE, XD AWSCLI OX > RiF, BEEhEYT RIS 4 /N—ICEnvironment X J {E% &
DCloudZ I F—ZEBMULET, COPIE Linux, macOS, £h@E Unix BIC7A—I Y hEh
THY, RARITEZEEESEZILEHICNYIARAT YD () DITHEXFZFEALTVET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud
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O—ROFEARATOESY) T,

- resource-arnlk, XTEZBMITEZI YT AUVT4/N\—ARND ZEELET,
« EnvironmentY 7 AUV TAN—ICEBMTBRIDEITF—TT,
e Cloud &, BEEN=RY F— (Environment) DR ITETT,

ROBITE, AR REYTRIZAN—ICEBOZT2EMLET,

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

tagsBIADBE AT T U N, keyvalueE DEIBOMEAN BETT, L. valued]
BOEBREREOXFHINETDENTEERT, XTEZXTF—ICEEMRTEVES, value 5l
BOEZBELBEVWTSEEV, LEAEFE., UTFTOONY RE, BEFGFSsShEZTEEZEETR
WownerXJF+—ZEMLET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

BINFTARL =23 AR T B L, Security Lake (FZE®D 200 HTTP L AR AERL £,
TNUADIZE, Security Lake l&. ARL—>23 KRB UELEBHZRT HTTP 4xx £ & 500
LARAZRLET,

Amazon Security Lake VY —ANDXRT ZimET

Amazon Security Lake VY —ANDRT (RTX—F WX JE) Z2#mET S (_I&. Security Lake I
Y — )L E 7=k Security Lake ZEFA TE £TAPL,
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/A Important

DY—ADRTZmETDE, VDIY—ANODT IV EAICEETHAREIr HYET, VY —
ADBTF—F R EZHFETDEIC., 2T Z2FEALTUY—ANOTFT IR ZHETHA
BEME D & D AWS Identity and Access Management ( IAM) RS —ZREFRL T EE L,

Console

Security Lake AV —=)LZFEALTIYV—AD R T ZHmETSICIE. UTOATY FICRVE

ER

VY—ADRTZ2mET DI

1.
2.

T Security Lake 2V — )L &R & & ¥ https://console.aws.amazon.com/securitylake/,
RTEHmETDVV—ADRATIZIEUT, ROVWThAOBREZTVET,

s F=RLAUERER., TET—23aRA4T[V—=—2a ] ZBRULET, &RIC, TU—
Tarv,F=7IlTcT)—=23a3>r ) #BRLET,

s YT RIZAN—DOFEE., TETF—23aRADT[HTRITAN—] ZBRLET,
R, "RAYTRIZAN—1 T—TINTHTAOTAN—%BIRLET,

BTRIOTGAN—DBT—TIICRRENBEVESGE. R—ZOFLEOANWS V-3
ELOB—%FALT, YT AISAN—BERLEV—2a 2 BRLET, RICE.
BEQ)—23aVICBALTOROBEOYTRITAN—DHINRRENET,

[fRE] ZBIRLE T,

(21202 a>ZEZRBEALET, Tags V> avIillk, BEVUY—-AICEYHTShTWD
FIRTORIHF—BRRENET,

ROWTFNAZERTLET,
c BFEORTF—ICRTEZEMTRICEK,. RTF—DOHEICHD Value RY JAILEZAS
LEXY,

s BEORITF—%2TEITDIE. ZT0EICHS [HIKR]) 2 BIRLET, KIZ, FILLWAZ
JEEBMZVVYILET, RRENDF—RYTRAIL, HILLWERITF—ZAHLE
T, ERYIVRAIC, BEICHSUTHETZZTEEADLET,

- BEORTEZEETSICE,. TOEZEC B RY VAT [X] ZERLET., RIC, E
RYTALZOHLWETDEZALLET,
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Amazon Security Lake I—H—H4a4K
- BFEOXRTEZHBRTDICEK. TOEZESC E]RY VAT [X] ZERLET,
« BFEORT (RTF—ER2TEOMEA) ZHIKRTBICE. RTOHEO [HIRR] Z#BIRLET,

DY —ZIZE, BRSO EDETEEDBENTEET, FTF—ICRBEKX 128 NF%EE
HBENTEET, FTERIBEKAK26 XFZEHDDENTEET, XFICKK, XF, I
F,AR—A, FERES (_.:/=+-@) Z2FERATELXT,

6. XTDEmEERTLES, REFE ZEBRLET,

API

VY—ADRT 27OV LTRETDE, BFOXIFHLWMEICLEEEEAhET, LA
T, RUVZRETHIREZFER. 2TF—, ZTE, FLBETORKZHRETZIHLESHIC
FOTERBYET, ZTF—ZHmETZICR. BEDXTZHBRLTFLWVWE T ZEML X
ER

RTF—ICHEERMTSNTVRRTEOKERETZIFHIBRT B2k, Security Lake @
TagResourceARL—> a2 ZFERAL TBFOEZ LEZE LEXTAPI, AWS Command Line
Interface (AWS CLI) Z#EA L TW3HE. tag-resource AN RZEITLET, UVIAN
T, ZUVEEREFZIFHIBRT DY —AD Amazon )Y —AX—LA (ARN) ZEEEL £,

SRTEZRETDICE, tagsNTX—REZFALT, RTEZZEELEVRTF—ZEELE

T, F—OHLLVARTEELEELET, HlAEE. RO AWSCLI OX Y RiF, EEEh YT R
DTAN—IZE) ¥ TE5NEZYTF—0n-Premises®Environment X J{E% Cloud »'5 ICE
BELET, COHE Linux, macOS, EiE Unix AIC7#—X Y REnTHY, fisXPTE%E

MEEERLEHICNYIATYI I () DITHREXFZFEALTVET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

O—ROFEAFRATOESY T,

« resource-arn Y7 AU A4 /N\—ARND ZFEELET,
« Environmentld, ZET2XJEICEER TSN TVWERIF—TT,
« On-Premisesld, ¥EL XY F*— (Environment) \CEBAITZHLVWEIETT,
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BRITX—NSRTEZEIBRTDICIE, tags/\TA—FX—DF—Dvalues|BDEZEELHZEWNT
<EEWV, fi:

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Owner,value=

ARL—23 N RIT B E, Security Lake ([EZEM 200 HTTP L AR AZRLE T, ThEH
MD3FZE. Security Lake (&, ARL—23 A KRKMUELEBHZRT HTTP 4xx £ 1& 500 L AR
VAERLET,

Amazon Security Lake VY —ADRXT DL E1—

Security Lake T2V — )L & 1z (& Security Lake Z A L T, Amazon Security Lake VY —AD XY
(BTx—ERTEOME) ZHBTEETAPIL

Console
Security Lake AV =)L ZFEALTVY—ADOR T ZHREITSICIE. ROFIBEICHVET,
JY—ADRTZ2HRITSICIE

1. T Security Lake 12V — )L Z B & ¥ 9 https://console.aws.amazon.com/securitylake/,
2. RUEBBIDVI—ADRATICHLUT, ROVFhADI UV ZETLET,

C F—BLAURER, FEF—TIURAVT[U—VIV] EBRLET, U—T 3
SF—TNTU—T 3D EBRL, WK ZBRULET. RIC, (2] 2723V 2EH
L%,

s YTRITAN—DFERF. TESF—23aORAVT[HTRIZAN—] ZBRLET,
RZ, "RAYTRISAN—1 T—=TILT, YTRIVZAN—OBFZERLET,

BITRIOTGAN—DT—TIICRRENBEVESGE. R—ZOFLEOAWS V-3
ELOR—%FEALT, YTRAISAN—"ERLEU—2a3 0 #BIRLET, RICE.
BEQ)—23aVIZBALTOROBEEOYTRAITAN—DHINRRENET,

Tags E72a2ilEk, BEVY-ALLHVIETSATLVRINTORIN —BERRENINET,

VU—AD R EERT B v
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API

BEOVY—AORT 2707 LTEREL THRFZET S, Security Lake ©
ListTagsForResource AR L —2a > ZFEHALETAPI, UITARNT, resourceArn/N\J X—
2EFEALTIY—ADO Amazon VY —AF—LA (ARN) 28 ELE T,

AWS Command Line Interface ( AWS CLI) ZfEAL TW3iF&IE. list-tags-for-resource N >
RZEITL., resource-arn/NZX—RZFEALTUY—AARND ZEELET., Hi:

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

AMOBITE, arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab & Bk1F
DY T AUZ4/N—ARND TT,

ARL—2a N EEICEITE hEHE K Security Lake (dtagsEHERLET, BEIRNOEA
TOT0RE, BEVY—RICEYETSNTWRERYT (RIF—EXJEOMEAE) 2EBELE
3-0 1&“

{
"tags": [
{
"key": "Environment",
"value": "Cloud"
},
{
"key": "CostCenter",
"value": "12345"
},
{
"key": "Owner",
"value": ""
}
]
}

Z ZTEnvironment, CostCenter, Ownerld, UY—RICEV)HTs5hBDRT

F¥—T9, Cloudld., Environment X+ —ICEENF TSN TVERXIETT,

123450k, CostCenterX I F—ICEEN TSN TVRDRIETT, OwnerZJ £ —IC1k, BOE
ITRRTEREHYEBA,
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Amazon Security Lake U Y —2ZXH 5 0O X T O HIBR

Amazon Security Lake J Y —AN S5 X T ZHIBRT B (&, Security Lake 12V —JLE 7z l& Security
Lake ZfERATZE £ TAPI,

/A Important
JY—AN SR TZHIBRTDE, VY—RAANDT IV EAILEEEEZDUHEMEN B ET,
BT ZHIBRTBHIIC, RTEFERALTIYV—ANOT IV AZH BT AEEDOH S AWS
Identity and Access Management (IAM) /RS —&BEFRL T EE L,

Console

Security Lake A2V —)LZEAL T, VY—AAS 1 D2REDORTZHIBRTBICE. UATOR
TYTICRHWVWET,

VY —ANS5RTZ2HIKRT S

1. T Security Lake 12V — )L &R & ¥ 9 hitps://console.aws.amazon.com/securitylake/o
2. RUTEBBRITIDVY—ADZATIZIEUT, ROVThHLERITLET,

s TRLAUVRER. FTET—23RADTV=—2aV]ZBRLET., RIC. "U—
arv, 77T T)—>3ar, #8&RLET,

s YTRITAN—DFER, TES—23a2RAVT[HTRIZAN—-] ZBRLET,
R, "RAYTRIZAN—1 T—TLTHTRIZAN—&BRLFET,

BTROZAN—NT—TILCRRENBVERRF., R—ZOHLEEBO AWS V-3
tLOR—2BEALT, YTRITAN—%=BLEY—23 22 BRLET, RICE,
REQOU—23VICBLTOHOBFEOSTRAIVSAN—DENRTENET,

3. [MmE] 2BRLKY,

4. [BROVEO23a2VZRBRALET, Tags EI2a2vIilE, BEVY-AKLHUHTSATVS
INTORITHF—BERRENET,

5. ROVWThHZERITLET,

c BTICHULEATEOXZHIBRTSICE, HIRTZEZEC fE] RY VAT [X] Z&RLE
£
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c BTDRITF—ERTEOHAEZ (RTT)HIKRIZICE. BIRTZDRITDEICHS [HIER]

ZBERLET,
6. VY—ANLSEMDRTZHIBRTZICE, BIRIZZTZ2EMTD-TICHIOFIEZE IR
LEXY,

7. RTOHIBRERTLES, [Save (R7F)] ZBRLET,

API

Z7A7ZALTIY—ANS 1 2ULEORT ZHIBRT S IZIE., Security Lake ® UntagResource
RL=>a>#FEALETAPI, JUOTARNT, resourceArn/NSX—RZFRAL T, &
JZHIBRT BV —AD Amazon )Y —Ax—LA (ARN) ZIEEL FT, tagKeys/NT X —
2EFEALT, HIRTZRITDRTXF—ZEELET. BHOXTZHKRTHICE. HIBR
TBERXT Dtagkeys NTX—R—E5|8ZT7 > NH>2 R (&) TRY>TEMLET (Hi:
tagKeys=keyl&tagKeys=key2)o VY —ANSHEDXTE (RTF—TIEEWV) O & ZHIR
TR, 2T ZEHIBRTBIRDYICRTZHRELET,

AWS Command Line Interface ( AWS CLI) ZfEA L TV %3F &k, untag-resource X > K
ZEITLT, VDY—ALS 12 EDRTZHIBRLE T, resource-arn /NI X—&X T, &
J%HIBRT BV —AARND ZIEELFT, tag-keys N\FX—XZFEAL T, HIBRT DX

TORITF—RIBELET, LEAERF., ROOAXVRE, BELEYTAIZAN—NHNSRY
(EnvironmentRJF¥—E X JEOEE) ZHIBRLE T,

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

CCT., BEITEYBRTEDHTAIS54/V—ARN®D resource-arnZigEL .
Environment\$HIBRT 22T DRITF—TT,

DY —ADSEBO R T ZHIBRTSICIE, BIMOERYT £—% tag-keys NTX—X—D5|H
ELTEMLET, i

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner
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ARL—23 NI 9% &, Security Lake [EZE® 200 HTTP L AR AZIRLET, Ths
NDiF/E . Security Lake FFARL =23 A KBUEEBHEZERT HTTP 4xx £/21& 500 L AR
AZRLET,

Y—ANSDORT DHEIBR 245



Amazon Security Lake d1—H¥—HA R

Security Lake DEABEO NS 7N a1 —FT14>2 Y

Amazon Security Lake AR ICEAEANRKEL EBEARK., XKOKNZ TN 1—F12 )Y —A%
FEALET,

UTOREY VTR, F—2L AU AT—2 A, Lake Formation, Amazon Athena TOYV I, &
KU ICEHEL TRET B UMD H S T 5 — AWS Organizations XEEO NS TN a1—F 124
ICBET27 RNAAERHMLUETIAM, CZICREATVWAVEENAROA 2 BB, CoR—=D
DFeedbackRE > ZFERAL THETEET,

Security Lake OERICH > THEAREL ZHEER. UTORNEY VZSRBLTSEE L,

NEY D

s T=BLAVAT—RAONZ TN a—TF41427

- Lake Formation O RSN 1 —F12 7

- Amazon Athena TOUVTIUD KNS TN a—F142Y

« Organizations DEBEO RSN a—FT142Y

- Amazon Security Lake PA F U TATAET I RAORZ TN a—F142T

TFT—RLAOAT—BAOKNZ TN 1—FT1427

Security Lake A2V —)LOBBER—D L, =R LAV IRETIRBEOMENRRENET,
Bz (&, BB D CloudTrail REFFZ MR L TWELVIHE, Security Lake (& AWS CloudTrail B A4 X
ROOVNEEZEMIITEERLA, BAER—D TR, BE 14 BEICRELZBEICOVTHBAL
T, SEEOHBPLHERENIBEFIEEZHRRETEET,

BEOBMEICTOISLATTIEATSICIE, ListDataLakeExceptions Security Lake @ 7R L —
23 VAPl, ZFEALTVSEBEIE AWSCLL, ZR{TLUET, list-data-lake-exceptions AN >/

Ko regions NI X—&RIZIE, KERE (N—2Z74F) V—T 3 ixEus-east-1, 1 D2BLED
)—23a>]—RZEELT, Thso)—2aVIlHETHBEERERTEEXRT, regions /NZ
X—BZ2gHBVEE, INTOV—23VIIREIBENRENET, U—2320—ROUR
MMZDWTIE, TAWS &0 7 7L > A4 ® "Amazon Security Lake T RARA4 >~ B#SBRL
TLEEV,

BIZE, XD AWSCLI OX > Rk, us-east-18KY eu-west-3U—2a v IlHETHIEER
—EBRRLET, ZOPHIE Linux, macOS, £EE Unix BIC7A—X Y RENTHY ., 5ihPTE
ZOLEEEBRLEHICNYIAT YLD () DITHEXFZFEALTVET,

F—RLAVAT—BAORNT TN 1—F42Y 246
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$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"

Security Lake I—H—ICEABELEIZ>—%2@8HIT2 Ik, Z2FEALET,

CreateDatal akeExceptionSubscription Security Lake ® XL —> 3> APl, 1—H%—(Cl&, E X—
JL. Amazon Simple Queue Service (Amazon SQS) ¥ 1 —ADOE{S. AWS Lambda BB\ DEE.
FERYR—RENTVRFO7ORILZBL TEHENET,

Bl ZE, XD AWS CLI X > Ri&, Security Lake fISADBHNZIBEE N T HD > MZSMSEE
TREELET, ZOFIE Linux, macOS, £ Unix AIC7A—IY RENTHY, AT E
BLEEEZLEHICNYIATYS 1 () DITHEXFZFEALTVET,

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

BIAGT ROV T2 a0 lERRTSICIE,. GetDataLakeExceptionSubscription R L —
a2, BINGT ROV T3> #FHTBICIE,. UpdateDataLakeExceptionSubscription
ARL—=23ar, IS T ROV TS a2 #EIBRL TEAZEILETSICE.

DeleteDatal akeExceptionSubscription AR L —>3 2/,

Lake Formation D NS TN 1 —F1429

LR O1E#R(E. Security Lake & AWS Lake Formation F—ZXR—AEERFET—7 I 2 AT DEIC

RETDAHMNOH D — RN EEBEEDHL TEETDDICKZISEE T, Lake Formation D kT 7

NoA—F 42T ICBITRDETOMORNEY JICDOWTIRE, TAWS Lake Formation RO Y /N—H A
Ry "TRSTINa—F4200, v023arazSBLTLSEEL,

T—7IUARDI2H SNV
BYTRAIZAN—ZFERLESETDE, COTIT—HRRENBIEN B ET,

COIT—ZBARTDICEK, V=232V —RZBRICEMLTWS & ZHFELET, Security
Lake U —EADTLEI—DV ) —RABILY—AZEBMLEHEE, YT RAIVZAN—%2ERTS

BIICY—AZBEEMITAHENBYVET, V—ADEBMICOVTOFMIE. Security Lake TD
V—AEE, ZSRLTLEE,

Lake Formation IO NS 7)1 —F 129 247


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/lake-formation/latest/dg/troubleshooting.html

Amazon Security Lake d1—H¥—HA R

400 AccessDenied

NAZLY—AZEBNLT ZHUOHTE, COIT—HARRENDENHYE
JCreateCustomLogSourceAPl,

COIT—ZfRT DI, Lake Formation DHERZEFZEL TSV, ZHTEHTIAMO—)L
IZl&. Security Lake F—ZXR—ADT—7IIERT UV L AFAAPINBETT, FMICOVTIE,
TAWS Lake Formation FI¥&EH 4 R, ® TLake Formation AV —J)LEBBINE Y —A XY Y
RZEFEALET—BR—ATIOELAFADFS) 2B L TLEEL,

SYNTAX_ERROR: 17 1:8: SELECT * 5| WD L —> 3V EFFAE hEE
A

Lake Formation THIH TY—AT—7INZ VT VTBEEIL, COIT—HNRRENDENHVY)
S

IZ—Z2RTBDICE., CTA2420FBEEC, FALTWAIAMO—IIZT V2 ASELECTRFA
ZHELERT AWS PHI N, SELECTHERZNETAFEICDODWVWTIE, TAWS Lake Formation

BAREHA Ra @ TLake Formation AV —)LEBRINFE VY —AXVYY REGFALET—TILIE
RofF5, 22RBLTLEEV,

Security Lake |&. Lake Formation —X L 1 VEEEARNICREEZEDO T
DIONINEZEMTEEREATLE, BEOTF—XLAVBEEEICE, &
EELBEVEMBE TV O NILFEEFATVS AN BV ET,

Security Lake ZB#lICL VY, Z2ZOJY—AAWS OH—ERX ELTEMLEYTRE, O
T—HNRRENDZENBYET,

COIZ—ZRIBDICE, UATOFIEZRITLET,

1. T Lake Formation 12V —)| & B & & ¥ https://console.aws.amazon.com/lakeformation/,
EEI—Y—LTHI12142F%
FTETF—23RA2O FFHA] T EBO-INEZAV] ZEBRLET,
[F—Z2LAVEBRE) V23> T, [BEEEZER] ZRRLET,

T EVSTRIINFFWETINILZEZS DT UIAM, TRF) 2BRLET,
Security Lakel@EZ2 £ 5 —EBRL TS EE L,

2
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Lake Formation CreateSubscriber {Z &k % Security Lake &, ZF AN S h
HLUVRAMUY —AHEOREGZERLELEATLI

Security Lake T Lake Formation Y 7 AU 54 N—%&ER T D H1I_, Lake Formation /N\—= 32 2 &
EEN=2323000ATHIRTF—BZHEBTIYV—RAZHBLTVEEE, COIZ—HFK
RENDENBHYET, Cnldk, Lake Formation /N—>3 > 2 EN—=23 2 3OOOARATHI Y
NEFEHN, BBROOOATHI U NTOAFAFTZ 1 AWSRAM DO Y —AHFIZIVEY
J9BEeT, VDY—AHBOHE AWS RAMZREILT B EHTT,

)Y —AHREBEIL, YTRITAN—OERBICEELEAZTID AHY), VY—AHE
A'CreateSubscriberL A7R AARN®D ARNE —BHT B & #BERELTLEETL,

Amazon Athena TOOIUDO KNS IIN>1—Fa42T

XDIEHREMEAL T, Security Lake S3/NT Y MCRBEENTVWB AT 19 N%&E Athena Z £
LTOTIVITBRICRETDAEMOH D — BN EEEEZDHL TEELET, Athena DT

W21 —FT1TJICBTRTOMORNEY ZICDWTIE, TAmazon Athena 1—H'—HA R, @
"Athena TO RS TN a1—F42T, 02325 RLTEE,

JTVEEATLTE, F—RLAIAOFHFLLVATZ IO NFREhEY
Ao

Security Lake @ S3NT Y NMZEFNSOAT IV RNEENTVTE, Athena VIV EETF—XL
AVADFHLVWAT DI VRN EREBVEEN HYET, Chik. Security Lake ZEMIZL TH S
HEAMILEBEIRETRENBVET, TOBR., AWSGlue N\—T 14232 R@FFHLVA
TOITORNEBYICERURVATESEN HYET,

COIZ—ZRIBICE. ATOFIEZRITLET,

1. T AWS Lambda 12V —)l &R & & 7 https://console.aws.amazon.com/lambda/,

2. FEF—23UN—0)—23> L IXT, Security Lake A"BRICE > TWB DI Athena
VITVNFBEREZREEVWI -3 2BRULET,

3. FETF—2aURAVHSEK ZEBRL, V-AN—23VIRHUTROVARND SBEAKZERE
RUET,

* Source version 1 (OCSF 1.0.0-rc.2) -
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