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¥BE, VPCIV RRAVMNECOREIZRI ET,

« Available-VPCIV RRA > NEFERTEEXT,

« Rejected - H—ERAZ7ONA A —NEHEVIVIARNEEBLELE, Y—ERX7ONSA T —IE,
BN ERATEICE 2 ERICTOEGEZIERIDEETEET,

« Expired-##HEVIVIANOEMHEAINEL I,

* Failed-VPCIY RKRAV N EEATEXREATL L,

« Deleting-H—ERI>Z1—Y—AHVPCLY RRA > NEHIBRL, HIBRAETHTT,
 Deleted-VPCI> RRA Y MABIBRENET,

AWS PrivateLink ##t

AESORZ T4V IVPCRE, IVRRARNEIV RRA M Y—EREK LGV Y —ABOELEZ
EALTVPCIY RRAV MY —EARERVY -ALLEFENET, VPCIV RRA I RNETY
RRANG—ERAFEGVY—ABORNZ 71490k, NTIVYOAL 23—V NEREATRI L
B, RYRNDT—UVRAICAWS EXW XY,
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H—ERAZ7ONA =&, Y —ERO>21—~X—DPIVRRAMN—EBERAICTIOELATESD &K
SICHAZEMLEY, H—ERAOV 1 —~N—NERZEKID E, T—ERATONM T —F#E
MUVIANZERBEERLERFEBLET, VY—AMEEFRLEY—EARYND—-UMEBEER. %
NUTVY—ABREFTLER Y —EAZRY ND—0%Z22 1—Y— & HE AWS Resource Access

Manager L, 22 1—~X—H VY —AFELERBRY—EARYRNID—DCTIELATESDESICLE
C

A2B—TIALAAVPCIY RRAVNEFEATDE, DAV 1—~N—RBRIVRRAV RIS —%
FALT, IVRRAVNEFEALTVPCIY RRA Y MY —EREERUY—ARICTIEATE
BIAMT I NI ZHETEERT,

TZAR—KNERARNY—2

RARNY=2E, RXADVELERYTRXAVORNZ T AV OBII\N—TFTA2ITRHFEEERTD
DNSLO—ROOYTF+TY. NTUYIRANY—-VTR, A V2—FXYNLETRS 71V 0%
N—FT420U3273%2L - RTEELEXT, 7TAR—KMKRANY =T, LO—REF TH
Z74AYVIRIN—TFTAVTTBHEEEEL EIVPCs,

RXLNT T4V 9BVPCIY RIRA 2 NMZIL—FT 142093 &S IZ Amazon Route 53 Z5&E
TEEXT, FHICOVTR., "RAAVBEFRALEVPCI RRARADRNT T4V OD)—
TAT 1 BSRBLTLSEEL,

Route 53 AL THEIMRE 2R ETEET, CDJEDNS, NTVvIDI/HA R NE #FEAT
DBIVRRAVNY—EROEAICELU RXA>BZFEHLET AWS PrivateLinke 11— —
PSONTVYIORARNBODNS VITARNIIVRRA VI RNZY ND—=DA 2 R—TIAADY
FSAR—KNIP 7 RLAICVPCERENETH, OALHLASH VI T ARNVPCEKS|IEHEE/NT DY
DIVRARAVRNIEBRENET, FHICOVWTEK, DNS TR 71V ODII—FT14 200770
ADTIANFA=N—OBWDXH_X /L AWS PrivateLinky ZZBRL T EE L,

TZAR—RRARNY =Y 9
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DOERA =B TS AWS PrivateLink

COF1—KNYTFTITlE., CloudWatch Z2FERALTTSAR—RNYTZXY NOEC2A ARV AN S
Amazon IZVU O T ANZIXETDHE%Z TR L ET AWS PrivateLinko

RORE, COZFVFAOBMEZRLTVET, AVEI—FASTITAR— TRV RNDAIVA
BRUOACERTDICE., ETNTVYIHTRY NOBEBRANCERLET, BAARANEAS
VARV ADHEATRUF—RTZFERAITEIMEN HYVET, TTARX—KF—0D.pem7 71 )LIF
BHEBRARNTREAELSOVELI—RICHBD -, SSHF—EEZFHALET, T, sshIX R
T .pem77ALNZEELLELSTE, BABRARSA VARV AILERTEERT, OVPCLY
RRA > NEERET S & CloudWatch, IEEEDA VAR AN SDKNT T 1Y 2 CloudWatch (& T
VRRAVKRRYND—=DAUR—T TARAIZHREN, VPCL> RKRA 2 K CloudWatch Z £
LTICEEENET,

Region
e

(&3

k4

||||||||||

LO—L) @03

Bastion host Instance

FTANBWT, 1 2OT7RAZEUT A=V —2%FEHATEXT, ABRETE, BLAT7>>—
EBTAMEBRLHIIBIEL 2N TFPRIFEUTA—Y—2aBATHLEBBHLE
9,

RAY

« ATV 1: 97XV NVPCEFERLT KT

c ATYVT 2 AVAZ AZRETS

e« AT Y7 3:CloudWatch 7OV EA%ZTARNTS

c ATV T 4 TOEATBVPCIY RiIRA4 > NaEERT S CloudWatch
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« ATV 5. VPCIV RIRAVKNETANT D
« ATVT 6. VV—TVTED

ATY 7T 1: 7%y NVPCEERAL T 24EKT S
ROFEZFEALT, NTVYIHBTRYRNETSAR—NYTZXY NVPCZED ZERLET,
VPC Z{ERKT D IZ I
1. T Amazon VPCO2Y —)L %Z B & ¥ T https://console.aws.amazon.com/vpc/e
MER]VPC ZZIRLET,
ERTBDIVY—AT, VPCHREZEBIRLET,

2
3.

4. BERTOBBHERICEK., ORBZEADLEIVPC,
5, BY7ZXYRNERETDICEK, ROBEZITVLET,

a. [PRASEUTFA—=Y—20OH T, Z—XRICBLUT M EEE 2] 2BIRLET,
b. [N7VYIOHTRYRNDOK T, FRASEVTFA—=Y—=2Z8IC1D2ONTIVYOHT
XY RNFHBDEEZBBELET,

c. [Number of private subnets] ('S A RXR—KHTZXY RO) T, PRASEDVF1—=V—>2
CELIDDTTAR— R TRY M HBEZHABLET,

6. [MER]VPC ZEIRL F£T,

ATYVT 2 AVARAZBETS

BOATY 7 TVPCHERLE #FERALT. NTVUYIOHTRY NTRBIABRANEREL, 7754
R—RYTRXRYRNTAVAEZAERBEBLET,

BIREMH

c pemEXZFERAL TF—RTZERLET, BHAAKRANEA VAR AOEEZREITDEE
IZ. COF—RTZERTDBENFHYET,

- AVEI—ZO CIDR7OYIHNSODA VNIV RSSHRS 74 Y U RFATH2RAARANDE
FAVFATIN—TEERLET,

c BHEBRARNODEFIVFTFATIN—THEDAL VNI RSSHRS T4V U BEHATHA AR
VADEFIVFATN—TEERLET,

2FY T 1. YT RY NVPCEERLT 2ERT 2 "
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s IAMA VAR A7O7 74N %EHERL, CloudWatchReadOnlyAccessiR—& T RZY FL &
CB

BEHhARANEZER TSI

1. T Amazon EC232Y —)L %Z B & ¥ 7 https://console.aws.amazon.com/ec2/,
Launch instance (4 > AR ADEE) ZBIRLET,

[Name] (B8I) IC. BHABRANDBHZADLET,
TF7A2LRDAX=DBRPA VAR ARATEZ#HBTLET,

[Key pair] (F—AR7T) T, F—RT7ZERLET,

[Network settings] (Y N —28E) T, XOBREZITVET,

-

a. TVPC. %#&RLEIVPC,
b. [Subnet] (M 7Y KN) T, NTVYIOHTZY NEBIRLET,

c. [Auto-assign public IP] (/N7U Y 2 IP ® BEIEIV) HT) T, [Enable] (Bak) ZBIRL &
9,

d. [Firewall] (7 7 4 72 #—)JL) T [Select existing security group] BEEOEF1UFT 1T )L —
TOER) ZBRLTHS, BEAEBKRARNODEFIVFTATIL—T%2BRLET,

7. Launchinstance (1 VAR ADEE) ZiBIRL E T,

AVAZRVAZRBETDICE

1. T Amazon EC232Y —)L %Z B & ¥ 7 https://console.aws.amazon.com/ec2/s
Launch instance (1 > AR ADEE) ZBIRLET,

[Name] (BHEI) IC. 1 VAR ADBRZANLET,
TF7A2LRDAX=DBRPA VARV ARATZHBTLET,

[Key pair] (F—ART) T, F—RT7Z2EBRLET,

[Network settings] (XY N —2O%E) T, XOBREZITVET,

2

a. TVPC. %#&RLETVPC,
b. [Subnet] (17 %Y KN) T, Z7ZA4AR— NG TZY NEBIRLET,

c. [Auto-assign public IP] (/N7VU Y 2 IP O BEIE|V) X T) T, [Disable] (BXL) iR L £
E

ATV T 2 AVARVAZRE TS 12



https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

Amazon Virtual Private Cloud AWS PrivateLink

d. [Firewall] (7 7 4 72 #—)JL) T [Select existing security group] BEEOF1UFT 1T )L —
T0OER) ZBRLTAS, 1 VAZVAOEF1IUTATIN—TZ2ERLET,

7. [Advanced Details] (EE&FHMll) ZBALE T, AMA 2 AZA7O7 74T, IAMA12 A
ROATO77A4INEBIRLET,

8. Launchinstance (1 VAR ADEE) 2 BIRL E£T,

AT Y7 3:CloudWatch 7O AZTARNTS

AVABR AN T OEATERVWC L ZERTBICE., XOFIEICHEWVET CloudWatch, Ch&1T
Sk, FAEVYYEHR AWS CLI OXY > REMFEAL £9 CloudWatch,

CloudWatch 77 tAZTARNTBICE

1. dAE1—2H 5, ROON REZFEALTF—RT7EZSSHI—2J IV RMIEMULET, <
T. key.peml pem 77 AIILDOEFTT,

ssh-add ./key.pem

—RTOT 7 EAFANFARLIETVDIVSIT—HARRENEHEERF. AOIN RER
LTAHS, IR RZBAITLTLSEZ L,

a1 A4

chmod 400 ./key.pem

2. AVE1I—ZNSEHRERANIERELES, -AFT>a2, A VAR AI—Y—F (f:
ec2-user), BLVPBEEHARARNDONT VYO IPTRLAZEETDIHLEN HVET,

ssh -A ec2-user@bastion-public-ip-address

3. BIABRAMDSAVAZVAILEHRLET, A1 VAR AI—H—F (fl: ec2-user) &AM >
ABRVADTZANR—KNIPFTRLAZEETDILEN BV ET,

ssh ec2-user@instance-private-ip-address

4. ROEXSIZA AR AT CloudWatch list-metrics AN RZRTLET, --region 7
>3rT, ZERLEV—I32ZEELXRIVPC,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

AT Y7 3:CloudWatch 77 EA%ZTAKNT S 13
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5. ¥y®&. AN REEALTIMLET, chlk, BEDVPCERE®D A > AZ > A CloudWatch
PELETIEATEBRVWIEZRLTVERT,

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

6. AVAZRANDEGZMIZLET, VPC IV RIRA N EERLES, CDlist-metrics AN
v REBREITLUETD,

ATFYT 4 TOBEATBVPCIY RINA NZERTS
CloudWatch

BHEEAOVPCIY RRA N ZERTDICIE. XOFIEIZHLVET CloudWatch,
AR R

RST74Y0%FRTBVPCIY RRAMNODEFI) T 4TI —7"%24%EKL ET CloudWatch, =
AW, VPCCIDR7OYINSOHTTPSKRS 74 v 0 %#FAT2IN—I)IZEMLET,

DVPCI> RiRA > M ZER T B IZIE CloudWatch

1. T Amazon VPCI2 Y —)L %R & & ¥ https://console.aws.amazon.com/vpc/e
FTET—23RAUT, [TV RRA N ZBIRULET,

[T RARA DOER] Z2BRLET,

[Name tag] (BEIZ ) IC. TV RKRANOBFEADLET,

[Service category] (M—EAATI)) T, AWS OH—E X ZERLET,

H#—E A T, com.amazonawsregion.monitoring ZiERL £,

TVPC., ZERLEFIVPC,

[Subnets] (7 %Y RN) T, PRATZEVTA—=V—2FBRLTIAS, TTAR—"FTXRY

NZ#ERLET,

9. EF21UTFAJIN—T7T, VPCIVRRANOEFIVFTA4TIN—TZBRLET,

10. RUS— TR, ZIT7OEA ZBRLT, VPCTVRRAVKNEDTXRTOUY—AIZHTS
INXNTOTVINNCRBZDITRTOARL =23 &2FAILET,

M. (A723)R2TZ2EBMTBICE. FHLLWEITZEM ZERL, T0XTOF—ELEZADL

9,

© N o g > w N

ATV T 4: T OEATBVPCIY RIRA > NEERT S CloudWatch 14
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12. [TV RIRA 2 NOER] ZBIRLET, IHAT—X AR, Pending TF, XROATY TICHED
B, AT—ZR AN Available ICB2ETHFHELET, CchiEFBor LD e HYFT,

ATYT 5 VPCIY RRANETANTD

VPCIVRIRARNIAVAZRADNS ICUIOTARNEEELTVDCEZBELET
CloudWatch,

VPC IV RRANETANTBICE

AVABRVATRO IRV REEFTLUET, --region #7232 T, VPCLY RARA 2 NEER
LEU—>3a> zZEELET,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

LARANRRENEFEE, ZEOLARCATH>TE, CloudWatch ZFERAL T ICEHKE
% 9 AWS PrivateLinko

UnauthorizedOperation IZ—ARELLEBERE, /1 VAR AT VEAZFA TS IAMO—
IHFHD e ZMEREL T EE VY CloudWatch,

VOTARDNBALTIRNLIESER, ROKEBIEL TEEL,

c IVRRAVNOEFIVTATIL=T. \NOKZFT7 1Y T%ZFAL FT CloudWatch,
« --region #7232k, VPCIY RRA NEERLIE) -3V ZIBELRT,

ATYVT6:OU—"Tv79%

COFI—RITILNTHERLUIEBRERANEA VAR ANFTEICBE D ILEER., BTETEBZ L
FTEXRY,

AVAZRVAEKRTIDICE

1. T Amazon EC22Y —)LZE & & ¥ https://console.aws.amazon.com/ec2/,

2. FTETF—23aURAVT, [1VAZVA] ZBRLET,

3. WMADTANAVARVAZRBIRL, [MVAZADRE] [41 AR ADKT] DJEICER
LET,

4. WBFEERHBIAYE—IHFRRENES, KT ZBRLET,

AFY T 5 VPCIY RRAVNEFARNT 15
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VPC TV RARAV NHFFREICHES2IZHBEE., HIRTEET,

AWS PrivateLink

VPC I RIRA 2 NZHIBRTS I

T Amazon VPC Y — )L &R & £ 9 hitps://console.aws.amazon.com/vpc/.
FTETF—=23URADT, [TV RRA N ZBRLET,

VPC IV RRAVNEERLET,

To023ar, VPCIY RRAV NOHIBRZZERLET,

HWEREROSNI=S, delete&E AHL., [HIKR] Z&IRLET,

o ~ w0 bh =

ATYT 6 IV—2TYTTB
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AWS OH—ER ZL =7 71t A AWS PrivateLink

IVRRANAWS O —ERX ZFEALTICTIEALET, F72I)ILMNOH—ERAIY RKRA
RNENTIVY DAL R—=TIAATHDESD, NTTAYIN A5 VPCICEIEVPCTED KRS
o, A=Y RNSF—RNDIA % ICEMTIHENFHYET AWS DH—ER, COREN XY
RDO—0tEF1)FT 4 BHICHBLTWEVESK, AWS PrivateLink Z#FAL T, 1 X —X% VY
NS —KRDIA 2FERETICVPC, HIZHBVPCAWS DH—ER ADKSIC ICEHETEET,

VPC I RiRA > N AWS PrivateLink ZEFAL T, EHEAWS DY —ER 93 ICT7TMR—K
7 I9EATEET, AVEXZ—FXYNF—NDIARERETIC, F7V5—23 2 ARXY IO IN
TOLAY—Z2BESLVCEERTEEXT,

A28 —TIAAVPCIY RRAV NFETRAZEUT A=V —=2TT7OED3Z>JEh? 1

BECEICREESNET, T, BTN ETF—RXOGBEICRETNET, FHICOVTIE,
TAWS PrivateLink #£l& 1 #5BLTSEEL,

AFS

- BE

« DNS/KRAKH

- DNS & E

« 724 ~X—hK DNS

s HTXYRNETRASEDTA=V—=2

c IP7RLAORAT

« AWS O —E R £#ET S AWS PrivateLink

e AVR—TIAAVPCIVRRAVNAWS DY —ER ZFEALTICTIVEATS
s AVEB—TIAARAIVRRAVNERETD

e AVE—TIAARIVRRAVNARVYNOTZ—EZ TR
c AVB—7I—RIVRRANEHIKRTS

« F=RIJIAIVRARAU b
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BE

NTVYIOH—EAIVRRANAWS OH—ERA RS ICFIOEARATZHA, AWSOH—ERX %
FRALTHR—RNENTWVWDS IZELHTE T AWS PrivateLinke COBETIR., CchasnFEEL
BLET,

NTVYOH—ERTIY RRAY NERTT I EATS

RORE, A AZANNT VY OH—ERAIV RRAVNAWS O —ER ZNLTICT Y
TATRDEEERLTVET, NTUYIHTRXYRNDA VAR AAWS O —EA A5 AD
RST749 0, DAVE—ZXYNTF—RNIIACIN—F142JVPCEN, RIZICIL—F12Y
TENETAWS DH—ER, 7TAR—FMPTRYRDAVRAZAAWS OH—EZ A5 AD K~
74V, NATS—RITIAICIL—F100&h, RIZODAVE—FY NTF—RDITAICI—
FAVTENVPC, RICICIL—FAVITENETAWS OH—ER, CORTTAYIRAE—
XYRNTF—RIIAZBBLETH. AWSEKY RT—VZBMNBZI_ER@FHYEREA,

______________________________ A A
Availability Zone Availability Zone
@) Public subnet @l Public subnet
e~ i e
4
o4/ A

X TEEL T D AWS PrivateLink
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RORE, A VAR AN AWS O —ER T IVEATDHEZRL TWERT AWS PrivateLink,
9., XYRND—IVAVE—TIAAAWS O —ERX ZFEAL T, OYT7XY NVPCE BDO#EL
EWIUTRDAEZ—TIAAVPCIY RRA VN EERLET, BTORNT T4V 9 AWS O —E
A, BEFEALTIVRRAVRRYND DA B—TIALAADTZAR—KNIP 7 RLAIZHE
RENDNS, VPCIV RIRA U MNE BOEHE AWS DH—ER Z2FEALTICEEENET AWS O
H—E A,

Availability Zone

Availability Zone

Private subnet Private subnet

=]

AWS DY —ERX BBBNICERY IVIANEZTANET, Y—ERAR., VPCIY RARSAZ MZESN
LTVY—ANDUIVIANZRBTERE A,

DNS ;R ARNE

BEAED AWS DY —ER F., ROBXEFONT VYO )—23a>T U RRAINERBLE
ERD

protocol://service_code.region_code.amazonaws.com

Bl Z &, us-east-2 CloudWatch ® Amazon ®/N7 VYOI RIRANGRRDEBY T,

https://monitoring.us-east-2.amazonaws.com
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Tlk AWS PrivateLink, 754 X—RIY RRA Y REFEALTRS 74 v 9% H—ERICEEL
£F, 1VA—T7ILAVPCIY REA Y NEERTHE, AWS OH—ER HSND EDBEEICE
ATEB)—3>BEY—UDNSBAERE hETVPC,

A2VB—TIALAVPCIY RIRA MO =3 2DNSHEICK, ROBXHNHYET,
endpoint_id.service_id.region.vpce.amazonaws.com

J—2DNSHRICRRXDBIXHFHYEXT,

endpoint_id-az_name.service_id.region.vpce.amazonaws.com

NDAVE—TIALAVPCIY RRAV NEERTDEEZEIZAWS DH—E R, 754 R—K DNS%
BMCTEES, TSAR—NEZFEHATDEDNS, 1 VEX—TIAARIVRERANENLETS
I R—NEHEETFALBENS, NTUYOUVPCLIY RRA NDNSOERIZHEAL TH—ERICD
DIANES|IEHRMETSENTEET, FMICDODVTIEE., TMthe section called “DNS fE&E”, #
SRLTLSEETY,

IR Ddescribe-vpc-endpoints AN Y Rk, 12X —T7IA ALY RKRA2 MNODNSITY K Z&RRL
7,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

754 R—KDNSENEMIZ% 2 TV CloudWatch  Amazon DA >V Z—T7 I 4 AL RiRA >
NOEABIZRICRLET, FRIOIKVE, V=232 LRILOTFAR—=KRI RRAV B
TTo RD3ID2OIVKNIE, V=2LARILDTZAR—=KRIVRRANTT, REOI KD
. BhETSAR=—RNERARNY=HASDEDT, NTUYIIURRAVNIRTBUIIAR
Z, IVRRAVRDRY ND—=DA 2V B—TILADTSAR—=NIP P RLAICHERLET,

{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"
I
{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
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"HostedZoneId": "ZC8PGOKIFKBRI"

.
{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"
},

{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-

east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

.

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}

DNS f# 5 E

A 2BZ—TIAAVPCLIY RARA 2 NAICERTAHDNSLI—REINTUYOTT, LEN2T,

ChSODNSEBIE/NT VY JICERTAEETT, L, OALHASODNSUIITARNEI RAR
AVKRRYRND=IDAVE—TILAADTZAR—KNIP PRLAZVPCERT o, [T IVELATE
DBEERE, ChSDIPFRLAZFEHALTIVRRA VN Y—ERICTIVEATEZ LR TE
FEAVPC,

754 ~X— KN DNS

A2BZ—TIAAVPCLY RIRA 2 RDNSTTSA R—KREZFMIZL., VPCTDNSKAKNH EDNS
BREEOEANFEMICE2TVRHEE, ERRO AWSYR—T RTSAR—KNKFARNY =2 A ER
ENET, RANY—=2ICRK, OIVRRANRYNDT—DAVBR—TIAADTZAR—KIP
TFRLACLEBRENDH—EADOFT 7). MDNSBEOLI—REY MFEFATVEIVPC, LI
HF2T, NTUYvoU—=23 0T RRAVNAWS O —ER 2FEHALTICUIIARNERET
BBEFEOTTVIT—23a0FH3568, TNSOUIIANGIVRRAVRNRY ND—=04 20 % —
TIAARAZBBIDELSICEY, TNSOTTVIT—23aVIBEZMABDRLENHYFEH A,

VPCIVRARAVKNDTSAR—KNDNSBEZEMICT R EZ2BEBOLET AWS OH—ER,
hickt), ZNLTITONEVUIOIARNGRE, NTVYIOH—ERAIVRKRANEFHRTZDI YD
TARNA AWS SDKI Y RRA > NZRENETVPC,
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Amazon &VPC, Route 53 Resolver EFiEN 2 AODNSH—/N—%#E#HL TVWET, Route 53
Resolver l&, 774 XR—KKRARY—2OO—HAIVPCRAAZRELI—REZBEWICHRL
£9, L., OHNAEH S Route 53 Resolver ZFEA TR > TEERLBAVPC, 7L I A
XY RNID—=UNBVPCIY RRAVKNCITUEARATSHEAIE. Route 53 Resolver T RARA U k&
Resolver L—)LZERATEE T, FMIZOVTIE., " AWS Transit GatewayAWS PrivateLink & @
##4& Amazon Route 53 Resolver; 2B L T &L\,

$TRY NETFRAITEUFA—Y—>

TRASEDTA—=V—2Z8IC120Y 7Y NEFEALTVPCIV RRAVRNERETESE
To HTXYNHADIV RRANDVPCIY RIRAVKRRY RD—=O 4B =T T4 A%EKL
£, IVRRAVRDIPTRLAZATICETVT, HTZYRASKEI U RRAVREZY K
D—DARZ—TIAAIZIPT7RLAZEV)HTET, VPCIVRARAVNZRYND—=DA4 2 R—
TJIAADIP 7 RLAK, VPCIY RARA Y NOEHHBDREIEEEhELA,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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Access Analyzer com.amazonawsregion.access-analyzer
AWS Account Management com.amazonaws.region.account
Amazon API Gateway com.amazonawsregion.execute-api
AWS AppConfig com.amazonaws.region.appconfig

com.amazonaws.region.appconfigdata
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https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
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AWS PrivateLink

AWS OB —ER

AWS App Mesh

AWS App Runner

AWS App Runner H—E X

Application Auto Scaling

AWS Application Discovery Service

AWS 77 )T—=3>BTH—ER

Amazon AppStream 2.0

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

AWS Auto Scaling

AWS B2B 7— X2 Xk

AWS Backup

AWS Batch

Amazon Bedrock

H—ERE

com.amazonaws.region.appmesh
com.amazonawsregion. appmesh-envoy-management
com.amazonaws.region.apprunner
com.amazonaws.region.apprunner.requests
com.amazonawsregion..application-autoscaling
com.amazonawsregion.discovery
com.amazonawsregion.arsenal-discovery
com.amazonawsregion..mgn
com.amazonawsregion.appstream.api
com.amazonawsregion.appstream.streaming
com.amazonaws.regionappsync-api
com.amazonawsregion..athena
com.amazonawsregion.auditmanager
com.amazonaws.region.rds
com.amazonaws.region.autoscaling-plans
com.amazonaws.region.b2bi
com.amazonawsregion.backup
com.amazonawsregion.backup-gateway
com.amazonaws.region.batch

com.amazonaws.region.bedrock

HmETHH—ER

27


https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html

Amazon Virtual Private Cloud

AWS PrivateLink
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AWS Billing and Cost Management

AWS Billing Conductor

Amazon Braket

AWS 7)) =2 )L—A

AWS Clean Rooms ML

AWS Cloud Control API

Amazon Cloud Directory

AWS CloudFormation

AWS CloudHSM

AWS Cloud Map

AWS CloudTrail

H—ERE
com.amazonaws.region.bedrock-agent
com.amazonawsregion. bedrock-agent-runtime
com.amazonaws.region.bedrock-runtime
com.amazonaws.region.billing
com.amazonaws.region.freetier
com.amazonaws.region.tax
com.amazonaws.region.billingconductor
com.amazonawsregion.braket
com.amazonaws.region.cleanrooms
com.amazonaws.region.cleanrooms-ml
com.amazonaws.region.cloudcontrolapi
com.amazonaws.regioncloudcontrolapi-fips
com.amazonawsregion.clouddirectory
com.amazonawsregion.cloudformation
com.amazonaws.regioncloudhsmv2
com.amazonaws.region.servicediscovery
com.amazonaws.region.servicediscovery-fips
com.amazonawszregion.data-servicediscovery
com.amazonawsregion, data-servicediscovery-fips

com.amazonaws.regioncloudtrail
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
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AWS O —EA

Amazon CloudWatch

Amazon CloudWatch 0%

AWS CodeArtifact

AWS CodeBuild

H—ERH
com.amazonawsregion..application-signals
com.amazonawsregion..applicationinsights
com.amazonawsregion.evidently
com.amazonawsregion.evidently-dataplane
com.amazonaws.region.internetmonitor
com.amazonaws.region.internetmonitor-fips
com.amazonawsregion.monitoring
com.amazonaws.region.networkflowmonitor
com.amazonaws.region.networkflowmonitorreports
com.amazonaws.region.networkmonitor
com.amazonawsregion..observabilityadmin
com.amazonaws.region.rum
com.amazonaws.region.rum-dataplane
com.amazonawsregion..synthetics
com.amazonaws.region.synthetics-fips
com.amazonaws.region.logs
com.amazonaws.region.codeartifact.api
com.amazonaws.region.codeartifact.repositories
com.amazonaws.region.codebuild

com.amazonaws.region.codebuild-fips
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

AWS CodeCommit

AWS CodeConnections

AWS CodeDeploy

Amazon CodeGuru Profiler

Amazon CodeGuru Reviewer

AWS CodePipeline

Amazon Comprehend

Amazon Comprehend Medical

AWS Compute Optimizer

AWS Config

Amazon Connect

H—ERE

com.amazonaws.region.codecommit
com.amazonaws.region.codecommit-fips
com.amazonawsregion.git-codecommit
com.amazonawsregion, git-codecommit-fips
com.amazonawsregion..codeconnections.api
com.amazonawsregion..codestar-connections.api
com.amazonaws.region.codedeploy

com.amazonawsregion, codedeploy-commands-
secure

com.amazonaws.region.codeguru-profiler
com.amazonaws.region.codeguru-reviewer
com.amazonaws.region.codepipeline
com.amazonawsregion.comprehend
com.amazonawsregion..comprehend™
com.amazonawsregion.compute-optimizer
com.amazonawsregion.config
com.amazonawsregion..app-integrations
com.amazonaws.region.cases
com.amazonaws.region.connect-campaigns
com.amazonaws.region.profile

com.amazonawsregion.voiceid
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https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
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AWS Connector Service

AWS Control Catalog

AWS Cost Explorer
AWS Cost Optimization Hub

AWS Data Exchange

AWS Data Exports

Amazon Data Firehose

AWS Database Migration Service

AWS DataSync

Amazon DataZone

AWS Deadline Cloud

DevOpsAmazonGuru

AWS Directory Service

Amazon DocumentDB

Amazon DynamoDB

H—ERH

com.amazonaws.region.wisdom
com.amazonawsregion..awsconnector
com.amazonaws.region.controlcatalog
com.amazonawsregion.ce
com.amazonawsregion, cost-optimization-hub
com.amazonawsregion..dataexchange
com.amazonawsregion. bcm-data-exports
com.amazonaws.region.kinesis-firehose
com.amazonawsregion..dms
com.amazonawsregion..dms-fips
com.amazonawsregion..datasync
com.amazonawsregion..datazone
com.amazonawsregion..deadline.management
com.amazonawsregion.deadline.scheduling
com.amazonawsregion.devops-guru
com.amazonawsregion.ds
com.amazonawsregion.ds-data
com.amazonaws.region.rds
com.amazonaws.region.dynamodb

com.amazonaws.region.dynamodb-fips
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https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
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Amazon EBS direct APIs

Amazon EC2

Amazon EC2 Auto Scaling

EC2 Image Builder

Amazon ECR

Amazon ECS

Amazon EKS

AWS Elastic Beanstalk

AWS Elastic Disaster Recovery

Amazon Elastic File System

Elastic Load Balancing

Amazon ElastiCache

AWS Elemental MediaConnect

H—ERH

com.amazonaws.region.ebs
com.amazonaws.region.ec2
com.amazonaws.region.autoscaling
com.amazonaws.region.imagebuilder
com.amazonawsregion.ecr.api
com.amazonawsregion.ecr.dkr
com.amazonaws.region.ecs
com.amazonaws.region.ecs-agent
com.amazonawsregion..ecs-telemetry
com.amazonawsregion..eks
com.amazonawsregion..eks-auth
com.amazonawsregion..elasticbeanstalk
com.amazonawsregion..elasticbeanstalk-health
com.amazonawsregion.drs
com.amazonawsregion..elasticfilesystem
com.amazonawsregion..elasticfilesystem-fips
com.amazonaws.region.elasticloadbalancing
com.amazonawsregion..elasticache
com.amazonawsregion..elasticache-fips

com.amazonawsregion..mediaconnect
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
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Amazon EMR

EMRT® Amazon EKS

Amazon EMR Serverless

Amazon EMRWAL

AWS IV RI—HY—Xvt&—I29

J—=¥)

AWS Entity Resolution

Amazon EventBridge

AWS Fault Injection Service

Amazon FinSpace

Amazon Forecast

Amazon Fraud Detector

H—ER%
com.amazonawsregion..elasticmapreduce
com.amazonawsregion.emr-containers
com.amazonawsregion.emr-serverless
com.amazonaws.regionemr-serverless-services.livy
com.amazonawsregion.emrwal.prod

com.amazonawsregion..social-messaging

com.amazonawsregion.entityresolution
com.amazonaws.region.events
com.amazonaws.region.pipes
com.amazonaws.region.pipes-data
com.amazonaws.region.pipes-fips
com.amazonawsregion..schemas
com.amazonaws.region.fis
com.amazonaws.region.finspace
com.amazonaws.region.finspace-api
com.amazonaws.region.forecast
com.amazonaws.region.forecastquery
com.amazonaws.region.forecast-fips
com.amazonaws.region.forecastquery-fips

com.amazonaws.region.frauddetector
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
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Amazon FSx

AWS Glue

AWS Glue DataBrew

Amazon Managed Grafana

AWS Ground Station

Amazon GuardDuty

AWS Healthimaging

AWS HealthLake

AWS HealthOmics

H—ERE

com.amazonawsregion..fsx
com.amazonawsregion..fsx-fips
com.amazonaws.region.glue
com.amazonawsregion.glue.dashboard
com.amazonawsregion..databrew
com.amazonawsregion.grafana
com.amazonawsregion.grafana-workspace
com.amazonaws.region.groundstation
com.amazonaws.region.guardduty
com.amazonaws.region.guardduty-data
com.amazonawsregion, guardduty-data-fips
com.amazonaws.region.guardduty-fips
com.amazonawsregion. dicom-medical-imaging
com.amazonawsregion..="-imaging
com.amazonawsregion, runtime-medical-imaging
com.amazonaws.region.healthlake
com.amazonaws.region.analytics-omics
com.amazonawsregion, control-storage-omics
com.amazonawsregion..storage-omics

com.amazonawsregion..tags-omics
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https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/security-vpc-endpoints.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
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AWS ldentity and Access
Management (IAM)

IAMT7ATFTATAEZ—

IAM Roles Anywhere

Amazon Inspector

AWS loT Core

AWS loT Core Device Advisor

AWS loT Core for LoRaWAN

AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner

AWS loT SiteWise

AWS loT TwinMaker

H—ERE
com.amazonawsregion..workflows-omics

com.amazonaws.iam

com.amazonaws.region.identitystore
com.amazonaws.region.rolesanywhere
com.amazonaws.region.inspector2
com.amazonaws.region.inspector-scan
com.amazonawsregion.iot.data
com.amazonawsregion.iot.credentials
com.amazonawsregion.iot.fleethub.api
com.amazonawsregion.deviceadvisor.iot
com.amazonawsregion.iotwireless.api
com.amazonawsregion..lorawan.cups
com.amazonaws.region.lorawan.lns
com.amazonawsregion.iotfleetwise
com.amazonaws.region.greengrass
com.amazonawsregion.iotroborunner
com.amazonawsregion.iotsitewise.api
com.amazonawsregion.iotsitewise.data
com.amazonawsregion.iottwinmaker.api

com.amazonawsregion.iottwinmaker.data
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
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Amazon Kendra

AWS Key Management Service

Amazon Keyspaces (Apache
Cassandra 6] i4)

Amazon Kinesis Data Streams

AWS Lake Formation

AWS Lambda

AWS Launch Wizard

Amazon Lex

AWS License Manager

H—ERE

com.amazonaws.region.kendra
aws.api.region.kendra T > 713+
com.amazonaws.region.kms
com.amazonaws.region.kms-fips
com.amazonawsregion..cassandra
com.amazonawsregion..cassandra-fips
com.amazonaws.region.kinesis-streams
com.amazonawsregion,. kinesis-streams-fips
com.amazonaws.region.lakeformation
com.amazonawsregion.lambda
com.amazonawsregion..launchwizard
com.amazonaws.region.models-v2-lex
com.amazonawsregion.runtime-v2-lex
com.amazonawsregion..license-manager
com.amazonawsregion, license-manager-fips

com.amazonawsregion, license-manager-linux-subs
criptions

com.amazonaws.region.license-manager-linux-subs
criptions-fips

com.amazonawsregion, license-manager-user-subsc
riptions
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https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

Amazon Managed Service for

Prometheus

Amazon Managed Streaming for
Apache Kafka

Amazon Managed Workflows for
Apache Airflow

AWS Management Console

H—ERE
com.amazonawsregion..lookoutequipment
com.amazonawsregion..lookoutmetrics
com.amazonawsregion.lookoutvision
com.amazonawsregion..macie2
com.amazonaws.region.apptest
com.amazonaws.region.m2
com.amazonawsregion.managedblockchain-query

com.amazonawsregion.managedblockchain.bitcoin.
mainnet

com.amazonawszregion.managedblockchain.bitcoin.
testnet

com.amazonaws.region.aps
com.amazonawsregion..aps-workspaces
com.amazonawsregion.kafka
com.amazonawsregion..kafka-fips
com.amazonawsregion.airflow.api
com.amazonawsregion.airflow.api-fips
com.amazonaws.airflowregion.env
com.amazonawsregion.airflow.env-fips
com.amazonaws.regionairflow.ops

com.amazonaws.region.console
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https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS O —EA H—ERX&
com.amazonaws.region.signin

Amazon MemoryDB com.amazonawsregion.memory-db

com.amazonawsregion.memorydb-fips

AWS Migration Hub Orchestrator com.amazonawsregion.migrationhub-orchestrator

AWS Migration Hub Refactor Spaces  com.amazonawsregion..refactor-spaces

Migration Hub BB L I X>7—=3  com.amazonawsregion.migrationhub-strategy

~

g

Amazon MQ

Amazon Neptune Analytics

AWS Network Firewall

Amazon OpenSearch Y —E A

AWS Organizations

AWS Outposts

AWS Panorama

AWS Payment Cryptography

com.amazonawsregion.mq
com.amazonawsregion..neptune-graph
com.amazonawsregion. neptune-graph-data
com.amazonawsregion. neptune-graph-fips
com.amazonawsregion..network-firewall
com.amazonawsregion. network-firewall-fips
CNSDIVRRA NI —ERAEBENTVET
com.amazonawsregion..organizations
com.amazonawsregion.organizations-fips
com.amazonaws.region.outposts
com.amazonawsregion..panorama

com.amazonaws.region. Payment-cryptography.contro
Iplane

HmETHH—ER
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https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

AWS PCS

Amazon Personalize

Amazon Pinpoint

Amazon Polly

AWS OE€ R

AWS 75 4 X—h 5G

AWS Private Certificate Authority

AWS Proton

Amazon Q Business

Amazon Q Developer

F—E 2%

com.amazonaws.region. Payment-cryptography.datapl
ane

com.amazonaws.region.pcs
com.amazonawsregion..pcs-fips
com.amazonawsregion.personalize
com.amazonaws.region.personalize-events
com.amazonawsregion..personalize-runtime
com.amazonawsregion.pinpoint
com.amazonaws.region.pinpoint-sms-voice-v2
com.amazonaws.region.polly
com.amazonawsregion.pricing.api
com.amazonawsregion..private-networks
com.amazonawsregion.acm-pca
com.amazonawsregion, pca-connector-ad
com.amazonawsregion, pca-connector-scep
com.amazonawsregion.proton
aws.api.region.gbusiness
com.amazonaws.region.codewhisperer
com.amazonaws.region.q

com.amazonawsregion..qapps

HmETHH—ER
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https://docs.aws.amazon.com/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

Amazon Q A—H%—H% 7ROV
>3az

Amazon QLDB

Amazon QuickSight

Amazon RDS

Amazon RDS 7#—2 API

Amazon RDS Performance Insights

AWS re:Post Private
ChFE

Amazon Redshift

Amazon Redshift —%3 API

Amazon Rekognition

AWS Resource Access Manager

F—E 2%

com.amazonaws.regionservice.user-subscriptions

com.amazonawsregion.gldb.session
com.amazonawsregion.quicksight-website
com.amazonaws.region.rds
com.amazonaws.region.rds-data
com.amazonaws.region.pi
com.amazonawsregion..pi-fips
com.amazonawsregion.repostspace
com.amazonawsregion.rbin
com.amazonawsregion.redshift
com.amazonawsregion..redshift-fips
com.amazonawsregion.redshift-serverless
com.amazonawsregion. redshift-serverless-fips
com.amazonawsregion.redshift-data
com.amazonawsregion, redshift-data-fips
com.amazonawsregion.rekognition
com.amazonawsregion..rekognition-fips
com.amazonaws.region.streaming-rekognition
com.amazonawsregion, streaming-rekognition-fips

conmamazonaWSJegionJam
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https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS O —EA

AWS Resource Groups

AWS RoboMaker

Amazon S3

Amazon S3YIILF)—>3a>F o+

ARA b

Amazon S3 on Outposts

Amazon SageMaker Al

H—ERE
com.amazonawsregion..resource-groups
com.amazonawsregion, resource-groups-fips
com.amazonawsregion..robomaker
com.amazonaws.region.s3
com.amazonaws.region.s3tables

com.amazonaws.s3-global.accesspoint

com.amazonaws.region.s3-outposts
aws.sagemaker.region.experiments
aws.sagemaker.region.notebook
aws.sagemakerregion..partner-app
aws.sagemakerregion..studio

com.amazonawsregion. sagemaker-data-science-ass
istant

com.amazonawsregion.sagemaker.api
com.amazonawsregion.sagemaker.api-fips

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonawsregion.sagemaker.metrics
com.amazonawsregion.sagemaker.runtime

com.amazonawsregion.sagemaker.runtime-fips

HmETHH—ER

41


https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OH—E A
Savings Plans

AWS Secrets Manager

AWS Security Hub

AWS Security Token Service

AWS Serverless Application
Repository

Service Catalog

Amazon SES

AWS SimSpace Weaver

AWS Snow Device Management
Amazon SNS

Amazon SQS

Amazon SWF

AWS Step Functions

AWS Storage Gateway

AWS Supply Chain

AWS Systems Manager

H—ERE
com.amazonaws.region.savingsplans
com.amazonawsregion..secretsmanager
com.amazonawsregion.securityhub
com.amazonawsregion.sts

com.amazonaws.region.serverlessrepo

com.amazonaws.region.servicecatalog
com.amazonaws.region.servicecatalog-appregistry
com.amazonawsregion.email-smtp
com.amazonaws.region.simspaceweaver
com.amazonawsregion. snow-device-management
com.amazonawsregion..sns
com.amazonawsregion..sqs
com.amazonawsregion.swf
com.amazonawsregion..swf-fips
com.amazonaws.region.states
com.amazonaws.region.sync-states
com.amazonawsregion..storagegateway
com.amazonaws.region.scn
com.amazonaws.region.ec2messages

conmamazonawsregion"ssm

HmETHH—ER

42


https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

AWS BERY ND—JEILX—

Amazon Textract

Amazon Timestream

Amazon Timestream for InfluxDB

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

Amazon Translate

AWS Trusted Advisor

Amazon Verified Permissions

H—ERH
com.amazonawsregion.ssm-contacts
com.amazonawsregion..ssm-incidents
com.amazonawsregion.ssm-quicksetup
com.amazonawsregion.ssmmessages
com.amazonawsregion..tnb
com.amazonawsregion.textract
com.amazonawsregion..textract-fips
com.amazonawsregion..timestream.ingest-cell
com.amazonawsregion.timestream.query-cel L
com.amazonawsregion.timestream-infuxdb
com.amazonawsregion, timestream-influxdb-fips
com.amazonawsregion..transcribe
com.amazonawsregion..transcribestreaming
com.amazonawsregion..transcribe
com.amazonawsregion..transcribestreaming
com.amazonaws.region.transfer
com.amazonawsregion..transfer.server
com.amazonaws.region.translate
com.amazonawsregion..trustedadvisor

com.amazonawsregion.verifiedpermissions

HmETHH—ER

43


https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS OH—E A H—ERX&

Amazon VPC Lattice com.amazonawsregion..vpc-lattice

AWS Well-Architected Tool com.amazonawsregion.wellarchitected
Amazon WorkMail com.amazonawsregion.workmail
Amazon WorkSpaces com.amazonawsregion..workspaces
Amazon Workspaces ¥ 1775 com.amazonawsregion..workspaces-web
Y

com.amazonawsregion. workspaces-web-fips

Amazon WorkSpaces > 7247 com.amazonawsregion.thinclient.api
~ b

AWS X-Ray com.amazonawsregion..xray

EATRES AWS DY —EX OERIZRTRTS

describe-vpc-endpoint-services AX > RZFHAL T, VPCIY RRA > N EHR—KNTEH—ER
BERTCEEXRT,

ROBITRE, BELEV—232TAUE—TIAAIRKRA2 N AWS O —ER ZHR—b
T2 ZBRRLET, --query A7 73k, HhEH—ERBZIZHRLET

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

HABZRICARLUET,

aws.api.us-east-1l.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",

com.amazonaws.s3-global.accesspoint",

com.amazonaws.us-east-1.access-analyzer",

ERTESE AWS DT —ERX OBBZRRT yvi


https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

"com.amazonaws.us-east-1.account",

H—EACHEITZIERERTITS

H—EABZREBL LS., describe-vpc-endpoint-services AN REFEALTEIY RRSA N
H—EAICHETRFMABERZERTTEET,

ROBITIE, EL ) —23> O Amazon CloudWatch 1 X —7 I A AL RRA NCETS
BHRZERRLET,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

Hh 6% RICRLUET, VpcEndpointPolicySupported &, I RAKRA 2 KR —HFHR—K
TENTVWBRHAESH%ZRL, SupportedIpAddressTypes &, EDIP 7 RLAZRA THHR—-K
EhTWBAhZRLET,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,
"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",

"us-east-1f"
1,
"Owner": "amazon",
"BaseEndpointDnsNames": [

"monitoring.us-east-1.vpce.amazonaws.com

H—ERICEITZEHRERRTD 45


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
}

1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [1],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

Ilipv4ll

]I

"ServiceNames": [
""com.amazonaws.us-east-1l.monitoring"

I2VRRAZRNRUS—DYR—KNZERRTD

H—EAN LY RRAV IRV —ZHR—RLTVRIAESH ZRETSICIE. describe-vpe-
endpoint-services AN > RZFOH L T OEZTFRL £ 9 VpcEndpointPolicySupported, EE
TE2MElF true BRY false TT,

ROBITER, BELEY—EAFEELEU—23a>HOIY RRSAVRNRDS—&HR—-KNL TV
BHLESHEFIVILET, --query 723, HH% VpcEndpointPolicySupported
DIEICHBRLET,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

LTREHAFTT,

True
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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ROBITE, BEENEV—23DTIVRARANRUS—AWS O —ER ZHR—KT3 %
—EBRRULET, --query 77> avik, HhEH—ERZRICHPRLFT Windows INX > R7°'O
V7RNEFRALTCOONY RERTIDICEK., VIVXFIEEC—ES5|AFEHEHIBRL., T
FE\DNSAICEELEFT,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'

LTREAIBTY,

aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",

""com.amazonaws.s3-global.accesspoint",
"

com.amazonaws.us-east-1.access-analyzer",
""com.amazonaws.us-east-1.account",

ROBITEAWS OHF—ERX, EELEV—230TIVRRAVMRUS —ZHR—NL TV

WZE—EBRRLET, --query 77232 EF, 2T —EXZRICHIRL EFT Windows IX > R

Z7OY7 R EFEALTCZOON Y RERTIRICEK, VIUXFIZBEC—E5|A/FZHIRL, 174
BMXFZE\DSAMICEELERT,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

LTREHDFTT,

com.amazonaws.us-east-1.appmesh-envoy-management",
"com.amazonaws.us-east-1.apprunner.requests",
com.amazonaws.us-east-1.appstream.api”,

com.amazonaws.us-east-1.appstream.streaming",

com.amazonaws.us-east-1.awsconnector",
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AWS PrivateLink

IPv6 H7R—hZ2RRTS

X M describe-vpc-endpoint-services 1N¥ > RZFEAL T, EEL LU —

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
.codepipeline",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.email-smtp",
us-east-1.
.grafana-workspace",
us-east-1.
us-east-1.
us-east-1.
.lorawan.cups",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1
us-east-1

us-east-1

cleanrooms-ml",
cloudtrail"”,
codeguru-profiler",
codeguru-reviewer",

codewhisperer",
datasync",
datazone",
deviceadvisor.iot",
eks",

glue.dashboard",

iot.credentials",
jot.data",
iotwireless.api",

lorawan.1lns",
macie2",
neptune-graph",

neptune-graph-fips",

outposts",

.pipes-data",
-q",

us-east-1.
us-east-1.
us-east-1.
us-east-1.
.storagegateway",
us-east-1.
us-east-1.
us-east-1.

redshift-data",

redshift-data-fips",

refactor-spaces",

sagemaker.runtime-fips",

transfer",
transfer.server",

verifiedpermissions"

~w

>~ 3~IPv6T

AWS O —E

ATIOEATEDS BRRTCEET, --query 7> a2k, HHzEH—ERBICHRLET

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \

IPv6 Y R—KNERRTD
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--query ServiceNames

HABERICRLUET,

"aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.qbusiness",
""com.amazonaws.us-east-1.account",
""com.amazonaws.us-east-1.applicationinsights",
""com.amazonaws.us-east-1.apprunner",
"com.amazonaws.us-east-1.aps",
""com.amazonaws.us-east-1.aps-workspaces",
""com.amazonaws.us-east-1.arsenal-discovery",
""com.amazonaws.us-east-1.athena",
""com.amazonaws.us-east-1.backup",
"com.amazonaws.us-east-1.braket",
""com.amazonaws.us-east-1.cloudcontrolapi”,
""com.amazonaws.us-east-1.cloudcontrolapi-fips",
"com.amazonaws.us-east-1.cloudhsmv2",
""com.amazonaws.us-east-1.compute-optimizer",
""com.amazonaws.us-east-1.codeartifact.api",
""com.amazonaws.us-east-1.codeartifact.repositories",
""com.amazonaws.us-east-1.cost-optimization-hub",
""com.amazonaws.us-east-1.data-servicediscovery",
""com.amazonaws.us-east-1.data-servicediscovery-fips",
""com.amazonaws.us-east-1.datasync",
""com.amazonaws.us-east-1.discovery",
"com.amazonaws.us-east-1.drs",
""com.amazonaws.us-east-1.ebs",
"com.amazonaws.us-east-1.eks",
""com.amazonaws.us-east-1.eks-auth",
""com.amazonaws.us-east-1.elasticbeanstalk",
""com.amazonaws.us-east-1.elasticbeanstalk-health",
""com.amazonaws.us-east-1.execute-api",
""com.amazonaws.us-east-1.glue",
""com.amazonaws.us-east-1.grafana",
""com.amazonaws.us-east-1.groundstation",
""com.amazonaws.us-east-1.internetmonitor".
"com.amazonaws.us-east-1.internetmonitor-fips".
""com.amazonaws.us-east-1.iotfleetwise",
"com.amazonaws.us-east-1.kinesis-firehose",
""com.amazonaws.us-east-1.lakeformation",
""com.amazonaws.us-east-1.m2".
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com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

macie2".
networkflowmonitor".

networkflowmonitorreports".

pca-connector-scep",
pcs",

pcs-fips",

pi®,

pi-fips",

polly",
quicksight-website",

rbin",

.s3-outposts"”,

sagemaker.api",
securityhub",
servicediscovery",
servicediscovery-fips",

.synthetics".

synthetics-fips".
textract",

textract-fips",
timestream-influxdb",
timestream-influxdb-fips",
trustedadvisor",
workmail",

xray"

A22—TIAAVPCIY RIRA2 N AWS O —ER ZERAL

TIET7I7EATD

AR =T IAAVPCILY RiRA > NZERL T AWS PrivateLink, Z< D 288 OH—E AIL#E
MTEET AWS DY —E R, BMEIC DV TIE., the section called “Bi=” RV 72U A AWS O
H—EA ZSBLTLIEETL,

ASEELEYTRY RIEIVPC, H7RY MMIIVRRAVRNRY RD—DL4VB—TI(A
ZHERL, Y7XYRTRLAEEANSTTAR—KNIPT7RLAZE)HETET, T RRI> B
DERYKNIT—=DAVEZ=TIA ARG, VIITAZIZ—IRRYKND—=DL2Z—TIAATT,
AWS TAHDIVRTRATERIAN, BHSEEID LR TEREA,

RERVOEANSET—FLBHENREEIhETT, FHRICOVTR, "TAE2—TI/ATY
RRABDORE, Z2ZZRLTEEL,
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AES

- HIREH

« VPCIVRARLANZHERTS
- HEHTXRV B

- ICMP

Bl FR SR A

s TITIVEATIRZVY—RZFT7O4 AWS DY —ER LEIVPC,

e TT5AR—N ZFEHATHICIEDNS, ODNSKFARNBEDNSEREBEMICTHIHREN HYET
VPC, EHMCDWTIE., TAmazon VPCI1—H'—HA R, ODNS "BHEORREEH I Z25BL
TLEEL,

c AVR—TJIAATLT RIKRA2 NPT ZBEMICTSICE. FBEHOT7IOEAZHYR—KN AWS
DH—EAXA LTVBRHRENHV) EXTIPV6, FHICDWVWTIE. Tthe sectioncalled “IP 7 RL AN &
477 BSRBRLTLSESTL,

e ITVRKRAVKRZRYRND)—=DAVEZ=TIAAOEF1I VT4 I)IN—T%2EHKL. ODUY—AH
S5NFRENBNTTAVIEBFALEITVPC, LEXIE, A ICHTTPSU O I A NEEE AWS
CLITZER&LDSICTRICEEAWS OH—E R, EFXF2UFATIN—=TH4A42/)NT> RHTTPSKS
TAY O BHFATEILEN HYET,

« UY—ANZRYRND—9 B#EOIHTZRY NIHBBEFACL, XY RT—IOHF O1JY—AVPCE
IRRAVKNZRYRND—DAEZ—TIAABDORNT T4 Y IACLZHFAL TV & &ZER
x99,

« AWS PrivateLink UY —RIZE O #—2FHV)ET, FFHICOVWTIE., TAWS PrivateLink & # —
2, EBBLTLEE,

VPC IV RKRA NE2ERT S

ICEBTRAR—TIAAVPCIY RARA NEEKTDICE. ROFIBEICHVET AWS O —
E X

DAVE—TIAALIY RRAV NEERTBICE AWS OF—E R

1. T Amazon VPCZ2Y — )L %Z B & & 9 https://console.aws.amazon.com/vpc/e
2. FTES—23URAUT, [TV RRAV N ZEBRLET,

BIRSRAF 51
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3. [TV RARANOEK] ZBIRLET,
4, BA4T T, AWSH—ERZBRLZET,

5. [Service name] (M —EAR) T, y—EAZBRLE T, FMIZ OV T, Mthe section called
‘“METHIHT—ER ZZRLTKEEV,

6. ICEEVPC, IZ7UV1EAT%VPC ZERLET AWS O —E R,

7. ATY 7 5TAmazonS3 DH—EABZZEIRL, 774/ X—KDNSHR—KNERET S5
&k, TEBMERE. . DNS TBRIZEMICTS ) ZBRLET, cOBRZEFTSE., 1
INDVRIVRERAVKRDNSIZR UL TOATTAR—NEZEVICTREHABNICERENE
To Amazon S3 DA U RA—T I A ALY RRAVNIRLTDOH, 42/VJ> K Resolver T
RRA > RDNSTTSANR—RNERETEET, Amazon S3 D' —KRTI ALY RRA RN
B, AVINDRIVRKRAKNDNSICH L TDHKTSAR—RNEBMIC TS EEIRL 215
B, COFEOFEEDATY TZHABDETIT—HNRRENET,

ATY 7 5T, Amazon S3 UADH—EANOH—ERAZZRIRL 54, BMEE. Enable

DNS name A9 TICBIRENTVET, F7FINZHITIZ L E2BEHLET, chll&k
W, ZNLTITLPNEVIIARNGE, NTVYOH—ERIVRRANEFERATZDUOT
ARNA AWS SDKI Y RRA > NIBBRENETVPC,

8. B7ZXYKNT, IVRRAVRKRRYRND—=DAVEB—TIAARAZERTEIHT XY FN&EER
LET, PRATGEVFA—Y—2ZT8IZ1 20Ty NEBIRTEET, ALTRATE
74—V —nSBHOYTRY NZ2BIRTBD LR TEEEA, FHMHICOVWTEF., Tthe
section called “Y 7 XY NETFRAZE T4 —U—27") BBBLTLSEESV,

TF72)LRNTR, Y7ZXYRNODIPT7RLAEHHEAS IP 7 RLAZEBRL, TVRKRIMD

ZXYRD—=DAB—TI—AICEWVETET, P7RLAZEDTEIRTSICE. IPF7RL
AZBETDEBRLET, Y7XYMCIDRZ7OYVIDBRID 4 DD IP T RLAERED IP
7 RLAGHREBEADLEHIZFHNENTVEDES, TVRRAVRRYRND)—=DA(42R—=T 14
AEETDLETEEEA,

9. [IP addresstype] (IP 7 RLADZRAT) T, ROATIaVHASBERLET,

c IPV4-T2VRRAVRZRYRND—=DA 2 BR—T I AICIPVAT RLAZEVEHTET, <D
A7avk, BRRUEIXRNTOH T XY NIIPVAT RLAEBEA HY), H—EANIPv4AD &
TARNZZTFTANDHEESICOAYR—KEhET,

c IPV6 -T2V RRAVRZRYRND—=DA 2 R—T I AICIPV6T7 RLAZEVHTET, <D
F72arvid, BRUEIRNTOBTRY MY T XY MIPV6D & T, H—EANIPv6) VT
ARNZEZFANDHEICOAYR—KEhET,
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s FATINAZY Y —TIVRRAVRNRY RDT—=D4 2 RZ—TITAAIZIPv4E IPv6 7 RL A
DHEFZEVETET, cOATIAVR, BRUEIXRTOFTRY NI IPvdE OEHE O
IPv67 RL AEREA B, H—ERAN IPvAE OMADIPVE) IV TARNEZFANDBEAICD
HAPR—RENET,

10. [Security groups] (EF*1UT 14 TJIN—7)T, TVRKRAVKRRYRND—DA4 2 R—TITAA
CBEEMN IR EF21VTF1TIN—T%28RLET, F74ILNTR, OF7x)ILrOEFID
TA TN —TZ2EENFTEITVPC,

M. RV—T, A VB—TIA ALV RRAVRNZENLEITXRNTOVY—=AICRTEDIXTOT )
DIUNNCRBDINTOARL =232 2FHAITBICE, FNTIOEAZERLET, 7oA
ZHRITDICE, DAZRL ZBIRL, RUD—ZAHDLET, cOFTa>vik, H—ERN
VPCIV RRAVKRRIS—ZHR—RNLTVWRBEICOXMEATEET, FMICOVTR,

TTORRAERID—, ZZRLTLEEV,

12. (A7) 2T72EMTAICE, FILWRITZEM ZBRL, TOXTOF—CEEZADL

-

13. [T RAKRA > NOEK] ZBIRLET,

ARV RZAVEFERALTAVER—TIAAIY RRAV M EERTBICIE

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint (Windows i ®*Y —JL PowerShell )

#HEHTZY N

HBOEREENATWR Y TRY NOVPCIY RIRA 2 NEER., HHA. TE., £LRHEHKRTD L
FTEEHA, EEL, HEEThTVWRHTXYRNTVPCIV RRSA U NEERATEET,

ICMP

AR —=TIAAIY RKRA MNEping JITANIIEELEREA. KDYIZ, nc Ehld nmap 1
N RzFEATEET,

AVE—TIA AT RRAVNERETS
AYB—TIAAVPCIY KRAY REERL 5, TOREEEHCEET,

NI
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« Y7 XY NOEME L FHIBR

s EFXFIVTATIN—TZBENTS

* VPCIVRKRAVRRUS—%HEETS
« 77AX—KDNSEZEMICTS

- RTDEE

BT Y NOEME K EHIBR

AVE—TIAATIV RRAVRNOTRATETAV=2ZEIC1 20T RY NEBIRTEF

T, TRV RNEZEBMTDE, HTXYRNCIVRRAVRNORY NT—D 422 —T T 4 AHERK
T, HTXRYRMDIPTP7RLAEEASTTAR—RKNIPT7RLANFEVETShET, YTXY N
ZHIBR TR E, TOIVRRAVRNDRY RD—T A2 R—TIAAEHIRENET, FHICOVT

L;\

Fthe section called “H 7 XY RETARATEUFTF 4=V —2") #BSBLTLSEE,

OAVY—LZERALTHTRY NEZEETBICE

1.

2
3
4.
5

T Amazon VPC Y — )L &R & £ 9 hitps://console.aws.amazon.com/vpc/.
FTETF—23RAUT, [TV RRA N ZBRULET,
AVBR—TIAATY RRANEEBRLET,

[Actions] (7 23 32), [Manage subnets] (H7 % v N &2 &) OJEISERLET,

BEIZBUTTRATEV T A=V = BB RELFERERLET, PRATEUFT 41—V —
el 7Ry NE1DBRLET, 772N TR, Y7XY MO IPT7 RLAEED S
IP7RLAZBIRL, IVRKRAVKRDRYNDT—DA 2R =TI —ARICENETET, T
RRARNRYRD—=DABR—=—TIALAADIPTRLAZBRTSICIEFE., P7RLADEE%R
BIRL, Y7 XY NMIPUTZ RLAEEASTRLAZADLET, IV RERA NF—ERN
EHR—KNLTWVWBHEEIPYG, 7Y NIPV67 RLAEFAN ST RLAZANTRZEET
EEY,

CHDIVRRAVERDIVRRAVKRZRYND)—DAVEB—TIA AN T TICHZDTTZYRD
IP7RLAZEETHEVPC, IV RIKRAVKRFRYRND—IAEZ—TIAARKFHFLLEDIZ
BEMZONET, COTOEATI., HTZY REVPCIY RRA Y MR —EHICTIME N
x99,

[Modify subnets] (7% Y NEZE) ZBIRLE T,

H7 Ry NOBME G HIBR >


https://console.aws.amazon.com/vpc/
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ARV RZAVEFERALTH T RY N2 EETRICE

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint (Windows A ®*) — )L PowerShell )

X1V FT4TIN—T2BENSITS

AVE—TIAL AT RRAVNBIERY RD—DVA42V =T IAAICRERFTSATVSEF2
VT4 0N—T2EETEET, EF1VTA4TIL—TI—IE&E. OVIY—AASIVRRAZ K
FYRND—=DAVE—TIAALCHAENDNT T 1Y J2HELXIVPC,

AV =)L ZFRALTEFIVTATIL—TZEETRICE

T Amazon VPCI 2V —)L & B & & 7 hitps://console.aws.amazon.com/vpc/.
FTETF—23URAUT, [TV RRA N ZEBRLET,
AVB—TILAATY RRANEBRLET,

[Actions]. [Manage security groups] ® JEIZiEIRL £ 9,

PDEBEIZUT, EF1VTA N7 2B RELEERBRLET,

[Modify security groups] (¥ 31U T 1 JI—T7T2EE) 2 BRLE T,

o a0 K~ w0 N =

ARV RZAVEZFERALTEFIVTATIN—TZEETRICE

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint (Windows i @Y — )L PowerShell )

VPCIY RIRAZVRRIUSD —ZRETS

ALY RRLAVRNRIS—AWS O —ER ZHR—KLTWRHEE, IV RRAMOIVR
RAVKRNRID —ZRETEET. TVRRAVNRIUD—ZEHL IR, BEEFBHICBBZIETIC
BohDBBENHBYNET, FHHEICOVWTR, "ITVRKRAVRRUZ—) 25RLTLKEE,

OAVV—LZEALTIVRRAVNRIUS—ZZETBICE

1. T Amazon VPCIO2 VY — )L &R & ¥ T hitps://console.aws.amazon.com/vpc/e
2. FTETF—23aURAVT, [TV RERA N ZERLET,

3. AVEB—TIAALIVRRAVNZERLET,

EFIVTATIN—TEZRER TS 55
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4. [Actions] (7 22 3>), [Manage policy] (7R —%EE) QOIEIZERLET,

5. [Full Access] (ZITOV1R) ZBIRLTH—EAANDT7INT IO AZHFT TS A, [Custom] (A
AL ZBIRUTHAZRLRIS —%ZTRYFLED,

6. [Save] ZEBIRLET,

ANV RZA2VEZFEALTIV RRA MRS —Z2EETBICE

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint (Windows A ®*J — )L PowerShell )

7ZAXR—KDNSEZHMIZTS

VPCIZVRRAVRNDTZAR—NDNSEZBEMC TR EEZHEOLET AWS OH—ER, C
NZkY), ZALTIDLINEZYIIARNGE, NTUYOH—ERAIVRRA > hNeERATHVD
TARNS AWS SDKIY RRA 2 MMIERENFETVPC,

7ZAXR—NDNSEZFEATSICIE. ODNSTRARNBEDNSHEANDHEAZBEMICTRIHLEN HYE
FVPCo 7T7ARX—KDNSEZEMICLEER, 7TARXR—=NIPP7RLANEATBEICEDETICH
DONBDBENHYVET, TTAX—KNDNSEEEMICLEEEICERTSDNSL I—RIE 754
R—=KRTT, LEND2T, T7TA4R—KDNSBRNT VY VILBRTEE A,

A2V —LZ2ERALTTZAX—KDNSEF 7> a2V ZEETBHICE

1. T Amazon VPCI2V —)lL &R & & 9 hitps://console.aws.amazon.com/vpc/e

2. FTES—23aURAUT, [TV RRAV N ZERLET,

3. AVR—TIAALIRKRAVNEZBERLET,

4. Fo3ar, T7T7AXR—KDNSENEEZEIRLFT,

5. HEIZHLU T, [Enable for this endpoint] (CH I RARA 2 NZBMICT D) Z3BIRFE - (FER
RERLET,

6. H—E AN Amazon S3 NFE, BIOATY T TZOIY RRANIHL TEMICT S ZEIR
TBE, ANV RIVRRAVKDNSIZR UL TOATTAR—KNEEMC TR EERE h
9, BEDTTAR—NDNSKEEZFRITD2EHEEE. 1 VNTRIVRERSANIFLT
DNSOKTTZAR—RZEMCTS ZiBIRLET, AmazonS3 DA R —T I A AL RRA
VRNIIAT AMazon S3 DT —KRIJIA LY RRA VDB, A 2VINTRIVRERSAV B
DNSIZH L TOAKTTAR—RNEEMI TR EZRBRLEBEE, RORATYTTEELERETS

TS5 AXR—KNDNSEEZBMIZTS 56
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ETIS—NHNRRENET, FMICOVWTIE., Tthe sectioncalled “7'5 4 X— K DNS", #58
LTLEESW,

7. [Save changes] (BRENRE) 20 )Y ILET,

ANV RZA 2V ZFERALTTZAX—KDNSEAT 23V 2 ZEETRICR

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint (Windows i ®*Y — )L PowerShell )

2TDER

AVR—=TIA AT RRA NIRRT RGFEFT, BRIL®ILKLEY, HBO_—XICHLUTHE
LY TEFRY,

AV Y- Zz2EALTERTZEETRICE

1. T Amazon VPCI2Y —)L%Z & & 9 https://console.aws.amazon.com/vpc/e
2. FTETF—23RADT, [TV RRA N Z2BRLULET,

3. AVE—TILAAIY RKRAVNEERLET,

4. [Actions] (79> 3), [Manage tags] (RT NERE) ZiBIRLF I,

5

BMNFBRT &I, [Add new tag] (L W T #EM) Z2:8RL, TF—EcX2TEZANL
x5

ST ZHIRTBICE, RTOF—EEORRICH S [Remove] (HIFR) Z:BIRLET,
7. [Save] ZBIRLET,

o

ANV RZA2VZFEALTERTZEETBICE

« create-tags & & U delete-tags (AWS CLI)
« New-EC2Tag # & T Remove-EC2Tag (Tools for Windows PowerShell )

AVB—TILAATY RRAZVNARYNDOTZ— N2 THS

BAIZERLT, AVE—TIA ATV RKRANIBEEITIHBENDARNIETZ TS —hes%
BTEXRY, PIAR. BRUIVIAN BHREREBTENELEICLEX—)ZRETEFRT,
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2AY

- SNS BHIEHERT D

« POERARIU—ZEMT S
« F—RU—%EM

SNS BHIZHEKT S

BHA® Amazon SNShEY V%KL, NEYIICHTRAITATT3ICE. ROFIEICHVE
9,

A=) EERALTA U E—TIA ALY RRA NOBHAZERT S ICIE

1. T Amazon VPCO2Y —)L % B & ¥ T https://console.aws.amazon.com/vpc/e
FTETF—23RAUT, [TV RRAV N ZBRULET,
AVBE—TIAATIY RRANEBRLET,

[Notifications] (@%01) X 7 ¢, [Create notification] (BZHIDIERK) ZiBIRL £,
JEHIARNT, EERUSNShEY JARND ZEIRL ET,
ARYNEFTRAOZ 47 F5I2IE. [Events] (AR N) ASEBRLET,

2

 [Connect] (&) - H—ERAO21—~N—NDNAE—TIA AL RRA 2 NEERKLEL
o Chik, BHEVITIANEY—ERAZTONAA—IZEELET,

* [Accept] (&) - H—EA7ONAA—NEHRVIIANZEZTANETL I,
 [Reject] JER)-H—ERA7OANA A —HFERVIIANZESLEL L,

o [Delete] (HIBR) — H—ERAV 21 —~X—HFA2VE—TIA ALY RKRAV NEHIBRLEL
o

7. DEHZEEXR] ZBRLEXT,

ANV RZAVEFALTAVER—TIA ATV RRAV NOBAZERT S ICIE

« create-vpc-endpoint-connectioni®@ 1 (AWS CLI )

« New-EC2VpcEndpointConnectionNotification (Windows A ®* —JL PowerShell )
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TOEARIS—=ZEMTS

Amazon SNSREY JIZFTVLARU—ZEML T, HFI1—H—ICRbH > TEHEHKIT AWS
PrivateLink TE3XSICLET. RICHIZRLET, FHMHICOWVWTE. "Amazon SNShEY I 0
TOEARIS—ZmETDICREESThEIVTIN?, ESBLTLKEEV, aws:SourceArn
B KR aws:SourceAccount JO—NIL&HhF—2FAL T, BALLERERBEICKL TRELE
¥,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "vpce.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
1,

"StringEquals": {
"aws:SourceAccount": "account-id"

F—R)>—%EM

BE{LENiESNSREY VZFERALTWVWREE, ARL—2 3 ZFHTHT AWS KMS APIIZ
. KMSE—0n)Y—ARD>—H AWS PrivateLink ZEE T2 HENf HVYET, UTEE., F—7R
U :/—0)%_(“3'0

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Principal": {
"Service": "vpce.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"

1,
"StringEquals": {
"aws:SourceAccount": "account-id"

A283—T7I—ALY RKRA MNEHIBRT S

VPC IV RRANODERAANRTLES, BIRTEER T, A1 X—TIA ALY RIRA > M ZHIBR
TRE, TOIVRRABNDRY ND—=TV A2V B—T T4 ALHIBREhET,

AV =L EERLTAR—TIA ALY RRAY NZHIRT D ICIE

1. T Amazon VPCZ2Y — )L %Z B & & 9 https://console.aws.amazon.com/vpc/e
FTETF—23URAUT, [TV RRA N ZBIRLET,
A2VB—TIAL AT RKRAV NEBRLET,

7023, VPCIY RRA2 NDHIBRZZERLET,

BREROSNLS, delete 2V Y ILET,

[HIBR] ZiBIRL &7,

2

ARV RZAVEFERALTAVER—TIA ALY RRAV N Z2HIBRT S ICIE

* delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint (Windows A @ — )L PowerShell )
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TF—RDODIALIY RKRA2 B

TJ—RIJIAVPCIY RRAVKNE, KAV E—FRY RTF—RIVIAPNATTFNA REZRLEETD
c &<, Amazon S3 $ & U DynamoDB NDEEMOFVERZRHELEIVPC, T'—hDV I A
TIVRERAVBNE, BORATOVPCLY RARA 2 NEFERY) AWS PrivateLink, ZfFRLFE
Ao

Amazon S3 & DynamoDB &, *— KNIV IA IV RRA I RNEAVE—TIAAI RKRAND
BMAEEYR—RNLTVET, A72a>0LRICOVWTE, UTESBLTLSEE L,

« Amazon S3 DVPCIV RAKRAVKNDRA T
« Amazon DynamoDB OVPCI > RIRA U KNDRA

T—RIJIAIYVRRANEEMBEELTEATERY,

AE

- BE

c W—FT12T

c EFIUTA

« AmazonS3 DT —KRIJIATV RAKRA b

« Amazon DynamoDB D' — R JIA TV RAKRA U~

BE

Amazon S3 & DynamoDB (Zl&, N7V Y OH—EATIY RRA 2V NELRG ST —RNI T/ I RKR
AR EBUTCTIVEATEET, COBMETE, chs0FEZHEBLET,

A=Y NTF—RNIVIA(RBEATTIELATD

ROBRE, A VARVANNT VY OH—ERAIY RRA 2 M%EELU T Amazon S3 XV
DynamoDB IC7 VRT3 HEERLTVWET, NTVYIHTRXYRNDA VARV AL S
Amazon S3 £/zl& DynamoDB AND K Z 714V Jl&, DA E—FY NTF—KRDTACIN—FT 1>
JVPCEh, TOH Y—ERALIL—TFT12JEhhET, ERLE, 77/ R—MTRYNIGIY
B—ZFY NF—=RIDIANDIL—KFBVED, TTAR—NYFTRY MDA AR AlE Amazon
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S3 X DynamoDB ICR T 7 41 Y UV ZEEFETEERLEA, T7TAR—KNGFTRY NAOA VARV AN
Amazon S3 £k DynamoDB IZ KT 7 41 Y U BREETEDLDICTBICIE, NATFNA A&E/NT
Vv o7y NMIEINL, Z7ZAR—RMSFTRYRAORNT 714V DENATTFNA R —T 1~
JUET, Amazon S3 £/zl& DynamoDB NDKRZ 7 A Y I NF AV BX—FY NTF— KD I A ZEiB
IHEEF. AWSZY RD—DZBthErHA,

F Reqgion

[il= T =T

B Fublic subnet
I n)
D—’C\ 5]

Private subnet

T—RIDIAIVRRANERATT I EATS

RORE, A VARV ANFT—RIDIAIY RRA2 N2BLU T Amazon S3 # & T DynamoDB (2
TOEATEHEZERLTVET, »S Amazon S3 F/=l& DynamoDB VPCAD KRS 7 1 v U &,
F—RIIAIVRRARNIN—TF120TENFET, EHTZXYNIL—RT=TILICE., H—ERA
DTL7A4VOAVARNZFEALT, Y—ERBTORTTAVYIET—RNIIAITY RKRAVNIC
REETZIL—MHIBETT, HMICOVTIEE. "Amazon VPCI1—H—HA Ry OAWS " ¥ x—2
RZLZAVIOAVARNT ZBRBRLTLKEZV,
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il
9

-

IN—FT 14>

T—RIIALIVRRAVNEERTDEER, BMCTEHFTRY ROVPCIL—hT—T )L %&
RUET, ROIL—HFE, BRUEBL-MT—T7LICHBNICEBMNENET, RELRE FAET
PY—EADTLT714YTAVANAWS THY, =T Y NET—RIIAITVRKRA BT,

TATAR—>32 2—=7Y b
prefix_list_id gateway_endpoint_id
ZREIH

e L—=RT—=TIILICEBMENEIY RRANIL—NEIBERTEEITHN, TEFLFHIBRTERE
ho TVRRALAVKNIL—=REIL—RT—=TIILICEMTDICE,. ThES—RFNIIAIY RELAB
CEEMTET. L—RNT—TINET—RNIIAIVRRANOBEERGTERBRIT DA, TF—h
JIAIVRRANZHIBRTDE, T RRANIL—RDHIBRENE T,

s F—RNIIAIVRERAMNCHEENS TS NEL—NTF—TIILICHEN TS EYT7ZY ROTAX
TDA VARV AR, =M IITAIVRRA VN ZEFERALTH—EARICTIVEALET, Ch5
DIL—KRF—=7ILICEERFSATVEVWVTTRY NADA VARV AR, —RNIJI/4 I RK
AV RNTREBEKNT VYO —ERIV RRA N EFEHALET,

c L—=KFT—=TIIZIE, Amazon S3ADI > KR4S NJ)L—K& DynamoDB ANNDI Y RAKRA 2~
L—RNOEFZEDDENTEET, AIUHY—E X (Amazon S3 % /zld DynamoDB) ND T~

N—=FT127 63
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RRARNIL—REZEBOIL—RT—TILICEDBDENTEET, 1 2DIL—KFT—TILICEAL
H—E A (Amazon S3 £/z(& DynamoDB) NOBHOD I RRAV MIL—KNZ2HFODERFTESR
ﬁ/./o

« B, STV IE—BIBZREEENEBIL—NEFEALT, NZ71Vv9ZIL—TFT12TF

PHEERELET (BRRIL71YIA—H) IVRRANIL—NOBHZIL—NT—T LD

B, CNRRXODZEZERLET,

« IRNTDAVER—FXYRNKRT T4V (00000 22—V NSF—RIIAIZEETS
IL—KDFH3HE, BEND—23 2 OH—E R (Amazon S3 E =& DynamoDB) 8T D k>
TAVIOTIVRRAVNIL—RHFBEENET, BIOWTONT T4V IEF, 1 0F2—%Y
NF—RDIA4 AWS O —ER ZFERALET,

c TL74YOAVARNGI—=2aVICEBTHSEH, Hlo)—23 >0 —E XA (Amazon S3
F/2(d DynamoDB) BCDKRZ 74 Y VA VB —FXY NTF—KRIJIAICEBENET,

- ALV—23 2 ICH—EXR (Amazon S3 £7=-(k DynamoDB) O IEM S IP 7 RL REHEEEET
PIL—RMBBBEE. TOIL—RDFIURERAUBNIL—RNKWEBERENET,

tF21UT4

AVABVANT—RIDIAITY RARA 2 K& L T Amazon S3 £/l DynamoDB IZ7 VAT
A, AVAZVARNT VYOIV RRAVNEFERALTY—ERICTIVEALET, <hs
NDAVAZRADEF AT 4TI —T, Y—ERAEOBORNS 71V VO EFUTEIHENHY)
F9. UTRE, POMNDRIL—LOHITT, H—EADTLT7AVIAVARDID ZZRL&E
9,

TATAZR—>3> ZOK3dl R—NEE

prefix_list_id TCP 443

CNSDA VARV AACLSOHTZY ROXRY ND—U TR, Y—EAEDOEORNST 71V IEFF
ATRIHENHYVET, UTE, FONNIURIL=ILOFTT, TY NDO—IACLIL—ILTTL
TAVDRAVANESRIDERTEFRLEAN, TLT1VYIORAVARNYSH—EADIP 7 RL
AHEZREBTEET,

Ui

TATAR—>32 ZOK3dl R— NEE

service_cidr_block_1 TCP 443
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TFATAZR—>3> 7083 R— NE
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

Amazon S3 D' —KNIJIA T RAKRA B

J—KRIJIAVPCIY RIRANVPCEFEHAL T, 7S5 AmazonS3 ICT7 IV EATEET, ¥— bk
DIAIVRRANEERLES, HS Amazon SSVPCAD KRS 74 v ODI—KRF—TILIC
=Yy NELTEBNTEEXT,

T—RIJIAIVRRANEEMBEELTEATERY,

Amazon S3 k., ¥—RNJIA IV RRA I NEAVE—TIA ALY RRA > NOBEEZHR—K
LTWET, Y—RNIIAIVRRAVNEFERATRE, CA22—FRY NT—RNIJIA®NATTF
NAAREMBBEERTFTICVPC, 7S5 Amazon S3ICF7VEATEVPC, EMBEEALA AV EHA. £
EU, —RMIJIAIRRANE, AVTLIZARY RDO—9, 1) AWS 1J—2 32 VPCs®D
ET7VTERE. FEERNSOSYRNS—RNIIARBHAOTIVERAZFILERA, COXSHTF
AT, EMBRETHATERAVER—TIA ALV RRAVNEFERITIHLEN BV ET, i
IC2WTIk, Amazon S31—H—HA4 KR, ® "Amazon S3 DVPCI Y RRA > NDZEA T, 2SR
LT<EEV, Amazon S3

AES

- EEEE

« 724~X—h DNS

c F=RIDIAIVRRANZEERTD

s NTY MRV —Z2FALTITIEAZHBETS
c LI—hT=TIILEBEEFTS

« VPCIVRARAVRRIUS—ZHEETS

c F—=RIDIAIVRRA NZHIBRT S

ZREHE

s F—=RIIAIVRRAUNE, ThEERLEV -3 TOXERATEET, 49 S3/NT VY
RERUD—23Ycs—RITIAIY RRAV N ERRLTLSEE L,
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« Amazon DNSH—/N—%ZFAL TVW3HEEIFE. ODNSTKARNZEDNSHEEEOWMAZEBEMIZTS

MBRENFHYEITVPC, MBEDODNSH—/N—ZFAL TWRIHFEE. Amazon S3ANDU I T AR
LR O THBFEND IP7PRLALCELLSBEBRENATVE 2B LET AWS,

¢« F'—KRIJIAIVRKRARNZB LT AMazon S ICT IV EATRDA AR ADEF1 )T 4

TIN—=T70OI—I)LE, Amazon S3 ENDBDRZ T 1Y UV ZFATHILEN HY) ET. Amazon S3
ND7L7AYIA)ARIDR, €F2UTF4TIL—TIL—ILTSRTEFT,

e '—RNIJIAIVRRARNENLT AMazon S ICT IV EARTBD A VAR ADY T XY NACL

NDEYRIT—DF, AmazonS3 EDBDKRZ 71V UV ZHFUTIHBEN HYET, XY ND—D
ACLIWL—ILTTL7AYIOARAIARNESBITBERFRTEEZTEAN,. AmazonS3I DT L7141 D
AJARDS AmazonS3 D IP 7 RL AEFEZWMEBTEET,

« SSNTYRMANDTILELAAWS OH—ER ZHEETD Z2HALTVRIDLESHZHIELET,

BlzE, Y—EANOQTT77AINEECNTY MAOTIVEAZRERL VY, EC24 VARV AIC
RSAN—I—IVhE2XIO0—RLEVTIRENHZDBENHYVET. TOBHEER. T
VRRARNRIS—T, AWS DU —ER £k UY—AN s3:GetObject 7oV a v & EH
LTChSONTY NITOEARATDCERFALTVD CEEZBRELET,

ce VPCIVRRAVKRNZEBBTS Amazon S3IANOU I ITARNICEK. DRI —FEENTY MR

)2 —T aws:SourcelpRHZFERA TR LR TEERREA, DV IC aws:VpcSourcelp &4
EEALTLKEEVY, L&, L—rT7—=7ILZEAL T, VPCIY RKRA > M%ES L T Amazon
SIICTUVEATEBEC2A VARV AZFHIT D EETEERT,

T—RIDIAIVRERAVNGIPVARTZ T4V I DHEHR—NLET,

Amazon SN ZELEFEZZITA2HTXY NADA AR AN SDY —ARIPVAT RL Ak,

NTVYDIPVAT RLAAS OTSAR—KNIPAT RLAICEEENEIVPC, I RRA B
FRYRND—UII—hE2PYEZ, BUOTVWATCPEGEZYIMLET. /NTUY JIPVAT RLA%
FALLEUTOERIBAENERA. IVRRANOERELIEER, EERRXRAINET
FTHRVEEICITSCLEZBBHOLET, Tk, BHEOEERIC., Y7 NI I T7H Amazon S3
CHBICBERTEDCEETANTZELS5BEHOLET,

TITORRANEGiE MSHTLRT D EETEEFEAVPC, VPN 4. VPCET ) > Tk,
RSy NF—KRDJIT A, £7F AWS Direct Connect IQEHEDORFAIOUY —A K, 7—K
DIATRKRANZEHAL T Amazon S3 EBEVPCT A L ETEEE A,

TADVRIE, V=232V 20O —RNIDIAIV RRAKNOTF TN —&
AHY), BEABETT, o, HEVOT—RIIAIV RRA B 255 ICHIRENATVET
VPC.,
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724 ~X— K~ DNS

Amazon S3 DT —KRIJIA IV RRA I NEAVE—TIA ATV RRAVNOWMBZHEKT B &
ZIZ, JANZRBE{DNSTRLSICTZAR—NERETEEXT,

Route 53 Resolver

Amazon &, Route 53 Resolver &N BDNSH—/N—%& ([CRMHL £IVPC, Route 53 Resolver
&, 77ZAR—=KRKANY—=2OO—HIVPCRAXABELI—REZEEBWICHRLUET, L
L. OHEH S Route 53 Resolver ZEAT B EETEEHAVPC, Route 53 (ZIk, DHAZA
5 Route 53 Resolver ZfFTE 35 &S5 (Z, Resolver I RRA > M & Resolver L—I)LFAEE
NTVWEIVPC, 1 /NJ RResolver TV RIRA 2V KNE, AU TLIZAXRY KTJ—U 55 Route
53 Resolver ICDNST T Z8iALET., 7 R/NJ2 KR Resolver T R7RA > ~&, Route 53
Resolver A5 AV 7L IAXY NJ—JICDNSO TV ZEELF T,

AVINTDYRUYIN—ITV RIRA RDNSIZD IR T T AR—KNEFEHTSDKSIC Amazon S3 DA
VB—TIAALI RRAVRNERETDE, A1 VNTDRVVILN=IY RAKRA 2 "MHERENE
To 12/IND> RResolver L RIRA VN, AVTLIZAAS AV E—TIAALY RKRAV B
NDTZARXR—KNIP 7 RLAADODNSY I )% Amazon S3 I[Zf#RL £9, 7. Route 53 Resolver
MALIASL J— K% Amazon S3 ONT VY U RARY—=VIZEBMULET, chiZ&kV, HSODNS
T Amazon S3/NTUY U IP 7 RLAICVPCERE N, ¥—RIIA IV RRAVNINS
TAVINN—"FTA42TENET,

7’24 ~X—K DNS

Amazon S3DNSDA VB —TIA ALV RRA 2V KNIZTFAR—RNERELTE, 1 NIV R
Resolver T2 RARA >V RDNSIZO KT ZA R— R ERELBWVWHE, AVTLIARY ND—D &
DEENPSOVIIARNE, A1V —TIAALY RRA2 NVPCZERAL TAmazonS3 ICT7 V&
ALET, LEN>2T, ¥Y—NIIAIVRRA M ZEMBEELTEAETICVPC, 5D K
ZT7AVIICAVE—TIAAIVRRA N 2FEATIHREN RELET,
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On-premises

data center

Gateway endpoint
D\ L 53 bucket
i) /

i 29

VPN connection Interface endpoint

A2VNTYRIUVVILN=ITY RRAZ NDTZ 4 X—KDNSD &

4>\ J> R Resolver T RIRA >V MMZKHUTDNSOATSAR—KNEZRETDHEE, 7L =X
ARY RND=ONSOIVITANGAVE—TIA AT RRA> hEFERAL T Amazon S3 ICT7 &
AL, PSOUIIANIS—NIIALIY RERA2NVPCZFERAL T Amazon S3ICT7 VA
LET, TOED, "—NIIAIVRRAVNEFERATEBVRNRS T4V IICOREAR—TIA
ALV RRAVNOEAEEZISOT, JANERHELLTEET,

On-premises Region

data center
Private subnet @H\
Gateway endpoint >@
I:’ 53 bucket
¢ Yy ) /
(7] >

VPN connection Interface endpoint

TT7AR—KNZRET S DNS

- =

Amazon S3DNSODA VB —T7IA ALY RRAVNDTTAR—NE, EERBRCFERRICERE
TZEFET, FHMICOWTIE, Tthe section called “VPC T RIRA > N ZEERT D (ERFBICERE)
FzlE Tthe section called “7’Z A X—KDNSEZEMICT D" HERRICERE), 28RBLTKEE

W
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T—RIIAIY RRAD NEERT D

ROFIEZFEAL T, Amazon S3 ICELHTA S —NIIA I RRA N EERLET,
AV —=)LE2ERALTY—RNIIAI RRA N EERTDICIE

1. T Amazon VPCI2Y —)L &R & & 7 hitps://console.aws.amazon.com/vpc/e
2. FTETF—=23RAUT, [TV RRA N Z2BRLULET,

3. [TV RARAMNOER] ZBRLET,

4. [Service category] (H—EAHDTdV) T, AWS DH—ERX Z&IRLET,
5

H—EAT, 71UV E—RA4T =—KNJIT A ZEML, com.amazonaws.region.s3 Zi&iR
LE¥rT,

TVPC., T RRANVPCEERTS ZBIRLET,

7. [Routetables] JL—hT—7II) T, TV RKRANTHEATZIL—RNTF—TILEEIRLET,
H—EABTORNTTAVIBIRRAVENDRY ND—DAR—TIALAAIZRANT S
I—KABEMICENENET,

8. RUI—Tlk,. ZIT7OotA &ZERLT, VPCIVRRARNLEOIRTONY—-AIZRTS
FRTOTV NN ERBZDTRTOARL =23 E2FATLET. ThEAOFEE., hAR
L ZBIRLT, U NIHNVPCIY RRA VY MEBATUY —AICKRLTT V>3 #3217
THEOOT IO EAHFZ2HEHTAVPCI RRANRIS—2TRYFLET,

9. (A7 aL)RIT=ZEMTBICIE, [FLWRITEEM ZBIRL, TOXITDF—EEZAAL

x£9,

10. [T RARA > NOEK] ZBIRLET,

o

ARV RZA2VEFERALTT—RNIIAIV RRAV N ZERTDICE

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint (Windows i @Y — )L PowerShell )

NTY RRUS—ZERLTT7 7 EAZHBETS

NTYRRIVD—%EALT, BEDIZ RARA M, . VPCsIP 7 RL AH, &KT A5N
TYMNDTIELAZFHTERT AWS THIV he ThEDOHITR, I—AT—RAICBELBT D
EAZHATEIRID—AT MM HBBEZARELTVERT,
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Example fl: END I RRA MO T IO ELAEZFHRETS

aws:sourceVpce ZHF—ZFEAL T, BEDIY RIRA MO T I ARAEFIRTZ/NT Y KR
—BERTEET, RORVI—F, BEEThETS—RNIJIA IV RRA NN EREhEEE%:
BRE, BEShET I3 VTOEENTY NMAOTUVEARAEEBLET, CORII—F, BEE
NETF7 <32 T0O AWS Management ConsoleZ /M U IBENT Y NMAOTIVEREZ7OY VT3
CEICEEBELTLSEETL,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow-access-to-specific-VPCE",

"Effect": "Deny",

"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",

"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

Example f5l: 3$EDO NOF V7t Az HIRT S VPC

aws:sourceVpc &HF—VPCsZFERAL T, BED NOT VAZFHRIBD/NTY NKRUD—%4E

RTEET, chld, AU ICBBOIY RRAVRMABRETNATVREBEEICERTIVPC, XOR
) —F., VOTARNNEBEES N ASEFETIhEVRY, EEEhLETIVa E2FERLTEE
ENENTYMOTIOEAREBLEIVPC, CORII—K, BEEShETV2 32 TOHOAWS
Management ConsoleZ T U IBENT Y NMADOT IV ERAZ7TOY VTR EITEBRL T EE L,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
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"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"

Example #: FED IP 7 RL AEEANOT VA ZHIR TS

aws:VpcSourcelp ZHF—2HFAL T, BED IP PRLABEBEANOT IV EAZFRTZRI S —
ZERTEERT. XRORVI—F, VIOITARNNFEEENLZIPTRLANSOENDTHSDBEEZR
B, BEENLETIOAVTOEENTY MOTIUVEAZEBLET, CORUI—E, EEEh
=T 023> T0HO AWS Management ConsoleZ T L Z38ENT Y RADT OV EAZT7OYIVT3C
EWFEBELTLSEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSourcelp": "172.31.0.0/16"
}
}
}
]
}
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Example f5l: %D ONTY NAOT UV AZFIRTSD AWS THU b

s3:ResourceAccount REF—ZFEAL T, FEODAWS THIURN DO SINTY MAODTIOER
BHIPRTDR)S—ZERTEETT, AORII—F, EESNEAWS THIRMI&2TS3/NN
TYRIFAEBEENTVRBEEZRE, BEENET O3 2TOSINTY MOTIEAZERL
x99,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}

W=hT—7 L ZEENTS

JF—=RIIAIYVRRAVNIEERFSNTVRIL— R T—TILZEETEET, L—rT—T
ZHEMNTRE, Y—ERRTORNT TV IZIVRERAVNDRY RND)—D 42 R2—T T A4AIC
RAVKRNTRIL—RAFBEBWICEMENE T, - T—7IIOBERTEHERTDE, T2 RKRA
YRL—=RNEIL—RT—=T IS BBNICHIREhET,

OAVY—=LEZEALTIL—rT—7 I Z2BENFITZICE

T Amazon VPC 2V — )L &R & ¥ T hitps://console.aws.amazon.com/vpc/.
FTETF—23URAUT, [TV RRA N ZERLET,
T—RIVIAIVRRA NEERTS

[Actions]. [Manage route tables] D JEIZEIRL £,

BEIZISUT, L= T7—7 N ZBIRFLFBREBRLE T,

[Modify route tables] JL— M TF—7 L2 ZE) ZBRLE T,

o a0 b~ w N~
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ANV R4V EZFERALTIL—bT—T L ZBER TS ICE

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell )

VPC IV RRAZVRNRISD—%imET S

F=RIIAIVRRARNDIVRERARNR)D—%HEEL T, T RRA> SNVPCERAT H
5 Amazon SS\ND T VA Z#HHTEEXT, T7FILBNRIS =Tk, LT IOAZHFALE
o FHMICOVWTEE, "ITVRKRAVRRID— #SBLTLSEETL,

A= LEERLTIVRRANRIVS—2EETDICE

T Amazon VPCI 2V —)L & & & 9 hitps://console.aws.amazon.com/vpc/e
FTETF—=23RADT, [TV RRA N ZBRLULET,
T—RIIAIY RRAV NEBIRT S

[Actions] (7 23 3~), [Manage policy] (R > —% &) OJEICREIRLET,

[Full Access] (ZILT7 UV tR) ZBRLTH—ERANOTILT VEAZFATSHH. [Custom] (77
AZL) BBIRUTHAZRLRID —ZTREYFLET,

6. [Save] ZEIRLET,

o ~ w0 Dhd =

Amazon S3ICT7 IV EARTB LSOOI RRARDORID—DFIIFRXDEHY TT,
Example fl: 5EDNT Y RAOT VAR HIRT S

BEDSINTY MOTIEAZERIZRI—ZERTELRT, Chik, AWSOHY—ER(C
S3NTY RVPCZHERATRIMD HF"HBDBEICEFNTT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"

Amazon S3 ICBFB I RKRA U~ 73


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

1,

"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

Example fl: #EDIAMO—ILADOT O AZHR TS

BEQOIAMO—ILADOT IV AZHRTDIRI—ZHERTEET, aws:PrincipalArn ZFEAL
TTVINIANDOT O EREZFATIREN HYET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:ro0le/role_name"

Example fl: #EDTHI RO I—H—AOT VA% 4IBETS

BEDTAIMAOT I EAZHRIZIR)S —ZEKTERT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
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"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

T—RIIAITY RRAD NZHIBRT S

FREICB2IET—RIIATIY RRANE, BIRTDENTERT Y—hIITA I RRA>
NzHIlRT2E, IV RRAVMIL—MFYTRY NL—RT—T LA SHIBREhET,

T ZAR—RDNSHEMICBE>TVRIHE, T—RNIIATIV RKRANZHBRTBDERTER
BA,

A= )LZERLTT—RMIIAIY RRAY NZHIBRT D ICIE

T Amazon VPCI2Y —)L & B & & 9 hitps://console.aws.amazon.com/vpc/e
FTETF—=23RADT, [TV RRA N ZBRLULET,
T—RIJIAIVRRANEERTS

To023ar, VPCIY RRAV NOHIBRZZERLET,

mREROSNLES, delete 2V Y ILET,

[HIRR] ZBIRLE T,

o o K~ W N =

ONY RZAVZERALTT—RNIIAIY RRAV N ZHIRT B ICE

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint (Windows A ®* —)JL PowerShell )

Amazon DynamoDB O — R I A/ LT RKRA 2~

JF—KRIJITAVPCLIY RAKRA NVPCEFEMRL T, »S Amazon DynamoDB [C 7V EZATE XY,
P—RIIAIVRRLANEERLES, 55 DynamoDBVPCAD KRS 71 v ODII—hF—7
WZZ—=TY R LTEBMNTEET,
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T—RIJIAIVRRAMNEEMBEELTEATEERT,

DynamoDB &, #*— NIV IA IV RERA 2V NEAVE—T IA ALY RRA 2 NOEFZHR—bB
LTVET, "T—RNIIAIVRRAVNEFRATDE, CAVEX—Y RT— KT IAPNATT
NAREMBEERTICVPC, S DynamoDB IZ 7Vt ATEVPC, BIEE&EALYEEBA, &
EU, T—=RNIJIAIVRRARNE, AVTLIARY NT—2, 10 AWS U—2 32 VPCsD
ET7VTERE. FLERERNSODYRNT—RNIIARBAOT IV ERZHFILERA, CORSHBIT
AT, EMBETAATED SN VE—TIAMAIRRAVNEFERATRIMLEN HYET, il
IC2WTIE. TAmazon DynamoDB F*AXOY /N\—H4 K1 ® "DynamoDB OVPCIY RAKRA KD
BA 71 #BBLTLEE, DynamoDB

ok

. EBEE

c =RV IATIVRRAVNEERT S

c IAMARV—ZFALTT I EAZFIHTS
s L=hT—TIILZEEFTS

« VPCIVRRAVRNRII—%ZHmETS

c F—hIVIAIVRRLA NZHIRT S

ZREHE

¢ FoRIIAIVRRAY MG, ThEERLEY -V TOZEATEET, 47
DynamoDB F—7 LEBUU—T I VICF— R I I A IV KRA Y REERL T EE L,

« Amazon DNSH—/N—%FEAL TW35HEEIE. ODNSHKANBEDNSHEGENHMESZEMICTS
PDENFHVEITVPC, MBEDODNSH—/N—ZFEAL TWBHEEIE. DynamoDB ANDJ I T AKNAH
CE P THBFEND IPTFRLACELLKBRENTVDZEEZERELET AWS,

« F—RIDIAIVRRANEBUT DynamoDB IC7 VAT B A VAR AOEF 1) T4
TIN—7"0)—)Li&., DynamoDB EDEDKRZT7 1Y UV ZFATBDHUENH ') FTF, DynamoDB
NDTLT7AVOARAVARIDR, EX1VF14TIIL—TI—ILTSRTEET,

« F—RNIDIAIVRRALARNZNLT DynamoDB ICF VAT DAV ARXR AN T XY NACL
NDxXRY NT—21%, DynamoDB EDED KT 71V U ZFHATRIVENHYVET, XY NT—7D
ACLIL=ILTTL 74V IOARAVARNESRBID_EFETERLEAAN, DynamoDB @ IP 7 RL A&
Bk DynamoDB D7 L 74 Y VAV ARD SEBTEE T,
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« AWS CloudTrail ZfA L T DynamoDB ARL —> 3> 2OV ICBETZHEES. QT 77 1)L

., Y—ERIYY1—I—KOEC2A Y AZVADTFARK—KIP 7 RLAVPCE, I KK
AVRNENLTRITENBVITIARDT —RIIAIV RRA RO IDABERET,

c F—=RIIAIVRRAVNREIPVART 74V ODHREHR—NLET,

HEEZIIBDHTRYMNADA ARV ADREETIPVAT RLARK., ASNTUYIIPAT RL
ADSTTANR—=RNIPUAT RLAIZEEENEITVPC, TV RKRANEFRY ND—=UI)—K%E
PyUEZ, BLOTVSTCPERETMLET. N7V Y UIPUT RLAZFERAL U OEGRIFE
MEhFECBA, Y—NITAIVRRANODERFLREER, EBEBRZAIVNRITHRTHEVE
BILTS52LEaBEBOLET, i, BRI hEBESICY 7 NI T 7 A DynamoDB IZH
BNICEBERTEDCLZERIBDLEHICTAMNLTLSEEL,

« TV RRAV NERZE HSHRTBDCEWRFTEEEAVPC, VPN ., VPCET > T4k,

RS>y NF—RDJIT A, £iIE AWS Direct Connect D EHEDORFAIOUY —AlK, 7—b
DIAIY RRA NZFEHL T DynamoDB L BEVPCT B LW TEEH A,

TAOVRNCZR, V=232HiV) 20 OT—RITIAIRRAVRNOTFTFINT A —5
A&y, FAEAETT, ey BLEVOT—RIIAIV RRADBME 255 ICHIREATVERT
VPC,

T—RIIAIVRRA NEERT D

ROFIEZMEAL T, DynamoDB ICEHKT DS — RV IA IV RRA NEERLE T,

AV =)L EERLTT—RMIIAIY RRAV N EZERTBICIE

1.

o &~ 0D

o

T Amazon VPCI Y — )L &R & ¥ 9 hitps://console.aws.amazon.com/vpc/.
FTEF—23aoRAVT, [TV RRA N ZERLET,

[T RRA NOER] ZBIRLET,

[Service category] (M—EAATI)) T, AWS OH—E X ZERLET,

H—EAT, 71UV E—RA4T =—KDJIT A ZEML, comamazonaws.region.dynamodb
ZERLET,

TVPC, TV RARA 2V NVPCZHEKT S ZBIRLET,

[Route tables] JL—RFT—7 ) T, TV RRANTEATRIIL—RT—TILEERLET,
H—EABTORSTAVIERTIVRRAVRNDRY RD—DAVB—TILAAICKRAIVNTD
IL—RABEMICEMENET,

R —TR, ZUATO0ERA ZRBIRLT, VPCIVRRARMNEDIXTOIY —RAICKT S
IRXTOTVINNICRBZDITRTOARL =23 E2FILET, ThUADFEE, hAZ
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L ZBRLUT, UV NIAVPCIY RRAYV MERATU Y —AICRLTT IS 32 Z2RT
TREODT I EAHAZHEBIBVPCIY RRAKNRUS—ZTRYFLET,

9. (A7Tav)rTZEMIBICE. LVLWERTZENM Z:8RL, TORTDOF—ELEZANL
F9,

10. [T RARA 2 FOER] ZRIRLE T,

ANV RZA2ZFEALTT NI IAIV RRAV N EERTBICE

+ create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint (Windows i @Y — )L PowerShell )

IAMRD) S —%2FERLTT7 oA ZEfHT2

IAM RS —ZERL T, BEDVPCIY RRA > NEMEMAL T DynamoDB 7—7LIZF IR T
ZEBIAMT U NI EHBTEERTD,

Example fl: DI RRA MO T IO ELAEZHETS

aws:sourceVpce ZHF—EFEAL T, BEDVPCIY RRA 2V MADT IV EAZFHRT DRI —
EERTEET, AORVI—F, BEENEVPCIY RRA D MFEREATVEVRY, 7H
7> N® DynamoDB T—7IADT IV AZEEGLET, COHITIE, I—ART—ARICKELRTY
TARHFUTEIRV—AT—MX RN HBDEZFRELTVET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"

}

]
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}

Example fl: 2 EQIAMO—=IASOT IV A%ZHFA TS

BEDCIAMO—ILZEALTT7 IV EAZHATEIR) D —Z2ERXTEXRT. RORIZ—F, BES
NEIAMO—IANDOT7 VA ZFALET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*'",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"
}
}
}
]
}

Example fl: DT HI D SOT UV EAZFATS

BEDTAIVRESOT I EADHKEFATEIRIS—ZERXTERT, RORKI—TR, BE
TNETAD RO —ICHTEIT IV EAEZNELEXT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
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W—=hT—7IILZEENITS

F—RIIAIVRRAVNIEERFSNTVRIL—RT—TILZEETEELT, L—hT—T
ZHEMNTRE, Y—ERRTORNT TV IZIVRRAVBNDRY RD—DA42 =T TA4AIC
RAVKNTRIL—RAFEBWICEMENE T, L-rT—7IIOBERTEHERTDE, T2 RKRA
YRNL=KREIL—RT=TIASBBNICHIBRENET,

OAVY—=LEZEALTIL—rT—7 I Z2BEFITZICE

1. T Amazon VPCI2Y —)L%ZB & & 9 htips://console.aws.amazon.com/vpc/.
FTEF—=23URADT, [TV RRA N ZBRLULET,
T—RIIAIYV RRAV NEBIRT S

[Actions]. [Manage route tables] D JEIZEIRL £7,

BEIZISUT, =R T—7 L EBBIRFLFBREBRLE T,

[Modify route tables] JL— M TF—7 L2 ZEE) ZiBRLF T,

o o A~ D

ARV RTZAV2FERALTIL— RN T—T I 2BEEMR TS ICE

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint (Windows A ®*) — )L PowerShell )

VPC IV RIRAVRNR)S—%IRETS

T—RIIAIVRRANOIV RRA KRV —ZREL T, T RRA 2 KNVPCERT »
5 DynamoDB AN T VA ZHHTEE T, F7FIRNRII—TRk, ZIT7IVEAZHFALE
T FHMICOVWTIEE, "TITURFRANRID—, BBRBLTLKEEV,

A= )LEERLTIVRRANRIUS—Z2ZETDICE

1. T Amazon VPCI2Y —)L &R & ¥ 9 hitps://console.aws.amazon.com/vpc/.
2. FTEF—23aURAVT, [TV RERA N ZERLET,
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3. T—KNIVIAIVRRAVNEEBIRTS
4. [Actions] (7 2% 3>), [Manage policy] (RS> —%&EE) DJEICIEIRL £,

5. [Full Access] (ZIT OV 1R) ZBBIRLTH—EAANDT7IINTIOEAZHFTTSH, [Custom] (A
ARL) ZBIRULTHARLRD S —ETEYFLET,

6. [Save] ZERLET,

ARV RZAVEZFERALTT—RNIIAIVRRAVNZEETDICE

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint (Windows i ®*Y — )L PowerShell )

DynamoDB IC7 VAT B ODIY RRA 2 MORIZ—OHIFRDOESY) TT,
Example fl: 5tV ERT VL AZFHFATS

TOERERIBMUBERT IV EAICHRIZDRIS—2ERTEET, XORID—
(&, DynamoDB T—7 ) Z—EXRTIBLRUHBETZ-HOHFTENFELET,

{
"Statement": [
{
"Sid": "ReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"
1,
"Resource": "*"
}
]
}

Example fl: D T—7 I AOT I ADHIPR

HED DynamoDB T—7INADT IV RAEZFIRT BRI —ZERXTEET. XOKRUZ—F, &
EE N DynamoDB T—7IADOT IV ERAEZHFALET,

{
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AWS PrivateLink

"Statement": [
{

"Sid": "Allow-access-to-specific-table",
"Effect": "Allow",

"Principal":

"Action": [

"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:

]I

"Resource":

"y
’

Batch*",
Delete*",
DescribeTable",
GetItem",
PutItem",
Update*"

"arn:aws:dynamodb:region:123456789012:table/table_name"

T—RIJIAIY RKRAY NZHIBRT S

FEICBA2LET—RIIAIVRRAVNE, BIRTDCEANTERT VY= RNIIAIY RIRAY
NZHIBRTDE, IV RKRANIL—MFYTZRY NL—RT—T A SHIBREhET,

A2V =L Z2EALTY—RNIIAIY RKRA NZRIBRT B I

o a0 b~ w D~

T Amazon VPCI 2V —)L & B & & 7 hitps://console.aws.amazon.com/vpc/.
FTETF—23URAUT, [TV RRAV N ZEBRLET,
T—RIDIAIYVRRA NEEBIRT S

To>3a2, VPCIY RKRAV NOHIRZZIRLET,

BREROSNIS, delete 2V )Y I LET,

[HIRR] ZBIRLE T,

ARV RZA2VEFERALTT—RNIIAIY RRAY NZHIRT D ICE

 delete-vpc-endpoints (AWS CLI)

« Remove-EC2VpcEndpoint (Windows A ®* — )L PowerShell )
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BHT SaaS ®mICT7 VAT S AWS PrivateLink

ZMEA TS E AWS PrivateLink, SaaS 2RICTTAR—KNTTIVEATE, MBADO TEITEh TV
BHEDODRSICTIOEATEEXITVPC,

ok
. BE
« AYB—TTARTY KKL > DO

BEE

AWS PrivateLink 25 BU T Z# 8L /= SaaS #mERE. BA, 7OED3a > JTEET AWS
Marketplace, F#ICOWVWTIE, TZFEALTSaaS 77 VT —> 3B EN DT TAR—=KNIZT
7t A9 3 AWS PrivateLinky ZZBL TL<EE L,

F/h. AWS /N\—RKF— AWS PrivateLink 'S5 8L = SaaSHEmERODF3 &£ TEET,
HMICDOVWTIEE., TAWS PrivateLink /N\— 7+ —1 #BLTLEE W,

ROEIE, VPCITY RRA 2 N EFEAL T SaaS EmICERITZHEERLTVWET, Y—ERT
ONAA—R@FIY RRA N GF—ERAZERL, BEFRICIV RRA M F—EANDOT IV RAEZE
RELET, Y—EROA>Y1—T—l. O12ULEOHTZY RVPCEVPCIY RRA 2 NF—
EABOERZEBILTDIANVE—TIA AL RRANZERLET,
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Region

VPC endpoint Metwork Load
Balancer

A22—TIAATY RIRA2 NDERK

LTOFIEZFEAL T, SaaS HmICEHKITD A X —T I A AVPCIY RIRA N EEKLET,

E2H
H—EREHTRUVZA4TLET,
N—=RF—H—EANOAVER—TIA AT RRA NEEHTDICE
1. T Amazon VPCO2Y —)L % B & ¥ T https://console.aws.amazon.com/vpc/e
2. FETF—23URADVT, [TV RRAV N ZEBRLET,
3. [TV RRANDER] ZBIRLET,
4, H—EREEAL LBEE AWS Marketplace, XDEEZITVET,
a. ZA7 T, AWS Marketplace H—EAZEIRL E£7,
b. ¥—EAZERLZET.
5. AWS Service Ready EETH—ERZHTRAUVTA4 7 LIEBER. ROBEZITVET,
a. X4 7 T, PrivateLink 2 BZT/N\—hF—H—ERX ZBIRLF T,
A2 8—7IA ALY KR NOFER 84
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b. H—EADEHZANL, T—EAOKRIEZBRLET,

6. TVPC, #RIZ7VtERATS VPC ZBRLET,

7. Y7XRYNT, IVRRAVNRYRND—DVAVB—TIAREZERTD YT XY NEEIRL
X7,

8. [Security groups] (EF 1 UT A4 TIN—7)T, TVRKRAVRRY NT—=DA4R—T I /4RI
BERGTA X2 VTA LT ZERLET, EF1VTATIL—-TIL—LTE. OVY—
AVPCEIV RRAVRNRY ND—DAVE—TIAABORNT T4V IV EHUTIHLEN S
WETD,

9. (A7¥aU)rTZEMIBICE. FLLWARITZEM ZBRL, TORTOF—ELEZANL
x9,

10. [T RARA Y NOER] 2BIRLET,

AVE—TIALA AT RRAVNZERETDICIE

AVE=—TIAARAT RRAVBMDEREIZDOWVWTIE, Tthe sectioncalled ‘41 > Z—7 T A AT R
RAVKNERETD ) ZSRBLTLSEEL,
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BEATIRET TZAT 2 AICT O212A9 S AWS PrivateLink

Gateway Load Balancer Z#fL T, XY ND—VRBT FSAT 2 ADTI)—KNIRNZT T4V 0%
PETCEXRT, TTTFAT AR, EF1VT4E, AT FA4T2A, RIS —HH., 8RLV*E
NDZY ND—OH—ERICEATEET, Gateway Load Balancer &, VPCL> RFRA > NF—
ERAZERTRDEZICEELET, D AWS 7> /N)LIE, Gateway Load Balancer T KRR A
VREERTRDCEILEKY, TVRRA VR F—ERIZTIEALET,

Gateway Load Balancer T RIRA 2 RFETFRATEVF 14—V —2T7AOED3aZ JdEhns 1
REZEICREEIhET., L. BTN ETF—RXOGB ZEICREENETT, FMAIICOVTRE,
TAWS PrivateLink #t& 1 2R L TEE L,

c IP7RLAODEAT

c V=TT

« BB AT L% Gateway Load Balancer T R7RA4 2 Y —EAELTHERT S
- Gateway Load Balancer T RARA VR ZFEAL TREATALAICTIEARTS

SEMICDOVWTIE, TGateway Load Balancer MBAG %) £ SBLSEE L,

BEE

RO, F7V5—23a o —N—N 2N LTEFIVFTATITSAT AT IOEARATSHE
‘& RLTWET AWS PrivateLinke 7 7V —> 3> —N—F, Y—ERAO>21—<X— 0H
TZxY NTE{TENETVPC, Gateway Load Balancer T RIRA > Nk, AL 0BIOH T XY K~
CHERLEITVPCo 12—V NS —RIDIAVPCENLTH—ERAIT 21— —ICAD TN
TORS 74V 0k, ETRED LI Gateway Load Balancer T RARA 2V NZIL—F 12T &
n, RICBEHTZXYNIIIL—FT12TENES, BERIC, PT7UIT—2a> 3 —N—Hs5HD TN
TORZ 7140k, REDESHIC Gateway Load Balancer T RARA > NZIL—F 1T h,
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T7)r5—2a> H—N—=—NHIE542 =Y RO T4V (FLUOZDXH):
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IPv6HR— N ZBRICT2H Sk, Gateway Load Balancer TTF 1T I AR Y VHR—KNEEMIC
TEIMENHYET, FMICOVTIE, "Gateway Load Balancer MBE A% 2SR EE
(A
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[Available load balancers] (BEAAIgEA&O— R/NT > H—) T, $FEL\0D Gateway Load Balancer
ZERLET,
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 delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (AWS Tools for Windows PowerShell)
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RXDEIE, THRARMNEATVEH—ERZMDO AWS OBEFRAWS EEBEITIHEE, ThE5OS
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ELT, Y—EBERAIZEHRTEDLSICLEFT, Y—ERDV>1—TX—&LT, BERFAX—TI
AAVPCIY RIRA VRN EERLET, iKY, VPCEIY RERA NY—EANSIBIRL 1=
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Region

VPC endpoint Metwork Load
Balancer

BLATO—EaTRAMEBRILOIC, 2BLEE2DDTRATEYTA—V—-2TH—ER
EEAARICTAIEEZHEOLET,

DNS ;R ANH

B—EAT7ONA A —HFVPCIY RRA 2V M —ERZEKTDE., BHY—EAOIY RRLT B
EBNDDNSTHKANE AWS ZERLET. ChSDBBOBNIEEROEHY T,

endpoint_service_id.region.vpce.amazonaws.com

us-east-2 ) —>3 > NOVPCLY RARA R Y—EADDNSTKRARNBOHZRICRALET,

vpce-svc-071afff70666e61ed.us-east-2.vpce.amazonaws.com

B—ERO221—-X—HNFAUR—TILAVPCIY RRAV NEEKTHDE, Y—ERTOY
AN —NDNIVRRAVNY—ERAEBEIDLOICEATER ) -3 FEY—2DNSHEN
ERENET, V=232 ILRIILOBEOBIEROEHVTT,

endpoint_id.endpoint_service_id.service_region.vpce.amazonaws.com
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V=2 LRILOBEOBNIFROEH Y T,

endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com
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« H—EROV21—X—WE., TVRRAVKNOH—ERAV =232 EVLTGERTDHEIC, 77K
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21X —HDRUTFPRATEVTFA—=V—2ZFERATIVERFHYNELA,
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EhTLEEA,

« VORN—=23>F ORI, TCP7A RILZALTINBICHARLENFRES 1= Network
Load Balancer Tl R—hEchTWVWERA,

« JORAV—=232FTIEARUDP, 750X MELTRYR—RENTLEREA,

IP7RLADRAT

H—EX7AONAME—k. NV IOLI RY—N—HD OHZEHR—-—KNLTVWBEHEETE

IPV6, IPv4, IPV6, £l IPv4&E OEEZNLTH—ERI 21—~ =AY —ERIY RKRA>
RERBATEDKSICLETIPVA, TFATILNARRY VB R—RNZ2EMICTDE, BEOOD 21—
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F9. IVRRARNRYRND—=DA2E—TILADIPV6T RLAILAZVE—RY RAST IR
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TEFXFEBA. IP6O PRLARAZFEALTIVRRAVRNRYND =DV B—T I A AZRRT S5
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IV RERA M F—EARIPVET ZBMICTRI-ODEH
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ETY,
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A H—EAN7OF7ORINN—23 20 2A9Y A —DS8Y—RAIPTRLAZVMETZIHE
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c IPVA-IVRAKRARNZRYRND—=DAVBZ—TIARIZIPVAT RLAZEIV)YHTET, COF
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« Y—ERAOV21—X—NIVRRAMNG—ERICETZBHRZHETZ L, H—ERA7ONS
H—E#BFDTRATEUF AUV DRNRRENET, Y—ERTONA L —EH—ER
A2 1—X—NDNEBBTHIVNCHBDEE. us-east-1la BEDTRATEDVTAYV—2F
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BREEAT—R AN [failed] (KH) DFBA . the sectioncalled “RAXA 2 DRFEICETIEEERNS
IIN21—FT142009%", 28BLTLIEEL,

BHEEZRETS

TXTLO—RTHEATIRFEEIRBEHEATOVERT, FlZE. BHRIE AWS Management Console
TAFTEFET, IVRRAMNF—ERERBIRL., I RKRA 2 MNF—E R [Details] (F#ll) X
7 T. [Domain verification name] (K X A > #&3E&) & [Domain verification value] (K X A > #& L&)
R LUET, RO describe-vpc-endpoint-service-configurations AWS CLI X > R&EFERAL T, 18
EENEIVRRA NG —EADTSAR—KDNSBEDREICEITIEHRENEBETZ_LETE
7,

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

LTEEABTT, TXTLOI—REZEKTSName& E(F, Valuek ZFERLET,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]
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BIZIE, RXA>&H example.com T, Value & Name ABIRDHHFICRENRTWVWRDELET,
RDFRIE, TXTLOA—REBEEDHITT,

Bl 247 &
_6e86v84tqgqubxbwi TXT vpce:l6p0ERXITt45jevFwOCp

i1Tm.example.com

R—=ARXAVENBRICERAENTVDA8EEN HD -0, LOI—RYTRXAL2 &L T Name
EEATIEE2BEOLET, =L, DNSTONAF—ADNSL I—RBICTF XA —AIT
ZEHZEEHFTLTVWAVEAR. T_6e86v84tqgqubxbwiiim, Z&EBE L, TXTL I—RIZ
Fexample.comy ZFEATEET,

I _6e86v84tqgqubxbwiiim.example.comy Z#FEL =5, Y—ERI> 2 1—~N—&F
Fexample.comy &Y 7 RX A2 ( Tservice.example.coms ¥ "my.service.example.com, &
EYZFERATEXT,

RXAZODNSH—N—ICTXTLO—RZEMT S

KX A > ODNSH—/N\—ICTXTL O— K&58MT 5 FIEE. DNSH—E A& RETDI—H—(
KOTEBVYWET, DNS 77O/NM X —IF Amazon Route 53 RO RX A VEBLZARNTTH S
AJREMEN B V) T,

Amazon Route 53
NTVYORANY—=2OLI—REERLET. UTOEZFERALET,

« LOA—R&EAT7 T, ZEBRULEITXT,

TTL () Kik. & AN L ET1800.

W=F A2 TRIS=1T, [ZTNIN—FT12T] 2BRLET,

[Record name] (L 1—RB) T, RAAVFER YT RXAAMZADLET,

[Value/Route traffic to] (fB/ R Z 7 4 Y VDI —TFT 1 2T 5%) ICIF. RXAVRIDEZAADLE
9,

FHMICOWTIE, "Amazon Route 53 FAROY /N—7H 4 R4 @ TCreate records using the console J
AV —ILEZFERALTLI—RZERTS) ZSRBL T EE L,

RXA 2 ODNSH—/N—ICTXTLO—RZEMT S 120
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— iR BV 75 F IR

DNS 7ONAZ -0 T THA NIBEBL, THIRNIHA 42 LET, RXALODNSL
Od—REFEHIBIR—ZERODGET, BELLBHEEZFOTXTLI—REZEMLET, DNS
LO—ROEFANBRICHEDIETICHERAS BRI NDZENHYVETH., Z2L<NDEHEE. &VELEHE
MCEYET,

BHRHNBEFIECOVTE, DNSTONAE—DORFIXY R ZSZRLTSEZL, ROKRIZ, W<
D2HAO—MWBEDNSTONA X —DRFIX MOV IV ZRLET, COVANE, BENT
HBDELEZBERENEENOTRELS, ChoDEENf RUIZPIARTLIY—EADHRZENEL
EEDTEHYFRE A

DNS/RAT 4 770N A RE¥EIXZBDUZD

a —

GoDaddy TXTL—RZENT S

Dreamhost HAZLDNSL O— ROIE

Cloudflare DNSLO—RDERE

HostGator HostGator/ Z A L TDNSL J— RZEHE 3 S eNom
Namecheap R XA > OTXT/SPF/DKIM/DMARCL J— RZEBHT 3 5%
Names.co.uk RXADNSOERENEE

Wix Wix PHDO 2 RTOTXTL J— ROIBINE - & EH

TXT LO—RARREAEATVRIAES H 2HEBTS

ROFIEZFEAL T, 77SAX—KDNSR—L RX A OFFBH#ERIITXTL J— RADNSH —/\—
CELLKETENTVWR L ZBIBTEET, Windows $ KT Linux THEH TE % nslookup N>
REEITLET,

RAXAANCH—ERAZRHETEDNSHY—/N\—Z2 0T JULET, ChesDH—N—ICERXAOH
B up-to-date N EFENTWVWBRLEHTT, RXAVIBEHAMMODNSY —/N—ICEESNDETICH
BADHIYET,
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https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
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TXT LO— RADNSH—N—ICRITENhTVWD L ZHREBIBICE

1. ROOAXY RZFEALT, RXAMDVOR—LY—N—ZROWHET,

nslookup -type=NS example.com

HAE, RXMVIEH—ERZRELTVRIR—LY—N—HFTRELET, ROARATYTT,
nsoY—N—0oVWFhprZIITULET,

2. ROOAXR > REFALUTIXTLO—RAELLS BTSN TVWBR 2B LET, T,
name_serverlBIDATY 7 TROFEZX—LY—/N\—D1DTT,

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server
3. BIDATYZTOEHNT, BHEOXFINTXTEtext =& —HITD & z2HRBLET,

COBITE, LA—RAELSETENTVREE, HACRRAEELET,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

RXA2OHBIAECBETHIEAEZNZ TN 1—TFT142T9%

RAXAORBRIETOELAN RBLEHE, XAOBREIEEZNS TN 1—FT 1420 0F20ICKRIULS
£7.

« DNS 7ONAZ—=HFTXTLO—RBICT U X—AATEZFAL TVBRIHAESH ZHRBLE
To DNS 7ONABZ—HNT oA —AAT7ZHFAL TVEBEVWEEE. RXA UKIEE (6
" 6e86v84tqgqubxbwiilm") ZTXTL I— RA S EBTE £ T,

s DNS7ANAZ =D RXAA2VBZBEZTXTLO—ROREBICEML A ESH ZHRELET, —HD
DNSZONAA—E, RXAVOZBRZTXTLI—ROBHRICBHNICEMLET, RXAL
BOERZEEIDICE,. TXTLO—ROERFICRXSEOREBICEVFRZEMLET, C
NIZKY), RXABZTXTLO—RICEMTEDIHEN TV EANDNSTONAMF—ICBHAETAE
¥,

s DNS 7ONAE — NN FOHEFEATHEISICDNSLI—REZZEELEAESH ZHEBLE
T, BT ELRER2IC—HIZEHEZF ORIAL I—RIHZBEICOHKE, RX A =R
LET. DNS 7ONA X —ATXTLO— REZNMXFDHEFEATELSICEELLEBERE. T
R—RNZH|EBL T EE L,

KXV OKRIECETZEMEENT /I 1—FT12T9% 122
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s BEOV—23 ELEEEBRO AWS PHO REHR—KNLTVWSR LS, RS 2EHERER
TRIRENHZIEENHYET, DNS 7ONAM A —HNEIUEHBRZHF >BEHBOTXTLI—RZH
DCEEFALTVEVWEESEF., DNSTONA A —NRIUTXTL OD—RICEHOEMHEZEIV) HT
BLENTERDNESHZBRBLE T, HlAIE. DNSH Amazon Route 53 ICK > TEEE TV
258, ROFIEZFERATEET,

1. Route 53 A2V =T, BHDOV -3 TRAA DV ZRAL LEEICHERL ETXTLO—R
ZBRLET,

2. [Value] (fE) T, BEIEOBMEOKREICBE L, Enter F—ZHL XY,
. EMOV—>avoEEZEML, LO—REY NZHRELET,

DNS 7ONA A —TRIUTXTLO— RICEBOEZE ) HTRZEAMFTEATOWEWES
k., XTLO—ROBMHEDET1EH, BHEBLSHRENLET 1B RS EZRIATEE
T, ILEEL, BURXA VR 2EEXTHRIATEXT,

IRRAMNY—ERAMNRNDOTZ—N2Z TS

BAIZERLT, IVRERAV N —EALCHEITZIRENDAARNCEITEZ TS - EZFETER
T BIAE, BRIV IAR BEREREBECNELEELEX—ILZZETERY,

RARY

- SNS BHZERT S

« POEARIS—ZEMTS

« FoRU—ZEM

SNS BHZHEKT S

ROFEZFEALT, BHNAD Amazon SNSREY V&R L., REYIERYTRAISATLE
9,

AV =)L ZERALTIV RRA MY —EAOBHZERT D ICE

1. T Amazon VPCZ2Y — )L %Z B & & 9 https://console.aws.amazon.com/vpc/e

2. FTES—23>2A~RA 2T, [Endpoint Services] (L RARA > hH—ER) ZBIRLE T,
3. IVRKRAVPMNY—ERZBRLET,

4. [Notifications] (B4&l) & 7 T. [Create notification] (BHIDER) ZiBIRL £,

IVRRARNG—ERARNODTZ—NEZ TS 123


https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

5. BHIARNT, L Z=SNSKEY JARND ZiBIRLE T,
6. IRVNEHYTRIZA4TFBIIE, [Events] ARV N) D SBRLET,

« [Connect] (#&#t) - V—EARAOQA>1—~X—HFAR—TIA ATV RRA N ZEERLEL
oo cldk, BREVIVIANZY—ERZ7ONA X —ICIEZEELET,

* [Accept] (&) - H—ERTONAZ—NEHEJIIANEZFANKTL I,
 [Reject] 3ER)-H—ERT7ONAZ—HNFERVIIANZERBLEL

« [Delete] (HIfR) —H—ERA 21 —~X—HFA2VE—TIAALT RRA NZHIBRLEL
oo

7. BHZEER] ZBRLET,

ANV RZA2ZFEALTIV RRA MY —EAOBHZERKT I

- create-vpc-endpoint-connectioni® Al (AWS CLI )

« New-EC2VpcEndpointConnectionNotification (Windows FA®* —JL PowerShell )

TOEARIS—ZEMTS

RDESBEEME I ——IZR1 2T AWS PrivateLink A"RITTEDLSICTEHTIEARY
2—%Z SNSREY ZIZEMULET, FMICOWTE. "Amazon SNShEY JOT UV =AKRD
—ERETRICHESThEIVWTTA? ZBSHBLTLSEEV, aws:SourceArn KX
aws:SourceAccount JAO—NILE&#F—ZFEAL T, BALLEREBECKHLTRELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
},
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"StringEquals": {
"aws:SourceAccount": "account-id"

F—R)>—%EM

EFILENIESNSREY VZFEALTVRHEES., ARL—23 22U HT AWS KMS APIIC
. KMSF+F—n)Y—AR>—H AWS PrivateLink ZEE T2 HENf HVYET, UTEE., F—7R
U —0hTY,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"
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I RRA N —ERZHIBRT S

FREICB2EIVRRAV MY —EARE, HIBRTDZENTEET, available £/ F pending-
acceptance REDI Y RRA U M F—ERAIZE RN TVBI I RRA M HBHFE, IR
RAVRNG—ERZHRTIDERFTEEE A,

IVRRA RN —ERAZHKRLTE, BEFITSNTVWAO-RNZ Y —RBHERELT, O—K
NZoH—0O8—TY NITL=TICBERENTVWAR T TV T—>23> - N—CEEELEEA,

AV =)L ZERLTIY RRA MY —ERAZHIBRTZICE

T Amazon VPCI2Y —)L & & & 9 hitps://console.aws.amazon.com/vpc/e
FES— 32 RA42 T, [Endpoint Services] (L RARA > MY —ER) ZBRLET,
IV RRA N GF—ERZRRLET,

(72232, [TV RRAY MY —ERAZHIER] OIEISERL ET,
WEREROSNI=S, delete&E ABL., [HIRR] ZBIRLET,

o M w0 Dhd =

ARV RZA2VEFERALTIV RRAY MY —ERZHIBRT 2L

« delete-vpc-endpoint-service- % E (AWS CLI )
« Remove-EC2EndpointServiceConfiguration (Windows A ®*Y —JL PowerShell )

IV RS> NF—ERZHRT S .


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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BHTVPCUY—AIZT Ot AT % AWS PrivateLink

)Y —AVPCLY RRA> N (VPCUY—AI> RIRA> N)VPCEFEAL T, Blo oUY—RAICT
FGAR=RNITIVEATEXRT, VDY—ARIVRRAVNEFERTDE, F—ER—A, /—RDOY
TGABR—, AVARVA, P7VT—232T U RRA UM, RXMVBR—TY N, FEEEIO
VPC FBFVTLIAREDTZAR—KNYTRYNIHD IPTRLABEDOVPCYY—RICT
FAR=RKDDEEILTIEATEETRT, VDY—ALY RRA I BVEERE, 1 F—FY K
JF—RoI4% IZEBMTBVPCH, AWS PrivateLink 1 > Z—7 T4 AL RRA > N & Network
Load Balancer Z2fEHL TV Y —ARICT IV ELATRIHENHYVET, VDY—AIVRARA NEO—
RNSH—ZMBBELZEWVWES, VPCUY—RIZEETIVELATEXRT, VPCUY—AEUY—
ABRETKRENET, VYV—ABRERIVYV—AT—RKNIVIASAICBHAENFTShTVWET,

JDY—ATVRRARNZEFEALTIY—RAILTIVEATRDE, UY—AVPCLIY RIRA R
7OEDa-_>I0ch 1 KEBIEILFEENET, . VY—RILTIEATRE, nlEE
h3F—Z2DOGBZEICREThET, FMICDOWVWTIE, AWS PrivateLink ORl£ZSBL T K
TV, VDY—ABREEVY—AT—RNIITAZFEALTVY—ANDT IV EAZEMICTS &,

)Y —AS—RIDISICE > TUEENEGBZENTF—RICKRLUTHREENET, HMAICOVWT
l&. Amazon VPC Lattice D& ZSRL T EE L\,

AES

- B

« DNS /KA KHA

- DNS BR&E

« 77Z4AX—KDNS

s YRV RETRAZGEDTA—=V—=>
« P7RLAORAT

« JDY—AVPCIV RRAVKRZEHNLTVY-ARILTIERATS
« VDY—ARIVRKRAVNDERE

« DY=ADOVPCY—AFKE

* Lattice VPC DY —AT—hTJIA
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https://aws.amazon.com/privatelink/pricing/
https://aws.amazon.com/vpc/lattice/pricing/
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BE

THIOORODY—RA, EFLEEBOTHODRNDPSHEBENTVWAIUY—-AICTIOEATEET, U
V—=RIZT7 VAT BICE, VDY—AVPCIY RRA 2V NEERLET, Chicky), XY RND—

DAVBZ—TIAAZFERALT, AOYT XY NVPCEDY —ABOEHRNBILENAET, VY —

ABTORNS 71V 9k, Z2EALTVY—ATIVRRAINODRY ND—=DA4 2 R—TIA4AAD

TTZAR=NIPF7RLAICERENDNS, VDY—RAT—RIJIA4ZNLTVPCI RKRANED
V—ABOELEZFALTVY—RAILEEEhET,

Consumer Account Resource Owner Account
Shared via RAM
4_ -_—_—-ltT—— = v/ e e
Consumer VPC Resource Owner VPC
F%Resource Configuration
) S I — e @] -
Resource Resource
Endpoint Gateway Resource
EZREE

s TCP R 74V IONFHYR—RENTVWET, UDPRZ 71 Y IRHR—RENRTVELRA,

s XY KND—=U8RKIE, VY—AVPCIY RRAIVNEEL HASHBRITIHLENHY., VVY—RA
VPCEEL NSRBI AHERETEEEA, UY—ADVPCEK, TVRERANADIRY KD —
VERERRTEEEAVPC,

e HR—KRENTWD ARNR—AD Y —AF Amazon RDSUYV—ADHTT,

DNS /RAKNHA

Tl AWS PrivateLink, 75 A X—RI2V RRANEFEALTVY—-RICNT 71 v U RZEEL
£F9, UJY—AVPCIVRKRAVNEERTDE, VPCBRUAVTLIANS DY —REEET
PIEHICFEATES)—232DNSHE (F7 2 NDNSBEEHEFNS) FMEREhET, VY—R

VPCIY RIRARDFTT#A)LRDNSBRICIE, XROBXHNHYET,
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endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

BEATDI—FHDOIVY—AREN)Y—AVPCIY RKRA 2V NEERTDEEZEICARNs, 7T 4/ RK—
N DNSEAMIZTEELT, T4 R—K TREDNS, UY—AVPCIY RRAVKNENLETTA
R—NEGREZTFALENS, AWSH—ERICLK2TVY—-RAIC7OEED3aZ> I n/=-DNSEHI &
FERALTVDY—ANDUITANZHRITTEET, FMICDOVWTIE, Tthe section called “DNS fi# 5
B EBBLTLIEE,

IR D describe-vpc-endpoint-associations AN > Rig, UY—ALY RKRAZ NODNSIY M ZKRTR
LET,

aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].DnsEntry'

75 A RX—KDNSENBMIZE2TWSD Amazon RDS F—EZRXR—ANDVY—ATV RRA MDOEH
I ERIZCRLUET, BIOINJEF 74 RDNSBTT, 2FBOI > NUK, NTJUYHT
VRERAVMNDVIIANEIV RRAVNRY RND—=DA 2V BR—=T IAADTSAXRX—=KNIPT
RLAICEERTD, BLTFAR—=—KRKARNY—=HAS5NDIRNITT,

"DnsEntry": {
"DnsName": "vpce-1234567890abcdefg-
snra-1234567890abcdefg.xcfg-abcdefghl23456789.4232ccc.vpc-lattice-rsc.us-

east-1.on.aws",
"HostedZoneId": "ABCDEFGH123456789000"

I
"PrivateDnsEntry": {
"DnsName": "database-5-test.cluster-ro-example.us-

east-1.rds.amazonaws.com",
"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

}

DNS f# 5 E

)Y —AVPCIY RARA NBIZERTBDNSL A—RENTVYITT, LEN2T, 2hsn
DNSBRIE/NT VY VICHRRAIETT, EEL, OAFEASODNSU VI ARVPCIE, VY—ZA
TITVRERANDRY RD—=DAVEB—=TIAADTZAR—KNIPFPRLAZEBRLET, chs50
DNSEmiZFEHAL T, UY—AI> RIRA > NVPCHHB . . VPNZE = IE Direct Connect ICT7 It
ATEBRY, AV TLIZANSVY—RIZTIVEATEET,
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724 ~X— K DNS

)Y —AVPCLY RIRA > RDNSTTSAR—KREZEBMIZL, VPCTDNSKRA K% &EDNSHEEE D
MANEMCEI TVBEE., NARADNSBEFALTYUY —AREDIRT AWSOIZ—T K
TSAR—RNKRARNY =V AR ENET, RARY—2ICE, UY—RADF7 4L RDNSEDOL

JO— Kty RFEEATEY, ODUY—RIYRRAVROZRY RISV E—TILADTT

A R—KIP 7 KL RIZERE hETVPC,

Amazon &VPC, Route 53 Resolver EFEN 2 AODNSH—/N—%#EHL TVWET, Route 53
Resolver l&, 774 XR—RKRARY—=2OO—AIIVPCRAAZRELD—RZBEBHWVICHRLE
T, 212U, DOHEA S Route 53 Resolver ZFEATBDERFTEEHAVPC, A TLIAXRY
RO—OASVPCIY RRAVNIZTIVEATEHEEIE. F7F)LNDNSEZFEMA TS A, Route
53 Resolver T R/RA > M & Resolver L= ZFEATEEXRT, FMICOVWTE. " AWS Transit
GatewayAWS PrivateLink & M #t& Amazon Route 53 Resolvery 2B L T EE ),

YT RY NETRATEUFA—Y—>

TRAGEVTF A=Y =281 20O TRy NEFERALTVPCIY RRA 2 NERETEE
T YTXYRNADIVRRARNDVPCIY RRAVRRY RD—=D AR —T T4 AZEKL
FT, IVRBAVRDIPTZRLAZATIZESVT, HTZYRASETY RRA U RNZY K
D= AV BZ—TIAAICIP T RLAZEN)HTET, VPCEH T XY MNIE)HTESNBIPT
RLAOEIE, VY—ARBREDORICK>TELRYFT, ABREIRETE. STAHMEMESMHZER
TBEHIC, VPCIV RRA VRS EILDBLKEE2DDTRASEUFA—V—2ERETHC
EEBEBOHLET,

IP7RLAODZRAT

JY—RATY RIRA N, IPv4, IPV6, EEETFLITILAZY IT RLAZYR—KNTEXT, &
HR—NTBIRRAME, AAAALJ—RTDNSO I VICIEEIPVOTEE T, UY—ARATY
RRARDIPTRLAZAT &, ATTHETDESIZ, UY—AIVRRSANOHTZY K
CEBRMNHIPVENHYET,

e IPVA-IVRKRAVKRRYND)—=DAVEZ—TIALAARIZIPVAT RLAZEIV)YUTET, COFT
avik, BRRLUEIXNTOHTRY NIIPVAT7 RLAEBANF 2 BEICOHYR—RNENET,

c IPV6-IVRRAVRNZRYRND—=DA U BZ—TIALAIZIPV6T7 RLAZEV) Y TET, cOFS
avik, BRRUEIXNTOHTRY MY TZRY NIPVBDADBEIZOETR—RNENET,
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c FATINAZY D — TV RRAVRFRYRD—=DA2R—=—TIAAIZIPvAE IPv6 7 RL ADE
FZEEETET, cOATTarvik, BRUEIXNTOYTXRY MNMZ IPvaE OBAEDIPVET R
LAGEENF HBEEICOXRTR—NEIRET,

)Y —AVPCIY RARA VKK B#HR—KNLTVWBHEAIPvA, IV RRARNRYRND—D(>
B—TIAAIZRKIPVAT RLAFHYET, UY—AVPCIY RRA KA ZHR—KFLTVD
BEIPVE6, TV RRAVRRYRND—DAVB—TIAAIZEIPV6 P RLANFHYET, TR
RAVKNRYRNDT—=DAVBZ—TIALADIPV6 T RLAILAVRZR—FY NASTIOEATEFRE
Ao IPV6 PRLAZFEBALTIVRARAVRRY ND—D A B—T I AZRBRTIEHEEE.
denyAllIgwTraffic AEMICA 2 TWVWAZEITEEL TLKESTL,
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ABAC &, SEICERLTVWARRE®X, KU —EEBAHASTRATRICLEET,

RTICEIDVTTIOEAEZEEISICIE. aws:ResourceTag/key-
name, aws:RequestTag/key-name, £ It aws:Tagkeys O&RH4FF—2FHL T, KU —0
FHEZETRIERERHBELE T,

H—EAFITXTOVY—RAZALTIZH LTI DOFHFF—IXTEYR—NTBDEE, TOH—
EADERHV) T, Y—EAN—HBOVY—-AXRATIEHLTDH I DOFRHEF—DINTZEY
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HARL O "EBUER—ADOT VLAV NO—)L (ABAC ) 2RI, Z2ZRBLTKEEZV, 1AM
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ICEREhET, O—ILOPYEXOFMCOVTE, TIAMI—Y—HAR, ® "I—H—H5
IAMO—=)LAQYYEZ (OAV—=) )1 BBRLTLEEV,
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£¥9, FASK., ZHUOHITIINILOTOEAFAZI)IOTANEEHAEDETHERAL AWS
NDHY—EAR, FIAN)—LAY—ERAAWS OHY—ERICUIOTANZZEELET, FASUD
TARE, fEO AWS DH—ERX FLEEFEVY—REDRVYERY ZZRTITIHEN BBV IITARNZ
H—EANZELESEICOKRMTONET, COBE. MADT VAV ERTITILEOOTIEA
HFAANMBETT, FASUVITARNZITSBORI) D —OFMEICOVTE., "HET7IVEARY S S
1 BBRLTLEEL,

O H—E AO—)L AWS PrivateLink
H—EAO—-ILOHR—KN: %L

H—ERO=LER, H—ERF I—Y—CRD>TF I IV ERFTBEHICEEZ TS AM
O—JL T¥. IAM EEER, IAMHAASH—EAO—LEER. TE, BBRTEET, M2
VT, TIAMI—H—HA K, O T EFIERATEEETHO-LEERTD AWS O —E
2, BBRLTLEEL,

DH—EAIC) O n=0O—)L AWS PrivateLink
H—EAICUV2EnEEO0-)ILOYR—KN: &L

H—ERACD2EnizO0-)LE, KUY hizY—EAO-LO—ETT AWS O —E XA,
H—EAR, Y- ICRD>2TT7I2 32 Z2RTI2O0-IN%ZEERIBDENTEXRT, ¥—E
AV OEhEO-ILE CRRENAWS THIU N, Y—EAL I >THEELET, IAME
BEZE Y—ERACVIZNEO-INOT IV EAHAZRRITERIN, METDELRBFTEXRYE
Ao

DTATTATAR—=ANDIRY) S —OH| AWS PrivateLink

F7AIRNTR, I——BXTFO—JLICEE. AWS PrivateLink VY —AZERELRFEET
DHEREHYEHA. £, . AWS Command Line Interface ( AWS CLI ) AWS Management
Console, £kl Z#FEHALTRRAVARTIAHEEFTEETEA AWSAPI, IAMEREEF, VY —
ATCRERTOVAVZETIRDLEOOT IV EAFAZI—Y—ICHE5TS IAMARU 2 —ZEKT
EET, TOE, BEEEGFO-INICIAMARUS—ZEML, 1—Y—EFO—ILZ5|EZFH N
TZEEY,
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ChSORIS—RFIXD NIZERALTAMT A T2 T4 T4 R—ADISONRY > —Z KT
BHECOVTE, TIAMI—%—FHA4 Ry OIAM "R —ER (I>Y—)L) 1 22RLTL
2TV,

ZBVY—=AZA4T7 DO OFREE AWS PrivateLink, TERENZD 7023 )Y —ARAT D5
MICOVWTER., "™W—EARBAUT7Z7L>>AL OARNs "Amazon D F7o>3a>, DY—A, &
FHF—EC2), B#SBRLTLSEETL,

i

c VPCIVRARAVNOFERAZEFIHETS

s Y—EZRRMBEICEIVIVPCIY RARAV MOEREFIHT S

c VPCIVRRAV MY —ERICEETEDTFAX—FDNSEZHIHTS
s VPCIVRRAVKRG—EAICIBETEDH—EAZZFHETS

VPC I RKRAZ NOERAZFIHT S

TF7FLRTR, I—Y—CRIVRRAVNEERIZEODT IV EAERIBYEREA, T
RRA2 NZER, BE, HHA. SLVHBRIZFAT 21— —-ICNETD, FATFTATAR—
ADR)S —ZERTEET., UTICHZRLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

VPCIVRRAVNEFEALT H—ERAANOT VAR ZHHTEDHECOVWTEE., T, 285BLT
< 12 & Wthe section called “T> RIRA > KRR S —7,

T—EAFMEEICETWVWTIVPCIY RKRA 2 NOERZHIHT S

ec2:VpceServiceOwner &#F*—ZFEAL T, Y—EADOFEE (amazon, aws-
marketplace, FLEET7HI KN ID) ICESVTHERTEBVPCIY RRAV N E2HBTEET,

VPC IV RKRA Y NOERAZHIEHTS 164


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html

Amazon Virtual Private Cloud AWS PrivateLink

ROBITRE, BEENEY—EAMBETVPCIY RRA N ERKITBDT IV EAFAZAELE
T, COPZEERTBRICE, V=32 FHIUKNID, BROY—EAFREEZEEMAERT,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

]

.
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServiceOwner": [

"amazon"

]

}

}
}
]
}

VPC IV RRAV MY —ERAICIEETESD T 74 RX— DNSEZHHIT S

ec2:VpceServicePrivateDnsName &4+ —ZFEHAL T, VPCIY RARA > MY —EAICBEES
FToshi7S4ARXR—KDNSBRICEDVWT, ZBEFLRERTESDVPCIY RRSA 2 N —ER&EH]
HTEET, XROHFITR, BEENETTARX—KDNSBTVPCLIY RRA > NF—ERAZERT
DT70AHFNZ2NAELET, cOflEFERTDICE, V=232, FHOUNID, 7754XR—b8
DNSEZBEHBRAE T,

VPC IV RRAVMNY—ERICEETED ST/ R—KNDNSEZ =42 165



Amazon Virtual Private Cloud AWS PrivateLink

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [
"example.com"
]
}
}
}

VPCIY RRAV MY —EALCEETESIH—EALRZHETS

ec2:VpceServiceName &#F—%FEAL T, VPCIY RRA MY —ERZICETVTERTE
BVPCIVRRA N EFIHTEET, XROHITE, BEEHEY—EAZBTVPCIY RAKRSA K

ZERTBDT O LEAFAZRELET, COflzERATRICE. V—>3>2, PHDUVKMNID, &
UH—ERBEZBEMRAET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"
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"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"ec2:VpceServiceName": [
""com.amazonaws.region.s3"

]

VPC IV RRAZRR)D—ZERALTIY RIKAZMADT D
tAZHET S

IV RRALYRRUS—E, VPCIV RRA Y RNCTRYFLT, IV RKA U REFEALT LT
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IRRAVRRIS =&, PFATFUOTATAR=ADR) =R JY—=AR—ANDRKR) > —% L&
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#TBHEEE. Amazon S3INT Y RARUS—ZFEAL T, BEDIV RRA U NKLEREED »5
NTYRANDOTOAZHBITEDEETEELEITVPCs,

AR

« ZEEIF

« FTIAILRNDIVRARA KRS —

« AVR—TJIAATIRIRANDRI)S —

« F'—RNIIATRERANODTIINI
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B4 XF 20480 XF (ZHZEV) ZHBAB LR TEEE A

c DAVE—TIARELERT—RNIIAIVRRANEERTRDEZICAWS O —ER, T
RRAVNC1IDOIVRRABRRID—ZTRYFTEET, WOTEILY RRAV KR
T—DEHMATEET, TVRKRABNRI—2TRYFLEVES, T74)LMDOIT RRA
YRRV —=HTEYFEIRET,

c IXNTOAIVRRABNRIDI—AWS O —ER ZHR—KNLTVWB2DFTREHYEEA,
AWS DH—ERA NIV RRAVRRVD—ZHR—RLTVEWEERE, Y —EAODEEOIY
RRAMANDTILNT OEARAZHFTLET, FMICOWVWTIEE, Mthe section called “T> RARA >
RRUS—DOHR—RZ2RT-TS") ZZRLTLKEZL,

« UADVPCIY RARA VN GF—EADIY RRAV NEERTBDE AWS OHF—E R, T RKRS
RNDTNT I EANFFAEIET,

e DANRA—RXF (*EE?) TFLRBERNEEFZ, AT LERHEEF
(aws:PrincipalAccount £/l aws:SourceVpc & &) 2RI 70—-/N)LIAVFTF AR
F—THEATRIERFTEEREA,

s XFNXHEEFEFERATRHEER. EBVAMILRA—RXFORRICHHELSEE 6 DOELHL -
XFZFERTIHVENFNHVET,

s VDY—RFERRHBEZEARNT ZEEETHHE. OTFHIVIBRICETHINIDEEED
AN RA—RXFZEDHDBDARNCENTEETH, MAZEHD LR TEEREA,

T7FILBDIY RIKA RRD D —

TF7FZLRDIVRRAVRNRIS =T, IVRRAZBMANOTILT VEANFFAENTVET,

{
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"

}
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}

A22—TIALAAL RIRAVNDRI>—

DIVRERARNR)S—OBHIZODVTIEE AWS OH—E R, T, #FHL T & Lthe section
called ‘BT H—ER, ROFADHIIZIF. & ® AWS PrivateLink RF I X MADOUVINE
FNTVETAWS O —ER, IV RERANRIS—AWS O —ER ZHR—KLTWBE
B, TORFIXVNIBIVRASANRUD —DOBIAEENTVET,

T—RIDIAIRRANOTIZNI

TF—RIIAILY RRA2 NTlE, Principal EE%Z * ICRRETHDHLENf SV ET, T7UINIL
ZEETSICIE, aws:PrincipalArn &HF—2 AL E T,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}
ROEXTTIIONLEZRBETDE, FTHORNOIXRTOI—H—EO—-I)LTEEL, AWS T
NI RDODIL—RI1—H— QOHKICT VAN FATENET,
"AWS": "account_id"

T—RIIAIVRERAZRDIY RRAZRNRDS—OBICOVWTE, RESRLTSEEL,

« Amazon S3ICHEFBR T RKRA U~
« DynamoDB T RARA 2 K

VPC IV RRAZVRNRUS—ZEHTS

ROFIEZERALT, AWS DY —EA DIV RRARNRIVS—ZEHLET, T2 RKRA B
RIS —ZEHULER, BEENBWIBRIETICHRSONRDEENHIET,

AV =L ZERLTIVRRABNRIVS—ZEETDICE

1. T Amazon VPCI2Y —)L%Z & & 9 https://console.aws.amazon.com/vpc/e

AVE—TIL ALY RRAVRORY > — 169


https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink
2. FETF—23URAVT, [TV RKRAV N ZERLET,

3. VPCIVRRAUNEBRLEY,

4. [Actions] (72> 3>), [Manage policy] (RS> —%EE) OJEICEIRL FT,

5

[Full Access] (ZILT7 OV tR) ZBIRLTH—ERANOTILT VEAZFRATSH, [Custom] (77
AZL) ZBBIRUTHARLRISD—2TRYFLET,

6. [Save] ZBIRLET,

ARV RZA2VEFERALTIVRRAVNRI—ZZEETDICE

« modify-vpc-endpoint (AWS CLI)

« Edit-EC2VpcEndpoint (Windows A ®* — )L PowerShell )

AWS 0O E/R1) S — AWS PrivateLink

AWS BEER)I —F, ICE > TERBLRVOVEEBENDZAZRT7ORUS—TF AWS, AWS
EER)S—F., Z<O—BUBEI—AT—AICT 9 EAFTEFETHELSICHFchTWVWS 1=
., I—%—, =7, O=NICT I EAHFAOE ) U TERBTEEXT,

AWS EIRD S —F, IXTOAWS BEELSMEATED LD, BEDI—AT —ALHL T&HN
BIEOT OV EAFAZNELBVEEN HBHEITFELTKEZY, I—AT—ALCBEBDOHAZR
N—EBER)—ZEELT, TVEAFAZRVIAC L ZHEHLET,
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AWS PrivateLinkAWS IR S —OEH

CHH—EANCNSOZEENEHZBIE L /= AWS PrivateLink LABE® ® AWS YXZx— R7R 1
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CloudWatch @ X ~1J 2 A AWS PrivateLink
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BPDARNVODARRITENEEA, F7F4IPTR., BEMIAANELT1 7EABTXNIIA%Z
CloudWatch AWS PrivateLink IZ:EL £,

SHHMICOWTIE. TAmazon CloudWatch 1—H—7H4 Ry, #8BLTLSEE,
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s ITVRKRAVRDARNVGRETFAX T3

« IVRRAVRNY—ERADXRNVIREFAX DAY
 CloudWatch XU O AZRTTS

 #H8&IAH Contributor Insights L—)LZFEH T 2

TIRKRANDODANIVDRETFAX 23>
AWS/PrivatelLinkEndpoints BEIZREICEE, 12X —T7 I A4 AL RRA > k& Gateway Load
Balancer T RRA 2V NCBETRDUTOX NI IANEENET,
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IVRRAVRDAXRNDGRETFA XAy 172


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon Virtual Private Cloud

AWS PrivateLink

XNUORA

BytesProcessed

EA:L]
LIR—REZHE: IRRA M1 PRBEOHBERNICNS 714 v 05
L 1=,

REHE: REERBHEHEE Average, Maximum, & Minimum
T9,
FAX>a

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

IVRERAVRNETIY RRA MY —EAOBTRIBENL/NA B
BMmArEzEEN), chlE, IV RRSA NOMBEICHENFS
ENBNAMHTT, BFREICEK. COEHN GB BUTRRENE
9o

LA—REHE: I RRAD 1 2EOBEBRICNZ 714V 0%F
EL %,

HETE: REBRABHKEHEE Average, Sum, Maximum, &V
Minimum T9,

TAX>3Y

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
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XRNUOR EA:L]
NewConnections I RRAMNEBHTRILIENEHL VESEO,

LR—REH IV RRA N1 DBOBMBRICNS 71V 0%
15[/7‘:0

fRETE: ZEBRBHKEHEE Average, Sum, Maximum, &V
Minimum T3,

TAX3AY

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id,VPC Endpoint
Id, VPC Id

PacketsDropped TIVRRAMROYTUENTY RO, COXKNUDTRIF,
INTONTY NROYTZF Y TFYLBEVEEN HYVET. B
NiEME, TORRANEER IV RRA MY —EANEET
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LR—REH TV RRA M1 DBEOBMBRICNT 71V 0%
1E lJTCo

HEHE: REERBHEHEE Average, Sum, KT Maximum T
CP

TAX>3Y

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
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XNUORA

RstPacketsReceived

S

IVRRAVRNIRDTEEENERSTNT Y OB, EDEM
k. I RRAMNY—EANEETRBEVWCEZRL TV ATHE
HABYET,

LIR—REZHE: IRRA M1 PRBEOHBERNICNS 714 v 05
EL 1=,

HEHE: {REBABMHKEER Average. Sum, BKY Maximum T
EE

TAX>3Y

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

CNSDOXRNVORZT71NRIVTTBRICE. UWTOTFA X2 avzEALET,

TAX3D

Endpoint Type

Service Name
Subnet Id
VPC Endpoint Id

VPC Id

S

I RKRAMNRAT (Interface |GatewayLoadBalancer )T
XNVOAF—BETAIINRIITIULET,

B—EABTARNIVIARATF—REZT1INEZIVVTLET,
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