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Certificate:
Data:
Version: 3 (0x2)
Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA
Validity
Not Before: Jan 30 18:46:53 2018 GMT
Not After : Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:ba:
69:4c:e9:
e3:94:0f:
a2:ca:0a:b2:dd:7f:c0:
43 ef:2c:07:5a:e4:
08: 73:f8:a6:d7:22:
03: 6d:d5:3f:ff:18:
b5: 36:86:7c:36:65:
as4: 96:3f:c0:96:e2:

a6:8a:a3a:91:
€a:26:04:

a6:85:41:

Ob:
d5:
6b:

63:
31:
8e:
57:53:
1f:d1:
c2:4fF:
a6:0b:
6f:2e:
02:94:

e8:
54
as:

08:
f5:
cl:
ob:
25:
4f:
36:
82:
64:

de:
ec:
c8:
of:
24
86:
c5:
73:
f0o:

ca
cb:
co:
b4:
4a
72:
4f:
1f:
3a

ca
20:
26:
96:
b6:
77:

2 AIBME 13748(395%) Sot REIH O+ 2Ol

:e7:
bLe:
3f:
70:
:81:
Qe:
78:
c7:
:df:

RIB M| FA|7t 21F 7|2HCA)RIK| 0o4F & X|FEfLICH

>

StL} O] 4t

0
1o
o

CN=example.com

59:
af:
1c:
78:
ab:
11:
bc:
95:
e0:

ak:
27:
ac:
d5:
d5:
95:
51:
85:
76:

ACM 215 A
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Signature Algorithm:
03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:
e5:
8a:
04:
3.
b9:

69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

8a

03:
44
a3:
8e:
12:

05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

Ch:
32:
09:
3.
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:
keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

56:
7.
75:
3e:
68:
e0:
3a
c9:

655

az2:
50:
19:
01:
75:
37:

:55:

b7:

37

L4
6a
4b:
83:
42:
8e:
36:
fe:

72:

:e9:

ac:
8d:
3e:
af:
8e:
22:

6f:
42:
c6:
16:
f0o:
6a
60:
9e:

(0x10001)

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

8a
f5:
33:
f6:
od:

:6d:

5b:
2a

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7:
8f:
9d:
cd:
7e:
41:
80:
62:

6a
3a

cl:
al:
a7:
35:

Oc:
33:
b5:
da:
do:
:80:
15:
15:
ds:
ad:
8c:
9c:
1c:
77:

ba

2f:
41:
84:
:9d:
:90:
fb:
dl:
as:

d5

4a

e2

fb:

df:
35:

a9:
fh4:
78:
a2:
:2f:
99:
a7’:
75:
98:
b8:
bc:
33:
46:
26:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

a3:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

S9a

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

96:
ab6:
08:
c2:

Qa

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0o:
08:
40:

43

b2:
b6:
72:
67:
f7:
b0:
45:
e3:
e0:
di:

d3:
bl:
:5b:

d4:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

:8a:

4.
90:
40:
54:
99:
dé6:

:f6:

fb

c5

fa

Ccc

ab:
bb:
29:

Qc:
3e:
8d:

4f:
65:
81:
f9:

al:
1lc:
97:
39:
16:
0a
od:
3.

sha256WithRSAEncryption
39:
74
al:
e2:
16:

:cc:
32:
53:
b9:
:dc:
32:
f2:
b5:
:94:
do:
60:
b0:
57:
:d5:

f3:
9a
8c:
21:
ed:

:8d:

b4:
42

:7a

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
ds:
6f:
62:
2c:

ee:

od:
be:
9a
7d:
06:
bb:

40

48:
ao:
2f:
c9:

68:
45:
86:
9c:
07:
10:
c3:
97:
c5:

34

74

dl:
1la

78:

as:
94

3a

as:
98:

42:
:3b:
69:
6b:
da:
ee:
f8:
fc:
04:
10:
27:

47
1d:
eb:

272
:8f:

94:
of:
ac:
3e:

14:
e5:
8a:
d8:
ec:
ea:
ab:
b7:

46:
c6:

143

52:
e3:
08:
e7:
7d:
3a:
1lc:
36:
0b:
42:
c3:
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ACM FE CA

ACMOIM =&l Sl 2[& AEE| 2lE M= CHE Amazon FE CA0M E¢t 2152 FEELICH

nk=elf= g5 dnEE
CN=Amazon Root CA 1,0=Amazon,C=US 2048H|E RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096H|E RSA (RSA_4096)

CN=Amazon Root CA 3,0=Amazon,C=US Ebpd T2t F44 256H|E (EC_prime256v1 )
CN=Amazon Root CA 4,0=Amazon,C=US Et3d ZE2t ] Z44 384H|E (EC_secp384rl )
ACMOi| A &= El 215 Mod| CiEt 2ot 21F o] 7|2 £ E &= CN=Amazon Root CA 1,0=Amazon,C=US
2 2048H|E RSA E2rE MSELICH LIS MEE + UTS 7|8t FETF ofofE|o] Q&LICH 2E

£ E &= Starfield Services Root Certificate Authority 218 A0 A Xt MEELICE.

| bl

KEMIEH LI 2 Amazon Trust ServicesE & X 5HAA|IL.

HIHE 33 7ol HE CHEX|EF +stHo 2 2EE 71§ AtEsto] 2

ef = 3} siAgfLIC 7| & stLt= HEE 70| Yo 2 X.509 v3 IS Mol M3 E
p, FAlo 2 MEELICH X509 QIS ME AHEXRL, AFE| E= T

HEE 7|2 HIEELICH

r

ACM QB ME B MOIEL| XtH B A X MF HEE B Mol Z&fE HEE] 7|2 HITet=
X.509 SSL/TLS 21& MLICE. ACM2 AWS KMS key2(E) AF&35t04 Z2t0[|H! 7|E 2 =8t gfLCt.
KMet LI 2 218 A ZEfo[8] 7| Eof EHpE HZsHAAL.

oI5 7|Z(CA)2 CIX

| — = |
BAE IS0 X509 EZE 7|Uo @ BLICH CAE 1B M T K12 B2 Holstn siT 12 B

ACM £ E CA HZX1.05


https://www.amazontrust.com/repository/

AWS 215 M 2[R} INE= NIV Yo] =
£ Qs Mol ZEE HEZ! 7|9 HIQIE e MBEI CIX|H QISME YEErLIct cCAE YEtHo Z 2l
M FAE za|ghoct.

~
QIEM EEM 22
A2 L E 3£ E CAMM 2 E|E SSL/TLS IS ME WUX|5H7| @6 25 EEtAoMHE EH 2l
of CHall 2 E! ZQI QUBSME QS EHM 270 7|S6HoF LICH =HIQI 0|§0| 7ISEILICH =
2lolE! 7| 7IBLIX| &LICH ZUE|X| e QIS ME YEtX oz HEIRX oM 2FE MAEEL
Ct
205 PLIE{2I5tod =HQlof| CHEH &1{7+8F QIS MEF U Z E|=X| EQlE 4= Q&LICH QIS A ZHAHn}
2 MHIAE AI835t0d 208 ™MAY += &aLich

St A Ol=

Amazon CA= = H[Qlol CHall SIHHZ MEE &= U=
O|Mo| B EHM 21 M| ¢I5EMHE NME¢ELICt olzd8t MY

A0l F7tstn HEE Q1B

SSL/TLS RIS ME &Z35t7| ol =& Al 7Y
= oIz ME T2 do|EH o
M EtUABHZ(SCT)E Amazon CAO] #H&tetL|Ct 22{P CAE SCTE Q!

=1
=

=
=

SXMoil ZEAZ7|D AB Mo MBS CFS ALE RO H ABME L2 LICH EFHARYZ = J[EH X 509
2o #H ZetEuc

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:

Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256

30:45:02:...18:CB:79:2F

Signed Certificate Timestamp:

Version
Log ID
Timestamp :
Extensions:
Signature

: v1(0)
: 87:75:BF:...A0:83:0F

Apr 24 23:43:15.565 2018 GMT
none

: ecdsa-with-SHA256

30:45:02:...29:8F:6C

SEOIRE MHsIX| el & QIBME FstHL AAE M QIS FFY 2Zol Ats2z +HFH
LICE S EOorRol ChEr REMEH LIS 2 CIEAM FBE 2L SEOIR HHE HEHAAR

H™1.06


https://crt.sh/
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Domain Name System(DNS)

Domain Name System(DNS)2 QIE{0|Lt Z2to|H! HEXHI o HAZEE HFE L 7|E 2ol

of CHer HSX 24 HH AARIQLICI DNSE aws.amazon.comit Z2 HIAE TH QI 0|ES
111.122.133.144 HEHS| =X IP(QIEH Z2EE) FAZ WHEtstE o T2 AFSELICE sHX|2H 7
5t =HIQle| DNS CIO|E{HIO|A = CHE SHof 0|8 E = U= H2 7|82 ERstD %%I—Itr 01|E
E0{ AL8XI= CNAME 7|82 AF25H ACMO| QIS AME e W =HIQl o|§o C

MNoi MetE UBE = U&LICH XpAMIEH LHE 2 AWS Certificate Manager DNS A&

A2,

CHelolE

T HIQ! 0|& Domain Name System(DNS)0i| 2|3l IP A Z BHEHE 4= U= www. example com &

2 HAE EXGULICH QIEHAE 286t ARE UEXHIo= HAE O|EEC=E IP FATHALS

Eulct el o|§2 ntEER FFE&l= 7HE tlo|EE T EELICH

TLD

QEZ Tof e dlolES TLD(EIA S =Heh)etD gLich UXRl 2= . com, .net & .edu?}

A&LICH et UF Z7to| SEE TLD= =7t 0|§ 2] o= 5"7F FCEnE LD HE EH G

29| AR .uk, HAlote] B2 .ru, O2|T ZFAS| B0 . frALICH 7t ZEE M85l 8

2 £35| SEE VAol S AEsE 7| I8 TLDOI| CHEt 2&F =& HE =7t FIHEILICEH of € E™
co.uk TLDE B=2| 4 & 7|UE LIEIHLICH

Apex =€

A rHelEe ZEstn HYELICH SVHIEE ZHSIe & EHIOI Ol§2ol &=
SEE VAl REE AHEsl= 2 ESt BlolE22 ZEE
2 5 EIHIO 2 ZESHK| et&LIChEHS B & X). www. example . comOl A apex EEHIO._LO—I 0|§
2 example.com®L|Ct. www.example.co.uk0lX apex =HIQ!2| O|&2 example.co.ukL|Ct.
apex CHAIO| XFF= AL E|E 1 82| 0|E 22 £ base, root, root apex EE= zone apex7t A& LICH

5 =€l

5t THQ! OIS apex TMHIQ! 0| ol ECH OIRERE MZ ZHo| FEELICH 7HE Yetdo=z
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AHE LIEFHLICEH

OCSP

http://crl.*.amazontrust.com/*.crl

ZlgnEl&

RIS Me BtEA| S E|ED 7| 27|E XI'F8Hok g LICH 247l CtE RSA & ECDSA(Elliptic Curve
Digital Signature Algorithm) IHE2! 7| & 11 2[& 0| ACMA|M X|&HELICE ACMUIME HEME &

AE LTE|EE AL8st M QIS M Y22 2 & J&LICH LIHX| SnE|&2 7HH2 215
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https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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® Note

CAMIM M Z2to|8! PKI 215 A E AWS Private CAMIM 23 etE B2 XIHE MH
&1 2|& HY(RSA =& ECDSA)2 CAL| Eot 79| &1 2|&F H|2

« RSA 1024H|E(RSA_1024)

+ RSA 2048H|E(RSA_2048)*

« RSA 3072H|E(RSA_3072)

« RSA 4096H|E(RSA_4096)

« ECDSA 256H|E(EC_prime256v1)*
« ECDSA 384H|E(EC_secp384rl)*
ECDSA 521H|E(EC_secp521r1)

ECDSA 7| 3717t o & 7| IZ20f RSA 7|2t RAEt +=ZE0| Eot2 MBS HHME HFEE 584
2 O Flo{g Lt a22{Lt ECDSA7H 2 HIESZ ZEt0IAE|A X|EIX| 2f&LICH NISTOIM
HE4eh Ohe EoMe O e 37(9| 7|1E A8 3t= RSA & ECDSAL| CHEMQI 2ot ZE & = ¢
g = A&Lith 2 gtof ot B el= HIEYUD

>

grg|ED 7o 2ot Hlw

EIRl 2l RSA 7| 37| ECDSA 7| 27|
128 3072 256

192 7680 384

256 15360 521

29| HEMZSSZE OlslEls EQH A= S SSHE SiAste o 28t 50| £ ¢datL|0] Y&
LICH of 2 S04 3072H|E RSA 7|9} 256H|E ECDSA 7|= 25 2'%83| o|slo] &0z ZAMo| 7}
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
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/A Important
S8 MH[AME 2laaete| HAHo| X|pEl= g E|&FD 7| 27|18 3{S &L ct. ot
OlL|E}, O|2HEt K| 2 CIZSME IAMCE 7IX2X| ACM2Z 7HX{2 K| o5 of [rt2t Erat
ZlLICH RpMIEF LHE2 ZF ME|AO| CHEt BEME B ZSHAAIL.

- Elastic Load Balancing2| Z4< Application Load BalancerE ?/8t HTTPS E|AL{E & X
StAR.

e CloudFronte] 22 X|¥E|=SSUTLSZZEZ 2 &S E XM L.

e

=l

0%

B W HE

ACME2 ACM QIEM A Z2 M At Al £ QEM ZE2H|MHE ZEMAE BEIFLICH XS 4
M2 MESHH HRE M, ¥4 E= B2 E CIBME QFt 75 FXIE WX|E = U&LIC XA
Bt L& 2 AWS Certificate Manager0il A £ 2|3 Q1AM AL EHE FHZSIAAL.

Zt ACM 218 Moil= stLt 0]4 Q| Fully Qualified Domain Name(FQDN)O| Z & &[0 Qo #&tCt
M O|EE FIIE = YUELICE o & £0{ TZHO| www.example.netO|2t= O|ELZ T AIOIE
of ¢1Zst= B, www.example.comOi CHEF ACM QI ME BHE I I O|B X FIHE = U&
LICt. o= Hlo] =M Rl(zone apex EE £ naked ZHIQIO|ZI T = &) ol ACl Ob&t7FR|LICH &,
www.example.com0i| CHEF ACM CIZEME 235t example.comO|2tE OIS F7HE = A& L

=2 T AAH
Ck. XEAIBH LI 2 AWS Certificate Manager IHE 2| QIS5 M BHHE R XFHAAIL.

Punycode

Ct=o0{ =2l O|Fut 2r&AEl CFS Punycode T AHE & SF8l ok gfLICh.

1. ‘<character><character>--' IE1© 2 A|Zt5t= M@l 0|2 ‘xn--'2F Y x|l oF &L|Ct
2. xn—S2 Alststs SOl O|BE K53 Ch20f Q! O[F0lodof BLICh.
Punycode O A|
THPl olE #1E5 #2235 358 H1
=5 =5
example.com g SHE v ‘<character><character>--'2 A|% 5} K|
At AE e=
= =
HA HA
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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ol ol
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ACM B Mol R 7|7H2 A 1370 (395) &Lt
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ACME AH835tH Q! o]l HEME A o|'0=| SUsH THIQloIM 02 ALOIEE &
S £l UCIFIE O|EE E&5t= ACM QIS MHE MAME = Ql&LICH & 0
* . example.com www.example.com & images.example.com2 EZ & LICI.

® Note
QAUEIFIE QIBME 2
THR =ZC ESE = A&LICH o E 01 *.example.com: logln.example.com
2 test.example.com2 2= & = UX|E test.login.example.com2 ESE
A& LICt =8 *.example.com example.com?| 5t9| TH|QIZF 255t T Hlo{ EE=
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X|’8stod Mo EE= apex THIQIDt ot 2| EHQIE EEstE QIBSME Y + &L
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0 2 £01 example.com 2! *.example.comS EE 3= QISAMHE QHE

Mgt ALE

HE2| B Aol= ChE MEt AFgol MSELCH

ro
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C

ME & SOlEV) QB A E= X5 &0l0V) QS ME MBshx| ShaLich
« ACM

SSL/TLS o|2le|l Z= E Zof CiEr IZEME MSetx| ef&LICh

ro

- O|HIY =530l ACM QUBME AHEE = Si&LICH

« ACM2 Xl ACM & Aol et 22 215 M A4l SEotRE 5|8 3stX| ef&LICH EBF ACM2
2 72 &E & Aol cisiMs 2eld dals Ar8E + el&LIch

rnr >

« amazonaws.com, cloudfront.net &F = elasticbeanstalk.com2 2 ZLI= 0|1} Z 0| Amazon A&
T2l o|Eol CHEF CIBMHE LHE =+ ei&LICh

50
I
T
n

« ACM QI& Aol et Zeto|8! 7|E CHR2EZEY &
2|

« Amazon Elastic Compute Cloud(Amazon EC2) & AIO|E = OfZ2[AH|0|Mol= ACM IBMHE &
M MRS = g&LIch J8Lr SEMH|A B ofifet ZWE MESHEX| UBMHE HR[E = UEL
Ch. XbM[EH LHE 2 ACMOI| S & El MH[A BHE FXRSHAAIL.
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- SEOtR 2 MEIsHK| o= B Sz MY £ Q= ACM 2IBME Z|A 2719 QIS M £FEHY
ClOIE{H|O| A0 RfS 22 7|§ ElLICH M= 2&2 AL85t0d SEOIRE =+ gi&LICH AWS CLI
EEE ACM APIE AtEdlioF EFLICE RtAMIEH LIE2 218 M FEE 2L SEOIR EHHE A ESHAA
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2. FEE 270 cet MR HEE QEM FEE 2L HHE HEsA L.
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ZE£S MESI{ HER AUBAM 2F

1. AWS 2| &0 23215}09 https://console.aws.amazon.com/acm/home0i| A ACM 2£ 2 L
Ct.

QIZM 2%8 MuErLIC

<L O
2. EmQl 0|&(Domain names) Mo =HQ! O|§ 2 /=T LICE.

www . example.com Z'2 FQDN(Fully Qualified Domain Name)O|Lt example.com Z & H|0{
= apex THIQI O|E2 A8 E = UELICH T 2IZ oM HE(*)E AUEIIEE AFEFI01 S
st =Rl LHOJA] 042 AlO|E O|E S B3 & £ U&LICE o & 504 *,.example.com
corp.example.com ! images.example.com=2 ES§fLIC} QFUEIIE O|F2 [FA
(Subject)] ZE2t ACM 1B M| [FA CHAll Ol & (Subject Alternative Name)] = & ol E A|EL[CH.

-

AUEFIE QBME LYY M WE(*)= TH Rl O|F2| B 21Z0f 2tok 8tH stLtel 5t =
Hel &0t 258 = Q&LICH 0& S04 *.example.com2 login. example com 2!
test.example.com2 23 & = UX|0 test.login.example.com2 25 & + QigL
Ct. EE8F * . example.com example.com®| 5t¢ =HIQITBt €55t H|0{ EE= apex =M

(example.com)2 EE5tX| ZELICH & ZFE ESs2{H OIS HAHE HXSHAML.

(® Note
RFC 528001 [it2}, O] B Aol e=st= = HIQ! ol (et olF)2l Zols DtEEE X E
5tod 64 SEI(XhE ZOHE o Ql&LICH Chs EAMM 2R 0l AEXITL MBsote 24 A

CHA| O|&(SAN)2| Z0|= %|CH 253 1]t

CHE O|I&2 F7IstzdH 0] QIS Mol CHE 0§ F7HE MEistD HAE 4Xtof 0|2 Y=L
Ct. O|Z A 3t™ M0 == apex THQI(0: example.com)t 52 ZHQI(04: *.example.com)
2 255t o RS&uch

=

3. @3 W(validation method) Mo A E0f -2t DNS & - H&H(DNS validation -
recommended) EE £ O|H| Y Z4& (Email validation)S MEHEHL|C.

HEZ QBN 2 T 1.023


https://console.aws.amazon.com/acm/home
https://datatracker.ietf.org/doc/html/rfc5280
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® Note
ArEXE DNS 848 ddg HEE = CtH, o|HY ASECH= DNS A8 2 M85t A
2 HMEELIC. DNS &2 o|H Y & &oi dal st 0|7 0| A& LICE. AWS Certificate
Manager DNS 43 MME XML,

off HAHZ} =

st 7| = el ol&
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OIEH|°E' ?:'%% MEfstEd ACM2 M@l 0|F E=ol x|Ee tHelez HE o|HYUS MEEL
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RIEM 2F Al 22X sHZ FAol| Liet U= olF S| stitoll ofsh Amstx| o= &, B M=
QY E YoM AF 2/ (Pending validation) 2 E{0i| E0{ZfLICt. ACMO| 72A|ZF St 215 A9
QEMASS HEXOE AL CHS AlZHo| ZIHEILICH Q1B Mol AlTH(Failed) EE= A AlZt
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https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-failed.html
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
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A8 7holE
® Note
SEg Madst wdol Mt 31 U CISMIE EA EAEX| 2 = UsUCH 2LER
ol HeM MZtEE 22510 =AE HAE = A&t LER AHO| HO|X| HEE
AL835t04 0424 H|O|X[Q] RIBAME EFME T Ql&LICH
CLIE ALR 304 TR OB M 23
request-certificate BHES AFE35t0{ BHE M M HEZ ACM QISMHE QEELICH AF wEdo CH

4L o
off M= 7tSEF 22 DNSet O|HILLIct. 7| ¢ n2[&of CHal M= 7ksS 8 &t
r1

7t HAIMo B2 MBEX| ofe A

2 RSA_2048(Ttz}OlE
of2 A 7|84%k), EC_prime256v1 & EC_secp384r1g!

L|C.

aws acm request-certificate \
--domain-name www.example.com \
--key-algorithm EC_Prime256v1 \
--validation-method DNS \
--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

O] HH2 M 38 215 A2 Amazon 2|&A O|F(ARN)Z

rlH)iI

={ErLCH

{
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
}
AWS Certificate Manager HE 2! QIS M0 CHet THR AR H HS

Amazon 21& 7|E(CA)0| M AFE Xt ALO|E0f CHEF QIS AME &Z5tE{T AWS Certificate

Manager(ACM)0|l A 2o X|dst= ZE Q! o|Fof cHet AR T E= AMo{HO| M%XHHIHI A

AAER
£ sz ™Eslof gLCH EHIQ! 0| A|AE'”(DNS) A = Q18 23 Al o|HY AEE

Yot & MEiE +~ A&LICH

mH m
0

(® Note
B S ACMOIAM 28t Ko 2 AlEE 4 ol QB Moot M EL|CH ACME 7+
2 QI8N = Zeto[X CAMIM MBE IS Mof Chat =HIel AR ™S HESHK| &L
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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ACMZ Amazon VPC
AELICE RIMEt LI82 015 A5 &4 sif 2 EHalE & x5

UitMo= 5ot Z2 olf=Z o|HY HES St DNS &2 M&st= W0l E&LICH

* Amazon Route 53 At&35t01 I{= 2| DNS B|Z =& #E|stE 49 ACME Soll tllZEE &Y Aol
O|EE + A&LICH

. ACMS RIBZME o E AHE S0/ DNS B|Z =7 EXHStE B DNSOA] & QIet IS ME AtS2 =

=
Zlo A&Lch LIEE 2 E T
gLt

T H2/e| DNS HIO|E{H|O|AE HEY Heto| ¢ie B2 OlHY HES thil ALSsHok gfLCt.

® Note
OlHY HEE St UBME dget Fol= dliF QS AE DNSE S USo= MEte =
G&LICH. DNS A& 2 A 85teiH ASME 4 AEr CHS, DNS B85S A8t M 2ISME

HEELICEH

|

« AWS Certificate Manager DNS A&

« AWS Certificate Manager O|H & AS

AWS Certificate Manager DNS 225

TH2 0| AAEI(DNS)2 WERF0| ¢1ZElE BlAAE I8 CIEEH IHHI/\°'I—IE+ NS 22Xl
= THolg Holste B2 =7t & E O|O|E{HIO|AE || Z2IELICt DNS A5 & MEHSEH ACM
2 O| Cl|o|E{H|o| A0 F=7}5H oF tLt O|&to| CNAME HIZEE N2

|
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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® Note
OlHY HEE Sall LBEME ddet Fol= T LEAME DNSE St Q5= HEte =
A&LICH DNS HAE 2 AH85tE{H QB ME AfA|Et CHS, DNS A& 2 A S35t M B MHE

SEE LI

o€ EM £7} 0|E0]| www.example.com®@! example.com ZHQI0f CHEH CIBME 2HE AL
ACM2 CNAME HZE F /& XS 2 HMELICH AFSAte| EH Q! L HEHE o= EHs| ¥y
Z} ArZstE
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HlE 7t2|7|E ©¥alelLict. CNAME B2 == DNS O|O|E{H|o|A0f 8 HEF F 715l oF &L
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(® Note
DNS F40{lA 57l 0|4 2] CNAME &tLIZ 9dZ4E|04 /2 CNAME & lo| Alujg|ct. o ZI

Aelo| Eett B2 o|HY HES A&st= ol E&LICH
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-deleting.html
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ACMoOf| CHEt CNAME B2 E9| 2t 5 &4

(® Note

0| Ml4d2 Route 532 DNS B2 X2 AFE5tX| of= 1240 Al M ELIct

Route 532 DNS 22 A2 AF25HK| &tE A2, ACMOA M35t CNAME B|ZEE utdoZ ¢
MOIEE S5 3ZA2| CIO|E{H|O|A 0| =822 212451 0F &LICt. CNAME B2 == 2lC|=M
L&, 22Yx|e HIEIHO|E{e| ZiE|O|L] S CI¥st 8 2 AFSEILICH ACMe| B olg{et BlZESE

Soff 7| =M AR H FHQ A X|EHR XIS QUSM diE e + AU&L/cH

CtZ Elo|Eol= 670 =HIQ! O|Foil CiEt CNAME B2 E2| oA 7+ Ltk &Lct 2 B2 Eo| B|=
(o]

E O|&-BIZE Z Hois =i 0|& AR/ HE Sst= dgS &L

O] ZoiM 2 27He] HIZE o|E-BZ = 7t Ho]
FlE EH|9le] 2 ACMO| MAI8t 22X 0| 7

= xample.comOi| CH3H A4 +d=
SUE S HoiELCt OEX| oM I E OlF

ZE 7t Ho{= ZF THel o|§HE CHELICH

H
=2
o
D

CNAME d|ZE o

THQl olE dlZE 0|8 dIZE =k=
*.example.com _x1.example.com. _x2.acm-validations.a ldentical
WS.
example.com _x1.example.com. _x2.acm-validations.a
WS.
www.example.com _X3.www.exam _x4.acm-validations.a 1%
ple.com. ws.
host.example.com _x5.host.exa _x6.acm-validations.a 1%
mple.com. wSs.
subdomain.example. _x7.subdomai _x8.acm-validations.a 1%
com n.example.com. ws.
host.subdomain.exa _x9.host.sub _x10.acm-vali ks
mple.com domain.example.com. dations.aws.
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AWS 21 A 2E[X} AEXt7tol=

LE() CH30oll L= xN &2 ACMO| &gt ZI EXrAIL|ct ol & S o3 Z&Lch

_3639ac514e785e898d2646601fa951d5.example.com.
ol o= AutE HMEI BZE O|§2 EoiELICH HAZAE H2E A2 Chao 22 2ty &= J}U&LICt

O O -

_98d26466011a951d53639ac514e785e8.acm-validation.aws.

2|o] ol St DNS B2 =0of CHgt ZAntlL|ct.

@ Note
DNS B2 A7 ol YE0| 2 CNAME 22 XI2stx| o2 72 DNS AZ 2 size &
ZML.

THel g=zIE=EoE HZE H3ZE gt
0|5 Al

example. _a79865eb4cd1a6ab990a45779b  CNAME

o 460b96.example.com. _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws.

= o

[¢) =
QlE{mlo|A ol ST EEof l=dsHofF ELICH HIZE O|F(5EE 0I15)) ZEE MElste WAlo| 32 At
Zhof el x| et &LCH Fof met flol EAE JAMEH M EXALE MSsHoF &LICH dF 35
| 2238t EXtEo| =@l o]0l RIS 22 FIHELICH &, 0] ol|lof M= Ol&

oo

_a79865eb4cd1a6ab990a45779b4e@b96

oF l245foF &LCt ol #El2 X &1 THQl o|§o| =& E B2 = O|F(0dl: .example. com)E
245t ChS ot 2ol 2 = &Lt
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_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.

Ol 22 d&o0| AmierLIct. et S2X0l = &3 R 2 Ol2| = elstok &Lch.

O| M40 M= DNS AEE M-St T H=E AUBSME T dsts Eol CHsfA T ErLCt.

@ Note
O Hitol M= B A E stLt ol dERam sl USME ddet AWS 2|0 %
Ro 2 78Ut 2£8 ¢od st=dl & E A=A i*% g3

Ch 4l
2 UUK|E 220l 2B M7 12 BTg RIEHER o

r0 ﬂlf
mo
T
n

1. https://console.aws.amazon.com/acm/0AM ACM &2 iL|C}.

2. QIBEM Z2=20iM HB EF E(Pending validation) A& EHQ! 7145t 24= & A ID(Certificate ID)=
MEHBHLICH TR QB Mol THEH MR & Blo|x|7h QaIuic

3. EM2l(Domains) MMof|M CtZ F MR & StLIE 2= LICH
a. (M= AE) Route 532 HASEFLIC

1I N E 2 2 &¢EQ| Route 5301 BllZ E A 4d(Create record in Route 53) H

@ Note

Route 532 At&3t UX|BH Route 530 B ZE 44 HEO| EAIZIX| L 7HLE HIE
M3t E 2, ACM Z£ 0 A ‘Route 5301 S| ZE M4 HEO| LIEILIX| S Mg

xS,

coel AfH = H% 1.0 30
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AWS 21 A 2E[X}

AR} 7HolE
Route 5301 BllZ = 4 4d(Create record in Route 53) HE 2 MEASH OIS YlZ = M4d(Create
records)= MEHE LlEF 21& M A El(Certificate status) H O|X|7t DNS B[ZE7} M&E

(Successfully created DNS records) 0|2t E A||= AE HiLA2t B7A QRILICH

M Q1B Mol MEf7L 2ICH 308 SO AL HE &

4 F &(Pending validation)2 2 EAIE £+
&Lct.

® Tip
ACMO| Route 530 |- HIZEE AISO2 MAMSIEE T2 Aoz Qe £

o= T
A& LICH EF AWS CLI EE= API £ & S35l Route 53 DNS H|O|E{H|O|A 0| B ZE
E MAsH £ QlALICH Route 53 B|ZE M EO| CHS RFMIEF LIRS 2|44 BlZE
Al 21 2 g HXSHMIR.

|m0
)

L

b. (MEH A¥) Route 532 DNS SZ2AtE ALESHX| §i= A< CNAME HE & 25104 DNS O
I

O|E{t|of 01| 7foH0|= gLICH M 1B M| MTF HE mo|X[oA o] ¢ 2 ChE = 7HX| ¥
W S siLtz oY + U&LIC

+ T HIQl(Domains) Ao EAIE CNAME 7+ @A E SAFELICE O] HE

HE 2 DNS O|0o|E
Ho|AM £S5 2 F7}8H0F & L|Ct.

- IE= CSVE WWELHZ|(Export to CSV)E MEHFFLICEH ZAut mhlo| HE & DNS Ci|O|E{H| O]
A0 =522 F7ts6HoF gLCH

/A Important

P

HZE BEXNE Yx|5t2{™ DNS SZAte| Clo|E{H|o|A0| HEE F7+5t7| Toll ACM
of et CNAME B|ZE 2

| 35 WAIE HESAIR. EX7H 245E DNS A3 2
SHE MME AEEML.

(= K=y

ACMO| At XHE 2/5l CNAME 2t 2 ddet A2 25 E 72A|ZF Liol| =M@l O|&§ & &
AlZh

=
A2, ACM2 215 M AEHE [HB AlZH Z1H(Validation timed out)]|2 #HZEELICH O|z{8 ZAn7} &l
ZFS 2 DNS 42 H3Mo 2 YO|O|ESHA| 47| & & Lct.

a2 2
Ol 2X|& sl dstcd™ CNAME X|EE AES = M 25 ME 238l oF & LICH

—

st= 7HE & olff = ACMO| 4

TOOl ASH &0

[ gy ) LR e
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
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AWS Certificate Manager O|HIY A5

Amazon 215 7|2(CA)MA AFE X} AFO|E0f CHEF QB AE &3 5tE{T AWS Certificate
Manager(ACM)._ L™ X|IHst ZE THQlo CHEt AR E= Mo{HO| AR A Qe X| &lsH
of ELICt. O|HY &2 DNSE At835t0o{ &g = &LICt o] FA|olA= olH Y HEof CHal -4

ACM2 Zt =H|Qlol| CHal CtS 5712 38 AIAHE! O|HYZE HZS O|HY HIAIX|IE M&ELICH E= oy
Al THRlofM o248t O|HIYE sAlstEds B2 +#H THQIE A8 THRICE X|HE = U&
LICH 2|4 2 MOIE FAMKIS| 2E 69 ZHIQIO| RESHH, O|HY FAS EHRISE @ Fo Y
OIME AFZELICH o & §04, example.comE subdomain.example.com2| A& EH QIS E X|H5t=
AL admin@example.com2Z O|HYUE gt2 £ U&LICH.

« administrator@sliE_ZHI2l_0|E

« hostmaster@3sig_THIQI_0|F.

- postmaster@3sie_THIQI_O|&

- webmaster@alie_TMH2!_O|&

« admin@3dlie_TMHIQI_O|&

CHRIE AR5ID QUSS ZHSE{M ol2st olmIYof| Z&HE AS 3 E MEHSoF gFLct T8t
ACMZ QIE A7} Bt=2 El X| 450| £|H QIS ME ALIst7| fla SUst L2 HAE o|H LS HEE
L|Ct.

ACM API EE= CLIE At836t0{ CHE T HIQ! CIBZ M %o CHE O|HIY AS S s=d8stH 20| 2F
of = CHe THelol 5t THRl2 ZEMT LEE 2 THIHM O|HY HAIXIE H&ELICH
ACMO| Q1B ME e Z 524 T H Q! ARX71 ol248t ZF =Helo| o|HIY HIAIX|E & elshoF & LICt,
Ol ZEAMA2| o2

www £ QUEFIE HE(*)E A|ESHE ZH Q! O|Fol CHEt ACM QIBME H5tE 4, ACM2
O Qtol www EE= HEE MelstT e AR o|HYS MEELICH Ol FAE EIHIO._' 0|%9—| LEH K|

2 20| admin@, administrator@, hostmaster@, postmaster@ %! webmaster@& F7+8t A L|Ct.
0iE £0{ www.example.comO0i| CiEt ACM QIBME L& st= B, admin@www. example comO| of
| admin@example.com2 2 O|H Y EHLICH OF&F7FR|Z2 * test.example.comOi| CHEF ACM 21F A

RERER 7™ 1.0 32
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E QA= 42 admin@test.example.comQ £ O|HYE EHLICE LIHX| & &2l FAE HlR5t
A FHELCE

/A Important
2024 6 HFE{ ACM2 WHOIS 2H2tx{ 48 S8t M O|H Y HE 2 O o|4 X|HStX| &t&
LICt 7|& CIE M| B2 2024' 4 10&€ 2 E ACM2 THIQIS| WHOIS HEHX{ A Z A4l &
22 M&5HK| et&LICH ACME QEE T HIQlol CiEt 5710 38 AlAHE F4AZ2 AS olHIY
g A& ™MEELICH REAMIBH LI 2 AWS Certificate Manager will discontinue WHOIS lookup
for email-validated certificates& & Z35IMIL.

124 AHE

O|HIY A&0i CHEH CIS 242 12 AHE S [MEM 2.

- O|HY HAEE AIE5tE4H TH Qo SEE &8 o|HY FA7I ZHsLICH OlHY FA ME X
A= ol ME M| MH= CHEX| &f&LICt.

- A5 2 ACMOM 28t SIHHS ZE AMEE = e QBB MBELICH ACM2 7IX2 Q1B A
tEE Z2tolE! CAOIM MRS QIS Mol CHEH =M AR HE AS5HXK| & LICH ACM2 Amazon
VPC ZZt0|8! S AEI Qo] = JIE HIZ7H EH Qe E|AAE ASE + i&LICH REAEH LIS
CIEM AS =X sHZE B2 B ESIAAIL.

. OIHYU ZES S5 UBME MAE R0l HT USHE DNSE BB 9502 HEE 4 L
Ch DNS ZEE ALB32{T OIS ME ARIZ L1, DNS ZE S ALB3HE Al B AE Mas LI

ACM 2IE X E 137H°J(395°') FEYLICH ASAME A2 THQl ARAHS| HHo| HeF
LICt ACM2 Btz 459 Tof| l:IHI It AZE Ol FAR AL ABS MESHT| AR LICH o] &
ol SHQ £RX7E AL 26 221 £ Qle F37H ZHE|0] JIGLICH LHEE 2E =020
HEEIHACME SUEH ARN AL85t0 HAIE QIZAE YZELICH

Zt 435 olH|Yoll= 2B 2HE &2lste Ol AL8E = e EE0| X E[o] JU&LICH

lzzMAol E2 HE ojH Yol A1 EEof ola RHEFE|HLE

2 72A|Zho| BitstH Ats2 2 Bz ELICH e ojHYE =4

HYS MUSSHESE 2 = JU&LICH AE olHLS M
=

OlHIY MHE MMEE HxstM 2.
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https://aws.amazon.com/blogs/security/aws-certificate-manager-will-discontinue-whois-lookup-for-email-validated-certificates/
https://aws.amazon.com/blogs/security/aws-certificate-manager-will-discontinue-whois-lookup-for-email-validated-certificates/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones

AWS Q15 A #E|X MEX 7t0|E

ol HB BEIE x|4X{el BXIE AWS Certificate Manager 221 271 31740 ol 5 £
|2 G2 2 XA L.

OlH Y HAE ACM 2IE M| B2 UitHo 2 T H QI ARAte| ~Ed0| E LI B
HE UBME A 8Bste =20 ¢ Hest SEHE XISstets A E Bte= 20| £2
FA O
A

olHY HEE A8

3,321 48 Z2MA ot gEdsh 23 220 Cis dEELICH

rlo

|.|'|

245 ol HES
25 ol HAIXIS] HAIS A QIBME RHHER| £ 7|E ABME BASHEXM @3t oS £

2 S coiolol S5 2t HHRofof B
LICH.

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

EHQ AR

r#
ok

J
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Sincerely,
Amazon Web Services

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userqguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,

oo A =9l

HZ11.035
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410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

AWSOIM MZ2 HB HAIXIE &2, siE HIAIXIE Thifol CHEF 74 z|alo] MY +~ = HE
o2 ME3tE 4OI Z4&LICH 2020 112 O|Tof MAHE HAIX| HME MEstE T2 REZ0f
CHel CHS ot 22 38 A S #elsoF gfuict

« O|AN| O|HIY M= &0 ‘"Certificate approval for domain name’ CH&l ‘Certificate
request for domain name’O| & A|ELICH.

« AWS account ID7} O|X| CHA| EE= 5tO[|E Q10| EA|ELICE

« O|AN| Certificate Identifier7t HEE 24! CH4l MA 215 ARNS EAIE
LICHOl: 3b4d78e1-0882-4f51-954a-298ee44ff369 CH&l arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-4f51-9543-298ee44ff369 EA|).

« O|X| @1Z5 M &2l URLO certificates.amazon.com CH&l acm-
certificates.amazon.comO| Z & & L|C},

- 2IZM &2 URLE E2!5t04 o1 0! Z4Alof o[ &2l H{E 0| Z&ELICt O|A &2l HE divel Of
£0| approval_button CH&l approve-buttonO| ELCH.

c MZ2 QHEE CISM AA QS 25| HS HIAIX| O|HIY EAlo| SUELICE.
a5 Y3E=Z

Ol Mol M Ol HE ABMel Bl YT EZof het HEE MBHLICH

-« ACM 2£0| 3 [l QAEM REE XMEISHH HEE QS
e AZ T HOIoZE AS ol HAIRIE M&EHL|CH ACM
A7t 2t =HIelel o|HIY HIAIXKIE & latoF & LICH ARAMIEH LA
T EQIE FHEStML.

I’det =HQl ol&
S 2 Z5ttdH ZHIQ A%
OlHYUE Ar835to EHN AR

_I.I_

« ACMAPI EE= CLIE AF85t0{ CHE EH @ Q1B 280l Cist olH Y A5 =35t 20|
Mol = CIE =M Qlel 5t EHIelg ZEE @HE Z THIQIoM O|HIY HIAIXIE M&E
Ch. ACMO| QIS MHE g2 5t EH Q! AKX olgd8 2 =H|Qlo] o|HY HIA|X|E &HolsH ok
L|C}.

C fo

o

ACM 222 S5 7|Z QB Mol Cit olHYS TS HE B M Lol XINE A5
THQl EE HE Toiglo] XIHEX o2 B HEE THRIoR olHYo| MSELIL CHE
THQIoIM B OlHUS A5 HB0 ALY HE THLIS XIHstol M 2BME 2
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https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
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Mg £+ Q&LICt == API, SDK EE= CLIE AF83104 ValidationDomain It2tO|E{E S5l

ResendValidationEmail & ’SH;'.' SEE £ &Lt O22Lt ResendValidationEmail &0 |
HE AZ THol2 siE &Y &0 0t AP IEI=| g% 243 olHYE <l °|’<A-l Amazon Z|AA
O|Z(ARN)OI| KA E|X| ot &LICt o IIX| 2 EHQl O|§ 22 HAE O|HY
2 441524 ofH ResendValldatlonEma11° XX s E5H{ofF ghLict.

FH[
o
ol
i
kO
ot
g
ﬁ
0>1

(® Note
2020 11& O|™ol= 240 apex =HIQIBH HESHof o ACM2 2 & 5t =M elof
T ML= QIBME YIZMELICE 0] Al o|Tof| MAHE HAIX| HMHE AH& St T2
OlHY HE I ER| HE At 2 = elatiof &Lct.

« ACMAPIEEE CLIE AHE6tH CHE T HQ QIZ M 2&of et ZE AS o|HIY HIAIX|IZE apex &
HRIo 2 Bl &= Q&LICH APIOAM RequestCertificate 2242| DomainValidationOptions I}
2tO0|E{Z AR 3104 DomainValidationOption $& 2| HEH{Ql ValidationDomainl| Zt & X|
HMEFLICE CLIOIM request-certificate @& 9| --domain-validation-options Zt2tO|E{E AL 5t
0 ValidationDomainQ| Zt& X|&gtL|CH.

AWS Certificate Manager0i| A Z2}0|E! QIS M

AWS Private CAO|A MAd8t 7|& Z2to|8! CAN| HMAE £ = B, AWS Certificate
Manager(ACM)= Z2t0[H! 7| QIZZHPKI)HIM ALESt7 |0 et CIBME SEE £ U&LICH CA
= AFEXREe| H'Hol| & F35H7{Lt CHE HI™Hol|l oa SR E = U&LICH A CA Mol CHEt RFA[EH LY

2 M 2B 7|2 dEE HRetMR.

2to[8! CATt A'l‘%‘:’.’?_ RQIBME 7|EHo 2 AEE £ gl ACMAUME QB Ao CHEF o HEHQ|
Ct ek el 2%{o] 22t0|UE ESHAE AE0{0] QIBAE HRlst

ZZIO|El ACM I ME X509 EEE 2 CHS AMEH Al ol HEELICH.

il
)
Z
w
i
P
1
Q'I_l
rr
4»
o
il
fjo

Fx=

[e][}

AL&sHfoF BfLICH XtMIEF LIS Q! 0|5 B3

fjo
ik

H&d

>

Qe Q1Z M ZEto|E! 7] ¢ 1 2|E 0| 2048H|E RSA, 256H|E ECDSA EE=
StLFOi| S St oF & LICH

w
®
g
T
m
m
O
W)
w
>
oy il
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https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DomainValidationOption.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html
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® Note

XHE ME 21 2|E I 2UE|(RSA EE= ECDSA)E CAL| Eo ¢t S 7|o| & E|& T e
o L x|5HoF & LICt.

- BF=: Zf QIBE M= 1371 (395%) S REFLICH MBS CA AUBAMe| Btz It L HE QIS A
nl 3 I

ol otx IME =M= ¢ &I, =
A (o]

x| AE|E| QB Mol MEBst= O AAEEl= At CAol= Chs1F 22 AHA| X|EHol HEFLICH

SMHez MEE £+ Qe QB At EEl, ZEt0[S! CANM AMEE QIZEME AE0| ERst

AWS Private CAE At235104 ACM Z2}0|H! 215 Mof| MEse =
C}S 5 7HK| 22 5 3tLI0IA AWS Private CAZ(E) AF&35104 ACM QIS Mol ATe 4 &Lt

o B A MYPSHE CAQ B2 El AWS Certificate Manager(ACM) QI1& M7t S48 AWS H -0l 4

, AWS Private CA ZZ|Xt7t ACM AH|A 2ot F=xof
A= TetE Foqslok BLICH. AWS Private CA API 2]
CreatePermission EE = AWS CLI & create-permission2 AFE35104 £ &ELICH HA™H AR A= €
SMUZS HYots IAMALEXR, I8 = Qgof ol2{st HetS gL eLct
- AE zh: MEE CAQ 2 ZE ACM QB M7t ME CHE AWS H ™ol & F6tHH, QIS M7t 4 F5te
AEol|l CAl CHEF MM A HEFO| Fo4ELICE.

ZH
o
QIZME MY, 7M
Cl

A AN g2 4l A2 24358484 AWS Private CA & 2|XF7F AWS Private CA AP| ¢
£ AWS CLI B3 put-policyE A83t0{ E[AA 7|8t HAMZ CAol eddsHof &LICt Of

O

A = %1 1.0 38


https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
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S22 CAoll chsll MEhE HMATH A ElE CHE A-E el 2o FAE RIFgLIct RtAE LIS
ACM Private CAOIM E|A&A 7|8F HA ALE S F X 5HM L.

H® Z+ ALFEI 0l A= ACMO| PCA &1 Hot |2 M At ZH23t= MH|A 947 A48H(SLR)
=

=
S Mok BLICH ACMS X #iWj 1B ME W5t S0 SLRS AHSOE AABL

0| A2 ACM2 HH0l SLRO| U=X| 0{F E =QIE = Qict= LIS EAIE = U&LICH ERF
iam:GetRole #&H0| 0|0] A2 ACM SLRO|| £0{E 3L, SLRO| MM El £ A 20| CtA| EAIL
K| t&LICH L2I0| CA| EAIE B2 MK E= HE #ElXF7F ACMOY| iam:GetRole HEHE &
045t Lt AHE ACM Z2/3 H& AwSCertificateManagerFullAccessOll 93350k & £~ QI
&Lct.

REMIEE L8 2 ACMOIA MH|A 244 o8 A EE B XRSHAMIR.

mjo
i

/A Important

ACM OIS ME X|E|= AWS MH|AN 5SEXo2 iZZ5H0F A E X
0| X|5t= 2laAo] CHEt REMIBH LI 2 ACMO| S EHEl MH|A Al

[
u
o
s
o
ol
x
0]
ot
rH
s

-_—

RIEM EES MEigLICH
CIEM 2E I 015 M 2% (Request a private certificate)2 MEHSt D CHS

O|X[0od| M = 2tolt! 2l
5toq A&7 LCH

m o
\d
e
=
-III

H (Certificate authority details) A40{ M 21F 7|8 (Certificate authority) Hl+&
= ZZIO|8! CA & StLIE MEIFILICE CHE HHoMH CAE SRet B2
ALt

>
A

HO

2

Pa

=0

H

0

T ;9
N

|:|=| |H
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https://docs.aws.amazon.com/privateca/latest/userguide/pca-rbp.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://console.aws.amazon.com/acm/home
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- Bt O|F(CN)

A 1A
m O
H

O ©
- &
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N
o
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i
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A
o
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4. T 02l O|F(Domain names) MMojM =H QI O|F S =T LICH www.example.com Z2
FQDN(Fully Qualified Domain Name)O|L} example.com Z2 H|0{ EE= apex = HQ! O|&

ANEE £ UELICH MH 21Z0|H HE(*)E ALEFER AL S0 S LB T HQ1 LHOA| A 0=|E-|
AOIE O|E2 E5 & & U&LICH o & E0{ *.example.com corp.example.com %!
images.example.com2 EZ & L|Ct A U=EFIE O|F2 [F#(Subject)] E=2F ACM 21E A9
[Z&| CHA O & (Subject Alternative Name)] & &oi| I A|ElL|C}.

® Note
UEIFIE QBME QU M WE(*)= TH Q! o|F2| T %01 2tof 5t
H—POI 5t =Ml =ZFB E3E = A&LICH | E S0{ *.example.com2

test. logln example com:
example.com?| 5t¢| =M Qo
5tX| REfLIct 8 258 235352

—
*
mple.com2 E&& £+ QK|
F * example.com
|:
-

|°|(examp1e com2 E3

= 0| Q1B Aol CHE 0|8 F7}HAdd another name to this certificate) & MBSt T BIAE A X}
01| Ol & =dgtLct. ol A 5l Mo == apex T MHQI(0d: example.com)Zt &2 = HIQl(0d:
.example.com)2 ¢/&535t= Ol REFLICH

5. 7| Lduel& MMolM gnelES MEELICH

o ng|EE MESE E20| &l HE = AWS Certificate Manager 2lAA EfZ) MM X 5HA|
o

6. Ei HO|X[oMH MEH AIE o2 QIBE Mol Ef2E RIHE &= U&LICH EiTaE=E AWS 2|AAE AlH
St #45H7| {8t HIEIHIOIE A& € st= 7I-gf Ho{LIC ACM Ef1 mtet0|E S 51t MY
% QB MOl el E F7t5t= BEdoll Chgt X|&2 AWS Certificate Manager 2| A A EfZ MM
HESIML.

ZptolEl QIZEM 2% 7 1.0 40
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7. CQIBXM ALl HEH(Certificate renewal permissions) MMM Q1B M A4l HEto CHEE SXIE =
grLICh olz{8t HEtE2 A8 5HH MENE CAR MBE ZEtO[8! PKI QIS ME RSS2 HAE

2l 3

T UAELICH REMIEE LIE 2 ACMOIA MH|A 912 HE ArEE H XM 2.
X
o

8. T HYEE IF MIT & 2% (Request)2 MEAELICEH E£0M M 2ISAMHE £ = UE 2B
MSEo2 sotzhLct

(® Note
S22 Yys Wl meh #3 e AB ML SA EAEX| o 4 el 2 EF
ol e Aztsg S2stod £ HE HMEY 4 et 2E% 4B Ho|x| HEE
At83t04 o4 H|O|X[2] QIS ME BrME = &Lt

(® Note
CAO|AM MHHEH Z2to|E! PKI 215 ME AWS Private CAMIA 2&stE B
2|& HY(RSA EE= ECDSA)2 CAL| E¢ot 7|o| &N E|&E APt Ux|sHok

bal

|HE B g1

bt

ok

aws acm request-certificate \
--domain-name www.example.com \

--idempotency-token 12563 \
--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\

certificate-authority/CA_ID

Ol BHES M AtM Q1B M| Amazon 2|4 A O|F(ARN)S E24§FLCH.
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
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https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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aws iam get-role --role-name AWSServiceRoleForCertificateManager

SLRO| Rlef FH £3{0| CtSt 20| LIEFELICH.

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ000@0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/
AwWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:41Z2",
"AssumeRolePolicyDocument": {

"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
.
"Action":"sts:AssumeRole"
}

iy

"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{

"LastUsedDate":"2020-08-01T23:11:04Z2",

"Region":"ap-southeast-1"

SLRO| Q1™ ACMO|M MH|A 044 248 ALE S T ESHAMIL.

AWS Certificate Manager Z2}0|5! QIZAME LHE HL|C.

Z2to|8l PKI 70| AM o{C|MLE At E £ QI E AWS Private CA0|| 2|5l &t 2 El A QIS ME LY
Bl 2 l&LICH LHIEHH otol= Q1B M, 215 Mel & &S stE Zeto|8! Z|7F =& ELICH O]
ol ot St AH A EHSHOF & L|CE. AWS Private CAO] CHEH REAIEH LIRS AWS Private Certificate

gt
Authority At MBEME EHESHAAIRL.
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https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://docs.aws.amazon.com/privateca/latest/userguide/
https://docs.aws.amazon.com/privateca/latest/userguide/
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- Z2tO|H! QIBAM HELHZI(ZE)
« ZZto|Hl 1B M LHELHZ|(CLI)

ZZOo[8! QB M LIELHZ|(2E)
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AWS 2| 2&0f 219218104 https://console.aws.amazon.com/acm/home0lA ACM 2&& L
Ct.

Certificate ManagerS ME4&FL|C}.
LHZELHEd= QIE Mol B3 8 MEISHAIR.

LHELHZ|E ME4ErLcE

o & w0 DN

Zetols! 7]el &S & U=stm #felgrLch.

ASE LS M# S E=%E Melst ZE ASCII EXHE AISE == JU&LCH
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Zato|s! Q1B M LHELHZ|(CLI)

export-certificate HEZ A& 510{ At&
stetailof stL|Ch Hote Z+shstadm
5to{ 45 E MBS gLIch olE A stH

AtZlo| S E 2 £ iaLich
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https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/cli/latest/reference/acm/export-certificate.html
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@ Note
o7} ZEHE Tt  ZHKIE TUX| robok BLICH CHE T 22 3 T Hols 4
A& L

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

CHE oxl= B™d €38 jqZ 10| Estod PEM S4 X[EE HEELICH

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

i

O|d2 base64Z QAT E, PEM HA QIZME E3stH, CHS FAE oflofAet ZHo| QIS A Al

Zglo|! 7| Z&hEhct.

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GAL1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNool1lV+tICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS83j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKkONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJIKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z71/Bs8ERqqga/
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61fM6iw2IHtkW+g4WexvQSogRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/JQ0d4UL
tWZyqJ2xrj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADKkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhG@sHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOCLE/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

DEAE Tz E5t7] flo > EICIMEHE O oMz ddst O S ArE S d-gLich

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3q -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt

AWS Certificate ManagerZ 215 ME 7FXSLICH.

AWS Certificate Manager(ACM)0ll M X S8 SSL/TLS RQIBAE Q5= Qo= AWS 2% 01|H FS
gt QB ME 7tXE += U &LICH ME THE| 215 7|#H(CA)2l 215 M7t o]Of A7{Lt ACMOI|A &= 5t
RQIBME SFEIX| otz ofZ2|7H0|ME @7 AHEO| e B0 o[ A & = U&LICH.

THRI QIS ME ACMIL SFE DE AWS MHIA0H BT ABE % &LITH THKI2 QIBAE ACM
olM RIZ 3 QB Mot SUsHA XS 5tRIE ACMOIME K2 215 Mol CHEH 2H2l% 2418 RSB 3

K2 ASME dLstEH AUS M LS R2RE M AUSME S TS 522 ACMO CHA| 7t
M2 H ELc o] ZHd2 elE Ao 244 U Amazon 2|44 O|F(ARN)E EEELICH &= 25| M
22 QBAE 7txg 4 aLIch THQl o|E0] Ze of 7He| QIBME 7tKE 4 QUXR|E o] B

&t Edoi| 7}Xx{2}ofF &HL|Ct.

/A Important

2t 7HKR Q1B M| Bt IE T LIE{RIst04 BtR 7| oMo ZAlste 242 o
lelLlct. 7Fx @13 M7t Bt 2= ] Amazon CloudWatch EventsZ AF2 3510

X2 18 M & 1.0 45


https://docs.aws.amazon.com/acm/latest/userguide/import-reimport.html#reimport-certificate-api
https://docs.aws.amazon.com/acm/latest/userguide/import-reimport.html#reimport-certificate-api
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ZM O| AT E 7tA3IEr = U&LICH RHA|EF LIE 2 Amazon AHE EventBridge B2 &
ZaHAAL.

JIM2 QIS MHE Z&6tod ACMol ZE QIS ME BIXE 2lAAILICH 0i2{ AWS E|T0f| M Elastic
Load Balancing 2E ¥#HME Sall SLUSt LIS MHE A& 524 %A E A23tEd= 2t glxoE QI
EME 7tx42tok B LIEE. Amazon CIoudFront01I MRIBME At H 0|2 S8 (XL 25) 2|
Mo =2 QIBEME 7tx{etof L RtME L2 X[ L= E SAIAIL.

ml
0t0 rIj
g'l_l

1 Eh

r>|

mjo rEl
bl

Pyl J

ACMSZ QB ME 7HK{QE WHlol CHEt AtME LIS 2 O+ FHIE HESMR. ABME THxie o
=K

o
L7 =ME HEstMAL.

ACM CIBME 7t 7| &I A =

KH& MBE SSLITLS QIBAE ACM 2 7H QM siE Q1B Aot Zatoly! 7|8 25 XS sHot &
LIk, B AWS 915 71BHCA)IM MEBE Q1B ME 7HK224H QIE Aol Zatols! 719 HER| 7|z
Zgtsfiof ZLICH ABME of FHol UBE 2E JIES STsHof FLI

DE JIM2 elE Mol sl =3t 2 nEl&n 7| 27|§ XIGsHok &LIc ACM2 O 212
K| g LICHE = 22 API O] 5).

i
mjo

- RSA 1024H|E(RSA_1024)

- RSA 2048H|E(RSA_2048)

- RSA 3072H|E(RSA_3072)

« RSA 4096H|E(RSA_4096)

« ECDSA 256H|E(EC_prime256v1)
« ECDSA 384H|E(EC_secp384rl)

« ECDSA 521H|E(EC_secp521rl)
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ot OhS 71 2F AHgol Rol5tAl2.

« ACM &g MH|A0ME 2lAaAto| 40| X[kl ¢nel&ED 7] 2 7[8 3{E & LICH 0 & S04
CloudFront= 1,024H|E RSA, 2,048H|E RSA, 3,072H|E RSA ! E}b¢ Z 2@ JM 256H|E 7|2t
X|¢45t= PHH, Application Load Balancer= ACMOIAM AFE & = Qe RE g 1E|&2 KIHELIC.
REMEH LHE 2 AHE B2 MH[A S| MBME FHE5HM L.

» QB A= SSLITLS X.509 H{T 3 @IF Aodof ErLICE Q1S Moll= TE2! 7|, 2 ALo|E 2] FQDN(H
7EHE ZHQ 0|8) EE IP F4 2 g3 J|gtol st M7t ZEHx|ofok Euct.

- QIBME ABRIZF AR ZElo|Y! 7|2 AFA| MEEHL ¢Z5tE CAQ Z2to|Yl 7|2 MBE £+
Ql&LICH 5KB(5,120HI0|E)E 16X ot &5 3 E|X| of2 Z2toldl 7|12 M SsfoF gLt

« 215 M7} CAUM MEE|T QIS MOIE MSB5H7|2 MEISH A2, Q2 PEM2Z Q13 = E|0{0}
%I-L_||:|.

« QIZEME 7IXE Aol f&8HoF ELICH & 7(ZH0| ARE|Z| M EE HEE ZF0ollE QS
ME 7IM2 4 91&LICH NotBefore Q1B M ZEo= 85 7|7 AR b7t ZetE|o] RIS

NotAfter ZEOE S M7} _‘_t?:filo'l U&L|CH.

SMAZ(QIBM, ZEto|8! 7| & 215 M ® 2= PEM Q2 & E|ofoF & L|Ct. DER 2!
UECESIH QF7H L AELICH RIMISH HEQ X|E2 7HX{2 Q1B A 2 7] A MM

E
b
0

(CHAl 7tX42 7)) & [ o|Fol| 7kR{2 @15 M0of KeyUsage == ExtendedKeyUsage

o
= 42 0|8t =S =718 4 iaLct.
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£ ACMRZ QB M 7tX{27|§ X|§st K| et&LICt

g 2IEM U 7| HA

ACMOIM = QIB M, Q1B M ARl & Zetol|H! 7|(/Ue BR)E W2 7tMQtof 5t1, ZF 2 H QA E
PEM 8Alo 2 QIIEsHoF & LICH PEM2 Privacy Enhanced MailQ| 2 AFRILICH PEM &AI2 &3] ¢l
M, UEM 23, 25 Al & 7|18 EAlSHE Ol AFSELICH PEM 4] o o] UBtOl = XtH=

0

(® Note
AWSE PEM It EE= J|EF QIS M @Al TE5H7| {8t fRECIEIE A

2 oMo M ZHEFSE EZhdof it HIAE THEIT|E AL ELICH 2t
Al EE 7| FE)E Mo st= A OpenSSLIt 22 FE 2

A8 = &Lt

o
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://www.openssl.org/docs/
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CHE OIRIOIME 7H THYO BAIZ HoiBLICH T4 247 B YR MBElE Ze, HAE
HE7|E A8 stod 372l YR TEELICH PEM 110 2XE B HEsLE 5 7H 0l4r o] B
2 & B0 £7t8 B2 UBM, 2BM M EE Zato|Y 77t RE K| SaLIC

Example 2. PEM2 Z QI EE QIF A | Q!

5 M & elol= g 7 ol o QIZM7F B E|o] Q&LICH BAE HET], Wlndows°| copy B3 E
= Linux cat HWHE AI25104 048] QIS A TS 5tLtO| XM|CIOZ QiZ4E £ Ql&LICH QIS M7t 2t
Zto| O|H CIBME QUBsIEE QUBSME =MUZE AZG8H ok & LICH AP QAIBME 7HMHE B 7
E QB ME Obx[afol SAELICE CHE o Ale] Boi= Ml 7He| 2I& A7 Z & Elo] UX|EF, AHEX0]|
et Q15 A AQlol ZehEl Q15 M7F 220} BEAHLE ME &+ U&LICh

/A Important
RAUBEME LM #Melez SAtetR| OHAMAIR

Example 3. PEM 213 & Z2}0|8! 7|

X.509 HT1 3 QB Moz HEE! 7| 1 2|E 0| AASELICH X509 Q1B E= QM @HEE Mg
= Z2to|H-HEE 7| Ho{E MMste ol M8E L1 2|& ¥ 7| HIE 3 7|8 RIEELICH HEE
7le IBM Ee 2Fol| JU&Lict ¢ZAE Z2to| 7|§ HIZE |XISHoF &LICH QIS ME JHK
i =2to|s! 7| XIGE LIt o] 7|= &8 |X| &f2 Zd0lo{oF &LICH CHE 0= RSA Z 208! 7|
E 2o ZLCt

fio
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CHS ol= PEM2Z QIZEE EIH M Z2tol8! 7|& Eod ELICEH O] 7[of M4 ukAlof 2t Zt2tO|
E 250 Z&EIX| &2 £ J&LICH mieto|e ES0| & E 42 ACM2 O| Ii2tOIE ESE2 7t
M7l TEMA Sof siE 7|1& AF25H7| Aof| A|7{Ehuct.

CIZM 7IX{2 7]

QIR oM 55t QIBM(F, M= TtE| A Z| MH|A SZA7F M3 & 218 M)E AWS Management
Console, AWS CLI EE&= ACM APIE At&3510{ ACM2Z 7tME8 & l&LICh ChE FAlE AWS
Management Console & AWS CLIE At&5t= &S E0{ELICH. AWS 0|2|o| &= X7t w5t €l
B ME &S5tz Hite 0| 7H0|=0i| M CHRX| b &LCH.

/A Important

MEfSE ME LT E[E2 ACM QIBME 712 7| I8 A =S SFaliof gfLCH.

A
- 7HXR7[(EE)
. 7tX27|(AWS CLI)

IHML7|(EE)

Ct= oMol M= AWS Management Console2 A&35t0{ QIS MHE 7K = WS 2o ELICH

1. https://console.aws.amazon.com/acm/home| Al ACM 2&2 YLICt. ACM2 X3 M85t 4
2 AWS Certificate Manager HZ|Z2 2 & oF 1 of2{ol] /= AlEst7| HES MEISHAIR

2. [Import a certificate] 2 AMEHELIC.

RISM 7tM27| EH7& 1.0 49


https://console.aws.amazon.com/acm/home

AWS 21 A 2E[X}

INT=IY A To] =]
3. Ct&2 WELch
a. [Certificate body]0llM PEM 1L El QIS MHE B04€0{ 7kX{Z Lt ----- BEGIN
CERTIFICATE----- OF AEStD ----- END CERTIFICATE----- OS2 ZLiok gLt
b. [RBEXM Z2to|8! F|(Certificate private key)]oll 1E M| &S 35HE|X| of2 PEM QIZE &4
ZZlo|el 7|1& 804 &Lt ----- BEGIN PRIVATE KEY----- OS2 AEStD ----- END

PRIVATE KEY----- O Z ELIoF gfLC}.
c. (MEH AFE [Certificate chain]oll PEM QIR G El QIS M ®|QlE Eoid&LICH.
4. (MBI AHE) 7K 2 QIB Mol Ef2 & F7Ist2d™H EHOE MEHELICEH Ef2= AWS E2laA0] &

Ll Z4 Efa s AFERI7E Holste 719 MEfX Zioz T HELICH Ef 28 Aroor
I AAE ™HE|5HHLE AWS HI2E F£X

et 1o

7tX27|(AWS CLI)

CtS oMol A= AWS Command Line Interface(AWS CLI)2 AI&35l0 QISME 71X e &
0 ELICt. O oi|Alof| M= Ctaat 2ol 7H-gLct

« PEM QI3 E Q2B M7} Certificate.pemOl|2tE T ol K{ZE|o{ QlC}
« PEM QIFYE QIZ M #|210| CertificateChain.pemO|ZtE T of A{E |0 QIC}.
- PEM QI Y E H|Z S35} Z2l0[8! 7|7f PrivateKey.pemO|2t= moi| X{E |04 QlCt.

CHS Ol AIE A8 5HEdT

o
=
S2 wol = uEm 27} Bu0l 28

u
"
o
o
il

T HHE F EZ 0|0 UHFLICE TS dlAldlE 7HS
Zlo] @

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

L

import-certificate BWR0o| HMZ3™oz Al

(ARN)O[ gttElL[C}.
CIEM CHA| 7HK42 7|

02

L

rr

A2 712 215 M| Amazon ElAA O|E

AUBEME 7HKek M CHE AWS AH|A QL 1A% 2 #Hell 215 Mol AWS AH|A HZEE FX(sHHA
RIBE M7t BF2 E|7] Tof| CHA| 7tKE == JU&LICH ACMIt SEE AWS AMH|A0f CHEH REMIEF LI 2
ACMof| SEHE MH|A MMEE A EetAM 2.
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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. CHA| 7HK{Q7|(22)

« CtA| 7t 2 7[(AWS CLI)

CHAl 7EM27|(B &)

Ct= o M[0d M= AWS Management Console2 AHS

Ct.

5104 QIS MHE CIHA| 71X

1.  https://console.aws.amazon.com/acm/home0|A<{ ACM £ & L|C}.

2. CHAI7HKiE QIS AIE A
3. BMol MR HE e
501 QIZAE MUE B

=
o
T

=5t {Lt gt

&0|2t2 AEH

%

A LICH Ol & 22l

A 171 [Reimport certificate] HE 2 ME
] CA| 7FX42 7 |(Reimport certificate)]

&F(Actions)] MM [21B M

A

M E E(Certificate body)|ol PEM2 Z QI El %|F AEE| ABME So{d&L|Ct
5. [Certificate private key]oll /15 Mol H{EE] 7|t KIZAE S 3H|X| 2t2 PEM 213 Z20[E!
7|1& 2oig&Lch
6. (M= ALY [Certificate chain]ol PEM QIZ Y E 15 M #|Qlg E0{d&LICt B M Melos 2
£ 7t 43 QS 7[2tof CHEt StLt ol 49| I M U RE QIB M7t ZEELICH 71X 1B M
off Rt&| HEBO| Elod = B, 2B M #Melg MSstx| efotz ELICH
7. B Mo et HEE HEELICH 277t 12™ [Reimport] & 227 LICH
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https://console.aws.amazon.com/acm/home

AWS Q15 A #E|X MEX 7t0|E

CtAl 7IX 2 7[(AWS CLI)

CtS oMol = AWS Command Line Interface(AWS CLI)2 AF&3l04 QIS MHE CHA| 71K & whe
£ Eof ELICt o] o Alof M= Ch&2t 20 7HEE LT

PEM QAL E QIS M7} Certificate.pemOl2tE Tof X{ZE Z/01 QUL

-
M
<
e
l!
OE

RIE M M| Qlo| CertificateChain.pemO|ZtE moi XK{& |oq UL}
- PEM QIZYE H|ZE 3} Z2l0[8! 7|7} PrivateKey.pemO|2tE mloi X{& |of QlC}.
M2| ARNO| QlLC}.

o
>
d
2
to
in
rr
o
0|>|

CHS OlAIE A& stEd

o g 3t 2 0lo{M YAFLICH CHS ollAlo}
S tSNE 50FE B L

@ Note
SME CHAl 7t 224H 215 A ARNE x| &8st of & LCt.

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

import-certificate BHEO| HBHMo 2 A= B 215 A 2| Amazon 2|4 A O|F(ARN)O| B
=

AWS Certificate Manager0t| A 2t2|5t= QIS M LI

ACM 2& = AWS CLIE AF835t0{ ACMOIM ErEIElE Q1B MHE LIEE = JU&LICH E2L0MHE
gt mo|x[of| Z|CH 500742 RIBEME LIE35tD CLIGIAM= =ICH 1,0007H2] Q1B ME g
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2. UBM =5 EEE HEFLICH LEZ &Eo| Ho|X| HEE ALE 304 0424 H|0[X[2| RIZ A
£ A = JAaLCH Z4 QB ME UBMER 7|IEMe 2 EAIL|E CFE Yol /e &S st

Me| ErtEtEl =H2l olF(FQDN)ILICE.

=
o
- 8 -025AMe REULICE 7tS8t 2k Amazon ¥ Z(Amazon Issued) | Z2+0|8!(Private) | 7t

o Elf-2ASM MENQLICE 7tSEt 2t BE EF S(Pending validation) | & 2 El(Issued) | H|E 4
(Inactive) | Bt 2 & (Expired) | F|2 & (Revoked) | 2l I{(Failed) | A& AlZt Z1}(Validation timed out)

o A& BULITN? - ACM 1B M7+ AWS MHIA(: Elastic Load Balancing &£ = CloudFront)odl $4&H
HAZAE[0] U=X]| 042 E LIEHHLICE 22 OlLI2(No) = 0dl(Yes)Y &= UELICH.

o AA XA - B M BETL 7R ACMOIM QIS ME RSS2 ALE = J=X| 048, 7tsEt
2k MZ(Eligible) | %32 (Ineligible) A} 23 &2 AWS Certificate Managerd| A £ 2|3 215 M Al
S|

MME BT SHML.

Z& dH 2EZ o Y oto|Z2E MH st m|o|X[o ZAIZ[= QIBAM =& MEX X[Hstn & ZE
ZO| £ HE SEE X|HstH F71 HE HEE EAE + U&LICH OIS 22 MY TEE AS
St o

F7H iRl o|& - elB Mol 23 &l stLt ol¢f o] iRl ol & (F | CHA| o] F)LIC.
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« 2% AlZh- ACMO| QIS ME Q&8 AlZHLICH

o U2 AlZH- QB MTL Y ZE AlZFULICE O] HE = AmazonOilAM &= 8t QIS MHEF AL E = Rl
H 7tx2 B Mol AL8E + el&LICh

- CFS o|Fol HEE|X| &t = — of AlZF o|™ollE Q&S AIL 7 &5t K| E&LICH

- CFS o|=0l HEE|X| &t S — of AlZF o|=0ll& QB AIt 7 &5t K| E&LICH

« SiX| Azt - SliX|E VB A B2 sliX| AlZFiL|CH
« Name B — aliE Ei27} QlE G2 O /& Mol CHEh B2 9| 2k S NameOl|2t 1 BfLICH

 Renewal status(Zi&! ArEH) - @ HEI QIZ M Z Al AEHQILICE o] ZEE A2 2HF HA0f
ot EAIZ|H gtol & LICH 7hs 8t 2L Pending automatic renewal(XHS 241 27) | Pending
validation(Zd5 2 &) | Success(A3) | Failure(&!IH)
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® Note
QIZ A AE HZ0| ALS THSBH MBI} Bl o 2ICH B Alzto| 22 £ laLich 2x7}
4B R, 72A17H 30 QB M 28 AZH0| FDEIDE HSRE US EE WA Z2H
A ChAl B sfiof BLiCt

I O|X| 2 7|(Page size) 7|2 &2 Z & HO|X|olA EretE|= QIBM =& KIEELICH

A& 7tsEt QI M ME HEof Cift RtAISH LI& 2 AWS Certificate Manager 213 M M5 HE E7|
MME B ZSAML.

AWS CLIZ(E) A &3t0{ Q1B M LIEst7

list-certificates WHE AF& 35104 CHS 0f|2F Z 0| ACM #2|™E QIS ME LIFELCt

$ aws acm list-certificates --max-items 10

o| 0424

SHE2 ChE RAEF HEE HretefLich

rlo

"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"
"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"
1,
"ExtendedKeyUsages": [
"NONE"
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1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T19:28:05.531000+00:00",
"ImportedAt": "2022-08-25T719:28:05.544000+00:00"

Vo
]

}
7|1BMo 2 keyTypes?7t RSA_1024 EE= RSA_20480| 1 3Lt O|AFo| X|HE =HQlI0| U= QIS AP
gttELICH ZHQlo] iz QIS MU CHE d1nel& E= H|IE 37(8 Ar&ste Q& Met 20| AMo{s
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$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096
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® Note

QIZ A AE HZO| ALS THS B A7} =l o 2y
A7} glst Zd<L, 72A|2F z
B Z2HAS CHA| BHE 30 BHLICH

« CA- M CAL| ARN

]
* Key(7)
« ZF
HA
- HE HE - sliTsts 2 vtsE e ohea Zautt
« A3 H7 5 -450| LHEUCH 22| K| g &LICt
- @B Azt =3 - QEE HBO| Azt ZREIRX|C QHE vH=EE £ &LIC
- RS- 2B M7 ZEto|8! PKIS O RHAl M /o] Rlo] HE 0| ER5HX| ef&Lc

AWS CLIZ(E) AH8310{ Q1B M MIE HE E7|

ct

1jo

237 ZHo|, AWS CLIOI M describe-certificateE AF&35H04 QB M ME HEE E AIELICEH

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID

O| BF2 O3 RAEF YEE BrerefLich

{
"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
I
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
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"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [

"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
.
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

:5b",

{
"0oIb": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
1,
{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

},
{

"ValidationEmails": [
"hostmaster@example.com",
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"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,
"Subject": "CN=example.com"

£ = AWS CLIE ME35104 Q1B ME AMNIE £ QlaLch

rH

ACM

/A Important
« CtE AWS MH[ATL ALE BRI ACM QB M= AXE = QI&LICH AHE S QIS ME &f
StEdH X QB M A S M7Hstiof & LCt o] 22 AAE MH|A0| CHEF 2& E=C
E A8stof =Lt
« Private Certificate Authority(CA)0|M &t Z &+ QIS MHE AASHE CAM| BES K| &L
Ct. CA7L &A1 E W77t X CAoll CHEl 2 F 0| A& HFELICH RtM[EF HE = AWS Private
Certificate Authority At& MM 2| Private CA &K & & ZFHMIL.

ZE&2 ME5to B ME AfA|etedH
1. https://console.aws.amazon.com/acm/0|A ACM £ & L|ch.
2. ABM SE0|MHACM 2B Mol Eolzt2 MEHS T AMK|(Delete)S MESFLIC.
® Note
S5 et Yo et #30 Ues B M FA ALK b = J&LICH 2ER
Ol A2M o 2tH g Z=Istod =AM E HEE = UELICH RLEZR 4EHO| Ho[X| HEE
Ar&5toq o{z] 0| X2 RIBME EHAME = JU&LIC
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AWS CLIZ (&) At83tod 2B M AfK|st7|

Ct

0jo

20 ZH0|, delete-certificateE AF& 5104 QIESME AMA|ELICEH

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID

UBM A EHZ 1.0 60


https://docs.aws.amazon.com/cli/latest/reference/acm/delete-certificate.html

AWS Q15 A #E|X MEX 7t0|E

AWS Certificate Manager0ll A 2|2 QIS A A Al

ACME Amazon 2& SSL/TLS Q& AMof| Ciet #EI-™ d&lg MBS et &, ACMO|
2 ZAI(DNS HB S AHB3HE ZR)8t7iLE B2 AIHO| CHhe ™ oMY YBIS = HLCt ol2f3 A
Hlas HE2 2 Z3tol% ACM @IF A 2ol chal MBELICH

RIZ M= ChE e Aol el &tS ALlo| 7hs L.

Elastic Load Balancing &= = CloudFront S 9| CH& AWS MH|A S HAZAE F
2 Z 7L O x[He 2 AAlE o|F LHELHEl B2 RtZH0| /U&LIC.

ACM RequestCertificate APIE 2% &350 Z2}0|8! IBME WZ et CHF, CHE AWS AH|A 2}
AZst Lt LHEH B Rt 0| U&LC

- HE| 2£2 Sl =8OS CHE AWS AMHIAZ LHELHALE CHE MH|AQF 485 ZetolH! @1B
Mel B2 xtH0o| &Lt

AWS Private CA IssueCertificate APIE 2 S &35t0{ Z2}0|8! QIBSME YZst B2 AHE0| Qs
L|C}.
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ACMO{AM CIZEMHE ALl Q1B M2l Amazon 2|44 O|F(ARN)2 SY5t7 | XIE'LH ':?JACM
RIZEME 2|& 2[AALC 0424 AWS 2|0 SYst =H el o|Foll C
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DNSE ZAZSE =i|Qlo| ZH Al

Zro|E dAl2 2ef DNS HE 2 AH8stod 2 E ACM 1B Mof CHall 2t & AtS3HELICH
ACME OtZ 602 Fof Ct21t Z4e Al 7|22 &9l

- QB M7} X AWS MH|A0f| AFE E|T Q& LICEH
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CIEM QEO|M el #4848 74 CIE T2 AF o|lH YU ™E35HE4{2 ACM API, AWS CLI &=
= AWS SDKO{| A ResendValidationEmail 22 AIEE = U&LICH ACM2 X|HE H3 =0 el
2 o|lHYES MEELICE XIHEIE 2|0 A AWS CloudShell€ AFE 5104 EHE2l<X{0l|l A AWS CLIO]|

UM AE 4 gLt

.

ACMO| =Ml AZ O|HIY HIAIXKIS RHT

OF

SIS QESEH(ES)

1. https://console.aws.amazon.com/acm/home™| A AWS Certificate Manager 2& 2 3L|C}.

2. 7AB0| WL ABMO| QB IDE MFLICH

3. A3 o|HIY MZT S (Resend validation email)S MEHEFL|CH

ACMO| =HQ! S O|HY(ACM AP RHXS ST E 2 H5le{H

ACM AP0 M ResendValidationEmail %j& A& & LICt. O[ Q1S A2 ARN, =& HASO0| HRet
HQl, =Hel A5 olHdE ~alstedies =M FEFLICH CHS ool ME AWS CLIOIA O] %t

=
Tdot= YHE E04FLICE O ofoll= olslist7| €= 5 & HtE 0| Z& xlof JU&LICH
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$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

AWS Certificate Manager0i A Z2}0|
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E& BEIXI7H 22H0IRIE EBAE AEofol A TE CA ABME HxIE 0f BB

® Note
ACM 2& EE£= ACM APIQ| RequestCertificate 242 A& 35t0{ &S5t Ol
AtZ40| Q& LICt AWS Private CA APIQ| IssueCertificate 242 AL& 35104
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« 2B MIL ACM S & AH|AQF HAAKX| 22 A2 BAE QUBMHE WEWD EX[ste T2 20|
ZIQstLIC} o|3{8t Zte £ 502 £33 AWS Health, Amazon EventBridge &
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"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/health/latest/ug/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/lambda/latest/dg/
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
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Amazon EventBridgeoﬂ M TEE d445t0{ ACM &Ef O|HIEE +=4I5t1 Lambda & 7} Z K| X
ACM2 QB M d&IE A =2 HOFCH AWS Health O|HIEO]| 7|5
LH& 2 Personal Health Dashboard(PHD)E AH-&35}04 A EH &
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E.*L.IEL oIE%?.F of2lof| CHEH X
ClMME FHZFHAML.

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail": {
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
},
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
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of2ioll HBE API 2 EE= CLI BB S AtEotH ACMO| QB AM AlE Al=gfLICH &
HACME #E| 2€ EEAPIE I &M HIEIHO|EHE UOIo|ERLICE 215

=290 ZAIE S M7 ACM
S MH|A QL A E A2 M 215 M7} i Z | Amazon CloudWatch EventsOi] Z4 &1 O[HIE 7} A
SELcE dalo| AufstEd ACMO| 2R E Ehetst T sl =X|E AeteFLCt. (0] HE &= describe-
certificate BB E AI&3l04 2 = UF) S & MH[AE Sall QIS M7t HIZEEIX| i 2 FR0o|x 2EM
E 21 Z|AaA0] =522 HX|SHoF ELICH

/A Important
ACM2Z AWS Private CA 215 ME ddlstedd, HXM ACM MH|A 2ok Fof siE HErS
Fodsfok B LICH REAIEH LI 2 ACMOI| 215 A A&l Het S FHESIMR

RIEM AL(AWS CLI)E =822 EAESIE{H

1. renew-certificate WHE ALE35104 LHEH AFL QIS ME ZAAIEHLICEH

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. 1% CHE describe-certificate BHEE AL 104 2B M| AL MF HEII LI EER=X| &
QIghLct,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

OIZM ZAlE £E02 HAESZ{HACM API)
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1

«  RenewCertificate 282 ELH0{ ZAIE AFE QIS A2 ARNS R|HELICH O3 CHS
i o40|0
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DescribeCertificate & |EE|A= K| = 2lErL|Ct.

CIEME dilsttin 5tH ACME2 QIS M MR HEof sl def HE EHEE NMSELICH AWS
Certificate Manager 22, ACM API, AWS CLI &= = AWS Health Dashboard& (&) A& 3104 ACM €l

S Mo Al AEHE EolE S?A'QL—IEP 4 AWSCLI EE= ACM APIE A28 AL, ZAl AEfE= of
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/assign-permissions.html#PcaPermissions
https://docs.aws.amazon.com/cli/latest/reference/acm/renew-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
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Success
CIEMO| 2 E T2l O|F0| HEEL[0{ ACMO| LIBEME AARMELICH F7F ZX|7F E35HK| &
&L|Ct.

Failed
CIE M7t B2 E|7| o 5tLt o4 o] =Rl O|§ 0| BB EIX| Lot ACMO| QIBME AAISHK| £
#aLch M eIEMHE HE 4 gL
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1. https://console.aws.amazon.com/acm/home0l| A AWS Certificate Manager &2 3LI|LCt.
2. QIBME HMMAME HEE =lgct

Details(M5 HE) MlMH0{| A Renewal Status
ACMO| O] QIZ AMof CHEH 223 A =2 A
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AEf = Q1 (API)

DescribeCertificate 2fd2 AF& 304 A EHE = Ql5t= W E H0oiF = Java i|AM= QIE A A EHA

2 A xsHM|L.

AEf = QI (CLI)
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g ool M= AWS Command Line Interface(AWS CLI)E AF&35t04 ACM Q& A ZH Al AFEY
g 2o ELCt

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

4o

2tof M RenewalStatus Z

E9| 7t2 ®o{ SLICt. RenewalStatus ZEJ} EA|IE|X| &= A
ACMO| O] QIE Aof CHs #e|d AAl =

ZMAE AlFstx| of2 L.

Personal Health Dashboard(PHD)E& AF235l04 AFEH & QI

ACME2 Bt= 6o°E' Hof| AC QISME S22 WL LITH ASME RISz dilg = gle B2,
ACM2 Bt= 45 309, 154, 7, 3 2! 1 Toil AWS Health DashboardZ Q&AM ZAl O|HIE &
|C}. AWS Health Dashboard&= AWS Health AHH|A 9| &
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https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/health/latest/ug/
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AWS Health Dashboard Al-2 h&d:

https://phd.aws.amazon.com/phd/home#/0{| A AWS Health Dashboard0i| £ 1l 8fL|C}.

[Event log]E& MEHELICE

1
2
3. [Filter by tags or attributes]0l| A [Service]& M= L|C}.
4. [Certificate Manager]S MENEFLICH
5. XM&& MEgLIc

6. [Event category]| A [Scheduled Change]& =& L|C}.
7

MES MEELICH

Personal Health Dashboard(PHD)E A+&3t0{ & Elf £ QI HZE1.070


https://phd.aws.amazon.com/phd/home#/
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AWS Certificate Manager 2|44 EfZ

Ei 1= ACM RIS Mo &€Ze = = Blo|2 LI & efa= 7|9t e =2 FELICEH AWS
Certificate Manager 2%, AWS Command Line Interface(AWS CLI) 2= ACM APIE A& 35+04{ ACM
QUE Mo Cigt Ef 2 E FIt6tHLE, EHLE, MAHE = UELICH ACM 2&0i| EAE ElOE MEIE £
AAI:I L’|EI-

ST ANEE SEFS=E AR XIHEIIE MMHE £+ QU&LICH o & £0{ 042 ACM 215 Mo
Environment = Prod == Environment = Beta EfIE X|&35t04 ZF ACM RIS M7} AFRE|E
g AMYEE = U&LICH OIS S80= CHE A8 A X[ Ef20il CHEF B 7LX] 0 A7} LEQF Q&L
Ct.

F
C =
[

o
AL

e Admin = Alice
* Purpose = Website
* Protocol = TLS

 Registrar = Route53

CHE AWS El&A0ME Bl XIEE X|MELICH et SUe Bf2E CHE ElAA0| EF 601 5
7

= 2|AAo| B 4R E LIEHH = U&LICH 0§ §01, Website = example.comzt Z

Ct. 0 4,
ACM @B M, 2= MM L example.com & ALO|E 0] ArE El= V(B E|AA0 SEE = U&LICH
=X
- Ej1 A|Et
e EfjT 2|

El1 X| &t
ACM QIE M B0 MEE|= 7|2 Mete o2 ZaLc

- ACM 215 MY =[cH Ei == 5070 Lt
. E1 7|9 2| Zlo|= 127AFQIL|C}.

- BN Ztel x|cH Zol= 255K dLCt.

- Ei 7|9t 22 HAERE FEELCH

« aws: HFAE AWS 22 o2 Lo YU&LICE ek |71 aws: 2 Al st Bl F7FH HE
= AXE = gLt aws: 2 AlZSHE Ef 1= tags-per-resource &2 & of| L& E|X| et &LICH

Ei At & 1.0 71



AWS Q15 A #E|X MEX 7t0|E

- B3 X|E &7[0HE 0421 MH[ASE BlAA0M A StEis B2, MHIADMD S{& &= X0l CHE
Metol CHE = A0l RelHAAL. ST MH|AO CHet EME R Z AR,

« ACM @I85 M Ei1= AWS Management Console2| Resource Groups 2! Tag Editor0flAd AF & £
e=1|u}

AWS EffZ &0 CHEh RHM[EH LI 2 AWS 2|44 EfZE M ESAIR.

Eff 1 e

AWS Management Console, AWS Command Line Interface &= = AWS Certificate Manager APIE A}
Eoto EfIE F7H HE & AXE = AU&LICH

B 2E[(2E)

AWS Management Console2 At&36t0{ Ei2E F7I, &fxl| = WEE £ AU&LICH o {38 EA|
g =L it

EN =7}
CH2 ™xtof 2t ACM 24 S AFE 504 EHE FIHELICH.
Ei2E Q15 Mol FII5tEAH(ES)

1. AWS Management Consolet| 21215 11 https://console.aws.amazon.com/acm/home0f| A AWS
Certificate Manager 2£ & jLIC}.

EiE XIME QIEM Yol Qs YRS Mg
ME B2 &0l M [Tags]7h LiEFL WH7HX| o2 A3 B8t
[Edit] 2 [Add Tag]E MEdgtLCH.

B0 7|9t 2t S U=ELICH
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https://aws.amazon.com/blogs/aws/resource-groups-and-tagging/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/acm/home
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EIOE AXsieAH (2 &)

1.  AWS Management Console0ll 21 Q13511 https://console.aws.amazon.com/acm/home0i A AWS
Certificate Manager 2£ & jLIC}.

2. MHstEi= EfO7F ZEE QIEM Ho| St EE MEAFLICE

3. ME YE FHolM [Tags]7t LIEFE M7t X| ol2i2 A3 EFLCH
4. HEE MEELICH

5. Axsted= Ef 2| [X]E MEYELICE

6. Save(XME)E MEHFFLICEH

CH2 ™xtof 2k ACM E£ 8 AF8 50 Ef2E HRIErLICY.

Ef21 & HESEAH(EE)

AWS Management Console0| 21213+ https://console.aws.amazon.com/acm/homeH| A AWS
Certificate Manager 2£ & jLIC}.
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0. HESEE QB M Yol A ES MEtELCH

3. M= HE FHoM [Tags]7t LtEHE 7K o2 2 A3 E8FLICE
4, HWEE M=AELIC

5. W@stEd= Ef9| 7| EE= S s-EELIC

6. Save(XZ)E MEAEILICE
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https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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AWS IE M 2HEIxH
3. ol EAlsted= B Fo| & QlEtS =g L|Ch
EH E2|(API)
AWS CLIE AtE35t0{ i1 & F7I, LY A AfXsts EHE LotEE{H OIS =X E HXsHaA
» add-tags-to-certificate
* list-tags-for-certificate
* remove-tags-from-certificate
Mst= e dotEed{H O E FHE FESHAAIR

Ei E2[(ACM API)
Qf gl At

APIE At83stod Bi1E F7, LE

+ AddTagsToCertificate

+ ListTagsForCertificate

* RemoveTagsFromCertificate
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https://docs.aws.amazon.com/cli/latest/reference/acm/add-tags-to-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-tags-for-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/remove-tags-from-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html

AWS Q15 A #E|X MEX 7t0|E

ACMO| S&El MH[A

AWS Certificate Manager0i| A X|st= AWS MH|A =7} M so{Lt U&LICH AWS Z[8F 2l A
O|ELt O EZ2|H O|MHoM ACM 1B M EE= Z2t0|8! AWS Private CA QIS ME &Y MX|E &= Q&
L|Ct.

(® Note
HE 2 ACM @15 ME Nitro Enclave0d| 21Z2E! Amazon EC2 QIAE A0 Mkx|& 4= QI X|Bt C}
£ Amazon EC2 QAR A= MX[E &= eI&LICE Nitro Enclave0i @12 E|X| 282 Amazon
EC2 QIAEHANAM SEE ¥ MHE HH5t= wedoll cHst REAISH LHE 2 A& AM: Amazon
Linux 201| LAMP € M| M x| EE= X}& A: Amazon Linux AMIE AF235104 LAMP £ M A

ACM @IB M= ChE MH[20lM K[ZELICH
Elastic Load Balancing

Elastic Load Balancing2 ¢! o ZZ2|7i|0| M E2fZl& 0{2{ Amazon EC2 QIAE AN XS
ArstL|Ct, EEBF H|XJAF QIAEIAE Z4MEE 11 H|Z A OIAEIA T ERIE [[H77|.7(| EfjElg %

AL E [ == My | _— [eNe)
EAA Z CIA| 2t EIEHLICH Elastic Load Balancing® £4IZl= ECZo| &3 o 2| 8FE &t
EOE xx4o|-|_||_—_|. 2C HH

o
32 Ao CHEF REM|SH L& 2 Elastic Load Balancing AFHE MEME & =X

StMI2.

QUutro 2 SSL/TLSE S Hot ZHAE M 5l24H SSL/TLS Q1B ME 2T WA £ wol
E Amazon EC2 RIAEIA 0] A X[sHoF B LICH. ACM2 Elastic Load BalancingZt S & =|0{ Z & '#
HMol| QB ME HiZELICEH REMIBH LI 2 Application Load Balancer A& & ZX35HAI2.

Amazon CloudFront

Amazon CloudFront= XX| 2A0|Mo| M MA HIESZE S 2HI=E MB5tod 88 & HH
o ZHRE 2|5 ASKo|H H | BHESHE S X[6t=E & MH|IALICH CloudFrontE &l
Mb|AstE 2EIRE 2|5 AFSA7H Q-5 X|od AlZto| 7tE H2 AR EAH0|Me 2 et*EE
LICt. O|& Sdll 2|1 o] ¥so2 ZHI=7Jt MSELcH 287t o|Of & | Ei’ﬂol*:‘oﬂ = 8%
O£ CloudFront7t Ht 2 TEELICH ZEIX 7} $Al K| 27 0|Mof ¢i= B CloudFront=
ZEx ¢EoZ AlMSt Amazon S3 HZ! £ ¥ Mu{oM 2EIXE ?:'.'*—E L|C}. CloudFrontod| CH
gt REMIEH LI 2 Amazon CloudFront 7HEF A 7}0|E & EXSHAM2.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
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I'HJ

(@ Note

CloudFrontoil Al ACM Q15 ME AL&5tE{Rd 0|2 SR(HX|LIOF 2 &8) 2I™olM A5 ME
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Amazon Cognito

Amazon Cognito= & & 2 HI o Z 2|71 0|Mof| CHEF QIE, T F04 & ALS KL ZEIE M3
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82 AWS Elastic Beanstalk 7Hgf Xl 71 0| =
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App Runnere= &A I E EE ZE| 0| o|O|X|olAM AWS EEHREQ| & E 7ts35tm HXIsH ¢ of
Zc|7o|Mof A HiEZz e = U= WE D 7HHSIH HIE E2X2 S M35t AWS

LICH M2 7|2 iR HL, ALSE AFE MHIAE A™YSHHLE, AWS I_/.: %EEHIH"'
olgl Ze 7t ei&LICH App Runnerodl CH8F XEAISH LIRS AWS A

ot T st WY
=

JHE X} 740l

7% 1.0 76


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
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Amazon API Gateway

D2HY ClHtOlA S| 28 ALZE CIEH(loT)e| Mo 2 APIE PHE0{ HAM|A Cl|O|E2 0|&3FHLt
AWSOI|A] HHOIlE A|AERIDL 45 28 4= QTS 5t Wo| MY LetstE|o{7ta Q&LICH API
GatewayE AI&3t01 APIE HAl, RX| &2, 2LEZ & 258 = U&LICH APIE API Gateway
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https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/customendpoint.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials

AWS Q15 A #E|X MEX 7t0|E

IAM 122 |IAM A2 A ZHEIMS X|Xd5 .
Ch D& ALZ5hod 0421 ALB ROl MBS Bt Holl KITE & UL
ol
AA

A Egrol Mt of 4 Balg 4+ |

of IAM BIAAE BEIY 4 9l HEHS Hoig £ et

AR RHE BTt CHELICH AL RHE Bt AR = OHE2IHOINT TR HTEIXIE, R e ST
OI8O LR B AFRIOIBHH SR 2 YUY 4 UaLITH AR MR BT K2 BBS AT 9

=
oF det2 Al Rt ZHEF MBS ELICH REMEH LI 2 IAM AFE AHAMO| IAM AL R ALS AL

Ol AWS HI™H = L At ZHelL|Ct. o] &2 IAM AL RSt HIZ5HX|EH &
St&LICH Ol M 1AM He g LAMo 2 = stE{H AERI0M JE(2E)E

nt Consoles® QU&LICE 1AM = AWS API S S E5t7LtE ALK XIHE
Abg ol CHEr REMIE L8 2 IAM ALS

o —
gt& AWS Managemen

« HH 0| AFS R HAM|A - B 0|M IDOf| HEHS F0{5}Ed e
2 Ho|gtLct. H T o|M ID7t QIS ol pdAL| 1 g0l HolE #MEHo| Fo{FLIct. HH
2i|o| M edgtol| CHEt REMISH LI 2 IAM AFE A-EMO| EfAL A} B C

HZSML. 1AM Ident|ty CenterE A5t 3 et A

MM AE 4= U= EF2 MOo{5t7| /51 IAM Identity Center= T & =

LICHAM. M8t Zlghol|l et XEMIBH LI 2 AWS IAM Identity Center AFS MM 9| HEt Z

Me.

o
Al
ol
-

J
|0

N

ol |

9O |0z
[
[I

0F [0z
Ir |IT|
Mfn
b ]
0
Q'I:
L
ful
o
mk Ol
o
>

=

>

I
;
[m

ook
(][]
on

o

tod §% 2ol il CHE Mt

mg Z ﬂl|0
= >
0 >

ol

H1J 0o
.-
n° rH

B IAM AFS R} EE H S 1AM S £
|5t
=

X = F>|

Hu
>

A mo po |k rQ

0z

S| %HMI&— IAM gt 2 AL&5t0{ CHE HHO| AFSRHAZEE &= QU
O| Z|AAN HMASIESE & 5= USLICH A2 HHE 7F HBMAE H0{5
Ct J2Lt Y8 olMe (g %AIE AM83tE CHA) E|AAE Rl 14
LICh mRF A% HA| A0 CH o 2lAA 7|H HAo| RIO|H S LotE 2™ IAM ALS
oM IR HH 2lAA "—'*.HI_E IAM & ZHM|L.
« IR MH|A HMA - UEE CHEOM 7152 AWS MH|A AFEEHLICHAWS MHE|A. 0| € E0{ M
HIA0M S £ Ml sHE MH|A7F Amazon0il M o E 2[7|0|M2 A—BEC267{L} Amazon S304| 24
ME XMESE 2ol det™elLich MH|AE XY &5 EoF TR0 HEtE AFE 5L, MH|A

=
T
{2 AFRSH7LY, EE AMHIA 473 912 AFB S04 O] Thig S & ALt

rﬂ
O
m&'-

IDE 88 215 %1 1.0 85


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS QIZ A 2 2|xt ARt 7tol=

- TR UL HEEAS) - IAM AR E 1S A8 folol A 2 eig
5t :

&=
FHZ ZFELICH YR MHIAE AS3HE Z2 OB Mul2olM oE
4+ B EE 2EHE 2ot $-+|9| HEt g R AER Mula
S MHIAEH FAS AFSELICEH FA 12 MH[ATCHE AWS H
rg0| He# 8e SAlsts Z;'—?—OHEP SYELICH 0] B, F &
X

=
S |
8to| QlojoF BHLICH FAS R Al & M HEE HM|A MM FY

N e
o 0%
ol
rir
> 0N
ol -|0
>
S
wn
Q H
mo re

rr
Jal

x
T
|>
jul i
ron I
kO

= ]I.I.
jo
Rl
12

1>
O
>
=

ol
= =
o)

S

>
E
F o
w
>

-

¥ o
1

4n
1>
0%
mot | >

30 1o 2
o> ¥ 0
Bt R

mo @ X
o+ 1[0 |>

g'l_l
x
FO

x| | U5t 1AM &
Ct. IAM Z2|XtH= 1AM LH01|A‘| MH|A detg M , =, ANE = UA&LICH REAIEH LS
H

e T
C >
19
ot
b
o
>
12
ks
ro
x
E
>.
>
> 00 g
>
i
jmi
r=
ol
b
ﬁ
2
- Mo
>
ok %L
g'l_l
d
4o
:Io|=l
-I>

rlo [net >

>
=z C
> -
oo
S

2 T
x
lo
2T
H
_O,E
fjo
Jo

(o]

o
R
°T"

N _I

> x
g >Ir o

=

%)

X

0%

mn

1

I 0o

x

g

>

d

-

Pa

Jo

ok

L

r
I

o> > lr
oo
Pl
LI/
)
>
ol
A
2
2
[0 m
4> J
(]
T ok
d
{0
2-':'
19
o
mo
4>
i
13
4>
30

« AmazonOf A A= ofZ 2|7 0|44 EC2 - IAM & ALE5t0{ EC2 RQIAE AN A} E[T AWS
CLI == AWS APl g st ofEC|F0|Me| HA| RtHE 5FE &Elg = U&LICh ol
EC2 QIAEIA L{of BMA 7|2 KZHEr I HEE|= grHQIL|CH EC2 QIAEIA 0| AWS

+ o

o4
| =
25t ZE OHEZ|HO|MHM A E = UL F ste{H QA AN IZE QIARHA T2 0IUS
= ° 4 =
oq
04

MBI QIABIA T2 Thlols E 0| EEEI0] oM, EC2 AHAM AYEE Z2I3Y
Ol YA| A7 BHES V2 4+ AUTH BLICH RS LISS 1AM AHS ABMEC20| IAM 8 A8 2
CEXL)

g|:|

o Mo
>

S

h

0z

B o

R 02
L
m

12Trr

789-I3FE9_I 7—'17<1I.°=!L—IEP = 2ot xx{l( F%X FE M

AWS B7tefLICH HAoi| A HEH2 230

. CHRE 0| M 20] JSON 2M AWS 2 XEHEILICH JSON 2 29l
k=]

IAM AL HHA 2| JSON EA 72 E FHESHAM L.

> mor
oo
o my o[> ok

oo 1Y oX
P 2 gy
2 4L H

H

rr

=
ol
2 A

A

i &M

o —>|-i
rr

I

> 02

22 ALS5H01 AWS JSON CHA Ol M A 4 QU= ALSAHE RIEE 4 AALICH 5, of
|7F o4t 2| AAQ} O 7oA Bt A8lst & ol=x|= x|&& £ QJ&L|C}.

r

i
|0
u

. ALS KO A ALEXI7F HR B 2|01 A &
IAM EA g ddsted ElL|Ch 2% ChEg 2ElX7tHIAM
|

J2 mjo rir
fjo N

o I N
19 o

mok ok
2
h
N
Q'I_l
Kl
>
oo
pal
N
12
ok
mo
4>
i
ok
4>
30
>
r
[ul

g AL g3to] HHA 2l T 1.0 86


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS Q15 A #E|X MEX 7t0|E

ID 7|8t B4R

A7 B 7IH S IAM ALK ALB R 18 EE D 2 X7 ST 2ZY 4 /= JSON
FEh A 2AULICH O[3 HAS AL R W &1BH0] O B|A A0 OfE ZZH0IM OfEH B 4
e 4+ QUEKIE MOIBLICH A2 3 Jldh S Madshs WHS Yo IAM AL HTBMO
7 palE HAS ALS5H04 AL A XIE IAM 3 HOIE AEFHML

D 718k MM oIzt MM EE Bald Moz B O EREY 4 QaLic Qlatel MMe trel A
SR, 18 EE ofEro I ZEELICH HEH HM20| off S, I8 U Ao AT £ AU
S2 AME HAMLULICHAWS AR, BEE FMols AWS ZEE B U 17 BalE FMo| ZEE
LIk, BEl% B4 e Qlatel HA oM MEsHE WS Qobu BT IAM AHS ATl a3 |
& 9 Qlatol FA B0l MES HEFHML

Blas 7luh HAE BlAA0] HFsts JSON BM EMULICH Bl44 7|8 HHo| o= 1AM 248 Al
=) 23 Amazon S3 1% HHEULICL Bl Tt MU RIBHE AulsolM Hul2 BalKE o
Bi3t AR AR St0d S BlAA0] CHE HMAE SHE £ USLICH HM0| AT Bla20|

[
A
e

L

e, MM XIHE Pt Fxl7} oHE* Bl4 29 ofEl ZZA0IM o BYlg £
Ax 7|8 EMoM 2ot FAS KIshok BLICH ROt FAlolE
M ALSRF EE0| ZEE £ ASLICHAWS MHIA.

P MH[A0 U= 2Rl FHRRILICE 2|4 A (8 HAIAM|H=2| AWS #E]

HA A Klof 2=(ACLs)

M2 Ho| SB(ACLS)2 BlAL0| HHAT £ /= HEHO| U 2ot FH(HT Y, ALK E
©12E Mo{EILICH ACLsE JSON &% 24 HAIS AL 8HX| OfRIBH BlAA ¥ HAD SAFEL
.

Amazon S3 AWS WAFZ AmazonVPC2E X|Hst= AMH|A Q| o LICIACLs. of CHEt AbAIEH LHE 2
Amazon Simple Storage Service 7 At FLHA{ o M| A K0 SF(ACL) 7HR E ACLsE Z5HM|R.

EEEPE=E I PNETE HE 1.0 87


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

AWS Q15 A #E|X MEX 7t0|E

7|Et EA B

AWS £ & 8ol F71 H
MR A 2o4k|= Z|CH HE

. M3t 7=|74| Het BAE A3 3E 718 H=HO| IAM JHAI(IAM AFE R} EEE &0l £odg & %'E
x| Hete MAste 12 7|15 u|ct Aol CHEF Het ZAHE MAIsH 4 QlaL|cH o Aotz o

= M2 QE|E|Q| ID 7|8t AT O HEH AAH o] mEEQLICH Principal ZEOIA AFR KL
dAg g x|Ysts EI*/\ 7|8 A2 Het BHE Sl MetElX| b &LIct o|eds HA F stLtof
ZEE AN HEE= 5182 MEo gLt HEh Ao CHEt RHMIEH HE = 1AM AHE MEAM 9
IAM IE{E[of| CHEH T ?_ BHE HESHM L.

« MH|A HM|o{ HH(SCPs) -2l & = X Z| He(ou)o CHEt x| HEHE X|'H5t= SCPs JSON
H&elL|Ct AWS Organizations. AWS Organizations = H|ZL|AT7F A7 AWS HE §t 0{2{E O
E8t5tn S0 2EI6H7] et ME|AULICH ZEO| 2 E 7|5 85t MH|A Ko Y

(SCPs)8 2E AMol 8% + etk £ 22
SCP A|gtefLIct AWS HE FE AFEAE =& Lo

HMO| MH|A Ao HA S SCPsHZ5HAMIL.

=2
=
C

Z 8504 2w AT Ol AE{E|of ChE Mt

8t REMIEH L& 2 AWS Organizations AHS A

« B|AA Ao HA(RCPs) - AR 2 2|AA0 4Z2E JSON HAS AO|0|ESHK| ot 1 AHH el 2
240 CHaH AHE 7HS B 2[CH MEHE HHSHE Ol AASE = U= 1AM HERCPsLICH = HE A
Ho| 2laao] CHEt HEt2 RCP M EHstod =20 £ot=X| 01201 AWS AN FE AFSKHE7AH|810|
E = Xt 3ol thet R Hetol &2 0I1E = A&LICH & AWS MH|A X|§ete S82
RCPsZ & 5t04 2| o CHst RHM[EH LI 2 AWS Organizations AH& AE MOl 2[AA X|0{ TAH
(RCPs)2 RCPsEH X 5tAM|2.

o AL A A B ot HCIR Ol ALSRHOY CHE A MAS ZRIEY WASR A
ME 0 EHO0IEIR MESHE 12 HMULICH ZNAo R ¢k MMo| HEHS A8 EE o
ID 718 BA 0| WAL MY BAMQILICH B MBS BlAA JI HMoAM JHKiE 5 L
olzfet & 5 7 82 MWHOIFLICH RHAIE BEES 1AM ALS MT
7'<_I|-I

ol

2 5% S80| 280 MSE|s Ze, AL HE2 olsisty|7t o SEFLICH 7t o B KHol
BT O QS SIS YK 0I£E AWS ZWHSHE WS Lol IAM ALS MBAMol M T 2
Alg BESHMR

g AL g3to] HHA 2l T 1.0 88


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS 21 A 2E[X}

AR 7H0|E

ol A& AWS Certificate Manager A& 5= &

IAM

IAME AtEsto{of CHEF HMAE ErE[t7| ol AL E 4= U= IAM 7[S0i| CHsll ACME Ot L]

CIACM.

IAMOY| A AL S == = 7|5 AWS Certificate Manager

IAM 7|5 ACM X| ¢
ID 7|8 H of
2|4 7[8F A otL|L
G2 2 of
SIS EAES of
A Z7 F|(MelA ) of
ACLs otL|2
ABAC (‘89| Ei ) He
UA XA BH of
o x| HE of
MH|A 48 ot
MH|A 23 gt of

ACM 2! 7|E} AWS MHIATI CHEES| IAM 7|58 A5t i

MEHMO| AWS 0| M ErdstE MHIAS IAM HESHAMIR.

ACMO]| CH8H ID 7|&F %4=H

=

£ 1AM AL

ID 7|8 G2 x| of

R B 78 WS IAM AL R AR R I8 T 3T 22 X7 58 2l= JSON
g A 2 AoILIC) ol2f#h MME AFB X} U &48H0| ol 2laAst OfF Ug +
o & AWS Certificate Manager At& 5t 28 1AM B 1.0 89


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Q15 A #E|X MEX 7t0|E

e = JA=X|IE MofFLICH Atd BH (gt Mg MM = Y2 2otE2{MH IAM ALE HHEA Q|
O I HME ALE 0] AL A X1 IAM HEF HOlE HASIAR

IAM A4 BH 7|8 HAMZ AL 5tH LU HEEl= &da 2|AA# ofL|2t 40| &S £
Lt HEEE ZHS XIHE = U&LICH ID 78 HAMoHE Bt FAI7F AZE ALK E= A o]
MEE|EZ Hot FHE K|HE 4 oI&LICH JSON MMM AFSE £ Qe RE 240 Ol LotE
o4 IAM AFHE MHEAQ| IAM JSON HE @ A X E BT FAML

ACM A4 5 7|t 242 o Al

mlm
HL
(1]
-l
EI
.I.L
2
0
o
>
\l
Ol
0%
N
F-'.I-

ACM At 5 7|8+ H2H490| of X&H of| K| AWS Certificate

o
Managerg & Z8tMIR.

Blas 7luk HAE 2l4A0] HFshs JSON M EMRULICH BlA4 7|8 HRo| o= 1AM 248 &l
2| &3 Amazon S3 B2 ML BlAA 7|8 B2 K|t MHIA0A MHIA BEIRHE Of
B{Eh MRS ALBSH0 S BlAA0] CHE ANAE SHE + UYBLICH FHO| HHE 2laA0
2, ML XIME 2ot T T 2laAct of ZH0IM o B2 SHE 4 UK HolE
Lk, Bla4 718 B&oM 2ot FHE XIBIsHoF BLICH 2ok Falols AR, ASX, A, M o]
M AFER EEO| ZEE £ UBLICHAWS MHIA,

224 AN BHAE BB EE B9 MA AFOIL OHE HE ol 1AM HE{EIS 7l

\l>|

=

|BF &=of mxF A Hot FHE F7t5 r

2 fEgLIch 2ot et 2lAATLCHE =

AWS AHMUE A™Hol IAM B 2Rt EoF F&| 7H% I(A}-‘E’-X} = odshof| 7| 2lAAo 0HA-||¢%E &0l

= Tt Foisiof ELCt E{E[of ID 7|8t HEMZ odZ8st0od HEtS F o LICt ot XIE 2[AA 7|

it H&0o| S A Ho| 2ot TR0 HMAE Hoist= 74% =7t A4 B 7|8 HAo| He K|
xF A

&L XME HE2 1AM AL B Mo of| M WX 1 ElAA HHAE IAM FEFHMR.

of Hot FA 2 X|HE &+ U&LICH 2las
E gt A& o| &utetol| E|X| ©

20

X4RH X0 xl_?—_l: 04'

O 1 1 —

ZElR= HH S ALE5101 AWS JSON CHE ol HHAE 4= = AFSXAHE X|EE + J&LICH &, o
M| 7F ofFH 2|aA0t offH ZHUM ZHHE s E + AEXIE XIZE + AU&Lch
= B0l SAAR HBSoIL 7insis o NS+ s SUE W
(@) oS .
_ = [—

[ R |
2 HZE AWS API &

B
9

Ill
IIIE
II&"
L
n
1
B
Q'I_l

0l A& AWS Certificate Manager AF& 5= &8 IAM {71 1.0 90


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Q15 A #E|X MEX 7t0|E

2 o 7hR| 0917k QU LICH HMolA 042 5ej0| RS X JHKI ST B
2 Yo B4 stolatm FLiCt

o Lt

Ae + U= HEFE Foisty| fIgr Aol ;S ZeferLict

>
O
<
12
14
A0
Ju
fjo
HL
o
ra
x
T
I>
m
ﬁi
ni

Z 9| AWS Certificate Manager0il M & 90|38t 5t & =x

acm
Bt 20oiAM o &2 X[Hste{™ Ct3t 20| 22 F2&LCt.
"Action": [

"acm:actionl",
"acm:action2"

ACM A4 5 7|8t 20| of| & E{™ of Cist X9 & 7|8F 2 of| | AWS Certificate
(@]

ZElR= HH S ALE5101 AWS JSON CHE ol HHAE 4= = AFSKAHE X|HE + J&LICH &, o
|7} o{H 2|AA0F o{H Z|M HYE ™Y + JUEXIE XHY = U&LICH

Resource JSON M @ A= % X
NotResourceR A7t Bt EAl =7 }E|o1o|: on,||:+_ 7+o+ E
25104 Z|AAE X|MEE ZHULICH ElAA £F HEO|EI T st E BlAA S8 X|YetE EH

of Ciell Ol +&E &+ A&LICH

"Resource": "*"

0 A{E AWS Certificate Manager AH&35t= &8 1AM & 1.0 91


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS Q15 A #E|X MEX 7t0|E

ACM ElaA R A T

N g
n

|0l M Zo|Et 2|AAE AWS Certificate
[m}

Manager ARNs& Z&HA|2. Zt AARNOIE X|HE Ko oM Holst zhdg
AWS Certificate Manager & X 35HM| 2.
ACM A4 B 7ot HHo| of & 2™ of Ciet AtE 3F 7(|8F 2 of{ x| AWS Certificate Manager

2R HEME ALE5101 AWS JSON CHANOf| HMIAE 4= U AFEXRIE X|HE = USLICH &, o
e HOF &7} offH ZIAAQL O T EHE s&E £+ UEKIE KHE £ U&sLicH
Condition 24(EE= Condition E5)E AHES5IH 20| Y5kl ZUE XYY = JU&LIcH
Condition @A E SMALICH ZHLE &30 Z42 =74 MK E A8 3lo MElHo| 7S 23X 9|

ot LRIAZ|= A dEE = U&LUICH

E F0{M 048] Condition A E X|™H5tHLF Bt Condition 240A 0424 7|E K|
WS = =215 AND 22 AI235to4 WoLELICH B =74 7|of odq 44 X I™s= 4
OR XS AF83t0{ 7S AWS HWIIELICH 22| HEtE Foist7| ™ol RE ZHE SZ5HoF &L

e M A2 EAR HEE AEE =& UELICE o E E04, IAM A}QX}OHHI IAM A}RX}
El27F XIHE B<0iT 2|AA0 HHAE

oH
HE HBMO| IAM A 24 B4 B E

> HI >

|2t MH|AE =7 7|8 X[EFLICH 2E AWS T3 =7 7|E EE{H IAM AFE

7| S5 B MH|A M8 204 X 9| AWS Certificate ManagerE I8t 274 7|18 &
ZHM ZHFIEMEE = U= T U ZLAAE LotE 2 ™ oM Holft 42 AWS Certificate

ACM Rt B 7[8F HAo| o & EedH of| CHEr Xt SF 7[8F A4 oi| x| AWS Certificate

X|§d: ACLs otLIE

o & AWS Certificate Manager At& 5t 28 1AM BT 1.0 92


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions

AWS Q15 A #E|X MEX 7t0|E

ANIA K0 F/(ACLS)S BlAL0 HHAY 4 Q= HEH0| A 2ot FAI(HT e, S Ei
©18h8 MO{BLICH ACLsiE JSON &% 2 A HAIZ ALS3HR| 4RIBH A4 7|8 AT QAFEHL
=3

ACM7} = ABAC
X|¢ABAC(E& ol EfT): £ &

54 7|8 HMA MOo{(ABAC)E £4E 7IH o2 HEHE Holste M Fof MEFQLICE oME
g

AWSO|2{8t &8 Efactn Ct. IAM QIE{E[(AFE X EE= ) et B2 AWS 2|A A0 EfOE o
st £+ Q&LICt AEE| U E|AAN Ei2E X|Hete A2 3 Hml EHAIQLICIABAC. 2H CHS
Hot X0 Efa 7t HMASIEAE BlAAL| Ef2F UX|E M XS 5185H= ABAC Mg MHAHE

L|CH.
ABACE 27| ¥ stE B8 #85tH 2 27t HAH=ZX|= d&ol =50l ELlch

E}20f 274510 HMAE X 0{5t24™ aws :ResourceTag/key-name, aws :RequestTag/key-
name == aws:TagKeys =74 7|8 A&35t0{ HAo| 271 @40 BT HEE MBS &ELct

MEIAT BE BlAA S Chsh M 7HX| 21 7|8 25 X#sts L, o
Ch. MHIA7F Y Blas SOl CHEHAMEE M 7HK| 2724 7|8 25 X|2ists
012 A8 5t0d Bt BO|E ABACHZ 3}
Kol 24 7|8 A~ Ko] ALB(ABAC)S

of CHEt REMIEH LIS 2 IAM AFE AE M 2| ABAC T8H
Mo 48 BA7I Z8E A& ME E{H IAM ALS 4
ABACH Z35tM2.

I=|
T
(m]

o

ACMOM LAl 2Ot 2IF HE AFR
QUA| X4 BH X|§: of

835to4 2018 M X S35HX| AWS MH|A of= AT U&LICH YA AHAE &
S =& H|Z8 REMIEH LHE 2 IAM AL MEMO| AWS MH|A 2 E 5=

AE% 0|2 45 E HelEt &2 AWS Management Console AF2351040] 2 1015HE Z YA

Xt BHE MEELICE o & E04 2|AF2] Single Sign-On(SSO) 213 & AWS A& 5Ho{0f YN A ST

Y Z2MATL YA XA BHE AH5o2 MFHLIch £8F 2201 AA8KIZ 2I0I8 2 JE e

MeEteh [ LA XM SHE AIso 2 MAEHLICH 48 Metof CHE REMISH LI 2 1AM AL A-E A 9|
AERHoM 1AM & 2 HEHEE)S HESMR.

AWS CLI EE=E AF2510{ YA A1 SHE 8522 MME &= U&LICH AWS API. 13 CHS 0|2
Bt UA| Rt SHE ALE5104 T 7| HMA FIE A5 CHAIN| (Al AHE SHE SHoZ MMS!

0 ME AWS Certificate Manager AF& &= & IAM H% 1.0 93


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

ChE A2 ALER7E 22 A™He ZE ACM 2B ME LEE + UL S {8 8Lich

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Action":"acm:ListCertificates",
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"Resource":"*"

}
]
}
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"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}

}
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{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:ImportCertificate",
"Resource'":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}
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"Version":"2012-10-17",
"Statement": {

"Effect":"Allow",
"Action":"acm:DeleteCertificate",

"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}
ACM API H&t: 21 4l g|AaA X

BHA MO{E HH5HD IAM AR EE JEof| HEE = Ues HEt WS AHE MoOs EEH
ZTEMEE = s Eof & M Poll= 22 o] AWS Certificate Manager API 2F240| LI 4 &[0
Rl&sLICh HMo| Action 240 B RIMELICH ST Zol HS HolM HEE FII2 MBH
L|CH.
IAM 20| M ACM 2 @ A8 AME5t0 TS EAE = USLICH T SE2 1AM AHS AH A0
MAME 7Istt 7|8 &ZSHMIR.
(@ Note
g X|Hst2d™ acm: HFAI CHS 0l API 2] HES AASELICHO
acm:RequestCertificate).
ACM AP| &t o 5t
ACM API| &4 Lot HEHAPI &) g2lAA
AddTagsToCertificate acm:AddTagsToCerti arn:aws:a
ficate cm: region:account:certific
ate/ certificate_ID
DeleteCertificate acm:DeleteCertific arn:aws:a

ate

cm: region:account:certific
ate/ certificate_ID
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
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ACM API| ¢ L8t HEHAPI ) 2lAaa
DescribeCertificate acm:DescribeCertif arn:aws:a
icate cm: region:account:certific

ate/ certificate_ID

ExportCertificate acm: ExportCertific arn:aws:a

ate cm: region:account:certific
ate/ certificate_ID

GetAccountConfiguration acm:GetAccountConf *
iguration
GetCertificate acm:GetCertificate arn:aws:a

cm: region:account:certific
ate/ certificate_ID

ImportCertificate acm: ImportCertific arn:aws:a
ate cm: region:account:certific
ate/*
EEe
*
ListCertificates acm:ListCertificates *
ListTagsForCertificate acm:ListTagsForCer arn:aws:a
tificate cm: region:account:certific

ate/ certificate_ID

PutAccountConfiguration acm:PutAccountConf *
iguration
RemoveTagsFromCertificate acm:RemoveTagsFrom arn:aws:a
Certificate cm: region:account:certific

ate/ certificate_ID
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
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ACM AP & ¢] st HEHAPI A )
RequestCertificate acm:RequestCertifi
cate
ResendValidationEmail acm:ResendValidati
onEmail
UpdateCertificateOptions acm:UpdateCertific
ateOptions
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arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWSCertificateManagerReadOnly

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":[
"acm:DescribeCertificate",

acm:ListCertificates",
"acm:GetCertificate",

1,

"Resource

II.II*II

2 &0 o] AwS EIY HME 224 https://console.aws.amazon.com/iam/homet#policies/

acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"
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arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly2 O|& & L|LC}.

AWSCertificateManagerFullAccess
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ACM %] 3l 2[AA

{
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action":[

"acm:*"

1,
"Resource":"*"

.

{

"Effect":"Allow",

"Action

jam:CreateServicelLinkedRole"
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
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"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

"Effect":"Allow",
"Action": [
"iam:DeleteServicelLinkedRole",

jam:GetServicelLinkedRoleDeletionStatus",
"iam:GetRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*"

}
]

Z£0|M ol AWS 2l HAME 2 2{H https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess2 0|5 gfL|C}.
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
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|
acm:Certi RequestCertificate = AF4(ENABLED, ACM RIEM EFHY
ficateTra DISABLED) EZ 7|2 d¥E 7I&E
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Logging
acm:Certi RequestCertificate ARN ACM 2%9| 215 7|
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CHS HA2 o|HY A Wi¥(arn:aws:iam: :123456789012:r0le/
AllowedEmailValidation &2 ALt 2 Me)2 AFE5tod M QIS EE HEF L.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:ValidationMethod":"EMAIL"
.
"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
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"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition": {
"ForAnyValue:StringlLike": {

"acm:DomainNames": [

M 2

of 3: 2IEM =l A Bt
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{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}
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{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}

of 4. 7| 1 E|& Mlet
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{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
}
}
}
}
ChE E&2 Stringlike =7 7| & * FUEFIEE AE5I0{ ACMUM RSA 7| N E|IE2= M €l
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"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm":"RSA*"
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{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}
O] HE2 acm:CertificateAuthority 2712 At&3504 Amazon Trust ServiceOll A & S 74
Moz AMzg = Qe elE Mo cHet R HEF 3{&ELICH 21F 7|2 ARNE M5t falseOl(7t)
PCAS| MM CIBM 2FHE WX|ELICL
{

"Version":"2012-10-17",
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"Statement": {
"Effect":"Deny",
"Action":"

"Resource":"*",

"Condition":{

"Null" : {
"acm:CertificateAuthority":"false"

acm:RequestCertificate",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget
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User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/about-aws/global-infrastructure/
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AWS Q15 A #E|X MEX 7t0|E

ZoF 2otol CHEF 28 AFE|E AF2 504 AWS A S A7AH[5te{H E o 2= AWS Well-Architected
Framework2| QIZ P} E5 & £ X5IM|L.

AWSO A HA|EH API & & A}
OF &fL|C}.

00

§tod LIERITE S8l ACMO| HMATLICEH T2 CHE S K| 38H

- Transport Layer Security(TLS) TLS 1.2 E 0|0 TLS 1.32 M & LICH

« DHE(Ephemeral Diffie-Hellman) 5= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman)Q} 22 2t
ME EoHPFS)0| Z&E & Z MEF = Java 7 0|4 o] 2[4l A|IAR2 CHE R o238t ZEE X|¥E L
Ct.

MEstok gLict &

EE QS HMA 7| 1D U IAM FASH BHE HIY HHA 7|8 ALS SO =
S WAsH04 20| MTE 4 2

AWS Security Token Service(AWS STS)E A& 5t0{ YA| 2ot 0152 M sk = QU
&Lt
ACMOl Z2 20 Y 715 HAM|A HHE Hof

A X7 AWS Management Console 2|0l AWSS &5 EZ3tedH T2 e B Alo] HA| AT}
Lo Z2JefY YAl 2 HNHAE Fo{sts Y AWSO]| HM|ASH=E AHS K -0 et
CHELICH.

MERHA 2 YA AMA HEtE Fo{stedH Chs M & stLE MEFELICH

Z2gal ghAl HM AT} = To HMA HEHS 20o{5l= AFE
QF AR FFQUIIR? Xt
Zted o124 D UAl 2ot 915 HEE AF235t  AFRStnA 5t QUE{H 0| A0

04 AWS CLI, AWS SDK & CHet X|&E WELICH.

(IAM Identity Center7t 212t \\vs aApjol| CHEt =2 221

= AFZRH QA0 MTBHLICH « AWS CLIH CH3H M= AWS
Command Line Interface
A8 MEAMOIAM AWS IAM
|dentity Center2 AL 5T
£ AWS CLI 8 & =5t
M.

« AWS SDK, =7, AWS API

of CH3f M= AWS SDK 2!

ACMOl Z232fd 7hHs AMA HEF Fod #HZ11.0 115


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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* AWS CloudFormation
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c0@7b197"
}
}
}
]
}
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
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AWS CloudFormation
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Amazon Q1& 7|Z(CA)UIM AL AL ALO|E0] CHE Q1B ME &Z5t2{™ AWS Certificate
Manager(ACM)0l M 20l X|Eet ZE THIQlol CHet AR/ EE Mo{HOo| ASRol| A JA=K| &
OlsHok EFL|Ct. O|H|Y &2 DNSE AF235t04 &=0lE £ &LICH RHMIEH LI 2 AWS Certificate

Manager DNS A& 2! AWS Certificate Manager O|HIY & MME & XM 2.
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
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of| Kol M= request-certificate BEE AtE35I0 M QIS ME LEE M QIEM FHMHE H|FHE
g 2o FLCt

CHS
=

[e]l]

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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{
"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"
}
RIE X7 ol0l A1 AIBME HAE m AB M7 2L EIX| FTF stEd= B update-certificate-
options BHEE ALSELICH O] HAE2 L2 vtetstx| et&Lict

aws acm update-certificate-options \
--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

AWS CloudTrail 77|

ACM A2 E A|ZHS17| o] CloudTrail 22 & 443t &fLIC}. CloudTrail@ AFE35HE AWS 22| 2&,
AWS SDK, AWS Command Line Interface Z! 42| =& Amazon Web ServicesE Sl == APl =
EZEE HHO|AWS API & 7|8 AMSI04 AWS HHEZE ZLIERE = U&L|Ct 8 o

o2 T AAH

T
I

A8} 2 Ol ACM APIE 3 SRR, OJE A4 P F40] 850| SHEIRNEK], ix| 50| &
MMEX|T &QlE = QU&LICH APIE AF23H CloudTrail2 OHEZ 2|7 0|0l SEAIZ2ZM = Z|of
CHEl &M MY E XtS&tetn £ HEIE & QlstH B EIXH7t CloudTrail 24 & % 35t H|ggst
st HAIZ Mole = UELICH RHAME LI 2 8 MHE FXSHMHIL. ACM & 4o CHEF o x| F
£ E24™ CloudTrail & &7 AL AWS Certificate Manager M2 2 0|S3HMI2
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https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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PLIEZ 2 23 AWS Certificate Manager

2 LIE{32 AWS Certificate Manager &/ AWS £F Mol AMZ[Y, 718 2 Hs
2E0||Ch AWS 22 M0 BE BEo|M ZLIE/2 H0/E/E 27510 HE| Z O
2 O A CIHZE = UES sfofF gLict.

CHE FHMAME oM A8E &= U= AWS 22t E ZLIEHZ =7 & HTELICIACM.

=M

« Amazon AtE& EventBridge

« CloudTrail 2+ &7H AH& AWS Certificate Manager
 X|®ElE= CloudWatch X|E

Amazon A& EventBridge

Amazon EventBridge(0|% CloudWatch Events)2 A& 3501 AWS AMH|AE XtS3tst ofZ 2 0|
MM EX E= 2|lAA HZ80 ZH2 A|AE O|HIEO| AI SO 2 CHEE 4+ &L

AWS MH|A 9] O|HIEACME EventBridge 712| AlA|Zt2 2 Amazonol| HE
01 AWS Lambda &%=, AWS Batch 24, Amazon SNS A S2 Z& & a2 EglHE = /&L

Ch. AfM[EH LI 2 AmazonO|Et FIRI7HL EventBridge?E& EESHAIR.
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« 0il CHEF Amazon EventBridge X|& ACM
- EventBridge 0l AmazonZ AI&3t04 ¢ EZ|7{ ACM

of| CHEt Amazon EventBridge X|& ACM
ol FH|oME Amazon 0llA X|246t= ACM 224 O|HIEE LI@dst 1 MHEILICH EventBridge.
ACM Q&M DtZ O|HIE ¢luf

ACM = Bt2 45U HMEE ZE M 2B M(37H, =eto|8! & 7t 7])of CHE LU BHE O|HIEE
M&EFLICE o EFO| 9 PutAccountConfiguration 242 A& 3H04 A E 5= Q& LICFACMAPI.

ACM = Atse 2 UZE MA QS Mo| AL AEatx|2 SE YX|E flol 7Hx2 QBAE Btz
ol CHA| 2 st CHA | 7tX{Qtof BfLICEH RHMIE LI 2 RIS M CHA| 7HX27|& HZstHR. Bf=
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/userguide/import-reimport.html#reimport-certificate-api
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O|HIEE ALE3dto] Xt SEHE %

M
=2 O
o= MME AWS Lambda® Z 5t M[2 EventBridge 0lA Amazong At

5t01 QIBAE = CHAl 7k E & U&LICIACM.

g A& Xt S3te

83t0] &t E2[7{ ACM.

ACM QB M Bt @lef O|HIES| 7

|->1

£ Ot Z4&Lich

"version":
Ilidll; Ilidll’
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",

"0",

"account": "account",

"2020-09-30T06:51:082",
"region":

"time":
"region",
"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"DaysToExpiry": 31,

"CommonName": "example.com"

ACM QIE A Btz O|HE

T2 AHolM ACM U2 E HES| e Zato|d! QB A7 B EIH 0] OJHEE 44l C§7|5t0d &
2 e + UYBLICH 1R QIBM , i AR & gl BEH ABM o= QISM BHE OHES
AHZE & gl

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"
15
"detail": {
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"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:487",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED"
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE
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ACM 1B M Z4l &t T4 oHE

@ Note

JtM2 IS Mol CHeli M= Q1B A A&l 2] Z+ o|HEE MEE + &L

142 o| o|HIEo] Chslf s~&l CH7[St0od QIBAME AAE +~ U= Ef7t 27| Mol o] ZX[E F
oo & M YIS S + UELICHL K& S0 10| QIS M ACM dLlE EX[et=E CAACIZEE &=
7tst= B2 ACM £ Btz 45 ™ol Xt dalo| uie mi o| O|HEE HAIRLICH 22 ZXIE F|
StX| pfe™ = 30, 159, 3 2 1Y Fof £E= I =XI|E F|5tHU QB M7 BEE|7HLE Q1B M
7t ol dale & i2 WX ACM F71 Aalg AT FLICH ol248h Zr A&l Al ol CHsl O[HIE T}
A A= LIS

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : '"2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
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* AWS_ACM_RENEWAL_STATE_CHANGE(RIE M7t AL, BtEE[R7LE, 2 BHEE|E B2)

« CAA_CHECK_FAILURE (CAA &¢Ql Almf)

« AWS_ACM_RENEWAL_FAILURE(ZZ}0|8! CAOIA MESt Q15 Aol ALR)

rr zo
re o>

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
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EventBridge A Amazon& AF&310{ 2 E2|7{ ACM

O|z48t O|HIEE 7|32 Z Amazon EventBridge 7212 4435t Amazon EventBridge 2&& AL&3t
o O|HE7I ZX[E M HMste HUS FHE = U&LICH o] M0 M= Amazon EventBridge T3]
S Au 2 g Fdst7| gt ME HRHE MSELIC.

=

- Amazon= ALE35t04 O|HIE 0| S SNS

« Lambda & ~& AI835tod O|HEN SH

Amazon2 AtE35t0{ O[HE ol & SNS

O] MMoME 71 AEf O|HEE ACM MAME mjolct HIAE 222 HIISNSES Amazong F45t
£ g g HoiFLich

SEHS Fdste{H O3 MR E A ESHAML.

Amazon EventBridge 212 MM35t1 Zdg EE|7{5t24H™

1. Amazon EventBridge &2 AMELICt RtMIBH LI 2 O[HIE 0 CHS 5t= Amazon EventBridge

FE MMS BEAL.

a. 2| Amazon EventBridge &0l M O|HIE > %] H|O|X| 2 https://console.aws.amazon.com/
events/O|S5t04 F& g MEHFHLICE

b. [T& 4d(Create rule)] H O|X[0{|A{ [O]HIE THE(Event Pattern)]2 1E4g}L|C}.
c. [MHIA O|&(Service Name)]2| H|++0il A [4EH(Health)]S ME4EFLICH.
d. [O|HIE R (Event Type)oll A [ 2 EH O|HI E(Specific Health events)]& =4 EHLICY.
e. 5 MH|A(E)E ME5tT HlwollA ACME MEHEFLCE.
f. EYEOoHE 3 HF(E)E MB4st E MBI L|CtaccountNotification.
g. [OIHE £33 F=(Any event type code)]S MEHEFL|CEH
h. [2E ElAA(Any resource)]& MEIEFLICY.
i. OHE m& 0|2 £7] HEZ|0AM O[HEAM LHE H JSON IHEH 2 204 &LICt O] ool M
= AWS 4Ef O|HIE Mdo| iAS AFSEFLICE.
{

"source": [
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://console.aws.amazon.com/events/
https://console.aws.amazon.com/events/
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"aws.health"
1,
"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}

CH
04 HlA S0l M MEYSE 7L Lambda & ~& ME{Sto] O|HEE AEXR X8 A =0l M

M| 01 M Amazon Simple Notification Service(SNS)2t Z0| O|HHEE FA| AFEE 5= Q)
U&LICH AWS Lambda 2| 73 0| = Lambda & =& AIE35}04 O|HIEO| SE MMZ X

=}
B A
=S

ok e 2

x
0 2o

Lambda &4 £ AI235lo4 O|HIE | &

0| Mxt= AWS Lambda £ AH&3}04 Amazon ol M =4l 7|3t L EventBridge, Amazon Simple
Notification Service(SNS)E At&5t0o{ & &S M5t AWS Security Hub, ZIHE 0f H AlSt0{ ZtE]
Xtet 2ot Blof 7hAIEE XMB st WS 2EoiELIC.

T

ol
mjo

MEsteidd

Lambda &+ & IAM 3

1. ™ZX{ AWS Identity and Access Management (IAM) & & #4310 Lambda &0l 28t #Et
2 Ho|gtLct. o] 2ot 2 A& Sall RelstA &= ™ol /U= ALSAHE X[Estn
S ALEXIoAH FoiE HetE MEHe &= JUELICH CHREE 2| AWS ZH U2 AFEXRF HHo M 2
Aste ol HHYE[X| Ao, E6 #EIR A™HME A™ASHK| o= Z[o| E&LICH

(=2

=

=2 = =35}
= =

£ YL|Chhttps://console.aws.amazon.com/iam/.
E7|E ME83t0q ofel R ERof HolEl HMS HMFL
x (=]
=

HMHF HEE MSELCH REAE LHE2 JSON Bio| M dd
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
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"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:
3,
{

"Sid":"LambdaCertificateExpiryPolicy2",
"Effect":"Allow",
"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,

"Resource":[

"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:1log-group:/aws/lambda/handle-

expiring-certificates:*"

]
.
{
"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",
"Action":[
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"
1,
"Resource":"*"
1,
{
"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",
"Resource":"*"
1,
{

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action": [
"SecurityHub:BatchImportFindings",

7% 1.0 129



AWS Q15 A #E|X MEX 7t0|E

"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,
"Resource":"*"

},

{
"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

}

AM &S AT M BMS HZELICH 1AM 248 M4 U A ol CHE XIMIE LIS

0l A AWS Lambda 2£ & L|Cthttps://console.aws.amazon.com/lambda/.

Lambda & +& HEELICH RMEH LIE2 2£E Lambda &+ dES HESHMR. CHE HAHE
etz et

Q
=
A g
z

M (Create function)] H O|X|0f| A [AHZ2 =t 4d(Author from scratch)] M2 ME45t0{ &

S dgfLct
=
=

1

(o
o

mﬂ

|2 0l “handle-expiring-certificates”@t Z2 O|E & K| & L|C.

o
i
m

I 2(Runtime)] =5 0{ A Python 3.8 MEHEILICY,

=
d. [7|2 A™ g 845 (Change default execution role)]& MEISH D [7|& AHE AL (Use an
existing role)]= AMEHEHLIC.

e. [7|1& AE(Existing role)] S et MLF A S MEIELICH
f. &< M/ (Create function)= MEHEILICE.
g. [+ ZE(Function code)] Ot2Hof| CHS ZEE AFIErLICEH

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
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# merge, publish, distribute, sublicense, and/or sell copies of the Software,

and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate
if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_arn)
return {
'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
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result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ')
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": '"2018-10-08",
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"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [

"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {

"Original": '89.0',

"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
I
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
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raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. [B4 B (Environment variables)]0l| A [H & (Edit)]|2 MEistD MEIMOZ Ot H4E F7t
grLlct
« (ME4 AL EXPIRY_DAYS
RIBMEBtE LS EU7| Mol 2= Et(Y)S XI™ELICH o] &9l 7|22t2 45Y0|
X[BF AFEAL XY gf2 XIEE = J&Lct
« (ME4 ALE) SNS_TOPIC_ARN
Amazon 0f ARN CHEt & X|HELICISNS. arn:aws:sns 34| M| ARNE MSE L

Ct.<region>:<account-number>:<topic-name>.

« (ME4 AFE) SECURITY_HUB_REGION

CHE 2|17 AWS Security Hub 0llM & X|EELICH Of £t XIEstx| el A S
Lambda B 4=2| 2|F0| AtSELICH B 71 048] EIT0l|M A El= T2 ZE AUS A HA|

X|7} Bt 2|M 2| Security HubZ MEE|ITE stE Z0| E4LCH
i. [7]& M (Basic settings)]0ll A [AMEH AlZH(Timeout)]2 302 MM ELICEH
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Dtz Ol S BEIS AHS3tstedH

O| oKl M= Amazon & &35l O|HEZL XM7|Zl= AR BtEE|= ZF QIS Mol CHal B ojH S
M-S g LICt EventBridge. 7|IBEMO 2 = B2 £ 452 0[5t9] %A‘I 1| CHSH O o|H EE ACM o
MErLct. (0l 7122 ACM 2| PutAccountConfiguration Z¢4& A

APL) O|2{3t Z O|HIE= CtS1t Z2 LTo| XIS &l 2YS E E|7-|°*L—|EP

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security

1. Lambda &f+& dgstn HErE 7 EELICt (0l0] 2t=E - Lambda &+ 2 1AM A& = D5t

2H & x)

2. Y22 HLE o) ALRE Lambda B4 EE SNS ZXIE At LIch XFAIEH LIS Amazon
SNS FX Mg HESML

3. THA Ql= AFEHO| A SNS FXIE TEELICH XFAMIE LI8S Amazon SNS X FE2 & XAl
o

4. Lambda &4 & E2|7{5l= Amazon EventBridge #2I2 MM LICH KIAEH LI 2 o|HEof CH
2 3= Amazon EventBridge 72| MM S & EFHAM2.

9| Amazon EventBridge &0l A O|HIE > %] I 0| X| £ htips://console.aws.amazon.com/
events/O|&5t0{ & S MEARFLICH [MH|A O|&(Service Name)], [O|HIE R (Event
Type)] & [Lambda & =(Lambda function)]& X|I’H& L|C}. [O|HIE THE O|2| 2 7|(Event Pattern
preview)] HEZ|0|M CtS ZEE E0{ E&LICH

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}
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Lambda =411} Z2 O[HE 7} [MZ O|HE E A|(Show sample event(s))] OF2Holl E A|ELICH

{
"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aasb193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z2",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fasb"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
}
}
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RIE Mol Ei2 F7HAddTagsToCertificate)

CHZ CloudTrail (lM|= AddTagsToCertificate Ol CHEt & ZADtE E0{&LICIAPI.

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T13:53:5372",

"eventSource":"acm.amazonaws.com",

"eventName":"AddTagsToCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",
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"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

]I

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"
1,

"responsekElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Q1& M At K||(DeleteCertificate)

C}S CloudTrail OlAl= DeleteCertificate 0 CHEF £ & ZAOtE E0{Z LICIAPI.

r

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:267",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
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"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

R1E M MH(DescribeCertificate)

Ct2 CloudTrail 04 AN|= DescribeCertificate 0| CHet £& ZDE E0{FLICHAPI.

(@ Note

DescribeCertificate 2% CloudTrail 220l= X|Z38t ACM QIS Mo CHEF MEJF E A
Z|X| et&L|ch 24, AWS Command Line Interface®E = £ AF235t04 Q13 Mo CHet MEE
£ £ Q)& L|CtDescribeCertificate API.

0

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
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"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

—

CH2 CloudTrail (M0l A= ExportCertificate ofl CHet £& ZIME E0{ELICIAPI.

},

"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S M LHELHZ|(ExportCertificate)

"Records": [

{

"version":"Q",
"id":"0Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",

"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principallId":"123456789012",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2018-05-24T715:28:1172",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
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"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",
"requestParameters":{
"passphrase": {
"hb": [
42,
42,
42,
42,
42,
42,
42,
42,
42,
42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":0,
"limit":10,

"capacity":10,
"address":0
I
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
},
"responseElements":{
"certificateChain":

"privateKey":"**********"’

"certificate":

+
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
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"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall"

1B M 7FK 27 |(ImportCertificate)

Ct= oMol M= ACM ImportCertificate APl 240 CHEt £ £ 2 7|8 35t= CloudTrail 22 52 &2
o0& LICt.

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-10-04T16:01:30Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
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"capacity":1674,
"address":0
},
"certificateChain": {
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
I
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

I
"responseElements": {
"certificateArn":"arn:aws:acm:ap-
southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"
I
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
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"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

1B M L+ (ListCertificates)

CHS CloudTrail oJiXM|0| M= ListCertificates of] CHE!

rob

S £ A1 E Ho{ELICIAPI.

(@ Note

ListCertificates Xf¢of CHEt CloudTrail 210{= ACM Q15 A7}

EAEIX| ot&
LICF &£, AWS Command Line Interface == £ AI35t0{ QIS SEE 2 &+ &L
ClListCertificatesAPI.

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice"

iy

"eventTime":"2016-03-18T00:00:43Z7",

"eventSource":"acm.amazonaws.com",

"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"maxItems":1000,
"certificateStatuses":[
"ISSUED"

iy

"responsekElements":null,

"requestID":"74c99844-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

CIE Mol i LFQ(ListTagsForCertificate)

CHS CloudTrail (M0l MHE ListTagsForCertificate 0fl CHet & ZAntE E0{FLICIAPI.

(@ Note

ListTagsForCertificate 20l CHEt CloudTrail 20 = Ef2 7} EAIZ|X| ot &
L|C}. 24, AWS Command Line Interface®= & AI235t0{El1 S E2 £ £+ Q)

== ﬁLl
CtListTagsForCertificateAPI.

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T13:30:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
.

"responsekElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

1E Mol M Ef 2 AM|7H(RemoveTagsFromCertificate)

CHZ CloudTrail 0 A|0{ A= RemoveTagsFromCertificate 01 CHEF

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T14:10:0172",

"eventSource":"

:""acm.amazonaws.com",

"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",
"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
ntagsn:[

{
"value":"Bob",
"key":"Admin"

iy
"responsekElements":null,

"requestID":"40ded461-fc0@1-11e5-a747-85804766d6c9",

"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

St & A1 E E0{ELICIAPL.
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}

1B M 2% (RequestCertificate)

CH2 CloudTrail (M0l A& RequestCertificate Ofl CHet £& ZIME E0{ELICIAPI.

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-03-18T00:00:497",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"subjectAlternativeNames": [
"example.net"
1,
"domainName":"example.com",
"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
I
{
"domainName" :"example.net",
"validationDomain":"example.net"
}

1,
"idempotencyToken":"8186023d89681c3ad5"
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iy

"responseElements": {

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
"eventType":"AwsApiCall",
}

"recipientAccountId":"123456789012"

N

"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,

A5 o|HY xH

—t

o

"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",

{

"Records": [

(ResendValidationEmail)
CHS CloudTrail 04| A= ResendValidationEmail ofl CH

=

I.

—

"eventVersion":"1.04",
"userIdentity":{

"type":"IAMUser",

O E Ho{ELICIAPI.
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"userName":"Alice"

1,

"eventSource

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"eventTime":"2016-03-17T23:58:257",
":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",

"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"
.

"validationDomain

arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"responsekElements":null,

example.com"

"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

C1E M AAH(GetCertificate)

Ct2 CloudTrail 0 N|= GetCertificate Of| CHEF £& ZIE 2 0{ZLICIAPIL.

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":{
"certificateChain":
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I
"requestID":"744dd891-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

[a

SE Mo CHEr API Z2E 22

CloudTrail & Ar&3t04 o S E MHH|AOAM O|F0{ZI API S EE HAIE = UELICIACM. AFE 0|
CHEF REMIEF LHE 2 AWS CloudTrail AFS AEAM MM E CloudTrail & Z35HM|2. CHE of| Ao AM= ACM
CIZEME ZZH|XESt= AWS Z2|AA0 M2 MMHE £+ e 21 RS Ho{ELICE

|

CloudTrail & At835t01 o S E AH|A0M O[F0{TIAPI S22 ZAME = JUGLICIACM. A+E0]
CHet XEMEE LIS 2 AWS CloudTrail AtE AEM MM S CloudTrail& Z5tM L. CHE oK M= ACM
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A
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"eventVersion":"1.03",
"userIdentity":{

"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/Alice",

"accountId":"111122223333",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"Alice"
},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"availabilityZones":[

"us-east-1b"

1,

"loadBalancerName":"LinuxTest",

"listeners":[

{

"sSLCertificateId":"arn:aws:acm:us-

east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",

"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

}I

"responseElements":{

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"

I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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Load Balancer0ll Amazon EC2 QIAEA S&

Mg M 2= WMo sig QUAEIAE 2E{0F BfLICE O|E Elastic Load Balancing & &

34 oF= AWS
Command Line Interface® Sall & E = UELICH CFS Aol M= AWS AHI™E 12345678901204 O|

ol x|HE 2= #HAMO0| RegisterInstancesWithLoadBalancer CH$t LinuxTest 0ff CHEH £ &
2 HoiELCh

Amazon Elastic Compute Cloud(Amazon EC2) QIAEIAO|M 2 AO|E == O EE[AH|0|ME Z 2 H

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam::123456789012:user/ALice",
"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",

"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

}I

"invokedBy":"signin.amazonaws.com"
I,
"eventTime":"2016-01-01T21:11:452",
"eventSource":"elasticloadbalancing.amazonaws.com",

"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0/24",

"userAgent":"signin.amazonaws.com",

"requestParameters":{
"loadBalancerName":"LinuxTest",
"instances":[

{
"instanceId":"i-c67f4e78"

},
"responseElements":{
"instances":[
{
"instanceId":"i-c67f4e78"
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}

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Zztolsl 7| =3t

CtE ool = ACM 1B Mot AZE ZetolY! 7|18 &= 38l5t= Encrypt ZEE E0{ELICH
3t= AWSLHOI| A =~ ElLCt

1
ok

"Records": [
{
"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"

acm

.

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

},

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,
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"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",

"accountId":"123456789012"
}
1,

"eventType":"AwsServiceEvent",

"recipientAccountId":"123456789012"
}

Zztolsl 7| s

El Zalo|8l 7|2 £ 53}5lE Decrypt &S Eo{ELICE 8535
st Lol M ==l AWS= 5 38HE 7= & Blo{LtX| §E&LICt AWS.
{

"eventVersion":"1.03",
"userIdentity":{

"type":"AssumedRole",

"aIn" « 1

"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
arn:aws:sts::111122223333:assumed-role/

DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",

"creationDate":"2016-01-01T721:13:28Z2"
1,

"sessionIssuer":{

"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"
}

}I

"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",
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"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext"'{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
.

"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.
PrivateKey - The private key that matches the public key in the certificate.

*

*

*

*

*

*/

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

[}

QIS M AFK]|
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{3} grergruict

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

JEJEREL:

Ct2 of| Ao M= DescribeCertificate

packag

import
import
import
import

import
import
import
import

5t
=

1

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager
certificatemanager
.certificatemanager

certificatemanager

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

Ol BEO| M2 AT 2| ofxlolE ChE1t HIixet HE7F 2340l ZAIELICH

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Status: ISSUED,

NotBefore: ThuOct@510@: 14: 32PDT2017,
NotAfter: SunOct0310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type: IMPORTED,

2IE M LIE LT
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ExportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ExportCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;
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public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "zx");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
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FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.

String certificate =

result.getCertificate();

System.out.println(certificate);

String certificate_chain =

result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

QIZM 3 QIB M HQl 74
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

regions.Regions;

services.certificatemanager
.certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;
.AwWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services
services.
services.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;
services.certificatemanager.model.RequestInProgressException;
AmazonClientException;

* This sample demonstrates how to use the GetCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

GetCertificate
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*

CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {

GetCertificate 7% 1.0 169



AWS Q15 A #E|X MEX 7t0|E

result = client.getCertificate(req);

}

catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleeplnterval;

// Display the certificate information.
System.out.println(result);

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

CIEM 7K 7]
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
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import
import
import

import
import
import
import
import
import
import

import
import

import

/**

com.
com.
com.

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services

services.
services.

.certificatemanager.
services.certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;
java.io.FileNotFoundException;
java.io.IOException;

java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

model.ImportCertificateRequest;
model.ImportCertificateResult;
model.LimitExceededException;
model .ResourceNotFoundException;

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

* service.

*

* Input parameters:
& Certificate - PEM file that contains the certificate to import.

& CertificateArn - Use to reimport a certificate (not included in this example).
ks CertificateChain - The certificate chain, not including the end-entity
certificate.

ks PrivateKey - The private key that matches the public key in the certificate.

*

* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials = null;

try

}

{

credentials

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ImportCertificate
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throw new AmazonClientException(
"Cannot load the credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem", "x");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "t");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "xr");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {

ImportCertificate H7%1 1.0 172



AWS Q15 A #E|X MEX 7t0|E

buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());

buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();
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// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);

IS M LI

CtZ oMol M= ListCertificates & =& A& 35t= 22 204 SLICH

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**
* This sample demonstrates how to use the ListCertificates function in the AWS
Certificate
* Manager service.
*
* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
*
* Qutput parameters:
& CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.
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*/

public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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CertificateSummaryList: [{
CertificateArn:

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
www.examplel.com

}I
{

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
www.example2.com

iy
{

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
www.example3.com

]
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
import
import
import

import
import

com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

services.certificatemanager.AWSCertificateManagerClientBuilder;

services.certificatemanager.AWSCertificateManager;
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import
import

import
import
import

import
import
import
import
import

public

com.
com.

com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

java.io.FileNotFoundException;
.i0.I0Exception;
.io.RandomAccessFile;
.nio.ByteBuffer;
.nio.channels.FileChannel;

java
java
java
java

class RenewCertificate {

model.RenewCertificateRequest;
model .RenewCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;
model.ValidationException;

public static void main(String[] args) throws Exception {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;

try {

credentials

}

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"

+"certificate/M12345678-1234-1234-1234-123456789012");
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// Renew the certificate.

RenewCertificateResult result =

null;

client.renewCertificate(req);

catch(InvalidArnException ex)

catch (ResourceNotFoundException ex)

catch (ValidationException ex)

try {

result =
}
{

throw ex;
}
{

throw ex;
}
{

throw ex;
}

// Display the result.
System.out.println(result);
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package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.
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amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.AmazonClientException;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
.certificatemanager.
services.

services

services.

services.
services.

certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;
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AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model .ResourceNotFoundException;

ListTagsForCertificate
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/**
* This sample demonstrates how to use the ListTagsForCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;

try {
result = client.listTagsForCertificate(req);
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catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
throw ex;

// Display the result.
System.out.println(result);
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{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
import com.
import com.

import
import
import
import

import
import
import
import

import

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

AmazonCl

ientException;

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AwWS
regions.

java.util.Arraylist;

Credentials;
Regions;

RemoveTagsFromCertificate
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/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the

AWS

Certificate

* Manager service.

*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
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ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);
tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.model.RequestCertificateRequest;
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import com.amazonaws.services.certificatemanager.model.RequestCertificateResult;

import
com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

*

*

*

*

*

*

*

Manager service.

Input parameters:

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

*

*

*

*/

OQutput parameter:

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
Arraylist<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Aq25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}

catch(InvalidDomainValidationOptionsException ex)

{

throw ex;

}

catch(LimitExceededException ex)

{

throw ex;

// Display the ARN.
System.out.println(result);
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{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}%
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

g+E MEste

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

services.
services.
.certificatemanager.
services.

services

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

ResendValidationEmail
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

catch (InvalidDomainValidationOptionsException ex)
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{

throw ex;

// Display the result.
System.out.println(result.toString());
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describe-certificate WS AFE 35104 CNA
I.

A T M|Qloj| CHEF CNAME BllZE
CM API°| DescribeCertificate &t

g 32 4+ UL
Y E= ACM CLIC|

g ZME + ABLICH AHAIE LIBS AWS

Certificate Manager DNS 225 2 & X5 9_.
« < Viewing1to3of 3certificates > »
Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon Issued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon Issued No Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz

3, Export DNS configuration toafile  You can export all of the CNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:f3:99:62:5b:7f:fb

Tags

Edit

Name

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC
2018-03-22T22:42:12UTC
2018-03-22T00:00:00UTC
2019-04-22T12:00:00UTC
RSA 2048-bit
SHA256WITHRSA
arn:aws:acm:us- I
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-

eec5e53ecdds

None

& < Viewing1to3of 3certificates »
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file
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