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"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
"arn:aws:artifact:::report-package/*"

MEzstEl Hetol A= A HA:

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

1]
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
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AWS Artifact AR 7H0|E

"Resource": [
"arn:aws:artifact:::report-package/Certifications and Attestations/SOC/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/PCI/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/ISO/*"

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"

HIOME M HEto 2 oto|azo|M 19
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "GetAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:GetAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptNdaForAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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AWS Artifact

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

M2 HEl #3Hol TEEN A BAY:

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",

M #eteZ oto|zgolM
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"artifact:TerminateAgreement"

o

[

1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}
]
}
2| AATE ot &7 HeHE oto|ad|o|Mstod ZE =F 0| AL S Ct
7|& S
{
"Version": "2012-10-17",

"Sta
{

}I
{

tement": [

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

]I

"Resource": [

"arn:aws:artifact::*:customer-agreement/*",

"arn:aws:artifact:::agreement/*"

]

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws:iam:::role/*"
"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "arn:aws:iam:::role/aws-service-role/artifact
AWSServiceRoleForArtifact"

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",

.amazonaws.com/
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AWS Artifact

"organizations:ListAWSServiceAccessForOrganization

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
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"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

]I

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

1,

"Resource": [

"arn:aws:artifact:::agreement/AWS Business Associate Addendum"

]
iy

{
"Effect": "Allow",

"Action": [
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*"

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",

M #eteZ oto|zgolM
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"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/agreement-9clkBcYznTkcpRIm"
I
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}
]
}
2lAaAl HEHE Oto|1el|o4dstod TR £FE0|M AL S ChREE, =3 L S LIt
7|1E H¥A:
{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/AWS Organizations Business Associate Addendum"

]

},
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws:iam:::role/*"

I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
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"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/agreement-y@3aUwMAEorHtgjv"

"Sid": "CustomerAgreementActions",
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"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
1,
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [

"iam:GetRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"

iy
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"
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m
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t

arn:aws:artifact:::agreement/
agreement-sbLSDe8bitmAXNr
9

arn:aws:artifact:::agreement/
agreement-bexgr7sjvXAW4Gx
u

arn:aws:artifact:::agreemen
t/agreement-HZTdNw
JugOKLReXC

arn:aws:artifact:::agreement/
agreement-y03aUwMAEorHtqj
Vv
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LegacyToFineGrainedMapping

30



AWS Artifact AR 7H0|E

Her olF ol 7{ Al TEFARNO] CHEH OFE[  M|E3HE HEFARNOI CHEF of
mE E|HE

AWS Organizations New arn:aws:artifact:::agreemen arn:aws:artifact:::agreement/

Zealand Notifiable Data t/AWS Organizations New agreement-uojEjr3vOnvrhV52

Breach &5 Zealand Notifiable Data

Breach Addendum

ol CHEF IAM & 2H of| &| AWS Artifact

st B MMS MME 4+ Ugch AL Riol A AWS Artifact 2.1 Aof
1 %=1

CHEH HMIA FED CHY A = ZEIS CHAISO Al2tE £345tn 2 2E Y £ s HEHE 2o
g 4 gLt

Cts old EXe 28 HAlA

4>
BN
(=)
o
>
=z
>
oo
pal
(=)
N
ok
onl
ok
4>
30
rr
s
ro
mjo
HL
i
I
r
ful

|| AWS Organizations
- t2lst7] Qe SR of Al
FS #Elst7| @8k 2424 oAl

=

=

I8t 444 0fl Al

5 |n
lo
N
19
1o
e

Example ME3HE Het2 S5 AWS ETME #EI5HE HA of A

® Tip
XtAl AWSArtifactReportsReadOnlyAccess A S HO|5t= Al #Eld HAME AI85t= A
o] EZ&Lct.
ClS M2 MESE Het2 S8l ZE AWS ETME CIRECE £ Ql= Het2 Rodghct
{

IAM 24 o x| 31


security-iam-awsmanpol.html

AWS Artifact

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:
"artifact:
"artifact:
"artifact:

1,

"Resource":

g e AEste

LICH.

ListReports",
GetReportMetadata",
GetReport",
GetTermForReport"

"

32 S5 AWS SOC, PCIZ! 1ISO E AR L2 2

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:
"artifact:
"artifact:
"artifact:

1,

"Resource":

"Condition":

ListReports",
GetReportMetadata",
GetReport",
GetTermForReport"

nmin

{

"StringEquals": {
"artifact:ReportSeries": [

"soC",

"PCI",

"IS0"
1,

"artifact:ReportCategory":

"Certifications And Attestations"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

—_

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"
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"Resource": "*"

-

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReport"
1,
"Resource": "*"
}
]
}

CHS A2 2 E Yol CHet EfAt ET MO MF HEE = & = HErE Fo{gLich

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"
]
}
]
}

0>|

"Version": "2012-10-17",

d 0| CHEF ELAF ED MO MR HEE 2 &+ U= TEtE Fo{Lch
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"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata"
1,

"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"

® Tip

KFAl AWSArtifactAgreementsReadOnlyAccess HAHE M O|5tE CHAl EEE
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": [
"
]
},
{
"Sid": "AWSAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",

IAM 24 o x|
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"artifact:GetNdaForAgreement"
1,
"Resource": "arn:aws:artifact:::agreement/*"
.
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}
]
}
e MM D E Hote £28 4 Qe Hite Rofslr
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"
1,
"Resource": [
Hxn
]
},
{
"Sid": "AWSAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"
1,
"Resource": "arn:aws:artifact:::agreement/*"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{

Che HAe AN 4

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements

]I

"Resource": "*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

Yue DE Aog ZRY 4 ol Wete Roiuc

"Resource": "arn:aws:artifact::*:customer-agreement/*"
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",
"Effect": "Allow",
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"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
.
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}

Example 2 & &g & 0i Xl AWS Organizations

Ctg X272t & EﬁPE 4| AWS Artifact At&5HE IAM Q&2 88 = e HEts oLt
AWS Organizations. ZZ|o| 2| A2 0| H3t0| {0{of =& HAE AlZE = JU&LICE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole",

"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"
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}
}
]
}
ChS A2 ALE WS R0{8 = AWS Artifact Y= & 04%fL|Ct AWS Organizations. Z=%| 9|
2| HE2 0|& HEHo| lofoF ZE| HFS Al
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}
]
}

Example 22| A& o| A 2fg E2lst7| 28t 2
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",
"Effect": "Allow",

IAM Z24 of A|

39



AWS Artifact

AR 7H0|E

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
I
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
},
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact
"artifact
"artifact
"artifact

1,

"Resource":

:GetAgreement",
:AcceptNdaForAgreement",
:GetNdaForAgreement",
:AcceptAgreement"

"arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact:

"Effect": "Allow",

:*:customer-agreement/*"

AE CHE AERI7E ZE A ofE
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"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}
Che ¥Me XX Aotg B 4 9l Hite Roigo
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"
1,
"Resource": "*"
I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [

"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

I
{
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"Effect":

"Action": [

1,

"organizations:

"Resource": "*"

Ct

nIo

"Version"

— —

Mz AWS Artifact &

"Statement": [

{

"Effect":

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

"notifications:
"notifications:
"notifications:

"notifications

"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

"notifications

"notifications

"notifications:
"notifications-
"notifications-
"notifications-
"notifications-
"notifications-

Example &2 2| {8t

"Allow",

DescribeOrganization"

% of Al

US ABY $ UL T HEHS 2o

"2012-10-17",

"Allow",

AssociateChannel"”,
CreateEventRule",

CreateNotificationConfiguration",
:DeleteEventRule",
DeleteNotificationConfiguration",

DisassociateChannel",
GetEventRule",
GetNotificationConfiguration",
ListChannels",

:ListEventRules",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
:UpdateEventRule",

UpdateNotificationConfiguration",

ListNotificationConfigurations",
ListNotificationHubs",
ListTagsForResource",
TagResource",

UntagResource",

contacts:CreateEmailContact",
contacts:DeleteEmailContact"”,
contacts:GetEmailContact",
contacts:ListEmailContacts",
contacts:SendActivationCode"

IAM Z24 of A|

43



AWS Artifact

]I

"Resource": [
nin

-

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

Wi n

—

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",

IAM Z24 of A|
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"notifications
"notifications
"notifications
"notifications
"notifications
"notifications

]I

"Resource": [

"

-

:CreateEventRule",
:CreateNotificationConfiguration",
:ListEventRules",
:ListNotificationHubs",
:TagResource",

-contacts:ListEmailContacts"

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

"notifications:
"notifications:
"notifications:

"notifications

"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

"notifications
"notifications
"notifications

1,

"Resource": [

i n

AssociateChannel",
DisassociateChannel",
GetNotificationConfiguration",
:ListChannels",

ListEventRules",
ListTagsForResource",
TagResource",

UntagResource",

UpdateEventRule",
:UpdateNotificationConfiguration",

-contacts:GetEmailContact",
-contacts:ListEmailContacts"

IAM Z24 of A|
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeleteNotificationConfiguration",
"notifications:ListEventRules"

1,

"Resource": [
nxn

]

}
]
}
Che HAMe T4 MR HEE 8 4 s Mete Rojzuin
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

1,

"Resource": [
nxn

]

}
]
}
Che HMe Y2 528 55 TE 55 Fa Hite Roiy
{
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

i n
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get",
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"
1,

"Resource'": "*"

AWS E2|& M3 AWSArtifactAgreementsReadOnlyAccess
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"
1,
"Resource": "*"
},
{
"Sid": "GetCustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
},
{
"Sid": "AWSOrganizationActions",
"Effect": "Allow",
"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"
1,
"Resource": "*"
b
{
"Sid": "GetRole",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
}
]
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
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"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
I
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
I
{
"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{
"Sid": "EnableServiceTrust",

"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
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"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"
1,

"Resource": "*"
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ap-southeast-2
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eu-south-1
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{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"artifact:ReportCategory": "Certifications and Attestations"

—

Ctg EME &3l SOC Al2[=2| 2& AWS Artifact ET1ME ¢

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
3. {
"Effect": "Allow",
"Action": [

"artifact:GetReport",

"artifact:GetReportMetadata",

"artifact:GetTermForReport"

1,
"Resource": [

" n

1,
"Condition": {

"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"

}

}
}
]
}

CS M2HE S5l Certifications and Attestations B30 &5t ETIME Melst 2E
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
1,

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications

and

Attestations"
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* GetReportMetadata

» GetReport
» GetTermForReport

» PutAccountSettings

* AcceptAgreement

* AcceptNdaForAgreement

» GetAgreement

» GetCustomerAgreement

» GetNdaForAgreement

* ListAgreements

» ListCustomerAgreements

* TerminateAgreement
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"Records": [
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https://docs.aws.amazon.com/artifact/latest/APIReference/API_AcceptAgreement.html
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{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"

.

"eventTime": "2015-03-18T19:03:36Z7",

"eventSource": "artifact.amazonaws.com",

"eventName": "GetReportMetadata",

"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-
east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,

"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",

"recipientAccountId": '999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
},
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

AWS Artifact 21 Tt &5 0|3l
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"reportId": "report-flDIWBmGa2Lhsadg"
I
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '"999999999999"
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