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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_graceful_degradation.html
https://aws.amazon.com/builders-library/fairness-in-multi-tenant-systems
https://brooker.co.za/blog/2022/02/16/circuit-breakers.html
https://aws.amazon.com/builders-library/caching-challenges-and-strategies
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https://aws.amazon.com/builders-library/fairness-in-multi-tenant-systems
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload
https://brooker.co.za/blog/2022/02/16/circuit-breakers.html
https://aws.amazon.com/builders-library/caching-challenges-and-strategies
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/builders-library/reliability-and-constant-work
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload
https://brooker.co.za/blog/2022/02/16/circuit-breakers.html
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https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload
https://brooker.co.za/blog/2022/02/16/circuit-breakers.html
https://aws.amazon.com/builders-library/caching-challenges-and-strategies
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload
https://brooker.co.za/blog/2022/02/16/circuit-breakers.html
https://aws.amazon.com/builders-library/caching-challenges-and-strategies
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload
https://brooker.co.za/blog/2022/02/16/circuit-breakers.html
https://aws.amazon.com/builders-library/caching-challenges-and-strategies
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload
https://brooker.co.za/blog/2022/02/16/circuit-breakers.html
https://aws.amazon.com/builders-library/caching-challenges-and-strategies
https://aws.amazon.com/autoscaling/
https://brooker.co.za/blog/2022/02/16/circuit-breakers.html
https://aws.amazon.com/builders-library/caching-challenges-and-strategies
https://aws.amazon.com/autoscaling/
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https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://en.wikipedia.org/wiki/Multipath_TCP
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_prevent_interaction_failure_loosely_coupled_system.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_prevent_interaction_failure_loosely_coupled_system.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_prevent_interaction_failure_loosely_coupled_system.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload/
https://aws.amazon.com/builders-library/caching-challenges-and-strategies
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_prevent_interaction_failure_loosely_coupled_system.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/caching-challenges-and-strategies
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_prevent_interaction_failure_loosely_coupled_system.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_prevent_interaction_failure_loosely_coupled_system.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/

Resilience analysis framework

o

1[0

7t

Hr

il

|_

E2J|o{0{ A

H|
N

mr
__A_.E
m

ofu

od
KI-
14
o
__Aﬁ
]
1

0]
Jo

IH

ol

A
(CI/CD)

2|7 E

, =2

.|

FEIAEQILICH

1745
[l

=

E SHEEHAE
AEQQZ2 HFHY

o

|_._.
1o

ol

ol
N

[
L
>

FA HHEZ, ZHLF2|0F HHZ,

t= ol =&ol ELch
|

5]
=]

t
y

-

ol A FH HH =H

2
[=)

nd

-
il
i
H

H

IH
I+

Hd

15

=

o1 78 27

o

=2
[=)



https://aws.amazon.com/blogs/architecture/chaos-engineering-in-the-cloud/
https://aws.amazon.com/blogs/architecture/chaos-engineering-in-the-cloud/
https://en.wikipedia.org/wiki/Static_program_analysis
https://en.wikipedia.org/wiki/Unit_testing
https://aws.amazon.com/blogs/architecture/chaos-engineering-in-the-cloud/
https://en.wikipedia.org/wiki/Integration_testing
https://aws.amazon.com/blogs/architecture/chaos-engineering-in-the-cloud/
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://en.wikipedia.org/wiki/Integration_testing
https://aws.amazon.com/blogs/architecture/chaos-engineering-in-the-cloud/
https://en.wikipedia.org/wiki/Integration_testing
https://en.wikipedia.org/wiki/Regression_testing
https://aws.amazon.com/blogs/architecture/chaos-engineering-in-the-cloud/
https://en.wikipedia.org/wiki/Regression_testing
https://aws.amazon.com/blogs/architecture/chaos-engineering-in-the-cloud/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/blue-green-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/blue-green-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/blue-green-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/blue-green-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/blue-green-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/blue-green-deployments.html
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https://aws.amazon.com/builders-library/minimizing-correlated-failures-in-distributed-systems
https://youtu.be/swQbA4zub20
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_prevent_interaction_failure_loosely_coupled_system.html
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https://medium.com/the-cloud-architect/towards-continuous-resilience-3c7fbc5d232b
https://aws.amazon.com/solutions/resilience/chaos-engineering/
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.gameday.en.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-lifecycle-framework/
https://aws.amazon.com/solutions/resilience/
https://medium.com/the-cloud-architect/towards-continuous-resilience-3c7fbc5d232b

Resilience analysis framework

=M 7|5

&LI|CHRSS I|E.

|
A

o<

™
O

B

700
—r

Ty

I

52

ol

9

i

2023

-t

=
K

__An_

19


https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/resilience-analysis-framework.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://aws.amazon.com/what-is/foundation-models/
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https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://aws.amazon.com/what-is/machine-learning/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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