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helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update
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https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
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kubectl create namespace prometheus-agent-namespace
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
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## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. CI2 HHL 21245104 Prometheus MEHHE AAI8tL|Ct

« prometheus-chart-name2 Prometheus & Z|A 0|§2Z HiEL|CH

« prometheus-agent-namespace& Prometheus WA H O|A 9| O|ESE HFELICEH

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

Prometheus X|E 2

O|M| X|ZE 7t WorkSpaced| =&EIRSEE 2| = U&LICH X|EE HElste LRHAel B2
GrafanaQt &2 AMH|AE AFE35t04 X|EE 2I5t= JAL|Ct. o Mo M= Amazon Managed
GrafanaZ AF& 3104 Amazon Managed Service for PrometheusOlAM X|EE F2|5tE &S dols
L|CF.
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CHE S ([]) etel o7l = MEY AL 0|22 W0l CHE S & Z & SHK| OhM|2.

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-

west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret,Team=My-Team]
O] BH2 Ct3 O|o|E{E gtetgLct.
- workspacelIde O| ¥|3AH0|Ao| 1R IDRILICE O] IDE 7|3 SLct.
« arn2 0| 23 Am0|A 9] ARNRILICE
« statusE Y3 AHoO0|AQ| $4X AEHRILIC WorkSpaceE PHE X% o0f &= otOlE
CREATINGO| EL|C}
 kmsKeyArn2 WorkSpace CI|O|EHE &= 3l5t= O AFS El= T2 2E|1™ 7| JLCHXI™EE &3
).
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2. create-workspace BZO| CREATING & EHE BtetstH Ot BHE S U250 T A (O]
AT7L ZHIE BRE g = U&LICH my-workspace-idE create-workspace HHEO|
workspaceIdOi CHsH BHetEt gt 2 HbE LICE.

aws amp describe-workspace --workspace-id my-workspace-id
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https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/api/vl/remote_write
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AWS API
E N850 A3 |0|HE M52 AWS API

CreateScraper APl 242 Al835l04 2 A3 7|0|HE MAEL|C AWS API. CHS MMM =
us-west-2 2|™0|M ATEO|HE MMEHLICH AWS A, /T AHO|A, 2O & Amazon EKS
Z{AE MEE A& 2 "R T IDsA 3 o|Ho|| AF2E A2 K|S sHoF gLt
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Ct.
271 o|& 2| 7t8 VAol U= 27 ol& el MELS Z & olof & LICH.
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[e][]
rir

scrapeConfigurationt base642 213 Y El Prometheus T4 YAML Tt IL[CH,
GetDefaultScraperConflguratlon AP| R4S P90P04 HE T HS CIRECEE = UsU
Ct. scrapeConfiguration@| &4{of CHet AtAIEH HE = Scraper 74 AME HZESHAR

POST /scrapers HTTP/1.1

Content-Length: 415

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64

botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGrouplIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]

iy

"scrapeConfiguration": {
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"configurationBlob": <base64-encoded-blob>

AWS CLI
E A83dtod A3 0|HE 4 dste{s AWS CLI

create-scraper BHE2 AL&3t0{ AWS CLIZ AT 2|0|HE g LIC}. EFS oAl Mo MHE us-
west-2 2|0 A3 E0|HE MAIELICH AWS HHE, 13 AH 0|A, HOF I Amazon EKS 22

=2 ooHd

AE MEE XA 2 HFR D IDsA I 0| AFRE T H° K| Z2sHoF gfLCt.
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scrape-configuratione base64E 2132 E Prometheus 743 YAML Z+UILIC}H get-
o

=
default-scraper-configuration HdE2 Sl H& +HS CIREEE =

scrape-configuration@| 4|0l CHet AtAIEH HE = Scraper 74 MME HESHAM L.

aws amp create-scraper \
--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-

id:cluster/cluster-name', securityGrouplds=['sg-security-group-

id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \
--scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn="'arn:aws:aps:us-west-2:account-

id:workspace/ws-workspace-id'}"

CIE20M A8 E &= U= 23 80IH 2ol TA| SFULICH AWS API

- CreateScraper APl 242 At&301 AT E|0|HE MghLCt.

- ListScrapers API &4t 874 7|1& A3 20|HE LrdgtLct.
UpdateScraper APl 242 AI&3l04 A3 |0|T o HE, 714 == CHA
£ MNE35t0{ A3 B0|HE AMK|EFLICE.

DescribeScraper APl 242 At2st= A3 8| 0|mof CHE REM|8H L 2 &helstct,

DeleteScraper API ¢4
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"rules": [

"effect": "allow",
"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",
"configmaps"

1,

"verbs": [

"get",
"list",
"watch"
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"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",

"ingresses"

1,

"verbs": [
"get",
"list",
"watch"

]

},
{

"effect": "allow",

"apiGroups": [
"metrics.eks.amazonaws.com"

1,

"resources": [
"kcm/metrics",
"ksh/metrics"

1,

"verbs": [

"get"

]

I
{

"effect": "allow",

"nonResourceURLs": [
"/metrics"

1,

"verbs": [
nget"

]

}
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: aps-collector-role
rules:

- apiGroups: [""]

resources: ["nodes", "nodes/proxy", '"nodes/metrics", "services", "endpoints",
"pods", "ingresses", "configmaps"]
verbs: ["describe", "get", "list", "watch"]

- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses']
verbs: ["describe", "get", "list", "watch"]

- nonResourceURLs: ["/metrics"]
verbs: ["get"]

- apiGroups: ["metrics.eks.amazonaws.com"]
resources: ["kcm/metrics", "ksh/metrics"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: aps-collector-user-role-binding

=l

el 27| AL 30


https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html

Amazon Managed Service for Prometheus

subjects:
- kind: User

name: aps-collector-user

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole

name: aps-collector-role

apiGroup: rbac.authorization.k8s.io

2. ZEHAE|M CHE BES A>gLict
kubectl apply -f clusterrole-binding.yml

T Fe{AE dg Hteld & 7Eo] EELCH o] oM HE 0|§2E aps-collector-

=
role2 AFE5tD, AKXl O|E2Z aps-collector-users AFEhLICH.

3. CI= BH2 D7}t 2l A3z o|Ho] CHE HEE MSELICtscraper-id. 0| A3 8|0|HE O™
Mol HHEE A8 5o Mgst A3 80| LT

aws amp describe-scraper --scraper-id scraper-id

o

4. describe-scraper2| ZItoM CtEt 22 49| roleArng H&LICEH

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon20|0f CH3H CHE & 4l0| EKS%! 3FL|CFARN. C}2 CHAIO| A AFRE HHEFEI O] Al
ZEHARNGHOF B LICH CHS LICF.

o9t
[
£
1"
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arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id

0 £ £04{0|= ARNCI=21 Z+&LCt.

arn:aws:iam::111122223333:r0le/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

L

ChS1h Z ol 2fdstiof gLict.

arn:aws:iam::111122223333:r0le/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7
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eksctl create iamidentitymapping --cluster cluster-name --region region-id --

arn roleArn --username aps-collector-user

A

M AT AR

OlZ A 3™ A3 20|17} clusterrole-binding.yml ZF0{A{ A

g5tod FRIAEOl HMAE 4 aLiC

A3 0| 3H7| &l AR
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® Note
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ol Hot M0l EL MBELIC == &4 up-to-date HHE BZEE XAIS22 HMIsE AW

Cloudshell2 Al&tL|Ct.
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aws amp list-scrapers

ListScrapers7t AHO| 2 E A3 70|HE BrEtErLICH 0IE &

{
"scrapers": [
{

'scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",

"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/

AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931"
"status": {
"statusCode": "DELETING"
1Y
"createdAt": "2023-10-12T15:22:19.014000-07:00",
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"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

A3P0|HE AMM|SHEA™ ListScrapers 22 AM& 504 A A|5t2dE A3 BI0|TH 2| scraperIdE
3t2 C}S DeleteScraper X142 A& 38104 ALK& LICH

n
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E=8 A85toi TS 2 AWS CLIZE &Lt
aws amp delete-scraper --scraper-id scraperId

Scraper 74
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Amazon Managed Service for Prometheus0i| A GetDefaultScraperConfiguration &S AFS
§tod HE 7 IUS CIREEE £ UELICHAPI.
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https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DeleteScraper.html
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A320lHol 8 +=5t2{H UpdateScraper &2 A £+ U&LICH X|EQ| AA(M: CHE
Amazon EKS 2HAE)E YO|0IESHOF 5t A< A3 H0|HE AKIStD M AAZ CHA| MA3Hok
g LICH.

SEEEESE

£ Prometheus A4
I} XA

A 2 5tod A3 0| T4 Aol CHEt XF d et LHE
':c'ikl_‘ll -_r“é?% ’E.*ZFEMIIR. =2 7 M L <scrape_config> SM2 7H& Yetdo 2 TQt

AmazonEKS2 X|HE|lE RYUE MHHIAO|EE X[HElE RYUEH MH[A HM F4(<*_sd_config>)

2 elL|Ct<kubernetes_sd_config>.

B 8 Mo A =52 o3 Z4&Lch

* <global>

* <scrape_config>

« <static_config>

* <relabel_config>

* <metric_relabel_configs>

* <kubernetes_sd_config>
Ole{8t M Lol KB A2 ME T4 Th Fof LIELICt
CtE22 2380l k0] 30%E 2! ME YAML /8 T QIL|Ct o] MZ kube APl M X|E 2}

s
kube-controller-manager 2! kube-scheduler X|Z 01| CH$F X940 £& |04 U&LICH REMIEH LIS 2
Amazon EKS AF2 MEM 2| Prometheus 2410] Ao Qi 2A| X|E 71K 2 7|8 2 ESFIM2.

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/
https://docs.aws.amazon.com/eks/latest/userguide/view-raw-metrics.html#scheduler-controller-metrics
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authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
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target_label: _ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249
# Scheduler metrics
- job_name: 'ksh-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/ksh/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
# Controller Manager metrics
- job_name: 'kcm-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/kcm/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
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authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(@ Note

type: Bearer7Z} 7|2Zt0|2 2 MEFE = A&LICtH

A3dolH 7+ A sHZ

Amazon Managed Service for Prometheus =&7|= A2 X|EE AMstD A3 L ELICH K|
Bk Amazon Managed Service for Prometheus WorkSpace0l| ZA|E 242 Z of

= 89 oiEH EXME HEE + A&LII?
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up X|EE |88 =FLICt. Amazon Managed Service for Prometheus = Z!7|7} gt 748 2} o=
QlE| CHal Of XIEE AIS2Z MSELICt o] X|Zols =& 7| LM ¢ Mst= EXME siZ5HE O
L 20| &= Ml 7tX| & Ef7t }&LICH

- upO| EX5tX| kS - A= ZQIEOf CHEH up X|E 7} @l AR £T7|7H A= ZQIEE B2 £ IR
& olofghct.
A= ZQIEJ EXHECIT 3 Aete AR SRV|I7IJA=ZQIEE FX| RE £ = H I7tX| O|R 7t
A& LIt
. ATP0|Z 2AMS =Mk & 4 QaLIcH HME Mok & relabel_config $ &L
ct.
- AMoi role AFEEl=0l EX7t Q2 = USLICH

« Amazon EKS ZHAE{0| A VPC AF23l= AmazonO| DNS A5 E|X| o2 £ Qloo 2 £
717 AEXZQIEE X 2 &= UYU&LICH

Ol B A=ZRIEN CHEt curl BB E Y A8l 2 = UELICH ZEEZ(http EE= https),
ANEZQIE L= A8 SQ ZEQ Z 0| ME HET SHHEX| &0lg &= Q&LICH £t AEZQIE
7t R &8 200 SEH2Z SHSDT A1 Prometheus BAE 2 =X| &8 4 U&LICH OFX[EH2
2 SE EE2 58EE 2l 7|2t 2 + i&LICH (AWS HEI™ &7 ciEt MEt2 ChS
Mg BEFMR.)
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https://docs.aws.amazon.com/vpc/latest/userguide/AmazonDNS-concepts.html
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- upO| EX{Et 0L 2 B - upOl EXE L 02 CH 2™ X|E 7 Amazon Managed Service for
Prometheus2 & ELICH

Amazon Managed Service for Prometheus(5 = Amazon Managed Grafana®t 22 CHA|| CHAIEE)
oM SHE X|EE &1 U=X| =HQIFLICH curl2 CHA| AF835104 /metrics AEEZQIEO] A of &
CIOIEE &Qlg = USLICH 8t AT O|HY AEZQIE 5ot Z2 CHE SHT & Z0totX| A
EX|E &ZoIgLICH count(up)E AFHE510d up X|E +E QS ZM AFCHEEIE XX JAEE
RIE =8 =QlE &= JU&Lct
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Amazon Managed Service for Prometheust| M A3 5t= 2t & 228 A3 8|0|Holl= & 7+ X[ A[EHo]
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- 2™ -EKS 23AH, #2l8 238 0|5 2! Amazon Managed Service for Prometheus &3 A O]
AE BF S8 AWS 2|™of| QJoqof gLCt.

- A -EKS E2AH, #2I™ 2320/7 2 Amazon Managed Service for Prometheus $ 3 AH| O]
A BF SYUEO| oo ELICH AWS AHIH.
7:

« E7|-AHEEZ 2|HE = 107H2] Amazon Managed Service for Prometheus 23 2|0|ITHE &
o
T

« X|E 8E -8 /metrics AEZQIE @FHo| SH EF2 50MH|7IHIO|E(MB)E ZutE = l&L
Ct

« ATPO|HE AMEZQIE - A3 P 0|IE X|CH 30,0007He| AEZQIEE AT E £ &LICt

o« AOPHE 7t - AR O|H MM E ATHE 7242 30% O|Bte 2 X|& e 4 g Lct.

Prometheus &8t X|E 2t FIL|7I?

Amazon Managed Service for Prometheus0i| A At&3t7| 2|8l o Z2[7| oMzt Rl Eloi| A
Prometheus X|E & A3 eiZE52{™ Prometheus & /metrics A= EZ QI E 0 A Prometheus &
gt X|EE HEstod SNt o &L XHA| X|EE F3E = UK BEA| 2™ Ee= gLt
Kubernetes(Amazon EZ & EKS) & 7|E} Bf2 2t0|EE{2[et MH|A &= o|2{Et XIEE &Y FHELICt
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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Amazon?| X|EE Prometheus £ AIEXZQIEZ EKS LHELHZ Amazon Managed Service for
Prometheus =& 7|0l M 1S X|EE XP%QE AT OlEHE &= &LICt

AHME MEE 2o XS EASHAIL.

« X|EZ Prometheus X|EZ LHELiE 7|Z 2lol=22{2] & MH|A0f Cist XtAMIEH LHE 2 Prometheus
MyMo| LHZL7| U S8 8 AXAL.

« At& 2 E0{ A Prometheus 28 X|EE LHELHE 2ol CHEE REAMIEH LI 2 Prometheus AE A2
LHE LY 7| A e 2R EHMIL.

« Amazon EKS 2HAE0|M X|EE XIS22Z 2378 0|Z 35 =5 Amazon Managed Service for
Prometheus =&7|& MH5l= Lo CHet AtM[E LIS 2 MM E EZSHMRLAWS EE2E =7
ALE.

02 EEE £ 3
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0| MMoi= Prometheus ¥4 AA7|& AL 3t0{ Amazon Managed Service for Prometheus2 X|E &
Hiffle AN +=E&7|18 M504 C|0|HE +Este Yo cHet W27t 27 E|of U&LICH.
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« AWS Distro for OpenTelemetry(ADOT) - ADOTE & 75| X|HE|0H st T2 EHMo]| HEZ A
2% £ Q= OpenTelemetry2| @ E AA HIZEHSZ OO|MET X|EE £ EE £+ UAH Eoich
ADOTE AI83l X|EE +=%l35l04 Amazon Managed Service for Prometheus WorkSpaceE Hdl
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https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
https://aws.amazon.com/otel/
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« Prometheus QIAEAAE £Z|7|2 AR
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Amazon Managed Service for Prometheus&= X|E &% = ol 20| &l= 4He M3

Ct.

Amazon Managed Service for Prometheus0|A{ AWS PrivateLink AF&

Amazon Managed Service for Prometheus£ X|EE +&ot= U ERI EiE2 HEE QIE <
CEXQIEE &3l == AWS PrivateLink& S3ll VPC =X QIE0| o5 +=&E £ JU&LICH AWS

PrivateLink& AFE35tH VPCo| HIERT EelEE HEE! QIEHAE HXIX| 22 AWS HER|3 Liof

M B3 & £+ Q&LIC Amazon Managed Service for Prometheus® AWS PrivateLink VPC ¢ = Z Q|
MMste{™ QIE{H 0|A VPC A E X Q1E 0d A Amazon Managed Service for Prometheus AHS Al
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AWS Identity and Access Management(IAM)= AWS 2| A0 CHEE AL Xt HMAE OFGHA| |04
g = UA X[H5tE & MHIAJLICH IAME AFE5H04 E|AAE ASSHEE QISR U HEt £
of(HEt US)E CHAE AMoErLiCt Amazon Managed Service for Prometheus= IAMI} S 8|04 O
0|E+§ OL™MSHAH & XIst= Ol =20 ELICk. Amazon Managed Service for PrometheusS A [
£ Prometheus MO X|EE £ &5t Grafana MH7F Amazon Managed Service for Prometheus
WorkSpaceOI MEE XEE HEIE = ULS st E 7HX| 1AM Fg S 5ok gLt IAMo]| CHEt
REA[EH LHE 2 IAMO|EH? MME HASIAR

Amazon Managed Service for Prometheus& & 5t= Ol =&0| &[= & CHE AWS 2ot 7|52
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S HEE FIste Z2MAJLICH 2ot 9|3 EH—'?'——'?'—_O_ AWS RH2 AMA 7| 1Dt HIY HA|
7|12 FHE HMA 7|2 MBSHOF gfLICH O] & 7|= YEtMHo 2 ot x4 ZHo|z2tn giLCh.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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HE AHELICE ADOT Collectorof CHet AFA[EH LH& 2 AWS Distro for OpenTelemetryE & Z 5t
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Ct2 FAo M= R|E7F Amazon EKS, Amazon ECS EE= Amazon EC2 QIAEAN|AM LI E K| 048
of (h2F ADOTE X|EQ| =&7|2 MHYsl= M 7HX| e MHEELICEH
=A

« Amazon Elastic Kubernetes Service 22{AE{0{| A AWS Distro for OpenTelemetryE AL&35t0{ X|E
T MY

« AWS Distro for Open TelemetryE AF&3+04 Amazon ECSOHIAM Q| X|E +F| M™

o Y73 MT|E A28 Amazon EC2 QIAEIAO|MO| X|E =T MH
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Amazon Elastic Kubernetes Service 2 {AE{0|A{ AWS Distro for OpenTelemetryS At
&35to4 X|E =& Y

AWS Distor for OpenTeIemetry(ADOT) CollectorE AHE 35104 Prometheus 7|5 OHZ 2|7 0| M0{| A X|
E ~3eigstn Y X|EE Amazon Managed Service for Prometheus 2 T& & 4 Ql&LICH

(® Note

ADOT Collector0i| CHEF REM|EH L& = AWS Distro for OpenTelemetryE & X 5HAMIR.
Prometheus 7|Z& O Z2|71|0|440i| CHE AFAIE LI Prometheus £ &t X|EEF T2
MMS & T5H L.

ADOTE Ar835t04 Prometheus X|E & +=&& = Prometheus Receiver, Prometheus Remote Write
Exporter 2! Sigv4 Authentication Extension2| M| 7FX| OpenTelemetry 4 2 A7 AFEEILICH

7|Z Prometheus 742 At&35t04 AMH|A AM U X[E AFEE =SS Prometheus Receiver

£ FMHE £+ AU&LICE Prometheus Receiver= Prometheus EA| @Alo 2 X|EE A3 eEELICH
A3eiEsiede 2 E ol E2FH0|M == AE X QIE = Prometheus 22+0|1E EIO|EEHEIZ T4 5H
oF & LICt. Prometheus Receiver= Prometheus A& A 2| F440f MHEEl Prometheus 23 2HE & 2|
Ol AMXIEd +Mo| A MEE X[HELICH 0[2{8t F£4d2 ADOT Collector T80 & 204 E2 +
A& LC.

Prometheus Remote Write Exporter= remote_write IEZQIEE AI85loi AFEEE X|EE &
2| & g Amo|lAZ EHLICH CIO|E{ LHELHZ|of CHEH HTTP 42 EoH OIS E QstAWS =2

ADOT Collector 41


https://aws.amazon.com/otel/
https://aws.amazon.com/otel/
https://prometheus.io/docs/prometheus/latest/configuration/configuration/
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E 22l AWS SigV4E MHE|0 Sigv4 Authentication Extension2 Sl AHELICH REME LIS S M
|:|:| IZHK'I 4 A_|E|=| _U.EA-”AE x|-7<°|-k||0

£ ZE|7|= Amazon EKS0I| A Prometheus X|E AEZQIEE A5 2 MG
<kubernetes_sd_config>0l| Q= T &E 2 AFSELICEH

ClS o2 = Amazon Elastic Kubernetes Service EE = AHA|| & 2|& KubernetesE A5l 2
oM At E|= Of2{8t 49| of| LICt. O EHAHIE s=5tEd™ 7|2 AWS E ot @l A
M 2 MOo| AWS Xt74 Z30| Qlo{oF BFL|CH AFMIBH LIS AWS SDK for Go A2 &= 35HM|L. O]
HZoME Z2MA0| S8 EHAEON AL ME HS AFSELICH MZ H2 Prometheus 22}0|
HE BtO|EEE|IXME /metrics HEZQIE O] A XIE% CEFLICH
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ADOT Collector= X|EE A3 5D LHEH [ O] H& S AFRELICEH

CI2o 2 ME| HME MR LICE. hitps://console.aws.amazon.com/iam/0| A IAM 2& & 4L}

= —
212 Bt FolMq AE S MEHSI T 1EHA 0 BHE amp-iamproxy-ingest-role2 & & LTt
El
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[

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
https://console.aws.amazon.com/iam/home

oidc.eks.region.amazonaws.com/id/openid:sub"
system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"
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L

}

}

}

]

}
6. et RS MEIStT CHE Mot HAo| Jehof Ao U=X| ElErct
{
"Version": "2012-10-17"
"Statement": [
{
"Effect": "Allow",

"Action":
"aps:RemoteWrite",
aps:GetSeries",

"aps:GetLabels",
aps:GetMetricMetadata

nin

1,
"Resource
}
1
}
Prometheus X|E =% & M35}
® Note
Amazon EKSOM HIZAHO|AE 45t alertmanager & = E LHELHZ|7} 7|
H| & A45HE]L|C}.
2| AE{0| M Prometheus $=Zl2 & 4435} 5t2{H
MZ Mg T35t SHA|ELCt
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cd ./sample-apps/prometheus-sample-app
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https://github.com/aws-observability/aws-otel-community
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docker build . -t prometheus-sample-app:latest

2. Amazon ECR EE= DockerHub2t Z 2 dIX|AEEZ|of O] O|0|X|E F AlEFLICH

3. O] Kubernetes T2 SAtstD 2504 FE{AE 0| ME S BHEELICH prometheus-
sample-app.yaml Zt20oiM {{PUBLIC_SAMPLE_APP_IMAGE}}E CHAl|5t04 O|OIX|E &2 F
Algt o|O|X|2 @ E LI

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

4. THE B2 Ystod MB AO| AISFEIE K| ZQIFLICH B £210| NAME Lo

prometheus-sample-appO| EA|ELICH

kubectl get all -n aoc-prometheus-pipeline-demo

5. ADOT Collector®| 7|2 QIAEAE A|ZFEFLICt O|Z A dt2{™ HA] ChS BH2 235101 ADOT
Collector@| Kubernetes 42 Zo{3L|C}.

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

O™ Chg, "E3 ot TS0 Amazon Managed Service for Prometheus $/ 3 AH 0| A0

CHEt remote_write QIEZQIEE YOUR_ENDPOINTZ Ht# 11 2|ME YOUR_REGIONS 2 HiE L
Ct 3 Amo|A T HEE & QlE | Amazon Managed Service for Prometheus 2£ 01 E A|
Z|= remote_write AIEXZQIEE AL EFLICEH

L8t Kubernetes A 2| MH|A HH MMof /= YOUR_ACCOUNT_IDE AWS H ™ IDZ HZ35H
OF &rLC}H.

O] ofA|oi A ADOT Collector 42 FM(scrape=true)2 AIE5I0{ AT EHEE CHA A= Z O
EE g2{ELICt O|E S35l ADOT Collector= MEZ H A=EZQIEE E{AE{Q| kube-system ¢l
CEQIEQ} FHE = &LICH CHE ME HS A3eiEsted= 4= dlo|E AXIH FofM ol

AE MAHY + U&LICH

6. LCI= WS 2245104 ADOT CollectorS HiZ &HL|C}.

kubectl apply -f prometheus-daemonset.yaml
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7. ChE HHES 22335104 ADOT Collector7t A|ZHE|A= K| 2 QIR LICEH NAMESPACE €0 M adot-

kubectl get pods -n adot-col

oII

8. ZEZHLIELH7|E AF83Ftod oo

|ZetRlo| 2 Sst=X| &lgLict ol HES2 27 LHELHZ (2t
o|0| S&Elo{ QJ&LICH ChE BH

g QlzEtLict

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

HE HoM A3 EiEE x| & F = oS o2t Z&LCh

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0
Timestamp: 1606511460471000000
Value: 0.000000

9. Amazon Managed Service for Prometheus7t X|E& +AMMEX| HIAESIZ{™ awscurl2 AFS
éruq O =7 & AL85tH AWS Sigv4 15 E AL85t0d BBES S HTTP LS 2 =+ ?
2 2 Amazon Managed Service for PrometheusH| A #2|5t7| /8 SHIE 80| Q= AWS

Hotolzsg 22 MGl of gLIC awscurl Ax|oi CHEF X|&2 awscurl2 & X5HA|2.

CH2 B30 A AMP_REGIONZ} AMP_ENDPOINTE AM&X}2| Amazon Managed Service for
Prometheus WorkSpace0| CH8t HE 2 HIEL|C}.

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1/query?
query=adot_test_gauged"
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{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"13}1}}

SHOE X|E7I £ AIE|H Tjo|Z 2Rl MMO| dSHO R R E[UT X[E 7 ME HoflA
Amazon Managed Service for Prometheus2 43X 2 MUl RS S o|O|EfLch.

SI=
ol Hl2E XMa|stedH e Haje oladstL o).

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

A=k

Prometheus Receiver= Prometheus AEAM 2| 7 4J0f dEBEl Prometheus A3 2HE L &i[0|8 RH K|
FMo| MA MEE x|&EL|Ct o|z8t +42 ADOT Collector #4301l 21 04 22 £ l&LC}.

Prometheus Receiverl| FA40E MHH|A ZHAM A3EHE M 2l flo|g AKX FA40| =EEL|CE

47| Fd2 ths Z&Lich

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

CHE 2 ol &Lt

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:

- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:

- role: endpoints
tls_config:
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ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

7|& Prometheus 7t80| U= B 2/0| &3 HZE HIFX| A5 § ZAHE $$2 HE ok &
L|C}. *O| 242 relabel_configurations2| CHA| {0l £ SR & LICH & E0{ CtS 1t Z 0|

relabel_configuration@ 2 A|%5t= B2

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23${3}
target_label: _ param_target

Ct=1k 2ol ot

relabel_configs:
- source_labels:
[_ _meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter 2! Sigv4 Authentication Extension

Prometheus Remote Write Exporter2t Sigv4 Authentication Extension2| 7432 Prometheus
Receiver2Ct ZHEFENLICE ool 2tRlol Of EHA|o| M= o|O| X| &7} =& E[RS M O] L|0|EE
Amazon Managed Service for Prometheus2 L2 & &H|7} EIA&LICH. Amazon Managed Service
for Prometheus®t S 415t 7| @8t SRl FHo| x4 2F A2 CHE of|A|of L2t 24&LICH.

extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"
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ol #82 7|2 AWS Rt 5 #|Qle| AWS Et QIE S APQ;P 1 AWS SigV40|l M MHEBE HTTPS
HE 2L RHMIE LH&2 AWS SDK for Go 748 MME R Z M. MHIAE apsZE X|H5Hof

o H
5 o
It
o

{l 2t7|210| ADOT Collector= 7|& AWS E0t OIF A Qlof| LIFE S M & stLtol| HAMAE
010k gFLIC}. Sigv4 Authentication Extension2 AWS SDK for GoOll &|&35tH O|E AF&35to4 2ot
X1 QB ErLICE o2& E ot 2150l Amazon Managed Service for Prometheus0d| CH &t
| HEto| U=%| = elsfoF g LCt

;S

Mo ro 4> £
N O »
[

AWS Distro for Open TelemetryE AF& 3104 Amazon ECSHA{S| X|E & M

O] AlMoi| A= AWS Distro for Open Telemetry(ADOT)E AH& 5104 Amazon Elastic Container
Service(Amazon ECS)0|A X|EZE Z 211 0|& Amazon Managed Service for Prometheusoll == Z!5t
£ geig MEELICH =8 Amazon Managed GrafanaOllM X|EE AlZtetsts YT MYEEL|CH

/A Important

AlIEHet7| Mol 7|2 Md&o| 28 E AWS Fargate 22{AE{2| Amazon ECS & 73, Amazon
Managed Service for Prometheus 3 A 0|4, Amazon Managed Grafana {3 AT 0|4
7} Qlodof gLt ZE|o|L 3 2=, Amazon Managed Service for Prometheus, Amazon
Managed Grafana0il CHaH| & & QICtT 7H-gfLCt

REMIEF LIS 2 oS 238

l]>|'

FRSHAAIL.

- 7|8 d™0o| M El Fargate E2{AE{0 M Amazon ECS 832 MMs5t= &igdof cist RMIE LI
2 Amazon ECS 7HY Rt etLHM | 2E{AH M S FESA L.

« Amazon Managed Service for Prometheus T AHO|AE M 5t= Yo CHE AFAIEH LIS
Amazon Managed Service for Prometheus At& HAEMO|M KT AHO|A M S FZSHAMR.

« Amazon Managed Grafana ¥ A 0[AE /5= Yo CHEF AtAIEH LHE 2 Amazon

Managed Grafana A& MBEMOM I AL O[A HHS HESML.

1CHA|: AF2 XF X|Z ADOT Collector Z1E 0|4 o|O|X| & 9|

CIS 74 ot g "HESIoZ AF835tod TR 8 ADOT Collector Z4E{|0|L 0|O|X|E & ol&FL|Ct.
my-remote-URL & my-regiong ZtZf endpoint & region Zt2Z HIEL|CH 7A€ adot-
config.yaml|O|2t= Tt dof| KF & LICt.
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https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
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https://docs.aws.amazon.com/grafana/latest/userguide/AMG-create-workspace.html
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® Note
Ol FEHME sigvsauth EHE T2 3} E A& 5104 Amazon Managed Service for
PrometheusOl| CHEt E &2 9IS & LICt sigvsauth 40l CHEF XEAIEH LIS 2 GitHub 2l
Authenticator - Sigv4& &

B
Q'I_l
x
kO

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigv4auth
logging:
loglevel: info
extensions:
health_check:
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pprof:

endpoint: :1888
zpages:

endpoint: :55679
sigv4auth:

region: my-region
service: aps
service:
extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]
metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

2EHA|: ADOT Collector Z1E|0|L4 O|O|X|E Amazon ECR ZIEZX|E 2|01 FA|

Dockerfile2 AF&35t0{ Z4El|0|L O|0O|X|& 4+d35t1 Amazon Elastic Container Registry(ECR) 2| Z X|
Eg|oi| FAIELICH

1. Dockerfileg 2=35t04 ZIE{|O|L4 O|O|X|& | AtSt1 OTEL =74 o|O|X[oi| F7}&HL|Ct.

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. Amazon ECR EB|ZX|E2|E MAISL|C}.

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. ol olOlx|E Y& ELIC

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .
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® Note
07| M ZE|o|L{7F A#E EZEn SUst 0l ZEl|o[L{E WSttt 7H-EELICt
J%X| 2 < o|0|X[& EHEE™ M --platform L2tO|E{E AFE3SHoF & = JU&LICH.

4. Amazon ECR 2|ZX|E2|o| 2Ol LIt my-regionS region gt 2 HbELICH,

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. Zdelold o|OlX|& FAIELICH

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

3Et7A|: Amazon Managed Service for Prometheus& A3 2| E & Amazon ECS EfA 3 9| A/

Amazon Managed Service for PrometheusE A 3 2|2 & Amazon ECS E{A 3T &Oo|E MAIstL|C} Ef
A3 ool 0|£0| adot-collector®! ZiE{0|L42} O|E 0| prometheus@! Z4E| 0|17} ZE & E|0

OF LICt prometheusE X|EE M3t adot-collectore prometheusE A3 EE LICH.

(® Note

Amazon Managed Service for Prometheus= AMH|AZE M E[H ZHO[L{HIM X EE =&
ghLICt o] B ZHE0|L{E PrometheusE ZZ0i A 00|ME REZ Aldlstod 2L X|EE
Amazon Managed Service for Prometheus 2 ™&ELICH

oflAl: &= HO|

22 EfAT Mo|o| Y2 Hod T= of A|QULICE O XS HIZESIoZ AFR3504 AFAl| EfA T
HolE MME & A&LICH adot-collector® image #t2 ElZX|E2| URL 2 O|0|X| Ef2

($COLLECTOR_REPOSITORY:ecs)Z HIELICH adot-collector & prometheus®| region gt2
region ZfS 2 HiELICEH
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"family": "adot-prom",

"networkMode": "awsvpc",

"containerDefinitions": [

{

"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {

"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
1,
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

AELA|: Amazon Managed Service for PrometheusOfl HMAE £ Q= ] Mt £ 04

A3 2 & El X|EE Amazon Managed Service for Prometheus2 £ L2428 Amazon ECS EfA 30|

AWS API g 3 EE + e SHHE HEH0l [lofok EfLICH EfAF 0l CHEH IAM HE S Hdstn
Al

0| e4&oll AmazonPrometheusRemoteWriteAccess MM ¢iZsHoF gLICH O] g2 HMHstn
YA AZGStE Yol CHEt REMIEH LHE 2 EfA 301 CHEL IAM 8 B A HE2 HASAML.

ADOT Collector 52


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role
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AmazonPrometheusRemoteWriteAccessS IAM 2&ho] Q461 sliE W& 2 EfA T 0] AL 5HH
Amazon ECSO|M A3 & $H X|EE Amazon Managed Service for Prometheus2 E& 4 A &LICH

5EHAHl: Amazon Managed Grafana®ll M X|E A|Zts}

/A Important

AlEHSE7] 70d Amazon ECS EfA 3 9|0 M Fargate EfA T
™ Amazon Managed Service for PrometheusOilAM X|EE AIEE £ gi&aLICH

1]
>
0%
gI:'
o
1o
C
0
L
1
>
ro
0

1. Amazon Managed Grafana 3 A 0|A 9| B A Z0i| A AWS O}O|Z of2lof = TIo|E 22 E
MEfEhL|CH
2. OlO|E &4 9| MH|AM|AM Amazon Managed Service for Prometheus& MEStD 7|E 2™ 2

MEFEFLICE.

3. OO &AA FIHE MEEHLICE
4. ecs 2 prometheus HFALE AFE5to{ X|EE 2|5t & QlgLICt
A M7|E AHEEF Amazon EC2 QIABIANMO| X|E =7 HH

0| MM0f| A= Amazon Elastic Compute Cloud(Amazon EC2) QIAEIA M H
MHE Adsts WHS MYELICH GoZ M E I ofZ2|7H0|MofAM X|E
Managed Service for Prometheus I AHO|AZ ELiE= W2 MHEELICH

7|2 Prometheus
x|

M
E %8t & Amazon

MH =7

/A Important

A|ZF5t7| Zoi| Prometheus v2.26 0|42 A x|5H0F & LICt. Prometheus, Amazon EC2 2!
Amazon Managed Service for Prometheus0i| CH3H & &1 CtD 78 g LTt Prometheus A
x| ghedol CHEE RFMIEH LHE 2 Prometheus B AFOIE O A|Z5HT|E &R SHAIL.

aQ
rlo
oy
40
2
Rl
inl
ajo
1z
gl
mjo

Amazon EC2 £ Amazon Managed Service for Prometheus0ll %3} x| ©
o= Aol E&LCH.

« Amazon Elastic Compute CloudZt?
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https://prometheus.io/docs/prometheus/latest/getting_started/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
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« Amazon Managed Service for PrometheusZt?

Amazon EC22]| IAM & M

XEE AER|YstE{H HX| AWS EE2|- H& AmazonPrometheusRemoteWriteAccess& A& 5104
IAM °"§*% Asok LICH 27 Chg, g at &M QUAHAE AIZetT X|EE Amazon Managed
Service for Prometheus WorkSpace2 AE 2| & = Q& LILCH.

1. https://console.aws.amazon.com/iam/0l A IAM 2& 2 iL|C},
El

2. EI-AH KI'O‘HA‘l o452 A{EHS (E!%EI- gg% AI_-| H

1o
-
n

— |
3. MEE + U AEE| RZBoIM AWS MHIAE M=

1I°I'

FLICH AFE ALEH2 EC28 ME4ELICE CF

4. Z4M Zof AmazonPrometheusRemoteWriteAccessE QU248 L|Ct. 242K
7

o]
o
AmazonPrometheusRemoteWriteAccessE MEHSH CI S, M= 44 S ME4SILICH C}S: EfOE

Amazon EC2 QIAEIA A|EHS17|

Amazon EC2 QIAEIAE A|EF5HE4H Linux 2IAEIAE Amazon Elastic Compute Cloud AHE A4 A
ol A QIARIA A[ZO| X|EE [MEMR.

package main

import (

"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"
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func main() {
http.Handle("/metrics", promhttp.Handlex())

http.ListenAndServe(":8000", nil)

}
ChS BE S ddstod SHE &S HRIELICH

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

o2 oiZc2|7oldE A=-TLICEH
go run main.go

Gl o Z2[7H0]| M2 ZE 800001 A A=l |0{0F 5tH =& El &2 E Prometheus X|EE EAIEfL

CH CHE2 ole{Et IE__I o 2JLCh.

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge
process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge
process_resident_memory_bytes 1.0657792e+07# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge
process_start_time_seconds 1.61131955899e+09# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+08# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge
process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter
promhttp_metric_handler_requests_total{code="200"} 1
promhttp_metric_handler_requests_total{code="500"} 0
promhttp_metric_handler_requests_total{code="503"} 0
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Amazon Managed Service for Prometheus WorkSpace 243

Amazon Managed Service for Prometheus WorkSpace & ‘4335218 Amazon Managed Service for
Prometheus AF& AHAMOIAM WorkSpace 2439| X| &S 2 XM 2.

Prometheus AMH{ &%

1. CFS oAl YAML Tt E BEIESIS 2 AL 3504 prometheus.yamlO|2t= A IS MAFHLICH,
url®| B my-regione BI™ g2 2 HHH 1 my-workspace-id& Amazon Managed Service
for PrometheusH| A 448t 23 AHO|A IDE HFELICH region8| B my-regions 2™ 4t
O Z HfEL|ct.

of|X|: YAML Tt

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:
url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500
sigv4:
region: my-region

2. Prometheus MHHE Alsistod o2 off Z2|7i0|M 2| X|EE Amazon Managed Service for
Prometheus {3 AHO|AR ™&ELIC.

prometheus --config.file=prometheus.yaml
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O|X| Prometheus AME{7t C|= o £ 2|#| 0| M 2| X|EE Amazon Managed Service for Prometheus
WorkSpaceZ T&gHL|Ct.

Prometheus QIAEAE £Z7|2 AIS

ol 0| ME 2 = (Prometheus 00| E 2T g0l A E[E= Prometheus QIAEAE AFE510d X
A 324 E 35t Amazon Managed Service for Prometheus Workspace2 2 = Q& LICH.

CHE FAoME oo|ME =0 AZE|= Prometheus QIAEAE X|E £%|7|2 MHGE Ch
gt S MEeLC
/A Warning

Prometheus OI|0|EE e M SHE of0|MEQ| 4 X & X| E[o CHEH U2 AHEXE
olAH U&LICt 20t 7|52 &4d5135104 Prometheus 23 80| AIEXZQIEE & QIE{H0f
L EAZIX| O,

SUs X|E MEE 2ZLIE{R5H= 048] Prometheus QIARAE MMt D 1718 MHE I8 Amazon

Managed Service for Prometheus =2 WorkSpaceZ M&st= 49 55 A7HE Aok & LCt

5 MHE MYst= EHAE MEX| &2 Amazon Managed Service for Prometheus2 M&E 2
= Olo|H ME (55 ME Z&hol izt 2F 0| RatELIct &5 A7 Ao cigt X|&2 Amazon
Managed Service for Prometheus2 MEE 1718 M X|E 55 A7 MME HEFHAM L.

=X
¢ HelIm2 AF23504 M Prometheus AEH{O|AM £=F X
« EC22| Kubernetesol /= 7|& Prometheus AMB{0i Q] £=Z] A%

=H =
« Fargate®| KubernetesOll = 7|&E Prometheus ME{OIA{o] =Z MY

Helm& AF2 3104 A Prometheus MBI =% A™

O MMo| x|&& S8l Amazon Managed Service for PrometheusE it 27| A|&f5tD A-E =
&LICH. Amazon EKS Z2{AE{0| | Prometheus ME{E M&SIH M HHE 7|12 A4S AIE510d
Amazon Managed Service for Prometheus 2 X|EE & ELICH O] YOl AP =7 |'
LICH

F_n_
rlo
n
Ojo
=l

« M Prometheus M7} X|E & £=Z&& Amazon EKS Zc{AE{7} Qlo{of & L|C}.
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« Amazon EKS Z2HAE{0| Amazon EBS CSI E2t0|{7} A x|&E[0{ !0{0F & LICHHelmoAM

).

« Helm CLI 3.0 O|& 2 AtE35loF &L|Ct.
o CI= MIMO| BHHIE £&6t2{™ Linux EE= macOS AFE{E A28l oF gLt

1EHA: M Xt E Helm Z2|ZX|E2| F7}

M X E Helm 2|ZX|E2IE F7I5I24H CHE HHS L=AFLICt o|2{8t WA of CHEE RHM[EH LHE =2
Helm 2| ZX|E2E & ZXsHM2.

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

2EHA|: Prometheus LA H O] A A A

Cl2 B2 12986104 Prometheus At 2! 7|EF ZLIE{R! 7144 2 A 01 CHEF Prometheus WA TH O]
AE MEFLICH prometheus-namespaceE O HIYAH O|AN AL E O|§2 2 HHELIC

kubectl create namespace prometheus-namespace

3CHA|: MH|A AHZo| IAM @38t AX

EM3tste 222 2o CHai A= Prometheus AMB{7F A8 E|E= Amazon EKS 2{AE|M MHH|A

[=) =
AlEoll Cher IAM g2 ArSsifok BfLICH.

MH|A Aol CHet IAM Q&S AF2E A2 IAM &2 Kubernetes MH|A H|&of 9d28E 4= USL
{10

Ct Ol H| ot O] AMH|A 7

HEt2 MSE = U&LICH RHM[EH LHE 2 MH|A Aol CHEH IAM G482 A ZFHM(2.
O|2qEF &t o} & MXSIK| &t 2 AL Amazon EKS 2HAES| X|E £ZE & 8t MH|A 4 M
Ho| x|Eof| el g S dHMR. sHE Mol X|Eo|= eksctlS ALSsHok & LICH RtAIEH LHE
2 Amazon Elastic Kubernetes Service A%l - eksctlE & X SHM|2.

(® Note

EKS EE= AWSE AE5HX| fo HMA 7|9 HIY 7|2 AH& 5104 Amazon Managed
Service for Prometheus®| M| ASH= Z< 0= EKS-IAM-ROLE 7|8t SigV4& AL = o
&Lch.

ME o] MHIA AHEE A8dtE ZE ZE0i /= ZE|o|LHo] AwS

Prometheus =& 7|
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ATHA|: M M A 2l X|E £F AlZ

=~

Amazon Managed Service for Prometheus 2 ZAH O|AZ X|EE ME 5= M Prometheus AHHHE
Mx|5le{H CHS BAHIE W2Ae.

M Prometheus AMHE 44 %|5t04 Amazon Managed Service for Prometheus I AHO|AZ X|EE
HiHe{H

e

E7|1E AH83l04 Ot LIS X &35t= my_prometheus_values_yamlO|2tE TS
L|C}.

0x IO
ox |>
oo |m

« IAM_PROXY_PROMETHEUS_ROLE_ARNE Amazon EKS EHAE Q| X|E £EIE I8t MH|A
odgl A0 M Bt amp-iamproxy-inges-role2| ARNS 2 HbE L|C}H

« WORKSPACE_IDE Amazon Managed Service for Prometheus 2|3 A 0|A 9| IDE HFELICEH
« REGIONS Amazon Managed Service for Prometheus /3 AH0|A Q| E|H S Z HFEL|CEH

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:

eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:

remoteWrite:

- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigv4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. CI= B 2245104 Prometheus MEHE MAIEHL|CT.

« prometheus-chart-nameg Prometheus & 2|4 O|§ 22 HbELICH

« prometheus-namespaceZ Prometheus &AM O|A Q| O|§2Z HFEL|CH
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helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

@ Note

04 7} K| WHO 2 helm install WS A2 A} X|HE £ Ql&LICH AFMIEH LIS
Helm A& A2 Helm A x| & & X SHAIL.

EC22| Kubernetes0l /= 7|& Prometheus AE{O| S| =& M7

Amazon Managed Service for Prometheus= Amazon EKSE A& 3= 2{AE{2F Amazon EC20{AM
A™E|E= KHA| 22/ Kubernetes 22{AE{2| Prometheus MO X|E = Elg X|IELICH Of MM
O] M8 X|E2 Amazon EKS Z2{AE{2| Prometheus A{HHE I8 ZdILICH Amazon EC29| Rb&i| &
2|3 Kubernetes 2E{AE{Q| Z42 MH|A Kol OIDC 22X L IAM &S =™ MAdsf{of strte

Mg Melstn =& MY BAHE sUELICH
o| MMo| X|&of| M= HelmE Kubernetes IH 7| K| #E2|XI 2 At EFL|C}H

|

o 1A MH|A Ao IAM 238t A%

« 2EHA|: HelmE& AF&3104 7|& Prometheus A &418)0|=

L

1B MH|A Aol IAM 4F A

EAM3tste 22 YHof CHs A= Prometheus A7t A& E[= Amazon EKS A E{0|A AMH[A
HEol CHet IAM & 2 AtEstof 2FLICt o238t HE S MH|A JEolZtnE §LICh.

MH|A QdEt 2 AI25HH IAM 2382 Kubernetes MH|A A Zof o428 4 Q& LICH o= A 5tH O]
MH|A A™EoME o] MHIA AXME A5t RE T o Q= Z4H|0|L{ofl AWS HEt2 MZ2E 4
Q& LIt REMIEH LIS MHIA AZ ol CHEF IAM dgtg R T stM 2.

Ol2{Et oigrg of &l A s}X| 22 HS Amazon EKS 22IAE(Q| K| E £ E2 9l MulA o8 &
xio| XIZof Ifet e HHsHL.
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2EHAl: Helm2 A& 5104 7|& Prometheus MH 480 |=

£ Prometheus AE{7} Amazon Managed Service for Prometheus WorkSpaceo| &
71 +¥E = JULE 2IEstD HEtE F045 7] et ®E A 7| U sigv4 M Y 0| ZF (0]
Prometheus HH71 2.26.0 0|4 AtS
7% 2.26.0 0|4t 2| Prometheus A{E O|O|X|0f A Rt E HelmE At dt= B2 OIS BHE MEAM L.

% E Helm2 A2 3104 Prometheus AU &Z4 M7 |E MF

P

u

2

]

o

1. Helm T4 TtUof| M &173 M| MM S A

o o

el
£

|CF.

« ${IAM_PROXY_PROMETHEUS_ROLE_ARN}Z 1Et7|: MH|A Aol IAM 235 HEoflA M
gt amp-iamproxy-ingest-role2| ARNS 2 HtEL|Ct AFE ARNS| B A2 arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role®lL|C}.

« ${WORKSPACE_ID}£ Amazon Managed Service for Prometheus WorkSpace IDZ H} & L|C}.

« ${REGION}2 Amazon Managed Service for Prometheus WorkSpace?2| 2|7(0i|: us-west-2)
O 2 HfEL|C}.

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/

prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##t

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN?}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500
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2. Helm2 Al23t04 7|Z& Prometheus MH F#+44€ dOl|o|EgFL|Ct.

 prometheus-chart-name2 Prometheus & Z|A O|§2Z HFELIC

* prometheus-namespace& Prometheus A7} AX|E Kubernetes YA M| O|AZ HHEL
CH.

- my_prometheus_values_yaml2 Helm 7 ol ZZ2 =2 Hi&L|CH.

« current_helm_chart_version2 Prometheus At X E Helm2| $4A| tHX S 2 HiEL|C}.
helm list 3@ 2 A&35t0{ #A Rt E HHE &2 = A&LCh

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

0| K% 9| Prometheus AHE
2.26.0 0| 2| Prometheus HT1E AlE5t= A2 Chg HAHE WEAM L. 0| HTI2| Prometheus=
AWS MY HT™ 4 ME T2 MAAWS SigV4) & 7|2Mo 2 X||5HR| e 7] Z 0 0[248t EtA|0ll M=

AtOlE7t M2 Y AlE AFSELICH

o| X|&oJME Helm2 AF2 5104 PrometheusZ HHEZ 8tCH

kI
d
o
o
-
[ul

Prometheus MB{O|AM &4 M 7|E M 5HE{H

1. Prometheus MEHOIAM Ml 2473 A 7| TS HEFLICH HX M AO|0|E oS ddghict

o
amp_ingest_override_values.yaml It 2 3 E&L|CH.

YAML Tt o CHS gt F7HELIC

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
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args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

${REGION}2 Amazon Managed Service for Prometheus 3 AHO|A Q| Z|MZ HIEL|CH

${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}Z 1EtAHl: MH[A HHEHO| IAM 3E
M| A 2438 amp-iamproxy-ingest-role2] ARNS 2 HFEL|C}H 238 ARNS| A2

arn:aws:iam::your account ID:role/amp-iamproxy-ingest-role®lL|C}.

${WORKSPACE_ID}E {3 A HO|A IDE H}EZLICH

2. Prometheus Xt E Helm2 Y O|=&fLICtH MX C}S HH S 2245104 XIE Helm O|E 2 &&
L|Ct o] H&do| &240f|AM 0|50 prometheus7t Z&E RAEE FHOIEAM 2.

helm 1s --all-namespaces
Olo{M Ctg BHES UeLch.

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

prometheus-helm-chart-nameg O B of| A EHEHEl Prometheus AtE Helm2| O|§ 22
HFELICE prometheus-namespace& HYAHO|AQ| O|§ 22 HiELIC
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AE Helim CIR2E2E

AtE Helm2 OtX 24 = CI2ZE6tK| o2 32, CFS BBE M8t 22ZEE &+ U&LICH

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

Fargate2| Kubernetes0ll 2= 7|& Prometheus AMEHOA Q| =& M

Amazon Managed Service for Prometheus= FargateOllAM A& T|= XA #2128 Kubernetes 22{4&
E{9| Prometheus MHQ| X|E =& & K| ELICt Fargateoll A A& == Amazon EKS E{AE 9
Prometheus MMM X|EE =%l5t24™ CtS 1 ZH0| amp_ingest_override_values.yamlO|2t= T4
ool 7|2 FHE MHolstM L.

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account

annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

ClS H™EE AR 35hod A& 2|50 PrometheusE A x| &rLIC}.

helm install prometheus-for-amp prometheus-community/prometheus \
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-n prometheus \
-f amp_ingest_override_values.yaml

E Helm ‘_r“él'oﬂﬁ'_ e LELL7|et S & 2E|RHE HIE Q35 Prometheus A HHEZE A& St
(o]

1
20
m>
C
[ul

CHE oM EIAE 2{E[E At85to] X[ 5

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":
{"_name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"]}]13}}21

vector","result":[{"metric":

1718 Cl|lo|E{E 2|8 Amazon Managed Service for Prometheus A%

Amazon Managed Service for PrometheusZ H|O|E{& ™&5tH Sl 2I1T2| AWS 7184 ¥ ™|
of diO|E{7t RIS 2 SHH &8, 7184 U EHotE MBdte ZAE FHAEM ALS XA
ELC

-

MBELICH S5 A%0| 2t D74 RAH Al TH7I8 T £7H 4+ UBLICH Mo 1784 ot
Jlsg F7bste  7hx| Yersiel weie ohe T ZaLich

- SUS IOIHE Z&5t= ZHEIO| = QUAE AT 042 7 U= B2, siE OI0|E{E Amazon
Managed Service for PrometheusZ T&5tH H|0|E{Q] 552 AIS2E MAHYE = UA&LICH OF
7| 3t HI0|E{7F Amazon Managed Service for Prometheus QI AHO|AZ ME LTS8 & £
&LCt.

17+&M C|olE &5 A 7o Cist RHM[EH LI 2 Amazon Managed Service for Prometheus 2 7
SE D78 X[E 55 MH MME FXSHAL.

« AWS Z|ITIE AI8E £ QlE B0 HIo|E{of HMAE = UEE
CHE WorkSpaceZ B & Ql&LICH

tedH x| &

CHE 2Idel =

o
rn

X|E OO|HE o] HIAHO0|AE EL= WHof CHE XMEH LIS 2 2T 2 /IS AT O|AE A
25104 Amazon Managed Service for PrometheusOlA T718M £ 7} MME 2 XFIHIL.

|

« Amazon Managed Service for PrometheusZ M&E 178 M8 XIE 55 M A

 Prometheus& At&35t0{ Amazon Managed Service for Prometheus £ 1.7+& 4 O|O|E ©&
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» Prometheus Operator Helm At E & A}& 35104 Amazon Managed Service for Prometheus2 1L7}&
A ool dd

« AWS Distro for OpenTelemetryE A& 504 Amazon Managed Service for Prometheus2 1 7+& 4
Cole M&

» Prometheus 747 L|E| Helm Xt E & Al &304 Amazon Managed Service for Prometheus2 11.71&
A Olo|E ™&

+ Amazon Managed Service for Prometheus®| 7} 4 F Mol CHsF etx{Ql EIE 1} Ched

« 2™ 7t T AHO|AE AHE 504 Amazon Managed Service for PrometheusHlAM 17184 F 74

Amazon Managed Service for PrometheusZ M&E 1718 M X|E 52 X7

0424 Prometheus 0{|O|FE (0| 0|FE 2 E0f|AM A& E|= Prometheus QA E A)0| A Amazon
Managed Service for Prometheus I AH O|AZ H|O|E{E 2B £+ Q&LICt 0|28t QIARA T &
27t S XRE 7|F5tD MEste 42 HIOIEQ| 78 40| Eot&ELICHAMO|ME & sttt ol o|

B M& 2 SH3SIEHEHTE Amazon Managed Service for Prometheus I3 AH O|A = CHE QAR A
M O|O|EE A& +=2l7). stR[H X[E 7t oe] B EA|Z|X| ot HIOo|EH 227| & XHE 2=0] 02
H M E|X| &t == Amazon Managed Service for Prometheus 2 AHO|AMM X|E7} RS2 &
g MAHZIZE & + A&

Amazon Managed Service for Prometheus0il X 0424 Prometheus M|O|ME Q| LIO|E{7} AIE L2 55
MHEIZE 5t24H 5= ClO|IEHE EUi= o0|FE MEH B S EHAE OIS 7<|7°"0P Z

A0 SXE 0|§E XIHELICH Z2HAE O|&2 QUAEHAE S| CIOIE7E
ME O|&2 Amazon Managed Service for Prometheus7t Zt X|E 0| AAE AlEdE o~ QI § FFL|C|,
2|Z MEE X[Eo= EHAH dlo|E0| ZHEIX[E SMES ZREX| S22 X|E= BHY LA
oM 7t 2 JWe 2 LIEFELICH

(® Note

Ed T Q| Kubernetes(1.28 & 1.29)= cluster BI0|E0| U&= AtA| X|EE LHEH = Q)
LIct. o|2 QI8 Amazon Managed Service for Prometheus &= A|7H0l| X7} 2 4E = QU
&LICH REMEH LIS 172 FAQE HZSHAMI2.

CHS FHoME HIo|E{E M&5tD, cluster & __replica__dolEg
Managed Service for PrometheusOi| M At S22 CIO|E{E &5 MHIZE
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/A Important
55 M7HE HH™5HR| 227 Amazon Managed Service for PrometheusZ M& &= 2 E O
O|E{ M Zoi CHall 2= 0l £otELICE. o248t HIo|H MEo= &= ME0| Z&E|o] U&L

Cth.

Prometheus& Al-& 310 Amazon Managed Service for Prometheus2 11.7+& 43 Cl|O|E

AN
N

PrometheusE At&35t0] T8 T2 M 35t2{ Amazon Managed Service for Prometheus 0| A
Alddst £ OIEE 117124 20| R E OIAE A0 28 Bllo|E8 X5l oF &L|Ct. Prometheus 2!

ABA OO|MEE 17188 050 YR Z AH5E2{MH cluster BIO|E S AIEEILICE 2E W Z 5
NMEg /Mo Z AlHHE2{H _ replica_ dlO|EE AFEELICE &5 AM7H7I MoHZ =5 35H2{

_replica__ % cluster BllO|E2 25 M &3HoF & LILCH.

(® Note
__replica__dlO|22 Eto{ replica & 5ol 5 7ol L& 7|5 E AHE3104 HAl0| X[HE]
o{ /& LCt

ofA: 2 =zt

CS 2= ZZ0fM cluster 0|22 Prometheus 1A M™ME prom-teaml2 A/HE5t0

AE 0
_replica_=dllo|€2 SANE replical & replica2E AlgdghL|ct.

cluster: prom-teaml
_replica__: replical

cluster: prom-teaml
__replica__: replica2

Amazon Managed Service for Prometheus= O|2{&t tilo|2 1} &7 2 5 =
MESEE MEO| 82k replica Bi|0IE 0| MZAELICH &, TR AlZI=0i CHa SHMEE Al2

7t ofi=l 1:1 Al2[= DHE B AL &= JUI&LICH cluster BO[E2 & X[ELICEH

W 7t A SRRl Hole MES
X
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® Note

E7 BT 2| Kubernetes(1.28 2! 1.29)= cluster til0|E0| U&= A& X[ EE LHEH = A&
LIC}. O|2 Q15 Amazon Managed Service for Prometheus 5 X|7{0ofl 2Xl|7} &g 4= Q)
&LICH RHMIE 82 17184 FAQE & X5HMIR.

Prometheus Operator Helm Xt E & Al & 5104 Amazon Managed Service for
Prometheus2 17}244 O|0|E| A&

HelmOo{| A Prometheus OperatorE AI&3l04 784 M MH%524M Amazon Managed
Service for PrometheusOil M AHE = UEE 178 IE9| ZE QIAHAN R Bo[22 X

8&HoF BL|ct. EE8t Prometheus Operator #tE HelmM| AT replicaExternallLabelName !
externallabels £42 MXalof &LCt.

of| X|: YAML &l

CtZ YAML &40 A= Prometheus RIAEIA OO|MEE T718d 252 YR E AlES7| 2|5H
externallLabelO cluster7t F7tE|T replicaExternallLabelsE & LHO| Zt SXES AlH

grLICH

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev

(® Note

£ T Q| Kubernetes(1.28 & 1.29)= cluster HOIE0| U= AHA| X|EE LHEH =
L|Ct. O|2 218l Amazon Managed Service for Prometheus 55 A[7{0]] 2|7} 2 agh =
&LCH XME L2 178 FAQE XML,

AWS Distro for OpenTelemetryE A& 30{ Amazon Managed Service for Prometheus
E 17189 HlolH TS

AWS Distro for OpenTelemetry(ADOT)= 2tM5ITHM T2 MO HIZ AFSE = /U=
OpenTelemetry T2 M E O| H{ X QIL|C} ADOTE &4 AP, 2t0|EE{E| & H0|HEE M35t=E2 of
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ZolA ol BLE|ZIS Q5 EAF =X Ql x|
AWS Distro for Open Telemetryoi| CHE

2

B
A

HL

[

7188 422 ADOTE A% 35243 ADOT Collector ZIE{|O|L] O|O|X|E F5t1 2% Bilo|E
cluster & _ replica__E AWS Prometheus &2 A2 7| LIELHZ|0oi & 3H{oF EFLICt. O] LHELHZ|
= 232 EE X|EE remote_write AEZQIEE &3l Amazon Managed Service for Prometheus
WorkSpaceZ2 EHLICt ¥ M7| LHE LT[0 M O|zEt Blo|2 & MEstH 5= SX|20| Adkl=
St 5= KB RX|Ee A YXIE = U&LICH AWS Prometheus 2 A 7| LHE LHZ|of| CHE
kM8 L& 2 Amazon Managed Service for Prometheus& Prometheus $473 AA7| LHELHZ| A|%} 5]
7|_ F N c,|.A-||O

(® Note

S KT Q| Kubernetes(1.28 & 1.29)= cluster B0[20| = A& XIEE HEL = U&
L|Ct. O|2 QI8 Amazon Managed Service for Prometheus &= K| 7{0| A7} gt A& &~ Q)
&LCch RHAMIE 82 17184 FAQE & Z5HMIL.

Prometheus 747 L|E| Helm At E& Al & 350{ Amazon Managed Service for
Prometheus2 17}2 M O|0|E{ &

Prometheus 7{FLI|E| Helm At E & At&3504 T71EH 42 "E"’S%Fﬁ ™ Amazon Managed
Service for PrometheusOi| A A& &~ QIE & _T'_7F%’é5' -E— O| B E QIAEAM 2 Bllo|E2
X 25lofF & LICH CH2 2 Prometheus AR LIE| X E H

external_labelsE F7}ste Wi ol of LCt.

server:
global:
external_labels:
cluster: monitoring-cluster
__replica__: replica-1

(® Note
Prometheus 717 L|E| Helm At EO0|M= ZHEEE JE0AM &Y SHME 8 =2 M SA2
U2 SHoR MUE = QlooR ot SXES ¥ele 4R CHE SAE ¢S AL835tod &I
E& oq i HiZ3Hof & LICt replica CllO|E0| A S22 MM E|EF 5t24™ prometheus-
operator Helm Xt E & Al 3HA(L.
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® Note

E7 BT 2| Kubernetes(1.28 2! 1.29)= cluster til0|E0| U&= A& X[ EE LHEH = A&
L|Ct. O|2 QI8 Amazon Managed Service for Prometheus &5 | 7{0] X1|7F g = A
gLCH XAME &2 178 FAQE HZESHML.

Amazon Managed Service for Prometheus@| 7184 7 dof Cist YetxQl 220} &
-
—

A

[IIII=I

EOIEE FHM3FI2{™M _ replica__ Zt= CHE dilO|E0d L& 8HOF SHLER?

1784 A0l A Amazon Managed Service for Prometheus= Prometheus QIAEA SE{AE{Q| ]
E-IE MEfSto] O|O|E ME0| S=EIX| A5 FLCt 2l |AE0| 30 ¢ Hlo|[H ME &2

Et3+H Amazon Managed Service for Prometheus= AHS 22 CHE Prometheus QIAEAE B
EXﬂEOE OtED M 2l[HESE 52 E Oo|E & H|R & CIOIEHE =& FLIct. 2t CHE 2 ot
QE, Ol Y2 HEEIX| et&LIch O|FEAH tH IS0 242 EX7F Ylg = A&l

&=

ol

- M 2|HE Mt 7|72 S PromQLOIAM countE HEIStH of| & 2Lt =2 2ol g
LICE.

o
o>

r
1

-

« M 2IHE MEHSHE 7|72 SO active series =7} £715104 active series limitso =&
BtL|Ct REMEE LIS AMP EEhEFe B X GHMIR.

KubernetesOll Xtx| 22{AE 20|E20| U= W2 HEo|HH W X|EQ| 52 MHSHK| t&LICH sH4
ste4Td o427 sljok & LIt?

Kubernetes 1.2801 cluster 2|0|E0| Y= MER X|E apiserver_storage_size_bytes7}
TE|R&LICE 0|2 QI8H cluster BlO|E0] 2 Amazon Managed Service for Prometheus
oM &5 ®M7H EX7H Llie = ‘BA'QL—“:P. Kubernetes 1.30| M= B{|0|= 2| 0|& 0| storage-
cluster_idZ HZAELICHOIE2 O|F mX|2 1.28 X 1.290|HE HAELICH. EHAE 7}
cluster 20|20| }Y= O X[EE LH'=’LH" A< Amazon Managed Service for Prometheus= 2124
= AAEE &5 HMHE = ei&LIch o] XM E Y XI5tEd™ Kubernetes 22{AEE =4 THX| HHS
2 ¢agolEstE Zd0| £E&LICH £ Amazon Managed Service for Prometheus0il 4= & 3517| Zof|
apiserver_storage_size_bytes X|E9| cluster 20|22 CIA| X|HE & U&LICH
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@ Note
Kubernetes 247301 CH8t REA|EH LI & Kubernetes GitHub Z2 M E Of

apiserver_storage_size_bytes X|E 0 CH3t 2l|0|& F2{AE O|E S storage_cluster_idE
A2 HxsMQ.

2| 7 I3 AH0|AE AFE 3104 Amazon Managed Service for PrometheustlA 1
2 A 7<7|.
o O T

CllOIE{od| Rl 2|™ 7t M2 F7t5t2{™ AWS 2| 7F2] 0{24 WorkSpacedl X|EE HEE = U&
L|Ct. Prometheus= Ct& & ARt WAl 21T MT|E 25 K| ELICE

M
L]
2
lo
n

Cl2 oAM= o|0|™ME 2 E0|AM AR E|E Prometheus AH{7F HelmE A2 36l0{ AHZ C}
WorkSpaced| X|E& ELH= & MHst= W2 204 FLICH.

extensions:
sigv4auth:
service: "aps"

receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'

scheme: https

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

kubernetes_sd_configs:

- role: node

relabel_configs:

- action: labelmap
regex: __meta_kubernetes_node_label_(.+)

- target_label: __ address__
replacement: kubernetes.default.svc.cluster.local:443

- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

7t
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exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2 id/api/vl/remote_write"
auth:
authenticator: sigv4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:

receivers: [prometheus]

exporters: [prometheusremotewrite/one]
metrics/two:

receivers: [prometheus]

exporters: [prometheusremotewrite/two]
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set AWS_SDK_LOAD_CONFIG=true

set GF_AUTH_SIGV4_AUTH_ENABLED=true
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Sigv4 Auth Details
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Access Key ID
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Sigv4 Auth Details

Authentication Provider AWS SDK Default

Assume Role ARN
External ID

Default Region us-west-2

9. M Olole{ AA0] cidl PromQL #HE|IE EHIAEELICE.

O| 27 = ot 0150| R=5HX| ofF2 QlOlgLict Chee FHelstMlR.

- 7|& 270l x|HE 2I™o| 2HHER| Zelgch

- HotoIx0f 23 277t YUEX| EQIFLC

- A8 B¢l 2ot 215 0{ AmazonPrometheusQueryAccess HA0| U =X FLICH REME LS 2
IAM TH38H 2l A Mg AT,

- AL2 B¢l 29 21501 0] Amazon Managed Service for Prometheus /3 A H 0| A0 CHEF HAM|A
HEto| UEX| ZolgtLct

HTTP 27 Z2E HolE 0|

3 X a2

Ho

o
T

rir

3E (M AFE) M8 & EIAEJF S5 orR] o

= o

79



Amazon Managed Service for Prometheus ALZ%t 7H0|=

O 27 £ sliZst24™ Grafana M 23 & =St . XAM[EH LIE 2 Grafana AE X0l A E | 5H
Z2g HxstMe.

Error http: proxy error: NoCredentialProviders: no valid providers in
chainO| EA|L|H 7|2 2ot Q15 SZA Mo A8 RER AWS Rt BHE & x| Tt 7Y
LI ZEof 215 X|Hof| MBEE CHE EHot Q15 MEMEX| S LICH S| FHE MAEsteH
AWS_SDK_LOAD_CONFIG &Zd0| trueE MY |0 A=X| &lgL|ct,

Amazon EKS 2 A E A A 5l Grafanag& A& & #H 2l

Amazon Managed Service for Prometheus0i| A= Grafana 7% 7.3.5 0|42 A& 304 Amazon
Managed Service for Prometheus 3 AHO|A0M X|EE 2{2|E = U&LICH HT 7.3.5 0|&ol=
AWS ME BT 4(Sigv4) 2150 ciet |0l Z & ELc.

Amazon Managed Service for Prometheus0il X & S5t =5 GrafanaE A% 5t2{H
AmazonPrometheusQueryAccess MM £ = aps:QueryMetrics aps:GetMetricMetadata
aps:GetSeries ! aps:GetLabels ™&0| = Aol 2 Ql5H0F & LCt RHAIEH LHE2 1AM T

AWS SIGv4 87

Grafana=s AWS A% HZ 4(Sigv4) 2152 X|Rdste MER 7158 F7IaLICh AHME L8 H
B 4 MY T2 HAE ZZEFHM L. Grafana ME{0|MHE 0| 7|50| 712X Z HIE M3l E[o]
LICt o] 7|s& &35 7] I8t CHS XA Helm2 AF2 3104 Kubernetes 22{AE{0 GrafanaZ H
Z5tcto 7 gLt

Grafana 7.3.5 O|& HHT Q| M| Sigv4E & A3} 5t24™

1. Grafana 8 AH2|5t= M YO|O|E Tt E BHE 1 O|ES
Ct

amp_query_override_values.yamlZ X|'E&f L]
2. OIS 2@3% SASED ohdof 2dst & ot U2 XMEELICH account-idE Grafana M7+ Al
gl 521 AWS A IDZ HFEL|C}.
serviceAccount:

name: "amp-iamproxy-query-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
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sigv4_auth_enabled: true
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kubectl get serviceaccounts -n grafana_namespace
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"
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1,
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"

-

}
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helm repo add grafana https://grafana.github.io/helm-charts
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|

« awscurl2 AF2 3504 Prometheus £ API # 2|

awscurl2 AF2 3104 Prometheus E & API 32|

Amazon Managed Service for Prometheus0i| CHet AP 2 82 SigV42 MB3Hok & LICH awscurlg At
E5t0 HE| ZEMAE 7tAEE = J&LC

awscurl2 AX|5t2{ Python 32 pip THZ|X| #2|XH7F A x| =[0{ QL0o{0F FFLICt.

Linux 7|8t QIARIAO| M= CHE B0l awscurlS AR|ELICH
$ pip3 install awscurl

macOS A|A”EI|M= CHE BEO| awscurle AXR[gLICH
$ brew install awscurl

CIS oAM= awscurl #HE| MEZQILIC} ##, Workspace-id & QUERY =i AL Alzilol| g8t 2t
S Z HhELCH.

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'
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HE| EXIE2 URLE Q13 sl ok gLCt.

query=updt Z2 FZ|o| ¢ Ct3at Z
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{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

1,

"value": [
1652452637.636,
nqn

]

.
]
}
}

awscurlO| MZE 0| MBS S st CFS Y™ & otLtz fEEH 2o 215 S MY slof
Ct.

« |IAM & o] HMA 7| 1D} EoF 7|§ MBS ELICH https://console.aws.amazon.com/iam/0{| A e4&
of CHSt 2

i —
AMA Z|e HoF 7|8 HE + U&LICH

of:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« .aws/credentials % /aws/config TtUO| M E 7 TtLS T ELICH Et AMEE Z2
ool O|§ 2 XIHSt= & MElE = U&LICH XIHetK| 2™ default IAO| AFSELICE

of:
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

awscurl ZAE|O|LHE Al235t04 FHE| 2 Ald

CHE B0l Python2 AMXISHEDH B 448 AHE 4 g 22 HEIOILIB AL 5104 awscurl
OfZZIFl0IMI} siE B&42 Ti7|ZE £ laLich o2 om0l A= Docker HEIYS A 3}0d
awscurle H{EZ 3 X|CF OCI Z & HEI T o|0|X|7} 25 & RS &L|C)

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key

$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

2t 22l #e| MSZof CHE SH 7HX 27
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P2 2[of Ciet SAHE 7HK8 = U &LICH query EE= queryRange APIO]| CH

[ = —

W2l 252 NBE 2l B € 50 xizlel & A2l B S8 VIFOS Bl 2D uEs
s st 2

Q™0 stats=all 2| ut2t0O/EHE Z&stod X2|E F2| MEo| ciE 4l o]
E{7F £&E = UELICH samples ZA|7} stats &0l ME[1 stats ClOIE{7F SEO|AM BretEl

samples A= CHg SE2 2 FHELICH
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totalQueryableSamples AMElE el MEC| & ~aLCH HFo ASE HE QL
Ct.
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2 AH A Od
-1 O = O
totalQueryableSamp Zt Ao MElE #HEl HE LI Ol= Epoch B
lesPerStep O| EtUARHZ Rl E7H CHAHM EEE HE =8 Z &5t

£ gz & 2L

2H0] stats ME7 &= MEZ 934 4l

o =<

ik
olo

B2 Ctga Z&Lct
query Oi|A:

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

1=
{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
},
"value": [
1652382537,
nyn
]
}
1,
"stats": {
"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
2l &4

87



Amazon Managed Service for Prometheus ALZ%t 7H0|=

},
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[

1652382537,
1

queryRange Oi|A:

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

Ct

0l0

=]
{
"status": "success",
"data": {
"resultType": "matrix",
"result": [
{
"metric": {3,
"values": [
[
1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
"stats": {
2l &4
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"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

iF

[
1652383000,
4

iF

[
1652384000,
4

]
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T2 AE0] 228 IAM et Ofst

Amazon Managed Service for PrometheusOi| A A& XFoi| 7| #RIE AL E £ U= HEHE F 043l of
stLICH CHS HEte =z (IAM) M2 MA48t T AWS Identity and Access Management A AF, 18 &
= Aol M gFE U

I

(® Note

IAMO]| CHEt RFMIEH H 2 = Amazon Managed Service for Prometheus& Identity and Access

Management2 & ZE35HA L.
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T ASOf CHEH UM A HEHS Hod

Ct2 EM2 AHEe| ZE 2lAaA0 CHEl #EIE ALS5HT| e AMA HEHS FogfLc.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,
"Resource": "*"
}
]
}

B LIYATIO|A0fB AM|A HEHS Roists B

S YA CHSHMEE AM[A HEHE Ro{ste HAg dHE =k /&L cH O ME HA2
x| = RuleGroupNamespaceOl CHEHABH HA|A HEHS FEodgtL|Ct o] HAMS AL 5lE{H

e

Qe IAM HE 91



Amazon Managed Service for Prometheus ALZ%t 7H0|=

<account><workspace-id>, & <region><namespace-name>& H&H0f| X% st I 2 HIEL]
Ct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"
P
"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-
id>/<namespace-name>"

]

TR T A
Amazon Managed Service for Prometheus0il M 722 A8 3t2{H =2 HolsteE & oty
grLIC}. Amazon Managed Service for Prometheus 2] I} 2 52! A% Prometheus 2| 7
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groups:
- name: cpu_metrics
rules:
- record: avg_cpu_usage
expr: avg(rate(node_cpu_seconds_total[5m])) by (instance)
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- alert: HighAverageCPU
expr: avg_cpu_usage > 0.8

for: 10m
keep_firing_for: 20m
labels:

severity: critical
annotations:

summary: "Average CPU usage across cluster is too high"

O| ZtEst oMol ME avg_cpu_usagetsE 715 #&IE AHE5to] M X|EE M8 CHE 0|8 € H

oM AFEELICH CI S ST0ME AISE SdHo| YR E ABELICH Z&E = Ues g8 73 2 7|

El &4d0i CHEE XEM|EH LH2 2 Prometheus MMl 42 H2I8 B EXSHMIL.

« record: avg_cpu_usage - 0| 7|8 &2 avg_cpu_usagect= M X|EE M GgLIC

- expr: avg(rate(node_cpu_seconds_total[5m])) by (instance) - ZlZE T#=loi CHE
O| Z#AI2 instance HIO|8YR &S50 24 = E9| x|t 52 SO0 B CPU A EE Al

AREFLICH
alert: HighAverageCPU- O| 22! 7722 HighAverageCPUEt= M 222 MggHLICt.
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Amazon Managed Service for Prometheus 2& 2 AF&5t0 & 72 TR AL HHF 1 | AT
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1. ol A{ Amazon Managed Service for Prometheus & & L|Cthttps://console.aws.amazon.com/
prometheus/.

2. HO|X| 2% Mol Hf of0|Z22 MES Ol S, ZE KT AHO|AE MEAFLICE.

3. f3AHO|AQ T ATHO|A IDE MEAF CHF, 72! 22| &g MEdFLCE

4. UHYarmoO|A FIHE MEHELICH

5. It MEAZ MEAStT HE| Ho| ntdg MEAFLICH
e 7 HolE MEH5H0d Amazon Managed Service for Prometheus 2&0AM ZI1% 72| Ho|
IS ddstn HEE = UaLct o|FEHH stH YR2EE=6t7| o HESE ME 7|8 Hol ot
O| MM EL|ct.
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7. Continue(#%)2 MEIELICH. Amazon Managed Service for Prometheus= A1EH
SYUE O|&2 7tE M HILATH O|AE HMHFLICH

AWS CLI £ AI25104 M UYATHO|AS| 2T AT O|AN 2 BER S U2 5te{H

1. Base64= 2 #E|At THUS| LIS QAIZIELICE Linux0ilM ChE BB E AEE + JU&LICH

base64 input-file output-file
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macOSOi|M CtE BEE AL E &+ U&LICH

openssl baseb64 input-file output-file

0429 =

3d & otLIHE U=istod YA mH0[AE WEstn mtels d==7fLct
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2. C}
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AWS CLI HH 20i|M CtES LR LICH

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWS CLI HHZ 10i| A Ct2 2 == LICt.

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region
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3. Y BEIR B0l BASElE Ol B & HE ZLICH MEIE Holsew ofe TS Ye

Ct.
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aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status7} ACTIVEO|™H #&| mtlo| M El ZdlL|Ct.
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1. Base64t= TE o LIS QIFEHEILICH Linuxoll A CHS H&

aws amp put-rule-groups-namespace --data file://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWS CLI HHH 10 M ChE 2 == Lict

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. WA Lol Zdsrle o B = E ZEILICH SEiE HQlsiti™ CfE BJ 2 Y™ ELICH

1]
1ok

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status7h ACTIVEO|® 75! t@lo| A8 Z4eILich JWHKIE 0] 72 Thelo] ofF BiFlo| A
& g Aefuc
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A BaR 2H

AR 7H0|E

CloudWatch 2 1& Al 304 Amazon Managed Service for Prometheus O|HE 2 LIE{2IS A3}

of & HE|Xt A & 2ElA 2 EXME AT & A&LICH o MMol= 72 gelx 23 2 &
2 50| 7 E|o{ &Lt

20| ChSnt 22 n& ekt A 27 ZEE B

ot

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name__ =\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name__=\\\"fake_metric2\\\", dimensionl1=\\\"1\\\",

dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_vl_namespace"
I
"component": "ruler"
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+ Amazon Managed Service for Prometheus0i] &2 Z2|X} 74 1} YZ =
+ Amazon Managed Grafana £ 2E A A Grafanalt @& S&
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of3H{oF EfLICt CHE HEt2 2 AWS Identity and Access Management(IAM) A4S MAE 1 AFE R}
T8 EFe= odstof MAg stekshL|Ct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
ZQFhIAM et 99
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aps: CreateAlertManagerAlerts"”

1,

"Resource": "*"

Amazon Managed Service for PrometheusO|A L&l #2[XI 7S
ddstod dEE #Elstn 2t REELICH

Amazon Managed Service for Prometheus0Oil A & 2| Zt2[X} L RHIZE2I2 AS5te{m L& B2|XF F
A YAML T2 MAI8tLICH Amazon Managed Service for Prometheus 2 2 #2|XF It Uofl= CHS
2 £ 7Hx| 718 Mol Ud&Lct

. template files:0lle =&I7|0dM ELi= HIAIX]|of AL 2l HE3!0| E0{ JU&LICH REAMIEH LY
2 Prometheus MEMO| HIZS X U HEZ o x| E EZSHML.

x

== A
. alertmanager_config:ONE o2l
Prometheus®| & & B Z|X} T4 T}

z2|RH 7ol e E|o] [U&LICE o] MMoMHE SEIY
0 SUst TEE ALSELICH RMIE LIS YotE e H
Alertmanager dEAMo| A4S XML,

@ Note
22| Prometheus A& Moi| LtQt Q= repeat_interval T+440{= Amazon Managed
Service for Prometheus2| F7} X8t A& 0| U&LICH 8= =[THZ 2 5ULICH 5UE

Ch &7 ddett 522 ME|=H 50| et & 20| ChA| TS ELICH

(® Note
Amazon Managed Service for Prometheus 2£0M &8 74 nj U2 HEE =T UX|
ot o7|of XIHE "Alg metok gLict 7o Y YEE E= E"é!oﬂ CHEF REA[EE LIS 2
Amazon Managed Service for PrometheusOll & #t2[X} 74 mted 2= MMZ F =5t
o
Amazon Managed Service for Prometheusoll M 2 & #t2|At 714 T2 YAML THo| REo| U=

alertmanager_config 7| Lol 2E L& HE|Xt 4 2EI=E ZFSHoF g LCH
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https://prometheus.io/docs/prometheus/latest/configuration/template_reference/
https://prometheus.io/docs/prometheus/latest/configuration/template_examples/
https://prometheus.io/docs/alerting/latest/configuration/
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CHE2 718 oA 28 2elxt 71 ghd ot

alertmanager_config:

route:

receiver: 'default'

receivers:
- name: 'default'

sns_configs:

- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic

sigv4:
region: us-east-2

attributes:
key: keyl
value: valuel

= Amazon Simple Notification Service(SNS)ILICt. F440f CHE R&E 9|

R KIS RUsH 4417
£ 81717} LhElo] Qs 79 MR ELIC
She I CHE ME E

22 template_files E2 1 alertmanager_config EE2 25 A8

Zelxh 74 o d k.

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver |

urlquery }}{{ end }}
alertmanager_config:
global:

templates:
- 'default_template'

route:

receiver: default
receivers:
- name: ‘'default'

sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic

sigvé:
region: us-east-2
attributes:

key: severity
101
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value: SEV2

7|2 Amazon SNS HIZ2 EE

D#AlX'lOE 7;|.|7<-I o|o|.x|

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join
" 13
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
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« Amazon SNSO{| JSONS Z HA|XIE ELHEE &2 2[Rk 724

- CIE & o2 dZ HAIX|IE ELHES Amazon SNS 7+

« Amazon SNS HA|X| ZHE = O]

Amazon Managed Service for PrometheusOil A &l =A17|2 AL E M
Amazon SNS FX| 44

7|Z& Amazon SNS F#X|Z Amazon Managed Service for PrometheusQ| 2 & +=AI7|2 AFE3H7{LE Al
FHNE Myg = AaLct FANo LES 0|HY, SMS E= HTTPE TEE = UXLSE EF R

FHME MEst= ol E&LICH

A2 ekt =72 AHZE M Amazon SNS FHIE ddstedm 1EHA: FA dE o BAHE WEA|
L FM RI2E= EES MEHSHOF TLICH.

SHE Amazon SNS FX|2 HIAIX|7} S E ioict O|HYE sAI5te{™ 2EHA|: X 5 Mol B
HAE [2ML.

M Amazon SNS £Xl| EE& 7|& Amazon SNS FAN|E AI2E [ .S Y E 2= 5F2{HH Amazon
SNS FA|2| Amazon 2|4 A O|F(ARN)O| ZEHL|Ct.

Amazon Managed Service for Prometheus0ll Amazon SNS =M Z & &l O

AXIE H&E = Ue HE F0d

Amazon Managed Service for Prometheus0ll Amazon SNS F=X|Z HIA|X|E M&E £+ Q= HEt

2 Fofaliof FLICE CHE ¥ E2 il HEtES FoiefLICt o47|oll= ESE CHEIXF X2tz 5t
= 2ot EXE ¥X|5t= ol E=20| &&= Condition 20| L& E|0] JI&LICH O] Condition &

2 Amazon SNS FX|of| CHeF HMAE X|Btstod O] £ A L Amazon Managed Service for
Prometheus I AH O|ANM 25t = 2Het 518G & & LICH =S CHelxt EXof CHEF XHA|

st L2 wAt MH|A ESE CHEQ UX|IZ R ZESHML.
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1. https://console.aws.amazon.com/sns/v3/home0{| Al Amazon SNS 2&2 L

2. EMEoM FHE MEHELICH
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https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-create-queue
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-send-message
https://console.aws.amazon.com/sns/v3/home
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4. HES ME{ELICH
Fas

5. A

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"

3,
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,
"Condition": {
"ArnEquals": {
"aws:SourceArn": "workspace_ARN"
3,
"StringEquals": {
"AWS :SourceAccount": "account_id"

}I

"Resource": "arn:aws:sns:region:account_id:topic_name"

[41E4 AFE] Amazon SNS FA|7} MH|A & 22 3HSSE)E 4355t 32 FHME &5 35t= O

o
A ElE 719 AWS KMS 7| Z2H0]| kms : GenerateDataKey 2l kms:Decrypt #&t

04 Amazon Managed Service for Prometheus7} O 2 3t E FMZ HAIXIE ELHEE 5
grLch.

"Statement": [{

"Effect": "Allow",

"Principal": {
"Service": "aps.amazonaws.com"

b

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"
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}
KM EE L8 2 2otEE{™H SNS FA|0f| CHEF AWS KMS THEHE & Z5HM
6. Save changes(#14 At HE)E MEIELICE

(@ Note

7|2X 22 Amazon SNSE= AWS:SourceOwner0f CHEt R4S M EsHA AMA HHS M
gfLich xtMIEt LIS 2 SNS M4 HAE HEFHAMR.

® Note
IAM 7}% AN|gHA 0l HA 2 M RIS [HELICH SNS Ao & M&HEl Amazon SNS 2424
EEZCIH AMEHH MM E50| U A2 A HaHof cist HEt2 2oiz|X| gk&Lich ™

S GItst 1 o4 HEHO| FOoIE|REXR| YotEedE EA B 25 S H AL,

Wi MblA ESE OiEe! EX]

ESE 2R 2RI SIS $#E HE0| 9 AB{E|7L HEOl o B2 AE{E|07 Sretg 435
= 2o 4 ot Hot ERQILICH AWSOIAE TA MHIA 7t o 2 oI5t S E chalxt 27t
SHAYEH 4 QALICH TR MHIA THES 3 MEIA(EEsHE MHIA)7H OHE MHIA(ZEEIE MEIA)
S NYMoR $5Y I YN £ USLIC NYHOR s55Hs MulAE O 220 Blas0 of
3 ML HEHO G WASE BHS o HEHS MBS TR 4 aLICH OIF YXI5H7| 2IH
AWSOI A HEO| BlA A0l CHEF HMA HEHO| £04E MH|A EOF FR|E AFR 0] ZE MH|A0f
CHet ClO|EIE B2 st o £80| Bs £78 MBS

Amazon Managed Service for Prometheus7t 22401 CH3H Amazon SNSOf| £ 045t= HEtS X Ft
5t24™ BlAA A0 A aws:SourceArn & aws:SourceAccount 2E2H X ZHEIAE F|E A
8dt= Aol E&LLCHL F 1 HEAE 7|1E 2F AL835H= B2 aws:SourceAccount {1t

Xod x E =
aws:SourceArn zto| AH2 ST HA B0 AIEE B SLUE AI™Y IDE AFE35HoF & LICEH

rol

aws : SourceArn Zt2 Amazon Managed Service for Prometheus 3 A H 0|A 2] ARNO|0{OF EHL|
Ct.

Amazon SNS Tt 2o 105


https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html#source-account-versus-source-owner
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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=SE 2 ENERH ESste 7HE E0HMQl W2 2[AA Q| TR ARNO|

2 aws:SourceArn 22 X HEIAE 7|8 AI&dte RJULICH E[&A0[ ™

M ARNZ 2& 4% = o] 2|42 E X(HSle 32, ARNS| & = gl 220 of

 AUEFIE(*)E L E S aws:SourceArn T X7 HEAE 7|8 AFSELICEH of:
*

arn:aws:servicename: :123456789012:

Amazon Managed Service for Prometheus0ll Amazon SNS FA|Z & HA|X|E M&E £+ Q=
T 2odof EAIZ|E HE2 Amazon Managed Service for PrometheusOlAM aws : SourceArn &
aws :SourceAccount ™ 274 HEIAE F|E ALE5l0{ ESE UEIX EXME YX|ste dHE £
04 EL|Ct,

Amazon SNS X2 HA|XIE ELHEE &2 g2kt 74

(Mt EE 7|8) EE 8 Amazon SNS A7} Qlom o2l g2|xt F4oi 0|8 L3 =472 FTt
g = AELcH LB HEIRtE TEE L' AT LEIS MY = J&LICH Ol 22 5H7| I
ME Amazon SNS FX|2| Amazon Z|AA O|F(ARN)S &olof gHL|Ct.

Amazon SNS =217| Lo Chet AFMIEH LI 2 Prometheus 743 A A0 M <sns_configs>& &%=
ShAlL.

Amazon Managed Service for Prometheus= Amazon SNSE 22 £=417[2
A Mo 2 25 Amazon SNS =417|9| ZE £40| x|z W2 oL
Managed Service for Prometheus & & Zt2|Xt 4 mt Lol M S E|X| L &LICt

« api_url:—Amazon Managed Service for Prometheus7t api_url2 MHESIEE 0| £H2 S
£|X| et &L,
« Http_config—O| £S4€2 AIS35IH 2|F T EAIE d™E &= A& LICE Amazon Managed Service

for PrometheusE= #A 0| 7|5 & K|&3tX| et&L|Ct.

et 2|™ £40| /e Sigv4 d-o| HEFLICt 21 £40] g2 Amazon Managed Service
for Prometheustl= T8t £0{€ RFs5te= ol et HEIt S&26HX| &LICt
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https://prometheus.io/docs/alerting/latest/configuration/#sns_configs
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2. receivers 250 Amazon SNS 0|2|2| 3R £=AI7|7 U= AR i £=4I7|E M7HGHAMIL. 0

24 Amazon SNS &M & receivers 25 L 7i'¥ sns_config E50i Hix|5t0{ =417|7} E|E

g 78g + J&Lich

3. receivers MM LHo CIS YAML 288 F7IgLICH

- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

subjectE X|HstX| fo™ 7|EH2 = 20| O|F1 2f0| Z&E 7|2 HMEX2E X=0| 4485
B = SNSoi| % x| &fAH| Zfol LHF dofE =+ l&LIcH M=o M8kl ’EEE #HEsitiH 0| 7t0|

of|
= 9| Amazon SNSO| JSONS E HAIXIE BEUEE 22l g

=
8t LI &2 Amazon Managed Service for Prometheus0il & 2! #2|xt +4
AA|Q
= 9.

Amazon SNSOf| JSON2S Z HA|X|E EUEE &2 2|k} 74

7|28 2 2 Amazon Managed Service for Prometheus & & Z2|AtE HIAIX|E Ut HIAE S5 3
Aoz E=EtLICt Ol CHE MH[AMM 22 2457|171 O of2ig &= U&LICH CHAI JSON Al
2 o2le HUEE o2 BERE A8 4 9aLIC JSONS AFR5HE AWS Lambda = 2% 3
=4 A= X QIE 0 A Amazon SNS2| HIAIX| CHRAEZIE H g XMEl' £+ UA&LIcH 7|12 HER
2 ME3tE CHAl HIAIX| LIS S JSONS E E35t= ASA X|IH HIER S HO|5l0{ CIRAER &
HMH EH 22 BMSE8 & = JU&Lch

of 2| 22|XFe| MHIA|X|E JSON A2 2 Amazon SNSZ £245t29™ template_files FE MM LY
of Ctg ZEE Z&StE 8 23 HElX 282 YOo|ESHAM L.

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":
"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end 3}3}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

JSONSE HIA|IX| & 107
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gt (len $alerts.Labels.SortedPairs) @ -3}3},"labels": {{ "{" }3}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.Value }}"{{ end }}

{{ "3" 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -1}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.Value }}"{{ end }3}{{ "}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}

{{ end }}1{{ if gt (len .GroupLabels) @ -}},"groupLabels": {{ "{" }}{{ range

$index, $groupLabels := .GroupLabels.SortedPairs }}{{ if $index }3},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "}" }3}{{- end }}{{ if gt (len .CommonLabels) @ -}},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3}" }}{{-
end }3}{{ if gt (len .CommonAnnotations) @ -}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "3 3H{- end }}{{ "}" }}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

312 WAt HIOIE|Z JSONS MAELICH ClOJEfo] S4 217} 2l ZS o] HE3!

= SbN
£ MEst7| Mol &+ EXIE Q12T oMIR

O HIZZl0| ehdl Lo MBEIES 5t24™ ChS ot 20| alertmanager_config 2 S0A HES
2 HZsML.

alertmanager_config: |
global:
templates:
- 'default_template'
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
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Webhook

HIA|X|Z webhook RIEZQIEZ E245 = Amazon SNS FX|E 7 M5E{H 5 S MMM,
Amazon SNS Z2&0|M 75 |S MEiSto 75 S5 H0|X|E YLIct 75 Md2 4
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Slack

HIAIX|Z Slackoll £245t == Amazon SNS FX|E FMstE 'é';*?':*. ﬂf £ 7t X7t /L&LICE. Slackel
O|HY-ME S 7Is2 2 S& 5104 Slack0|A O|HY MHIAIX|E 25t Slack MIAZ MEFFE=FH
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://aws.amazon.com/blogs/mt/how-to-integrate-amazon-managed-service-for-prometheus-with-slack/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
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aws amp put-alert-manager-definition --data fileb://path_to_base_64 output_file --
workspace-id my-workspace-id --region region
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* aps:ListAlertManagerSilences
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

{
workspaceId"
"message": {

Amazon Managed Service for Prometheus AR
Hl ZEIx 27
20l chg Bt 28 E 3R
{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000"
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
3,
""component" alertmanager
}
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"ws-abcd1234-ef56-78ab-cd90-1234abcd0000"
"log": "Subject has been modified because it contains control or non-ASCII
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"level™: "WARN"
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"

},

"component": "alertmanager"
}
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Fg =Xl
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"
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https://docs.aws.amazon.com/sns/latest/api/API_Publish.html#API_Publish_RequestParameters
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

o
"component": "alertmanager"
}
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{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"
},
"component": "alertmanager"
}
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https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse
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Amazon Managed Service for Prometheus 2& 0| M &= create-logging-configuration API
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreatelLoggingConfiguration",
"aps:UpdatelLoggingConfiguration",
"aps:DescribeloggingConfiguration",
"aps:DeletelLoggingConfiguration"

1,

"Resource": "*"
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https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
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https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

® Note

Kubecost At20] CHEH XFAMIBH LI 2 Amazon EKS AF2 MEMO| H|E ZLIE{ZIS & Z A
(@]

-l .

AWS Observability Accelerator= Amazon Managed Service for
Prometheus A&7

AWSO0{ M= Amazon Elastic Kubernetes Service(Amazon EKS) ZE2MEE 28t ZLIEE, 27,
2| I CHA|EEE HIZ S 22 H =32 MBS ELICH 0470l Amazon Managed Service for
Prometheus, Amazon Managed Grafana, AWS Distro for OpenTelemetry & 7|E} =77} ZEHEL|
Ch Olz{et =7 & & MEE += UZ T AWSOH M= 0|2t Z2 MH[AMM 2HEHEE M= AWS
Observability AcceleratorEh_ 5l= Terraform ZE& M3 &HLct.

AWS Observability Accelerator= 2IZ 2t ZLIE{R, NGINX HiZ L 7|EF A|LtZ|201| CHEF oiXIE XS
gruct o] MMoi M= Amazon EKS E8AE WY 0._|£E'_|- ZLIE{Z o] of| K| E NMZBEFLICE

Terraform B Z S0t XA|EH X|&2 Terraform& AWS Observability Accelerator GitHub H 0| X|0i| A &f
Q& = l&LICt AWS Observability Acceleratorg 2 E5t= E20 HAIES elo{g =k USLICH

A =

AWS Observability Acceleratorg A& 3524 7|& Amazon EKS 22{AE{7} Qlo{oF 5t CtSat 2
A 2T AMEE SFsloF gt

« AWS CLI—EHEZE0|M AWS 7|52 &5t= dl AHSELULCL.

« kubect—HHE0|M EKS F2E{AEE A o{5t= O AFSELICH

« Terraform—O| £F M| E|AA MM E X536t o A E LI AWS HE Lol A Amazon
Managed Service for Prometheus, Amazon Managed Grafana, IAMZ M35l 1 Zt2g = Qe
MA HELo| ol IAM &2 AWS 22 XS MASHOF & LICH Terraform® AWS 22 AHE 745t
= dbedof CHt XEMISH LI 2 Terraform AEA Q| AWS ZZ2XHE R E5HM 2.

lzet ZLIEE ALE ofA

AWS Observability Acceleratore Z & Terraform ZE& AF2 8104 Amazon EKS 2{AE{ Q| B2t
2 MY U FH5t= ofx RES S MBS LT o] oMol M= AWS Observability Acceleratorg AHS

AWS Observability Accelerator 133


https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
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git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

2. CIS HHE ALE50q Terraforme = 7|3t gfLCH

cd examples/existing-cluster-with-base-and-infra

terraform init

3. CIS oMt 20| A terraform.tfvars ItUE MM ELICH. Amazon EKS 2 2{AE{0f| CHE
AWS 2|™ & 22{AE| IDE AFSELICE.

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4, M&3sted= Amazon Managed Grafana Y3 AHO|A 7} o} &l Qe AR MAdstL|C M I A
O|AE MMsts HE]oll CHEr REAIE L2 Amazon Managed Grafana At8 AEHM | 5 Hmy
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He 2 MMEILICH grafana-workspace-idE Grafana /A O|A Q| IDR CHA|SHOF &L
Ct.

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [ME AFE] 7|E 2] Amazon Managed Service for Prometheus I AH O|AE AF2 5124 H
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https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
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# (optional) Leave it empty for a new workspace to be created

managed_prometheus_workspace_id = "prometheus-workspace-id"
7. OIS BHE ASslod £F 42 siEZ g LCh

terraform apply -var-file=terraform.tfvars
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Kubernetes& AWS ZAE E2{ 271 & Amazon Managed Service for Prometheus& ACK ZIEE8{ &

HEEI HAEL HE = U&LICH

INTS e

Kubernetes& AWS Z1E E 212} Amazon Managed Service for PrometheusE Amazon EKS 22{AE
ot Sgfst7| ©of ctEot Z2 A =740| SF k[o{of &LCt.

« Amazon Managed Service for Prometheus 2! IAM &2 T2 e HAlo = Mdste{™
AWS 7% 2 HEto| Qloqof gLt

i

+ OpenlD Connect(OIDC)7t & M3tEl 7|& Amazon EKS 2 AE 7} Qlo{0F B LICEH.

DW

OIDC7} &3l K| QI QtCt CFS H- S AFR 504 & -dste = QU&LICH YOUR_CLUSTER_NAME
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eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

Amazon EKSO{A OIDCE AtE3st= &iHoi et RhAM[EH LHE 2 Amazon EKS AHE A A 2| OIDC
A4 53 ZZ2A 015 2 IAM OIDC 22 A MM 2 X SHMIR.
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https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/sns/
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ClS WHS A8 3504 Helmoll Al Amazon Managed Service for Prometheus AMH|A ZAEEDHE
MR|ELICH RHAEH LH8 2 GitHub2| Kubernetes& AWS ZHE &2 MB MM ACK ZHEER A

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f&4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"
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helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

deployedE H|R & ZHEEP] ack-prometheusservice-controllerd
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https://aws-controllers-k8s.github.io/community/docs/user-docs/install/
https://aws-controllers-k8s.github.io/community/docs/user-docs/install/
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apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace

metadata:
name: my-amp-workspace
spec:
alias: my-amp-workspace
tags:

ClusterName: EKS-demo

3. O3 BES Adstod A AH0[AE WERLICHO| BHE2 1EAHI0|M e AAH B0

[« N = O
ot E2FE).

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

Al & A™HHAMH my-amp-workspacette M IZAHO|AE & = U2 ALICH

O HES AYSH I AHO|A IDE Z&3 2 TAHO|IAS HME HE LU MEE E = UE
L|Ct. EE& Amazon Managed Service for Prometheus 2£0M M KT AHOIAE £ £ A&

L|CH.

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

I AHO|AE HHstX| ot 7|E KIS AHO|AE ASE =& A&LICH

4. LCIS FHE AH835l0q Lol A& Rulegroups & AlertManagerl| #4822 F 712| M yaml It
US W gLt

Ol 4L rulegroup.yamlZ ME & LICt. WORKSPACE-IDE O|™ EHAH|Q| 2|3 AHO|A ID2
HbE LICH

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
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https://console.aws.amazon.com/prometheus
https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =

{{ $labels }}"

C2 A2 alertmanager.yamlZ CHA|EFLICE WORKSPACE-IDE O|™ EHA|2| @3 AHO|A
IDE HFELICH TOPIC-ARNE L &lS TEE Amazon SNS XS] ARN2Z, REGIONE A8 B
2l AWS 2|2 2 CHA|EHLICH Amazon Managed Service for Prometheus0l& Amazon SNS &
Mloi| cHEt HEtol RJo{oF B LICtH

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition
metadata:
name: alert-manager
spec:
workspaceID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
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sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION

message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

(® Note
Olz{&r 74 mdo| EAlof CHEH RtMIEH L8 2 RuleGroupsNamespaceData &

AlertManagerDefinitionDataE & = sA2.

18 WU BEIR TAS MABLICHOl BB 18I0 L

5. CZ BES ddstod 73 = o
AA” H=ol e ZEFE).

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

2 E olUioll HE At E &l & &Lt

-~

(® Note
gAAE MAEX| o1 0| 0|E5te{H yaml Il AM|0|Est D kubectl apply H
HE ChA| Al&5te Euic.
B AAE AK|SHE{™ CFS B2 MBILICH ResourceType AtMISIEAE 2lAA

—_t= T o
& Workspace, AlertManagerDefinition &&= RuleGroupNamespaceZ CHAI &L
Ct. ResourceName2 AM|E El&A9| O|F 22 CHAIELICH

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

OlAdez M f{3AH0|A HZT} 2t 2 ELICH CHS MMo|ME sl K3 AH 0200 X|EE TSt

T5 2HAEE Fdsts YHS dHELICH
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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Amazon Managed Service for Prometheus I AH O|A 0| AT 5 Amazon
EKS E{AE 74

O MMoj M= Helm2 A& 3501 Amazon EKS E{AE M M- E|l= Prometheus7t 0|7 Al Moi| A
i A5t Amazon Managed Service for Prometheus I AHO|A N X|EE HAEASE ML & FHSt=

O| MXtE s&stZd™ X|E =Zoll AA835t7| 25l M-8t 1AM & ol o|F0| 2L LCt. o] ZdZ of
E| 2 lEHX| of2 A Amazon EKS 2E{AE Q| X|E £EIS QI8 MH|A 8 MHoM RIS LIS
U X|EE AZTSML. o248 XIEIS 2 IAM 4& 0| amp-iamproxy-ingest-roleZ X|&EL]

Amazon EKS 2HAE{0] CHall G MT|E F/d5t24H

ANE35+04 T AHO|A Q| prometheusEndpointE 7FAMZLICt WORKSPACE-IDE
O|™ MMo| &3 AH O|A IDE CHA|E LICH

aws amp describe-workspace --workspace-id WORKSPACE-ID
prometheusEndpoint= B ZAtof|l ZA|E|H EHA2 ChSot Z& L

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

CHE & EAOM MAEE = UES 0| URLE MEEfLICH
Al

=
2. OIS HAEZ M o2 dM35t10 0|§2 prometheus-config.yamlZ X|'S&LICEH
accountE HAM IDE, workspaceURL/E EZ &2 URLE, regiong AAEO| XEst AWS
2|Me 2 chAl gt

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"”
annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"

server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigvé:
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region: region
queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500

3. CtZ Helm BEE AFE5t0{ Prometheus AHE & WA HO|A O|F1I AHE HTE & &LICEH
helm 1ls --all-namespaces

XIZ7 x| TlI>&Et SA O M2t Prometheus AHEQ} LA H O|A S| O|§ 2 Z2F prometheusZ
XIH5Hof 3tH RHE HAES 15.2.0Y = U&LICH

4. O|™ EtAHOIM &2 PrometheusChartName, PrometheusNamespace %
PrometheusChartVersiong AH&3%t04 CHS WS AELICH

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

H 2 F gadol=7t 3= HIAIRIZE EAIELICH

5. *._‘"Eﬁ*"%*gi awscurlE S35l Amazon Managed Service for Prometheus Y= ZQIEE F|2|5}01
EHSHozR MEET QK| =Fele = JU&ELICH Regions AFE 521 AWS E|HCZ,

workspaceURL/E 1EtAAM 32 URLZ CHAELICH.

awscurl --service="aps" --region="Region" "workspaceURL/api/v1/query?
query=node_cpu_seconds_total"

O|X| Amazon Managed Service for Prometheus T AHO|AE M5, YAML IS 74O =2
A25104 Amazon EKS 2 2{AE{0| A sHE T AT O|A0| HAZAZMSLICH AFRAE XA B|AA XHO|
(CRD)2t 1 8t= 0|28 It U2 Amazon EKS 2 E{AE] LYol Q& LICH Kubernetes® AWS ZHE £
O| ZHEEHE AFE3I0{ EBHAE MM &X Amazon Managed Service for Prometheus E|AAE 25

zrEfg = &Lt

CloudWatch X|ZE 2} Amazon Managed Service for Prometheus 2]
1=
O H

ZEXEE § o 2e= O 80| E = U&LICH Amazon Managed Service for Prometheus=
Amazon CloudWatch X|E & XIS2 2 £ Z&5HK| Sf&LICH 22{LF Amazon Data Firehose 2! AWS

FirehoseE AF& %8 Amazon CloudWatch X|X& 142
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LambdaZ AF2 304 Amazon Managed Service for Prometheus 2 CloudWatch X|EE FA|E £ Q&
L|CH.

O] MM = Amazon CloudWatch X|E AEZZ H &3t Amazon Data Firehose & AWS
Lambda& AF2304 Amazon Managed Service for PrometheusZ X|EE = Z|5ts WS MHE L
Ct.

AWS 222 E 7lg 7|E(CDK)E AFE3}0q Firehose & AE 2|, Lambda & Amazon S3 HZ!E A
Mt & ARE M50 ™| AlLIEIE AlYAELICH

7t A stofF & U2 of BllAlm|e QlZEtE dHste WL

AERIZ AME5H AEZ|U X|E OO|IEHE HTTP Y EXQIE &= Amazon S3 HY
2

A&t 2o AWS CLIZF x| & F4=[o{oF &Lt
AWS CDK Typescript7} A+& X} & 5' 4 IR=PN L= [0} I ALeF [o] -1 I [wi
* Node.js & Go7t Ar& At BtZ0f A x|x=|of RLo{ofF & LICH.

H

AWS &S CloudWatch X1 L2 LH7] github 2| X|E 2l(CWMetricsStreamExporter)Zt 2
A AEOf x| |o{oF BHL|CE.

Amazon Managed Service for Prometheus /3 AH 0|AE MA3te{H

1. o] dlAlZ|e] Hz ofZ2|710| M2 Amazon Managed Service for PrometheusOllA AZ4ElL|C}. C}
g HH 2 A2 3104 Amazon Managed Service for Prometheus A O|AE MAEHL|CH.

aws amp create-workspace --alias prometheus-demo-recipe

Ql= gt 143


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
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2. O BHoE 3 AH0|AT HEERE=X] EHElStM L.
aws amp list-workspaces

Amazon Managed Service for Prometheus0i| CH2F AFAM|EH LHE 2 Amazon Managed Service for
Prometheus At& HBME FE5HAM L.
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aws-olly-recipes EZ|ZX|EZ|Q RFEO|M CtS HHES AE50o{ CIHEEIE
CWMetricStreamExporter® HZEgLICt

cd sandbox/CWMetricStreamExporter

dozE ol /IRI7t E|IZX|EE|C] REZ ZhEE LT

2. O BEE MEsIod CIMEEIE /cdkz HEELICH

npm install

4. C|HEZIE S|IZX|EC|IC REZ CtA| HEE = O BE 2 M504 C|REE|E CHA| /
lambdaZ B4ZEErL|C}.

cd lambda

5. /lambda EC0| £0{7tH CH& & AHE5104 Go & IS MRIELICH

OlM ZE S& 0| IdRI=IAR&LICH
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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AEHE HYEZ ot
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@} Amazon Managed Service for Prometheus ¥ AH0|A T} = 2|2 CHA| S0 Amazon
Managed Service for Prometheus /3 AH 0|A URLE =HgfLICH.

& So{Ct5E Y& LICH

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceld}/api/vl/remote_write"

region: us-east-2

Firehose & AE &1} Amazon S3 HHZ!2| O|& 2 ¢l5t= O|E L2 AT LICE

2. AWS CDK % Lambda ZEE YC=3t2dMH 2| ZX|ECC] FEOM CHS HWAHS AMELICH
npm run build

0| el= BHHE S35l Go Lambda HIO|L{Z2|7} &1=EE|T CDKE CloudFormation0i| HiZ & = Q&

aws cloudformation list-stacks

O|£0| CDK Stack®! AEHO| 220 EAI=L|C}
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2. EHPEXIE(ZE X|E = MEE HYAam0|A 0 X[E)E ME{TLICH
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https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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3. ConfigurationOiM A& ARS8t 7|& Firehose MEHS MEHSHL|CH,

4. CDKO{A O|Tof BHE FirehoseE AFE2 3t ElLICH Kinesis Data Firehose M& A
EZ MEl EECHR0|AM O|To] BtE AERE MEHFILICE O|§2 CdkStack-
KinesisFirehoseStream123456AB-samplel1234%} ZH&L|CH
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1. TX{ClEx B2 AF25104 CloudFormation AEHS ALK EFLICT
cd cdk

cdk destroy

2. Amazon Managed Service for Prometheus Y3 AH0|AE M 7{ELICEH

aws amp delete-workspace --workspace-id \
‘aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] .workspaceld' --output text’
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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https://aws.amazon.com/compliance/fips/
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CH=2 2 Amazon Managed Service for Prometheus0ll £71& = Q= H& AH of A|LICEH

"Statement" : [
{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
TAWS'" o M
1,
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators - not required for Amazon Managed
Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:r00t"
1,
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
3,
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://console.aws.amazon.com/grafana/home?#/workspaces
https://console.aws.amazon.com/kms/home?#/kme/keys
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Example

"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}

0f
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

1,
"invokedBy": "aps.amazonaws.com"
1,
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"
I

"responseElements": {
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"grantId":
"Qab0ac0dobo00f00eaddccPaleddfcO0bcedd0c000f0000000cObc0a®d@@aaafSAMPLE"
},
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

T A O|A0] CHEH AWS KMS L7 #2|& 7|8 & /355t Amazon Managed Service for
Prometheus7} 1838+ 7|& MMEHL|C} 2|A A0 CHEF AWS KMSTLZH 22|53 7|E AWS KMS K|
M5t= GenerateDataKey 2820 2-LIC.

Ct= oAl O|HIE = GenerateDataKey 242 7IS & LIC}.
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:0272",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {
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"aws:aps:arn": "arn:aws:aps:us-west-2:111122223333
sample-1234-abcd-56ef-7890abcdl2ef"

3,
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
+

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ead00fb0fba@SAMPLE",
"readOnly": true,

"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

&t 3 3tEl WorkSpacell A 2|7t 44 | Amazon Managed Service for
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"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",

:workspace/ws-
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"userAgent": "ExampleDesktop/1.0 (V1; 0S)",

"requestParameters": {
"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-

sample-1234-abcd-56ef-7890abcdl2ef"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
1,

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",

"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus= DescribeKey 212 A& 3504 WorkSpace?t 2tz

1 =
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00ddodb0-0000-0000-ac00-b0cOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonmanagedserviceforprometheus.html
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllPrometheusActions",
"Effect": "Allow",

"Action": [

"aps:*"
1,
"Resource": "*"
},
{

"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": [
"eks:DescribeCluster",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Condition": {
"ForAnyValue:StringEquals": {
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"aws:CalledVia": [
"aps.amazonaws.com"

]
}
},
"Resource": "*"
},
{
"Sid": "CreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/

AWSServiceRoleForAmazonPrometheusScraper*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "scraper.aps.amazonaws.com"

AmazonPrometheusConsoleFullAccess

AmazonPrometheusConsoleFullAccess MHEE IAM EQF Q15 0f HAZAE &= QU&LICH.
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 tag- 22t A7} Amazon Managed Service for Prometheus 2&0AM Ef Mot2 £ = ULS
HE
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TagSuggestions",
"Effect": "Allow",
"Action": [
"tag:GetTagValues",
179
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"tag:GetTagKeys"
1,

"Resource": "*"
1,
{

"Sid": "PrometheusConsoleActions",
"Effect": "Allow",
"Action": [
"aps:CreateWorkspace",
"aps:DescribeWorkspace",
"aps:UpdateWorkspaceAlias",
"aps:DeleteWorkspace",
"aps:ListWorkspaces",
"aps:DescribeAlertManagerDefinition",
"aps:DescribeRuleGroupsNamespace",
"aps:CreateAlertManagerDefinition",
"aps:CreateRuleGroupsNamespace",
"aps:DeleteAlertManagerDefinition",
aps:DeleteRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
aps:PutAlertManagerDefinition",
"aps:PutRuleGroupsNamespace",
"aps:TagResource",
"aps:UntagResource",
aps:CreatelLoggingConfiguration",
"aps:UpdatelLoggingConfiguration",
aps:DeletelLoggingConfiguration",

"aps:DescribeloggingConfiguration"

1,
"Resource": "*"
}

]
}

AmazonPrometheusRemoteWriteAccess

AmazonPrometheusRemoteWriteAccess2| LI Ct=21+ Zr&LCt.

"Version": "2012-10-17",
"Statement": [
{

"Action": [
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"aps:RemoteWrite"

1,
"Effect": "Allow",
"Resource": "*"

AmazonPrometheusQueryAccess

AmazonPrometheusQueryAccess2| LI 2 CtS 1} Z-&LCH.

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"aps:GetLabels",
"aps:GetMetricMetadata",
"aps:GetSeries",
"aps:QueryMetrics"

1,

"Effect": "Allow",

"Resource": "*"

AWS ZH2|& H3: AmazonPrometheusScraperServiceRolePolicy

AmazonPrometheusScraperServiceRolePolicyE IAM E{E|0f 42 E = gi&LICt. o] HAM2
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DeleteSLR",
"Effect": "Allow",

"Action": [
"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper*"
},
{
"Sid": "NetworkDiscovery",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

]I

"Resource": "*"

}I
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{

"Sid": "ENIManagement",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": "*",

"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMPAgentlessScraper"

]

}
}I

"Sid": "TagManagement",
"Effect": "Allow",
"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
I
"Null": {
"aws:RequestTag/AMPAgentlessScraper": "false"
}
}
},

{
"Sid": "ENIUpdating",
"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"

1,

"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AMPAgentlessScraper":
}
}
},

{
"Sid": "EKSAccess",

"Effect": "Allow",

"false"
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"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"
},
{
"Sid": "DeleteEKSAccessEntry",
"Effect": "Allow",
"Action": "eks:DeleteAccessEntry",
"Resource": "arn:aws:eks:*:*:access-entry/*/role/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
.
"ArnLike": {
"eks:principalArn": "arn:aws:iam::*:role/aws-service-role/
scraper.aps.amazonaws.com/AWSServiceRoleForAmazonPrometheusScraper*"
}
}
.
{
"Sid": "APSWriting",
"Effect": "Allow",
"Action": "aps:RemoteWrite",
"Resource": "arn:aws:aps:*:*:workspace/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

.

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}
}
.
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
.
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
.
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"ws-12345678-1234-abcd-1234-1234567890"

"workspaceId":

iy
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",

"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

0i|A|: CreateAlertManagerDefinition
CtZ oMl = CreateSignalingChannel 242 M 35t= CloudTrail 21 =52 £04 ELICH

"eventVersion": "1.08",

"userIdentity": {

"type": "AssumedRole",
"EXAMPLE123EXAMPLE123-1234567890616",

"principallId":
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {

Iltypell: IlRolell’
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn:aws:iam: :123456789012:role/Admin",

"arn":
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {
},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z"
}
}
},
"eventTime": "2021-09-23T20:22:437Z",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",

"awsRegion": "us-west-2",
202
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"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@OiAnbG9jYWxob3N@0jI1Iwogl

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

},
"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-

trace-id, x-amzn-errormessage, x-amz-apigw-id,date",
"status": {
"statusCode": "CREATING"

}

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

0{A|: CreateRuleGroupsNamespace

Ct= od|Xl= CreateRuleGroupsNamespace 22 AHESt= CloudTrail 21 &= 2 £0{ ELIC}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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I
"webIdFederationData": {

iy
"attributes": {

"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
1,
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {}
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "123456789012"
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« iam:CreateRole

* iam:CreatePolicy

+ iam:GetRole

« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

1. ChS 2Y=7F T3 El createIRSA-AMPIngest.shO|2tE TS dY
IC}. <my_amazon_eks_clustername>2 22{AE{ O|EQZ HF 1
<my_prometheus_namespace>E& Prometheus W &AM O|AZ HFELICH

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

s
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AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

I

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces
#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
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#
#
#
S

i
t

"aps:GetMetricMetadata"
1,

"Resource": "*"

OF

unction getRoleArn() {

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $0OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then

echo ""
else
>&2 echo $OUTPUT
return 1
fi
Create the IAM Role for ingest with the above trust policy
ERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
f [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
hen
#
# Create the IAM role for service account
#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \

--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \

--policy-document file://PermissionPolicyIngest.json \

--query 'Policy.Arn' --output text)

#
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# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

CHS BE S U=stod AT BIEN| ERF HEHE Fo{gLict

chmod +x createIRSA-AMPIngest.sh
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iam:CreateRole
iam:CreatePolicy
iam:GetRole
iam:AttachRolePolicy

iam:GetOpenIDConnectProvider
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Amazon Managed Service for Prometheus X|E 9| E2|& 2?8 MH|A g2 M 5te{H

1. Chg 2RI ZFEl createIRSA-AMPQuery.shO|EHE TS WHE
LICt. <my_amazon_eks_clustername>2 E8{AE O|E2Z HF
<my_prometheus_namespace>E Prometheus L&A H O|AZ HFELICEH

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

b

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
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cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,

"Resource": "*"

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ ]1]; then
echo $0OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

#
# Create the IAM Role for query with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \

o
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--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \

--policy-document file://PermissionPolicyQuery.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role create above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN

else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve
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Amazon VPCE At&X}7t Holeh 7t EIT oM AWS E|AAE AIZTE [ AHSE = U= AWS
MH[AQILICH VPCTL e IP =4 He|, MEY BR8] H0|E, HERX3 HO|ES0] 5 HES
3 M™HE WMofE & U&LICE VPCE Amazon Managed Service for Prometheust| 9422524 QIE]
HO|A VPC A= ZQIEE & O|5t0{ VPCE AWS MH|A0]| A& LIC}H O| JEXQIEE AR SHH
CIE HO|ERO|LE NAT(LIERZ =4 ) QIARA £i= VPN 2424 810|= Amazon Managed
Service for Prometheus0 Pt %10| 1 &3 71 S5t AH AZELICH XtM[EH LI 2 Amazon VPC ALE
MHMO| Amazon VPCEF FAULITNE & ZSHMILR.

CIEHHO|A VPC AIEEZQIEE ZEIO|H! IP AL &7/ EH2dX HELQIT CIE{HO|AE AHESH0d
AWS MH|A ZF Z2IO|H! EAIZ AFR2E £ Q)= AWS 7|=Q! AWS PrivateLinkol 2|8 +SElLICH. &t
Met Ltige M 7|5 - AWS ME|AE |8t AWS PrivateLink 221 HAIEE E XA 2.

CFS 2 Amazon VPC AFEALE 8t ME QLICH Amazon VPCE Al SHE hedol CHEE LIS
Amazon VPC A& AHM0| A Al

Amazon Managed Service for Prometheus0l| Ci & QIE{H O|A VPC RIEE
RIE MM

QIE{H|O|A VPC HIEZQIEE MA510{ Amazon Managed Service for Prometheus AF& 2 A|ZFEHL
Cl. CIS MH|A 0|8 A= 2 QE Fofl A MESSHL|CE

¢ com.amazonaws.region.aps-workspaces

Prometheus 2t APIE AtE5tE{H O| AH|A OIS ME{ELICH RHA[EH LHE 2 Amazon
Managed Service for Prometheus A& ME A0 M Prometheus £ & APIE FZE35HAL.

* CcOom.amazonaws. region .dps
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https://docs.aws.amazon.com/vpc/latest/userguide/
https://aws.amazon.com/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/GetStarted.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference.html#AMP-APIReference-Prometheus-Compatible-Apis
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference.html#AMP-APIReference-AMPApis
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference.html#AMP-APIReference-AMPApis
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KM LI 2 Amazon VPC AHE B M| VPC RIE X QIEE S5l AH|[A0| CHEF HA|A K[o{E Ff
Z5tMIL.
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sts-regionalized-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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{

"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",
"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUser"
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"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
.
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
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ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error

remote_name=el3b0c

url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/

api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429
Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata
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Managed Service for Prometheus &2 &2 Zotst ZJ LIt

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error

remote_name=aps

url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/

api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:
per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)

exceeded
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Cl2 oKt SAE 429 @ B 7} EA|E|H
WorkspaceZ C|O|EHE MEE = A= &
Prometheus &% 2k Z a8+ ZdQL|C}.

2%10| RemoteWrite Prometheus &8 APIE A& 35104
T ERTM )0 CHE Amazon Managed Service for

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

CHS ot RAFSH 400 2 F 7} EAIZ|H 2%0| Amazon Managed Service for Prometheus &4 A|7|
H IS T ope JALICH M AAHYE 22 Aol Lol cHEt RHAIEH LI 2 24 Al2l= 7|2
2 MME FESHMIR.

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/v1l/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid_workspace_id: per-user series limit of 10000000 exceeded,
Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1imit: @ global limit: 10000000 actual local limit: 92879)"
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https://promlabs.com/blog/2022/12/15/understanding-duplicate-samples-and-out-of-order-timestamp-errors-in-prometheus/
https://promlabs.com/blog/2022/12/15/understanding-duplicate-samples-and-out-of-order-timestamp-errors-in-prometheus/
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html
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» CreateAlertManagerAlerts

* DeleteAlertManagerSilence
* GetAlertManagerStatus

+ GetAlertManagerSilence
* GetlLabels
* GetMetricMetadata

» GetSeries
» ListAlerts
» ListAlertManagerAlerts

+ ListAlertManagerAlertGroups

+ ListAlertManagerReceivers

» ListAlertManagerSilences

» ListRules

» PutAlertManagerSilences

* QueryMetrics

AWS SDKe+ & 74 Amazon Managed Service for Prometheus AH& 242


https://aws.amazon.com/developer/tools/
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 RemoteWrite

CreateAlertManagerAlerts
CreateAlertManagerAlerts &2 I AHO|AM LRSS HMFLICH
R ESHHTTP S Ak

POST

|EE URL

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL # 2| mt2t0OlE:

alerts ZI 2|7} stLto| L3S LIEILHE A BHEULICH ChE2 L& A el oM LCt.

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.995Z2",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
.
"generatorURL": "string"
}
]
ME 2%

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

CreateAlertManagerAlerts 243
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User-Agent: Grafana/8.1.0

[
{
"labels": {
"alertname": "test-alert"
},
"annotations": {
"summary": "this is a test alert used for demo purposes"
.
"generatorURL": "https://www.amazon.com/"
}
]
ME 8%

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence

DeleteSilences & &l StLIE AK|ELICE.

REBHHTTP SAk:

DELETE
&8 URL

/workspaces/workspacelId/alertmanager/api/v2/silence/silencelID
URL #2| mt2tolE: g1

ME 2%

Mkl

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

DeleteAlertManagerSilence 244
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Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

Mkl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus

GetAlertManagerStatus= Y& #Z|Xto| &EHoi CHEF HE

i
N
L
>
=
g'l_-

T

I

EEHHTTP SAL:

Jo

GET
URI:

=
ol
ro

/workspaces/workspacelId/alertmanager/api/v2/status
URL #Z| m}2t0/H: eiS

ME

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

AH
=]

Ct
=

Mkl
0l0

HTTP/1.1 200 0K

GetAlertManagerStatus 245
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x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-@\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {3\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
},
"uptime": null,
"versionInfo": null

GetAlertManagerSilence
GetAlertManagerSilences & Y& stLtol CHet HEE HAMELICEH

QESHTTP SAL

/workspaces/workspacelId/alertmanager/api/v2/silence/silencelID
URL #{2| mt2tolE: g1

ME 2%

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

GetAlertManagerSilence 246
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Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

>
M|kl
0l0

H

=

Ct
=

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",

"status": {
"state": "active"

}I

"updatedAt": "2021-10-22T719:32:11.763Z2",

"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels

GetLabels X2 AlA|Gxt 2tEdEl Blojl22 A

REBHHTTP SAhL

GET, POST

GetlLabels

247
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F=8 URL
/workspaces/workspacelId/api/v1l/labels

/workspaces/workspaceId/api/vl/label/label-name/values O| URI= GET &0t
K| &gt

URL 2| Zt2t0lE:

match[]=<series_selector> 2l|0|2 O|§2 212 AlEIZE MEiGt= BtF Al2[= MEHT| Q1
QULICE MEd AFEF QL.

start=<rfc3339 | unix_timestamp> A|X}f EFQUAEHEQIL|C} MEH AFEFQILICEH

end=<rfc3339 | unix_timestamp> S = EIUAEBHZ QI |C} MEH AFEQIL|CE

/workspaces/workspaceld/api/vl/labelsof CiEt MZ 27X

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceId/api/vl/labelsOi CHSF MZ SE

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",

"data": [
"__name__",
"access_mode",
"address",
"alertname",
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"alertstate",

"apiservice",

"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",
"boot_id",

"branch",

"broadcast",

"buildDate",

/workspaces/workspaceld/api/vl/label/label-name/valuesOi CiEt ME @™

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/valuesOi CiSH MZ &

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",
"data": [
"ReadWriteOnce"
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}

GetMetricMetadata

GetMetricMetadata U2 CH M 2Hx) A3 21E Sl X|Eof CHEt HEHIO|EE A grLCt,

CHe H2 = MSskx| E&Lch

#el Znte| olole MM Zf 7|7k X|& O|F 0| Z 2o
TlE nfet HECOlE A S5¢ X2 FEELIct

QEEHTTP SAL

/workspaces/workspacelId/api/vl/metadata
URL #2| mt2talE:

limit=<number> Bt&tE Z[CH X|E +QILIC}

metric=<string> HEIC|O|EHHE TEHEE M X[E O
E HIEFHIOIE 7t ZHAHElL|CE.

ME %

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1

Content-Length: 0O,

Authorization:

AUTHPARAMS

X-Amz-Date:
User-Agent:

>

H

Ck
=

=

M|k
0l0

20201201T1937257
Grafana/8.1.0

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Connection:
Date: Tue,

Server:

Transfer-Encoding:

keep-alive

application/json

amazon

chunked

@1 Dec 2020 19:37:25 GMT
Content-Type:

| 2 ol M sliiE X[& o|Fof Cisll =&

2iL|ct. o] mtEt0|EE HIR 5

H ZE X|

GetMetricMetadata
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{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

1,

GetSeries
GetSeries U2 EM t|0|E MEQ} UXISIE AlHE S5 AAUELICE
S5 HTTP SAH

GET, POST

/workspaces/workspaceld/api/vl/series
URL # 2| ot2t0lE:

match[]=<series_selector> BI&te AIZ[ZE MEISIE BHF Al2|= MEST] Ql=AL|CH 174
O|& 2| match[] ¢/+E ANZ38HoF gLiCt.

start=<rfc3339 | unix_timestamp> A|Z} EFUARMZQIL|C} MEH ALE

end=<rfc3339 | unix_timestamp> B = EIUABMI Q1L |C}, MEH ALE

ME 2%

M|kl

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0,

GetSeries 251
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

Mkl
0lo

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

"status": "success",
"data": [
{

" _name__":

"node_cpu_seconds_total",
"prometheus",

app":
"app_kubernetes_io_managed_by": "Helm",

"chart": "prometheus-11.12.1",

"cluster": "cluster-1",

"component": '"node-exporter",

"cpu": "Q",

"heritage": "Helm",

"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",

"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",

"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal”,
"mode": "idle",

"release": "servicesstackprometheuscfl4a6d7"

__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",

"component": "node-exporter",

"cpu": "Q",

"heritage": "Helm",

GetSeries
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"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"
iy
]
}
ListAlerts
ListAlerts Y2 I AHO|A0A 2HRH N AENQI SEIS AMEL|Ct

&t HTTP SAt

Jo
ol
;

/workspaces/workspaceld/api/vl/alerts

0x
M|k

2

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1

Content-Length:
Authorization:

0,
AUTHPARAMS

X-Amz-Date:

20201201T193725Z

User-Agent: Grafana/8.1.0

Ct

AH
=

=

M|kl
0[0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

ListAlerts
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{
"status": "success",
"data": {
"alerts": [
{

"labels": {
"alertname": "test-1l.alert",
"severity": "none"

.

"annotations": {
"message": "message"

},

"state": "firing",

"activeAt": "2020-12-01T19:37:25.429565909Z2",

"value": "le+00"

}
]
},
"errorType": "",
"error": ""
}
ListAlertManagerAlerts

rr
o
o
2
o
o
0

ListAlertManagerAlerts= ¥IAHO|AS| A& B IR0 A TIRH E st QU

HE AME LT
FEEHHTTP SAL

GET
URI:

=l
ol
ro

/workspaces/workspaceld/alertmanager/api/v2/alerts

0x
Mk

(SkS

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

ListAlertManagerAlerts 254
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User-Agent: Grafana/8.1.0

AH
=

Ch
=

M|kl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes

1,
"endsAt": "2021-10-21T22:07:31.50172",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T22:02:31.501Z7",

"status": {
"inhibitedBy": [],
"silencedBy": [],
"state": "active"
},
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {
"alertname": "test-alert"

ListAlertManagerAlertGroups

fjo

ListAlertManagerAlertGroups X2 3 Amo|A 0| U2 ZE|Rto FAHE L2 I8 =2
AMBrL|CH.
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RES HTTP SAk:

GET
F= URL

/workspaces/workspacelId/alertmanager/api/v2/alerts/groups

URL # 2| Zi2t0]E:

active 2 LIC} true?! B
B ALY
silenced 22 &LIC} true?! &4
Ct. MEH ALE

inhibited £ &lL|C}. true?!
L|C}. MEH ALE
filter EA+Y HHLQIL|CH &

ojo|
=K

]
o

receiver Xt Lich &

AH

MI O %

(=]

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/

groups HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

Ct

AH
=

=

Mkl
0lo

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 443
Connection: keep-alive
Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
Server: amazon

ListAlertManagerAlertGroups
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vary: Origin

[
{
"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [
{
"name": "sns-0"
}
1,
"startsAt": "2021-10-21T722:02:31.501Z",
"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "unprocessed"
.
"updatedAt": "2021-10-21T22:02:31.501Z",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}
}
]

ListAlertManagerReceivers
ListAlertManagerReceivers 242 2l Zt2[xtol| FEE F=417]0of CiEt HEE AAgLCt
S &S HTTP S Ak

GET

ListAlertManagerReceivers 257
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|38 URI:

/workspaces/workspacelId/alertmanager/api/v2/receivers
URL # 2| Z+2t0lE: eig

ME 2%

Mkl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>

H

=

CH
=

M|kl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences 22 I AHO[AN FHE T Lol CHEt WEE HAMELICtH
FEEHTTP SAL

GET

K EF URI:

/workspaces/workspaceId/alertmanager/api/v2/silences

ListAlertManagerSilences 258
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ME 2%

Mkl

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a3449073bbd0a/alertmanager/api/v2/silences

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

M|kl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
1,
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListAlertManagerSilences
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ListRules
ListRulesE 3 AHo|A0| LAE F2lof CHe HEES ZHA8L|Ct

B HTTP S A

Jo
Fol
;

/workspaces/workspaceId/api/vl/rules

>

M|k

H

MI OX

o

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>

H

Ck
=

=

M|kl
0l0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@0m:1m]))",
"labels": {3},
ListRules
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"health": "ok",

"lastError": "",

"type": "recording",

"lastEvaluation": "2021-10-21T21:22:34.4295659097",

"evaluationTime": 0.001005399

]I

"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",

"evaluationTime": 0.001010504

}
]
},
"errorType": "",
"error": ""

PutAlertManagerSilences
PutAlertManagerSilences & ¢4
SES HTTP SAk

POST

/workspaces/workspaceId/alertmanager/api/v2/silences

URL 2| Zt2+0|E:

silence F&& LtEtL= A L|CH A2 CtSat Z&LCh

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",

"isRegex": Boolean,
"isEqual": Boolean
}
1,

"startsAt": "timestamp",

PutAlertManagerSilences 261
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"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
ME 2%

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers":[
{

"name":"job",
Ilvaluell:llupll’
"isRegex":false,

"iskEqual":true

1,
"startsAt":"2020-07-23T01:05:36+00:00",

"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

>

H

=

Ct
=

M|kl
0l0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
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}

QueryMetrics
QueryMetrics Y2 B AM E= 2H™ 7[7F Set QAARHE F2|E TIteLICH
SEB HTTP EAkL

GET, POST

Ct.

/workspaces/workspacelId/api/v1l/query_range O| URIE Y™ 7|7t S0tO| QIAEE
2l& Hoterct

URL #2| mt2tolE:

query=<string> Prometheus Z 34! 22| EXAFRILICt. query & query_range & CHof| AL
Eluc.
=

time=<rfc3339 | unix_timestamp> (MEH ALE) EFL A[HOIM QIARE HE[o queryE At
85t 49 Gt EtUARm LT

timeout=<duration> (MEH AFE) H7} AlZt _"E_'|'°'|-—|E|' 7|82t -query.timeout EEi2
ke 2 MSHEILICH query & query_range € CHoil AFSEILICH.

start=<rfc3339 | unix_timestamp> query_rangeZ AF&35t04 7|Ztoll CHal #HEIStE B
AlZF Et LA B QL [T},

end=<rfc3339 | unix_timestamp> query_rangeZ At83l0q 7|Ztol| CHEH 25t B
SE EtYARMEQILCE.

step=<duration | float>duration 84| &= floatX= B2 LIEHHE FEI SHZE EHA =
ILICH query_rangeE AF235t0od 2™ 7|7t St R ElstE FR0T AL SHH, siE F2lo 2
groict.

X|& AlZt

Prometheus £ & APIQ| duration® <A}O|H, 1 Fof| U} £ CtS Bt & stLE7} ek LI
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

24 A2t 2 T1H7)
7LZ JHH)
365YUZE 7tH)

Authorization:

AUTHPARAMS

X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

>

=

H Ch

=

M|kl
0[0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 132
Connection: keep-alive

Date: Tue,

Content-Type: application/json

Server:

content-

amazon
encoding: gzip

"status": '"success",
"data": {

"resultType": "vector",
"result": [

01 Dec 2020 19:37:25 GMT

{

"metric": {3},

"value": [
1634937046.322,
"252590622.81000024"

QueryMetrics
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}

RemoteWrite

RemoteWrite 2212 Prometheus AH{ 2] XI.‘E% A3 URL| E&ESHE Ao 2 J|FEhL|ct it
Mo 2 Prometheus AME{Q} &2 7|&E Z20|2

m|m
>
oo
Q'I_I
Avd
o
2
2
mo
ol
M
o
r
[ul

QESHTTP SAL

POST

/workspaces/workspaceld/api/vl/remote_write
URL #2| mt2talE:

None

RemoteWritel| £+& £ = =Y 70,0007 MEZ0|1 =& HAE 3 7|= 1,000,00071 MZlL|C}.

ME o

[k

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

RE 2 FE2 https://github.com/prometheus/prometheus/
blob/1c624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L640AH Z2E
Z HIH HolE AxstM L.

RemoteWrite
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https://github.com/prometheus/prometheus/blob/1c624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L64
https://github.com/prometheus/prometheus/blob/1c624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L64
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

RemoteWrite 266
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Amazon Managed Service for Prometheus0il CHEF EAM 7|5
INESRSLENS

CH2 Zoll= Amazon Managed Service for Prometheus AF& AEAMO| 5 MBEM HE|o|E7H MY
lof U &LIct o] MHEAMof CHEF MO|0|E L BIS gropif RSS I|EE& 755t ELCh.

HE AE ME =R
=&0| 7= Mol uped &l 2fE  Amazon Managed Service 20244 5¢ 16
He|At 74 o WEO| FJF for Prometheus= Amazon
EA& LI Managed Service for
Prometheus 2& LH0{M 2!
e(xt 7o o U 735 HO
I UE HEE = JUe KBS
Z=7tgct.
Amazon EKSOi| CHEF M| A Amazon Managed Service 2024'4 5% 2

gr=0| 2 E o 7ZHEFEF AWS  for Prometheus= Amazon
Zald =87 ¥-Eo| FtE EKS A& &Foi chst K|
A& L. HE F7tst0o{ AWS #E2|F
TE7| Ed™E ¢tAsE L
Ct. AWS 22l =& 7o CH
& AmazonPrometheusSc
raperServiceRolePolicy 22
MA2 O O|& AFSE|X| &f

=
—
UL BRS AHEY 4 AT

£ dolo|EELILCE.

AWS APIE B o[ API X Amazon Managed Service for 20244 22 7
7}0|EE o|SgLct. Prometheus AWS API= O|A]|

A & =21 Amazon Managed

Service for Prometheus API

HZE M AEE = UEL

Ct. Prometheus £ & APIE=

Amazon Managed Service for

267


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-rules-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-rules-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
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