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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l
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Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
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Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

l
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Track resilience posture
Suggest focus on CICD, and as application is updated making sure
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you have checks in place to assess resilience
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AWS: :ResilienceHub: :DatabaseAppComponent QI o= &3tX| %S 5 UEL

CFAWS: :ResilienceHub: : ComputeAppComponent.
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£ LIS 2lAAE AWS Resilience Hub AppComponents K| 8fL|C}.

* AWS::ResilienceHub: :ComputeAppComponent
* AWS: :ApiGateway::RestApi
* AWS: :ApiGatewayV2::Api
* AWS::AutoScaling: :AutoScalingGroup
* AWS::EC2::Instance
* AWS::ECS::Service
* AWS::EKS::Deployment
* AWS::EKS::ReplicaSet
* AWS::EKS::Pod
* AWS::Lambda: :Function
 AWS: :StepFunctions::StateMachine
* AWS::ResilienceHub: :DatabaseAppComponent
* AWS::DocDB: :DBCluster
* AWS::DynamoDB: :Table
* AWS::ElastiCache::CacheCluster
« AWS::ElastiCache: :GlobalReplicationGroup
« AWS::ElastiCache::ReplicationGroup
* AWS::ElastiCache::ServerlessCache
* AWS::RDS::DBCluster
* AWS::RDS::DBInstance
* AWS::ResilienceHub: :NetworkingAppComponent
« AWS::EC2::NatGateway
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« AWS::ElasticlLoadBalancing::LoadBalancer
* AWS::ElasticLoadBalancingV2::LoadBalancer
* AWS::Route53::RecordSet
* AWS:ResilienceHub: :NotificationAppComponent
« AWS::SNS::Topic
 AWS::ResilienceHub: :QueueAppComponent
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* AWS::ResilienceHub: :StorageAppComponent
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* AWS::EFS::FileSystem
* AWS::FSx::FileSystem
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CHEE REMIBH LI 2 MM E & X 51 2 AWSResilienceHubAsssessmentExecutionPolicy.
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AME| £F - 2231 HE AL oA AWS Resilience HubQ| AlZ| =& LIEFHLICE
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« AppComponent & - 2| R&2 LtEHHLICE AppComponent.
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1. CloudTrail > O|HIE 7|E 22 O|S&LICt.
2. A IDE AM83t0{ AEXI O|EE 7|E2E O|HIEE TEHZFLICH

3. StartAutomationExecution 852 ELICt 2% IDE SSM A& & IDYLICH
4. AWS Systems Manager > A} 53} 2 0O|S&fL|C}
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G7t 210 E ddiete Sof Ydste Lirxel 2 ®= Ch31 Z &Lt

« EHAE/SOPAHEO| AE|7| Mo ZE BEZ!0l HHZE|X| pff&LICE O|2 Qlal XtSEH T A 0l A
@ F HIAIX|7F & ghL|ct,

« @7 MAIX]: The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb0c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store..
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o EFA| M5 B2 0l LbehetLict,

« @7 MAIX]: An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details

C S WY SHIE MY A2 MTYEX| HOISAHIR. Ol HUS HIHCHH TR M £7t
SHI WIS CHAl MESHHIR
. Ao HTYXIT 043 ATHE WK RYALICH Ol FRE WO T LR AHSE EHE
QI%t ZdglLict,
« 27 HIAIX]: Alo| dEFMea 2 @F HAIX|7I EAIL|X| ¢E&LICE

24| ol 2: 7HE BAHM oy 22 & E3S HAtst7| o AWS FIS Al &l B0 4B E
CHz = mteto|HE &elstn dE BHAE dmsSLU

AWS FIS Amazon Elastic Kubernetes Service 2{AE 0| A™E|= Kubernetes £ E
E HAES = S0 Al Al

CHe Amazon EKS 2E{AE{0IM AR E|= Kubernetes ZE S EAE 5= S0 wraists Qutxiol
Amazon Elastic Kubernetes Service(Amazon EKS) & O lL|C}.
- AWS FIS &3 L= Kubernetes AH|A AHol| CHE & ZE 1AM & F- Lt

« 25 HAIX|:

 Error resolving targets. Kubernetes API returned ApiException with
error code 401.

 Error resolving targets. Kubernetes API returned ApiException with
error code 403.

Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details
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« Q% MIAIX]: Unable to heartbeat FIS Pod: Max failed sidecar containers
reached.
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« 27 MIAIX]: Assertion failed for the following alarms. 0{AMo| Alujst 2
EL

- &l &d: Container Insights7F ZE 0o A S2HI2A Mx|Elo] Qo AET 74K UX| o2 X|
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AWS SH#H3H 5= AR 7Ho|E
0 € =01, o2 SE2 oM IS B2 HEY A S HB5t= JSON F 49| AWS CloudFormation
HZ38 H0o{ELICt. AWS Resilience HubEmployees2h= DynamoDB Ef|O|& 0| CHEF 17| M8t &
Heluct.

=

HE 2! Resources A2 DynamoDB El|0|22| 17| A&t O|HIE =7} 1& Zote [ E85tE=
A E

AWS: :CloudWatch::Alarm ZEE MHHEEILICH £5F F AWS: :SSM: :Parameter ZlAAE HEHH
O|E{E Holst= 2 AKX ofZEZ|FAHI0O|ME AZMSHK| &t MX|El 2| &AAE AWS Resilience Hub Al
g = JUsLct
{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
+

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm" :
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

HE AL 2 oHEE7 0l Mofl & 112



AWS S 5= AEXt7tol=

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"

.

"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {

"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"

}

}

.

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alaxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-@-DynamoDBTable-
PXBZQYH3DCJ9",
"Type" : "String",
"Value" : {
"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}"
1,
"Description'" : "SSM Parameter for identifying installed resources."
}
I

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

.
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AWS =32 5= ALZ%t 7H0|=
"Description" "SSM Parameter for identifying installed resources."
}
}
}

}

S Z 2! =% AWS CloudFormation
o2k E= AWS FIS 2laAE T2 o E /7 o|Mol| SEStE 7HEY 42 YH2 ofE2|AH ol HES
g dst= HED| L& EE= EAAE O E 2|lAAE 7HEHS| FIhsts WLICH SOP ofel XS
El JSON -formatted It EZ210{ A DynamoDB E|0|E & MHFI = &dof Cist 7|12 IR E ME
gLt AWS CloudFormation AX|| of Z2|7i|0|Mofl= =7t Elo|2 0 22 & 7tX| 2lAA7 H Z&E
7tsdo| E&LIth

{

"AWSTemplateFormatVersion":

"2010-09-09T00:00:00.000Z",

"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}
}
I
"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [
{
"AttributeName": "USER_ID",
"AttributeType": "S"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
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}I

{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"

}

1,
"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

},
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,

"Projection": {
"ProjectionType": "ALL"
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}
}
]
}
}
}
}
B 2oL E ol Z2(7H0lMDt A B Z5t24E O|M| st=EZ Y E E|AAE o EE[FH01ME AR S| S
EZ 2 Hhof gL ch

[F2FA AWS: :CloudWatch: :Alarm ElAA ZolojAM Ct22 ¥HZAs L.

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
CHE2o 2ol stMl

"Value" : {"Ref": "Employees"}
12|13 AWS: :SSM: :Parameter ElAA HOo|o|M CHS S BHZEELICEH

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazrn
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld
\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

SOPsZ! AWS FIS A&l AWS CloudFormation ElZ 2!
F

S = 8 =
B8 0| F 0| A& 2S5t M IDs X2 ChAlotes SYSH U2 HAlS
DynamoDB E{|0|£0f CH8t 2t =& AWS CloudFormation AF23tH CHS 2tdg +&E £+ QlaLch.
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« MME 2[AAO AXK| IDE & AEO| AIB 51, 2[AAE AWS CloudFormation L A|3HofF 3= 4
Q HAEE SXoZ UHO|ESAAIR
® Note
ABHS SHGtLE HE o] AEHO|M 2|44 £392 F X 5H= AWS CloudFormation S OHE 2|
7lolMd ElAaAE #ElStY| 2IEF g Y E MEE £ QJ&LICH AWS CloudFormation (5t X
OF =3 ABHE 7|2 AE0 22|50 | X|5t2{H T A= Zhol| HEE ME st WHE 74
atok gFLCt.)
EE Bt Terraform HashiCorp by@t 22 EtAl E7E AF835l04 ZEY Q= 2} (1aC) & Z=H|X
28 =5 J&Lct.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-crossstackref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-nested-stacks.html
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AWS Resilience Hub 2&2 AL&35t0 ol Z2|7i0|MS dH5t T #El5H7] ¢
Resilience Hub & AFE3tHE AI&35to ol Z2|7i0|ME HH5t T 2El" =
Resilience Hub APIs. O| 0| AM=& At&35t04 o Z 2|7 O]

Resilience Hub APIs. EEHE A &5l oF 5t= AIEHAAPIsQt HA 8t o x| et & 74 MS3sHok 5t= uteto|

S|
B 2t HOolgtLICh RME HE = Ol FHME FZshMIR.

rr

« the section called “OHZ2|Z|0|MH &H|

I

+ the section called “OfZ 2|70 AR 2l B AY
X

=
« the section called “OHZ2|Z|0|MH %"

1EA|: o ZEl71|0] 4 EH]

ofZE[FH0|ME
ofZ 2|7 0|M 2

ZH|5t2{d HA{ O Z2|FH|0|M S Mot D S¢d=d MM S stets ChS Q=4 AA0|AM
A
APIsOf CHE REAIEH L

o |
AE JHX{QtofF gFLICH ofE2|F|o|ME EHISHE Ol AFH2 El= AWS Resilience Hub

S =& HZshM L.

rlo

« the section called “Of Z 2|7i|0|M BtE 7|

« the section called “S-$23 Z4=H A AY”

+ the section called “OfZ Z2|F0|M E|AA 7} K27 & 7IX{ 7| AEf| 2LIE{R)”

« the section called “OHZ2|F|0|ME HAlstD S§=2 YA e erL|ct”

OfZ2|7ilo] 4

oM Af O ZE|7H0|ME Md5tE{HHE S ECreateAppAPIStT TR OHEEZ|FO|M OIF S
NS dtioF AWS Resilience Hub® LICE. O[of CHEt RtAIBH LI 2 MM E APIF Z5HA|Rhttps:/
docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html.

oMol EE AWS Resilience Hub AF& 3104 CreateApp newAppOllA A OHEZ|FH|0|ME M4
g Ho{ELICHAPI
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html
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aws resiliencehub create-app --name newApp
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"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"

i
o

29 X4RH AH A4
— o™= So

OHZZ|F0|ME MME FE ALE5t04 ol EE|7H0|Mo| S 32 HEHE OlHE = U= S WA
£ MAMSloF gfL|ICiCreateResiliencyPolicyAPI. O[of CHBF RFA[EH LIS 2 MME APIE XA

L https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html.

CtZ oAl =& AWS Resilience Hub A& 35t040{ A{ Of & 2|71 0|4401| newPolicy CHEt
CreateResiliencyPolicyE Mdst= W2 2 0{ELICIAPL

eF

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 864003}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html
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"policy": {

"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
iy
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

Q24 AANM ElAA 77| A 7HK{2 7| A ZL|E{E!
AWS Resilience Hub = OHEZ 2|7|0|M0]| 2| AAE APIs 7} 27| {8l CtS2 NS &L Ch.

« ImportResourcesToDraftAppVersion - O|Z 7| API 5t CHE 123 AA0{|A Of
Z2Ao|Me| ot TS E B[AAE 72 &= U&LICE olol| CHEt AtMIE LIE=2 A
ME APIE =5t M 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_ImportResourcesToDraftAppVersion.html.

« PublishAppVersion - O|Z 7| API 5t 0| EEIQt &7H oHZ2[AH 0|2 M HTH0| HA|IE L
Ct AppComponents. O[0i| CHEH AFAIE LIS 2 MM E APIEFZ 5tM| R https://docs.aws.amazon.com/
resilience-hub/latest/APIReference/API_PublishAppVersion.html.

« DescribeDraftAppVersionResourcesImportStatus - APl O[22 7| &t 2[AA 0| of
ZCI70ld HEHS 2 712 7| 4EHE ZLIEZE == J&LICH o|of CHEt REMIEH LHE=2
MME APIE = 3HM| 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeDraftAppVersionResourcesimportStatus.html.
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
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CHS oMol = ImportResourcesToDraftAppVersionE AWS Resilience Hub AFHE 5040{|A{ Of
ZC70|Mo 2 E|AAE VM= WS E0{ELICIAPI

o

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'

==
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}

Ctg oMo M= CreateAppVersionResource® AWS Resilience Hub AF& 350404 A1 O Z 2|71/ O|
Mol Bl AL E S22 FItetE YHE HoiELICHAPL.

2

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'
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"appArn": "<App_ARN>",
"appVersion": "draft",
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physicalResource": {
resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
identifier": "<Physical_resouxce_id_ARN>"
"type": "Arn"
},
resourceType": "AWS::EFS::FileSystem"
"appComponents": [
{
name": '"new-app-component"
"type": "AWS::ResilienceHub::StorageAppComponent"
"id": "new-app-component"
}
]
}

A35odol M 2

CtS oMol M= DescribeDraftAppVersionResourcesImportStatus& AWS Resilience Hub
Eii4
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aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

0l0

Ch
E

{
"appArn": "<App_ARN>"
appVersion": "draft",
"status": "Success",
statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
}
— o =1 =
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ofZ2|7|olMe| et HEE HAlstn 573 Mg & sicdH

1.

oHEZz|AHo|Me| ot HAE HAISIE4™ PublishAppVersionE AFEEHLICIAPI. Ofodl CH
8t REAMIE LHE 2 MME APIRF R 5HMhttps://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_PublishAppVersion.html.

EFQ oMol =28 AWS Resilience Hub AF& 3104 PublishAppVersionOllA{ OHE 2|7 0| 9]
ot HTIE HAlste WHE E0{ELICIAPI

Y

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

St
o -
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

E AL&35to{ o Z 2|70l Mol E2E|A KT S HAME M EL|CtupdateAppAPI. 0[o]
CHEE REMIEH LI 2 MM E APIEF X 5HAMI 2 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_UpdateApp.html.

AWS Resilience Hub A2 5040{| A ZI2|AE Of Z Z|7H0|M HZof| 2242 &
a2 Ho{E LICtUpdateAppAPI.

2
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aws resiliencehub update-app \
--app-arn <App_ARN> \
--policy-arn <Policy_ARN>
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html
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{
"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {
"resourceArn": "<App_ARN>"
1,
"assessmentSchedule": "Disabled"
}
}

2EHA|: AWS Resilience Hub S84 Ty} Alg ol a7

M HZTO| ofZZ|FH|0|ME HAIE Fols M S22 HWIIE Adsin 20E 44504 ojE2|7o|M
O| S¢2d Mo Mo|E of&F I3 22 RTO L o4 /I ZEE FF5=RPOX| &QlaHoF &L|CH
Wite Zt ofZ2IAH0lM T H @A T HE YA Hwsln ZE, SOPR E|AE HE A E MBEL
Ct.

REMIEE HE = COHEo FHME HZsHA 2.

« the section called “S-923 W7} Al ol @ |E{E)”
« the section called “S 29 & AfAS»

AWS Resilience Hub =723 W7t A& 2 & L|EE
oM 5242 YIHE A AWS Resilience Hub 3t 4 EHE ZLIE{RISIEH APISCHS 2 AL8aHioF &
« StartAppAssessment - Ol Z2|AH|0|Moi| CHEH M HBIHE API ‘HA g L|Ct. ofof CHEh RFMIEF LY

2 MM E APIEN =5 M| 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_StartAppAssessment.html.
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartAppAssessment.html
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 DescribeAppAssessment - O Z 27| 0|Moi| CHEt B7HE API Mt HIto| &t 2 AEHE XS
grL|Ct. olofl CHBF REAISH LI 2 AME APIZF X 5t AM| 2 https://docs.aws.amazon.com/resilience-
hub/latest/APIReference/API_DescribeAppAssessment.html.

Ct MM E=E AF83H0{ StartAppAssessment A AWS Resilience Hub A W7 A S AR}
St WS 20{ELICIAPI

o

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment
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"assessment": {
"appArn": "<App_ARN>",
"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html

3,
"tagS": {}

AWS Resilience Hub A& 3104 DescribeAppAssessmentOiAd 7L MEHE 2L
0{F LICIAPI. assessmentStatus HsT0|AM B HEHE FEE = U&LICH

S MM =E
EEsie dHE 2

Y

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>
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"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

},

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

.
"compliance": {
"AZ": {

"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet"
"achievableRpoInSecs": 0

126



},

"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": 0

.

"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @

.
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
},
"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
},
"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

"tagS": {}
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« DescribeAppAssessment - O|2 API S35 S 2] YA J|Z 22 ojE2|7|0|M
AEE FXE £ Q&LICH ES complianceStatus &
resiliencyScore #X0|AM Zt BSE R0l CHet S22 H-E FEY = U&LICEH O]o]
CHEH REMEH LI 2 MM E APIENE SHAMI 2 https://docs.aws.amazon.com/resilience-hub/latest/

Ol 1l-—=
APIReference/API_DescribeAppAssessment.html.
« ListAlarmRecommendations - O|Z A API 5t &7} 2| Amazon ElAA O|&(ARN)E AIE
&to ZE HY A E U2 == J&LICE o|of CHEE AtAMIEH LHE 2 Ml S APIRF ESHMIhttps:/
docs.aws.amazon.com/resilience-hub/latest/APIReference/API|_ListAlarmRecommendations.html.

(® Note
SOP X FIS HIAE HE AEE &Ql5tti™ ListSopRecommendations &

ListTestRecommendationsZ AF2EIL|CIAPIs.

CHS oMo AHEE AF25H04 TS| Amazon ElAA O|E(ARN)S Al236tod ZE HE AEE 7K
2 Ho{EL|CtListAlarmRecommendationsAPI.

=
[

(® Note
SOP 2 FISHIAE HE AtE S &Ql5t2{HE ListSopRecommendations EE& £ HFEL

CtListTestRecommendations.

o

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAlarmRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAlarmRecommendations.html

"alarmRecommendations": [

{
"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referencelId": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourcelId": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": '"Make sure Amazon CloudWatch Synthetics is setup to monitor

the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\NnMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

},
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "0Q9f340cd-3427-4f66-8923-7f289d4a3216",
"referenceId": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",

T
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"description": "An alarm by AWS Resilience Hub that reports when volume
failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\">docs</a>).\n* Make sure that
you've configured “log_group_name’ in " /etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name ™ in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

.

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceId": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",

"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
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"type": "Metric",

"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

}
]
},
{
"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceld": "rds:alarm:health-connections:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceId": "rds:alarm:health-cpu:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",
"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

i
rio

AT
>

0
J

131



"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",

"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",

"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceld": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{

"recommendationId": "fb30cb91-1f09-4abd-bd2e-9e8ee8550eb0d",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceld": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:

(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."

}
]
}
CtS M M=E AFE5t0] T+ HE AP (B S HZ S M5 = Sedof it HEY AFEH)E2 71K
= WHe Eo{FELICtListAppComponentRecommendationsAPI.

0)
ot

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>
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"componentRecommendations": [
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"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
.
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
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"cost": {

}I

"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"

"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {

cluster with volumes.

backups"

cluster with volumes.

backups™"

cluster with volumes.

"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
.
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
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"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with
MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

.

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
}
1,
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [

T
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"Add AWS Auto Scaling Groups and Capacity Providers in multiple

"Change desired count of the setup",
"Remove Amazon EBS volume"
1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"

"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

iy
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"Software": {

"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

}
I
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Estimate based on the backup

schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from

estimate).",

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup

schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."

secondary instance.

}
I
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

n
’

"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
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"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"

1,
"haArchitecture": "WarmStandby",
"referenceld": "rds:config:aurora-backtracking"
}
]
},
{
"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 0,
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"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
I
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
1,
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"

1,
"haArchitecture": "MultiSite",
"referenceld": "efs:config:with_backups:2020-04-01"

},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
.
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"Hardware": {

"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
1,
"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"

1,
"haArchitecture": "MultiSite",
"referenceld": "efs:config:with_backups:2020-04-01"
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OfE2|7ilo|Mol ElaA & FTF

BlAATF QR AAO| URZ HIEZ E|X| F2 B AWS Resilience Hub & A& 3504 O E2|710| A
ofl El*é% F+BEO=Z FIIE £ Ql&LICICreateAppVersionResourceAPI. 0]0f CHEH XFA|EH

LI 2 MME APIE Z 5L MI2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_CreateAppVersionResource.html.

olofl Ct& mh2tO|EE XMS3H ok & LICHAPI.

oHZ 2|7i0] 2] Amazon ElAA O] (ARN)
- 2l&A0=2X D
- 2l&A0 EEHID

AWS CloudFormation $&

Ct= M0l M= CreateAppVersionResourceE AWS Resilience Hub At& 350401 A o Z 2|71 0|
Moj| 2| AAE =SSR FItote WHE E0{ELICIAPIL

o

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

=a=1
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
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"type": "Arn"
1,
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

[a
| -
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Application Component(AppComponent)= Bt Ee|2 256t Auljst= a3 AWS 2|44 O 8
ULICH 0 E So{ CH7| HHZ 2 AL &= 2™ 7t /AR ET} Q= B<. AWS Resilience Hub 0=
o1 AWS E|L AT ofH RHolol| £& = JU=X[of et #EI0| U&LICH AppComponent. & AWS
Resilience Hub AH&3tH CHS 2lAA ZHE|E AppComponent AF&35104 E|AAE B Z OFSIE £
A& LICHAPIs.

O

AN

* UpdateAppVersionResource - OfEZZ|7|0|M | E|AA ME HEE API HCIO|E g LICE Ofof
CHEH REMIBH L2 2 MME APIE = 5HMI R UpdateAppVersionResource.

 DeleteAppVersionAppComponent - OZ 2|71 0|M0{ A AppComponent & API & X|EfLICEH. Ofof
CHE REMIEH LH &2 MM E APIE Z35HM 2 DeleteAppVersionAppComponent.

ClS oMol M= DeleteAppVersionAppComponentE AWS Resilience Hub AF& 31040 A{ O Z 2|
Ao|Mol ZlaA ME HEE UO|0|ESHE WS E0{ELICIAPI.

Y

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

CF
=

0lo
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~

"appArn": "<App_ARN>"
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"appVersion": "draft",

"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

ClS of| Mol AH=E AWS Resilience Hub AF& 35104 O|Z1 o X|of| A M A4 =l EI
UpdateAppVersionResourceE At AppComponent 5t= &S 2 04ELICIAPL

2

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

==}
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}

oM 2[4 M| AppComponent

AWS Resilience Hub £ AF&3l8 UpdateAppVersionResourceE AFE30 W7ol 2 AAE

Melg = U&LICIAPI. o EE[AH 0| S g AHAE = ol2dEt 2lAA7F D2l x| et &LCt.
Olof| CHEH REAM|ISH LIS MME APIEFZSHM| 2 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_UpdateAppVersionResource.html.
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aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded
=a=1
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "ec2instance-nvz",
"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
},
"physicalResourceId": {
"identifier": "i-@b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
},
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
}
]
}
}

0f| A 2|4 X 2| AppComponent
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AWS Resilience Hub 2&0f HAM|ASHE{H Z|A HEH £EHo| lo{oF &L|Ct o|2{8t HEtE S5Hol M
AWS Resilience Hub Z|AA0| CHEH ME HEE LIYSID 2 = U040k EL|C AWS HH. A Z
?4°H='E+ o AMEt&Ql D 7|8t HM g Mdste B2, 20| siie Haof ¢Z2E AEIE[(AEX EE=

qghofl el o|=CH= % SstX| ek&LCt.
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AWS CLI EE= AWS APIO||BF ZE6t= AFER0IAH %4 2& THEHE 5188 e elgLith oidl =

ot AP BTt URISHS BOIE HMAT & QTS BHLICH

A& X2 @48t 0| 045| AWS Resilience Hub 2&
ConsoleAccess EE= ReadOnly AWS ZE2|& %
MEMO| AtEXof|H HEF FIHE XML,

I ¢ ‘BA'E 5t24 AWS Resilience Hub
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CIS A2 AL X7 AWS Resilience Hub 2£ 2| R E Z|IAAE LIS T 2 £+ e HEHE Fof
SHX|OH MA odO|0|E EEE AMKE £ Qe HE2 F045HK| et&LCt
{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"

1,

"Resource": "*"

}

ORI IAM AFS RE7H RHAIS] AFS R} IDOY 173! 213t 3 BElE A & 4+ AUTE 518 3te
*H% MAdste We HoiELIC o] HMols 220IM EE AWS CLI £ AWS
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-~

"Version": "2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS S¢3 5= ALERE7H0|=
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
AE 7} 8 AWS Resilience Hub OHZ 2|70 LIS
CHS HA2 AL XA AHS 758 AWS Resilience Hub OHEEZIF|0|ME LIPE = Qe HEtE &
of&rL|Ct
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
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"resiliencehub:ListApps"

1,

"Resource": [
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"

1,

"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
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"resiliencehub:DeleteAppAssessment"”

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
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"resiliencehub:DeleteRecommendationTemplate"

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

]
}
]
}
S5 =2 Yo 2 ofE2IH 0l YololE
CHS M2 AL Ao H §Y 592 HMo 2 AWS Resilience Hub O{Z2|710|M2 ACIO|EE
A HehE FodgLch.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:UpdateApp"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
1,
"Condition": {
"StringlLike" : { "resiliencehub:policyArn" : "arn:aws:resiliencehub:us-
west-2:111122223333:resiliency-policy/*" }
}
}
]
}
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AWS S 5= AEXt7tol=
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(AWSResilienceHubAsssessmentExecutionPolicyZt2|d8 HME A83HE Z0IAWS
Resilience Hub Z&LICH.

- O| dEE £Ust= AE HMO 2 AWS Resilience Hub A{H|A E ot =x{|710| dEs e ¢
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« CIE A X0l A AwsResilienceHubExecutorAccountRole
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AAO CHEH ME HEE 2241 §HX|B 74 resiliencehub: GetWidget 80| Q1S [ L A4 EHL|
Ct.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

0| B2, resiliencehub:GetWidget 24 S ALE5t0{ my-example-widget E|AA0 M AE
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

=Hl siZ 169



AWS S 5= A 8%t 7tol=

MH[|A 0| B2, Ol2{Er HHE A& 50 CHE ARO[ H| 2[4 201 CHER A Al

KEMS| ZotEe{H L2 BESMIL.

AWS Resilience Hub7} O|2{8t 7| € X[&3t=X| {2 E YotEe{H MMHE HZTFMHL2AWS
Resilience Hub2t IAM2| Er& &F Al

« &% AWS H Y 89| ElAA0| CHE HA|A HEHE MBS
AT AWS A Bt CHEO| IAM ALE RO A HMA HEH XMF

- EfAtoi EI_/.\_AOH CHet °”A1|/\ ""._4?_% MSots dHS LdotEe{H IAM AHE B ML EFAF AWS A

o
F)

40
2
fm)
rob
Q
>
> -
.
g
é

H

o
E
(0)]
N
0%
2t
B
Q'I_I
=

« ID H{2ol4dE Sall AAMlA Hets MSste Y-S LotEedH IAM ALE HEA 2| 2|F0f A 2l
SE ALE XA AM| A HeF MS(ID WS o|[4)E I ERstM L.

=l

« T2 AE HM| A0l CHEF At B|laA T(E EH ALE | X0|HE LotEE{H IAM AL HE
Mol lIAMO| S 2A HH E|lAA HNAE FHEFAMR.

(0)

AWS Resilience Hub M| A ™$H X

AWS Identity and Access Management (IAM)2 At&3t04 OHZ2(71|0|M 2[A A0 CHE HMAE 22
Z
o

=
St AR I8 e dEo MEX= IAM B e = A&LICt

2 E AWS Resilience Hub 0 ZZ|#| 0|2 the section called ‘7t & X g s ALEst
ALt XY 1AM AFSAE HEH AL A L of| S E BHIHE B AT HolEl AE MEL &H)2 AHE 5t
T8 FHE = UsLC ol AFHMETHCHE AWS 2|l4AA E= OfEZ|7H0|M 2L A0 HMASHE
AWS Resilience Hub Cl| 223t #HetE Holste HAME dAe = JU&LICH ZEA dgol= AWS
Resilience Hub Service Principalol| F7tEl &12| 2424 0| lo{of & L|C}.

P
ok
>
Z

WES E|9-||0|A=|0-I| CHet #Hete #El5H2dH the section called “AWS ZHE2|3 HA 2 A835He W0l £&
4 MSIK| ot AF25H7{LE O|E AR o2 A2510{ AHA| Ao 2 X|§HA
X

1
—’r— AELICH M2 F7h MBM S ALS 504 Chfet 2ol CHet 2lAaa &0l M

ofZ2|70|Md El&
Zt Aol M g E dEsHor gfLICt.

AWS Resilience Hub AM|A T8 & X 170


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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AWS Resilience Hub & X} 3& 27t AWS MH|A & 2[AA0] HAHASHT| {5H =&-5tH= AWS
Identity and Access Management AWS Resilience Hub (IAM) @3&flL|C}. 0 E S04, CFN B Z3!1}
O| HZSI0M MMSIE 2lAAN HMAE = Qe HEHO| Ue ZHH SEX TS MEE = USL
Ct. o] HO|X|oME OHEEIZIOIM 7t S EA &g MMstD B #elstes widol cis HEE A
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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AWS Resilience Hub 7F AWS AMH|A & Z[AA0 HHAE = UESE 5t2dHH IAM E2£2 AFE 35104 7|
2 HHEHM SEX S Mo ELICH IAM 2£ 2 AF85t0] Y& s MAsHE wedod cist XHA
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1. https://console.aws.amazon.com/iam/0M IAM &2 dL|Ch
2. B oM degs MEIE £ A8 Mg MEIELICE

3. ASR RIE AT MMS MST ALSR K1Y AR M FollM OHS YMS SA £ 0128
MedstLict

BlaA7t ME CHE AHO Qe B9 2 A-IM A SHEm OHE ARlE 2X A
|

HME ArSsHok gLict,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
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AWS =212 512 AEx 7tol=
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{

"Version": "2012-10-17","Statement":

[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]
}l
JSON It U2 A8 5H0{ AlZ| HA Ho|
B O| JSON IS A5l create-role HHEE AlEHSI04 &hof CHEH A E| HAMS HOlg &=
= U&LICH CHS oMo A trust-policy.json2 €& CIRE|Z[Q] AlZ| AHo| Z & El m Q]
L|Ct. O] HA2 create-role BHS A&5t0{ A& ol AZAELICI create-role BHO| £
2 ME £2d(Sample Output)oll ZA[EILICtH Fgof HetE Fo+5te{ Ldeoll =& F 7} (attach-

policy-to-role) BWE 2 AL& 3504 AWSResilienceHubAssses
HHMg FItetes WRE AIRE £ U&LICH 221- HRof cHEt REAMIEH LIE 2 the section called

“AWSResilienceHubAsssessmentExecutionPolicy” EHE X SHMIL.

ME trust-policy.json

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "sts:AssumeRole"
}]
}

AMZ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json
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AWS S 5= AEXt7tol=

"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole",
"RoleId": "AROAQFOXMPL6TZ6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
"CreateDate": "2020-01-17T23:19:12Z2",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},

"Action": "sts:AssumeRole"

]

MZ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
.

"Action": "sts:AssumeRole"

[
—_

4. T F7 HO[X|el HE HAM MMM S8 E= M 0|E2 7IECE HME
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6. oIE AR HE MMolA| B 0| MXtol TR 4E OIF (0l:

AWSResilienceHubAssessmentRole) & I23&FL|C}
7. (ME4ALE) AE ARLol Aol cHE dHE S =AEL|ct

6Tt A0 A 3ol CHEF AL AtEiet HEHE TRISIE{H 1B MEE £ e AEE| MB =2
Bt Mt F7h Mo 2 EF0 e HE HES ME{EfLICH

st 7t S EX &0l sts:assumeRole HEHE F7I510{ ZHH S EX7 EX AYo| &2 &2
= U5 SH{oF Lct.
MABHZt BE gl T S &R ol Ohe WS FhEUC

{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",
15
"Action": [

"sts:AssumeRole"
]
}

IAM APIE AFEEH A& 2t

= Qle HEHE Fo4&L|ct AWS Command

& o| AME| MAM2 X|HE 2ot 2
MASE{™ create—role E"'E"% AtggLlct o] &
o Ch.

=
T
Line Interface (AWS CLI)% AtE35to] e3g
S A3 M= AlZ RIEE Q =) 3
U

2ot FrofH dge s 4

0>|
E_
Mr >

® Note
JSON EAtgol o|Aa7ol= MFE(' ') 2T ME 2 4 KMo e} CHELICH

MZcreate-role
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":

"sts:AssumeRole"}]}"’

O JSON It US AL 5o F&rof CHEr AlZ| HAMS Holg =& U&LICt CHS od|X|od[ A
trust-policy.json %[l C|EEE[Q| TpUL|Ct

JSON I U ALE5t04 Al HA ol

BT O] JSON It U2 AF23t1 create-role HHE A0 A& of CHEH AE| HAME Holgh £
= U&LCt Ch2 oMo A trust-policy.json2 &A C|RE 2O A2 20| L& E mUQ
L|Ct. O] 22 create-role WS A0 A& 0| AZELICH create-role BHO| &3
2 ME £324(Sample Output)fl ZAIEILICH Ao HEHS FI+ste{ A &oll =& F I} (attach-

policy-to-role) WS AIE35lH AWSResilienceHubAsssessmentExecutionPolicy &2l
MM FItste ZdEE| AIZE £ QIALICH 22|13 K=ol CHEF XFM|EH LH 2 the section called

“AWSResilienceHubAsssessmentExecutionPolicy” EHHE & XM 2.

MEZ trust-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
},
"Action": "sts:AssumeRole"
}
]
}

AMZ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document file://trust-policy.json

24
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"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole2",
"RoleId": "AROAT2GICMEDJIMLG6EVQRG",
"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::262412591366:r0le/
AWSResilienceHubAssessmentRole"
]
},

"Action": "sts:AssumeRole"

MEZ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

2K IAM AL R} HEF ALS
2 1AM AFERF HEtE ALEst0 BIHE Yot Asti{™ o] YHE MEHAMIR.

AWSResilienceHubAsssessmentExecutionPolicy #Z2|& HME IAM AFEAL L= AFE XL ¢

Z4=| odstol| Q4Z4E & oJa L},

B 2eld S E A8 5HH IAM AL Attt S U HHol| M 2HElE[= o Z 2l o] Mof CHE
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AwsResilienceHubPeriodicAssessmen
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AWS Resilience Hub 7} 0| 2= Z7} zHad =k

o
o
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Htok

A
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Hdststked

2

1. AWSResilienceHubAsssessmentExecutionPolicy tE|1EE HAE dghof edAFLICEH

2. CIS HAME FIIgLICH 047|ME ofZ2(7H0]440] HO|El primary_account_id
AWS HHo|H BI7HE A-gfLich E8 of 2 El Bote| ¢
(AwsResilienceHubPeriodicAssessmentRole)ol| P12 E A2 HAMZ F7t5H0F §L|Ct. Ol
HH 2 AWS Resilience Hub AMH[A 7} of| 2FEl HILo| g S R

1l
o4
|

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"
1,
"Resource": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubAdminAccountRole"
},
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
1,
"Resource": [
"arn:aws:iam::primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"
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o’ El Wrto| o CHet A E| X2 (AwsResilienceHubPeriodicAssessmentRole)

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

WA AE HH

AWS Resilience HubE 042 A|E1t &7 AtE 5= B CFS IAM TEt HA0| LR ELICH AFS Atz
of 2k Zf AWS A Hof CHE Teto| HeE + JU&LICH ZZ2A HHEH HMAE 2[sH AWS Resilience

Hub € MYE = CEo 22 AE A HEE nedgfLch

- 7|2 A'd — ol EE[A0|MME BtED TBIHE AAsiei= AWS HE LI

o BX/E|IAA AY(E) - 2lAaATE KIXIE AWS HE(E).

I&steE S2rolls of ErAI7F Hest

T

Kt

9
ot
1]

>.

o Qdsk 7|Ht OHA-”/\( 2o 125t 7t 5

« Amazon Elastic Kubernetes Service0ll MAE £ Qe HEHE = &0l CHSH REA
Bt L2 2 the section called “Amazon EKS 2 {AE{0] CH 8t AWS Resilience Hub @AM A &

gt BHE B sk .
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AWS =21 5

7l AE HE

7|12 AHZAwsResilienceHubAdminAccountRoleOAM A &S
AWS Resilience Hub AMAE & A45}5H0F BfLICH O] &te 2|AAT7F ZEHE AWS HIXo| CHE gt

of AN ASHE Ol AAEELICH ElAAE oIS FEho| glofoF ghLct

(® Note
« 3% 0|22 AwsResilienceHubAdminAccountRoleO|0{OF &L |C}.
« 7|8 HHEo|M MAIsHoF &LICt.

o 3™ IAM AL RH e o Ol &S = iam:assumeRole TEHO| Qlo{oF EFL|CH.

« secondary_account_id_1/2/...2 && BEX A AlEXIZ HFAML.

r

CHe BAEe AMOl THE R0l Al BlAAo AHMAE £ U NH7| HEt S Aol MZELIC
AWS
{
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_l:role/AwsResilienceHubExecutorAccountRole",
"arn:aws:iam::secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole",
1,
"Action": [
"sts:AssumeRole"
]
}
]
}

ol

#E|XF A& (AwsResilienceHubAdminAccountRole) o] A 2| HAM2 S0} ZH&L|CH

— 1=

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
},
"Action": "sts:AssumeRole"
}
]
}
BXR/E|AA AHHE MY

Zt B & Ao M M AwsResilienceHubExecutorAccountRole HHE BtE1 {0 M BHE ZE|

Rt o482 EAI5t5t0d O] A& S 4 sHok BLIC O 24 20lA oS 2FoIM BlAAE AT D H

7}6H= AWS Resilience Hub Ol AF2 E|2 2 X& 8 Motz e shLch.

5t X|2F AWSResilienceHubAsssessmentExecutionPolicy 2|3 MM S g0l o425t n A™

A} o435t X4z S odZd5HoF BFL|C}.

=2 o/|=

MR ofEt

[l

B g2 ot 24t

{
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"
b
"Action": "sts:AssumeRole"
}
]
}
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AWS S¢3 5= MEX7o|E

AWS o CHst 22|23 &= AWS Resilience Hub

SE A EHULICH AWS. AWS BHEI™ HH2 A8
TS B2 UBAQI AL Atzilol ChE HEHE MBS

HAEIREL

ANS B2/t B2 DE AWS ZUO| NBY 91002 BT NS Aol s 21 et Herg
Of5HX| k2 4 QUALICH ALS Abdlloll TRE T BHEIS S Holstod MEHE Fols %ol E8
Lict

AWS B 28 BHo| HOlEl HE2 HBY 4 HALICH 7HAWS BEIE HAo| HOIE HEHS AWS
QL0 513 FR0| QIZE DE Hot R A2 BHALE K, 18 X 3ol ¥HS DIFILICH
AWS = M AWS MEIA 7k AIRLEIZALE 71Z MEIA0) A APIAHRIE AL E 4 U7 ST AWS &2

AWSResilienceHubAsssessmentExecutionPolicy

AWSResilienceHubAsssessmentExecutionPolicy2 IAM AtZd ZHof ¢4Z2E &+ Ql&L|CH
7HE A8SIE S0t0| HA2 CHE AWS MH|AM HIHE A 2

fll?l

#

HEh MlF HE

rot

lIlIkI

O] Hae2 ZAE AWS FIS 2 SOP ®Z%!2 Amazon Simple Storage Service(Amazon
S3) HZIo| AAIE = s MHEH MEH2 MBS ELICH Amazon S3 HHZ! 0|82 aws-
resilience-hub-artifacts-2Z A|Zt&Hok E*l—lEP CE Amazon S3 HZ!ol| HlAlstEd= =

CreateRecommendat1onTemplate APIE 2lH™Mo 2 S ESHM HAIE = U&LICH AtAEH LIS
2 HY A HEE é':*’8(CreateRecommendatlonTempIate)% XML,

o Ly
-

O| d&ol= Chs HEro| e klof U&LICH

r

« Amazon CloudWatch(CloudWatch) — OfZ 2|7 0|4 E 2 LIE{-I5 7| /3 Amazon CloudWatchof|
MMt R E 8E BEE 7t XS LICt E8t ResilienceHub WIZAH O|A0 /= OfZ 2|7 0| M
o] 5 ¢ M40 CiEr CloudWatch X|EE HA|3t= O| cloudwatch:PutMetricDatas AIE &
LIC}.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateRecommendationTemplate.html

AWS S¢3 5= MEX7o|E

« Amazon Data Lifecycle Manager - AWS 7|41t 24Z3El Amazon Data Lifecycle Manager 2|2~ A0f
CHet Describe &S U1 x| ZEHLCt.

 Amazon DevOpsGuru - AWS 7|1} 2474 El Amazon DevOpsGuru 2lAAE LIQE5HD ofof| CHEt
Describe ®&t2 MEZ¢&L|Ct.

« Amazon DocumentDB - % AWS 1} 2173 El Amazon DocumentDB Z|AAE LIE5tD 0|0 CHEt
Describe ®&HE AN S EHLICt.

« Amazon DynamoDB (DynamoDB) — AWS 7’41t @4Z4E Amazon DynamoDB Z2|AAE LIE3}
Describe Mt XS gfLICH.

Kl

. Amazon EIastiCache(EIastiCache) - AWS A™H 1 AZE ElastiCache 2|AA0| CHE Describe

« Amazon ElastiCache(Redis OSS) Serverless(ElastiCache(Redis OSS) Serverless) - 741’3 AWS 1}
@14 El ElastiCache(Redis OSS) Serverless 301 CHEl Describe ™2 M3 & LICH.

« Amazon Elastic Compute Cloud(Amazon EC2) — AWS A1} 9474 El Amazon EC2 EIAAE LY
51 Describe ™82 XS ELICH.

« Amazon Elastic Container Registry(Amazon ECR) - AWS 7|1} 2173l Amazon ECR E|AA0] CH
8t Describe ™&t2 M3 ELICH.

« Amazon Elastic Container Service(Amazon ECS) - AWS A& 44 E Amazon ECS 2|A A0 CH
8t Describe M3t2 AMSELICEH

« Amazon Elastic File System(Amazon EFS) - AWS 7|51 ¢34 El Amazon EFS 2|4 A0 CHE
Describe Mt2 M3 gLICH.

« Amazon Elastic Kubernetes Service(Amazon EKS) — AWS &1} 944 El Amazon EKS Z|AAE
LIdst 0 M2 Describe MZELICH.

 Amazon EC2 Auto Scaling - AWS 7|81 ¢4Z4El Amazon EC2 Auto Scaling E|AAE LIYst D O
0f| CHEF Describe H&H2 M3 & LIC.

« Amazon EC2 Systems Manager(SSM) - AWS H|’d1 ¢1Z4El SSM 2|4 A0 CHE Describe T8t
£ X3 &hLct.

« AWS Fault Injection Service (AWS FIS) - AWS &0t HAZEE AWS FIS A& & A =HES/of Cigt
Describe ®™&tE LtA35t T NS ELICH.

« Amazon FSx for Windows File Server(Amazon FSx) - 4| AWS It ¢1Z4El Amazon FSx 2|4 A0

CHEt Describe W&HE LIESt 1 XS EHLICH

« Amazon RDS - AWS A X1} 24Z3E Amazon RDS 2IAAE LIQ@stD 0|0 CHEF Describe HEHE
N3gct
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 Amazon Route 53(Route 53) — AWS &1} ¢4 El Route 53 E|AAE L35I T Describe M3t
£ MSELch

« Amazon Route 53 Resolver - AWS 7|1 ¢4Z3El Amazon Route 53 Resolver 2|2 201 CHEF
Describe H&tE LIG5t NS eLICt

« Amazon Simple Notification Service(SNS) — AWS A& 1} 24 El Amazon SNS EIAAE LIY
Describe ™32 AMSELICH.

« Amazon Simple Queue Service(Amazon SQS) — AWS |1} ¢4Z4El Amazon SQS E|AAE LIY
5t Describe HEH2 MSELICH

« Amazon Simple Storage Service(Amazon S3) - A/ AWS 1t 244 El Amazon S3 2|AA0] CHE
Describe &t L5t MSELICH

F

ol
!

@ Note
HILE AEst= st HEl™ HAol M Yol|o|Esof 5t 2l Mol
s3:GetBucketLogging ™8t2 At&304 BW7HE AWS Resilience Hub 43O 2 2t = 3L
Ch. Z2{Lt AWS Resilience Hub = & &l #HEtS LIPst= A1 HAIXIE EA
F7te Rof 7|7t2 MSELC XIHE g0l 7|2 Lol =2HEl HEtE FIH6EX

7t7¢ Ao gLt

ol Ql= A

« AWS Backup - AWS A1} HAZEl Amazon EC2 Auto Scaling EIAAE L3t 11 Describe #Et
2 7tXSLch

« AWS CloudFormation - A3 AWS I+ 24Z4El AWS CloudFormation AEB40| B|AA0f CHE
Describe ®™&tE LIA35t T 7t A4S LIC.

« AWS DataSync - AWS A1 ¢4Z2E AWS DataSync 2|2 A0 CHEt Describe HEHS LISt
x.||_._oI-L||:|._

« AWS Directory Service - AWS A5 44 El AWS Directory Service 2|42 A0] CHEF Describe ™
B2 L5t MSELICH

- AWS Elastic Disaster Recovery (Elastic Disaster Recovery) - AWS 7|51} @473 El Elastic Disaster
Recovery 2|A A0 CHE Describe HEHE XS ELICEH

« AWS Lambda (Lambda) - 74| AWS 1} ¢4ZEl Lambda 2|42 A0 CHEF Describe ™S LIRSt
NS ElC.

« AWS Resource Groups (El&A I 8) - A AWS I 242 El Resource Groups 2|4 A0] CHE
Describe ®™&tE LtA35t T M3 ELICH.

« AWS Service Catalog (AMH|A FIEF2T) - HH AWS It ¢1ZAE MH|A FHEI2T 2| A0 CHE
Describe M&t2 LtQ35t T NS ELICH.

U
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« AWS Step Functions - AWS #H|&1} 44
tT MSBEc

Lt

« Elastic Load Balancing - AWS 7| &1} 9473

[¢]

gt L5t MEZshuct.

- ssm:GetParametersByPath— O| H&t2 A& 3t04 o ZEE|AH 0|M0i FE CloudWatch

AE Ei SOPE BalgLICH

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AWSResilienceHubFullResourceStatement",
"Effect": "Allow",
"Action": [

"application-autoscaling:DescribeScalableTargets",

"autoscaling:DescribeAutoScalingGroups",
"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListLocations",
"datasync:ListTasks",
"devops-guru:ListMonitoredResources",
"dlm:GetLifecyclePolicies",
"dlm:GetLifecyclePolicy",
"docdb-elastic:GetCluster",
"docdb-elastic:GetClusterSnapshot",
"docdb-elastic:ListClusterSnapshots",
"docdb-elastic:ListTagsForResource",
"drs:DescribeJobs",

A&, H|

El AWS Step Functions 2|2 A0] CH8t Describe #HEtE

El Elastic Load Balancing 2|420i| CH8 Describe ™
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"drs:DescribeSourceServers",
"drs:GetReplicationConfiguration",
"ds:DescribeDirectories",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeFastSnapshotRestores",
"ec2:DescribeFleets",
"ec2:DescribeHosts",
"ec2:DescribeInstances",
"ec2:DescribeNatGateways",
"ec2:DescribePlacementGroups",
ec2:DescribeRegions",
"ec2:DescribeSnapshots",
ec2:DescribeSubnets",
"ec2:DescribeTags",
ec2:DescribeVolumes",
"ec2:DescribeVpcEndpoints",
"ecr:DescribeRegistry",
"ecs:DescribeCapacityProviders",
"ecs:DescribeClusters",
"ecs:DescribeContainerInstances",
"ecs:DescribeServices",
"ecs:DescribeTaskDefinition",
"ecs:ListContainerInstances",
"ecs:ListServices",
"eks:DescribeCluster",
"eks:DescribeFargateProfile",
"eks:DescribeNodegroup",

"eks:ListFargateProfiles",

"eks:ListNodegroups",
"elasticache:DescribeCacheClusters",
"elasticache:DescribeGlobalReplicationGroups",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeServerlessCaches",
"elasticahce:DescribeServerlessCacheSnapshots",
"elasticache:DescribeSnapshots",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
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"elasticfilesystem:DescribeReplicationConfigurations",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribelLoadBalancers"”,
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"fis:GetExperiment",

"fis:GetExperimentTemplate",

"fis:ListExperiments",
"fis:ListExperimentResolvedTargets",
"fis:ListExperimentTemplates",
"fsx:DescribeFileSystems",
"lambda:GetFunctionConcurrency",
"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:ListFunctionEventInvokeConfigs",
"lambda:ListVersionsByFunction",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeDBInstances",
"rds:DescribeDBProxies",
"rds:DescribeDBProxyTargets",
"rds:DescribeDBSnapshots”,
"rds:DescribeGlobalClusters",
"rds:ListTagsForResource",
"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",

"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses”,
"s3:ListBucket",

"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",
"sns:GetSubscriptionAttributes",
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sns:GetTopicAttributes",
"sns:ListSubscriptionsByTopic",
"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl",
"ssm:DescribeAutomationExecutions",
"states:DescribeStateMachine",
"states:ListStateMachineVersions",
"states:ListStateMachineAliases",
"tag:GetResources"

1,

"Resource": "*"

"Sid": "AWSResilienceHubApiGatewayStatement",

"Effect": "Allow",

"Action": [

"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"

"Sid": "AWSResilienceHubS3ArtifactStatement",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutObject",

"s3:GetObject"
1,
"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubS3AccessStatement",
"Effect": "Allow",
"Action": [

"s3:GetBucketLocation",
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"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubCloudWatchStatement",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "ResilienceHub"

"Sid": "AWSResilienceHubSSMStatement",
"Effect": "Allow",
"Action": [
"ssm:GetParametersByPath"
1,

"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"

AWS Resilience HUbAWS Zt 2|33 XzHof CHet AO|o|E
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AWS S¢3 52 AR} 7Ho|E
O| MH|A7} o|e48t B4 AE & FH™5H7| AEEH AWS Resilience Hub O|& 2| AWS ZH2[3 &3
UOlo|Eoi CHEl ME HEE ELICH 0| 111|0|7<|°| HZ3 AFEHol CHEE XIS 23S 2o i AWS
Resilience Hub &AM 7|5 H|0|X|0{| A RSS I|EE #535HAM L.

HZ3 ALE = =L

AWSResilienceHubAs

ssessmentExecutionPolicy -
HE ALY

AWSResilienceHubAs

ssessmentExecutionPolicy -
7 A

AWSResilienceHubAs

ssessmentExecutionPolicy -
W AL

AWS Resilience Hub = &7}
E Algst= AWS FIS S0t
ol M Aol MM AE 4= QL
5 List 2 Get HEt2 ¥
04AWSResilienceHubAs
ssessmentExecution
Policy St=5E AO[O|ERY
&LCt.

AWS Resilience Hub = &
7HE M™StE S Amazon
ElastiCache(Redis OSS)
Serverless@| ElAA 2 4o
MM AE = U= Describe
T8t2 2 0{AWSResili
enceHubAsssessment
ExecutionPolicy 3tES
E dolo|EF&LICE

AWS Resilience Hub =
Amazon DocumentDB, Elastic
Load Balancing & W72 4l

#5t= AWS Lambda S92t 2|
AA QI AM0f HA|ASH &
/= Describe HEtE £
04JAWSResilienceHubAs
ssessmentExecution
Policy St=SE YOIO|ER
&LCt.
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AWSResilienceHubAs

ssessmentExecutionPolicy -
W AL

AWSResilienceHubAs

ssessmentExecutionPolicy -
7 A

AWSResilienceHubAs

ssessmentExecutionPolicy -
W AL

AWSResilienceHubAs
ssessmentExecutionPolicy -

e

AWS Resilience Hub 2473 At
g F=™ AR

Ad404
=o

AWS Resilience Hub & &7}
E AM™5t=E S92 Amazon FSx
for Windows File Server 743
2 212 == U= Describe
T8t2 204AWSResili
enceHubAsssessment
ExecutionPolicy SIES
E Yolo|Ex&LICt.

AWS Resilience Hub = 7t
= AMsl= S0 M2 ol
£ QlE Describe HEIE &
0JAWSResilienceHubAs
ssessmentExecution
Policy St=5E AWS Step
Functions &G O|E&l & LICY.

AWS Resilience Hub = &
7tE A¥st= 2 Amazon
RDSO| 2|AA0f HMAE
£ QlE Describe HEtE2 &
04JAWSResilienceHubAs
ssessmentExecution
Policy St=SE OIO|ER
&Lct

0| AWS Resilience Hub %44
2 HIIE Al¥sty| et otE
AWS MH| A0 CHEF BMIA
po (== g i

AWS Resilience Hub = AWS
221 M3of| CHEH 44 ALE
INES I =M [

FHZ2 A

=
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AWS S 5= A 8%t 7tol=

AWS Resilience Hub HZ AL} &/ |JAM HEH & X

AWSResilienceHubAsssessmentExecutionPolicy AWS 23 M2 OIS H=E ALt
H H™M F 5tLHE AWS Resilience Hub At&3t04 2 4atjof 5t= HIEALE0Y| IAM THEHS 504
& = U&LICH AWS ZHE|- HAol CHE REMIEH LIS 2 MM E & T 5tM|the section called

‘AWSResilienceHubAsssessmentExecutionPolicy”.

H2ALbo] CHEt A2 AWS Resilience HubCHS 0| A A|HgfL|Ct.
- gt ofE2|70|M £ EIRF H 2 ALto] CHEF IAM THE

« HIZELIA Q54 2R HEALEo|| CHEF IAM 3t

« OHEC|7H 0| ARA HZALI0Y CHEF IAM HEt

« 271 M8 HMA HEFE F0q5t7| QI8 IAM THE

QlZ 2t o4 Z 2|7 014 B aIxt T2 ALtol CHE IAM HEt

mn

njo

P

Y2 elz gl of Z2|7H| 0|4 ZElRt HEALIY R HetE Fo{RfLIC

"Version": "2012-10-17",
"Statement": [
{

"Sid": "InfrastructureApplicationManager",

"Effect": "Allow",

"Action": [
"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
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"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource"

1,

"Resource": "*"

}
]
}
HIZL|A 9L 22|k} HE2 A Lo CH IAM et
CtE M2 H|ZLA ASH BE|At HE2 4Lt 2Rt HEtE Fo{&LCt.
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

}
]
}

OHEZ|AHO|M 2Kt W= ALtof CHEh IAM THEt

CtE M2 o E27|0|M ARAt HE ALt HR et HEtE Foi&LICt
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"Version":

"Statement": [

{

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

"resiliencehub

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

"Resource": "*"

"2012-10-17",

"Sid": "ApplicationOwner",
"Effect":
"Action": [

"Allow",

:AddDraftAppVersionResourceMappings",
BatchUpdateRecommendationStatus",

CreateApp",

CreateAppVersionAppComponent",
CreateAppVersionResource",
CreateRecommendationTemplate",
:CreateResiliencyPolicy",
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

DeleteApp",

DeleteAppAssessment",
DeleteAppInputSource",
DeleteAppVersionAppComponent",
DeleteAppVersionResource",
:DeleteRecommendationTemplate",
DeleteResiliencyPolicy",

Describe*",

ImportResourcesToDraftAppVersion",

List*",

PublishAppVersion",
:PutDraftAppVersionTemplate",
RemoveDraftAppVersionResourceMappings",
ResolveAppVersionResources",
StartAppAssessment",

TagResource",
UntagResource",
UpdateApp",

UpdateAppVersion",
UpdateAppVersionAppComponent",
UpdateAppVersionResource",
UpdateResiliencyPolicy"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",

"Effect": "Allow",

"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource": "*"

2 Terraform 2 E} Il 7FX{2 7| AWS Resilience Hub

AWS Resilience Hub &= Amazon Simple Storage Service 2 2|8 7|(SSE-S3) EE& #2I¥ 7|(SSE-
KMS)E AtE35t04 M & 25 3HSSE)E A& 3101 AWS Key Management Service &f & 3t
Terraform A Ej I} 71X 7|2 K| ELICH Terraform AEf mfo| 724 M|& 253} 7| (SSE-C) &
AL&3tod ef Z3HEl 42 AWS Resilience Hub2 AFHE3104 71X £ QiaLch

Terraform & Ej I}UE 2 714 224H AEf ool 2|{x|of el CHSTH 22 IAM HE0| AWS
Resilience Hub Z 2 &FL|C}.

712 A %ol 2= Amazon S3 HHZ!0l| A Terraform AHE{ Tl 7142 7|

N

£ A8 2| Amazon S3 HZ!0ll RIE Terraform & EHf ThU0i| CHEF AWS Resilience Hub 2| 847| Al
AE
=

I
518 ted™ ChE Amazon S3 HZ! A 3l 1AM E3o| Ee gfLch.

4

>
o
>l
==

- 712 AEol| /U= tHe Amazon S3 HZ! o HZ! HAILICH RtMIEt L& 2 CFE HXME

T
0
J
I

A
=

ok

>
X0}

P

o

{
"Version": "2012-10-17",

"Statement": [
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{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"

.

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::

},

{

<s3-bucket-name>/<path-to-state-file>"

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
. A7 5% M -0l of B2 oMol HOIB SEX 4 i JIE AWS HHO| AWS HAY 1AM g
of CHEt &tEd X}24 5 A AWS Resilience Hub &ILICH AtAIEH LIS 2 CHS GME R ZHMI2.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
1,
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
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® Note
AWSResilienceHubAsssessmentExecutionPolicy eI dME MEote B2
ListBucket H&t0| ZR3HX| k& LCt
® Note
KMSE At&36t0q Terraform & E It U2 &5 3l6t= A< CtS kms :Decrypt 82 F7H5H
OF ghLct.
{
"Effect”: "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

EZX Ao 9= Amazon S3 HHZI0| M Terraform A E{ T} 71X 27|

« HZ! HA - 2X AH & stLtol /= CHa Amazon S3 HA 9| HZ! HAL|Ct RtMIE LHE2 CH S

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
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"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
« A4 5 YA 7|2 A AWS Resilience Hub oA A& 521 AWS A 4&tof CHeF AWS A
E A 5 HMLICH RHM[EE LHE2 O oM E ZEStMI2.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
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® Note
AWSResilienceHubAsssessmentExecutionPolicy #ZIE HAE AIEdE B2
ListBucket ™&t0| R 3X| of&LICt
® Note
KMSE At&36t0q Terraform & E It U2 &5 3l6t= A< CtS kms :Decrypt 82 F7H5H
ofF &fLCt.
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

Amazon Elastic Kubernetes Service 2t{AE{0] CHEF AWS Resilience Hub
CHAM|A 25|

AWS Resilience Hub = Amazon EKS Zt{AE{Q| QIZ2E 295104 Amazon Elastic Kubernetes
Service(Amazon EKS) 2 2{AE{o| S E GIIELICE = Kubernetes & 7|8 Al A |0
(RBAC) T+3€ AWS Resilience Hub AF&35l0{ Amazon EKS 2{AEQ| U8 Z HiZE|E CHE
Kubernetes(K8) {3 2= & HWIIELICt 71 {3 2E EAM L HWILE Q|5 Amazon EKS 22{AEE
Z|2| AWS Resilience Hub 5240 Ct22 2tZ 8l of & L|Ct.

5t
!

« Amazon EKS EHAE2t 8L AHo|M Z7|&E AWS Identity and Access Management (IAM) &3
2 M5 HLE At S
* Amazon EKS Z2{AE{0]| CHE IAM AFSAH & e HM|AE EHEH6T Amazon EKS 22{AH LY
K8 ElaAo| £7t ¢17| M8 HEHS F045tMI L. Amazon EKS Z2{AE{0f CHEH IAM AHS A &
g HMAE Ed5tsts Lol et REAME LHE2 22 AE{o CHEF IAM ALEXE 2 o3 AM[A
A3} - Amazon EKSE & X SHMI2.

i 2 1o
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https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html

AWS S 5= A 8%t 7tol=

IAM QIE{E|E AF28l= Amazon EKS 2 AE{0f CHEE BM| A= Amazon EKS ZHEE Z5[Qlof
M A-E|= AWS IAM Authenticator for KubernetesOll 2|l A2 MM ElLICE QIS KIE aw
ConfigMap (M 4 HEE 7HX{SLICH

® Note

« aws-auth ConfigMap Aol CHEt XAl LHE 2 GitHub2| Full Configuration Formatg
xl-?t °|.A-|| Q.

o« CHEEHIAM R ZHof| cHet REMIE LI 2 IAM AL R DBMO|M At SFAERL I &
(o]

+ Kubernetes 238 7|8t A A X[0{(RBAC) 7 Adof CHEt AHAIEH LIS 2 Using RBAC

AWS Resilience Hub = HlH 2| IAM &g & AL& 35101 Amazon EKS Z2{AE LHS| E|&aAE Hel'f L

Ct. 7} Amazon EKS 2{AE 2| E|AA AWS Resilience Hub off UM A SHE{TH0I|MH AR SHE 1AM

Q482 Amazon EKS 22{AE LHS| 2laA0 CiE S2F 7] & HEHo| = Kubernetes 1 &0
0423 oF AWS Resilience Hub & L|C}.

AWS Resilience Hub = C}S IAM &8 &M & StLIE AL 351047} Amazon EKS 28{AH 2|4 A0

HHLE = ULF S8 LICH

. OHZ2|7|0|MO| E|AAL HMASH= O &t 7| Ht HAM|AE ALE
Mg MAIst | AWS Resilience Hub 0| A ME =l 72t S &K
ofl Amazon EKS 2 AE{0f| HAM|ASH= O P ElL|Ct

o

== AT He, ofZ 27|
o
>4

e BHX AN

ot
rir

ﬂH>|'

CHS 74 Clolo{1 2 o E2[70|M0] & 7|8t o Z2|Fo|MHMe 2 2 E BL7F Amazon EKS
2 {AE{0| AWS Resilience Hub M| ASHE WS HoiFL|CH

Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer ;,
Descnbe Instance
’ K_A
Describe-Instance DS @ Describe-Instance Ecz
"4 b |E i
AWS Resilience Hub
AssumeRole using Service Principal Describe-Instance oz AWSResilienceHubServiceRole EKS API
y = @~
Scheduler EKS API
AWSResilienceHub e IlG‘I Exs
ServiceRole
AssumeRole
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https://github.com/kubernetes-sigs/aws-iam-authenticator#readme
https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/

AWS S 5= A 8%t 7tol=

X IAM AFEXIE AFE5H0] E|AA M| HMHASHEE ofZ2|70|MHME 748 ZL Amazon EKS 2
HAEQF S U8 H X0 M AwsResilienceHubAssessmentEKSAccessRolel| O|E 22 M IAM
i 2 MASHoF & LICH 224 O] IAM &2 AF& 3104 Amazon EKS 2 A E{0]| AMAE =

&L|Ct.

Cl2 7 clojlo{a e oHEZ 2|7 0|M0| 34Kl IAM AF2 AL HEHS AI2SIEE TME 77 7|8
H X0 Hi Z =l Amazon EKS Z2{AE{0l AWS Resilience Hub M| A= W2 HoiFL|Ct.

Primary account

A > T =) (@
Login Current lAM Role Assume Hole AWSResilienceHub
AssessmentEKSAccessRole

CHS 7H' CHolo41 2 OHZ Bl 01440] S4XH IAM AFS AH HBHS AHESHE S TAE HeI 2
A ™o i ZE Amazon EKS 22{AE{0 AWS Resilience Hub HM|ASHE WH¥E 2o —ELIEP
Primary account Secondary account

A——n T a —A T 6—R——nH @
Login Current IAM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub
AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole

Amazon EKS Z{AE{ Q] 2|AA0] CHEF AWS Resilience Hub Al A HEH £ 04

AWS Resilience Hub £ AF235tH TRt HEE 748 AL Amazon EKS A E0] U= ElAA0
HM|ASH & olal|Ct.

T AAH

Amazon EKS Z2HAE oM E|AAE AMSt D Botste O 28 HEHE AWS Resilience Hub 0
£ 045l2{™

1.

Amazon EKS Z{AE dMHAE &= UEE IAM &S FEELICH

o 7|tIF °“/\'||/‘E F 3F04 OHEE|91|0| % et A2 O| BHAIE HAUSF T 2EHAIZ TIE S}
M8 £ laLICH AWS Resilience Hub O] IAM
22 the section called “AWS Resilience Hub2} IAM

A IAM ALE R HEHE ALE 510 Ol EE[AH 0| E T8t B Amazon EKS 22{AE{et S UEt
HZ0f AwsResilienceHubAssessmentEKSAccessRole IAM &2 MAMaHofF FL|Ct 212
8 Amazon EKS 2 A E{0f YA ASHE SO 0] IAM 23&0| AL = L|C}.
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AWS S¢3 5= MEX7o|E

OHEZ|FIO|ME 7t WItstE S2HE IAM @& S AWS Resilience Hub AF& 3104 Amazon
EKS E{AEQ| 2|AA0] MAMATLICH O] Y& Amazon EKS S E{AE{Q} S8 7| Zdof AMAd
Z|o{of 3tH Amazon EKS E8{AEE H7}5l= AWS Resilience Hub O|of| 22§+ M8to| L& =l

Kubernetes 1 &2} O & ElLIC}.

Amazon EKS 22{AE{7} AWS Resilience Hub & A& S U A™ol| I B2 CHS 1AM
AME| MRS ALE5l0{ &S MGl oF 8hL|ct. O] IAM Al ZHEH0f|A] caller IAM rolet $
M HHEHHMH APIsE £ &35t= Ol AFEELICH AWS Resilience Hub.

(® Note
caller_IAM_role= AWS AL X} HH1}p A4 El &L |Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
}
]
}
Amazon EKS 2{AE{7} R A= AWS Resilience Hub & &1} CHE H&H)ol|l U= B Ch
S AwsResilienceHubAssessmentEKSAccessRole IAM A2 2SS AIE50] IAM Q&S

&-dalfof grLct.

(® Note
A™ ZH2 2 AWS Resilience Hub AFEAH 7|3t CHE 7ol BHZE El Amazon EKS 2
BHAE O HM|ASHE M S HHE HMAE 5ok BLICH RHMEH LIS 2 EFRE X
StM2.
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"
.
"Action": "sts:AssumeRole"
}
]
}

AWS Resilience Hub

oHZ 2|7i|0|Mof CHEt ClusterRole & ClusterRoleBinding (£
RoleBinding) A& M

AEct
ClusterRole & M4dClusterRoleBinding3t?i7} Amazon EKS E{AE S| EH HIKA
golAad &5t 24 % 2351 WIHsE AWS Resilience Hub O 28 17| & HEHS
£ o4gfLct.
Ctg & StLIE 2t=2 501 S WItE M7 /s Ha

AWS Resilience Hub & A& 3tH
H 0| A0 CHEH HM|AES X|5HE

a. Z2E HYADO|A CHE o17| HAMA HEHE AWS Resilience Hub O Z 2|71 0|A0] Eo{gt
LIC}.

7} Amazon EKS 2 2{AE Lo B E HYUAHO|ANAM BlAAS E224E2 I AWS

L -

Resilience Hub 5t24% & ClusterRoleE& d4dalof & LICIClusterRoleBinding.

- resilience-hub-eks-access-cluster-role (ClusterRole) -7} Amazon EKS 2
B AE{E LWItstE AWS Resilience Hub Of| Z 28t Het2 Ho|gtL|Ct.

* resilience-hub-eks-access-cluster-role-binding(ClusterRoleBinding)
— Amazon EKS 2{AE{0{M resilience-hub-eks-access-group O|&0]| X|HE
&S 82|50{ AWS Resilience HubOl| A AtEXtoi|l M| 533 TWIHE A&s7| fls 2R
B HEtg RoiFLIch
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2 E HYATO|AO CHEF 17| HMM|A HEHS AWS Resilience Hub OHZ 2|7 0|01 £ 045}
= HESI2 s &Lt

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:

Amazon EKS 2 AE{0] CHEt AWS Resilience Hub M| A & A45} 206



- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

4>
30
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b. EH HYAHO|A AWS Resilience Hub £ 212

M UUADO|A ME LHO| B|AA HAHA AW

EA = Resilience Hub StE £ &
ANgte £ ?l&LICRoleBinding. O|& QIS E CIS HEge

dsfioF BfLct.
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« ClusterRole - Amazon EKS EHAHE LS| E HJYUAH O|AN UEs BlAA0] HAMA
of1 22242 W7} AWS Resilience Hub 52484 CF2 ClusterRole &2 MAd5H of &
LIC}.

« resilience-hub-eks-access-cluster-role— EX HYATHO|A LISl E|AAE
HWolsle o 2 Hete X|™Ehuict.

- resilience-hub-eks-access-global-cluster-role - Amazon EKS EHAH
LHollM S5 Ul AT Ol A0 HAZIEIX| of2 BRAH HQl 2lAAE Hytete of W23
et X|EELICH o= ol E 2|70l o] H2IE BItst 7| f/8 Amazon EKS 224
E{o| FeHAH Hel 2lAA(0d: =)o HMAE £ 2= HEH0] AWS Resilience Hub &
ELct

ClusterRole ¥ S ddst7| e HES2 Ch5t Z&LICH

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
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verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses

Amazon EKS 22{AE{ol| et AWS Resilience Hub M| A & 435} 209



verbs:
- get
- list

EOF

* RoleBinding W& -0| A& 27t §H UJUAH O|A LHS| E|AAN HAMASE AWS
Resilience Hub O| 28t HetE Fo{gfLct. &, ZF WA H O[A0 RoleBinding &g
2 MM5to47t X[ HE YA m oA A AWS Resilience Hub 0ff HA|A & 4= Q)
_'.:_% atiof & LCt.

(® Note

ClusterAutoscaler2 A5 A7 U0 AFS5lE AL kube-systemOi| A F7}
2 RoleBindingE M350k B LICE Ol= kube-system HAmO|A Q] UL QI
ClusterAutoscaler2 HWrtste= o 2Lt

O|Z A 5t™ Amazon EKS &2{AE{ AWS Resilience Hub & H7t35t= S¢F kube-
system WYAHO|A LHO| BIAAE TrtstE o] WRE Hite Foig + UALL

Ct

RoleBinding &g & ddst7| flgr HEA2 St Z &L

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io
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EOF

« ClusterRoleBinding €& -0| F&27 FHAH HY 2lAA0 HAMASH= AWS
Resilience Hub O| 8t H&hE £ o4& LIC.

ClusterRoleBinding Q&2 Md3l7| {8t IE32 Ct3 Z&Lch

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. resilience-hub-eks-access-groupE Amazon EKS EHAE{0| HMASHE Ol AHBEE
IAM &0t O E St == aws-auth ConfigMap2 UCIOIESHAMIL.

s sl
E
[0
>.
=
x
9,'1

O] EtHl= 1EHAIIAM AFEEH IAM & 1t 2EHA|of| A M A El Kubernetes 18 72| O =)
LIC} O] O Z' Amazon EKS ZEHAHE LHC| 2|A A0 HAMAE £ Q= HEHS IAM Q& o £ o
ghlct
= .

(® Note

« ROLE-NAME Amazon EKS 22{AE 0| HMASH= O] AFREl= IAM &S LIEFL
Ct.
- OHEC|FO|MO| A& 7|Et BMAE AIESEE FHE ER HaE2 ojEZ2AHo|ME
MM SHE AWS Resilience Hub 5S¢ ME L= S &R 48 £
OF &rL|C}.
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« X IAM AL XHE A8 5H0] BlAAN HMASES ofEE|FH0|ME FHE B2 i
o Al XK= HFE A| AwsResilienceHubAssessmentEKSAccessRoleO|0{0fF &
L|C}.

« ACCOUNT-IDE Amazon EKS Z{AE{2| AWS A% ID0{0F & L|C}.

CtS 4 & 5tLHE AF83104 aws-auth ConfigMapE MxIE = U&LICH
 eksctl At&3t7

ChS B S A#S04 aws-auth ConfigMapE YClO|E g LCt.

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

« ConfigMap 91 HIO|E{ mapRoles M4oi IAM & ME HEE F7}+510{ aws-auth
ConfigMapE =822 HAE = U&LICH aws-auth ConfigMapE TEIStEAH CIS HH

[= N
£ =L
kubectl edit -n kube-system configmap/aws-auth

mapRoles MMof= Ct& metOlE7t Z&E = U&LC.

« rolearn — F7IE IAM & o] Amazon 2|4 A O|F(ARN)IL|C},

« ARN 7#& — arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>.

« username — Kubernetes LH0{| A IAM 23&toi| OHE& AE Xt O|F
(AwsResilienceHubAssessmentEKSAccessRole)

« groups — & O|§2 2EtA| (resilience-hub-eks-access-group) MM BHE & O]
St Ux|sHoF gfLict.

@ Note

mapRoles 40| ¢z E2 ol S +S 22 FJtsl{ok ErLICH
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- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

Amazon Simple Notification Service A|0{l AWS Resilience Hub | A|5tE
5 gd3s

O] MAd0f M= AWS Resilience Hub 7F Amazon Simple Notification Service(Amazon SNS) ZA|oi| of
ZC|7olMol| CHEH S RIE HAISHE T Edstete WS HYELICEH Amazon SNS FXof FA| &
212 HY5iedw ChE 0| U] EHStM .

o
0
>
=
w
Py
D
2
2
-}
(@)
D
I
C
O
o
=_
[l
L]
M
o
%

- 71 €22 ™& AWS Resilience Hub 3li0F t= 7|& Amazon SNS FAM|ILICH. Amazon SNS =X
KEMIEH LH2 2 Amazon SNS F£A| MM 2 X SHMI2.

AWS Resilience Hub 7t Amazon SNS #X|0f & &IS HAISHE= = 5t21@ Amazon SNS X[ 2| HAlA
Mg oh23 2ol Holo|EsH o gLct.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html

(@ Note
AWS Resilience Hub € At&35t01 SEQI 22| HAIXIE 7|22 Ed3stE 2T
U FAHof AlAISHE A< Amazon SNS FA[of| CHEH MMEE E|lAA HAMS =5l of &
LICt ¢= 22 resiliencehub.amazonaws.com0M resiliencehub.<opt-in-
region>.amazonaws.comZ HZ g LICt.

2t 5 3} (SSE) Amazon SNS =M E At&3dt= A< AWS Resilience Hub 0| 7] Amazon SNS &
5t Decrypt % GenerateDataKey * HAMA HEHO| QU=X| = I5H0F FLICEH

0fl Decrypt CHE 2

| GenerateDataKey* HAM|AE XS 5te{H 2o AWS Key Management
Service HMAE = Q

£ Qle CE HEtg Z &6l oF AWS Resilience Hub gL}

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowResilienceHubDecrypt",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,

"Resource": "arn:aws:kms:region:account-id:key/key-id"

o

A

ror

IS ZESHAL MLE & A= T

—_—

AWS Resilience Hub ™% A

k

AWS Resilience Hub & At835tH O E2|A0|MY FHE T & 5HHL MLlst= & HEt2 MEtE =
A&LICH O 1AM A 2| HE S ALE 504 OfZE 2|7 0| HE AME S ZESHHLE MRSt S et
g Mgte &= U&LIch ol IAM A E| HAMo|ME caller_IAM_role (AWS AME X} A1 -1t 014 F
= ol AF&ELICH AWS Resilience Hub.

N—
J
-

o

3R Ao M APISE =&
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AWS =212 512 AEx 7tol=

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",

"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"

}
]
}

o| Q1= 2} E 9ot AWS Resilience Hub

ZE|1E MH|AQIE Amazon Web Services: E0F ZZM|A THE Ao MHE AWS 22H HE
/3 Hot MRIE AWS Resilience Hub 2 5 EILICH. https://d0.awsstatic.com/whitepapers/Security/
AWS_Security Whitepaper.pdf

AWS HA|El API &8 At&35t04 LIEQ|3 & AWS Resilience Hub &30 HA|AELICEH Et0]
HEJ} T HS HOHTLS) 1.2 0|42 X|®I5Hok BLICH TLS 1.3 o|at2 HEFfLICH S2to|ME

& Ephemeral Diffie-Hellman(DHE) EE = Elliptic Curve Ephemeral Diffie-Hellman(ECDHE) 1t &2
PFS(TE &7 E 0ot Perfect Forward Secrecy)7t Z& &l &5 MEZ T X8l oF &LICt Java 7 O 4
o| x|¢l A|AEIZ TR 2 Olg{et REE X|HELICH

st 2 HMA 7| ID L IAM T2 BHEE A|Z R HAHA 71§ AAS o] AB3HoF FL|Ct =
AWS Security Token Service(AWS STS)E At&3504 Al X} SH2 Msto] LM HEE =
&Lct.
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AWS =212 5{=t AER Ttol=

AWS MH|A0i CHEE S22 HAH
Ol HoilM= ol ZEF0l4de| 73 EfM7 IS &K L5 5t7] sl X|#H=lE AWS AH| 20
AWS Resilience Hub CHa 0l =& 5t= CHefet 572 HALol| CHEr MIF HEE XMSefLIct olzdst

AAte Zt ofEE|7H0lM 71 d 2 A(RTO) 2| =243 HAlol Heol& Ztoll chsl =7 AlZt S E(RPO) X

ST A SE()E FYEELICtAppComponent. B7toi= ofZ2|7|0|M, 2l= gt &of, AZSH L 2™
oot 22 Cryet R STho| ZEELICE J2Lt ole{eh HALE A&sie{H™ 2[A A0 HA|AE

£ AL 5 AWS Resilience Hub 0f 2t21 IAM HEHE2 XS 38Hok & LICH O] oM7L 2l AMASH
1 S HAAME =& st= ol AWS Resilience Hub 228 IAM FEHoi| CHSH AHA|S| 2ot 24T Al

2 HZstHILAWS of CHEr 2H2|3 &2 AWS Resilience Hub.

AWS AMH|A

Amazon Elastic File System

« Amazon Relational Database Service Z! Amazon Aurora

* Amazon Simple Storage Service(S3)

* Amazon DynamoDB

* Amazon Elastic Compute Cloud
* Amazon EBS
« AWS Lambda

« Amazon Elastic Kubernetes AH|A

* Amazon Simple Notification Service

* Amazon Simple Queue Service

*« Amazon Elastic Container Service

» Elastic Load Balancing

* Amazon API| Gateway

« Amazon DocumentDB
« NAT #|O|E O]

* Amazon Route 53

* Amazon Application Recovery Controller(ARC)
+ Amazon FSx for Windows I} & A{H

* AWS Step Functions

* Amazon ElastiCache (RedisOSS)
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AWS 532 5=

Amazon Elastic File System

O| M440{| M= Amazon Elastic File Systemt ZtHE D E S22 AL & HE AFE 2 LEEE L CH
%

Amazon Elastic File SystemO| CHEt AFA|EF LH& 2 Amazon Elastic File System AEME HEASHAR.
T AlAE R

AWS Resilience Hub = ItY A|AE] f3: 2| EE= One Zone2 EQIELICH ItY A|AHR 2
Qlmpt L= AZ BT A| S| FE2 O|E/LICH oY A|AR] FFoi| CHEE AEAIEH LI 2 Amazon
EFS Tt A|AEIO| 7I8 Y S LI HE FZSHML

T Al ol

AWS Resilience Hub = HiZ & o A|AEI0] CHE AWS Backup 7=||’*=. | Holk|of U=X| EelghL]
Ct. EE8F Cross-Region W] SM0| &5t E|of U=X| &Qlsto] MMM LF 5t B¢ 2™ =&

%EI'O'” |:Ho|- X-IQ_ =5 Olg E?éFEFLlEl._

ClolE =X

AWS Resilience Hub = HHEZ El mt 2 A|AEI0]| 2| LY EE= 2| ZF Amazon EFS H|O|E{ SA|7F 9|
Z|of QIEX| EQlgL|Ct. Amazon EFS O|O|E| £X|= o Z2|7i0|M, QIZ 2}, AZRTO 2! 2|X £Z0f

M3 U £HRPOE JHMsHs O 20| ELICH E3 HESIAH01M BE Al TH AlAT =221

=~

2 M3} AWS Backup 57| @/3H 2|1 LHet A& =94 = K| AWS Resilience Hub & Q18 L|C}

Amazon Relational Database Service 2! Amazon Aurora

0| Aol A= Amazon Relational Database Service 2! Amazon Aurora®fl EX8t R E S ¢i23 Z4A 4l
HE AbEF2 L8 LICE. Amazon Relational Database Service 2! Amazon Aurora©]| |ZH°F KEMIE LHE

2 Amazon Relational Database Service AEME X 5HM 2.

EHQl AZ HH

AWS Resilience Hub = H|O|E{H|O| A7} EH QIAEIAZ HIEZE|QEX| &QletD, AMHE R EX

QIAEA Dl Ql7| M SHNES X[HotK| LSS LIEHHLICEH
CIS AZ Hi =
AWS Resilience Hub & H|O|E{H|O|A T} EX QIAEIA = Q17| M2 EXED &7 i Z ER=R|
oIt LICH Cllo|E{HIO|ATL 47| ME =X 2ot &4 tHZEl BR= AZ BE A o ZX|E 335t
7| 5l 2 AZOl| HHEZ |1 = X| AWS Resilience Hub E QI&rL|C}.
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HHO
=l
AWS Resilience Hub = HiZ & H|O|E{H|0|& QAR A CHE ¥ 7|50| MEL|=X| FlgL|Ct

« AWS Backup AtS 4 SME A8 A=
« AWS Backup HHo|Hq 275t A nit 2| Y SARSE H=E

o E}A} EHQ] A|AEIO| 5 ALHAF
2|7 ZF &olf =X|
AWS Resilience Hub £ £ &23 ZzHof Zo|El RTO 2! RPO CHA 2 &0l5lod 2| SHoZEE 853
% X =Ccte
=

— [e]
g LICH EBF AWS Resilience Hub & CHE 2t 242 2™ ZF ot 7[RI E AlHstod 2| SE

= A&Lch

E
.
>
L
%
rit

Ol LH HH O

ook
r

=

I
X

=4E A =z 3H
- OHE 2o 7| 8 FH=
- CIE 2™l Ex= E8{AE7} /= Amazon Aurora =2 2'H G| O|E{tH| 0| A
- CtE ZI™0 sEE[A BEX EB{AE{7} 2= Amazon Aurora 2 2'H O|O|E{H| 0| A

Cf k2 2/ L Zol =X

AWS Resilience Hub = QIZ 2} EE= AZ S S0f S ¢=3 Mo Ho|El & RTO RPO CHA S =l
L|C}. EE8F AWS Resilience Hub = OEZ2|7|0|M, el=zzt B2 AZ SEE Me2l& ChSot 22 2[™ LY

7M™ E AMEE + A&LICH

AN&0| = Aurora E2{AH
« Amazon Relational Database Service2| C}E AZ Q1A B A (AmazonRDS)
« Amazon RDS C}& AZ E2{AH

. CHE AZOl 217] T8 ZX|E0| RDS /= Amazono| EH QIAEA
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Amazon Simple Storage Service(S3)

o
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L
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A= Amazon Simple Storage Service(Amazon S3)0l §7
£ LIEE Lt Amazon S301| CHEF REA[EH LHE 2 Amazon S3 &EHA

i
1

?|':

B
Q'I_l
x
ko d

AWS Resilience Hub = Amazon S3 HHZ!0| HH™ 2|7t 2 M3HE A El2 7 E|0] JI= K| = elghL
Ct.

ol ot 1 oS
AWS Resilience Hub = HiZ El Amazon Simple Storage Service(Amazon S3) H{Z!of CHEH AWS
Backup & 0| Ho|k|o{ U=X| &Qlgt|ct. £t HMol 2™ & SThof Cist M8 Hel7t 2o dt
B2 2T 7 ] SMo| g gstElo] UeEX|E =elghot,

Point-in-time
AWS Resilience Hub = S &2 HAo| RPO CH& ol SF(PITR)7t 223 X| & QIELICt point-in-time.
|

o =
K|S E|X| St & LICHPITR. et A 2|7 gid S MHOo| EAI5HE] 7|
& 0 2F AWS Backup HIEE AFE35HHLE M A&ES HdFLICt

A

ClO|E S

AWS Resilience Hub = HiZEl Amazon S3 H{Z!0]| CHsH S et 21T S A|(SRR) & w At 2| S|
(CRR)7} Ho|z|o{ Q=X]| &QlIEtLICt Amazon S3 HIO|E{ EXA|= o Z2|7i0|M, 21z 2}, AZ RTO
U2 Z0MH oflef FF 2= of&f T EEE J1MRPORLICE B K| HTQ| AMK= CHA
Amazon S3 HZ!o| SANE|X| oo 2 Zi|o] 2 2|M ANEZREH ES&LICH Eat 533 Hao] o
Ol RTO CHAHE 7|EFO 2= Amazon S3 2 X AlZH KI04(S3 RTC)E & AI5l5H0F sH=X| 042 E AWS
Resilience Hub & QI&FLICt O] HF 7ts 7|52 158 O|LHol|l & A HZ! 4R Q] 99.99%E S AL
Ct.

« AWS Backup AtS 4 SME A8 A=
« AWS Backup HHo|Mq 75t B nit 2| Y SARSE A=

. EFAb Q] AARIO| £5 At
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https://docs.aws.amazon.com/s3

AWS S¢3 5= MEX7o|E

Amazon DynamoDB

O| A440{ A= Amazon DynamoDBOl| £t ZE S HAF & HY A S LILELICE Amazon
DynamoDBO{| CH 8t At A|EH LH& 2 Amazon DynamoDB AEAE & ZEFAML.

SRS
AWS Resilience Hub = HiXZ El E{|O|£ 0 2i40]| o|O| % 9_|£|o-| Q,Jt | gtolstL|CH st 2|/ =2 =
Thof Ciel M8 Hel7l 228t F< E2of sl 2[™ 7 21 Aafiof st=X|= = lErLct

Point-in-time S+

AWS Resilience Hub = ¢33 & o| RPO FE0f [}2} S F(PITR)7t 25X &0l
time. 2Lt ol M= Wkt 2|7 Wd0| XIMEX| A& LICHPITR. [HEtA] WXt 2|7 HHe
& 7|E ofef AWS Backup AIEE AHE 5L M HEHS dggoth

Z 2 H|o|2

AWS Resilience Hub = HiZEl Amazon DynamoDB E{|0|£ 0| C}E& 2|T0of 5tL} o|&F o] SAE 0| Y
= 2294 H 0|22 ™o||o] JY=X| =T LICH 22 EH|O|E2 MM RPO 2|1 =& 0lM oi &
I ZERTOL 0|4 KT 2 E7} FHME|T HE|H-HME|H EE= HE|E-THA|E CIE 2™ ZEO0|AM &
AUE PITR &= U 7ISE MBS ELICH AWS Backup E£= Amazon DynamoDBE 2| & StLEOA At
&35to o E2[AH 0| BEFE ®EIF = U&LICt

Amazon Elastic Compute Cloud

| dlM0i A= Amazon Elastic Compute Clouddl| £7H8t 2 & S32 A & HE AL S LI erL
Ct. Amazon Elastic Compute Cloud0d| CHEF XEA|EF LH& 2 Amazon Elastic Compute Cloud AEMHE
I.

AWS Resilience Hub £ C}S 7|& & SlLI7F SFZlE Z<2 Amazon EC2 QIAEAE AE| XE QA
EAAZ Aldsh|Ct

+ DeleteOnTermination £40|0| QIAE A0 A4 El 5tLF 0|4 2| Amazon Elastic Block
Store(AmazonEBS) £ &0l CH3H false2 MY E 2.

« Amazon Data Lifecycle Manager EE= AWS Backup 7|2!/0| Amazon EC2 QIAEIA &= St} 0|4
O| Amazon EBS E&0f 4= AL,
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AWS S 5= AEXt7tol=

« AWS Elastic Disaster Recovery 7t Amazon EC2 QIARIA AEZ|X| 28 SAlste Ol A El=

PEE=N

® Note
Amazon EC2 QUAEIA T} 2|0| 7|& & SlLIEtE £F5tX| ot BE 0|2 AE| HIK{ZE
Amazon EC2 QIAEIA 2 AWS Resilience Hub |2 gL|Ct.

Auto Scaling 1 &

AWS Resilience Hub £ A'EH H|X{& Amazon EC2 QIAEA JIEE &QIeL|
T49| Auto Scaling 1&(ASG)2 AHE5t0{ SUSHE LAAED|O

7t Al ARHE 043 78 G0l 2™ FHE[JA=X]
A0 A8 5104 ASGE Holst B¢ AT Amazon EC2 QIARA
57| @Il 2C|MHE Amazon EC2 QIAEIAZ 32 =2l W0l £

Amazon EC2 Z 2!

AWS Resilience Hub & Amazon EC2 Z2/2 AlHE5lT CHE A
EC2 QIAEIADE AL 5t=X| = QIELICEH Amazon EC2 E3I2
S0 FAELICH 2C|ME QIARAR Amazon EC2 EXE
g | E2d0| A EL|CE.

HA =2 o B Sy |

Amazon EBS

O| MMof= Amazont ZHEHE RE S22 HAF & HY ALg0
CHEF REMIBH L& 2 Amazon EBS AEAE EBS Al .
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AWS Resilience Hub = Amazon EBS 20| CI& & stLt == & CF Ho|Z|o] J=X| =QlgL|Ct

« Amazon EC2 QIAEIA0| 4Z2E E% Amazon EBS E 50 CHet 8He] #&IelL|Ct
« Amazon EC2 QIAEIA 0| EBSX|HE|= AmazonAMIS MASHE 8] g &llL|Ct

E
+ ERAR #Q] AlARIO| £5 AdharlLiC,
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AWS Resilience Hub = CHZ 7|& & stLI7I F &= 89 Amazon EBS 20| B KHE 2EL =2
ZHEEg AlEEL )
« DeleteOnTermination £430|0| Amazon EBS £ &0] Ci5l false2 M= B,

« Amazon Data Lifecycle Manager &= = AWS Backup 7|£/0|0| Amazon EBS
Amazon EC2 RQIAEIA S HAAE HL2.

« AWS Elastic Disaster Recovery 7} Amazon EC2 QIAEIA AER|X| 28 SX5t= Ol ALl
74do
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AWS Lambda

O| MMofs ZTEl DE S22 HAF L HE AHE 0| LEEE|of Q& LICH AWS Lambda. ofl CHEH REA|
B L2 AWS Lambda AZEME AWS LambdaZ X 5HA| 2.

11 Z4 Amazon VPC Access

AWS Resilience Hub =0 4Z4El AWS Lambda & +& AlYEIL|ICHPC. AmazonAZsO| ot =l CHE 9|
AWS Lambda AME4Ylof| ¢1Z8351H AZ SEH Al &4+ 50| VPC 7tsEL|Ct.

Dead Letter Queue(DLQ)

HiS & BX| cH7 (L
.|

AWS Resilience Hub = AIlist 2 HE K& 57| 28| AWS Lambda
Y F. |O|E &4l
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