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max_concurrent_requests=10

max_queue_size=1000
MM 234 sso-session
MM &0l £9| of: [sso-session my-sso]
sso-session AM Ho| Zof= E AI2510{ AWS E0H 015 MEE &IQI5t T2 T2 L2 FAM5E
ol AFE5te M™ J&9| 0|F0| 7<|c> ZEILICH AWS IAM Identity Center. Single Sign-On 215 T 4d0d| CH
8t XEMIEH LHE 2 IAM SDK = T 70| CHSF Identity Center 915 MME & EXSHAAIQ. TR0
7|-4f S 2 sso-session AMof| (AZELICE 047|M sso-session 42 7|0|11 sso-session
MM O|E sso-session = <name-of-sso-session-section> Z& ZflL|Ct.

CtZ ol Aol A= 'my-ssoSampleRole'2| EZ S AF&3+04'111122223333" 52| " IAM & of CH
Bt AWS At BHE 7H1ME T2 S A HELICH “my-sso” sso-session MM sso-
session 7|E Al835l0q profile AMoiM 0|22 FHEELICH

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start
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M ol £0| 0f: [services dev]
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services MME <SERVICE> = ZEHE 59 MMoE f FEEIH, 047|AM <SERVICE> = AWS
MH|A AEXE 7| ALICH AWS ME|A AlHEXE ZE SHME DEE HIT D ZE BAE ARKAE £
AlserviceIdsto{ API ZRIO| E 7|“._F9§ gHLICH services MMM AL E 2 E MH|A AlHX}
7| 282 MH|AYE AEZQIE AIHIIS HRSAMUAL. MH|A AlHR} 7| Flol= 242 I1RE £ 3
4 £ JHE S0{M 7|50 S E HH0| o|o{& Lt

= T1 -

CHS oo M= services HolE AF&3H04 Amazon DynamoDB A{H|A0f| CHEH Q &of|pt AL E =
ZOIEE FMErLCt "local-dynamodb" services MM services 7|8 AF&35t0q profile
MMM O|§ 22 FZELICH AWS MH|A AlHX} 7|= &lL[Ctdynamodb. Amazon DynamoDB A
HIA 3t M2 2FRl o A AIZHEILICtdynamodb = . £0{AA7|E HIZ CHS E2 Y 512 MMof
ZEElm T MulAof MEELICH

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

AEXRH XIE A=ZQIE F/5of CHEr RHAMIEH LIS 2 MHIAE IS ZQIE MME HESHAAIL.

Z20 MMO| profile Eto{2 A|EHSHK| StECHE M2 MRSt credentials Tho| FEI2
HIMO 2 config I #2{1 SUFLICH CHEZ AtO|olE Z2E O|F RHA|BF AFSEfLICH TS of
Moz o|go| ol Z2m MMO| Q= credentials IS Eo{FL|CHoo.

[foo]
..credential settings...

'HIY = Qs WAoo 2 72+ E[= OF2 M™E0F credentials T MHEE = U&LICEH

aws_access_key_id, aws_secret_access_key2! aws_session_token. 0|28t MHE SR

conflg omof Hix[e == UX|TH 0|E-|°F QIZtet Zt2 YT O] credentials IHof EgtstsE Zd0|
&LICH o2 5t EHe st AR ZF ntof HE o] HetE MBE £ &Lt

CIS2 [default] Z2ItY0| U= 7IE credentials TtUS HEo{F = of LC}.
aws_access_key_id, aws_secret_access_keyZ! aws_session_token T MAHE ML
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[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

HHEE 2 EE UM AFRSHE 'default'E AFRSHE A Q10| credentials 047]0f /= 2 E
MYE2 SUSt T2 L 0|EE A8B3tE config S| 2 E MM A E/LICH SUsH0IES B
Ste T2 mtof CHst 2ot QI50| F mlY 250 e A 2o 215 mlo| 7|7F MEFL|C
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3% config ! credentials It K|

AWS config % credentials I}2U2 AWS SDK 2! =7 9| M4 MEI} E0{ Q= Y HIAE

a0

o Tr = -
ohUL|CH A2 AFSAL B &0l 2EHE EXHSH SDK ZEL} sHE B0 A AWS CLI A&st= &
ol o3l AtS2 2 AFEELICH RHA| ZHFE{0|MH EE= Amazon Elastic Compute Cloud Q1A EIA 0| A
W stE ARE o2 & = /JA&LCh

SDK EE= =77t A-E[H o243 Tt UE &Qlst A8 7tsdt 74 MM E EEgLICH T ol ot &
A= AR SDK E= =7 E Sdll 7|2 TtUo| RIS 2 MM EL|Ct

712Mo 2 02 AF2AF home == AP A £E2H0] . aws = O|&0| XIHE EH0|| U&LICH.

24 AMA| 7|2 ?Ixl & ot o|F
Linux & macOS ~/.aws/config

~/.aws/credentials
Windows %SUSERPROFILES%\.aws\config

%SUSERPROFILE%\ .aws\credentials

. BRE AlSrErLICH
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« (SDK = T3 MEH AIZHSDK E= 78 & F2 &9l 7|5 EE Hy

Jtset B2, BERo| AlE BE0i AA8XRte| & CIHEE|(0:~username/)7t X[ EEl0 U2 TXW2
SLHE AZX}F 0|§ 2| & CIE{Z2|(0: /home/username/.aws/config)Z &S E L|C}

7 e AL
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.

« config I+ &7 ¥4 AWS_CONFIG_FILE
« credentials I} # 73 #4<:AWS_SHARED_CREDENTIALS_FILE

Linux/macOS
Linux B2 = macOSO|M CtS 2| LHE L7 | BHE2 Al-5to] CHA| fIxIE X|HE = U&LICt

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/

credentials-file-name

Windows

Windows0ll M CH5 9| setx BHE S A&stod CHA| 21X XIEE + U&LICH

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name



https://linuxconfig.org/learning-linux-commands-export
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Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2
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Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. ..

C:\> setx AWS_REGION us-west-2

truncated. . .zrkulWJ0gQs8IZZaIv2BXIa2R401gk
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PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

PS C:
truncated. . .zrkulWJ0gQs8IZZaIv2BXIa2R401

\> $Env:AWS_SESSION_TOKEN="AQOEXAMPLEH4aoAH09NCAPy...
PS C:\> $Env:AWS_REGION="us-west-2"
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https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
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https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"
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Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1
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System.setProperty("aws.region", "us-east-1");
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
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https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codewhisperer/latest/userguide/codewhisperer-auth.html#codewhisperer-auth-builder-id
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html

AWS SDKs % &=+ & LM

2. AdministratorAccess W8t MEE= H7|H2l Jdto] AFESHAE o H
8T 2 AMEXF X[ PowerUserAccess TEF MIEE MAMGHR| A2 8 A HO|El HEt MEE
M3t o] E&LICH

Z|& 1AM Identity Center CIEE{2| AT E CHA| AtE 510 ST ALSAH HM|A T HALE 2
Tl o|Hol= ct&zt Z ol Zuict

« Admin team 1E& MASt= CHdl Dev team AEES MMSIT O F K| 0|2 CHAIIE L
Ct.

« 7|IE MNEXRE MBY = UX|B MEXE M Dev team ZE0H FItatioF BfLICH,

« AdministratorAccess &t NIEE MH5t= CHAl PowerUserAccess TEH N EE M5
X|&ol M o|& CHA|ELICE.

Xto4
=

T

fjo

2tz ot ChS At ol EFLch

« Dev team ZEQILIC}.

« Dev team IE0| HZE PowerUserAccess Tt MEQILICH

« MEXI7} Dev team IEME FIIE&LICEH

ZEHE ZR5 1 CHA| 23021510 Administrator =01 CHEH AWS AH 2 S M 2HQlEL
CtPowerUserAccess. E7/2 A& PowerUserAccess [E MEHEILICISDK.

w

1&F7+ #alsteE HE ol X+ 3E 3 ZAH0A: Microsoft Entra &&= Okta)& AWS S350 0|0]
M| A E

AE 58 St 2HE AWS S5ifol 22l Lt 22 E #E|XH7F PowerUserAccess (7HE
Xt HEHE 2ot S AMA HEO| AWS AHHE U= & HEt HIE EAELICH HEt &E ol &
ofe s M Zet2 AI2stod 2502 FE T2 22 WAoo 2 HKof| HMAE £ e SM0|

|§0l Eetxle S Cher F-io| dde +~ A&LIct of

MEX XE FHZ Qs AHE HE &F 0
ot + 21T Elof| 295t MA|2.

T et MEE AHSEX| =4

oy me

=
(=]
[

S

I2F7I &2|5te HMA ZTEHS AWS E6H0f]| AWS 00| HMAE £ Q2

=
AWS HM|A ZRHE AWS S50l 2T Qlgr Lt et = #EIRH7F AH8 Xt PowerUserAccess(7HE
Aol A HEHS Hoish 7 MM~ HEtol A AWS AH of HEt % ar | EAIELICH #8 TE of
E of= sliE Mt 2ete AI2510d 502 F= 2 O ghAlo 2 Ao HAMAS £l =2

Mol AIELIC

\l
i

IAM Identity CenterE At&5t0{ T2 I B4] HMA T4 19
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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[profile web-identity]
role_arn=arn:aws:iam::123456789012:role/my-role-name
web_identity_token_file=/path/to/a/token
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
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[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS SDKs & =7 £H7 oFLIM

IAMAIEXIE ALE35t0] ZEE AdstE E2 7Y #3829 SDKor =&
X A2 SHE AE35H0{ QIS ELICEH AWS credentialsIt. IAMFE 1|.°_|
5t 7t= 8k & W2l IAM Identity Center EE= 7|EfF (IA| XAt d SHoZ MES

EO| EH7|IAM At
Et.'::* ABEHE HE

—++u

M AstEAH HHe FE Xt H 5
£0f Mghol e F|Ast7| o{-EH&LICH
.|

0z
jo
pd
O
_|
_>,'_
oII

2tM2. AWS USLICH O] HoF QIF 2 A& AA|

of Z2|70|M mt o 2| :
g SE0{ Z=HMEE HEE EIiIIEEIOH U= EstH SE5kK| LA F.'_O._F 2150l &2 ?[®o| U

&LCh.

Hot oI5 HEE st A #rElst7| /18 =7t XIH

OFXEH 2| Breo CHEt 2dBFA ol M AWS A4 SH2 22| 2 ALY E E XA A2, AWSQ| A
MIA 7| AWS EE £ X 0| =90| Qo= CF2 AFEE 11245l EAIA|L.

« Amazon Y 2tAE]l Z4E{|0|L] MH|A (AmazonECS) 2H¢i2 2|8t 2ol = IAM &S AF8SHAAI2.
/\

« Amazon EC2 2l A0M AYME|= OHEEZ|F[0|M] IAMAE S AF2FHAAIL.

A @7 AFE: M AWS account

IAMALE RHE AFE 510 BMASHE{H AWS MH|A0|= CHS0| EELICH AWS HE 2 AWS xH4

=0
S o.

1. AEE ddeLch

Mdstz{™ AWS AHEE B RSHMAIL. AlESHT]: MZ0[417t27 AWS AFEXFO|AIT7HR2? ol M
AWS Account Management & X 7}0|E=

2. ElASXE SGELCH

o
N
HT
e
ro
0l

34


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
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AWS SDKs & £ 2= of

JUM A& £dE -5t 22 dEE & J&LICH Z4 o= 28 MF HE 2{ol E50iM &
£ d¥dte XHEs ZE Yo HGELICH 24 == OEX|E A1t 7|52 43 L4 &

Ol SYErLc.

A—H:l 0.|| |.I:l7-||: °|.x|

4

x| GolgfLict.

to M MEE|= 7|22t0] ZEELICH 8 SiE ™o &8 20l FALR

& S0{ 7|5 2% &= HO|X|oM dEE dHE&LICH

S disable_request_compression

5tod 8t 42 M% AWS_DISABLE_REQUEST_COMPRESSION

« = Java £ Kotlin2 AF85tE B9 & A85H0 JUM AlAHEI o= SDKAEERLICH
aws.disableRequestCompression

=Moo 2 2 MY ELICHalse.
7

o
- 0| 22 dHo| &t Ut U2 true & &LICHfalse.

Zt 7| H0|X| 3tEtoll= E|O|E 1t o] S84 AWS SDKsO| QU &LICH.

0...

ol & o| Ho|x|ol L}¥EE M S SDK X|H3tEX| 042 E E0o{ELICH Supported ¥2 CHS 22

At&3stod X[ =& S LIEHELICEH

* Yes- Y E SDK iz AHEH2 oM 23] X[2ELCH.

* Partial - Y8 MHMo| X|HE/HL} SZHo| MFD CHELICH Partialll A 7t &1 E HAE
LHEH LTt

* No - X|HEl= dE2 &L Ol ZE0M SUE 7SS EEE + JEX| ofF o Oigt =S

=
otx| pf&LICH LIEE o|F 74 dHol XIMEX| fSS LIEHHLICH

43 m o[ x|



AWS SDKs % &=+ 5]

A
ro

FLHA

Config Il MM =5

Che Eofl LIZE MEe BF AWS config THlof BT 4
= AWS MH|Ao0f ¥ DIEILICH SDKs & EF =ESR-t =
C}. 7HQI SDK TE= TR OlAEH RIMEIE A% U 873 48 224 ST S8 SDK £ T7 OHHA

rr

S
0
o

g |°4°+ £z gl

Ad olE Details

account_1i HZA 7|dtAEZQIE
d_endpoin

t_mode

api_versions U 4 ™
aws_acces AWS M| A 7|
s_key_id

aws_account_id HME Z|gtAEZQIE
aws_secre AWS M| A 7|

t_access_key

aws_sessi AWS M A 7|
on_token

ca_bundle ik 7 A
credentia ZZ2ZMNA 2o Q1B X BAl
1 _process

credentia ofsl Hot oI5 MEBXR ¢
1_source

defaults_mode ADLE 34 7|84k
disable_r A s

equest_co

mpression

Config It MH =5 42



AWS SDKs % &=+

A
ro

A o|=E Details

duration_ el HOot olE B2X 2
seconds

ec2_metad IMDS A4 5 22Xt
ata_servi

ce_endpoint

ec2_metad IMDS At 5H S 2%l

ata_servi

ce_endpoi
nt_mode

OK
il
>

ec2_metad IMDS A4 5
ata_vl_di
sabled

endpoint_ A= ZQIE ZHM
discovery
_enabled

endpoint_url MHAH AEZQIE

external_id oish HOot OlF X|BA =

ignore_co MHAH JAEZQIE

nfigured_

endpoint_urls

max_attempts MMAIE SE
metadata_ Amazon EC2 QIAEIA HIEICE|O|H
service_n

um_attempts

metadata_ Amazon EC2 QIAEA M|E}H| O|E
service_t

imeout

Config It MH 55



AWS SDKs % &=+

B

(0]

I.

r

LHAM

A4 0]

il

mfa_serial
output

parameter
_validation

region

request_m
in_compre
ssion_siz
e_bytes

retry_mode
role_arn

role_sess
ion_name

s3_disabl
e_multire
gion_acce
ss_points

s3_use_ar
n_region

sdk_ua_app_id
source_profile
sso_account_id

sso_region

Details

48t Hot QI B +¢
Qb 24 A

et 7o MY

AWS Z2|H™

oM o=

AL S&

o4 Hot oI5 XZAH £
o8t =0t OIF KB £

Amazon S3 C}E 2|7 HAMA E

olE

[ —

Amazon S3 HAA Z2IE

o Z 2|70 ID

o4
oL

o
0

Ho} o]

—- =

Ol
OH

=Xt 2l

I

IAM Identity Center X}Z23

ol
02
O

Iy
Pl

IAM Identity Center A}Z3

0l
02
OH

Il
>

Config MU MY S5

44



AWS SDKs & =7 & oM
dY 0l§ Details
sso_regis IAM Identity Center XtZ4 S& S S &t

tration_scopes

sso_role_name IAM Identity Center X}74 58 32 &}
sso_start_url IAM Identity Center X734 58 32 &}
sts_regio AWS STS E|IM EXZQIE

nal_endpoints

use_duals FYU A QIFIPS AEZQIE
tack_endpoint

use_fips_ FU ABQIFPSAEXZQIE
endpoint

web_ident gl 2o 2lE NS ¢

ity_token_file

Credentials I A =&

”
on
s
1
30
b
L
n
(@]
I'|F

CIS o LIY¥E M2 3] AWS credentials T&lo] ._‘| ME
T/ 2 E AWS MH|A0| ¥&F2 O|2ILICH SDKs & =7 TR MM al 8+ H4E X||HE ¢
A&LICH 719l SDK EEE =T OMEE X|HE|lE MY U 4 H-E HEe{H GIE EX S
OHHME & Z=35HMIL.

Ad o= Details
aws_acces AWS M A F|
s_key_id

aws_secre AWS dM[A F|
t_access_key

aws_sessi AWS M A F|

on_token

Credentials YU MH E= 45



AWS SDKs % &=+

A
ro

LHAM

2|-7=| HiA 2 2

—T =1~

CHE 22l ol A XI-?_BP

E AWS MH|A0] HEks
7191 SDK EE = = F0i| A gl

xl-x°|.k||o

A4 0]

i

AWS_ACCES
S_KEY_ID

AWS_ACCOUNT_ID

AWS_ACCOU
NT_ID_END
POINT_MODE

AWS_CA_BUNDLE
AWS_CONFIG_FILE

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN_FILE

AWS_CONTA
INER_CRED
ENTIALS_F
ULL_URI

AWS_CONTA
INER_CRED

Details

AWS 2 M[A

7|

AYE 7|8 A=

xol

Im

AE 7|8 A=

ZRIE

mO
rx

;L}H Ad R4

o= O

3% config & credentials

H—’:‘—EXI

Hl
e
Hdo
bl

ZiEf|o|L] E o 2

Z1E{|o|Lq E ¢t @l

ZiEfo|Ld K2t 2l

Z1E{|o|Lq E ¢t @l

= ™ MAHA HEEH =2

A OlA
HEe = UE

=7 SHLME

rlok

A
E s ==

46



AWS SDKs % &=+

A
ro

A o|=E Details

ENTIALS_R
ELATIVE_URI

AWS_DEFAU ADIE 7
LTS_MODE

AWS_DISAB o3 o
LE_REQUES

T_COMPRESSION

AWS_EC2_M IMDS A

ETADATA_D
ISABLED

AWS_EC2_M IMDS X

ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M IMDS X}

ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M IMDS At+Z4
ETADATA_V

1_DISABLED

AWS_ENABL = 3
E_ENDPOIN

T_DISCOVERY

AWS_ENDPO MH| A8

INT_URL

i
oy
o
J

rﬂ:
P



AWS SDKs % &=+

A
ro

A o|=E Details

AWS_ENDPO MHAH AEXZQIE

INT_URL_<

SERVICE>

AWS_IGNOR MHAH AEXZQIE

E_CONFIGU

RED_ENDPO

INT_URLS

AWS_MAX_A MMA|E S&

TTEMPTS

AWS_METAD Amazon EC2 QIAEIA MHIEH|O|E
ATA_SERVI

CE_NUM_AT

TEMPTS

AWS_METAD Amazon EC2 QIAEA HIEIH|O|H
ATA_SERVI

CE_TIMEOUT

AWS_PROFILE =% config & I} credentials
AWS_REGION AWS 2|7

AWS_REQUE e AF

ST_MIN_CO

MPRESSION

_SIZE_BYTES

AWS_RETRY_MODE MMAIE S&

AWS_ROLE_ARN odgt Hot 15 MEBA =&
AWS_ROLE_ oish HOot ols X|BA =

SESSION_NAME

i
oy
o
J

rﬂ:
P



AWS SDKs % &=+

A4 0]

il

AWS_S3_DI
SABLE_MUL

TIREGION_
ACCESS_POINTS

AWS_S3_US

E_ARN_REGION

AWS_SDK_U
A_APP_ID

AWS_SECRE

T_ACCESS_KEY

AWS_SESSI
ON_TOKEN

AWS_SHARE
D_CREDENT
TALS_FILE

AWS_STS_R
EGIONAL_E
NDPOINTS

AWS_USE_D
UALSTACK_
ENDPOINT

AWS_USE_F

IPS_ENDPOINT

AWS_WEB_TI
DENTITY_T
OKEN_FILE

Details

Amazon S3 CHE 2™ HAMA Z2IE

Amazon S3 HAA Z2IE

o= |7 0|4 ID

AWS dA[A F|

AWS HA|A 7

3% config & credentials II x|

S A QIFIPS HIEZQIE
of8t Hot 9IF TIA I

i
oy
o
J

rﬂ:
P

49



AWS SDKs % &=+ & LM

JVM AARE £ =5

AWS SDK for Java 2! AWS SDK for Kotlin (Ei& )ofl CH3H Cr= JVM A& £4E8 MEH = &L
CHVM. JVM A|AEI &AM 2 ME5t= dhdof CHEF X| RIS the section called “JVM A|AEI M2
5t= ghed MIAMS AR HA|

FO

A4 0]

i

Details

aws.accessKeyId AWS AAM|A F

aws.accountId HHE 7Bt AEZQIE

aws.accou A 7|t A EZQIE
ntIdEndpo
intMode

aws.configFile &% config 2! credentials I} x|

aws.defau AODLE M 7|23t
1tsMode

aws.disab IMDS A4 5 22Xt
leEc2Meta
dataVl

aws.disab LYY=
leRequest
Compression

OH
il
>

aws.ec2Me IMDS X4 5™
tadataSer
viceEndpoint

O
il
>

aws.ec2Me IMDS Xt &H
tadataSer

viceEndpo

intMode

JUM A& £ S5 50



AWS SDKs % &=+

A
ro

A4 0]

il

Details

Q
N
I
o
[m
o
1z

aws.endpo
intDiscov
eryEnabled

r

1%
e
I
H
ro
im

aws.endpointUrl MH[A

2
In
He
o
m

aws.endpo MH|AH 2l
intUrl<Se
rviceName>

L
i
=
m

aws.ignor MH[AE 2
eConfigur
edEndpointUrls

aws.maxAttempts MMAE SE

aws.profile 35 config 2! T}l credentials

aws.region AWS 2|H™

aws.reque LE Y=
stMinComp

ressionSi

zeBytes

1
o
I

aws.retryMode KA

12
ok
HT
e
o
ol
Pl
OHI
pal
4>
e

aws.roleArn

12
ok
HL
re
o
ol
Pl
OH
pal
4>
e

aws.roleS
essionName

aws.s3Dis Amazon S3 C}E 2| HMA ZOIE
ableMulti
RegionAcc

essPoints




AWS SDKs & =3 X OHHAM
AN o|lE Details
aws.s3Use Amazon S3 HAA Z2IE
ArnRegion
aws.secre AWS HMA F|
tAccessKey
aws.sessi AWS M A F|
onToken
aws.share =29 config ! credentials It x|
dCredenti
alsFile
aws.useDu FYU AEQIFIPS AIEXZQIE
alstackEn
dpoint
aws.useFi FU AEH QI FIPS AIEZQIE
psEndpoint
aws.userA ofZ|AH 0|M ID
gentAppIld
aws.webId g Hot olE S 2XF e
entityTok
enFile

AWS SDKs & =3 E&sl=El X134 5H ZZ X}

B2 AE 5B SR L E 72U EESERICHH
SDKs. Ol2qet dahd2 ofe] oM e m A

MYl & QA&LICH RHMEF LI82 &

oz
wn
O
-~
M
it}
B
Q'I_l
x
FO
>
D

EESE Ho 0B 3= 52



AWS SDKs % &=+ & LM

/A Important

E B2 F= B3X Lio 2E STE SDKs BF X|#sHe R e obeLich

=
« |IAM Identity Center X}73 5H S =X}
- IMDS Xt43 58 =%t

« ZE2MA EQHOIS MEA

A4 58 S=A el ofsh

DESDKs e ol LYY M AEE FEE £ 215 HEE &7| 2lsll #Qlst= Lol /ARI(EE
AA)7F U&ELICHAWS AMH|A. RESH 2ot 2185 HEE ¥ 2 Fol= AAo| SXIELICE of2et & A|
MAME X4 58 3ZA A lolz2tz guch

EZSE XA 5H =4 T SHLIE MEE [ = AWS SDKs A3 EHO| B2 2| 4 Atse 2
AL AZELICH 7|2 MS E¢t 215 S=A A2 A oM AHE E2l S=Xtod J—F74| o| Eot
152 Mz 13 =+ UE 7|5 oiE2l70lMol| MBS EfLICH 0| SDK @lsHl ol F£7t I =7+ HL st
x| et&LCt.

Zf oM At otE LR e Q2 SDK CHF ot X|BF 7HY Ab3 ChSot 22 AATF LRFELICH

Hok els M3 A Y

AWS A A F| AWS IAM ALS Ao M| A F|(0d]: & AWS_ACCES
S_KEY_ID AWS_SECRET_ACCESS_KEY ).

2 Xt B E= OpenlD Connect Amazon, Facebook, Google == 7|E} OpenID Connect()
o HHey|0|M- e Hot 2IFE M3 SEHIdP E MEE 2010 22 & ATl 2[F XA
NS & ZZXH(dP OIDC)E Ar&stod 2 QIgL|Cct AWS

INEE RIS R I= NS N 53



N
2
o

r

AWS SDKs % &=+ At FLHAM

i

Ho} o]

- =

(o} '.|| Ad404
= =o

Ol

A

OH

Security Token Service ()2 JSON & EZ(JWT)2 AIE
5o IAM & o| HEtE 2 &LICIAWS STS.

>
=Z
oy
D

=
<
Q)
D

=
@

pal
I
ol
0F
Okl
Iy
>
(=)
x
]
I
ol
0F
fjo
N
2
Io
r
n
>
=
w
>
=2
a
D

=
<
e
D

=
@

ZiE| ol 2ot 215 M3 YA Amazon Elastic Container Service(Amazon ECS) !
Amazon Elastic Kubernetes Service(Amazon EKS) &£ ot
015 HE. ZE|olLd 2ot 215 SZ A= 29| ZAH|o|L

of Z2[7o]Moi CHEF HOot RIZ S 7HRZLICH

TE2MA ot oI5 MB A Al Z Xt IAM Roles AnywhereE %

S
EMNAM EOH OIS E 71X S L

IMDS At 38 SZ Xt Amazon Elastic Compute Cloud(AmazonEC2) QIAEA
L2 Hot o1E HEQLICH IAM Q'S Z EC2 QIAH
AQL AZAFLICH I QIAEHANM A™ElE T =0
CHOH s d& ol Al 2ot 1B S AL E = U EU
Cl. XtZd 3B Amazon EC2 HIEIH|O|E{ MH|AE E &
MEELct

ol

= LLO =2

Aelo| Z+ ErAlotch A7 22 ¥ ste oied Yol AU&LICH 2 =0l X|EE dEgtol g4 ML
m] (=] o
—

= —
Ct JgiLt 248 B0 3R] config 2 credentials U2 FR % JUaLch AHAMlE L2 M

= T7SDKe §EH X H 5T 2R MR MF HEZ %™ o|Sstc{H CHS0llM SDK 2= =7 &
E

MEHEHL|CE

« AWS CLI

- SDKC++&

- SDK Go&

SDKEM & =78 X2 58 ZZAF A2 54



https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS SDKs % &=+ & LM

2otE LIS AWS X3 BE I A4 7| AtE0] CHEr ZHAMIEH LIS 2 & H Z st AAI2. AWSIAMALS
Kb OFLHMO| HOt X4 B & AEX M4 7| 22| IAM

bl

a

bl

[o][]

Ct22 AL83t04 0| 7|52 A AIL.

aws_access_key_id- 37 AWS configIl A% aws_access_key_id- 37 AWS
credentialsIt M% (HE 2EH), AWS_ACCESS_KEY_ID - 4 ¥4, aws.accessKeyId- JVM
AMAE & XAHHYZEE ME

Ct&E2 XIEELICH AWS AL AHE 215 st7| 2l o| R = MEBElE HMA 7.

rob

NEE

ol

aws_secret_access_key- 37 AWS configt¥! M aws_secret_access_key-
S5 AWS credentialsIt @ M7 (HE &), AWS_SECRET_ACCESS_KEY - 24 =,
aws.secretAccessKey- JVM A|AE £4: XHHYZEE M

CHS 2 KIGELICH AWS AFSXLE Q1B 67| fI8t At 3He| dF 2 Ar8 (= HIE 7| Lct

rot

aws_session_token- 3 AWS configIt 4%, aws_session_token- 3 AWS
credentialsI}lQ A& (HE 2ed), AWS_SESSION_TOKEN - £7Z3 B4+ aws.sessionToken- JVM

=S
AMAHE &£ RHY/ZEE ©M8

A

S XIFBLICH AWS AL RHE QB 37| 918t 12 BT YHE ASEE MM ESLICH A
49| Q30| M4BT YHEIEIS YA Hot OIF Ko YR 0] gte WaLITH MM EZ2 45
o= Al Hot Hot IE S XIFsHE FoTt WRFLICH SHAIEH 7| 2ot 91F HEE A3
S CHAI B4 Al 2ot Hot IE S ASSHE 40| BALICH ot HE Ag2 o Hot B A

E FXS5HAAIL. 1AM

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

0424
[ Ne)

02
jo

=
(=

ro
[

FZ B4 M 9| Linux/macOS of| Kl

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

AWS AAA 7| 56


https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID
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[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:r0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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AWS_CONTAINER_AUTHORIZATION_TOKEN
SnapStart for Java 0= AH&E LICH

AWS_CONTAINER_CREDENTIALS_FULL_URI
AWS_CONTAINER_AUTHORIZATION_TOKEN
SnapStart for Java 0= A2 EILICH

IAM Identity Center X} 3 22X}

al

= Lambda

ol

= Lambda

0| 215 MI7{LIE 2 AWS IAM Identity Center & AF&35t04 Z =0l AWS MH|A CHE Single Sign-

On(SSO) WM A HEte U

LICH.

IAM Identity Center 3= X}

67


https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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Ysso_registration_scopesste O Rt HMAE MBG=EE MY LICH

CIS XMoo E ode] Z2 o UM S U sso-session FAHEE MAIR S E WS EoiELICH

[profile dev]
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sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

CIE EZ2 MM O|IEZ2 7IHIS R dt= Tt O|§ 2 AFE35t04 ~/.aws/sso/cache CIEEE| otz 9]
A3

ClA3 0l FHAIE LI

|E FHE AI8ste XIS EE Mz 12 XX ef&LICH A SSOEE S

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

sso_start_url & sso_region ™2 AIE35t0{
sso_account_id & sso_role_name MHEo = HEF

CHS X0 M= config mtol|l HR$F Ul 7HX| 2f2 MY e

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole
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RlE EE2 sso_start_urlof 7|gtet oY O|F 2 7+%l ~/.aws/sso/cache C|HE{Z| of2{ 2| C|
A 30l FHAIE L}
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IAM Identity Center A} 5 S Z A+ H%

=2 O
CHSE AF85t0{ 0| 7|5 FdstdlAl2.

sso_start_url - 3% AWS config It A%
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£19| |AM Identity Center & Z At URL E£= HMA ZEHE 7+2|7|URLE ILICHURL. AHAIEH LY
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sso_region - 3/ AWS config It
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sso_account_id - 37 AWS config It A
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sso_role_name - 37 AWS config I} A%
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
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Identity Center Z& API & Z0i| M ListAccountRoles API HIMEE AI&35104 A8 758 e ME
SE2 = = JUELICH o|§ E0{ AWS CLI HIMEE = &8 = U &LChist-account-roles.

sso_registration_scopes - 3% AWS config I}t &%

Sso- session01| CHal 15 E 2lE2 FE2E REdt Hel 24 S =Lt ofE2(AH0|M2 5t
L} O|&to| HY|E QLEE + U2 ofZ2[A oMo & oEl HeI=E H|Et
ElLct 1AM Identlty Center A‘II:Ilé oM M2 1E E—E% CtAl 7FK{2E{m 9|

£|0{0F sso:account:access ELICH AL 7158 HAMA

Center AtE HBA Q| MM A HPE HEotMEL.
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Olz{8t Hel= ST OIDC EEI0|UE U ZEI0|AUETF HME AM|A EZof i HEHE Fod
SIEE QYE Hete HolghLct #H?l= IAM Identity Center Hlo{2{ E2 Q15 A= ZQIE0f Cf
g AMAE Sl ct

ol E I3 = e tHAl FHolle MBE|X| f&LICH BIHAl FHE ALE5to{ Y= &
EZ2 dAHMo 2 Q| sso:account:access(2)2 A FHELICH.
oto| =&t AWS SDKs

20| FAof| MHE 7|5 L MM E SDKs K| HELICH ZE UL of2|7F ZISELICH 2E JVM A
AR &M MAM2 AWS SDK for Java 2! AWS SDK for Kotlin 0| A{8F X| & ElL|C}.

SDK X HnEsFIEE

AWS CLI v2 of

SDK C++8 of|

SDK Go V2(1.x)& of

SDK Go 1.x(V1)& o 3% config I} MHEES AISste{H 4 mtUolM EEE
7{oF B LICH MM E B ESHAAIR.

SDK Java 2.x8 of T4 2t credentials THUMME X|ELICH

SDK Java 1.x8 of

o T
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https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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o2

SDK X D oEEFIHEHE

SDK for JavaScript 3.x o

SDK for JavaScript 2.x of

SDK Kotlin& ofl

SDK € .NET 3.x o

SDK 3.xPHP2 of|

SDK Python& (Boto3) of

SDK Ruby 3.x8 ol

SDK Rust& B MZ 1nE s BlHAl o2 EHE.

=

SDK Swift& o

2 T 7 PowerShell (]
IMDS A4 3E 3=Xt
QUAEA HEHO|E MHIA(IMDS)E MY Sl QIAHAE FH5HLE HElStE Ol AFSE = UE
QIAEAAO] CHEF KIO|E{E MZELICH AR 7Hs 8 ClO|E{of CHEE XEMIBH LI 2 Amazon EC2 AR
MEMO| QIAEI A HEH| O|E] 22 X 6tM 2. AmazonEC22 QIAEIAO| CIYSt ME HIEE A
B 4 e QAHAN AIBE £ Qs ZEH A= ZQIEE XMBELICH QAR AN Hgto| (IHE 7
< T Aol &8 Eot 215 MEE MSE & UsLCH = siY A= EE ALE5to{ 7|2 A
4 5H SZA Ao YR 2 X7 SHE &0lg SDKs &= U&LICH QAR A MEHH OE MH[A H
M 2(IMDSv2)= MM EZE IMDS M85t ECt QHEet HT0|H 72X o= ASELICH [AIZE
£ Qe ZUHTTPRF IE 403, 404, 405) 2 2 Q5 Aulist= B IMDSv17t CHAIZ AMS E LCH

CI=2 2 AF835104 0] 7[s € F#+/E5H Al
AWS_EC2_METADATA_DISABLED - &7 i

Amazon EC2 Instance Metadata Service(IMDS)E AI&3t04 A4 SHES U g{=X| o{FL|C.
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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7|22t false

Fol

A%
« true-IMDSE AIE35l04 X2 SHE 714X OHMI 2.

o
T

« false - IMDSE AI23504 A4 3HE 7I KA LICE.

ec2_metadata_vl_disabled - 3% AWS config I} A%,
AWS_EC2_METADATA_V1_DISABLED - &4 ¥+ aws.disableEc2MetadataVl - JVM A|AEl &
A Java/Kotlin2H Si{E

IMDSV2 7} Alufigh Z¢ QAHA MEHH| OB AMH[A HH 1(IMDSv1)E CHAZ AFSE K| 045 &L
Ct.

M SDKs = 0| & X|¢5tX| IMDSv1 2t =2 X|etK| eb&LCt XtMIEH L& 2 H| O

7|22t false

Fol

A%
« true - ZUYHIMDSVICZ AIE235X| OIMIR.

o
T

« false - 2 CHAIMDSVI 2 AF2EFLICE.

ec2_metadata_service_endpoint - 37 AWS config It M,
AWS_EC2_METADATA_SERVICE_ENDPOINT - &4 ¥~ aws.ec2MetadataServiceEndpoint -
JVM A|AE &4 Java/KotlinZF SHE

| A=EZQIEQL|CHMDS. 0| Zt2 L =F 7} Amazon EC2 QIAEIA HIEIH|O|E{E ZHME 7|
|%X|2 AWS SDKs A{Zio|gfL|C}.

4o |o

7|2%f: ec2_metadata_service_endpoint_mode®t IPv40| ZoMH J|E JEXQIEE
http://169.254.169.254%/LICt ec2_metadata_service_endpoint_mode®2} IPv60| &
OMH 7B AEXZQIEE http://[fdO0:ec2::254] ILIC}
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ec2_metadata_service_endpoint_mode - 37 AWS config I}
2 A7 AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - &7 4
aws.ec2MetadataServiceEndpointMode - JVM A|AE] £ 4 Java/KotlinBF ST

oldE=EZOIE BEQIL|CHMDS.

(® Note

IMDS A EE SEAE o dFULICHA A 5F S2 A & Q1 ofsl. 2Lt AtH IMDS &3F
=At= O] Al2|=oi £ CHE o2 32X o|F ol gk #QlElLICH et Z270dM O]
-&;EXPOI Hot Q15 S Ar8stc{H 7 HoilM CHE R &8 2oF 215 32 AHE M7AHStHL CHE
ZzotdS MEdloF FLICH EEE A 5H S A AQlof o|Esto] RES AHH ZFS
ehote SERE AS22E AMets tial Z=oi XH4E IMDS 5E =4t A2 X ELICH
MH|A SEHO|MEE W M EoF 215 A48 X X|HE + AU&LICH

IMDS E0F 215 HE& Hot

712X o 2 AWS SDK7t &8t Eot 018 ME 2 F4E|X| &
EiA HIEC|O|E{ AHIA(IMDS)E Al

SDKE Amazon EC2 2IA
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AWS_EC2_METADATA_DISABLEDEIZE =2 trueZE X504 0| S H|EMEE 4 U&LICH
Ol stH ETest HELT 50| &WX|E|T Amazon EC2 QIAEIA MHEIH|O|E] MH|A T} 7HEHE
T Qe AMEE £+ Qe WELZ S Eoto| ZEHELCEH
(® Note

AWS SDK OEEF e s5Ho=z FHE ZE0|HEE O|E A of 274810 IMDSE ALE
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AWS SDKs 2! =7
Linux & macOS
Linux EE= macOSE A&3dt= L2 S BH2 ALE5l o] 848 B AdEE = &Lt
$ export AWS_EC2_METADATA_DISABLED=true
0924 & MM 2 AJAE] RAIZF Alof = O] MX S RK[stE{Hd fle] WS .bash_profile,
zsh_profile, &2 .profile So| & T2 It T FIHE = U&LICH
Windows
WindowsE& AtE5tes D2 O BHEE ALE6H o] 2 3 8 A8 = JUautt
$ set AWS_EC2_METADATA_DISABLED=true
Ol MMES o4 &l MM & AAER! RHA|ZF O AX XS E|A StE{H CFS BES 4l AFSE = U&LU
C}.
$ setx AWS_EC2_METADATA_DISABLED=true
125IX| fe o2 HE LIRS MESIHH AS CHAI 2

SR 2 Ao 2t

® Note
odedio 5
OO - L—

0| setx
ot 7Lt CHA| @do{oF &FLCt
E U o7} ZIBELICH 2 E JVM

Ks X|&&LICH 2
1l AWS SDK for Kotlin 0| A X|&ElL|C}

oto| S84 AWS SDKs
CIE2 ol &Aoo MHE 7|5 2 HM™HE SD
AMAEI &M MA 2 AWS SDK for Java 2
SDK X MneLesE 7 HE
AWS CLI v2 of
of
of

SDK C++&
SDK Go V2&(1.x)
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs

AWS SDKs % &=+

SDK

SDK Go 1.x(V1)&

SDK Java 2.x&

SDK Java 1.x&

SDK JavaScript 3.x&

SDK JavaScript 2.x&

SDK Kotlin&

SDK &.NET 3.x

SDK 3.xPHP&

SDK Python& (Boto3)

SDK Ruby 3.x&

SDK Rust&
SDK Swift&

2 T3 PowerShell
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710k ELICH MM E HZsHAAIL.

JVM A|AE! &4 com.amazonaws.sdk.disableEc
2MetadataVl CH4l aws.disableEc2Meta
dataVl aws.ec2MetadataServiceEndpoint s
AMN&3t1 X[HE|X| aws.ec2MetadataServiceEndpo
intMode ©f&LICH

IMDSv1 CHAM| & AtEstX| Bf&LICH

IMDSv1 CHXMIE AFR5HK| ob&LICH

23504 Z=0|M IMDSv1 CHA E HA|ZS 2 H|E A
gle £~ Q& LICH Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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SDKsAFS A K| AHS ALZIE 25 X2 3T B3R #eS 8T + 2l YHS MBFU o] 3
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Satste 50l AR XY THE MBE + et

o & £01 IAM Roles Anywhere= OHZ 2|7 0|42 credential_process CHAISH0{ Al Xt E BH
2 7t e ol AF8&LCt 0| 82 credential_processE& T43524™ IAM Roles Anywhere2
(E)RZSAAR

® Note
ChE2 o ZRAMAMM A 5FE £46t= Gys HB5tH, 2FoHM LZES0E 4
dste G MBE + UELICH AWS. =2 S X|2 2 AWS AR E 2|AAE AS5tEH
CHE AHH &8 S =X E A8SHMR. Ol EME A8ste B2 2Y AlMel 2ot 2H ALIE
Ar&35t01 T mhedof Z[CHEr & A A= X HlsHoF FLICH AHEA K™ XA 5 =774 H
UHEE 7|S5tx| r=EX| S MAIR. StdErr SDKs AWS CLI O|2{8 WEE ZXstn
7|58 & /o] HEto| gl= MEXRA BRI L& E £ U&LICH

I'Q

CHSE AF8st0{ 0| 715 & FdstdlAl2.

credential_process- 3 AWS configitQl M7
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CH2 olAMlE Linux/macOS2| & config IO M credential_processE MHs= WS HoiE
LICH
credential_process = "/path/to/credentials.sh" parameterWithoutSpaces "parameter with

spaces”

CH2 olAMlE Windows2| &F config IF0i M credential_processE A& ste &S Eo{FLICH

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

Rl

8 Z=E Lol M X[Ee = AU&LIch

[profile cred_process]

credential_process = /Users/username/process.sh
region = us-east-1
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SN DS

Hot Qs 230 R ES £

ZZ4of| X|IHE CHE HYES SDK AYsH OIS & &2 AEZ0|M OIOIEE el&Lich A3 &
ZZIHO0|E Hio|{2| Z2 1 0|E ZHAHIgi0] XIHste W™ 2 O #+ 21 STDOUT Yx|ste
JSON £=24g MAIsHoF &hL|Ct.

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"

}

® Note
Ol 2M2| 2t FRY, Version 7= 18 MYE[0] J&LICH FRIF LHSHHM Alzhod| it
2t o| Ztol E7te &~ U&Lct

Expiration7|= RFC3339 @AI0| X|HE EFUARMT QIL|CH ExpirationZ|7t £ £3i0] Qi

AR = A3 3HO| M2 TMX|X| t= &7| Xt24 sSDK 3Holz2tn 7PgefLct JEX| 2 49 2
Ot OIZ2 QA| HOot Q15 o 2 ZHEE|H, 7|ZH0| BFE2E|7| Hoi credential_process W2
AldlstH Atso2 MZ D EELCH

EI R = HIA X4 5B 7HAlstR| SDK f&LIct 7H&o] E

ol ZRMAL 2ot 15 HMHE S0 QR UL WSS LIEHLYY| 981 00| ol et F= S
Urere 4 QlaLic

CI22 ol €50 MHPE 7|5 L MAES SDKs X|HELICH 2E 28 o7 7|2 ELICH 2E JVM
AAE &M MXe of| M K|EL|ICH AWS SDK for Java 12|11 AWS SDK for Kotlin 2 &,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem
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[default]
ca_bundle

C:\\Users\\username\\.aws\\aws-custom-bundle.pem

HE M SEF 4 e A™H | Linux/macOS of|A:
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CHS2 standard 2=} adaptive ZE 250f| Ciet 12 oAb Z =QIL|CH

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
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return response
delay = ExponentialBackoff(attempts)
sleep(delay)
}
}
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CHEE AH&8sl0d 0| 7|s& F 86t AIL.

disable_request_compression- 3% AWS configil A4,

AWS_DISABLE_REQUEST_COMPRESSION - &7 ¥4 aws.disableRequestCompression- JVM
AAE £d: AtHYIEE TE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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request_min_compression_size_bytes- 37 AWS configI}

ol MXA
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aws.requestMinCompressionSizeBytes- JVM A|AE] &M:
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SDK X ¥OoeesE FIHE
AWS CLI v2 of|
SDKC++2| B2 of
SDKI V2 (1.x) & of
SDKGo 1.x (V1) & of
L
e
SDKXHH} 2.x2| AL of|
SDKAHHF 1.x2| AL ot
L
e
SDK3.x& JavaScript o

AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - &3 =
AHh/ R EEI
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AWS SDK for Java 12|10 AWS SDK for Kotlin 2 Z!.
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SDK X D EEFJHE
SDK2.x2| A< JavaScript ot
L
e
SDKIEZIO| B2 of
SDKeHLFSFEE. NET3.x of|
SDK3.x2| B PHP of|
SDKIIO|ME (EE3) of
SDKFH| 3.x0| AL of
SDKEHAEE of|
SDKAQZEE ot
L
e
£ 2|8t =3 PowerShell of
MH|AEH A EXZQIE
MHIAHAEZQIE L2 APl S0 CHEH MENSt A= ZQIEE A5 SliE MEIO| XIS KIS
Ste SME MBELICH O|H8t M2 ZEH AEXQIE VPCUAEXQIE L EIA 2HE X =
UE FUME MIELICH AWS 7Het 4 BHIAE 840 z2HM 240 ME CIE JEXQEE
M2 £ &LCH IEJAEZQIEE URL X HE £ &LICH AWS MH|A,
CIS € AF235l0{ 0] 7|5 FHSHAAI2.

endpoint_url- 37 AWS configit®! A%, AWS_ENDPOINT_URL - &Z3 =,
aws.endpointUrl- JVM A|AE! £4: XtHYI ST M

20U LHol M =Y K-St AL 88 HeE X
Iz AEZQIEE X|IHELICH O| MEXQRIEE FYE
ElLct.
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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S5 L A=ZQIEQ| AF|OIR} SAEE URL T3t A of= 5Lt 0|4t o
BE LR 7Y AV MEIMo 2 ZEHE 2 C
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AWS_ENDPOINT_URL_<SERVICE> - &7 &
&4 Rpuh RS BB ST

ZE MIHE} 2

AWS_ENDPOINT_URL_<SERVICE>, 0{C|0fl <SERVICE> AWS A{H|A AlEHX}
3t ALK X H JEZQIEE MMHEILICH BE MHAH B A HE SE2 A
AlEXE HESHAAIL.

Ol MHIAE AIEZQIEE= AWS_ENDPOINT _URLO| MAMEIDE ZEH X
CF.

7122k none

LS55 7 AEXZQOIES| AT OIS} SAEE URL &35 A. ofl= 5L} 0|49
BE EE2 FE 24Tt MEiMo2 ZEE URL = J&Udt

ignore_configured_endpoint_urls- 2 AWS config}
2l M7 AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - &7 =
PNg: V]

aws.ignoreConfiguredEndpointUrls- JVM A|AE &4 ETTE

Ol d¥2 ZE MEX X|H A=RZQIE FEE FAlStE ol ASELICH

« true— SDKor & LM AE

EX XY T8 =M
« false— SDK E= =7 = 3% config It EE= B4
CXQIEE ASELICT
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_E'oi
L =)
B o
E.@_
W £o
H o
0o >

I.

ook
0%
Jo
Fol
I
-

EOIE URL MHE IEH A

20| M A2 7k AF2 A MIE 2

MHIAH AEZQIE

122



N
2

AWS SDKs % &=+ A7 LM

HE H-E MSE HdEXQE 7Y
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BE MH|A0 Cit RS AKX X|H AEZQIER URL 2HRE!SHE{T AWS_ENDPOINT URL 22
3| S

export AWS_ENDPOINT_URL=http://localhost:4567

EX oo Cigt 2HS 2IREsiEd™E AWS MH|A AFESAE XM AEZQIEZ URL
AWS_ENDPOINT_URL_<SERVICE> &3 H=E A& 3t AA|2. Amazon DynamoDB aof

= serviceld a7t DynamoDBA&LICt. O| MH|AQ| AEXQIE URL BE e AL
CAWS_ENDPOINT_URL_DYNAMODB. O] 2= Z Q1E &= O|AMH|A04 CHEH AWS_ENDPOINT_URLO] A&
B Z2EHA=ZQIERCH SMFHLICH,

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

It CHE o2, AWS Elastic Beanstalk a7} serviceId U&LICHElastic Beanstalk. 1

AWS MH|A AlExtE AP 2EIZ J|Hto2 B E ZUMS serviceld XEZ HIFE D 2E

EAE EXRZ EA[ELICE O] MH|Ao0i Ciet A=EZQIEE MYstzdH slig &3 Hee
AWS_ENDPOINT_URL_ELASTIC_BEANSTALKYLICI 2= MH|AE B8 Ha S52 AMH|AE e

EQIE AMEXE HZsHAAIL.

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

OH
ol
(o]l

f config ItU2 AtEsto] AEXQIEE FHTLICEH

&7 config LU= CHYEr 7|SE ?lsH 048] ?IX[0|M endpoint_urlO| ArSELICH

ZEYicmolER BEL

profile LHOIM & X|HE endpoint_url2 g A=EZQE
Ct.

« services MM L{O| MH|A AlHEX} 7| of2ioll S E endpoint_url2 s A=EZQIET} SHE
Ma|Aof et 2Folgt MEE[2T BHELICH 3R] config THU0|M services MME Holst=

4of CHE APAISH LHS S T4 1He SAE ATSHAAIR.

x

CIS olME services H2o|E AF23504 Amazon URL S30{| A2 & MH|AE AEZQIEQICIE B
E MH[A0| ALSE ASA XY 2 EH JAEZQEE FMHFLICH

[profile dev-s3-specific-and-global]

MHAHAEZQIE 123


https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

Ched T2 U= 048] MH[A0 CHE QI= J&F &~ Q&LICt O] oAM= Amazon S32]
URLs MH[AM A=EZQIEE M¥5I= YIS E0iELICH AWS Elastic Beanstalk S 8 Z2
Z!I0l M. AWS Elastic Beanstalk 7} serviceId Q}&LICH Elastic Beanstalk. 1 AWS AH|

A AMHIIE API ZREIE 7|HoZ2 B E BHYE serviceld YEZ HIR D ZE BEXE ARKE

HFE LICH et A AMH[A AR} 7|7} elastic_beanstalkOl(7HEl O] MH|A0| CHEF A& 0|
elastic_beanstalk = Z0|iM AIREILICE services MMM Al E T E MHH|A AlHEX} 7| 5

Se MulAEAETQIE MUK HESHAAL.

Hel
ro
[m
1]
=l
0>-

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output text
services = testing-s3
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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AN83tXR| t&LICH o|E Eo{CtST 22 3R config TS AMS & LICH

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

ANEXZOIEE= CHSH 20| https://
M CHE MHlA0 @S ste R =X
2 A0 XMHo|El 22

Bprofile2 AI&35lT F=E EC2 Amazond| & T
profile-b-ec2-endpoint.aws EQIE/L|C} Z =01
E Q12 AEXF X EAE [FEX| pt&LCH IEZQIEE &
ClEZ =olg|x| °g“‘ LI 22H A= ZQEV Z2 0t B MEL(B{H Z=20t U B LH01| I

endpoint_urle MA&3HoF gLIC} source_profile A&oi CHEl REMIEH LI 2 48 EoF 215 A
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1. AELL MH|A ZEH0|AE RiAlof dHE ZE BAM dE2 O E ZE 82D LK
- 9| 32 AWS CLIO| g2 --endpoint-url BEE Oi7 HrolM XS st ghdLict. 2 SDK
82 BAH g2 AaHAsE W dEshs iV tHo BEHE FE = l&LTh AWS M
A ZEIO|ME E&= 7 2R,

2. MH|AH #F #Hpo|l M M3 St= 2f(0l: AWS_ENDPOINT_URL_DYNAMODB).

E &3 Haof ola M3 Els 2t

ro

3. AWS_ENDPOINT URL Z2E2H = x
4. B35 config T+l services MM LHof| MH|A AlEx} 7| of2 SHE endpoint_url AHof
M MZst= 2t
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5. 3% config A2 profile LHoiM & X|'HEl endpoint_url Mo olal MBEl= 2

6. ZFURL A EEZOQIEQS| BE J|E A= EOIE AWS AMH|A OFX|2Hof| AFZ=|L|C}.

CIS2 o] & 5ol MHPE 7|5 L MHE SDKs X[HELICH RE LUE of 7t ZISELICH ZE JVM
AMAE &M MAL2 of M X EILICEH AWS SDK for Java 12| AWS SDK for Kotlin 2 &,
SDK X Honoees FIHE
AWS CLI v2 of
SDKC++2| 32 ot
L
(2]
SDKI V2 (1.x) & of
SDKI 1.x (V1) of
L
2
SDKAHH}F 2.x0| AL of|
SDKXAHH}F 1.x2| AL ot
L
(o]
SDK3.x& JavaScript of
SDK2.x2| Z2<{ JavaScript ot
L
(o)
SDKIZEEIo| B2 of|
SDKHLESEH. NET3.x of
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK X MnLe F7HE
SDK3.x2| ZL PHP of|
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SDKEHAEE of
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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serviceld 2 AWS_ENDPOINT_URL_<SERVICE> 2tZ& H
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%
AccessAnalyzer a« AWS_ENDPOINT_URL_ACCESSANALYZER
1y
Account ac AWS_ENDPOINT_URL_ACCOUNT
ACM a« AWS_ENDPOINT_URL_ACM
ACM PCA a« AWS_ENDPOINT_URL_ACM_PCA
Alexa For Business a. AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS
|
amp ar AWS_ENDPOINT_URL_AMP
Amplify ar AWS_ENDPOINT_URL_AMPLIFY
AmplifyBackend ar AWS_ENDPOINT_URL_AMPLIFYBACKEND
cl
AmplifyUIBuilder ar AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
bt
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serviceld

API Gateway

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations
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al
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ar

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS

MHAH JA=EZQIE

129



B

AWS SDKs & =7 & LM

serviceld AWS_ENDPOINT_URL_<SERVICE> 24 H=

> Olo d0 oM

> >

me

Application Auto a] AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING
Scaling ol

Application Insights a] AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

ol
t
ApplicationCostPro a}] AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER
filer ol
i
App Mesh a}] AWS_ENDPOINT_URL_APP_MESH
AppRunner a] AWS_ENDPOINT_URL_APPRUNNER
AppStream a}] AWS_ENDPOINT_URL_APPSTREAM
AppSync a} AWS_ENDPOINT_URL_APPSYNC
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serviceld 2 AWS_ENDPOINT_URL_<SERVICE> & H
'IQI'
=2
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%
ARC Zonal Shift a: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT
Artifact a: AWS_ENDPOINT_URL_ARTIFACT
Athena a' AWS_ENDPOINT_URL_ATHENA
AuditManager al AWS_ENDPOINT_URL_AUDITMANAGER
g¢
Auto Scaling al AWS_ENDPOINT_URL_AUTO_SCALING
i1
Auto Scaling Plans al AWS_ENDPOINT_URL_AUTO_SCALING_PLANS
ii
b2bi b: AWS_ENDPOINT_URL_B2BI
Backup b: AWS_ENDPOINT_URL_BACKUP
Backup Gateway bi AWS_ENDPOINT_URL_BACKUP_GATEWAY
t
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serviceld

BackupStorage

Batch

BCM Data Exports

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

> Olo d0 oM

> |>

me

b:

b«

b¢

b¢
gt

b¢
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

: AWS_ENDPOINT_URL_BILLINGCONDUCTOR
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serviceld = AWS_ENDPOINT_URL_<SERVICE> 24 H=
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Braket b: AWS_ENDPOINT_URL_BRAKET
Budgets bt AWS_ENDPOINT_URL_BUDGETS
Cost Explorer c« AWS_ENDPOINT_URL_COST_EXPLORER
O:
chatbot cl AWS_ENDPOINT_URL_CHATBOT
Chime cl AWS_ENDPOINT_URL_CHIME
Chime SDK Identity cl AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY
Chime SDK Media cl AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES
Pipelines I
pt
Chime SDK Meetings cl AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS
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serviceld 2 AWS_ENDPOINT_URL_<SERVICE> & H
'IQI'
=2
[=]
A_
H
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2
Chime SDK Messaging cl AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING
I
g
Chime SDK Voice cl AWS_ENDPOINT_URL_CHIME_SDK_VOICE
\
CleanRooms c. AWS_ENDPOINT_URL_CLEANROOMS
S
CleanRoomsML c. AWS_ENDPOINT_URL_CLEANROOMSML
SI
Cloud9 c. AWS_ENDPOINT_URL_CLOUD9
CloudControl c. AWS_ENDPOINT_URL_CLOUDCONTROL
I«
CloudDirectory c. AWS_ENDPOINT_URL_CLOUDDIRECTORY
C1
CloudFormation c. AWS_ENDPOINT_URL_CLOUDFORMATION

ar
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serviceld AWS_ENDPOINT_URL_<SERVICE> 24 H=

> Olo d0 oM

> >

me

Pal

mo H

CloudFront . AWS_ENDPOINT_URL_CLOUDFRONT

0

CloudFront KeyValueS c. AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE
tore t.

CloudHSM c. AWS_ENDPOINT_URL_CLOUDHSM
CloudHSM V2 c. AWS_ENDPOINT_URL_CLOUDHSM_V2
V.
CloudSearch c. AWS_ENDPOINT_URL_CLOUDSEARCH
cl
CloudSearch Domain c. AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN
cl
CloudTrail c. AWS_ENDPOINT_URL_CLOUDTRAIL
1
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serviceld

CloudTrail Data

CloudWatch

codeartifact

CodeBuild

CodeCatalyst

CodeCommit

CodeDeploy

CodeGuru Reviewer

> Olo d0 oM

> |>

me

Pal

mo H

= @

C(
dal

C(

C(

Y

C(

C(

C(
Ie¢

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

. AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER
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serviceld = AWS_ENDPOINT_URL_<SERVICE> 24 H=
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CodeGuru Security c« AWS_ENDPOINT_URL_CODEGURU_SECURITY
S¢
CodeGuruProfiler c« AWS_ENDPOINT_URL_CODEGURUPROFILER
I(
CodePipeline c« AWS_ENDPOINT_URL_CODEPIPELINE
it
CodeStar c« AWS_ENDPOINT_URL_CODESTAR

CodeStar connections cc AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS
C(
n:

codestar notificat c¢ AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS
ions n(

i
Cognito Identity cc AWS_ENDPOINT_URL_COGNITO_IDENTITY

de¢
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serviceld = AWS_ENDPOINT_URL_<SERVICE> 24 H=
'IQI'
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o
Cognito Identity c« AWS_ENDPOINT_URL_COGNITO_IDENTITY_PROVIDER
Provider d¢
I(
Cognito Sync c« AWS_ENDPOINT_URL_COGNITO_SYNC
yi
Comprehend c« AWS_ENDPOINT_URL_COMPREHEND
d
ComprehendMedical c« AWS_ENDPOINT_URL_COMPREHENDMEDICAL
dr
Compute Optimizer c« AWS_ENDPOINT _URL_COMPUTE_OPTIMIZER
pT
Config Service c« AWS_ENDPOINT_URL_CONFIG_SERVICE
m
Connect c« AWS_ENDPOINT_URL_CONNECT
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serviceld AWS_ENDPOINT_URL_<SERVICE> 24 H=

> Olo d0 oM

> >

me

Connect Contact Lens cc AWS_ENDPOINT_URL_CONNECT_CONTACT_LENS

ConnectCampaigns c« AWS_ENDPOINT_URL_CONNECTCAMPAIGNS
mj

ConnectCases cc AWS_ENDPOINT_URL_CONNECTCASES
S¢

ConnectParticipant cc AWS_ENDPOINT_URL_CONNECTPARTICIPANT
I

ControlTower c« AWS_ENDPOINT_URL_CONTROLTOWER
We

Cost Optimization Hub cc AWS_ENDPOINT_URL_COST_OPTIMIZATION_HUB

hi
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serviceld AWS_ENDPOINT_URL_<SERVICE> 24 H=

> Olo d0 oM

> |>

me

Cost and Usage Report cc AWS_ENDPOINT_URL_COST_AND_USAGE_REPO

Service us RT_SERVICE
o:
Ce

Customer Profiles ct AWS_ENDPOINT_URL_CUSTOMER_PROFILES
p:

DataBrew di AWS_ENDPOINT_URL_DATABREW

DataExchange di AWS_ENDPOINT_URL_DATAEXCHANGE
ne¢

Data Pipeline di AWS_ENDPOINT_URL_DATA_PIPELINE
1:

DataSync di AWS_ENDPOINT_URL_DATASYNC

DataZone di AWS_ENDPOINT_URL_DATAZONE

DAX di AWS_ENDPOINT_URL_DAX
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Detective d¢ AWS_ENDPOINT_URL_DETECTIVE
Device Farm d¢ AWS_ENDPOINT_URL_DEVICE_FARM
I
DevOps Guru d¢ AWS_ENDPOINT_URL_DEVOPS_GURU
Il
Direct Connect d: AWS_ENDPOINT_URL_DIRECT_CONNECT

ni

Application Discovery a} AWS_ENDPOINT_URL_APPLICATION_DISCOVE

Service o RY_SERVICE
e:
Ct
DLM d. AWS_ENDPOINT_URL_DLM
Database Migration di AWS_ENDPOINT_URL_DATABASE_MIGRATION_
Service m: SERVICE
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DocDB dc AWS_ENDPOINT_URL_DOCDB
DocDB Elastic dc AWS_ENDPOINT_URL_DOCDB_ELASTIC
S1
drs d: AWS_ENDPOINT_URL_DRS
Directory Service d: AWS_ENDPOINT_URL_DIRECTORY_SERVICE
DynamoDB d» AWS_ENDPOINT_URL_DYNAMODB
DynamoDB Streams d» AWS_ENDPOINT_URL_DYNAMODB_STREAMS
S1
EBS el AWS_ENDPOINT_URL_EBS
EC2 e« AWS_ENDPOINT_URL_EC2

EC2 Instance Connect e« AWS_ENDPOINT_URL_EC2_INSTANCE_CONNECT
ne
C1

ECR e« AWS_ENDPOINT_URL_ECR
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ECR PUBLIC

ECS

EFS

EKS

EKS Auth

Elastic Inference

ElastiCache

Elastic Beanstalk

Elastic Transcoder

> Olo d0 oM

> |>

me

Pal

mo H

(@]

el

el

el

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_ECR_PUBLIC

AWS_ENDPOINT_URL_ECS

- AWS_ENDPOINT_URL_EFS

AWS_ENDPOINT_URL_EKS

AWS_ENDPOINT_URL_EKS_AUTH

e. AWS_ENDPOINT_URL_ELASTIC_INFERENCE

he

Sh

I«

- AWS_ENDPOINT_URL_ELASTICACHE

- AWS_ENDPOINT_URL_ELASTIC_BEANSTALK

- AWS_ENDPOINT_URL_ELASTIC_TRANSCODER
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serviceld

Elastic Load Balancing

Elastic Load Balancing
v2

EMR

EMR containers

EMR Serverless

EntityResolution

Elasticsearch Service

> Olo d0 oM

> |>

me

er

er
il

er

el

1«

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_ELASTIC_LOAD_BALANCING

- AWS_ENDPOINT_URL_ELASTIC_LOAD_BALANCING_V2

AWS_ENDPOINT_URL_EMR

AWS_ENDPOINT_URL_EMR_CONTAINERS

AWS_ENDPOINT_URL_EMR_SERVERLESS

AWS_ENDPOINT_URL_ENTITYRESOLUTION

- AWS_ENDPOINT_URL_ELASTICSEARCH_SERVICE
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EventBridge e\ AWS_ENDPOINT_URL_EVENTBRIDGE
g¢
Evidently e' AWS_ENDPOINT_URL_EVIDENTLY
finspace f: AWS_ENDPOINT_URL_FINSPACE
finspace data f: AWS_ENDPOINT_URL_FINSPACE_DATA
di
Firehose f: AWS_ENDPOINT_URL_FIREHOSE
fis f: AWS_ENDPOINT_URL_FIS
FMS fr AWS_ENDPOINT_URL_FMS
forecast f« AWS_ENDPOINT_URL_FORECAST
forecastquery T« AWS_ENDPOINT_URL_FORECASTQUERY
Ui¢
FraudDetector f: AWS_ENDPOINT_URL_FRAUDDETECTOR

C1
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FreeTier
FSx
GameLift
Glacier

Global Accelerator

Glue
grafana

Greengrass

GreengrassV2

GroundStation

> Olo d0 oM

> |>

me

Pal

mo H

3

C¢

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_FREETIER

¢ AWS_ENDPOINT_URL_FSX
« AWS_ENDPOINT_URL_GAMELIFT
- AWS_ENDPOINT_URL_GLACIER

. AWS_ENDPOINT_URL_GLOBAL_ACCELERATOR

- AWS_ENDPOINT_URL_GLUE
: AWS_ENDPOINT_URL_GRAFANA

: AWS_ENDPOINT_URL_GREENGRASS

- AWS_ENDPOINT_URL_GREENGRASSV2

: AWS_ENDPOINT_URL_GROUNDSTATION
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GuardDuty gl AWS_ENDPOINT_URL_GUARDDUTY
Health h¢ AWS_ENDPOINT_URL_HEALTH
HealthLake h¢ AWS_ENDPOINT_URL_HEALTHLAKE
e
Honeycode h« AWS_ENDPOINT_URL_HONEYCODE
IAM i: AWS_ENDPOINT_URL_IAM
identitystore i AWS_ENDPOINT_URL_IDENTITYSTORE
t(
imagebuilder ir AWS_ENDPOINT_URL_IMAGEBUILDER
d¢
ImportExport ir AWS_ENDPOINT_URL_IMPORTEXPORT
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Inspector

Inspector Scan

Inspector2

InternetMonitor

IoT

IoT Data Plane

IoT Jobs Data Plane

> Olo d0 oM

> |>

me

Pal

mo H

il

il
ol

ic

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_INSPECTOR

AWS_ENDPOINT_URL_INSPECTOR_SCAN

AWS_ENDPOINT_URL_INSPECTOR2

AWS_ENDPOINT_URL_INTERNETMONITOR

AWS_ENDPOINT_URL_IOT

AWS_ENDPOINT_URL_IOT_DATA_PLANE

AWS_ENDPOINT_URL_IOT_JOBS_DATA_PLANE
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IoT 1Click Devices
Service

IoT 1Click Projects

IoTAnalytics

IotDeviceAdvisor

IoT Events

IoT Events Data

IoTFleetHub

> Olo d0 oM

> >

me

Pal

mo H

i

i

i
al

i

ic

i
ul

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_IOT_1CLICK_DEVICES_
SERVICE

AWS_ENDPOINT_URL_IOT_1CLICK_PROJECTS

AWS_ENDPOINT_URL_IOTANALYTICS

AWS_ENDPOINT_URL_IOTDEVICEADVISOR

AWS_ENDPOINT_URL_IOT_EVENTS

AWS_ENDPOINT_URL_IOT_EVENTS_DATA

AWS_ENDPOINT_URL_IOTFLEETHUB
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IoTFleetWise

IoTSecureTunneling

IoTSiteWise

IoTThingsGraph

IoTTwinMaker

IoT Wireless

ivs

IVS RealTime

> Olo d0 oM

> |>

me

ic
St

i

i

ke

ic
e

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_IOTFLEETWISE

AWS_ENDPOINT_URL_IOTSECURETUNNELING

AWS_ENDPOINT_URL_IOTSITEWISE

AWS_ENDPOINT_URL_IOTTHINGSGRAPH

AWS_ENDPOINT_URL_IOTTWINMAKER

AWS_ENDPOINT_URL_IOT_WIRELESS

AWS_ENDPOINT_URL_IVS

AWS_ENDPOINT_URL_IVS_REALTIME
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serviceld

ivschat
Kafka

KafkaConnect

kendra

Kendra Ranking

Keyspaces

Kinesis

Kinesis Video Archived
Media

> Olo d0 oM

> |>

me

ki

k:
el

ke

ke
nl

ke

i

i

i
o3
i
i

AWS_ENDPOINT_URL_<SERVICE>

AWS_ENDPOINT_URL_IVSCHAT
AWS_ENDPOINT_URL_KAFKA

AWS_ENDPOINT_URL_KAFKACONNECT

AWS_ENDPOINT_URL_KENDRA

AWS_ENDPOINT_URL_KENDRA_RANKING

AWS_ENDPOINT_URL_KEYSPACES

: AWS_ENDPOINT_URL_KINESIS

AWS_ENDPOINT_URL_KINESIS_VIDEO_ARCHI
VED_MEDIA
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serviceld

Kinesis Video Media

Kinesis Video
Signaling

Kinesis Video WebRTC
Storage

Kinesis Analytics

Kinesis Analytics V2

Kinesis Video

> Olo d0 oM

> |>

me

k:
i

k:
i
t

N«

k:
n:

i

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_KINESIS_VIDEO_MEDIA

AWS_ENDPOINT_URL_KINESIS_VIDEO_SIGNALING

AWS_ENDPOINT_URL_KINESIS_VIDEO_WEBRT
C_STORAGE

: AWS_ENDPOINT_URL_KINESIS_ANALYTICS

AWS_ENDPOINT_URL_KINESIS_ANALYTICS_V2

: AWS_ENDPOINT_URL_KINESIS_VIDEO
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KMS

LakeFormation

Lambda

Launch Wizard

Lex Model Building
Service

Lex Runtime Service

Lex Models V2

Lex Runtime V2

> Olo d0 oM

> |>

me

1:

1:

Z:

1«
me

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_KMS

« AWS_ENDPOINT_URL_LAKEFORMATION

AWS_ENDPOINT_URL_LAMBDA

AWS_ENDPOINT_URL_LAUNCH_WIZARD

AWS_ENDPOINT_URL_LEX_MODEL_BUILDING_
SERVICE

AWS_ENDPOINT_URL_LEX_RUNTIME_SERVICE

AWS_ENDPOINT_URL_LEX_MODELS_V2

AWS_ENDPOINT_URL_LEX_RUNTIME_V2
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serviceld

License Manager

License Manager Linux
Subscriptions

License Manager User
Subscriptions

Lightsail

Location

Cloudwatch Logs

CloudwWatch Logs

> Olo d0 oM

> |>

me

Pal

mo H

.

1«

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_LICENSE_MANAGER

: AWS_ENDPOINT_URL_LICENSE_MANAGER_LIN

UX_SUBSCRIPTIONS

: AWS_ENDPOINT_URL_LICENSE_MANAGER_USE

R_SUBSCRIPTIONS

: AWS_ENDPOINT_URL_LIGHTSAIL

AWS_ENDPOINT_URL_LOCATION

- AWS_ENDPOINT_URL_CLOUDWATCH_LOGS

- AWS_ENDPOINT_URL_CLOUDWATCH_LOGS
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LookoutEquipment

LookoutMetrics

LookoutVision

m2

Machine Learning

Macie?2

ManagedBlockchain

ManagedBlockchain
Query

> Olo d0 oM

> |>

me

Pal

mo H

=

1

1

M«
K

M«

me
(o]

Mme
(o]
ql

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_LOOKOUTEQUIPMENT

AWS_ENDPOINT_URL_LOOKOUTMETRICS

AWS_ENDPOINT_URL_LOOKOUTVISION

. AWS_ENDPOINT_URL_M2

AWS_ENDPOINT_URL_MACHINE_LEARNING

AWS_ENDPOINT_URL_MACIE2

AWS_ENDPOINT_URL_MANAGEDBLOCKCHAIN

AWS_ENDPOINT_URL_MANAGEDBLOCKCHAIN_QUERY
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serviceld

Marketplace Agreement

Marketplace Catalog

Marketplace Deploymen
t

Marketplace Entitleme
nt Service

Marketplace Commerce
Analytics

> Olo d0 oM

> > @

me

Mme
C¢
C¢

i

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_MARKETPLACE_AGREEMENT

« AWS_ENDPOINT_URL_MARKETPLACE_CATALOG

« AWS_ENDPOINT_URL_MARKETPLACE_DEPLOYMENT

« AWS_ENDPOINT_URL_MARKETPLACE_ENTITLE

MENT_SERVICE

AWS_ENDPOINT_URL_MARKETPLACE_COMMERC
E_ANALYTICS
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MediaConnect m¢ AWS_ENDPOINT_URL_MEDIACONNECT
el
MediaConvert m¢ AWS_ENDPOINT_URL_MEDIACONVERT
e:
Medialive m¢ AWS_ENDPOINT_URL_MEDIALIVE
MediaPackage m¢ AWS_ENDPOINT_URL_MEDIAPACKAGE
as
MediaPackage Vod m¢ AWS_ENDPOINT_URL_MEDIAPACKAGE_VOD
as
MediaPackageV2 m¢ AWS_ENDPOINT_URL_MEDIAPACKAGEV2
as
MediaStore m¢ AWS_ENDPOINT_URL_MEDIASTORE
e
MediaStore Data m¢ AWS_ENDPOINT_URL_MEDIASTORE_DATA
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MediaTailor

Medical Imaging

MemoryDB

Marketplace Metering

Migration Hub

mgn

Migration Hub Refactor
Spaces

> Olo d0 oM

> |>

me

me
M«

me

Mme
C¢
n¢

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_MEDIATAILOR

AWS_ENDPOINT_URL_MEDICAL_IMAGING

AWS_ENDPOINT_URL_MEMORYDB

AWS_ENDPOINT_URL_MARKETPLACE_METERING

: AWS_ENDPOINT_URL_MIGRATION_HUB

AWS_ENDPOINT_URL_MGN

AWS_ENDPOINT_URL_MIGRATION_HUB_REFAC
TOR_SPACES
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> Olo d0 oM

> >

me

Pal

mo H

MigrationHub Config m: AWS_ENDPOINT_URL_MIGRATIONHUB_CONFIG

MigrationHubOzrches m: AWS_ENDPOINT_URL_MIGRATIONHUBORCHESTRATOR
trator ht

MigrationHubStrategy m: AWS_ENDPOINT_URL_MIGRATIONHUBSTRATEGY

hi

9!
Mobile mc AWS_ENDPOINT_URL_MOBILE
mq m¢ AWS_ENDPOINT_URL_MQ
MTurk m AWS_ENDPOINT_URL_MTURK
MWAA m  AWS_ENDPOINT_URL_MWAA
Neptune ne AWS_ENDPOINT_URL_NEPTUNE
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serviceld

Neptune Graph

neptunedata

Network Firewall

NetworkManager

NetworkMonitor

nimble
0AM
Omics

OpenSearch

> Olo d0 oM

> |>

me

ne
N«

ne

O«

or

0]

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_NEPTUNE_GRAPH

AWS_ENDPOINT_URL_NEPTUNEDATA

AWS_ENDPOINT_URL_NETWORK_FIREWALL

AWS_ENDPOINT_URL_NETWORKMANAGER

AWS_ENDPOINT_URL_NETWORKMONITOR

: AWS_ENDPOINT_URL_NIMBLE

AWS_ENDPOINT_URL_OAM
AWS_ENDPOINT_URL_OMICS

AWS_ENDPOINT_URL_OPENSEARCH
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> Olo d0 oM

> >

me

OpenSearchServerless o] AWS_ENDPOINT_URL_OPENSEARCHSERVERLESS

h:
S¢
OpsWorks o] AWS_ENDPOINT_URL_OPSWORKS
OpsWorksCM o} AWS_ENDPOINT_URL_OPSWORKSCM
m
Organizations 0: AWS_ENDPOINT_URL_ORGANIZATIONS
ic
0SIS o« AWS_ENDPOINT_URL_OSIS
Outposts ot AWS_ENDPOINT_URL_OUTPOSTS
p8data p¢ AWS_ENDPOINT_URL_PS8DATA
p8data p¢ AWS_ENDPOINT_URL_PS8DATA
Panorama pi AWS_ENDPOINT_URL_PANORAMA
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> Olo d0 oM

> |>

me

Payment Cryptography p« AWS_ENDPOINT_URL_PAYMENT_CRYPTOGRAPHY

Payment Cryptography pi AWS_ENDPOINT_URL_PAYMENT_CRYPTOGRAPHY_DATA
Data I

hy

Pca Connector Ad p« AWS_ENDPOINT_URL_PCA_CONNECTOR_AD
C1

Personalize p¢ AWS_ENDPOINT_URL_PERSONALIZE
Zt

Personalize Events p¢ AWS_ENDPOINT_URL_PERSONALIZE_EVENTS
Z

Personalize Runtime p¢ AWS_ENDPOINT_URL_PERSONALIZE_RUNTIME
Z
e

PI p: AWS_ENDPOINT_URL_PI
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Pinpoint p: AWS_ENDPOINT_URL_PINPOINT
Pinpoint Email p: AWS_ENDPOINT_URL_PINPOINT_EMAIL
er
Pinpoint SMS Voice p: AWS_ENDPOINT_URL_PINPOINT_SMS_VOICE

SI

Pinpoint SMS Voice V2 p: AWS_ENDPOINT_URL_PINPOINT_SMS_VOICE_V2

Pipes p: AWS_ENDPOINT_URL_PIPES

Polly p« AWS_ENDPOINT_URL_POLLY

Pricing p: AWS_ENDPOINT_URL_PRICING

PrivateNetworks p: AWS_ENDPOINT_URL_PRIVATENETWORKS
t

Proton p: AWS_ENDPOINT_URL_PROTON
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QBusiness ql AWS_ENDPOINT_URL_QBUSINESS
QConnect q¢ AWS_ENDPOINT_URL_QCONNECT
QLDB q. AWS_ENDPOINT_URL_QLDB
QLDB Session q. AWS_ENDPOINT_URL_QLDB_SESSION
ic
QuickSight qi AWS_ENDPOINT_URL_QUICKSIGHT
t
RAM ri AWS_ENDPOINT_URL_RAM
rbin rl AWS_ENDPOINT_URL_RBIN
RDS r« AWS_ENDPOINT_URL_RDS
RDS Data r« AWS_ENDPOINT_URL_RDS_DATA
Redshift T« AWS_ENDPOINT_URL_REDSHIFT
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Redshift Data r¢ AWS_ENDPOINT_URL_REDSHIFT_DATA
d:
Redshift Serverless r¢« AWS_ENDPOINT_URL_REDSHIFT_SERVERLESS
St
S
Rekognition r¢« AWS_ENDPOINT_URL_REKOGNITION
ol
repostspace r« AWS_ENDPOINT_URL_REPOSTSPACE
Ct
resiliencehub r¢ AWS_ENDPOINT_URL_RESILIENCEHUB
el
Resource Explorer 2 r¢ AWS_ENDPOINT_URL_RESOURCE_EXPLORER_2
e:
2
Resource Groups r¢ AWS_ENDPOINT_URL_RESOURCE_GROUPS
g:
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Resource Groups r¢« AWS_ENDPOINT_URL_RESOURCE_GROUPS_TAG
Tagging API g: GING_API

g¢
RoboMaker r« AWS_ENDPOINT_URL_ROBOMAKER
RolesAnywhere r« AWS_ENDPOINT_URL_ROLESANYWHERE

he
Route 53 r« AWS_ENDPOINT_URL_ROUTE_53
Route53 Recovery r« AWS_ENDPOINT_URL_ROUTE53_RECOVERY_CLUSTER
Cluster el

1
Route53 Recovery r« AWS_ENDPOINT_URL_ROUTE53_RECOVERY_CO
Control Config e« NTROL_CONFIG

(0]
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Route53 Recovery r« AWS_ENDPOINT_URL_ROUTE53_RECOVERY_RE
Readiness e« ADINESS
(SH
Route 53 Domains r« AWS_ENDPOINT_URL_ROUTE_53_DOMAINS
de
Route53Resolver r« AWS_ENDPOINT_URL_ROUTE53RESOLVER
S(
RUM 1 AWS_ENDPOINT_URL_RUM
S3 s: AWS_ENDPOINT_URL_S3
S3 Control s: AWS_ENDPOINT_URL_S3 CONTROL
1
S30utposts s: AWS_ENDPOINT_URL_S30UTPOSTS
SageMaker si AWS_ENDPOINT_URL_SAGEMAKER
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SageMaker A2I Runtime s« AWS_ENDPOINT_URL_SAGEMAKER_A2I_RUNTIME

Sagemaker Edge si AWS_ENDPOINT_URL_SAGEMAKER_EDGE

¢
SageMaker FeatureSt si AWS_ENDPOINT_URL_SAGEMAKER_FEATUREST
ore Runtime - ORE_RUNTIME

t(

ir

SageMaker Geospatial si AWS_ENDPOINT_URL_SAGEMAKER_GEOSPATIAL

SageMaker Metrics s« AWS_ENDPOINT_URL_SAGEMAKER_METRICS

SageMaker Runtime s« AWS_ENDPOINT_URL_SAGEMAKER_RUNTIME
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savingsplans si AWS_ENDPOINT_URL_SAVINGSPLANS
al
Scheduler s« AWS_ENDPOINT_URL_SCHEDULER
schemas s« AWS_ENDPOINT_URL_SCHEMAS
SimpleDB s: AWS_ENDPOINT_URL_SIMPLEDB
Secrets Manager st AWS_ENDPOINT_URL_SECRETS_MANAGER
al
SecurityHub s¢ AWS_ENDPOINT_URL_SECURITYHUB
ul
Securitylake st AWS_ENDPOINT_URL_SECURITYLAKE
a
ServerlessApplicat st AWS_ENDPOINT_URL_SERVERLESSAPPLICATI
ionRepository s« ONREPOSITORY
i
t
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Service Quotas s« AWS_ENDPOINT_URL_SERVICE_QUOTAS
8 [§
Service Catalog s¢ AWS_ENDPOINT_URL_SERVICE_CATALOG
al
Service Catalog s¢ AWS_ENDPOINT_URL_SERVICE_CATALOG_APP
AppRegistry a’ REGISTRY
p:
ServiceDiscovery s¢ AWS_ENDPOINT_URL_SERVICEDISCOVERY
S(
SES s« AWS_ENDPOINT_URL_SES
SESv2 s¢ AWS_ENDPOINT_URL_SESV2
Shield sI AWS_ENDPOINT_URL_SHIELD
signer s: AWS_ENDPOINT_URL_SIGNER
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SimSpaceWeaver AWS_ENDPOINT_URL_SIMSPACEWEAVER

L

SMS st AWS_ENDPOINT_URL_SMS

Snow Device Managemen st AWS_ENDPOINT_URL_SNOW_DEVICE_MANAGEMENT
t (o}

me

Snowball st AWS_ENDPOINT_URL_SNOWBALL

SNS st AWS_ENDPOINT_URL_SNS

SQS s AWS_ENDPOINT_URL_SQS

SSM s« AWS_ENDPOINT_URL_SSM

SSM Contacts s« AWS_ENDPOINT_URL_SSM_CONTACTS
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SSM Incidents s« AWS_ENDPOINT_URL_SSM_INCIDENTS
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Ssm Sap s« AWS_ENDPOINT_URL_SSM_SAP
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SSO s« AWS_ENDPOINT_URL_SSO
SSO Admin s« AWS_ENDPOINT_URL_SSO_ADMIN
SSO 0IDC s« AWS_ENDPOINT_URL_SSO_OIDC
SFN s- AWS_ENDPOINT_URL_SFN
Storage Gateway s AWS_ENDPOINT_URL_STORAGE_GATEWAY
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STS st AWS_ENDPOINT_URL_STS
SupplyChain st AWS_ENDPOINT_URL_SUPPLYCHAIN
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Support App st AWS_ENDPOINT_URL_SUPPORT_APP
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SWF s\ AWS_ENDPOINT_URL_SWF
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Textract t¢ AWS_ENDPOINT_URL_TEXTRACT
Timestream InfluxDB t: AWS_ENDPOINT_URL_TIMESTREAM_INFLUXDB
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Timestream Query t: AWS_ENDPOINT_URL_TIMESTREAM_QUERY
Timestream Write t: AWS_ENDPOINT_URL_TIMESTREAM_WRITE
tnb t1 AWS_ENDPOINT_URL_TNB
Transcribe t: AWS_ENDPOINT_URL_TRANSCRIBE
Transfer t: AWS_ENDPOINT_URL_TRANSFER
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TrustedAdvisor t: AWS_ENDPOINT_URL_TRUSTEDADVISOR
V.
VerifiedPermissions ve AWS_ENDPOINT_URL_VERIFIEDPERMISSIONS
e:
Voice ID v( AWS_ENDPOINT_URL_VOICE_ID
VPC Lattice v] AWS_ENDPOINT_URL_VPC_LATTICE
C¢
WAF wi AWS_ENDPOINT_URL_WAF
WAF Regional wi AWS_ENDPOINT_URL_WAF_REGIONAL
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WAFV2 wi AWS_ENDPOINT_URL_WAFV2
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AWS_ENDPOINT_URL_WORKDOCS
AWS_ENDPOINT_URL_WORKLINK
AWS_ENDPOINT_URL_WORKMAIL
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AWS_ENDPOINT_URL_WORKSPACES
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https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-go-v2
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https://github.com/aws/aws-sdk-go
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