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Empty policy store

Hl HM AE0{z A7|0F Q0| HME[EE HAo| ASE[X| A&LICH HAH ¢§o10
O|Eof CHEt XEM|BH LHE 2 Amazon Verified Permissions 242 AE0{ A7 |OFE

M AE 00 HA Mol CHEF AEMIBH LHE 2 Amazon Verified Permissions 2% 2= M4 ol
!

Amazon Verified Permissions B/ Z 2! 0172 M= MM Z A XML,

AWS CLI
AWS CLIE At&3tod Bl HH AE0{E HstcdH

create-policy-store 2 UZ AI&3501 HH AE0{E MY = UA&LICH

E ME25l0{ MM 5= MR AE0{ AWS CLI = H|o{ Q)& L|Ct.

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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AWS SDKs

E A85lod WX AE0{E MME £ Ql&LICICreatePolicyStoreAPl. AA|EH LI 2 Amazon
Verified Permissions AP| & Z= 9tLH MCreatePolicyStore Q| MM & X 5HA| 2.

E A2 35104 Rustol A Amazon Verified Permissions 731 AWS SDK

v I
T
[ul

O| Ml MEE AFE 3104 Rustoll A Verified PermissionsE F8istE 4K oM S Am{EZY
AWS SDK. At&Xt7H ARIZ & &= UEX| IR E HAEE = = et H0o{ DS e AL
Ct. ZE= AWS MH|AQL &5 28357| 98t Z42det =7 MEE XM335t= AWS SDK for Rust2)
aws-sdk-verifiedpermissions A i0|EE & &tL|C}.

IAEE MATHET| Mo AARA7F AWS CLI T+ E|of JeEX| ZQIELICH ot & DX|5HX| §f2 B¢
AWS CLI Ax| oI MHELICH AxI7H BIREM 24 7|2 AY £E HHE Z21ie MBME A
835tof MAELICH =8t It HEAEE Hi{H AWS SDK for Rust 7HEFAF oL E = X|5HoF L
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Hotu fAd g JiMStE e dEZ&LICEH

=
=
DE E50| SHt=H HYEEUR=X] gL/

use std::time: :Duration;
use std::thread::sleep;
use aws_config: :BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemaOutput,
},
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types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
.
};

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)->
CreatePolicyStoreOutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput {
let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_store_i
return schema.unwrap();

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send().awa
return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier, action:
&ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(resc
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client aws_sdk_verifiedpermissions::Client: :new(&config);
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//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
)
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
"ViewPhoto": {
"appliesTo": {
"context": {
"type": "Record",
"attributes": {}

I
"principalTypes": [
"User"
1,
"resourceTypes": [
"Photo"
]
},
"memberOf": []
}
I
"entityTypes": {

"Photo": {
"memberO0fTypes": [],
"shape": {

"type": "Record",

"attributes": {
"IsPrivate": {

"type": "Boolean"

}

}

}
I
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"User": {
"memberOfTypes": [],
"shape": {

"attributes": {3},
"type": "Record"

}
}
}
}
}#;
let put_schema = put_schema(&client, &policy_store.policy_store_id, schema).await;
println!(

"Created Schema with Namespace: {:?}",
put_schema.namespaces

);

//Create policy
let policy_text = r#"

permit (
principal in PhotoFlash::User::"alice",
== PhotoFlash::Action::"ViewPhoto",

action ==
resource == PhotoFlash::Photo::"VacationPhoto94. jpg"

);
Il#;

let policy_definition =
PolicyDefinition: :Static(StaticPolicyDefinition: :builder().statement(policy_text).build().unwz

let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;

println!(
"Created Policy with ID: {:?}",

policy.policy_id
);

//Break to make sure the resources are created before testing authorization

sleep(Duration::new(2, 0));

//Test authorization
let principals=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unwrap(

let action =
ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").build().L

let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash::Photo").
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let auth = authorize(&client, &policy_store.policy_store_id, &principal, &action,
&resource).await;

println!(
"Decision: {:?3}",
auth.decision
I
println!(
"Policy ID: {:?}",
auth.determining_policies
I
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html#user-pool-lambda-pre-token-generation-accesstoken
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html#user-pool-lambda-pre-token-generation-accesstoken
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html#user-pool-lambda-pre-token-generation-accesstoken
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APIIZEE MM AE0{ ZEMAQ| A= 7| MM AE0{2 Lambda HEH R 04X LICH Lambda
Tt 2o4xtol= 04 B4 2lAA T U&LICEH Verified Permissions= O|E{8 EIAAE K522 M
A=l CloudFormation AEH0d| HHZ &fL|Ct. T2 = Mol HZ 5t2{H XA AE 042} Lambda T8t 504k}
SIAAE 'HIESIoZ S~ZI5HoF & LICH APIGIZE MM AEO0{E= S BlAaA R FEELICH

1. AWS::VerifiedPermissions::PolicyStore: 27|08 SchemaDefinition Z4&|0| SARLICEH " EX}
E Z o|AAH O|=Z&L|Ch\".

2. AWS::VerifiedPermissions::IdentitySource: EIAE H& A E 0419| £2§GetldentitySource MM ZfS
SAStD 2o met =gt

3. AWS::VerifiedPermissions::Policy: 3% M3 & 5tLt O[42 Definition Z4A[o SAMEFLICH "
EXAE 2 o|AFO|ZFLICH".

4. AWS::Lambda::Function, AWS::IAM:::Role, AWS::IAM::Policy, AWS::ApiGateway::Authorizer,
AWS::Lambda::Permission

HES2 oA HAM AE0{LICH 7|&E ABMO| Lambda HEH F0{Rt E|[AAEO0| ESof £t
o

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"

},
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{3}3}3}3},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{3}3}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}3}3}3}3},\"entityTypes\":{\"Application\":{\"shape\": {\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"memberOfTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes
\": {33333}
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-policystore.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-identitysource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetIdentitySource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-authorizer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-permission.html
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}
}
3,
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {
"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::
\"us-east-1_EXAMPLE |testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}
I
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

iy
"DependsOn": [

"MyExamplePolicyStore"

I
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",
"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"
},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"
}
},
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"
I
"PrincipalEntityType": "PetStore::User"
I
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"DependsOn": [

"MyExamplePolicyStore"
1
}
}
}
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-caching.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-deploy-api.html
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https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions

4. SAE MR delete® UHstT AKIE Mtz

=

delete-policy-store HUS AFS

ol

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefgl11111
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Amazon Verified Permissions & AE0{ A 7|0}

A7|0tE OE2|A OIA._:|0| X5t AEE| ROl #+x 2 ofE 2|7 0|M 0| HEH £ 04
ZdelL|Ct. Verified Permissions@t Cedar7} AZ|0E #2|5t=

+ SIE HUE HelE 2
ofaipl AAtg M EMRAI0H |2

KtMEF LIE 2 Cedar E& 2104 & X 7t0|= 2] Cedar £ 7|0t FAIE HZ5HMIR.

(® Note
Verified PermissionsOllA A 7|02 AF5HE 742 MEH AFEO|X|Bt Z2EHM AT EQo{ols
AZ|O0HE AHBSHE Aol E4LICH M| Mg M8 il Verified Permissionse= A 7[0S AFR
5tod Y| LU ZZHMM B ZEl= AEE|IQ 482 ZHE5104 A|IAR S0 EB2 & = UE
MM LY QElot A8 WKIE = UsLicH M a2 gdsisiH ZE M HAMo| AF|ofE

=35l oF &L|Ct.

AWS Management Console

A7|0HE ddstedH

2. @l%of = A FolM A7|0HE MELIC

Al B 1
3. &7|0h dgS =Lt
AWS CLI
AWS CLIE At83dtod M &7|0HE MESIHLE 7|&E A7|0HE FHojAaedH

CHS of|X|2F SAFSH AWS CLI HE S A5t WM AEO0{E MHEE &= U&LICH

CIS1t 22 Cedar 2EIX 71 T EI AF|OFE MZEH EAAI2.

"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
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https://docs.cedarpolicy.com/overview/terminology.html#schema
https://docs.cedarpolicy.com/schema/schema.html
https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions

}
}
},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

HXE & & EXIQPISONZ O|AFHO|Z 51 Cl|O|E] EAIQIo| Mo 2 MFAE X|'H3HoF &
CtcedarJson. Ct& O A0l M= O|AFH Ol TS| JSON A 7|0+t schema. json Z&E 9|
ClS 22X E AL &L

(® Note
Ol oiMl= 7H= 8 *loll EHFE AMEIE[U}&LICH BEO| Tt S BrotS0[2dH A ot
£ & Eof e=stioF gfLct.

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\Il:

{\"principalTypes\": [\"Employee\"]1}3}},\"entityTypes\": {\"Employee\": {\"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"}},

\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

"policyStorelId": "PSEXAMPLEabcdefgll11111",
"namespaces": [
"MySampleNamespace"
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1,
"2023-07-17T21:07:43.659196+00:00",

"2023-08-16T17:03:53.081839+00:00"
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Amazon Verified Permissions

=S 1=
JSON mode

AUO|0|EStE S92 JSON HE7|= JSON L 20i| CHs T EE ASstn HE A Fet B E Al

HSI2ZE ZXME o &7 3t &= USLICH EE8Ho| EAlof CHs AHE 27l giaL|ch LdolE

st & EAIZ JSON JSONMEHSIH FHAI0] of & AT UX|SHES U 0| EEILICHFISON.

JSON E E0i M Verified Permissions A7|0+E W& 5t2{H

1. Verified Permissions 2&& LIC}t. H2 AE0{E ME{EFLICEH

2. 2% MM AFOFE MEELICEH

3. JSON EEE MEi§t O+ A7|0F HEE MEIEHLICE

4. ZEIX ZCof JSON A7|OFe| 2EIXE QURELICH RE & 27 E HZEE Wtxl= 27|
OF LoO|E A E MHEE £ gi&LIcH EAlS JSON MEYSH0 A 7|02 JSON L EE HE
2t 3 E0{M 7|2 HAlg XIHE = &LCh

5. Save changes(t1d AtE MEHE MEASLICEH
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Amazon Verified Permissions 2% 245 D E £Ad35}

Verified PermissionsOilA B A8 REE M504 WM AE0{9| A7|0t0] CHEH A HE LIS

HBEX| o7 & x|He = A& LT

/A Important
HM AT 7|52 7™ Y™ = Y HES 2 YH8t 7L UH0|ESIE = ZE Al ol CHSH
M AE0{o AF|OLE 7|EL 2 ABHLICH AS0| AuistH Verified Permissions7t 273
AMNEZE HRELICH Mt o E2|A 0l E T ste S HES I HAEE Q8 7451
ofEzl7ojMo| Z2HM Fof HAF= W0l F&LICH

1. Verified Permissions 22 L|C}t. H2 AE0{E MEIEFLICH
2. MHEg MEMELICH
3. HMAZ 2= MMM =HE MENFLICE
4. CIS 3 5tLIE sdEELICH
MM A2 &Mstetn D E HM HZG AIE 2 A 7|00 CHe AB =S sted™ K4(H
2 etC| HES MEHFEFLICEH
o MM BHZAof CHEF HAM A5 2 SliAsted™ 17| 2ic|@ HE S MENELICH confirmE &
235t04 HA UO|0|E7F o4 A 7|00 CHall BB EIX| & =X| = QlghL|Ct.
5. HE AME XY S MEIELCEH
AWS CLI
MM AEO0{O A5 ZEE MHSIE{H

UpdatePolicyStore Xt4& A28t ValidationSettings IF2FO|E{0l| CHE ZfS X|H5t0{ M= A E

ool A5 ZEE HEY & JU&LICH

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
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--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"validationSettings": {

"Mode": "OFF"

}

}

REMIEH LHE 2 Cedar EAY 2104 £ X 7to|=o| HA HIZ2Ig XML,
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Amazon Verified Permissions

AL 7Hol=
. WS S 5 NEO MR HH S 5 NES MBLICH HUS MY Y
of QI EHoIRg MEiBLICt

. M AE0{0| BE SHojof HMS MBI DE SUS MYFLIC

8. CHeg Megrict

9. EAY MMM Cedar BAMS HEBILICH HAIZ Meisto] MM TR0l HAlg MY AT &
ofm7|2 KB % &LIch KHAIEH LISE Cedar &% Q10] % 740|=.9| Cedar 7/ 5%
T2 HEHHR

10. M S Mol BRof CHEH MEi MBS QI23rLIct

11, S8 M2 MeiprLIc

AWS CLI
A MM Yt

o

Fod B4xd A

CreatePolicy g AtE
S Mgt

jo

S = J&LICH OFS Ao M= ZHER S HA gAY

—

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"pexrmit(principal,action,resource) when {principal.owner == resource.owner};\"}}"

\
--policy-store-id PSEXAMPLEabcdefgl11111
{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/
SPEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T20:33:01.730817+00:00",
"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC"

}
Amazon Verified Permissions 2% X4 1{ Z|
MM AE0{0|M 7|12 MM HAME WHEE £ &LC MA Haioh XY o|o|EE 4 l&Lict &l
E5l i YA g HAS 2| HA HZ2512 Ho|o|ESHoF g L|CH XFM|IEH LHE 2 Amazon Verified
Permissions &2 R Z S5 TR BHE B X SHAAR
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UpdatePolicy 2fd& At&stod @3 HAg HEE + QJ&LICH O oAM= ZHEe HM
£ BAELICH

Ol Mo MHE definition.txt TUE ALE5t0{ HA HolE ZEELICH

{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}

YA MM W BHA0| QURIB 2O FH, Y i 2AA0| X} 5O YRT} obl HE
QlLich HMA EZ BAYUS HHYAEQLICE A4 1P T4 HtolMet EE ALSKIZF 2 2008
2ol 5l 518 Y 4 UBLICIMFA ofEEIFH 0l 0| ZHAE M4 ClOIEof AMAE %
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Amazon Verified Permissions INT=IY A To] =]

oo Mt 2od %o x| R|oF &L|Ct. Verified Permissions T8 £04 2% o| ZHEIAE H|0|E{=
contextMap 240X JSON&EA/0| x| E|o{0oF &FLICt,
O| EEHIZE MUY= oAM= M= H=H

DigitalPetStore MZ &2 AE0{E MM

E0{0lM 7HX{2 JL|ct Hl&5te{H HAE #ZFo

= =

x
o || >
-
I

A E 3= M E DigitalPetStore H& AE0{E 7|Bt2 2 ol EE2|7i|0[M0of| CHEH ZF Cedar O

"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true

.
"AccountCodes": {
"set": [
{
"long": 111122223333
},
{
"long": 444455556666
.
{
"long": 123456789012
}
]
},

"UserAgent": {
"string": "My UserAgent 1.12"

1,

"RequestedOrderCount": {
"long": 4

I,

"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"
.
"Country": {
"string": "United States of America"
},
"SSL": {
"boolean": true
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}

1,
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"

}
}

}

}

Tt 2oi Z4E | Clole] R

=

=
HFO|L{2| true = false ZERILICH O] (IX|0IA truell € ZtS 1ZH0| T2 E7|E QX35

7| ™ol Ct & 2152 S 2 MfaAuthenticated LIEFRLICY.

M %A

= O
HEHAE 40| 2ZLCH ME HE=0| ofxoAet 20| 25 SUS RAFO|HLE BHE ME
E XSl CE RYY = UA&LICH O] ofloi M T2 37H2| ME CHE At AZFELICH

String
EAE FQ " Lo EX, A E= 7|ZULICH O] oMo M UserAgent EAtE2 10| =&
H7|§ 23sts o AHSe 22t X E LIEHHLC

Long
M. 0| ofof =0l LE0| 1Z0| BH FE S 47HE EL T % sto{ st Hfx|e| YR US
RequestedOrderCount L}EHZLICH,

HIzE=
58 22LICH RF HAHAEO| A O|z{et S48 MAdstoF &L|Ct AF|0to} = HH AE0]
ofl= A7|0tof o] AEE|et AE{E|S| £4d0| ZZFHE[o{0F B LICE O] 0| X[l AM NetworkInfo B2
Collz= AAEXte| el P, Z2EI0|MET 2 T IPL| X[EIM !X, TS § dE5tof CHet HE
7t gELCH

Entityldentifier

tities 40| MAE AEHE| A Hoi CHEF FZAULICEH o] ool ME Ee|7t AL At

S = |e ol
ol FE2 &R &LICIBob.

55



Amazon Verified Permissions INT=IY A To] =]

of| M| DigitalPetStore @104 A{0| ofj x| ZHARHAEE H|
o

EsttiH % | entities™® AE0{ A7|OF 2
=1 222 Customer Role - Get Order A& 2

| 0| E &HoF &fL|C}.

st 2o ZHEIAE E +2f DigitalPetStore 5t 8 £

* 20l = DigitalPetStore7} < S &8t M2 K& ATF ot lLICE of7|0l= 2|7 MA[8H HRHIAEE
KHste A 2 EE M = ZHEIAE S0 TR A&LICH O]l ZHEIAE HEZ oA H§t
Ho{ 2 E Wrolsled™ HA AE0{QF Mt o4 ™S OIS 20| =™ELICH HMA EE HET}
HEIAER Z&E HEAE oK MME HESHMSHMA EZ OiE,
Schema

MM AE0] AF|OM| CHS UOIO|EE X510 M HEIAE &A1 X|2ELICt Cl2t

actions Z'0| GetOrderE Ci|O|E&FLCt.

"GetOrder": {

"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"UserAgent": {
"required": true,
"type": "String"

.

"approvedBy": {
"name": "User",
"required": true,
"type": "Entity"

},

"AccountCodes": {
Iltypell: IlSetll’
"required": true,
"element": {

Iltypell: IlLongll

iy

"RequestedOrderCount": {
Iltypell: IILongll’
"required": true
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I
"MfaAuthorized": {

"type": "Boolean",
"required": true

1,
"principalTypes": [

Iluserll

23 ZHEIAENetworkInfool 2H= record GlO|E| & Al
commonType &2 MEELICH. commonType +E& A

o ot

X|&Hstx| k&L

(® Note
Verified Permissions A|[Zr& A7|0f WEZ|= $4A] commonType &2
Ct. AZ|Otofl AZ7|0HE F7t5tH O O|& A2 RE0fAM AF|OHE 2 & Si&LICH

"commonTypes": {
"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",

"required": true

I

"SSL": {

"required": true,
"type": "Boolean"

I

"Country": {

"required": true,
"type": "String"

}

1,

"type": "Record"
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Amazon Verified Permissions INT=IY A To] =]
}
Policy
Che MM MTE 2 HYAE 240] o8 O/ME0{0F st RIS MMBLICH T AE - T2
gh7|2te MY &7 712 YA Mg |Hte 2 LCH o] MM xS0l 2HE ste 2ot F
Mot Ao AgAtY MHEF EEFL|Ch
permit (

principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.MfaAuthorized == true &&
context.UserAgent like "*My UserAgent*" &&
context.RequestedOrderCount <= 4 &&
context.AccountCodes.contains(111122223333) &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.SSL == true &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.approvedBy in DigitalPetStore::Role::"Employee"

i

OlMl =2 AM 20| Q8| F7I8t FIt ZHEAE T2 SF5Hof g LICt

1. L8Rt 2 205 oF & LICIMFA

2. AH2XLO| ¢l EEIR KXol BRI 7} L8 E[0{0F User-Agent EfLICIMy UserAgent.

3. Ab8XbE 47H oltel 22 EL & & lofof FLICH

4. NEXte| HE ZE & stLt= O|oqof B LICH111122223333.

5. AEXIo| IP FAE O|20M AlZtE|o{oF &t 1, &5 3HE MlMof Qlo{of 5, IP FAE 2 AR
sHok & LICH192.0.2

6. Zlpl2 FE2 &QI5Hof FLICt M £0{ 2% entities 240IA A&Bob0| QI ASKIE
Me1gfLICtEmployee.
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Request body

"principal": {

"entityType"

"entityId":
3,

"action": {

"actionType"

"actionId":

iy

"resource": {

"entityType":

"entityId":
3,

"context": {

"contextMap":

Moz XA AEO|E AAMBH =
LICHsAuthorized. entities MIAHENW =

: "DigitalPetStore:

"Alice"

: "DigitalPetStore:

"GetOrder"

"1234"

{

"MfaAuthorized": {

"boolean":

}I

"UserAgent":
"My UserAgent 1.12"

"string":

iy

true

{

"RequestedOrderCount": {

"long": 4
o

"AccountCodes": {

"set": [
{"long":
{"long":
{"long":
]

.

111122223333},
4444555566661,
123456789012}

"NetworkInfo": {

"record":

"SSL":

{
"IPAddress":

"Country": {"string":

"DigitalPetStore:

S 0| Mt Hod @

:User",

:Action",

:0rder",

{"string": "192.0.2.178"},
"United States of America"},
{"boolean": true}

oxS Yy
L o=
o335tQ

|

Verified Permissions API
| ©1 Al2 X}BobQlo] % 9|
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Amazon Verified Permissions INT=IY A To] =]

1,
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}

}
}

},

"entities": {
"entityList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
I
"attributes": {
"memberId": {
"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"
}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
},
"attributes": {
"memberId": {
"string": "49d9b8le-735d-429c-989d-93bec@bcfd8b"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]

m

3]

U

Ood|A| 2

[>
m
08
N
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},
{
"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"
.
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
}
}
.
"parents": []

]
1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"

Amazon Verified Permissions EI|AE HI x| Al

Verified Permissions E|AE HIX|E AF&35104 T8 204 @2 A& 509 Verified Permissions HAM &
=) O H

i XHS
ElIAES DT EXME HAeLICH HAE Hx|lE XY 2350 & AE0{2| Cedar M

3
[
S
M
> 0
- 9

HMo| QHE SQEX| iR E ZAYEILICH HEH B0 QHEE E|AESE S0 A[ZFH ZEQL JSON 2
E zhol ™ehe o &LICH Cedar EHo| 1= A T Eol| CHEF XbMIEH LHE 2 Cedar 24 240
X 70|29 Cedarl| 7|2 HA T MHE A XML
(@ Note
Verified PermissionsE At&3504 HEt 20{E€ ™sle A< F7} EE| MMof| 2Ho| g
2 Hot R &l 2lAA SEE MBE = U&LICH 3HX[TF Edof CHEh ME HE=E Z&8E £
R&LICH e HEE= A7|0to| X|H5HHL QPSR EE FFSHoF ELICH F7| AE{E| MM

:
oz XS FIte + &Lt
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« OIDCID EZ £4& grggLch
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CHE S B7|HE A8t EE S8 &
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CHS KoM= CHEZ E7|HE A85tod EE £92 HZ ol S ddste d8E EoiEL

Ct.

ot

Verified Permissions 2| M EE £M8E AH85te Yol CHEE REAEH LI 2 MM & 5HA

e
LAF|O Xt E 5 IS4 EZ OHE.

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "alice@example.com" &&

context["ip-address"] like "192.0.2.*"
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Verified Permissions 2|
AZ|OI Xt 5H 2K

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "xllapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};
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Verified Permissions 2| Z3%H

HHolM EE £42 MBSt ol CHEH ZHMIE LIS 2 MMS HZ A
A0 XA FH SZA £ 0HE.

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

Iy

OIDCID E&Z £4& gtgshLct.

CIS oMo ME M X ID EZE 42 OIDC B 2XEERE MM wHe EoiELICt.
Verified Permissions2| HAM|MH EE £82 AFS 5t 0| CHE RAHAIEH LIS 2 MMHE TR SHA|
AZ|OI XAt 5H SZA EE O E
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permit (
principal in MyCozrp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource
) when {
principal.email_verified == true && principal.email == "alice@example.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

I

Amazon Cognito HA[A EF £dE vhAELICY.
Ct o Ml= Amazon Cognito0i| A 2 & Z HMA EZ S48 MM5E Y2 EoiELCt

Verified Permissions2| A E2 £A2 AL 5= ghtdol| CHBE KFA|EH LIRS MME 2T 51HA|
70t X4 5H A EZ O4E.

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

};

OIDC YHM|A& EE & BrAgfLCh

CtS oldl= OIDC EAM H X & ddsts WS EoiELct

Verified Permissions2| ZHAM0|M EE &8 2 AFS 5t &R0l CHEF RAHAIE LIS 2 MMEE EFESHA|
eA7|0to X4 EH SZAF EZ OE
permit(
principal,

action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"],

resource
)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")
};

Amazon Cognito HMA EE 48 stAagrL|Ct. 66



Amazon Verified Permissions INT=IY A To] =]

al &l

1 =2 0474 X4
= K

A -= O

MU

M|k

Amazon Verified Permissions X3AH El X

AH
i

Verified PermissionsOil A &2 RIZ812 principal resource®™=& £ Cof CHEH R 2| EAIRF7E Y
£ i

| A
£ BHRILIC, B 9EIE NS0l BEt Kol QuE HAY + gleur, ?4o+='o=|ov=4 %2

m

a O:|7=I JHKHO AHA—I OHQI: '%=||-|_|[_‘_|._ gliH El =X 21| 1XH

rlI|I=I

Bt B MOt ChS o4 EoF FAl| &l 2|AALF #H A E = &LICH MY '?:*l%i' H|0|EE HE
ZE2 M85t ZE EHMo| g ELICH KFM[EF LI 2 Cedar & 210 & X 7+0|= 2] Cedar &7 &
Z3E XML

o€ S0t M HESI2 WM EHESIZ A5t 2o A & 2|A A0 CHSH ReadEdit, &
Comment H&tE MS&LICH

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

);

O| HIZ2!8 Editor 7IBtS 2 Bl HAME MEsts E2 Eot A7t EH 2lAA0 HEZ|Z X|H
Z|H o Z 2|7 0| Mol M EOoF X7} 2lAA0| CHEE 17|, MR L FME & £ Qe HEtE MBst=
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AWS Management Console

M AEZSIS ddste{H

1. Verified Permissions Z2& 2 YLICH. HM AE0{E MEfEFL|Ct

2. R1FZo| BhAM FolM HX HESIS MEFLICE

3. HMHZESI MYS MENFLICH

4. N5 HE MMM G HES MHS U2 LICH

5. M EHEZSI 22 MMM ?principal 2 ?resource A2| EAIXIE AI&3t0od Ol IZSIE
7|t 2 OHE HAOo| 2oist= HEt2 ALK XIHE = U S S{SFLICH Alg HEHSHo]
MM BAZS TR0l @Alg ME 7t40 So{MT[2 X[HE = A&t

6. HMEZS MYS MEdFLCH

AWS CLI

CreatePolicyTemplate 242 AFE5t0{ WM HESS MdE = JU&LICH OFg ool e 2ot F
AMof cHet Rt2| ZAIRLZE e X "HESIS MyEhot

templatel.txt ItYo= CHE T E7F ZEE|0] U&LICH
"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
}
YA EZS MY 68
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Amazon Verified Permissions MNEX 70|=

permit(
principal in ?principal,
action == PhotoFlash::Action::"view",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);

T

LSt OIS definition. txt IS AFE350d definition OW7H H= ZFE AMBELICH

{
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgl11111",
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
}
}
}

S0ls WE0IM 7t Blar0 MOl HHAM s Hot Fxl ElasTt 25 E
|

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl111111

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"
}
}
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templatel.txt IOl LHS:

permit(

principal in ?principal,

"view" ,

== Action::
resource in ?resource)

action
when {

research"

principal has department && principal.department

};

$ aws verifiedpermissions update-policy-template \
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--policy-template-id PTEXAMPLEabcdefgl111111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

Amazon Verified Permissions 0| Xl| ElZ 2! 9473 =4=H

AMIZ X2 AE 0 Y2 AF2 5104 Verified PermissionsOflA 242 AE0{E A5 H MEHSH MZ
EME CHE A Ho|El HA MM EZ S 2l AF|0LE AF25H0 HAM AE0{7} MEELICEH CHS
7 =1

o T =
1} &2 Verified Permissions HZ2 3! 42 HH oK & ME S AE0] A oy T2, M HEZ
Lot &M A8 E = A&LICH

PhotoFlash O/ A

CHS AoME HH FERE A8t HES! o YME ddsts YHS EoiELICH I1E AL

At AR HIZIH S/ AZIOf CHEF MIBHE UM A HEFS FodgfLCH.

(@ Note
Cedar H2H 200l = AEEIE in AHX|Z2 ZHFELICH 2k principal in
User::"Alice"& principal == User::"Alice"ot Z&LICtH

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

S dAoME HH HERE AL8dtes HER ¢ ME ddstes Y-S EoiELICH IE ALE

At AH HISIH S/ ARl CHEF MBHE HMA HEFS Fo{gfLICH
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principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

==

CHS olAoME HH HERE AL 8stes HES o Mg ddste ¢S EofELICH ElF &

o (=] o o
Sl JHE AFEID HIEZ7H 39 AFElOf| CHEt MSHE M A HEHE Fo{ELict

L

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

CHS olAoME HH HERE A8t HES! o YME ddste dHE EofELICE 27 &

% o 1 = o o
o AL HIFZIH S ALZlol| CHEr XIEHE! AHMA HEHE Fo{FLct

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);
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permit (

principal in PhotoFlash: :UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);
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forbid(
principal == PhotoFlash::User::"Bob",
action,
resource in PhotoFlash::Account::"Alice-account"

);
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DigitalPetStore MZ HA AE0{0f= M2 HEZ/0| XL E[X| o &LICH DigitalPetStore Z & A
EO0{E ddet = 2I1F 0| BM FHoM HME MEfsto] WA AEo{of & E HHME = = U&LICH
TinyToDo 0| A
CtZ oMM THE ALS A & 2 S5of Cist M A HEtE %2(F ALS Kol Roiste & HE
22 ME8sts ”HIES o M ddsis EHE EoiELIc
permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"
);
CHEZ ol &0l M= 7Y SEof cizt HE7| HMA HEHE Foi5te X HESS ALS

permit (
principal ==

action in [

TinyTodo:
TinyTodo:
TinyTodo:
TinyTodo:
TinyTodo:
TinyTodo:

1,

resource ==

);

H AR Y B
Al H

She HED H HuE

S 2oiELICH

TinyTodo: :User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",

:Action::
:Action:
:Action:
:Action:
:Action:
:Action:

TinyTodo:
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https://openid.net/specs/openid-connect-core-1_0.html
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https://aws.amazon.com/blogs/security/authorize-api-gateway-apis-using-amazon-verified-permissions-and-amazon-cognito/
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html#user-pool-settings-custom-attributes
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permit(
principal,
action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
};

CtS oMo MHE Cognito AFE AL E2| AR EoF FAE & Zste HAME HHsis S EoiE

LICt 2ot = IDE EAIQILICH <userpool-id>|<sub>".

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);
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https://datatracker.ietf.org/doc/html/rfc7519
https://docs.aws.amazon.com/cognito/latest/developerguide/token-revocation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/token-revocation.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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permit(
principal in MyCorp::UserGroup: :"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"
) when {
principal.jobClassification == "Confidential" &&

!(principal.location like "SatelliteOffice*")
};
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
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async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type

entityId: payload["sub"], // the application need to use the claim that
represents the user-id
I

let resourceEntity = {

of ChEt ZEFO0IRIE = et 2ol JWTs %0
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entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {3};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp',
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {

jti', 'iss'];

return;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,

1)
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1);
attributes[key] = {
set: attibuteItem,
i
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",

entityId: payload["sub"], // the application needs to use the claim that
represents the user-id

}
13
return [entityItem];
}
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https://github.com/awslabs/aws-jwt-verify
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https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-identity-source.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
https://console.aws.amazon.com/verifiedpermissions/
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CHS config txt IHUO|E create-identity-source B 9| -—configuration Z+2FO|E{7} A
& &= /= Amazon Cognito ALKt E9| ME HE 7l £0{ U &LILCH.
{

"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",

"clientIds":["alb2c3d4e5f6g7h8i19j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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8. (MEiAE) EZ ZoieS 2 7(0F AEE|o]| OHEAHM AF 3 AA0 CHet 2F AEHEl L
J& Soilde MEiELC 38 THde AFS AL 7HAIC] o ¢ JHAMULIct & Zellelolo] 7Y
Mol cHEELICH O& Suild2 e o= TWIte JHAof CHEt ALE XL O & Ol 2l A,
e 3oz FEE EXIY0| ZEEID JSONEE HMA EEgroupsl| 0 QLICH ¢
Z% 0IDC IdP2| IDE MEl3h Hot x| ol = E LTt

9. HB - M AE oM URLs HA AE0{7} Bt 2o 2ol =28 Sat0|2E IDs = CH
= U=grLct.

10. A4 B3H LA Hgg MEIFHL|C

11. Cedar7t Xt 8E 24T MHEst= Eot A 82 QASHES A7|0HE YO|O|EFLICE
A7|OMo]| FIHElE & F0l= Cedar Ao M FHE5tE{E 5440| L& E|o{0F & L|Ct. Amazon
Cognito EZ £4E Cedar 22t F&| &0l 0l E5t= ol CHEF XhMIEH LHE =2 A 7(0}of
A EE I EE HES(E) XstMR.
APIIZE 2 AE 0|8 M E [ Verified Permissions= AL& At E20f| ALE A S48 2|5t
I 2O =X REO| ALK £ S8 2 MAUXK|= AF|OHE M ELICH

AWS CLI
OIDC Xt 8H LA E MM 5tE{™

CreateldentitySource 22 At85t01 At 8H AAE WdE = U&LICH O 0lXl= Amazon
Cognito AFE X 29| QIS El Xl ZHof| HMHAE £+ Q! SHAAE Mg

CHZ config.txt TFU0|= create-identity-source WHO| --configuration Ttet0|E
o A& OIDC IdP2| M| HEJt 2|0 U&LICH O] iAo M= ID EZ0i CHEt OIDC R4
B8 LA E HdELct
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"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

1,

I
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

CHZ config.txt LU= create-identity-source W& 9| --configuration It2tO|E
ol A€ OIDC IdP2| MIF HEIF £ & E[o] U&LICH O] of| Mol A= UAl|A EZ0f CHEF OIDC

A 5B AAE HdgLh

{
"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"accessTokenOnly": {
"audiences":["https://auth.example.com"],
"principalIdClaim": "sub"
},
I
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}
H:

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
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--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourcelId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}
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4. TEES MEHFLICH

5. Cognito At&Xt E MF HEHME MEiStTD X}E 3H LA AFEX E IDE AWS 2T &
248 Lct.

6. 2ot T ME HE|M A3 FH LAS| Hot FX| RS HO|o|EE = U&LICH A E
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8. Zcto|MUE offZE|7 0] HB oM 2Et0|HE o ZE[7i0ld HE 045 & MEELICHDs.
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MEHEFLICHDs.

fjo

9. Save changes(t13 AtE X{ZHE MEAELICEH
10. X4 BYH LAAO| Hot X RS2 HASH 42 HUO|O|EE 2ot T f82 SHIEA BtA

t=% A7|0HE Mool EsHoF B LICH.

o

A BH AA ol UE BE|2 HES MEEHCOHE X1 38 A4 AXE MEistod A5 58 4
AE AMHNE = JELICH HAE &X10f deleteE 2T CHE A1 E &Y A4 AKX E =510
AHE B5H AL AME gelgc

AWS CLI

Amazon Cognito AF& Xt & AtE 5H AAE HO[0|ESE{H

UpdateldentitySource 22 At&3504 At B8H LA E HO|O|EEF = U&LICE CHS ofxl= Ct
£ Amazon Cognito AtEXt E2 AIESIEE X™E AHE 3H A E HOo|o|[EFLIC

CH2 config.txt TUO|E create-identity-source BRI Q| —-configuration Lt2FOIE{7} At
& = 2= Amazon Cognito AFE XL E2| MF HE I E0{ JU&LICEH
{

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
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"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"

2.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}
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OpenlD Connect(OIDC) At3 & A A
AWS Management Console

OIDC Xt4 58H AAE YO|0|E5tE{H

1. Verified Permissions 2& & YLICt. HA AE0{E MEAELICE

2. 2F EMEFHM ALY BH LAAE MEAELIC

3. MU XA BH LAQIDE MEHFLICE

4. HEE MEfFL|C

5. OIDC Z2AH M= MEIM TRol nat L2 AHE URL HZELICH

6. EZ ZoS 27[0f Sdof DHEo|M Eo et ASK 2 I8 Zada M AE04 ¢
EHE| f3 7to| dZ2S HAELICH 7HA f8S HEE Foles M U A7|0F £ Ao
Esto] M 7HA| Rof &3l ok &L(Ct

7. O 230 MEsted= thef 2f2 F7tst7LE M7= LY.

8. Save changes(f3 Atg XZ)E MEHEILICY.
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A 58 a4 Hof e EICI HES ME{E OhE X1 88 44 AXE MBSt K13 B8 &
A5 AMHNE = JELICH HMAE &X0f deleteE U2 CHE AHE Y AL AKX E =510
A B5H AL AME EQlELC

AWS CLI

OIDC A4 5H AAE AO|0|EstE{H

UpdateldentitySource 42 At83t0{ At Y AAE YO|0|EE = U&LICt CHS o A|od| A
£ XEE &t 8H LA E HOH0|ESto{ CHE OIDC S ZAHE AHSELICt

=
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=

Ct= config txt IU0|= create-identity-source @& Q| --configuration Zt2tO|E{7} At
2% £ 2= Amazon Cognito AFE X £2| ME HE 7} S0{ Ql&LICEH
{
"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"
3,
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}
H:

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}
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https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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cognito:groups

ArZREol 2 & HHAIQILICH 238 7|8 HAHA AM0{(RBAC)E 7|t 2 5t HEH Ho ZRI|M
ol a2 oM B7te = e HE S M3 gL

UAIH 23|

e
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3 MA Lambda E2|7H0| 2|l HEF0]| FIHE|=
B0t SAFSER|BE tenant EEEQF 20| EE S Blo{LfL

AERS| &4 2 ofLIXKIBF AER E AIH E
=
=

ZolHLICE LAl SeH2 &

Ctdepartment.
: TEA7L 4= Amazon Cognito £88 & Z st YoM Aol £482 FEFL
Ctprincipal["cognito:username"]. V& E&c ognltO'groups%OI &0l CHEk of| L
Ct. Verified Permissions=0| 28 2| LI E ArE Xt AEE[Q| 42| AME{E|oi| OfEEf LICt.

Amazon Cognito AFE At £2| ID EZ T+ Z0f CHt XhAIEH LH& 2 Amazon Cognito 7HE X OHLHA{ 2]
IDEZ AEE HxotMR2.

ChE oAl ID E20l= Ul 7kX| &4 R0l 2z QlaLict. 047|0= Amazon Cognito 22 22
cognito:username, AFE Xl X[ Z8& custom:employmentStoreCode, EZE 20 e
2 2 A|M 22| tenantO| ZEELICH.

mail,

"sub": "91eb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",

"exp": 1687889006,
"iat": 1687885407,
"tenant": "xllapp-tenant-1",
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"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",

"email": "aliceeexample.com"
}
Amazon Cognito AF& At E2 AI835t0{ X4 BH AAE MME | Verified Permissions7t& AHE &t
01 Het 20 LM Mdste 2ot 4| AEE| R¥2 XIHELICH I sAuthorizedWithToken. 1
o Y2 Sl slie @8 Hrto| Yo =2 siE Eot FAO £482 HAEE = J&LICH AF|0O
= A4 BE AAO| Hot A R S48 Holft OH S Cedar WMo & X g = A &Lt

IDEE 3§ EaioiM ot
Permissions=

= = |
HME Bt =AMz HxY + &L/t

(7]

{1 @ Mol A Verified
I H&ol M sHE 28 7H

CHS o= Verified Permissions 27|0t0fl A4 8 E& of&|2| 82 st dHE EoiELICH
A7|ob HEo CHer XEMEH LIS 2 EX AEo A7[O0F HES(E) BZRstHL. At 5 44 FH0]
A R User & X|HotH CHS X2t AR LIS t0{ Cedar0ilM sliE £8E At

= o 4 et

o x

fuok HI
mjo
Hel
oo
ol

4 1Q

ol
AT

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
},
"custom:employmentStoreCode": {
"type": "String",
"required": false
},
"email": {
"type": "String"
b
"tenant": {
"type": "String",
"required": true
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OIDCID EZ
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"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
1
"email_verified": {
"type": "Boolean"

o
"name": {
"type": "String",
"required": true
o

"phone_number": {
"type": "String"
}I
"phone_number_verified": {
"type": "Boolean"

}
}
}
}
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XML,
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Amazon Cognito A& EZ 2 Verified Permissions2

2 MEE i HHAE ZHE|of o= ElLCt.
context.token.attribute_namee AL&35t0{ HAM|A EEQ| HHES HIEH £ J&LUICH OIS
MHA EZ oAM= client_id 2 scope 28I0| 25 Z & ELICH

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
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"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "MyAPI/mydata.write",
"auth_time": 1688092966,
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

Ct2 odl= Verified Permissions A 7040 A A E 2 of|Al|o] &4
7|0F HEo CHEF REMIEH LI 2 HA AE0{ A7|0F HEZ(E) &

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"

.

"resourceTypes": [
"Application"

1,

"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
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"scope": {
Iltypell: IlSetll’
"element": {
"type": "String"

1,
"client_id": {
"type": "String"

1,
"type": "Record"

Ol A7|Otol CHal HEE HA of|Ml= MM FHZE M 2Amazon Cognito HAMA EZ £4 2 BHEE

Lick.

OIDC HMA EZ o=

Q|2 OIDC EZAto| CHE 29| HMA EE LS Amazon Cognito HAM|A EE T LH S
gtLIC}. Verified Permissions2 & E|™ OIDC HA|A EZ 0| HEAE ZHX|of Oj= ElL|CH.
context.token.attribute_nameS AtE35t04 WA EZO| HEE FXE = U&LICE CHZ of
M OoIDC HMA EZoE= oA 7|2 2allol Z&E LIt

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",
"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"
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}

CH2 of|= Verified Permissions 2 7|040]| M| A E 2 of X9
7|0F HEof CHEE REM|EH L2 &=

AE0{ AZ|O}

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {

"type": "ReusedContext"

},

"resourceTypes":

"Application"

]I

"principalTypes":

"User"

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {

[

[

"type": "Record",

"attributes":

"scope": {

thpen:

{

"Set",

"element": {
"type": "String"

}I

"client_id": {

thpen:

b
"type": "Record"

"String"
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ol 27|0tof CHa HBE A oidl= Mg EESMHL0IDC HMA EZ £ BrFeLICE.

—

Amazon Cognito 2ES 2 T2 2ol ciEr CHA E7|H

=
Verified Permissions7} At E [} Amazon Cognito E201| HE L= A7|0l=2 Z0|E 23
2cognito:groupsst 2EECE FEE EXAE custom:store #2501 . 2XHE HSB

TE 7|52 Ar2eLct ol EAlg M Ey|Holgt gLct o & Sodof CHEt & E 71 Z=Hof
cognito:groups principal.cognito.groups F7IE[ARELICE O HAIE H&E AL E = UK
oHOE S E7|Ho 2 AF(ofet WS WES= 00| Z&LICH o] Ao M=of CHet & =7 HAHof
cognito:groups principal["cognito:groups"] EZ & ELICt Verified Permissions &2 & 01| A
AEX Z ID EZ0] CHell RIS 22 MEE A7|0t= CHE S E7(|HE AASELICH

Amazon Cognito At H L A0 O S22 HEFE A7(0F L HAMOM M E7(HE HES AEE

éo =< o=
= U&ELICE : E= OHE R 2| OIDCIdPO| CHEH A7|0F 2= Aol CHE F=AH7} otil EXtet &
WY E7IHE MA8E & gLt
M E7|H A7|0t= CHS odlAQF 20| : FHEIE o] ZF QIABIAE cognito BE= custom 27| &2
el g5oz FHELICH

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true

.

"custom": {
"type": "Record",
"required": true,

Amazon Cognito 2E2 2 F 2 2ol Chet Tl 7| 101
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"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true

},
"email": {
"type": "String"
.
"tenant": {
"type": "String",
"required": true

Ol 27|0tol| CHa AB st M EV|HE MEste HH ofdls MMHE HZstHL™ E7(HE AE5t

o 8 H=ZE.

A 7|0t oH ol cHa Lolok & ALg

I

o o EZ {30t ChELUCH

OF
rlo

HMA EZ HEH 2040l M Verified PermissionsE 222 ZAEAEN OHZEELICH ID EE HEt &2
0404| M Verified Permissions= 2822 2ot £ &40l oHE & LICE Verified Permissions & & 01| A
MAMSHE B AE0{0| AR I M2 AE0{Q ME K= AE0{THID AAT} Q= MEIE A ElH
ID EZ & 20{8 lall A7|0tE ALK} & SHS 2 AQof FLCH HMA EE HEt Hoi= I8
HH A 20| A= HE 7|8 HAM|A Mo{(RBAC)E 7|BIS 2 tH CIHE SEIUS HM AR A
7|otofl Rt 22 ofESHX| ef&Lct.

oll

ANEBSHAA SHS LRG| f&LICH

Verified Permissions 2& 0| A}4 58 AAE MMSIH 40| EeE EAILX| t&LICH O[FA|
StH F2tEl SRz Ol HEH 204 ™| HS 2 F 71 WlsHX| o&L|CH 2o et SM4e
L2 MYE £+ x| 2E HEH 204 2%Hoi Qlo{oF ghL|Ct

RBAC A 7|010f &d0| 2R5HK| &S

N BH LA CHE AF|OHE RFE Y AAE FIHe M BHE JHA Aol et ZEkELICH R+
EH AAE MEX AEE| R0 28| sHLIE oHZstn 22 AEE| ol 2 LIS ofZ e
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LICh Ol2{3t QIEIE| HLS X474 BE A4 T4l #AQILICH O] 2|4 HEE AFSshol A 7l
M2 MOA(RBAC) ZHOIM S5 ALSAH X AHSRI7E A £ 9/ S5 T80 CHeh HEt Sod &
US £UHe HMS UMY £ ABLICH ATI0t0| E2 SHYS 745 HA AE0{9] Mt 2o
HQI7h HEELICH ID 29 ASF 401 £ 7|8k HAA FO{(ABAC) HEH Hodoll 7lofE 4
QU= ALS O] CHEH B2 USLICH HMA ETO| HHAE KMol IR £ 7+ AMA Mo &
HE MIE 4 UKIE 57} A7|0F £30| BRE OAuth2.0 LI 2 BT Lt

Verified Permissions 2& 2| API HO|E9 0| 2 X4 5B SZAt L ot dHo 2 dHE SM2 47|
otoll ID E2 Q2 &HELICt ol HMA EZ Zale| HRE oflLIch AF|Oto] H| 25 4
M2 EZ2 28Ye £7}15t24H JSON ZEMA AF|0HE TEISt T commonTypes 442 F7}3H of
BrLICH REMISH LI 2 HAMA EZ OiE BHHE BT AIL.

OIDC & 22 oft] A X[HELICH

OIDC BSAHE F7He [ H& AF0{0] AHSAF 18 HbiAlol L3RS ID E= HAA EZ0iM
8 230l 0IB S MIF & UALICH HOIE HEH2 18 SHYS O+ FASE QIAFLICH

= At: "groups": "MyGroup"

=
S 5: "groups": "MyGroupl MyGroup2 MyGroup3".ZI EAlYUS OE5QIL

3. JSON (&lE2E #&8) §5: "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note
Verified Permissions= Mo Z AEE O & ool 2 EAMYUE HEo| OS2 sliAME
LICH S8 E2X7I U= IE 0|2 HAU OIS ZE HAM5tedH S ol SEHES " 7L
M74gL|Ct. 0o & E0{ My GroupZhl= O|FS &2 ZBELICIMyGroup.
EZ fY M=
HM AEO{7I AHE BH AAQ & XSt AR A 5H AA FHO| 7| AH, FID £
Ma EEE ®2IE x| oFof et E2EILICH Amazon Cognito AH4 5 S 2 XHE AL 35 API
CiAEl HM AEO{E MMHE I EE RYE MEIE & USLICH APIHZAE HM AE0{E MHEE
[HID ==

MM A EZ0] CHEE HE 018 MHEX| 048 E MEHSH OF B LICt O] HE = Verified
Permissions 7 22 AE 010 2 &3t= A 7|0t &1 API HO|E 1|0|01| CHEH Lambda &8t £ 04X} 2|
T 20| &2 ELICIAPL. OIDC B2 ZXE AIE5tH R E SH AAE [ EE K3 MEHSHOE
LICH ID EE= HMA EES MElE = Qo MEIGIX| 2 EE -ﬁ-%ﬁ% M2 AE 00 M2

|
-I)|

T o= =2 =10
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K| ot&Lct E5|ID EZ 282 Verified Permissions 2£ 2| &40 AIS 2 2 OiZ 5104

OldE o
T ACHRE 3H AAE dEs 7| Mo MElgd EE /S0 I Cistl O2| ZYELcH E2 fES
gotodH A A7|0HE 2[HME st Ol &2 8 =30 EELICh & FHoME EA AE0

oM ID & AMA EES ALEste S-S dTELICH

Mo UutrMo 2 of ZH2 Aol AF|OF £MH2 X FLICtprincipal.username. EZ £2(& O]
Boll LHEHE &= / /U= @, (=2t 22 GxK7t otl CHRE 2 2| 2Rl B2 Verified Permissions=
principal.cognito:username E=9t Z2 X 2 & EME = & LIClcontext.ip-

T I

address. CHAI CHE S E7(8O 2 0|28t Z7H2 22 principal["cognito:username"] EE&
Aoz ZOHE|ofF EfLIClcontext["ip-address"]. 2& 2A_£ ZdY ol R&EE B 7(P0|D4
O| @7 AtEol CHEr R U8 B=RH7t ot =l of| @ IL|Ct.

o>

ol 8o ot A £dof CHer F & old| A7|o0t= CHE1 Z&LCh

"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
b
"custom:employmentStoreCode": {
"type": "String",
"required": true,

b
"email": {
"type": "String",
"required": false
}
}
}
}
Ol RO HHAE &fdoi et #& ol A7|ot= ChtEat Z &Lt
"GetOrder": {

"memberOf": [],
"appliesTo": {
"resourceTypes": [
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"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
1,
"principalTypes": [
"User"
]
}
}
ol A7|otof CHall HEE HH o= MME HESIMQLHES H7|HE AE6I0{ EE SEHZE.
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Amazon Verified PermissionsO| A &F 504 73

St Ho{ DEIE YE$H £0i= Amazon Verified PermissionsS
s L—IEP Verlfled Perm|SS|ons st 204E °=|8}E4 ]

Verified Permissions& Al&8t H&t 20{= o Z 2|70l o] uX HEH 2! API HEtol| R &FLICH

UX 8t
OHZ 2|7 0| UXO| CHEH ALE K} HM|AE Ao LICH AFS A7 HM[ASHOF 5t= =5 2F Al H
£, Jeie U J|E} 2lAaAD 2 = UL E F{8F &= JUELICH 6§ E01, ArSX7F 2 1E 'kt
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2E #olE = st

AP| #3t
CllO|E{of CHEt At R HMAE Mo{EFLICE O ZEZ|7H0|M2 S 24t A|lAEIS| 2R 0|H 2
HollM HEE 7IX{SLICIAPIs. Verified Permissions7} 'AI 2 O|A' HE EAIE 5{88H WZ A
O| oMl M= AFEXI7E OIME AIRTE M  S& & Mt F04 2™ S LigdoF & LCt. Verified
Permissions= 243 M& CHA QI CHA HHE LYst= API REE &QI8t O, MEE CHE A

oz FAIGHE 2ME 42¥ £+ UsLch

O| ZHIXE MHSI= Xl ME HA AE0{0|A 7FK R RZAULICH Hl&5te{™ E|AE o
DigitalPetStore MZ Hi AE0{E Mg LCt

HiX| & 20{E AFE5t0d UX HEHE T 3ot = F = ME ol ZE2/7o|M2 AWS EQH ER
9| 720 ek MEsHE T8 £040i Amazon Verified Permissions AFFE 2 & Z5HMI2.
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IsAuthorized

IsAuthorized API 242 = QIEl Mol Q= HEl §04 9| TIQUMULCH 2ot =A|, &,
2laA HEIAE QX QA E XMESHOF & LICE Verified Permissions= 2% 9| HEE|E H A
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IsAuthorizedWithToken
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&LicH JWT A&t ZE 2ot x| OIO|E{E & <{oF &FL|Ct.
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
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Test bench

1. Verified Permissions 20 M Verified Permissions 2 4LICt. 0|§0| Q1 MZ MM AE
0{0f| A XA AE0{E MM L|CtDigitalPetStore.
2. MMM AEO{MEIAE

HIXIE MERFLICH
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d. DigitalPetStore::0rder 2|AA0]
A2 MAgL|CH MEY DigitalPetStore: :User & 124 Alice
e. Alice7t TE2 BEX S QEMELICH Eot FAJt =5t ZHUAME MEHE L
CiDigitalPetStore: :Action::"GetOrder".
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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REST API
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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4. MRl A= E =rdof CHEt 2ot T4, &Y, 2lAaA U AEE|E AHE 509 Verified Permissions
off CH Het Hof @S MM EFLIC} Verified Permissions= &% AE0{9| HAHol| CHE SHE
Yotetn ek Fo{ 2™ S HHEHENLICH.

5. OHZ2|H 0|ME Verified Permissions?| 5{& = 7HE
MEghLct.
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Verified Permissions APl 2f40| LH& £|o] /& LICH AWS SDKs. 101l Verified PermissionsE ®Z & 5t
o4 MEHE 010{2|E AWS SDK ¢ 7 |X|of S&&hL|Cct.

AMEH LIS LotE D CHREESEd{MH 8 =7 = Amazon Web Services AWS SDKsE XA 2.

Ct=2 2 CtYFsto| Verified Permissions 2lA A0 CHet A 213 QIL|CH AWS SDKs.

« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java

« AWS SDK for JavaScript

« AWS SDK for PHP

« AWS SDK for Python (Boto)
« AWS SDK for Ruby

of CH§t CHS AWS SDK for JavaScript 0| A= Amazon Verified Permissions 2! Amazon CognitoE At
88t MEstE Het §0q ZEA 510l IsAuthorized HIRELICH
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https://aws.amazon.com/tools/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-verifiedpermissions/html/class_aws_1_1_verified_permissions_1_1_verified_permissions_client.html
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const authResult = await avp.isAuthorized({

principal: 'User::"alice"',

'"Action::"view"',
'Photo: :"VacationPhoto94.jpg"",

action:
resource:

// whenever our policy references attributes of the entity,

// isAuthorized needs an entity argument that provides
// those attributes
entities: {

entitylList: [

{
"identifier": {
"entityType": "User",
"entityId": "alice"
1,
"attributes": {
"location": {
"String": "USA"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html#amazonverifiedpermissions-resources-for-iam-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_DeletePolicyStore.html
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{
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicyStores.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicy.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicies.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AmazonCognitoReadOnly 2= & 94735} o} & L|C}.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicyStore",
"verifiedpermissions:ListPolicyStores"

1,

"Resource'": "*"

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:*"

1,

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"
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e e 204 2| APIs IsAuthorized L& EZ & 5l04 Amazon Verified Permissions2| 2 E
17| Zrdof CHEt HM|A HEHE F0{&LICIHIsAuthorizedWithToken.

(® Note

BatchIsAuthorized 2!0j CHEF YM|A BatchIsAuthorizedWithToken ®EH0| E0{E|H
IsAuthorizedWithTokenZtZt IsAuthorized 20 CHEF HMA HEHO| RIS 2 E0{E
LIC}.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:ListPolicyStores"

1,

"Resource": "*"

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedwWithToken",
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"verifiedpermissions:ListIdentitySources",
"verifiedpermissions:ListPolicies",
"verifiedpermissions:ListPolicyTemplates"
1,
"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"
]
}
]
}
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IsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
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},

"eventTime": "2023-11-20T22:55:037",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
},
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a@9a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"
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BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:role/ExampleRole",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I
"eventTime": "2023-11-20T23:02:33Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
3,
{

"principal": {
"entityType": "PhotoFlash
"entityId": "annalisa"
1,
"action": {
"actionType": "PhotoFlash
"actionId": "DeletePhoto"
1,

::User",

::Action",
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"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"

iy

"responseElements": null,

"additionalEventData": {
"results": [

{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
1,
"decision": "ALLOW"
1,
{

"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"

iy

"action": {

"actionType": "PhotoFlash::Action",

"actionId": "DeletePhoto"
1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

}I

"decision": "DENY"
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}

},

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"

}

1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},

"eventTime": "2023-05-22T07:43:33Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {

+

"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {

"mode": "OFF"

}
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"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",

arn":
PSEXAMPLEabcdefgl111111",
"createdDate": "2023-05-22T07:43:33.9627947",
"lastUpdatedDate": "2023-05-22T07:43:33.962794Z"
},
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "bb6bedaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

ListPolicyStores

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69
"requestParameters": {
"maxResults": 10
b

"responseElements": null,

"requestID": "5ef238db-9f87-4f37-ab7b-6cf@ba5df891",
"eventID": "bQ430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"arn:aws:verifiedpermissions::123456789012:policy-store/

.@",
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"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:43:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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PutSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-16T12:58:5772",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
.
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.5134427",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
.
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfod",
"eventID": "7cd@c677-733f-4602-bc@®3-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

@Il’
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GetSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

.

"eventTime": "2023-05-25T01:12:0772",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
1,
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@Ob3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-16T13:00:247",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.4444042Z",
"createdDate": "2023-05-16T13:00:23.444404Z",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",
"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-25T01:11:48Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
I
"responsekElements": null,
"requestID": "5ff0@f22e-6bbd-4b85-a400-4fb74aa@5dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-22T07:42:30Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
I
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
I
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z"
},
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "30ab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

.0",
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GetPolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole"
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

.

"eventTime": "2023-05-22T07:43:297",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

4

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgll11111"
1,
"responseElements": null,
"requestID": "23022a9%e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn "arn:aws:verifiedpermissions::123456789012
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

CreateldentitySource

"eventVersion": "1.08",

:policy-store/
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"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-19TQ1:27:44Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
},
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
I
"responseElements": {
"createdDate": "2023-07-14T15:05:01.599534Z",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.599534Z",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl3a4ldc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
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"eventCategory": "Management"

GetldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T19:55:31Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b
"responseElements": null,
"requestID": "7a6ecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9a427",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1)
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

Verified Permissions 21 I+ 3= 0|3l 154



Amazon Verified Permissions INT=IY A To] =]

ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
.
"eventTime": "2023-05-24T20:05:32Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
1,
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-24T19:55:327",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responsekElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"
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"number": 1

I
{
"sentence": "Here is an example sentence"
1,
{
"Question": false
}

Verified Permissions

{
"Set": [
{
"Record": {
"number": {
"Long": 1
}
}
.
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
},
{
"Record": {
"question": {
"Boolean": false
}
}
}
]
}

Example - 2= H7}
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Cedar
[
{
}I
{
}I
{

"uid": {
"type": "PhotoApp::User",
"id": "alice"

},
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
1,
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
},
{
"type": "PhotoApp::UserGroup",
"id": "AVTeam"
}
]
"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto. jpg"
1,
"attrs": {
"private": false,
"account": {
"__entity": {
"type": "PhotoApp::Account",
"id": "ahmad"
}
}
},

"parents": []

"Uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

SIE(E]

o
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iy
"attrs": {3},
"parents": []

"uid": {

"type": "PhotoApp::UserGroup",

"id": "AVTeam"

iy
"attrs": {3},
"parents": []

Verified Permissions

"Identifier": {
"EntityType": "PhotoApp
"EntityId": "alice"

},
"Attributes": {
"age": {
"Long": 25
},
"name": {
"String": "alice"
b
"userId": {
"String": "123456789012"
}
b
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]

::Userx",
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},
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
I
"Attributes": {
"private": {
"Boolean": false
I
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"
}
}
},
"Parents": []
},
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
I
"Parents": []
I
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
},
"Parents": []
}
]
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