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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowWorkDocsFileUpload",
"Effect": "Allow",
"Principal": {
"Service": "workdocs.amazonaws.com"
I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BUCKET-NAME/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS-ACCOUNT-ID"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:workdocs:REGION:AWS-ACCOUNT -
ID:organization/WORKDOCS-DIRECTORY-ID"

}
}
}
)
}
(@ Note
. WORKDOCS-DIRECTORY-ID# #any ##t ID###. WorkDocs O] 2 E = AWS WorkDocs
£ 0| “L} AIO|E” E|0|E 0| M & Qlsh &= Ql&L|C}.
o H{Z! XA Mo CHEt AFMIEH LI Amazon S3 2£2 AI25104 HZ! MHA FI1E &t x
SHAAI2.
« IAM Z& WorkDocs 2£0{A OFO|22i[0|ME AlZtSIEdH IAM B & EoF X9 HEh MEo CHS
Mol A4z|o{ lo{oF EFLICt.
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowStartWorkDocsMigration",
"Effect": "Allow",
"Action": [
"workdocs:StartInstanceExport"

I
>
B
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
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1,
"Resource": [
"arn:aws:workdocs:REGION:AWS-ACCOUNT-ID:organization/WORKDOCS-
DIRECTORY-ID"
]
I
{

"Sid": "AllowDescribeWorkDocsMigrations",

"Effect": "Allow",

"Action": [
"workdocs:DescribeInstanceExports",
"workdocs:DescribeInstances"

]I

"Resource": [

"

"Sid": "AllowS3Validations",

"Effect": "Allow",

"Action": [
"s3:HeadBucket",
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"kms:ListAliases"

1,

"Resource": [
"arn:aws:s3:::BUCKET-NAME"

"Sid": "AllowS3ListMyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets™"

1,

"Resource": [

i n

I
>
B
[
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"Sid": "AllowKMSMigration",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:DescribeKey"

1,

"Resource": [

"arn:aws:kms:REGION:AWS-ACCOUNT-ID:key/KEY-RESOURCE-ID"
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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) frem the WorkDocs site data-migration-
pentest-2 to the designated $3 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from 53. Your
migrated data will be available in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an S3 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

53 URI

[Q 53://your-properly-configured-bucket )(| | view [4 | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domain.com

‘ person@domainl.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated S3 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, arn:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [

AWS KMS key details

Key ARN
am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc 123456789 [

Key status

Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

mo'&ﬂﬂ@'ﬁ '-Eh%haﬁﬁ he subjed' to 53 pricing. Once you ha'-re validated that the dat: is mlgrzted you can stop your WorkDods billing by deleting 19
the WarkDoes site. To delete WorkDocs site, please refer to these instructions.,

To confirm migration, type migrate in the text input field. EEEEEE—
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TestFile_version_1707437230000.txt

PathToFile,PrincipalName,PrincipalType,Role
/mydocs/Projects,userl@domain.com, USER, VIEWER
/mydocs/Personal,user2@domain.com,USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com,USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com,USER, CONTRIBUTOR

/mydocs/Notes, user2@domain.com, USER, COOWNER

/mydocs/Notes, userl@domain.com,USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com,USER, COOWNER
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PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1
/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:18:09.812Z, TEST ANNOTATION 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3
/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:56:27.390Z, TEST COMMENT 1
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/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:17:10.348Z, TEST COMMENT 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z,TEST COMMENT 3
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4
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FileOwner,PathToFile,DocumentId, Versionld,SkippedReason
userl@domain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too
large. Please notify the document owner...
user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too
large. Please notify the document owner...
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Migrations
Migration Status
() Succeded

) Succeded

Start Time

Feb 1, 2024, 18:01 EST

Feb 8, 2024, 17:00 EST

End Time

Feb 1, 2024, 12:01 EST

Feb 8, 2024, 17:02 EST
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workdocs-data-migration-tool-test-bi

workdocs-data-migration-tool-test-bt
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

Amazon WorkDocs el MEAM

Amazon?| E o WorkDocs

o| ZEtRE E ot AWS 0| %[ M =2|&LICh AWS T2 7
Zotz= TEE Clo/E ME W HEXD of 7o O/HS £ 4 L

AWS 2t AtE X} 7ho| S & MURULICH S5 M ZE2 o Alg 2 et L 2o 3 FEke

2
—
| 2otoz MPEFrLICH

Hot
=g

Z2RC HOot- AWS = AWS S22 0llA AWS MH|AZ Alslst= Qg2 H5 38 #Me|0| Qla
LICH AWS EgtE QS A8 E = UE MHIAE MBE L 7t

Ch ME DHE[ HAMH2 7/He =
AWS #E & T2 0| UEto 2 Eot I E EHIAES T HEELICH Amazondl M8E|= 7
g &+ Zz2a=ol CiEt RiMEF LHE2 7 &4 Z2 O30l Y2l L AH|AE WorkDocs 2 Z= HAll

- SR Hot- AF23HE AWS AMH|A0f 2k 24
4T, SA T ALY, &HEd HE Sl 74 E HIR S J|EF A0 CHSHME ";H?:!OI a L|C}. OI Al

e x

==

=
MO| FAN= Amazon2 AISE [ B3 MU 2 ME35te W2 oldlistE dl =&0| Eulct

WorkDocs.

(® Note
WorkDocs ZE|o| AtEAtE B3 E= ZOE T ZE MESIod Y T & 2R 9| AFEXte &
& &= U&LICE 3Lt Ol Active Directory {9 E{E AL 5t= ALOIEO B M ELICH At

At
OlE0| B 23 MHS HQUST BIAte| 27 Abgtoll 7 Mt M

= MEErLCH
oS FAME 2ot U 7 &4 SE 0 %7 Amazon WorkDocs 2 T4 ete H#S EoiELIC
EE$F Amazon WorkDocs ZIAAE ZLIEZISHT E5 5t Ol £ 20| &= CHE AWS MHIAE AF83F
= gz gotELct
=X

Amazon0llA 224 ! 2 L|E{2 WorkDocs
Amazon0f CHEF #8 &4 435 WorkDocs
« Amazon®| £ &21 WorkDocs

« Amazon®2| @l 2} & o WorkDocs



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon WorkDocs el MEAM

AmazonQ| A}Zd & gl HAH|A £H2| WorkDocs

AWS Identity and Access Management (IAM)E ZZ[XF7F AWS Z|AA0f CHEF HHAE QHHSHA A|
0{5t= O 20| AWS MH|A E|= lL|Ct. IAM 2 2|AH= Amazon WorkDocs ElAAE AI2SIEE
QISR L HMEt Ro4(HEH Ho)E B2 = U AFSKHE MOo{FLICt IAME F7t H|& Q10| At

& 4 AWS AH|A Qe L.

AL&3to] AMA 2tE|

« Amazon2| WorkDocs ¢4 gf A1 |AM

=
« Amazon WorkDocs AtZ3 & A
« Amazon WorkDocs A4 & Ll dHAA ZX| A

CH&f

AHE EH AWS Identity and Access Management (IAM)2 AmazonOllAM =&5tE= 2Fdod| 2k CHE L
Ct WorkDocs.

>

A& X} - Amazon WorkDocs AMH|AE AF& 3504 ZHedg &5t
Het=2 MIguct o 22 Amazon WorkDocs 7|52 AH&3510
= Q&LCH HMA HE 2| Y olatistH BEIKAH 2

. Amazon0i| M 7|soi| HAAE = gie B MME WorkDocsE
H ol HHA EX SHE.

% &

> e o >
N T 0 08 T
ol

oy T W

MH|A 2[R} - S|AFOI| A Amazon WorkDocs ElAAE MUX| T s B AmazonOll CHEF x| <4
MA 8Ol U2 == U&LICH WorkDocs. MH[A AFEXE7E HAM|ASHOF 5H= Amazon WorkDocs 7|
st 2|AAE AYstE A2 AFSAe| A Lct O CFg 1AM B 2Rl A 28 ME 5o M|
A AL&Ro| HEtE A ELICE o] Ho|X|ol HEE AESH0{ IAML| 7|& TS Olalist A Al2. 3|A
7t AmazonlAMM|ME A& 35t= Eedof CHet AFMEH LI 2 MM E WorkDocs & & 5t M| 2 Amazon 2|
WorkDocs 224 &A1 IAM.

IAM ZHE[R} - IAM 2 2[R} 2] B2 Amazon0i CiEt HMAE 22|57 & BME Adshs SHoll o
AR MEE 21 A8 £ Q&LICH WorkDocs. OlAM AF2E 4= Q&= Amazon WorkDocs AtZ3 5
7|E ZEOo| of| & Ep{MH MME IAME ESHM| 2 Amazon WorkDocs AHZ3 S 7|HE Z4=H of K.

ez

0l

EEIEVPNETE) 20



Amazon WorkDocs el MEAM

eI52 AtH B AWS c2of 2a0l5H= SHRULICH 2 AWS HE FE ALERE IAM ASRIE E=
IAM A& S S eistod AS(22 2 AWS)E[0{0F B LT}
A2EB5HAAE S8 MSE AHE 3HE AFE5H0od HH 0|M Xt 3 AWS 22 0f 210

e
£ QI&LICH AWS IAM Identity Center (IAM Identity Center) A& X}, 3|AL2] Single Sign-On 215 2!
Google EE= Facebook Xt ZH2 H|HE|O|M Xt SHO| of| LICt HHE0|ME IDE 2aQl6t=
A2 2E|X7t oo IAM &2 AFE5104 ID HCH B 0| M S M et A EfULICH HHE|O|ME AHE
501 AWS Ooff HM|ASHH ZHXMo = a2 +=5HAH Fulct

A8 8ol 2l AWS Management Console EE = AWS HAMA Z&of 2318 4 Q&LIC of
Z015HE gheHol CHEE XM LI 2 AWS 2101 AFE MEMOolof| 2a9215tE ¢S AWSE X5l

M. AWS A

AWS T2 P Ao 2 of| HMASHE BL

A AZERo] 7Y 7| E(SDK)2H EH s

ME5X| e B2 A 2H-of| M 3Hof & LIEL ﬁ’é,* S AFE35H0o 21 2ol S
AM A H

749 x|
o
CHEF REAMIEE LHE

(@)
M
2|
—

AP%&E Q15 Wedof arteiol = Eeot HEE MBsHoF & == U&LICE o|E Eo{= CHE QT
(MFA)S ALE3lod Aol Eot2 A3t =S AWS HEELICH RIMEH LI 2 AHE MY A{o| HE| T
E 215 U AL MBEMAWS O HE| TE QIS 2 IAM & ZSHMIAM. AWS IAM Identity Center

AM ALSRHE B At S OfZ I 0l40f CHEF S M0l AWS A e LH A ZBLICH 7t
S8 S gs WAHHA FI9H 22 BT 2O OIF HETL AU IAM AL RHE MM CHA YA 2
o 0I5 HEE AS3HE 2ol FALICL 22 IAV NSRS ] 20t 0I5 0| BLH ST AS A
2ll7t Qs B AMA 718 DHSHE 20l ESLICH REAIE LIS 1AM ALS MBAMol & 7| Zet ol
50| LR ALS ARllo] B2 ByIMoE AMA 7| DHE HZTHML.

IAM 52 IAM AER AHME X|Este At FHAULICH MERE OE22 208 & gl&aL
Ch O25& AL835t04 042 AL Ate| HetE & ol X|He & QJ&LICH 252 AISstH tir 2 A
?-

Kb Egto| HetE o €A &2lE £ UELICH o€ Eof 2l 282 XIHIAMAdmIinsat D Y 185
of IAM EIAAE EE|E = U= HEE BoiE = U&LICH

AHSRHE 48T} CHELICH AFSRHE 3 AR = OfEEIH 01MT DR eHH HAEIKIY, e e s
o180| WR B ABOIEHH FTLL 2 UE 4 UBLICH AL AHE YT MOl F7| K2 BHE JHx|n



https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html

Amazon WorkDocs el MEAM

KB g2 A Xt SHEF MSELICH RHAEH LI 2 IAM AHE DB | IAM ALE AL ALE AR

IAM 2382 E7% MEto| AWS AI™E Q= L] Xt ZHILICE o] &2 IAM AL XS HIL5HX|EH &
Qlnp HAZE|K| SE&LICH oA IAM &2 UAXoZ oM AS KoM A (EE)E T

nt Consoles® U&LICE 1AM = AWS API S S E5t7HLt ALSKE XIHE
= & AL ol CHEE REAISH LI 2 IAM AL

+ HCHI01A ASAF AMIA - TR0 DO HEHS FofshET IS MAstT ST gl Mat
£ MolgtLict. HCIZ0lA ID7} QIS EIM &0| ITE|T ofgrol HolE Msto| £oiELICH T
Ol4d of8roil CHEH RLAIZH LIS 2 IAM AHS MB M| EFAR X424 B3 T3 RH(w| {3 0f44)0fl ChEt
2 U HREHMLL. IAM dentity Contor A 3HE 22 HE MEE THH UL 915 %
SOl UMAY % = 22 Hoist7| /3 IAM Identity Centers M3t MESO| A8 45
g MyMol Hst &

=

gl

(E!

74

74

QiEtAlZILICHAM. TEh &lgholl CHEt RFA[EH LHE 2 AWS IAM Identity Center At
&

2 Rt Bt - IAM AL R EE= GE 2 IAM GE 2 s=2lsto] £ & doi| CHsH CHE st
=) 5t

= =

o AE2A HHE HMA - IAM A2 AFE5H0{ CHE HHO
Mol ZlaAao| HMASIES &
Ch. 2Lt Y& oM (e e 5
= &LCH mAF H™ HM Ao CHEF A& 2
Aol o M WA HIE BlAA HMAE IAM R ESHA L.

o WX MH|A HAA - UE = CHEAM 7152 AWS AMH|A AF2EFL|CH AWS MH|A. 0E E0{ M
HAWM =E& M Y MHIA7F Amazon0ll A o Z2[7o|Me A-EC23H7{LE Amazon S301 2
X2 KEsHE 740 YHQIL|CH MHIAES R 3 &5t= B0t || HEtS A5 HL, AHIA

=
= T
GfHS ABBTILL EE MHIA 9478 GHE A 5tod 0] SIS 2 8E 4 ABLIC
cC

=
« TE HAMA MIM(FAS) - IAM AFE X} EEE

a%;\ 5to{0ilM EHd2 ae m Hot FRZ
AWSZHFEILICH LR MHIAE A3 C

12 MHIAOIM CHE Stig ARt Breig 4
|

=
—
st £ Ql&LICHES &5t Hot FA st2 CIRAEZ MH|A0]

2l &t Ii_

I AWS MH|IAETH FAS AP EFLICH FAS 232 MH|A7F CHE AWS MH|A EEE B|AA Q9
M5 0| EHRE 2HE £olste Aot +™-ELICEH 0| B, F MYs 25 s8eg = 9
= HEho| Qlo{of EfLICE FAS @& A| M ME MEE UM A MM M S BIX5HM 2.

IDE 88 215 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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"Action": "workdocs:Describe*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": [
"zocalo:*",
"workdocs:*"
1,
"Resource": "*"
}
]
}

O|g{e JSON HA E A NI E A& 35}0d 24
IAM AF2 A S| JSON EHO{|A & MAMS FHXSIAS.

A
o A D At

« Amazon WorkDocs 2& Al
?-

« ASXTH ROl T REF HEHE

=
=
o Ar&XF7F Amazon WorkDocs Z|AA0| CHEF 17| Mg HMA S

A4 3H 7|8 22 HZ ol A Amazon WorkDocs ElAAE M4, HMA EEE AMKE £ QlEX| 0
4% ooz O._oH AWS 74|7<4o1| HIEO| &g = JU&LICH ID 7|8 HAM S HM5HH
:Il-

o AWS ZZ|™ HAMZ ARt 2|4 MEC R M- ASK U I ZE=of HEH F0{E AlE5HE{H
DI2 QUHFAOl AL AbElof CHEE HEHE F045lE AWS 218 M2 ASELICH oM A8 E £
A& LICH AWS A H. APR Atgdlof &= A WS TP HME Holsto] HEtE FUIE E0|l A
O| E&LICH RIMIEH MEE IAM AFE M Ao AWS 22|38 A e= R 0f ZHEAWS 223 &
S HZTSML



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"ds:DescribeDirectories",
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"ec2:DescribeSubnets"
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"Resource": "*"
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iam:PassRole
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Records : [
{
"eventVersion" : "1.01",
"userIdentity"
{
"type" : "IAMUser",
"principalld" : "user_id",

"arn "user_arn",
"accountId" : "account_id",
"accessKeyId" : "access_key_id",
"userName" : "user_name"
.
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters"
{
"directoryId" : "directory_ id",
"userSid" : "user_sid",
"group" : "group"
.
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"

"eventVersion" : "1.01",

"userIdentity"

{
"type" : "Unknown",
"principalId" : "user_id",
"accountId" : "account_id",
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"userName" : "user_name"
I
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{

"AuthenticationToken" : "**-redacted-**"
},
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
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042 ZAFE{0d Amazon WorkDocs EC0|E HiE
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Amazon WorkDocs Drive 22t0|MEE dx|& = U&LICt. https://amazonworkdocs.com/en/clients

oM ECI0|MEE CIRECEE £ Q&LICt

Amazon WorkDocs DriveE AI235l240d 2 E AWS IP A0 CHSH L E 4430 | A HTTPS HAMA 7} HE
Q= M 7|t AMA|Q. EEBF CHAF A|AEIO| Amazon WorkDocs Drive| x| @7 AIE S &=
St=X| = elshof &hLlCt. XM‘II?J LH& 2 Amazon WorkDocs A& At A A 9| Amazon WorkDocs =
oo|E MXIE RZSHMAIL.
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