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f+ 4= AWS Certificate Manager ?

AWS Certificate Manager (ACM) &3 612, FH#MET LN BRFIAE SSL/TLS X.509 ik HMZEANE
ZFEBE | XERNZRA TR EWAWSRU TN ARF. ZANEZBEY ACMZRIESR , REE
RRE=AERLSAACM BERGEH , NERAWSHESREIEH, ACMIERBAURIFE—FHE, 2
MEEHE., BEAEIXLEHNAES. ACM BEREH IR TRBEN Fifl. LERUS HH
AWS FoF CA £EH ACMiE$ |, LEHERNE PKI FHE A EFE R,

® Note

ACM HAE&EII webserver fEA ., MREAETE Amazon EC2 £6| LiRBEM YN EZ 2 RS
82, LLT#IRES < : £ Amazon Linux 2023 L& SSL/TLS,

FH
- XENXIE
« AWS Certificate Manager E#

« AWS Certificate Manager #&:
« B AWS IEPRSEERNER?

XX

WA AWS —figS & ) AWS X fMim R 8y AWS Xigi&R LEEF ACM B XAl A4,

ACM FIEBE FXEHRR. EENZSMAWSKIFHERNTEREFSE (FQDN) = FQDN A
iE$ AT Elastic Load Balancing , B4R ABNMNXEFEFERISF A —MIEH, XF ACM BHMIES ,
XERELMNERMBRIES N XENIERTPHENMNEE. EFEERXBzZBEEHFES,

ZE 7 Amazon CloudFront RfEEA ACM iE$ , BHRESEZERI ( BHFRILILE ) KiFHiER (=
BN ) ZER, XEHEEA CloudFront £ BLXEXH ACM IEPFEr BN ZDEEENFIE
BB,

XEHNXE fRZ< 1.0 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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AWS Certificate Manager E#

3t FEF AWS Certificate Manager EI2# SSL/TLS iEH , BAFEZNTNTRH, BRERNECE
AFEzTMESNARFN AWS BR[A %, BX&HH ACM ENER , S AWS MiE L/ AWS
Certificate Manager JRE EMN R H,

AWS Certificate Manager # =

AFRME T AWS Certificate Manager FT LS E Yo
F&:

« ACM iE$

« ACM 1 CA

o IEXNHREEEA IR

o EPBMAA

- EPBHEAE

- HERSE

- HE

o INERFEZE

- T2REERE (FQDN)

- NEBHEMIEHE
T

- REEEFRE (SSL)

s Z£ HTTPS

» SSL RS EFIED

o NMHBHAME

« BREREMMIN (TLS)
- B

ACM iEH

ACM H 5 X.509 A 3 iEH, BMEBERBHN 13MA (395X ) , #AEBEUTT R.
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https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/

AWS P EEE R
« ERAR - EEXTENIEHRERIERMANN (CA)
- BREBARRF - XFRISATEFIUEPNAERRANMHNAEEH,
- TEFARREG - XFRINTERELEERNIES,
- BAFEA - EXRIEBHFRAN LB ERANAR,
- YREAEAR - EERZACEAT REENAGATHIEEALEBHAN ISR,
. CRL & - JEE A& H K CRL ERMAE,
ACM M & RYIE BRI XA LT AT =B -
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA
Validity
Not Before: Jan 30 18:46:53 2018 GMT
Not After : Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:ba:a6:8a:2a:91:0b:63:e8:08:de:ca:e7:59:a4:
69:4c:e9:e€a:26:04:d5:31:54:f5:ec:cb:4e:af:27:
€3:94:0f:a6:85:41:6b:8e:a3:c1:c8:c@:3f:1c:ac:
a2:ca:0a:b2:dd:7f:c0:57:53:0b:9f:b4:70:78:d5:
43:20:ef:2c:07:5a:e4:1f:d1:25:24:4a:81:ab:d5:
08:26:73:f8:a6:d7:22:c2:4f:4f:86:72:0e:11:95:
03:96:6d:d5:3f:ff:18:a6:0b:36:c5:4f:78:bc:51:
b5:b6:36:86:7c:36:65:6f:2€:82:73:1f:c7:95:85:
a4:77:96:3f:c0:96:€2:02:94:64:f0:3a:df:e0:76:
05:c4:56:a2:44:72:6F:8a:8a:al:f3:ee:34:47:14:
bc:32:f7:50:6a:e9:42:f5:f4:1c:9a:7a:74:1d:e5:
68:09:75:19:4b:ac:c6:33:90:97:8c:0d:d1l:eb:8a:
02:f3:3€:01:83:8d:16:f6:40:39:21:be:1a:72:d8:
5a3:15:68:75:42:3e:f0:0d:54:16:ed:9a:8f:94:ec:
59:25:e0:37:8e:af:6a:6d:99:0a:8d:7d:78:0f:ea:
40:6d:3a:55:36:8€:60:5b:d6:0d:b4:06:a3:ac:ab:
e2:bf:c9:b7:fe:22:9e:2a:f6:f3:42:bb:94:3e:b7:

ACM iF# fRZs 1.0 3
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Signature Algorithm:
03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:
e5:
8a:
04:
3.
b9:

69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

8a

03:
44
a3:
8e:
12:

CA:FALSE

08:73
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:

X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

ACM 1R CA

B ACM MR A BLIRSSAFIEBMELT Amazon 18 CA SREHEE :

15:
a7:
8f:
9d:
cd:
7e:
41:
80:
62:

6a
3a

cl:

al

a’:
35:

Oc:
33:
b5:
da:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
:dl:
as:

d5

4a

fb:

df:
35:
e2:
:80:
15:
15:
ds:
ad:
8c:
9c:
1lc:
77:

sha256WithRSAEncryption
39:
74
al:
e2:
16:

a9:
fh4:
78:
a2:
2f:
99:
a7’:
75:
98:
b8:
bc:
33:
46:
26:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

a3:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

9a

96:
ab6:
08:
c2:

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0o:
08:
40:

Qa

b2:
b6:
72:
67:
f7:
b0:
45:
e3:
e0:
di:

43

d3:
bl:
:5b:

d4:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:

38

fb:
ab:
bb:
29:
c5:
Oc:
3e:
8d:

fa

4f:
65:
81:
:f9:

Se:cc:

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
:94:
do:
60:
b0:
57:
d5:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
ds:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:
10:
c3:
97:
c5:

as:
98:

3a

42:
3b:
69:
6b:
da:
ee:
f8:
fc:
04:
10:
27:

46:
c6:
143
52:
e3:
08:
e7:
7d:
3a:
1lc:
36:
0b:
42:
c3:

ACM #& CA

MR 1.0 4
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A5 HEH I H &
CN=Amazon Root CA 1,0=Amazon,C=US 2048 i RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096 1 RSA (RSA_4096)
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 fi (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM FR&E BB ZRINEFEHE R CN=Amazon Root CA 1,0=Amazon,C=US , iXi2# T 2048 {1 #Y
RSA &2, HRREUMERER ., FrERAH Starfield Services Root Certificate Authority i
PERINEE,

EXEZEER |, 55 % Amazon Trust Services,

TR
#SH 55,
FEXRNHRPA IR

ERNMMBAETHURANE , EEATRNEERZE LAXNEBANBZNBEEZENES. BHZ—2A
BREH , BEU X509 v IEBERRER. Z—IRARMEEN , URre2HXFMH. X.509 iEHFHFA
P ENSEMARR EBHEE) NEOHREILETENA.

ACM iE$ 2 X.509 SSL/TLS if$ , B FEMUEN SR LNFAEEREIEPHETENLER
. ACM £ AWS KMS key tNZFEHH, BEXEZER , BSR IR ERAN T M,
N3l -& |2

IEBMAR (CA) B— IR BFIUEBAIKE, Bl L, FEANBFIERLRBEET I1SO X.509 #7
#. CAMREEENHFIES , ATHINERERAENSOHRZFOHEINIRHEESNLEE
H, CAEBEZELERILES BH.

TR hR4< 1.0 5


https://www.amazontrust.com/repository/

AWS iF R EEES AFEE
ldE:*giEEEHI*-EH/LA

R T BH LR IR AT & SR IRIAR CA M AH SSL/TLS iFP |, FLEER KB ER NENEM AN AEIEP
ERELEBBAEAEP, HEFHIER. REFATLHICTK. RIEKWIEBBESEXNKLIFPEK
HiR,

AL RE  BIBRIANENEMREERNNVIESR, EUUERILEERERZKREBT,

£ Amazon CA JEMEME A FEER SSUTLS IEF2H , EAFIERERIIED = MEHEH
EAERSE, XERSB[NEIBFNBELIEHREES , HHFECLBIWIERH AR (SCT) BREZ
Amazon CA, RJ5 , CA &¥F SCT BRAZERH , MEPHTZR , HEEMRAER, XENEHI
FRIEE M X509 R H,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

iIE:FEiEEEFFElF\Eiﬂ%%’fifﬁiﬁ?}?jﬁﬂiﬁ:ﬁﬁﬁﬁ]iﬁﬁ'ﬂ’f) , BRIFBERBE., ARERBHNESE
-lﬁé/élﬁ'—.lﬁj::% EII:H-LIE:FJJEHHJJ_ H/L,\laio

A RE

HE RS (DNS) BiEEES Internet RAEMBNITENREME RN 2 ESHARTER
%o DNS TEA THXAEE (4 aws.amazon. com) FR AT IP (Internet %) sut (F2 0
111.122.133.144), 73 , 5K DNS BEFEIEXREHMARNIZR, a0 , BI ACM , BB

ERERAERE k7 1.0 6


https://crt.sh/
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FANBIEREEREIPNRIEIESHERTUERNEN., BXELER , HSH AWS Certificate
Manager DNS ¥iiF,

=&

HER—NXEARZHFE (Bl www.example.com) , ALESIH B RS (DNS) #i# Rl IP bk, iTEA
M (BEEBKMN) F£/A IP it M AR X AL, HEHA VKRBT ERZAHE :

TLD

BRADWREMHERSSE (TLD). EARHIE .com, .net. .edu, FEFELER M XFMAITARHN
TLD NERFMXEMHNEES , XHEER/MBX KRB, R"ESTE .uk (XE). .ru (BE). .fr &
E), FAER/MXAER , BESIA TLD W -REREWRIFTEMSSAERER, Fla0, .co.uk
TLD #riREE R Bl il

TR 45

MEFEBEMEBHEH LT B, X TEEER/HBXABHEE , MAFHIERBIRE (R
B), ATHIREMSREHNEE, MEAFEFIEFE (BFESHEUATER%E). £ www.example.com A | TR
FIHM BN example.com, #E www.example.co.uk & , TREIHH BTN example.co.uk, £
FERARKRETRE (apex) WEBZFREIE base, bare, root, root apex, zone apex &,

T8

FEHBNTMREE2H , FRALEMAEE REMEE I R. REALNFHER www , BARFE
AEEEH. FTEHBBUUESZIMRE. Hln , £ jake.dog.animals.example.com A , FiEK
RA jake, dog # animals,

B
TR A,
FQDN

T£MREFE (FQDN) REA FEEZETINE SR Internet BT EH, MIFHEMERNTE DNS &
o I |, aws.amazon.com 2iEAF Amazon Web Services B9 FQDN, FQDN 2F —EZITR4
HHFrEE,. i , [subdomaini]. [subdomain,]...[subdomain,].[apex domain].[top-
level domain] & T FQDN Wy —#4& =,

PQDN

A fR4< 1.0 7
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AEZRENFHBMEI 2 REEE (PQDN) , & XFHHE, B [subdomain;.subdomain,.] X#f
HWEFFE PQDN , X2E N T EHRERE,

JIIRE Y

NERREBFENEEHILE. BEFRELIEAREFRARIE. ANBHIRBEEEVN AL, T
RERBHAXNR, MBENBBEEENN B, B nERSREERN HTTPS iZ £/ &AM
2. BERESCHEXARBFE RGN BTN (INEF) LB HERORIGAX (BF) NS IRE. E
ZR@ELEF , BEAREAZR. RATUARLREERARNLBER,

TEREFR (FQDN)

BSH HE.
NERFEMIZE

NEFHEMIRE (PK) BEE, Mk, B2, 2K, €8, FENBERFIIPAENES. KHE.
AR, REE, MHENMEREAK, PKI AT ESEITENNERNE 2L E.

AU

ERBMENM (CA) BENLT—MNEESNHAML CA (XL CA ZHBBEN T RFXR) NRIREN
Fo FEHME CABHER CANE , XFHOIRIEHEE. VTRREMINER CA KRR CA”, MEIE
PHRARIER . LIEBBERBLEEN.

LZEEEFRE (SSL)

REEETRE (SSL) MEREREM (TLS) RES U ENMERHBELZSMNMEDR. TLS B
SSL Wa#t#E, ENEHER X.509 IEHXRS|/IITH ORI, XFNMDPERXZF ik SRS 27 ZF
AT IBX PR BE R BRI HRZARITHE,

2% HTTPS

HTTPS %&/R HTTP over SSL/TLS , — M A EXEN KBRS [H X FENZ AW HTTP, FI
B HTTP ERME R B MK KEZ B EFHTINERE, HTTPS £4 7 HTTP IMUESE TR, IEX
MFl X.509 IE B MBH AR, HTTPS WIEFRZ , FNBELZLEBAFRREEIE (OSI) EEH
B HTTP RARFETHFMTCP ERELA, Z2EFAZLEEFTRE (SSL) MBS EHEREM
(TLS) %

DR A0 R 2 M4 1.0 8



AWS IEBEER RAriEmE

SSL BRSF et

HTTPS BEHS R ERS /LB RN RS /T HHRIUE, RFI[UEHR X 509 v3 HIFLEH , BT
PHHNLNEEARERLELNERE, SSL/TLS IEHAUEBMANN (CA) EEH EITESRFHENA
. BRHER., 28%EH. £REES

X #3240 &%

WHEANSE AR —BARNENBRERTRE. SE5E ENHEANE,
RREREMEDI (TLS)

WSH 22 EETFE (SSL)

B

Eik Web X BEREENWEN S 4 , &0 M[ATEBRIUENEAIER, T3, XEFNEEHRCA
RIEH WD BIES. HHEBTALNM (CA) WAEE=HFHIEEMENFORARETEEN LS

BNHFILER, BE , NIERTURERFEEURIEMEN S M, WRBIEKD , JRHF2ELIE
P E R — M BIEER.

B AWS IEB ARG EEHRNER ?
AWSHEPBIEE X 500 IEBMEFRHETHMLER, ERBEHZEEROERS.

1. AWS Certificate Manager (ACM) — LIRS EEEZFEA TLS R Web FELZEMNBULE
F. ACM iE$ @3 Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway F1H
fERAWSIRS #ITHE. KERXFRENANRNAR—INEEXRERENZTLLHMIL. ACM EER H
HEITTIHERENLTRELEE, KRS EFERTE,

2. AWS #AE CA - WIRFSEA TE AWS sHHELNABRHAEMIRME (PK) HilbES , FAHAR
HRABERA. A AWS FAF CA , B LIBIE B S WIEP MR (CA) BREN , AERZEX
SRR , UEXAF., &N, NARRF. RS, RER[MEMRZH#HITHHRIU. TEE
Internet LEAFAE CA FTMAMIEH, BXEZEE , 528 (AWS #AE CA AFiER) -

SSL FRS5BRIEH hR4<1.09


https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html

AWS IEBEER RAriEmE

AWS Certificate Manager i 4

ACM AIEELNE, RENSANILES, ETRTRATEERMNLIATNEFELIRLERF. EANE
EM ACM BRAFFEELESR (“ACMIER") , BAIUSABRE=ZAMAN LT EEILED, HXFEL
BifH, EMELWAIRE PKI, EE LA B Private Certificate Authority (CA) L& H# ACM iE$ |
HEH AWS FAE CA#HITEE, CA R TENK, A+ , halgimE MK 5EERHAE,

(@ Note
NE ACM IEP AT AR EFEE# S Nitro Enclave B Amazon EC2 32| £ | (B RRERE D H b
Amazon EC2 £ £, BxTEREEZT Nitro Enclave # Amazon EC2 =4l LigEIH I Web
BESBNER , HSHEHEE | &£ Amazon Linux 2 E&% LAMP Web RS EHIE £ H
Amazon Linux AMI &% LAMP Web RS 25

® Note

RANBAALE CAZENIERMRBERTAZEE , EEAMSTETF RETFE T RRXLIE
PBo

EFHEMARIUES |, FEFAWSERZFEHAMNUTHLETFF ACM #2H|& : https:/
console.aws.amazon.com/acm/home, MRERNBANE , FiEF Get Started ( FHRER ) » BN,
BEEN S M E P EF Certificate Manager = Private CAs,

£

« B LUER AWS Certificate Manager

+ AWS Certificate Manager A& iE $

« AWS Certificate Manager F Y FAG IEPH

« JHiE$H S A ZE AWS Certificate Manager H

+ Bt AWS Certificate Manager B2 HiEH
+ B& AWS Certificate Manager if P H{E L
- MIERE AWS Certificate Manager &I #iE P
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home

AWS IEBEER RAriEmE

RiEBLAEH AWS Certificate Manager

f& B AWS Certificate Manager (ACM) , A AR EF AWS WM N ARFMBEMEE SSL/TLS
R, BRILAER ACM RIS AEH , RAEMUEE, B0 EHAEM AWS RSFIERBERR
HMMESRNARRF. BX5 ACM EBNBRSNESZER , B5H 5 ACM £ ES. ATETNA
EFERA ACM 2RI BEERITHE R,

TH

o SEft AWS BKF

. Bl EEEE AR A
. SEft ACM B85

. (Wit ) BB CAAIBR

SEAF AWS Ik
MBRBIEEE AWS I, BERUTSERUE—,
M AWS K

1. #TFF https://portal.aws.amazon.com/billing/signup,
2. EBERSLNHBAHRTERE.

FOEMET , FHER —BHE  EREARERENA - MRS,

HIBEM AWS IKF RS, REF2IE—N AWS KFRAF . BRAFERGREZKS FHRE
AWS fRSS MBER, FARERESXEK , BARFIEEETRANRR , ABRERARAFRKKTE
ERASCERRBRHES.

SEMERERE , AWS EBKIE —HEINE FiR4, EEMME , EFMALUBLEZE hitps:/
aws.amazon.com/ HiERERWIKFREEYEINIKF R HEBEHIKF,

SIEEREELRMNRNAF,

EM AWS K 5, BRI EFEN AWS IKFRAF , B AWS IAM Identity Center , 8| —/NE
BEAF , UEEEARAFRITEEES.

MRS 1.0 11
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://aws.amazon.com/

AWS IEBEER RAriEmE

RIPIERY AWS K ARA P

1. ERBRAFHEAZH AWS IKkF B Fif bt | AP B E 540 % % AWS Management
Console, EF— L , MAZLNENR,

ERNEARAPERZAENEY , 535 (AWS 2% AFERE) FHLUERFR 505,
2. RENBAFPBRZESHRIE (MFA),

BXEH , BS0 (IAM AFERE) $8 AWS IKF RAFEAEM MFA #& (25158 ).

tIREAEERENRAAF

1. J3 A 1AM Identity Center,

BXEE , BSE (AWS IAM Identity Center A 1§8) HEE A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , JAFP R FEEIHRINR,

BRWMAEA IAM Identity Center B & EXN BB RIEE , 525 (AWS IAM Identity Center F
Figrm) e RERIAR IAM Identity Center B 3 BLi& B F 17 RIAER

UERERBRNRNAFSHER

EEAEH 1AM Identity Center A B0 %% , BEERSBELIZE IAM Identity Center i PR &%
B SR B B T R 44 b 1k Y B Fe P Ak

EIREVEA IAM Identity Center AP E XA EMHBE , BSH (AWS & AAFER) FER
AWS 18] [T,

AR R o Eo 4 H o P
1. %E IAM Identity Center 7 , BI2 —MXPRE , EZNREERENAKEN R REME.

BXRUHA , ESH (AWS IAM Identity Center AP 1ER) PRI OIENRE,
2. MAPFDEI-—M , REAZESTEEIZFBRNR.

BXUH , BHSHE (AWS IAM Identity Center A $5R) A EIRINE

BIZEFEE I RR A MR 1.0 12


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

AWS EBERE RriEE
JEfT ACM Ry

T2MREFHE (FQDN) & Internet EMALRRMANKE —BHRHEGTEHRE IR BE | f

#n .com = .org, WREEEEEMEE , MATLUEN Amazon Route 53 Tk i 2% 4t g ol 33 A v 3£ A
—NER. BE , BAUKRICEMEOMNE | FR—I EE. BEEIMBERE—NMIENERH (6
M—FHFMF ) , RELTHITEIT,

B<fEH Amazon Route 53 JXEBEZENEZEER |, 5 Amazon Route 53 FF R A RIS PRI EH
Amazon Route 53 ;¥fHE % o

( A3k ) ECiE CAA 12%

CAA IBRIBE R WL B MA N (CA) AEHFEMEAILER. BIE—% CAA IBRKLE ACM &4
A , BBTRHLEEIRN CA AENEMKIEP, CAA BERTHESRALNIIPMENBIEENRS
EXR | fIMNBIIEREFAEENER,

ACM FIEBFERIBHTRIEE G , FEREREBFHE CAA iEFRLBR ACM BEB N IEWRIES. B
B CAA iEFRZEAER,

BiE CAA iERKE , iREALTE :
flags
EE ACM BREX#E tag FEREVE, FMILEIRENRN 0.

FR

B3

tag FERAILAALUTEZ —- BEEE , iodef FEHBIE#H 2B,

issue
{8 RIBTE value FERHPIEEN ACM CA BTN EHE R FIHM KL,

issuewild
B REBTE value FERFIEER ACM CA EHERIN N B ES FEMABEFER, BEED
ERATZEEFEREFE FHE,

(=]
WFENEERT tag FERNE. BAMASIS (") FIEFREX,
¥ tag 79 issue Bt

value ZEREE CA B EM. LWFERAAEA S Amazon CA LIAEY CAIE TR, BE , MRE%
BEEUTHEA Amazon CA 2—H CAA i23% , ACM oA B E S FIiFam Kl :

EHE A MRS 1.0 13


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html

AWS IEHEERR

RAriEmE

* amazon.com

* amazontrust.com

* awstrust.com

* amazonaws.com

value ZERUE T LLBE DS () , BRTRAYEM CA REWER FEMAIER, R
MR RE

value 5 tag 7 issue MR , L2

BTABEENENMRENIRNLNILES , FEALFR.

% tag = issuewild B

CEATBEMFLES.

fEEN

HFERTE ACM CA {EH issuewild CAA i2%Et , ACM FREM A MERFFIEH, MREZE

issuewild , {BXIF ACM B — issue CAA 125 , | ACM AI LA &K BE L.

Example CAA i2 &R 4%l

HEUTRAF | BAREHNEE , RERICRER (CAA), flags FERIBL N 0, tags FER LR issue
o issuewild, NRFEH issue BIERTE value FERFEA CA RSB[WEFHEM , Il CAA iBRETERE
ENRESBEHATFMREERWIER, MREE value TERHEADEY , Il CAA BRI RF AN

£ CA RIEF. CAA IZRHELER DNS RREEm 7.

Domain

example.

Domain

example.

Domain

example.

Domain

example.

Domain

example.

Domain

com.

com.

com.

com.

com.

Record type
CAA

Record type
CAA

Record type
CAA

Record type
CAA

Record type
CAA

Record type

Flags

0

Flags

Flags

Flags

Flags

Flags

Tag

Tag

Tag

Tag

Tag

Tag

Value
issue

Value
issue

Value
issue

Value
issue

Value
issue

Value

"SomeCA.com"

""amazon.com"

"amazontrust.com

"awstrust.com"

"amazonaws.com"

(A% ) BE CAA Bk

MRS 1.0 14



AWS IEBEER RAriEmE

example.com CAA 0 issue

BXmER NSk DNS BRNESEL | B 544 DNS 24585, Route 53 X% CAA it H,
W8 Route 53 2&EH) DNS 1287 , F50 CAA AU THRERCEBICEKNESZEE,

AWS Certificate Manager A8 iE$

BERABIURGF , 458 BiF AWS Certificate Manager A8 iE B EFA N FAHRRIEEPTIAEN.

N ACM IEH3E1E X.509 #r/ , AFEBUTRE :

- B XAEANES DNS WEBE B, BXESEER , B2H H 5,

- BRI TmE  EPRERAEEMSIR 2048 L RSA, 256 i ECDSA = 384 i ECDSA,
- B BMEBHERHN 13MA (395K) .

« 8] : ACM 2% 11 MARZHBHRITRFILESR.

EERAWUER ACM A EABREFRAL AP MARAFIES, XEFARARBE, BIEHE
UREERBERBINEMEEBMRS, MREFRIEFEIRE , FSAEIEBERAD,

EEMEMA AWS 748 CA AFE PKI BERIEH , S £ AWS Certificate Manager RiERFAFIE
il

AWS Certificate Manager 228 iE 45 B9 45 = 1 R 1

ACM RENABUHEEX —Eo RN S MRS, XER/RUECCER T ACM RAEMIEF, XL
BRMBHTEFAERTSANILES,

RN RARFEE

‘@3 Google Chrome. Microsoft Internet Explorer 1 Microsoft Edge. Mozilla Firefox Hl Apple
Safari ERNH B EERX K _HEEE ACM IEH., B SSL/TLS E#EEIFER ACM IEHBR L KET
BEACM IEBHR KRS ELRSER WP ER—NESIEIR, Java B{EFE ACM iEH,

NS S iV -&R AE =N A
B3ET ACM BERI N HEIFPH EM Amazon Trust Services K88 |, X2 Amazon EIEMY N HEiFH

M A& H# (CA)e Amazon Root CA 1 E| 4 B 7 Starfield G2 Root Certificate Authority - G2 By &
HIRRX X EH, Starfield B Android % & L ZEEFE , NRERAH Gingerbread 738 , M

NEUEH W7 1.0 15


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html
https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca

AWS IEBEER RAriEmE

iOS EMIM 4.1 RAFFIRZ EE(E. i0S MARA 11 FFIR/E4E Amazon R, EfEE=E Amazon 5
Starfield HREVR SRR, NARFRBRERZEEHREEM ACM REHN L HIES,

ACM [ % 90 & B9 M 2R L i SEARAE B BV IR AR B Amazon Trust Services 18 CA , BE Z A HH
CA R E— /R, ACM BIERFEMIEHERE ( RSA 5 ECDSA ) N2 B #E CA, HTFF
8] CA REAKIBEREHEILIERN , Fitt ACM TRt A CAEE,

HIIE (DV)

ACM IEREELTHIIE, HFEWR , ACM IEPHNEBRFBRMIMRFEE, HR ACM IEHAET , &
MU B AR A R FIERPIEENAER. SULUBE EA B FHR43 DNS KR IEFRE
M. BXEZER , HFSHAWS Certificate Manager B FEBHRIE MAWS Certificate Manager
DNS i,

H[E CA M1R CA i

NTREBRMENZERUBEM IR , Amazon AT BARERIER L IEHE CA , BRBTEH, ME
TENEFREXN, BXEZELR , B2 HAEEXE "Amazon introduces dynamic intermediate
certificate authorities" ( Amazon 5| AZIZHEHEBM AN ) o

77— Amazon & 1E1R CA |, NN EBRAEENRRIITHETE, ATHETENE IR
K , Amazon fSHERAFTE ] AWALFEIEZ AWS &FF , 2% AWS Health Dashboard, @K FrE
EEREEFHEFURNARREREFZE,

FT A9 BS A3E 15 R A
MRARSAFEBABANE , MIZEPRFHEBHE. OCSP M CRL RATRIFEHREEHBHEN

PR, OCSP M CRL AT AT mEERNIRENS ., REEFH A EAREZFIAMAN
FReEX LR EER,

BLTFRA URL BEFAEXTAT R FHRE. S () BEFAR—IISNFERFZFH , @
5 () RRENFZRBFFH , BHIRIE #) WARKF
+ OCSP

http://crl.*.amazontrust.com/*.crl

45 MEFBR MRA< 1.0 16


https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/

AWS IEBEER RAriEmE

BAE R

EBBAEEEEMBAKRD. BE , ACM XHFELT RSA MMEE ML B FEHZE X (ECDSA) &
BEAEE. ACM AILERAREES () WEEBRMAIILES. SANERBRNIEFEREE,

(® Note

H&FERHA AWS Private CA Fy CA EEMFLHE PKIIEBEY , EENERZEEE (RSA
5, ECDSA ) 415 CA MABBANE EETE,

« RSA 1024 fi (RSA_1024)

« RSA 2048 fi (RSA_2048)*

« RSA 3072 fi (RSA_3072)

« RSA 4096 fi (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*
« ECDSA 384 {i (EC_secp384rl)*
- ECDSA 521 {1 (EC_secp521rl)

ECDSA ZE/) , RN T2 M E RSA ZAMY | BIHEREES, B2 , HIEMERNEZEF K
#¥1E ECDSA, THRMKE NIST, £/RT RSA #l ECDSA EEREZMANLLBEURZR AN
W4, FMTEEHYLU R BN,

HEREENBRAN LM

LZEBE RSA Z K/ ECDSA & K/
128 3072 256
192 7680 384
256 15360 521

REBERERN 2T, SHREMNZFFFENRMNRBAEXR, Fl, 3072 2 RSA Z4AHM 256 fI
ECDSA Z4ABA LB R 2'°° BENRE R,

BXHEBEERELNER , B5H AWS BEXE ({94 AWS Certificate Manager # ¥4 %
£ ECDSA IE$H) »

45 MEFBR MRA< 1.0 17


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/

AWS IEBEER RAriEmE

/A Important
FER , ERESRATHEIENEENBZANNEERRRRK, A | XMZERIES
=S AH IAMER ACM MERMZER. BXEZER , BZRASMNEFH X1,
« X F Elastic Load Balancing , 25 Application Load Balancer #J HTTPS {¥T 25,
« XF CloudFront , {55 % X 58 SSL/TLS thiX FMZEB.

RESITNARE

ACM EEZIT ACM IEBUAREITZ MBI PHER. BT UHBEEEGRIEBHEES
i, BEILHmMSBENEN. BXELELR , HSH AWS Certificate Manager FH FEE X IEP

MR

BN ACM IEBSAELBE—NTLREGHSB (FQDN) , H BBALUEZFEMRNECEE. i
m, HEBHN www.example.com 812 ACM iEH AT , BHATLURINE R www. example.net , R
ERXFAUERAXANEHRZ—ARENGREIR, EZEAE (B AMREBEE) |, B R
mt, FRIR , B LR www.example.com 1E3R ACM iEHH RN E example.com, BEXE
%S5 , 35 AWS Certificate Manager A HiEF,

Punycode

MR BT 5 E R E B XM Punycode ER :
1. Ll“<character><character>--"# X FF L By 18 B LM 5 “xn--"— B,
2. Blxn--"FF kIR B th AR BB R EFR LR A

Punycode R4l

HAa R i B &iEx
&1 &
2
example.com & rE v T & LL“<character><character>--"JF 3k
A 55!
a--exampl & TiE v A& LL“<character><character>--"7f sk
e.com A A

45 MEFBR MRA< 1.0 18


https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492

AWS IEHEEER RAriEmE

A I I Bt #&iE
1 &= F
2
abc--exam & T E v T2 Bl“<character><character>--"Ff 3
ple.com A A

XN--XyZ.com = = v B ERREE (B4 ) fE.com )

Xn--examp = & X TREMEERLEA
le.com
ab--examp a B X AU xn--"FF 3k
le.com

B

e, ACMIEBPHWERHN 131A (395K ).
TR SRR

ACM ATZEEEHRFEAES () KEUETSBEFEMHN ACM iEH |, ZIEFH AR
PRI-—NMEFRZ IR, BN, *. example.com AT EAMRH www.example.com
images.example.com,

(® Note
BRBEMFLERN , 25 (*) XU THENREMNCE , MERBEERF —NFERH. 6
| *.example.com A LL{R# login.example.com # test.example.com , {E R&E
{R1" test.login.example.com, FiEFE , *.example.com {X{R# example.com
WFE  MARPEERTNSE (example.com), B , BAUBIEERDIEEZ /M
BRERARFPZHIMK[USRE FEWIER, a0, BaLlERA TR example.com
F *.example.com HJiE$,

BR 51

LUTREERTLFIES,

45 MEFBR MRS 1.0 19



AWS i EEE FF- 15T

. ACM FIE4t BRI (EV) IEBHABIE (OV) iFH,

« ACM FH SSL/TLS s LASN B4 E At PSR HHE B 6

o BB ACM iE B3 1T FHB4F N,

« 3 F ACMIE#H , ACM BRI FAAWFLELEETIERLEIT. WAL, RELITFAERATES AT ACM
FRIES,

« BFERN Amazon HAEWIE B (HE0LL amazonaws.com, cloudfront.net B elasticbeanstalk.com £
EBHiEE) BRIEH,

« BFERN ACMIEB THABERA,

« & EETE Amazon Elastic Compute Cloud (Amazon EC2) MAE M AR F LEEZR % ACM iEH,
BR , BB CWIERATEAENRS. BXEZER , 55 5 ACM £ RS .

- BRIEBEFRRYE K BUNAFZEEN ACMIEBFEHIEREZELDAMEBREREREEF. BH,
IBTREFEREH ARIERIBY ., BX%MER AWS CLI 5 ACM AP, EXESZEER | 55 i&EE
HIFPBERAEHEILFK. BEXBEHEEN—RES , BSRIELEHEHE,

£ AWS Certificate Manager HiER A FIEH

LT &EoiTiemmeE A ACM &A= AWS CLI kiR EF ACM iE$,
£

- FERRHAERAGIES

o M CLIBERABIESH

R A R A HED
#R ACM AFIESH (2514 )

1. BFAWSEE#ZHIAH MU TEIFF ACM #2F|A : hitps://console.aws.amazon.com/acm/
home,

EFERIUEF
2. 7£ Domain names ( 3% ) #49 , BALNEHSE,
B L ERATEREESE (FQDN) ( 5120 www.example.com ) , REFEFHBZRTMLIHE ( Hil

example.com) ., ZREAUEREMNVEFERES (*) FABEFREFR—FBHHZ N MER
B Hlan |, * . example.com A LARH corp.example.com #] images.example.com, &
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https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home

AWS IEBEER RAriEmE

4.

BT B P E RTE ACM iEHH Subject ( =& ) FEHF Subject Alternative Name ( EBEH R A
M)V EH,

BRBEMFILERN , ES (*) DU TEHENREMNVE , mMERBERP —NFBRH. Bl

u , *.example.com A LAL{R# login.example.com #] test.example.com , B REERH
test.login.example.com, BiEIE , *.example.com {X{R} example.com ¥ FiF , M
FRFP R RS (example.com)o ERINRFZE , BSHAT —IMNTEK,

(@ Note
7R RFC 5280 BR , HUFRABMANE R (RRREN VAR ) WKEFREY
64 N \LFT (FR)  SRAR. BR , B (ET P ) RUHNEBINEETTBERS
PR (SAN) I KE & Z Wik 253 N/ F i,

ERMEMER , E%FE Add another name to this certificate (BILLIEBHFME —NEFR) , R
BEXFREFEAZN, XN TRMNERFPFRERINSE (Fl20 example.com ) REFiF ( Hl0
* example.com) IEEE M,

£ Validation method ( Bk % ) &84 , IRIFERIFE E1EF DNS validation —
recommended ( DNS I1F — #% ) 3% Email validation ( B FHB4IE ) o

(® Note

WMRE T LAYR%E DNS BLE |, BifE A DNS HRIEmM A 2B FHR4RiE, A T8 Fap4
i , DNS RiFBEZ L, &S AWS Certificate Manager DNS il .

ACM EFRIEB 28 , 2RIEEREBRAIEHIEBFRPNES, B LR B F oA RIUES
DNS ¥1iE,

N RIER B FHRAIUE , W ACM £ RIFE FHHZIZEFBEEEFERPEENE. NRIEE
THIESE , W ACM 2 W FiZ B Fod 4 A LR ZRMitE, EXBFHERIEINESER , HS
IRIAWS Certificate Manager BT BB RIE

WERAEA DNS Rif , N RFEF ACM REMBIBZIEXE ALK DNS EE, B> DNS RiFMWES
E8 , S RAWS Certificate Manager DNS RiF

RRZAE LS F D, BE-RHEL,
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https://datatracker.ietf.org/doc/html/rfc5280

AWS IEBEER RAriEmE

5.

£ Tags (/3% ) MEL , B EERERRNGREL, RERREX , AERRMNALAWSEIR
M TTEIE. BXx ACM XS I IR AR B X WOMAE BB S EEBRINFRZNER | HSH
¥rig AWS Certificate Manager &R

SERGRAINPRER |, 1 Request (X ) o
REFRG , BHEERIERIEK , ERSEREXRTILEBHER.

FEEIE RS | IEBHRATER Pending validation ( FEFWIE ) , BRIFERMEBEBRETIEHE
REMAPFEAEMRERRSHFERIM. ACM EEZRIERIE 72 /Mot , REEIT, MRS

HRASETRHA Failed ( B4 ) = Validation timed out ( JiEBAT ) , MIMIBRER , E1E DNS ¥
UESE FHRHRIERB , REER. MRBIERD , MEBAPRSFHEER Issued ( EMK ) »

® Note

REFENFIRFFHER , BEERNIEBAEAIRMETL, EAURKRTAEUHERE=
AERERIATF, EEFTAER A EAR TR S TEH,

£/ CLI HRAF/IEH

1T LEA request-certificate I FIRRITHNLE ACM IEH, WIFHER AIEE R DNS
M EMAIL ( BBFHRF ) o HEAEEMAEE R RSA_2048 ( IR KREAFEMSE , WA ERIA
& ). EC_prime256v1 #l EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

LS5 HEH A BIEBA Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
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I8iF AWS Certificate Manager A8 iE BB BT AN

£ Amazon IEH M A (CA) BEB B ML A IEHLAB , AWS Certificate Manager (ACM) 2440
ERINCHERTURFBERPIEENMEEE. ERBIEBN , BULNERBETIEE RS (DNS) K
1IE I BB, F B 44 362 F SKAIE BR S PR B 1o

® Note

BIEMUER T ACM SN AFEFEILES. ACM FLRIES ANIERHHEFAE CA EHWIEH
RYBFT AN, ACM FTTERIE Amazon VPC B EXHEMEMMEHAINER. AXES
R , BN SFEIEHRIERE,

— SR, AT DNS RiFM AR B FHMARIE , REWMT :

- WMREFEH Amazon Route 53 BIEEH/AH DNS icF , N EEET ACM EFEMIZHE,
s REFPEEFERAF , HEHBIERKRIEFERE , ACM B EH3IZE1T DNS BiFRIEH,

- BEI] , BE R FHARIENIESFESRBTENITERE. ACM 2EFIHIF 45 R MARIALITE
H, FEBAFAE ZENANERAEEA U PN —NH SN bt BAPIE—NeEE | 5IF
BEEMUER R ZEENBRME]. RIEAEIHNERE , ACM 25 % EBHE ARN WEITIEH,

MREK B YmBIER DNS BIREER RN , WA B F BRI,

® Note

FOIZRA B FERHERIERIERE , BT EZREIER DNS W HE#THIE, EfEM DNS &
iE , EMERIZIES , R 62— MER DNS RIFRFIEH.

e
« AWS Certificate Manager DNS I 1iF
« AWS Certificate Manager B F BB 430
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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AWS Certificate Manager DNS % iiF

HA KL (DNS) RIEREBIM LA R IRH B FRSS. DNS R4 — NI ELENIZRKOBIERE.
WMRIEE DNS BiE , ACM 2RE—FHZHFFNBIEHK , RELERLTMNBMWHEEF, LIRS
B E-REEX , ATIEASNZEEFEHN.

(® Note

HOIZRA B FERHRIERIERE , BT EMREIEA DNS W EHRTHRIE. EfEM DNS K
i, BWERIZIES , REQIE—MERA DNS RIERHFIEH.

fflan |, IRA example.com FiFERIEHHIEE www.example.com AEAMBZF , Il ACM /&
BIBEFAEKABIEFK. BRIERKBEEZNENEFMNK,CIEN S EBHANE, ERIEQAWSEHR
% , ACM ERZEBBEZHEITIEH. BIEFIFHRME DNS BIEEP— X, RAEUEREEFEAF ,
HERNBIEFRRIFEE , ACM & BIIEITIES,

/A Important
IR EFEH Amazon Route 53 BIBERH/NH DNS i8% , FEREN DNS B4 7 #2 iR

g, MRLIXAHREA DNS BIEEAVNIR | W ATUE A B FER 30T,

EREERIE , REFNBRERMARTE , B TUNEHNTLREES (FQDN) BHiFEHIE ACM iE
B BRRY , BUCIRZEFHRSBENBERILES  HERBZTEAFENIES, ATHRICER
ESHEER TEMAWSKEH |, BRI UESMKEPEHREMEMIES, SFE 7T EREM ERIIE
Po

1871 BUR S MUE 45 5 BRI AWS AR 55 M BRALE 5 SB T M BR Bl 8 18 KR AF L BB 4R1T ., WREH DNS 24
B = Route 53 , BB RIZMHE 7 A WAIMIBRIZFK. MR Route 53 RENRAE , EZ 4 Route 53
FRAREEFIRBRRERICRE, BXREILEPEITNESEERE , BSHEAWS Certificate Manager
P EERNIERELEIT,

(® Note

WERTE DNS B EPEEIANMA LN BIBICFK , WA B IEFKBETFRY. MREFEEKD
g, RAVBWGER B FHLFRIE,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-deleting.html

AWS IEHEERR

RAriEmE

ACM 3| & 12 Fh/Y THERE

® Note

A& ERTAEA Route 53 N H DNS REENEF.

WMRIETEM Route 53 /7 DNS #2£4% , WEE (BEEIM Y ) F31F ACM REMN BB ICFKH
AFREBHNBEED, B EXATSHEN , SRFEANEFSOINHMENEFETHENRR.
X T ACM |, XD R A VIR BT AR IE M TS B 3hiEH 41T,

TRERTANMEBNROBBIERK. BRICEMVERBV-EFENA TRIEEHE AR

i, ACM BIZNFRHHEENEHEE example. com SIZNFAHEME, BN , ENHIZKRBEHMICR

BEFfcRSNMNEE M F.
A& 18 R R
HE BB
*.example.com _x1.example.com,
example.com _x1.example.com,
www.example.com _X3.www.exam
ple.com,
host.example.com _x5.host.exa
mple.com,
subdomain.example. _x7.subdomai
com n.example.com,
host.subdomain.exa _x9.host.sub
mple.com domain.example.com

(o]

IGESIE

_x2.acm-validations.a
WSo

_x2.acm-validations.a
WS,

_x4.acm-validations.a
WSo

_x6.acm-validations.a
WSo

_x8.acm-validations.a
WS,

_x10.acm-vali
dations.aws,

R
LD

WAEEATAR
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TR (_) 2E8 xN ERHA ACM £ KRENFRH, Hlu,

_3639ac514e785e898d2646601fa951d5.example.com.
REBERWIERE. XK IERKETER
_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

FFE— DNS g%,

(® Note
WRER DNS REBFAIFH AT TULNBIRICEE , HSHEEE DNS B [FH,

HIEFERIUEB HIEE DNS BiERT , ACM 2EHUTHRANBIBIEFREES !

6 IEFRB iEFEK  iExfE

1

example. _a79865eb4cd1a6ab990a45779b  HI&id

5727d0.acm-validations.aws,

HERSIUEBXEKA FQDN, i2FEMME RIS , AEREXNNRE, CRERAERENNE.

707 DNS 1245 A T 70 DNS 123%H8 Web RENMBENFERPHAMBX=ME (HA&. 1BFRKH
MACRE ) . REBNTIEREN (RRAR'EBN ) FROLESFXATHE. EREBRT , £F
BERHELEMANENZTR, BtRHABE2 83BN SM ANEMZEE | XEKRE (X
R ) BRNEA

_a79865eb4cd1a6ab99@a45779b4e@b96

BHEHFERP, IREFETX—8 , HAASZESHBNICEZEN (HIW .example.com) , &
KRERTBEMTAR :

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.
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EXMERLT  BRIEFAK. Bt , BN ZEHRIBAEENRUEFHENE ARE,

RE DNS it

L ER T R MR A BIEBEE S A DNS Bik.

FE12H & FiRiE DNS Kik

® Note

HEBRRRECELZDCET —MEH , A BB EEQEIEBH AWS KEANIHE, MRE=
RAITFRFNEABINEREARE , AELERDITTEFE , BREEIRPEIENILE
B, FRIANEEET EBHXE,

1. BT MuITFF ACM #H| A& : hitps://console.aws.amazon.com/acm/.

2. HFIEBHRF , FEBREEENIRD N Pending validation ( EE&FR1E ) HIEPHY Certificate
ID (IEH ID) o LLBPIFFTFUERRYFHE R TE.

3. 1£ Domains ( & ) #7 , TE FIHFEINEIEZ— :

a. ("% ) A Route 53 #HITH I,

MEHFZLUTEYE , WA ERESH Create records in Route 53 ( £ Route 53 8|22 )
4 -

- #&{E M Route 53 5 DNS 21,

- BENEAH Route 53 FEEM X1,

« &K FQDN 8 R AR,

® Note

WM RIEEFEH Route 53 1B Create record in Route 53 ( £ Route 53 F8|EiE2% ) &
HRAHEEZER , ESH ACM 255 F & R“Create record in Route 53” ( £ Route
53 FRlRIF ) &,
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https://console.aws.amazon.com/acm/

AWS iEHEES A m
%32 Create records in Route 53 ( 7£ Route 53 H8IZ1Z% ) &M , A/F%R Create

records ( BB ) . WAEISITFF Certificate status (IEBRAS ) WE , RSEBHFIRE
Successfully created DNS records ( E K612 DNS i2% )

IRHIFE B A BE S 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,

® Tip
BT ELRE A RiER ACM £ Route 53 R E BB B EMNIZR, BE , B Ll@E
Route 53 & H—1 AWS CLI =% API i F LA 7£ Route 53 DNS HiEEFIEIER, B
X Route 53 i RENELZELR , BSRMEATRICRKE,

b. (A% ) MRLEEE A Route 53 47 DNS #2415 , MIA%FK K CNAME 58 , HFHF
INEEE DNS BiEED, EFTIPHNFAEETEL , fUUBESIFAER 2 — Rk THHiR
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEN DNS BiE
BEo

« & , 1&#F Exportto CSV ( SHEICSV ) . ERNXHFWEEFTEFIHINE DNS HiE
FE,

/A Important

ERBWIEFE , FEE ACM A B ICFKM TEFRE RSRESAIMNE DNS 24t
HBIEE, MRESFE , FSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM KRFUEFHRBE LA Validation
timed out ( WIEHA ) . SBMERNKTRERREREM ACM £ EKIIER DNS BB, E
FRRWRID |, BLAEEE DB ICFKHAFIERFTWIES,

AWS Certificate Manager B #B 4438 iF
AWS Certificate Manager (ACM) £FUEHINERE H A SR HERPIEEMAIEE , AT Amazon it

PARAAE (CA) RN RUETUARUEH . BT LAGEA B F#B4FE DNS ATIHIE, ANEBILE FHRH

i,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
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MREEREFERARIENESI R , FSREEE R TR UERY R,

B8 F W30 UE By T4 IR 32

NFEMNY , ACM HFRIF L FEGAEBUTENEARSG B Fif b, MREFLERH
B ZEERUX L E FiYE , N CREMNERBIEE N RIS, R8I &/ M5tk 8 E 4T 715
#HEXR , HEREN e FEZENERAELE TR turis, Hln , FBRiZfF example.com IEE R
subdomain.example.com K , M AT REL W EI— 3 &KIXE admin@example.com K B8 FHR 4,

» administrator@your_domain_name
* hostmaster@your_domain_name
» postmaster@your_domain_name
« webmaster@your_domain_name

« admin@your_domain_name

ZiFASHAZENAEN , XTUERX LS FIR4F TSN RIEEEE, FIEHEIME 45 X , ACM
Wb £ ] 3% L5 3th 31 2R 3K 56 IF B8, F- BB 4 AR T AE H.

X FEA ACM API 5 CLI I ZFIEHER , #ITEFHARIESSHBMERNEMRLRIE—HETF
BR¢F , BMEZERDESEMEN 7EH. SRAEFERIISMINEFHMEESR , RF ACM FEEM
RiEHo

LI 2R HISMER

MRER A waw FESBER (*) FLANFBZER ACMEF , N ACM FFH BRFF LB www

RES , ANBFHERAZER b, XEHut RN 2B W RIRI 2 81 @AM

admin@. administrator@. hostmaster@. postmaster@ # webmaster@. 140 , NRE

7 www.example.com &K ACM iE$ , N &8 FHR45F &% F| admin@example.com T2
admin@www.example.com, [E# , MREH *.test.example.com FER ACM iE$ , N B FHB4R[F &%
F| admin@test.example.com. HRHE N EE #buk#Y4H K XELL

/A Important
M 2024 F£ 6 A , ACM FHEXFHEIE WHOIS BX R ith it 3 TR A B FRRAFIRIE, X FIRAE
BYIEP , M 2024 & 10 B2 , ACM FHFR£&mEEMN WHOIS Bk Rithit ZHELITEH. ACM ¥
REOFTERBENENMNEARS U ZXRITE FIi4, BXEZHFAEFE , ESHE AWS
Certificate Manager will discontinue WHOIS lookup for email-validated certificates
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https://aws.amazon.com/blogs/security/aws-certificate-manager-will-discontinue-whois-lookup-for-email-validated-certificates/
https://aws.amazon.com/blogs/security/aws-certificate-manager-will-discontinue-whois-lookup-for-email-validated-certificates/

AWS IEBEER RAriEmE

EREW

FIEBRUTEXBFEHRHRIEN IEEI,

« BRE-NMEEN I TAER FoR 41tk ik = GE6E A BB FHRAFIRIE. IRE R FERMF iU IR
EAEENTIEEE R,

- RIUFGERT ACM MR QAT EFEILEFH. ACM F2RIES ARNIERRHEFLE CA EENIEFHAIE
FRBEN. ACM TTERIE Amazon VPC EREXHEMEMBBEHINRR. BEXESER , i
SR BFEUEBRIUERIH,

- HRERAEFEHARIENIERE , ST EREIER DNS X HE#TRIE. EFEMA DNS BiE , &
WERIZIES |, RiE 02 —MERA DNS RIERFES.

UEH IS ML 1T

ACM IEHH BN 1318 (395 K ) o HITUERFEBREAMBENITRE. ACM KEIEHEHA 45
RITIRE S 2R R B FER A bt RIEEITBA, ZBALEE —MEE , S E T E &Iz
BT, RIUEATASIHREE , ACM 25X EBEHE ARN REITIEH,

(Tik ) EH KRB B T U

BHRIFEFHEHRETE - S, BUUERTHELLER, BR K BTHEIEFTENRIIET
HR ¢ AT BE AL SRR TR IR BR A AL P EXR , R THESE 72 MtEEIEH, HRERKER
FIREFHRGHTEEEIM , B REMRIEE FERMt. BXRUMERRERIEEFHENESR | F
SR EH RS R B FHp 4

BXEFHHRIENIFAERE , ESEX AWS Certificate Manager [8] #5317 R B HEE R HEE B F
B 4 38 1E B R B EB 55 o

B Z13# 1T AWS Certificate Manager BF R 438 E

B B FEMF IR ACM IE P EE ERENAE FHRF, LEAELH FHAFRIEESVEI T
EEEQB - A NIRRT, N THRBEFEAEFHERIE , ZTHNEENSA
7 T E50 L B F iR 4 AV R AR SA K TE B IE R AR AT S K B9 TR

W UE BB F BB AR AR

BIFsE FElMFERUTAMEN 2 — , EAHRTRAEMLIPERKZITAFTILES, REERNFHFSH
HARNERNBET ERERIENVENE,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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W UEHTUE

B8, F R A AR AR ST

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested_domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

WUEE P LA 1TER1T

B8 F HR AR AR SO
Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined

validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

WEE A MR 1.0 31



AWS IEBEER RAriEmE

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

—BEBIRBIRBAWSKHFIRIEER |, RNV H A ERAT 109 S8 M SRR, £/ 2020
F 11 AZEIRITAEEBTBNESNER , ARENERETONTER

o BYEHETITREE S ACertificate request for domain name’MF
“"Certificate approval for domain name”,
« TIIE , AWS account ID £ & R IFITEIHIEFA o

« Certificate Identifier MELE RTEMILP ARN MAEREERR , il , HER
arn.aws:acm: us-
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east-1:000000000000:certificate/3b4d78el1-0882-41f51-954a-298ee44ff369 M+
= 3b4d78e1-0882-4151-954a-298ee44ff369,

o IFPHLE URL ESBE acm-certificates.amazon.com MAE
certificates.amazon.com,

- BYREHIUEHH#AHE URL T AN FHRENEISHERE, #ERHE dv BBEHINER approve-
button M7 =& approval_button,

« FERMIEBNELTIEPNEIDES EEHEENE FERHFEN,

BiIETHERE
ATRHEXZ B FERHRIEAIEBHET THEREAXER.

« ACM 2 BB SR FERE , 2FRIUEB FERAFRIEREEBRAFIERIEEN R A HIRIUE
H, SHEEFERIESMINBFERHEH , AR5 ACM FEEMARILB, BXELZER , BZREASE
FERH IR U AT A R,

« XFEM ACMAPI  CLI IZFIEBER , RITEFEHARIESSHEENMERNEHLRIE—HE

FHR4F , BMEZERFEEHMEN FEH. SRFEFERIESNENE FEHAES , REACM
REMARAE S

MREET ACM BHAEEHREZNEIEPHEFERH |, NiZB FRHNRIEERBIERER
FEENRIESE , MRREERIEE , WNAEBFTERGE. EESH iR it B 7 ip

%, BALREHIER , BEERATRIUEMEITE, StafLliER API, SDK = CLI REH
ResendValidationEmail , 7/ ValidationDomain &, {BER , ResendValidationEmail
BRPEENBRIEESNATIZLEBER , TR FEERK Amazon BIRBF (ARN ) HELA Tk
MU FHR4E, BXEHFEBYRBUP BB RIEENE R RKZWEI B FHR et , HALREA

ResendValidationEmail,

(® Note

£ 2020 FF 11 AzAl , B RAFRIETNRE , ACM iR — 5 B oHR & [ FRAVIES,
{5 FA ML B (B] sz BT iR 1T B H SR AT 2R M & ROE B 8 TP IE TR RBRI E k.

« £ ACM API 5 CLI , &7 LARE &% 2 JUE 1518 R Fr B Rk &8 7 8R4 R E B TiRE . £ API
A RequestCertificate #24E#Y DomainValidationOptions S¥k#EE ValidationDomain
{8 , E = DomainValidationOption B MK F . £ CLI # , £/ request-certificate GFHHY --
domain-validation-options Z¥§%E ValidationDomain H{E,
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https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DomainValidationOption.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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AWS Certificate Manager R FAEIE P

MREBFRFREIE AWS FAF CA BIEZWIMNEFE CA, ) AWS Certificate Manager ( ACM ) AJ LAiE
REAELNAEFAEMIZE (PKI) REANIER, CA RN TENKF S | thaJAEH H ik~
58#4F, BXUEBMBLEPMANENEE , ESHEELEUELMEYM,

BINBERT , 38 CA XBMILEPBFZEE , ACM AXFHN X LU BHITEMEXNKIUE, Hitt , &
ERYMRDER , FEPREIEEALANEFRETFEP

A ACM IEHE1E X.509 tr/fE , FEBLUTRS :

« B MIEHRATE DNSHETEMH. BXEZER , H5H 51,
o Bk XWTFMR  EPIERPEENIRE 2048 i RSA, 256 {iZ ECDSA = 384 i ECDSA.

@ Note
EENZEEEERY (RSA H ECDSA ) #4415 CA BHANEERTITE.

- B SMNEBHAEREN 131MA (395 K ) o EENAFIERMRNMUELHLE R B LT
THERNWIEBERBE , ENAERFRFEB

« &i] : ACM £ 11 MRABEEHBHEITRR/IESH,

ATEBLRRFEBPHNABIERMRNEZEB SR

o EBPMR N EPIRS SN TEEK”
o WEPMANHFAE BT ELTR RSA 2048 = RSA 4096,

(@ Note
ERFZEANERTE , HFLAA CALENILEBFFTERILE.

5/ AWS Private CA X2 ACM FABIFBIEHE
EUTHHERT , B LMER AWS A8 CA X ACM iEPHTES

« B—JKf : XE CA MWL H AWS Certificate Manager ( ACM ) iE B FRE— AWS K e,
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https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html
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EQHEKFMAMLEIT , AWS FAH CA BEER X [E ACM RS EARFLE, REMT|HIES
HIPR, X2FEH AWS FAF CA API #1E CreatePermission 8, AWS CLI @5 create-permission
KU, KEAEENXENRIEANATMRIERH IAM AR, 4586,

- B 0 ¥4 CA MPUKE ACM IEBUT AR AWS Ik e |, FHE[IERAENIKS&ZTFX CA

ORILIE

ERABKFMAMET , AWS FAE CA BEERLIER AWS FAF CA API ##4E PutPolicy =
AWS CLI @4 put-policy , FE T RIREH KM INEZ CA, ZRIEIEEH MK, B AFXT CA #1T
BRFRNERE, BXEZER , BSREETRRENEEFA T ACM Private CAo

S A REER ACM RERSFKEKAER (SLR) , SMEENEASE PCA BB#HITRE, ACM £
RE—MEFBRT BB SLR,

ACM WEELIBRE , EREWEEMNIKS FREFE SLR. MWRFHEM iam:GetRole RRE
WERTFEKFH ACM SLR , M2 SLR EFaBAREHRT. MRETBARAKE , BLEGE
WK EERAREEER T iam:GetRole 1B ACM IR , ENEHNK, 5 ACM T E KL
AwWSCertificateManagerFullAccess XEk.

BXREZER  BERNRSHEXAEHAT ACM,

/A Important

&) ACM IEBSMEF EZTIFH AWS FRFXER , REFREBANEIT. AXx ACM XEFHNHE
RNEER , B2 5 ACM £ERH RS .

£ AWS Certificate Manager HiERFHFIEH

BHRWVBILES (2HE )

1.

BERAWSEE 2 A H BT LA TMUEITHF ACM #4148 : https://console.aws.amazon.com/acm/
home,

ERERIES,
£ Request certificate ( iHRUE$ ) TWE L , 1%£3¥ Request a private certificate ( HRFABFIUEP )
M Next ( T—% ) &L,
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/privateca/latest/userguide/pca-rbp.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home

AWS IEBEER RAriEmE

3. 1 Certificate authority details (iIEBMEVEIFMER ) o , £ Certificate authority ( IEF M
N ) ¥ REEBHA-NTHNIE CA, IR CARMNE—NKFHZER , Il ARN #Y
HEIEFMEREER.

LR EREX CANEHAER , UHBERIER T EMA CA :
- hEE

- 2f%& (CN)

- 44 (0)

- HLEIT(OU)
- EBR/MEXEF (C)
- MHAE

. FRTEBFR

4. 7 Domain names (% ) % , RABHHE, BANEATLREHS (FQDN) (Him
www.example.com) , RERBERMIHE ( H1A0 example.com ) o EEATLUEREN
NEBFEAES (*) ERNBERFRRFE—HPHZS N ESIER. i, *.example.com AL
R%" corp.example.com Fl images.example.com, BEEFEZ T ERTE ACM iEHH
Subject ( £ ) FERHM Subject Alternative Name ( TBEREH ) FEH.

(® Note

BREBERFERER , 25 (*) 2T THENKEMLE , mBRERF —NFEHE 5.
f5lzn |, *.example.com A LA{RH login.example.com #1 test.example.com ,
{EFBERY test.login.example.com, FEEE , *.example.com {X{RI
example.com #FiF , MAFRFPFEEHBTN ST (example.com), EFIHRIF=F , ES
T — NS

=;HE , i%#F Add another name to this certificate ( BIIERRMBE —NEFH ) , REEX
AEFEABR. XX TR IEFFERNRIE (5120 example.com ) X EHFi5 ( 4l
* example.com) EEEH,

5. HEHEENP  2FE-HEX,

BXRBYEEFRELNER , BSH 712 AWS Certificate Manager &R
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6. 7& Tags (#3% ) EFEHR , B LUERNIERRINFZL, HRERREX , AERRMALAWSEIR
M TTEIE. BXx ACM XS I IR AR B X WOMAE BB S EEBRINFRZNER | HSH
¥rig AWS Certificate Manager &R

7. 7 Certificate renewal permissions ( IEBLEITIR ) b5 , WIABXRIEPLITNRNEAH, XL
PR A BT EFAFTIE CA XBWFE PKIIER. BXEZEE , BSRNRSHEXACH
+ ACM,

8. RMAMALFREEE , &E Request (EXR ) o EHAEMREIERIEK , ERUEEPEFRNIE
PBo

® Note

REFEENFIRFFHER , LEERNIEBAEAIRVETL, EAUITANHRE=
AFRERIATF, EEFTAER A EAR DR S TEH,

BERFAEIEH (CLI)

£/ request-certificate A= 7E ACM FERAEIES,

(® Note

H&ERMA AWS Private CA iy CA R FLHE PKIIERE , HENEREEE (RSA H
ECDSA ) #4i5 CA A B RHNE ZEITHE,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

E S A EIEBH Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
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ERSBERT , ACM 2ELAXREAHLE CA AT FESKEKAE (SLR) M MNEEHKS. SLR

CN

AT BFIEITEMENELREMIER, ERE SLIR BREHFE , AIEAUATSHSER IAM

aws iam get-role --role-name AWSServiceRoleForCertificateManager

WMRFHE SLR , v wh H AR BN T PR ¢

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOQ@OBBBBBBB",
"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:417",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
3,
"Action":"sts:AssumeRole"
}

}I

"Description":"SLR for ACM Service for accessing cross-account Private CA"
"MaxSessionDuration":3600,

"RolelLastUsed":{
"LastUsedDate":"2020-08-01T23:11:04Z2",
"Region":"ap-southeast-1"

WMRERD SIR , S RF RS KEAEHA T ACM,
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& 1 AWS Certificate Manager FABIE$

B LS H AWS FAE CA RMHFABIES , SUERE PKIREFRHNEANEFER. SHOXHISIE
B, EPENMEZANREEZR. WXHEXMRLFH. BX AWS RE CANESZER |, 52H AWS
Private Certificate Authority Fi FP 365,

® Note
TiL—H ACM MRERS AN , EHTESHARBEUEPRENREEA.

e
. SHEETED (A )
S WAEIES (CLI)

SHALBILES (2FE)

1. BERAWSEE#ZHIA HESLLTMUEITFF ACM #2414 : https://console.aws.amazon.com/acm/
home,

1£$% Certificate Manager.
ERES HNIEBEEE,
EESH,
WAFEIALBEZANED,

o & w0 DN

(® Note
BIREMIEERN , BASMEAR A $ H % ZHWEM ASCIl FH.

6. 1% Generate PEM Encoding,
7. BULURAES, EREMMZEZAEFBRNFS |, HERSNERE Export to a file o
8. EETM.
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SHAEIES (CLI

£ export-certificate S HABIUEPMIABZH. STHCHN , BUTIEEFE, N TRERS
M, EEAXHRERTEREREREXSY , RARBEI R REMRFBEE, XHETUB LR
BEHEEGSALIERET , HHLEEERAZRLN M A S DHED,

® Note
BEUEBHXATEUTRLEFER, BANNTRREEZGXH

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LR RO S ERER jq AERA PEM .

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

XL base64 HwIBH PEM BXIEH , R REPHENMBENFAEE , W T EMOEEREIFT R

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzZERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNoolVtICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtgM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=
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MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z1/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTW]F1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

BENMEATRLEIXMAF , BN > EERRMMNE LA RAF , NTERMTE

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt

FHEBS A Z| AWS Certificate Manager F

BR T &K AWS Certificate Manager (ACM) 12{#9 SSL/TLS i , & AJ AT ASBIE AWS FAEBIREL
LR, BARERTUHBRENRRSE  EENE=ZFIEPMANE (CA) REGES , HEH ACM
MEWEPR TR EENNARFEEER,

BRI LU S AREB A TE[RS ACM £/ AWS iS5, £S5 ARNIEFHS ACM REMNIEHH TS
XMEE , RE-NMEEHII : ACM TR S AMIERRHIEELT.

EEZITSANIED , BUUMNEBRAELKREFES , RAEFHIFEEHSAZ ACM, LIREF
REBIEBHREBRE Amazon Resource name (ARN), B4 , B IS ALFHWIESR, ATUSAZ
NEEMHEEHEWIER , BXIFEENS A,
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/A Important

BEEMRUERSANIEPHWIHERAEERSHZEEITIER, BLUEN#ERH Amazon
CloudWatch Events E& ARIE B S HR AEZBEHRELEHAES. BXEZEL |, HSH
{# AL 3i# EventBridges

ACM FFIBIEPERXFEMRR , BREESANILES, EEFE—EHATFTE AWS XigHH
Elastic Load Balancing fA#159#88 , B4 TFIEBSARNELEEEPFEATHENXE., EFIEHHA
F Amazon CloudFront , ATFEBSAEZEERE ( FEFRLILI ) XiF, BEXEZER , BSH
RN XE,

AXMAREBSAZ ACM FIHES , HSANTEE, NREBASAEHEE , HSH LI5S
£

« B\ ACM EHH SRR M

« BB S AR

¢ SAES

: EHFALSD

S A ACM IEF#Y B RFAF

EEEE SSUTLS EBS AR ACM H |, BLARBIEFRAMERN. BEESAHIF AWS IEH
WMEHK (CA) ERMIES , BELNSFIUEPHARBEZANLEER. ENIEPLITREAREEHHE
R FTBEFM

NTARESANIES , BTUEEMBZEEZMBHA KRN, ACM XFUTEE (FESFHN API B )

- RSA 1024 i (RSA_1024)

- RSA 2048 {i (RSA_2048)

+ RSA 3072 fi (RSA_3072)

- RSA 4096 i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)
- ECDSA 384 {i (EC_secp384rl)
- ECDSA 521 fi (EC_secp521r1)
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SEEBUTHFAER :

« ACM EFBREZFMNATHEIFENELNZHRARNNEERFXE, 0, CloudFront XX #F 1024 {1
RSA. 2048 {Z RSA. 3072 {i RSA # Elliptic Prime Curve 256 {4 %4f , MmN AREF A S
¥ ACM R FrEEZ. BXEFEARFE , B REFEANRSH X,

o EFBHBFME SSL/TLS X.509 A 3 ifH., EHXAIRAEZFE. ML ELREHS (FQDN) = IP
Hat AR BXREEENE S

« EFALHEHANAARABLESR , ALl HAMAK CANAERALE, BLARELEESR , %
IEZATBET 5KB (5120 F1 ) , A BSFRME,

- MRIUEHH CAZLZR  ARLEREHERE , NZELTRKA PEM &8,

c EBESARNSARERN, FEPNERBF B ZRER2E , TEF AL+, NotBefore i
PFRESEZPNFRBEH , NotAfter FREIEBERHIMNERBH,

- FENARILEBME (IEH, RERHNMLEFHE ) 9XA PEM &3, L& DER RBHMBLSH
Hix, AXESZERURTH , BEH LB NEHE S AK,

o BT (EFHSA ) B, MREMSAWERPFEEY B , MFTERM KeyUsage
ExtendedKeyUsage ¥ E.

« AWS CloudFormation FXZFFiEHS A ACM,

B MZANF AN

ACM BERE 8IS AIEH, IEREMAERE (MA) |, HPEM BXNESMNA4#HITHB. PEM
X%k Privacy Enhanced Mail, PEM RXZE A TFTRAIES, EBER, EBENEH. PEM &KX
BT EER pem, BIXHIERFER,

® Note

AWST R A T8 E PEM XHHEMIEBRXNNIARER. U T ROMKE TERA XA RmES
HITEERE, MREFERTEEZNES ( fHlHER 4RI ES ) |, BT ATE
A%FEWNIFRIE (4 OpenSSL )

THNREINETESANXHEER, NREENXHHEEREHXEAHN , BEAXRRERFEA]
TR (FSHFA) . EE  IRERBERE PEM XHETNEAZR , REQESTHRE
AIN—ANRBANZER , WAEH, IERERBERHRLR.
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Example 1. PEM w3 AYiE$

Example 2. PEM 4&#3 #YiE P 4%

—MEPEITE NS MEH. BUIUFERAXAEESS. Windows B copy R Linux B cat @8
TREB XA EEDED., I PSRN RINFERE  FESMIBHFERALEN—MEE. NESARE
i, BREEFRIIER, UATRABE=ZNILEDR , EENIERHETEIEESRELNIEHR,

/A Important
TEMIERERZEPES,

Example 3. PEM 43 I FAE B 4A

X.509 Wk 3B ERALNEEAEE, ELIE X509 EBHRIEHERN , FEEEECNELE-LFEH
X3 BAE AN EENMBRU KD NAEEARETLEPRFRP, BLARERERKNILEEH.
ESALBHEELREZRR. TEHFBRHANE. TENRANE - RSARBEEH.

THEHRANEBE - PEM RIEWHEMEILERE.,. BREENEZHANAR | TETEZESHR, W
RAESHIR , ACM 2ES AT E DA I Z4A 0 E M %,
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S AUH

& ] LAE FAAWS Management Console, AWS CLI 5 ACM API M ERIRERAYIES ( BIHE=H1E
ERSREEBEHRAESD ) FA ACM. AT EBEENFUM@ER AWS Management Console
AWS CLI, MIEAWS K EREUE BN EBFFAEREENITISBEZA,

/A Important
IERNZEREELIUAE A ACM IEBH FREH

N

FH;

(#EFHE)
(AWS CLI)

SFA
SFA

SA (EFHE)
LU 7505 BA gn{a] 5 F§ AWS Management Console § AiE$,

1. MUATHIEITH ACM #&lA : https://console.aws.amazon.com/acm/home, MR ERE XER
ACM , IBE K AWS Certificate Manager #r#8 , H1EFEH T HH Get started ( FFREA ) 24,

2. EEFAULEHS,
3. HITUAT®RAE

a. XIF Certificate body , ¥ ES AH PEM 4miBiE+H, BRI ----- BEGIN
CERTIFICATE----- FFLHLL ----- END CERTIFICATE----- g

b. XJF Certificate private key ( MEBFEER ) , MNEIEBH PEM HIEBHRNZILEZH,
B ----- BEGIN PRIVATE KEY----- FFLH ----- END PRIVATE KEY----- &
B,

c. (Fi&) X F Certificate chain (IEF4%) , %50 PEM 4%%5 BYiE $5 6%,
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4. (Wi ) BEESANIEBRIRE , FRAERE, RERNAWSH RS ENRIE. BMrEHS
BEXH—ME M—NTWEE, SRLUERARSREE RS IRERER AWS RS,

5. 1% Import (S A ),

S A (AWS CLI)

LA R BA I el fE F§ AWS Command Line Interface (AWS CLI) § AEH, ROMBREL TR :

« PEM EBEHIEPFHEESRB N Certificate. pem X4,
« PEM {REBHIIEBEEFMER N CertificateChain. pem B4,
* PEM EBHARMEZFLEZAEMHEER N PrivateKey . pem BIXHH,

EFEANATRA , BRXHBERNECECHNHR , AE - DMEETHRAMNG T, NEFETH
&, UATREIEE THRITHNS RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate A FEINTR , MFHRES AKIEHE Amazon Resource Name
(ARN)o

EHS AU

MREESA—MEBHFZIEBSHM AWS BRSKEK , WA ZERIR 2 FEERSA |, Fat
RERBIEHH AWS BRS KB, AXE ACM ERMAWSERSHNESZER |, 55H 5 ACM ERH AR

Fo

EMSAUERR , ERAUT &R :

o« BT LURINEMIBRIBIE

o BREMRIEBPRIFREES.

« WREFBSAWIEFRFFHE Key Usage ( BHRAE ) R , WU Y RE , BT 8EM BRI
By RE.

- MRFEWBG AWIEPHFE Extended Key Usage ( T REZFRE ) R , BN RE ,
BFREMERNENYT RBE,
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AWS EHERE FF 15
« BIARBEMANTERER,
o BIAREEMS ALEHENRARFRE,

FB
s EXNSA (EFHA)
- EFS A (AWS CLI)

BEHSA (EFHE)
AT =515 BA an{a] £ - AWS Management Console E#1S AE$,

1. MEULTLEITFF ACM ##l5A : https://console.aws.amazon.com/acm/home,
2. ERIEFEFEHSAWILES,

3. IIFEBIIFEME BB H %R Reimport certificate %24, MR BBk FIEP B ZLHWIEFR
RS |, iB1E$F Actions £ L Reimport certificate,

4. YT Certificate body , U PEM 4m#3H) x4 SEARIEF
5. XIF Certificate private key , ¥ SIEHAEHBEAXEKE PEM HBHRMEFAEEH,

6. (FIik) XY T Certificate chain (EF4%) , #:05 PEM 4miZHIE P4k, IEHEEEMERRKTIES
PAH —ANRZMEBUARRIES, WRESANEBRETIEN , WAFEILHE,

7. BFBEXRENILEPNEER. WRREHIR , Hi£FE Reimport,

EH S A (AWS CLI)

LAR 7R 45135 BB #n{a] £ F AWS Command Line Interface (AWS CLI) EiS AIEH. ROIBEUATE
m :

« PEM EBHIEPFHEERB N Certificate. pem X4,

« PEM REBHIEPEFMEER RN CertificateChain. pem X HH,

o (MRFABIUEH ) PEM mBHRMBLEBRAFEEEN PrivateKey. pem B XXHH,
- BEFESHS ANIERLHN ARN,

EEAUT RS, BFX4EM ARN BN EHCHNHEEM ARN | HE—MELTHRAMR G
T NEETHE , UATRAEE THRITHNZS RN ZER,
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® Note
EEHSAUS , BYLTIEEIEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

IR import-certificate A HERINTR , MFHRENEHH Amazon Resource Name (ARN).

HtH B AWS Certificate Manager & X2 #YiE

&I LAEA ACM 25153 AWS CLI 5| ACM EERIEH, BFEE - N REPHZ ALY
500 MEH , CLI ZZ A LASIH 1000 MEH,

{52 A2 51 & 51 i

1. BELLTMuLITH ACM &4 : hitps://console.aws.amazon.com/acm/o

2. EFIERIFIRPHER. BUUEREGLANTBIN RS TUES, SMEBLSE—1T , RABRLT
NEBMEBERATS

« Domain Name ( 5% ) - iIEBHZTEREESE (FQDN).

« Type ( £& ) - EHHER, TAENEEFE : Amazon issued ( Amazon B % ) | Private ( #28 ) |
Imported ( ES A )

. Status (IRFA ) — IEBIRD. ATREMEBEFE : Pending validation ( E&FRIE ) | Issued ( EME ) |
Inactive ( 3E5E3) ) | Expired ( B3 Hi ) | Revoked ( E /%4 ) | Failed ( M ) | Validation timed
out ( BIFHERT )

« EEMFER? - ACM IEBRE X35 Elastic Load Balancing 5 CloudFront EAWSARE <8k, BT
5= No = Yes,

* Renewal eligibility ( £&iT %4 ) — HiEBIREEHE , ACM REALUBZHEITUER., AIREMNE
7 : Eligible ( B&# ) | Ineligible (RERE ) » BXEEIAN , S AWS Certificate Manager
P FEERIEBET,

HI A4S W 1.0 48


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://console.aws.amazon.com/acm/
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BEEE2EH A LANKRERENG , BUMAENNHLERNIERHE, EERATBNBNRITAR
UREREMESFR. UTHRFRAA :

« Additional domain names ( Eftigi& ) - IEBFITEN—IPRZNEE ( FBEZHER) .

« Requested at ( FE3KREtE ) — ACM & RIEHRIATE,

* Issued at ( MARTE ) - MAMEBHEE, HESMERTF Amazon MEWIES , TERA TS AN
iEH,

* Not before ( FRF ) — IEBEKZBIHIRTE,

* Not after ( T8 T ) - BN BAIZFIEBER,

« Revoked at ( mEEATE ) - XN T ERBEWIES , X=RIERENE,

« Name tag ( BFHRZ ) — BLIEP LB Name HFRZWE ( MREEXHENRE ) .

« Renewal status ( Z&iTIRA ) - IERBFERETHRDS. RERBEREITN , BFRFI2ETRHE
B{E. THEEME R : Pending automatic renewal ( ¥ B314£1T ) | Pending validation ( 131 ) |
Success ( Hh ) | Failure ( XM ) o

® Note
MIEFRSNERTRFRZRNA S RER. MRBIAE , WIEBEREKE 72 MtEE
i, FESAMKTF IR EEMRRETERE,

Page size ( MEAA/) ) BEADIEE T BN EFI AN H  LRENIEBHE,
BXUHIERPEAEENEZELR , 85H &F AWS Certificate Manager iEHiFHE R,

EF A AWS CLI I HiE$

fF 3 list-certificates a8 55 ACM BEEREH , MU T REIFFR

$ aws acm list-certificates --max-items 10

WEIRERLTTXHEES :

{
"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"
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"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"

1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T19:28:05.531000+00:00",
"ImportedAt": "2022-08-25T719:28:05.544000+00:00"

|

FigERT , RIREEA keyTypes RSA_1024 = RSA_2048 H EELE—NEEHWIEH, BEEF
FRENEMIES , FIOTHIERHEATREEZRUKRPIES , FRM --includes S8, WML
TROIFAR. FIALKSE , BRI LEERIESE LMK A

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

& & AWS Certificate Manager iE B iF4H1E B

BRI LAEA ACM #2588 AWS CLI 31l B X UEH B 1% 48 T 34
EEFEFEFLEBFAER

1. @i https://console.aws.amazon.com/acm/ TFF ACM #£#l& , UE REMNIEH. BAERA
F AR TGRS T,

2. EETFMIEBHFMATHE , HEFIUESP ID, EPRITHARE , ARERUTER .
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AWS iEHEES A m
o EPRE
« Identifier ( #RIREF ) — EBHY 32 F +A# HIME—FRIRAF

« ARN - arn:aws:acm:Region:444455556666:certificate/certificate_ID &=
# Amazon Resource Name (ARN)

« Type (K& ) -#HIR ACM IEBHNEERKF, ATRER{ESR : Amazon Issued ( Amazon E5M
& ) |Private ( #A%F ) [Imported ( S A ) « BEXEZELR , S H AWS Certificate Manager
NEIUEF, £ AWS Certificate Manager FigRFAFIESH = FiEF 5 A Z| AWS Certificate

Manager H.

o Status (IRF ) — IEBRS. ATEEMEBFE : Pending validation ( EFRIE ) | Issued ( B
W% ) | Inactive ( IE5ESN ) | Expired ( B33 ) | Revoked ( E R4 ) | Failed ( K1) |
Validation timed out ( :iE#EAT )

« Detailed status ( F4RAS ) - MRS AEHH B HA M6 [E
. 15
« Domain (i ) - IEBPHIELREFH A (FQDN),

- Status ( KA ) - BRIPRES. AIBEMNEDTE : Pending validation ( ZFFRIE ) |
Revoked ( E/m4%H ) | Failed ( %1 ) | Validation timed out ( B®iEHET ) | Success ( K Zh )

- FHEE
- FEFEA? - EFHRREEAWSERRSXKEK , ATREMNESR : Yes (2 ) INo (B
« Domain name ( #%& ) - IE BT LREHS (FQDN),
« Number of additional names ( Hftt B E ) - BN HERNF B
« Serial number ( F5I& ) - iEBM 16 ZH+REHFIHS
- Public key info ( A EZBRFERE ) - EREAXNHMBEE L
- Signature algorithm ( EHHE % ) - BTFHERH#HITEBNMBEZE,
« Can be used with ( ATSLAT ) - XFEBEXLESHMIEFHI ACM ERIRS HI&K
« Requested at ( iE3RATE ) — MR TERE B HF A /8]
* Issued at ( MAATE ) - MAEK BEARETE ( MRERH )
* Imported at ( S ARE ) - S AW BEIFEtE ( WREAH )
« Not before ( A8 F ) - iE BB RHIKFF 246 6]
« Not after ( F¥TF ) - WEPHYZ/HA H HAFAT A,

. Renewal eI|g|b|I|ty ( fiﬂ’ﬁ*’é ) — TﬁEE’JEﬁ Eligible ( H% % ) | Ineligible ( ;RE&HK ) .
] 3 ' H I E R UFREETT .
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AWS i EEE FF- 15T
« Renewal status ( &iTIRA ) - IERBEREITHRS. RERBERLITRN , WFRI2ETRHF
BEHEE, AAEM{ER : Pending automatic renewal ( & E314E1T ) | Pending validation ( 3
iE ) | Success ( B ) | Failure ( X )

(@ Note
MIEBRSHERATREFTERN S REER. MRESEA , NEHFEREKE 72 /0
B EEE , FESFAMNLTREEM R REIT IR,

- CA-%¥# CAW ARN
- IR
- B
- Validation state ( BUERAS ) - MREA , TEEMENR -
 Pending ( i ) - BEERREIE , BEKRZEK.
« Validation timed out ( ®iEHEAT ) - BFRVKIESEAT , BEERALLEEZIER,
« None (&) - iEBATHRE PKIRBEZSE , FHFEERIL,

EFEA AWS CLI EFILEBFHARR

{5 AWS CLI F# describe-certificate ERIEBIFMAES , MELTHEAAR :

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

BHRERLUTTXHNER

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
},
"SubjectAlternativeNames": [
"example.com",
"www.example.com"

1,
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"DomainName": '"gregpe.com",

"NotBefore": 1450137600.0,

"RenewalEligibility": "INELIGIBLE",

"NotAfter": 1484481600.0,

"KeyAlgorithm": "RSA-2048",

"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"OID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

},
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{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"

}
1,
"Subject": "CN=example.com"

filBxEH AWS Certificate Manager & ¥ #9345

EOLAEF ACM $#2&| A= AWS CLI Ml BRIE$H,

/A Important
- BTEMBREEBEM AWS IREERAK ACM iE+., EMBREEFANIES , BB ER
BRIEBRER. XRMEMAMBERXRZHIZS A CLI TR,

- MIBREBFEUEBMAN (CA) MAIERI CARERIE, BFREN CAXSER , B
MiBRZ CA Rk, BEXEZEE |, 2 M (AWS Private Certificate Authority FiF#gR)
I BRFARIE P

52 i 422 11 & R BRAE 5

1. BELATMHUITF ACM #Z#lA : https://console.aws.amazon.com/acm/o
2. HFEIEBHIFRD , &P ACM PRI RN EENE , AFIERE Delete (MR ) o

(® Note

BEFENFIRFFHNER  BEERNIEBAEAIKVETR, EAURTAENNERE=
AFRERIATF, EEFAER A EAR DR 2 TER,
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EEH AWS CLI il BRIEF

£ H delete-certificate A SHIERIED , MU THTAT

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID
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AWS Certificate Manager FHIFEE NIE P LT

EXTERYE Amazon SR K SSL/TLS iEH , ACM Rt THELIT, XEKE ACM FBEFEITEN
U ( WREFEA DNS BiE ) , REFEEFET B mERE B FERFELH, N TFLEMIE ACM ik
B, BRHEXERS.

B EHET , BEERUTILR

- MRECE5HMAWSERS ( I Elastic Load Balancing 5 CloudFront ) <Bk , MI&F& &4,

- MREREMRBLAEITESHN , WFEERML,

- MRRZBEIFA ACM RequestCertificate APl A ARESHANFEIES , RERSHM AWS BRFx
BRVFAEIES , WS &M,

- MREREBIEEZFIAMAARTSE , IERSHMAWSIRSKENABILS , MFESEHE,
- MBERBEIFA AWS FAE CA IssueCertificate APl L WFAEIER , MARFE KL

- MERSAMIES , WFRRFEEH

- MREEH , WAFERH

eS| GG RT EERRLEE AR Punycode ER :

1. Ll“<character><character>--"#& 3\, FF L 1V 17 & S M5 “xn--"— B,
2. Blxn-"FF kM E B th XM BB RN EERLIE S,

Punycode R4l

A . P . P S

M1 F

2

example.com & FE v F & LL“<character><character>--"FF sk

A A
a--exampl FE FE v F & LL“<character><character>--"FF k
e.com A A
abc--exam FE TiE v & LL“<character><character>--"Ff sk
ple.com A A
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g R R Ba  #fF

K1 &4 i

2

XN--Xyz.com = = v EMHEBRMLESE ( BT .com )
XN--examp = B X FRERNEFRLEA
le.com
ab--examp B B X RATTUEL“xn--"FF 3k
le.com

% ACM £ITIERAT , IEBH Amazon Resource Name (ARN) RIFFZE, Ik , ACM iEH 2 Xigt
FlRe MREESNMAWSKEHEFHRE —HBIED , WA EIHEETHMEH,

£}

« & ACM LN FIE$H

« AWS Certificate Manager B FAE IE P LE1T

- REUPHEITTRE

#iT ACM NFiF$

EMEIEEXNNLFFEFEIESRAS , AWS Certificate Manager 2ERGIEABECRIEREE. XTLUE
& DNS HiF sk BB FEBAF IR IER F XN 1T. HIEPFELITN , ACM 2FEREBaEENMERE K ER
EFRIEENAIEN. UTEFHE TEITIEESHER T IENS,

ES ]
« Z1T81d DNS KiERYE
« ST A BB FERAFIR UERY 35

LT DNS ¥ uFpY 18
S FBAEHE DNS BiFM &M ACM iE+H | HEKITEE4 B,

L HAET 60 K , ACM 2R ELTE&IT&RM .
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AWS IEHEERR RFiERE
- ZIEFHREBRAWSERSFERT,

- ACM RRItHYFT B &4 5% DNS CNAME i ( BMNHE—HNEFZABN—N ) BEEHTUBEL A H#
DNS 5],

MRBRXERH , ACM FiANEE EBYRIEHZITIES,

X ACM EL&ITHRTTE B MibEa ( flw , BTFE CAAIER ) , RKIE AWS Health E4F
Amazon EventBridge B4, XLEHREIHE 45 K, 30 X, 15K, 7K, 3 XM 1 XK&kiE, BX
FZEE |, B5H L 5% EventBridge 28 ACM,

21T {5 A B8 F BRI UE AV 35

ACM iEHH BN 1318 (395 K ) o HITUERFEBREAMBENITRE. ACM KEIEHEIHE 45
RITIR 0 EIZ R B B FER A it ROESEIT B, ZBASTE —MEE |, SAEE TR T 2R
BT, RIUEFTAESIH/EE , ACM 25k BB E ARN REITIEH,

BXBIIBETHHENESZEE , ESHAWS Certificate Manager B F BB £F3IE o

ETHRNAARREARNEERIEB FHY , BSH B33 1T AWS Certificate Manager £ FHB 43 1IE,

B 3T R 60 E BB, F R 44

FEERIEBAN N ENEEE T B FEHRERIEE (ESREAWS Certificate Manager BFHRHRIE ) , N
AILAEF AWS Certificate Manager API 3RiE3k ACM B8 & 3% A FiE B LT VI IE B F b4, &N
FEUUTER THATEIRE

« BHRAFER ACM IEH BT E A #Y R B F B4R,
« BENEPNEITTRENEEFRIE. AXBELEPNEITRENEE , BERAEIEBHNEITRS.
o BRIRBIFHFERE ACM FIEPBLIT RIEH R IR UE B F R

ENRIEHEFIGRERSEEIEPREPFRIEENETRNE , B LE ACM API, AWS CLI %
AWS SDK H{#f ResendValidationEmail ##/E., ACM &[F8BFof4 £ X RIS EMRILE, EalAE
M XA AWS CloudShell |, @i %2515 17 AWS CLl,

HR ACM EFRIEFI IR FER¢F (12FE )

1. FTFFLTF AWS Certificate Managerhttps://console.aws.amazon.com/acm/home fy $#2#14&,
2. EBRFERIFMIERMIES ID.
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3. i%#% Resend validation email ( E# &K IXWRIE B FHHE ) -

B3R ACM EF KA F R B FHR 4 (ACM API)

1£ ACM API A {# | ResendValidationEmail ##4E, EXMERT , ZBIEHH ARN, EEFHREIUER
UK EEEHEPZRUGRUE S FER 4, T RO M ER AWS CLI UiTiZRE, REE
SHRITRIME TS,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

AWS Certificate Manager FIFARIE B LETT

B AWS #.8 CA FFAHE CA £EM ACM IEBFEFMARITHRERIT. ERTZEMFE ACMIEHER
B, %8 PKI WIERAFERIL, YEERAEFM REETFHEFLIEANNE CAILEHRE , R
M

@ Note
REMFEA ACM #2445 RequestCertificate ACM AP| B EREBNIE BT HFATEELITRE,
£/ IssueCertificate AWS #4%8 CA APl {EEEM AWS FAF CA MRMIEHBFH ACM &
H,

HREXUERER 60 XIHE , ACM £BHZREIT, XTFEFHSEHMLTENIES (Bl , X
HEER O ) . B ALAREREA RenewCertificate ACM API ER{ERRFILEIT. AXREHILLITH
Java SREURAI , iESF LiTiIEH,

Zilf5 | EPHBFIRSNAXNBOTILM

« MRIEHE ACM SRS KB , MFNEHR/RBRIBIES , MAFFTAN T IRE,

« MRBIERFE ACM EFRFEFZKE , NEEEFRIEFESEHALZEEITNIER, BAIUFHHITX
iR | SHEB) AWS Health, Amazon EventBridge #1 AWS Lambda #1117 , 0 PR : BXES
EE |, BEZHR BEaxh S HEELITHIEH
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Bz S HE&ITRIES

UTEBREET —NROBERG R , BTHE ACM £iTHA PKIIEBR B3 S HIXEIEH, RGN
ACM RS HIEBREREER ; SHE , EBM4ARKEEBINRE L

EREF S B3 S HIED
1. #R (AWS Lambda FF R A R 158) FHSRIRE , QIRFEERA ACM S API Y Lambda

B o

a. BlE—1 Lambda E#.

b. NEMNEHBOIZE—/ Lambda HITAEHRMUATEERE. ZREFROEKPHRLERT
WA ACM API #y ExportCertificate #4E , NI R ELITWIEBMIAE BHANNIR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
}
]
}

1£ Amazon EventBridge 812 — & # N LMIT ACM Z1TIRREH |, HERN BMERXEH4 8 EH
&M Lambda EE¥. ACM BX=REITIEPINEEA—N AWS Health E4, BRXLEBEBHNE
Z{ER , 53 #FH Personal Health Dashboard (PHD) ® ZIRES .

BRI T EHEXREEAN,

{

"source": [
"aws.health"

1,

"detail-type":[
"AWS Health Event"

1,

"detail":{
"service":[

"ACM"

B3 S HELITHIES x4 1.0 60
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1,
"eventTypeCategory":[
"scheduledChange"

1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
.
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. BREBNRRG LFHRRIEBRTREITIRE.

MXFE PKIEBRFEE XL

&R LAER ACM API 5 AWS CLI F31Ulil ACM REZIT THERMEE. B XM , E7SAHEIA
SEREPRFER BT ACM BE4E1T,

(® Note
&R BEN IR E AWS FAH CA WA M S HAVIEBRIZEIT,

HEBERTEERN AP RER CLI HE , ACM S HEITIER. MREITHI , ACM 2FH
EEEHAR AP EPERVIEPR THE, MRIEEE ACM EFRRFKE , NLEBRIIEBHE
Amazon CloudWatch Events 4 REITTEH, MREITAN , ACM FHRELH IR H B UICKEAINKIE
WMo (BAILAEA describe-certificate F R EFUFER. ) MRIEPFTREIERRSFIBEN , &4
AREENHSEHAFIFEHLREIRERL,

/A Important

ZEME/A ACM £ITHEH AWS FAF CAIES , BAJER ACM RS 4R FHITIHRERIR
fRe AXESZER , BEAMEBLITRRAELS ACM,

FFHMRIF B LT (AWS CLI)

1. {EH renew-certificate IEBLEIT S HWFABIES,
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aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

2. R, A describe-certificate S HINE EFZIEPHELITEAEE,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

FHWAEBEIT (ACM API)

« %3 RenewCertificate 3K , HISEELITWABTIERM ARN, A5 , A DescribeCertificate
BEFRBIACEHNZIIBHLITIEMAER,

S EUFPBREITIRE

HEZREITIERE , ACM £EIEHFAE S FIRA Renewal status ( E£iTIRE ) BEFER. &AM
{# /8 AWS Certificate Manager ###|&. ACM API, AWS CLI 2% AWS Health Dashboard k#2& ACM
EPWEITRS. MREFEAEGA. AWS CLI 5t ACM API , MZEITRA T EE T 5 A 7T 8RR
BEZ—, MREH AWS Health Dashboard , th& & RFELIHE,

FEFRIERIT

ACM EEZ=HBHRILEBFHNEE. BXRESZEE , 55H £1TET DNS BirfvE, THHE—
HERF,

FHERIE

ACM BRI B FH — I REMEE, BATIITHRBERILX LS | BUTEKIT
I, MREHIXERBERANREFERHFRIE , FHEKR ACM RIEM B FHbM | HRIZB FHp4
PR EEEIMATRIE. MRZAIEAMNZE DNS Rif , ERELHR DNS BREFEA BERBNEREA
o

FX2h

ERHPNAEEBEERIE , B ACM&I] TiEH, THF# —FRE,
R

EPTHZE - MRS MEERRIE , Btk ACM RETUEH, &AL RMAVIES.
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MREEMEPSHMAWSHRS ( Hl30 Elastic Load Balancing % CloudFront ) XBt , REESEMA R
EREAT 2 GE#HTSEH , WEeRESLXITHZRE.

® Note
WNETRANERTRFEEZHR NN TREEN. MRERRE , WEITERKE 72 MetEHE
B, FESANKFHREERITER, BXRBEHERSY , FSREEUEFRIEREE,

FB

- RERES (EBFHE)
- BERS (API)

- BREIRE (CLI)

- f£f Personal Health Dashboard (PHD) % &IR 7S

RERES (2BFHA)

THHIENBOAER ACM 2Hl AR E ACM IEBHEITRES.

1. $TFHLF AWS Certificate Managerhttps://console.aws.amazon.com/acm/home ) ##l&

2. BIFL$H  EEHEHAEE.

3. 1E Details Z0 HE K Renewal status ( LiTIRAE ) » MRZBEFERE |, %A ACM RIFLRILIE
PHREZITIRE,

*Ag’{t/b\ (API)

BRNMAMMFEER DescribeCertificate AR EIRZSH Java =PI, FSHEHERIE S,

KEIRA (CLI)

THEHRANBWMAER AWS Command Line Interface (AWS CLI) 82 ACM iEBEITHIRES.

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

EMRAH | iHEE RenewalStatus FERFME, WREEEFZE RenewalStatus FE , 8 ACM
RIFBIERBIEELZITIRE,
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AWS IEBEER RAriEmE

£ ] Personal Health Dashboard (PHD) # &3S

ACM ZEZHiF] 60 XR&ER BIEITEN ACM iEH. R ACM TZEBHEITENWILED , cRESH
Bl 45 X, 30 X, 15K, 7 K. 3 X 1 K@ AWS Health Dashboard &ZXIEBLEITEHELHN , BA

WEBHITHRIEIE, AWS Health Dashboard & AWS Health REH —EB50. EXAEERE |, Bk
FHESSFHBRIENTAAFETUEST. EXEZELR , B2 (AWS Health AFERE) -

® Note

ACM FHEZLEITEHBAEA PHD HELHPNENSEH, EMBHABLBRZI—MNEA , E
BT RN A L,

E A AWS Health Dashboard , ERITIA T ERIE :

& AWS Health Dashboard , M1t} https://phd.aws.amazon.com/phd/home#/,
1% Event log,

33 F Filter by tags or attributes , #%&$% Service.

1%£3% Certificate Manager.

% NA.

¥t F Event category , %&# Scheduled Change,

% NA.

N o o~ w0 Ddhd =
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https://docs.aws.amazon.com/health/latest/ug/
https://phd.aws.amazon.com/phd/home#/
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¥rid AWS Certificate Manager &R

FRERERE ACM IER 2 BENRE, 8MZEETE—MNE N—/ME. BILUER AWS Certificate
Manager #%/&. AWS Command Line Interface (AWS CLI) i ACM API X501, Z& =Mk ACM
IERMIREL, BALUERERE ACM BH AP ERNEE,

BASIEIEA R ENERNBEIRE, Hlm, BAIBEA Environment = Prod =
Environment = Beta #s&ZXRAZAN ACM IEFFMIRLUBEFS N ACM IEHEEHNHE, AT
RASFBHALANEAM B ELFRER RH

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hith AWS RIRtEXFRMITE, EHit , BANERE LS EETRNBRAERXLERREENH
Ko BN | BETLURFFRZ ( HlE0 Website = example.com) ZEL4A ACME$H, HFHHEHRURA
F example.com Pk Y E A% R

&
« RERHF
- BEEHRZ

R PR
HFEEAT ACM EHIRENERRS

- 51 ACM IE BB RIFEHZ 50,

- MEBHBRAKER 127 NFH

- REENRAKER 255 MNFH.

- REBNERXS KXNE,

« R aws: BIRAH AWS A ; BFTERM, FEIMBRERL aws: FFRMIRZL, M aws: FFk
HRERIT AN RN EHRH,

« MREUNES MRS RFEREARMIFELR |, FIEBEMERS T R FEAN TR MR
#o FHSFIZRS I RIAY 4o
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« ACM iIEB#RZ R A AWS Management Console #J Resource Groups MlinZL migss FE A,

BXRAWSHRIBYEN —MRIEE , FSARICAWSH IR,

EERE

IEATLAER AWS BBl A. AWS Command Line Interface 5 AWS Certificate Manager API 35
o, mEFBBRIRE

BEERX (EFHE)

A LAE A AWS Management Console 770, MIBRRBEIRL, BB A ES R E RRE,
Y172

£ ACM #Z#I & BI U T EBRMRZ,

[EEFRINIRE (BH A)

1. &% AWS Management Console #3TFF AWS Certificate Manager & & (https:/
console.aws.amazon.com/acm/home),

ERENEHRIMRSIEPEZH STk,
EFAEEERP , @ TR E Tags.
3% Edit ¥ Add Tag.
BAMGZHRIE,

EERERF

o ok~ w N

i BRAR 2
£/ ACM 24 A B U TS RMBRIRE,
BRI (241A)

1. &% AWS Management Console F#3TFF AWS Certificate Manager ##I& (https:/
console.aws.amazon.com/acm/home).

2. ERERFREARERIESZRIFXL.
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https://aws.amazon.com/blogs/aws/resource-groups-and-tagging/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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AWS i+ &= s
3. HEWHAEFEEERD , @ TR E Tags.
4. EFRHRE.
5. EBREMRHITZESZH Xo
6. EEREF.
REIRE
£/ ACM 2 f BE U THERERE,
B (1245 )
1. E3FK AWS Management Console #3TFF AWS Certificate Manager & & (https:/
console.aws.amazon.com/acm/home).
2. ERBRENIEBZHETL,
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BIIAMA 7= f5 B IAM AR B9 5 0K 7= B8R 175 B AR o
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E AR EE TR
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H ) RHERTARXLERE, REFHNRBERATERELER, KSHBRBELUISONIEH
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EERWLER AWS JSONEKEERIEEW AN TR A, WA , WAEET U LR RINITE
1, UREFARHETRIT,
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IAM SREEE LIBRENNR , T EERABMM A ERITRE, flW0 , RIREE - AP iam:GetRole
BRENKE, HEIZERNAP UM AWS Management Console AWS CLI, SHIFBAEES AWS
API,

ET 508K

ETESHNRBETAMMBIS 4 (HIWAMAF, AREARAE ) BHISONMREM Y, XEX
REIZ G A 7 A S A AR T BLEFRRITHERE, BETRNMFUEZETSHNKRE , 55
FIAMAFEREHPRNEA TS EERKE LB EXIAMK R,

ETEHNRBA LR -SARNARKEREE R, ARREEZERARZNAS, AFFEH,
RERBEMIARE  SULCREMINERNSIAF, BANAE AWS KF, HEXRBEE
AWS HEXRBNEFEERE, BETHRNMERERBIARRE 2 AETIESE , B5SH (AMAF
) PREEE RN AR < BFEITER,

BT HIRA R

ETRIFHJISONKEE R EM B F R KIME A, ETRFHNREN TG SHE IAM ASEEREN
Amazon S3 R, EXFETRFENRBENRS S , RSEER AT AERA ENRZHEN 45 E TR
FEe NTHEEPHIMKEHTR , REEXEEZAAIUN ZRFEHITHEREUAREFAZET
WiT, BXAEETRENREPIEETE, ERATUSEEKS. AP, At KEAFH AWS R
%o

ETRRNEREMTZRS DU ABKER, EFREETARNERIAMPER AWS FEEFE,
hEEH SR (ACLs)

EEFIFIFR (ACLs) 2HMLERIEA (KFKRA. AFRAE ) ANBRRF. ACLsEETRRH
REERA , RECNFEAISONREE KN,

Amazon S3 AWS WAF, I S#VPCRRXIENWRS RFIACLs, BETHEZEEACLs , BSH
(IO EBEE#ERST X EIER) FHIEREZES FIER (ACL) #ER,

HREgRE

AWS ZERHMAAELNRBERE, XERBRBTLIREERRANRERE D SR THRANR.

« MRLRA-NRLAR-ASHNE , BUTUEEFREET 5 MR AL EIAMSEAR (IAMA P
A ) RTFVEANR, BAUNZFRENRLR, XELRNREXZGCET 5O RERENRL
RHIRE, & Principal PEEAFHAGHNETRRNRBEFZINRLRRH. F—-TURERH
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EXELFBEZ AT, BARANRLANEZRFEE , FZH IAM BFERE) PRI IAM EER R RIL
5o

« BREIEHIKEE (SCPs)-SCPs R WA LARAL B (OU) IBERKANEHISONEKE AWS
Organizations, AWS Organizations & —BA T ENELFHENZ AWS K- DU#HToHME
HEENRES. MREEAHLPNFIETEE , WA UNARS R FIREE (SCPs) M A FEMNEMSN
AR, . XNRAMKF RIS (BESNEE ) R IT 7TSCPRH AWS IKFRAF. BX
Organization SCPs s MINEZ{EE , 1§25 (AWS Organizations FAF{5r) H#Y AR 35 I K BE

o RIRIEFIREE (RCPs) — RCPs XL JSONKMAATREK P HENZRAATANRER , MEAEEH
M2 BB N B ROIAMEEE, XASRCPIREIL A, FRRANIR , HAEE WS R (25E
514 ) WEBNRE AWS IKFIRAF , TXESHERRE TENEAL, Bx Organizations HEZ
SERCPs , 81 AWS RS %X M FIRRCPs , 21 (AWS Organizations FAF1ER) FHRE
RIZHIREE (RCPs).

« AEEH - AERBREYEUREARNECIKAAF BRI S EFENSHRERNESRE
B, EROFENNREAFIACHETINNRBANXERBHRE, NREAURBETHRREN
KEg, T—MRBANEXNIELFEEAT. BXEZERE , BSH (AM AFER) PHSER
B o

S REERE

SN REWRBEA T —MERE , ERHRREMERNELNER, ETHRES RS HRBEEE R
WA AWS BERBAWER , BSRIAMAF BRI REITEEE,

AWS Certificate Manager I{a{EFH IAM

EFEAEBIAMIGRINPR ZBIACM |, 1E5E 7 L IAMINBE A £ A ACM,

IAM{R AT LAfsE F B9 Th8E AWS Certificate Manager

IAM Zhgg ACM =5
ET SR % 2
BT R &
IR =
H AR =
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IAM Zh&E ACM X #
FHREHR (BETES) =

ACLs &

ABAC ( REEPHIIRE ) B 5
FAENR =
BaAe &
RFAEXAE =

E2HTBARSBIAMIBEACMU R Hitt AWS RS RMAEAN , F2H (AMAFIERE) IAMR S
ZBEFEANAWS RS,

BAT ACM WE T S K R #E
XBETHEHRE : 2

ETHONREEAUMMES G (FIMAMAF, ARASAR ) WISONRERM X, XLEXR
B HI A A S ARG T BERFRRTHERE, BETHRNMEZETSHNNRE , 55
FIIAMAFiERERRERAE S EERKE X EELAMRER.

B IAM ET S H0KRE | B USE R TFRELNRENTRUR R IFRELEREFENZE. &
TEEETEONREHEETE , RN CERTEMMWAFSAE, BT HTUEISONKHHE
ANFBERE , FZRIAMAFEEHPHIAMISONERB TESE,

ERAT ACM WE T & 4 1 KRB

EEE ACM ETHHONRBA RS , BZRET SRR =B AWS Certificate Manager.
ACM HE T RIRH R B
TRETRRNEXE &

ETRIFHJISONKRE R EM IR FRN KM, ETRFHN RN REE IAM AGEEREMN
Amazon S3 K, EXFETRFNRBENRSS  BSEERA TUERCIIREFINBER RN
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WE. X TEEPHMKEHRIR , REESUEEEE TN ZHRRITHLEREUREFLFZHT
M7, BLXMEETHRRNRBPEETE, ZRATUSEKS. B/, A6, REAFH AWS R

%o

ESABKS R, SR LHEANKS SHEMKS P IAM XEEENE T RFNREHOEE, &

B EARMBETHRNEBARBUGERRIFN —F¥ME. HEXANBRRLETFENER
AWS IKF |, AIEIKF FRIAMEE R R LARBZLEAZME (AFHAR ) RFHRTRANR. 1b4]

BEFETSHNRBHINBISNEUR TR, ER , RETHRVRBEDE —NKSFHEERT
HERR , WFREINNETEONERE. BXESER , H5H (AMAFER) IAMAF R EIKS

IR R AR

EATF ACM WK Bk 1E
XIFRBEIRIE . R

EIE R A LAER AWS JSONKEERIEEWB IR L. BREYR , WAEMA LN LFRIITER
1, UREMFARHETHIT,

JSONZKEEActionTTR#AR T AT A THERM P RFSIEL B RIFVIRIE. RERFEBESXEHN AWS
APIRERIE. WA —EHIN | flaNg B EEAPHRENRNRNIRE, 28 - EREFEERKES
MITZMRIE. LM INREMRNABRIRIE,

ERE P IS REURFIITRERBENR,

EEE ACM BENIIR , H2H (RFTRNSE) P19 AWS Certificate ManagerE X 1 1E.
ACM HR R IREEIRFERIER AT RIR :
acm
EERNEAUPEESTRE  BEAEZSHENBH.
"Action": [
"acm:actionl",

"acm:action2"

]

EEFEACMETEONERA RO , BSRET HHNEE =B AWS Certificate Manager,
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AWS iE P EEET AFiEm
ACM IR BE &R
TRHEBRRE 2

EE R WLAER AWS JSONKREERIEEE BN TR M L. HHAY , WA EETTUX T LR RNITER
1, AREMAAZRHETHIT,

ResourceJSONKEETEIEEEMNAREN —NHZ IR, BAMAEE Resource
NotResource t#E., REMZER , FHAREMN Amazon BEEH (ARN) BEERFR. W FXEFEBER
FRER (R BRBERNR ) BVIRE | B LUIRIT R E,

NTFAXFERBENRORE (WIHRE ) | FEABERY () EREIRATHRERR.

"Resource": "*"

EEFACMBEREE R HIIFKARNs , 2 (RFENSZE) AWS Certificate Manager E XL
WA R, BT BRET LU PR IR /ERIEE BARNMAR | S H B E L ARIE AWS Certificate
Manager.

EZEEACM ETHHNERBN A , BSRET S HHER =B AWS Certificate Manager.
ACM HIRBE SR8
TRHBFETHRSHRBEERGR 2

EERWLER AWS JSONREERIEEW AN TR A, HHMEY , WAEET U T LR RNITER
&, AREMHAZRHETHIT,

£ Condition Jt%& ( =% Condition iR ) # , AIEEEERAEMMNEH. Condition TERAE
N, BUCEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFHESERPHE
HTE,

MREE-—MEAIPEEZ D Condition THE , WEEA Condition TEFIEESZME , I AWS
EFAEHE AND BEIFHEN]. IRENENMFHREESME , NERZBORZER AWS WhES
fro ERTFEUINNRZALITRRFBENRMSE,

EEERMGR , BUTUERSUNEE. flW, X IAM B EAH IAM B BRTIREH |, £F

ARAERFHRBRENNRE, BXEZEER , BHSHE (AM BFEE) B IAM Rt E - TEFR
Ny

X0
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AWS X F£2RAFHEHNBETRSHFGZH, BEEME AWS £2/5F4E , SR (AMAF
Er) FHAWS £ /&N LT RS,

BX ACM ZMHZHNIIR , FSHRSENSE DI AWS Certificate ManagerfI &4 Z4H. BT #
AIAERARERNRENTR , B2 R HEELHIERIE AWS Certificate Manager,

EEFEACMETEONERN RO , BSRET HHNEE =B AWS Certificate Manager.

ACLsHHJACM
*X#EACLs : &

TREFIFIR (ACLs) 2HBLERIEA (KFKR. AFZAE ) ANBRRF. ACLsEETRRH
REERA , RECNFEAISONREE KN,

ABAC &5 ACM
HISABAC ( EMPIIRE ) : 55

ETRMENIERZES (ABAC) B —HETEME UNRHRNEK, £H AWS , XEBHEMRNIFE,
BRI LURHR S M N BNAMSESS ( BFRRAR ) TS AWS BiR. ARENRFERIRERHE —

%, ABACRJG , A LLRITABACEKEE , R EZFEANRESMITZIR 15 R 89 7 IR L RARE PTE
HATHRAE,

ABACHEMREEKMIMEHREA , BB THARBEETSEINER.

ERETHRZIEHERE , BEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys RHEBERBNIZH TEPRUFZEE,

MRENRSEN TEMERREBIFMBX=FER , WX T RS , ZEANR. NREMERSFNX
N T RBRREZFAEX=ZAZARE , WZENTD.

BXEZERABAC , HZ2H (IAMAFER) FHEMAABACENEYRR, BEEETERESRN
HIEABAC , BZRIAMRA FEETHNEAE TE MRS (ABAC).

FimetEUERF ACM
FRISEHEL - 2

HIREAIGFHEP B R , BL AWS RS FRER. BXEMER , SEWL AWS RS ERATIE
BHEH AWS RS |, B2 W (AMAFIER) IAMARY & A T ImAHES",
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MREERRAFBNBDRZANEMSEZES , W AWS Management Console & # 2 IGEIEF.
flan , KB AWS RN EIMNE QB R (SSO) #E#TIHMA |, ZERLEBIEIITER. HEN
AR EHREFREHE , RAENRACKH , FESBHBIGREIL. EXIRABGHNEZER , HSH
CAFEm) PHMNAMAFYIRIIAMAS (BHE ).

BRI BAER AWS CLI SRFF I ZIRBTES AWS APl, AR5 , B8] BUE AIX L B iE B 3 1T 75 15
AWS, AWS BUEEHAERGIES , MAREARKBLRAER. AXEZEERE , B R T IE
REUHBIAM,

ACM B9 5 BR 55 == 1AL PR
TERELIFRATE (FAS): 2

HEERIAMAF A BERNITREN AWS |, BEANETEAN, HREAFZLRSE , RATESH

TR RARETENBRSHE S — M. FASERRARZREANNR AWS IRSF AR AWS
MRS @ RS A HERNIER. FASREIRSBRIFZSHM AWS RS HARRKE ST RETHKH

FRE , FRRHER. EXHERT , BLAEFRTEIRMREANER. BXRIEHFASE R HIK
RFE , BERERAL R SE,

ACM B RS A&
XBRSAR B

RSABRA—TURSHAA. KREFTEREN IAM BE. IAM EE R A LAE IAM R oI, Sl
BRERSAG. BXESZER , H5H (AMAFER) AWS RS HH 62 5 6 L6 ZRIR.

/A Warning

ERRSACHNRATELHAE ACM WIIEE, RBHE ACM REIESH , TREEBRS S
&,

ACM WRSSHEXAE
XERSHEXAE =R

BSHAXABR—TMERSAXKN AWS BSBRSAR. RS AUKARKRERTRENESR, RS
HXASHIELN S AWS K/ |, FERARSHAE. IAM EERTUESEBTEEERSHEAXAR
YR BR o
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BRUZREERSHEXRACHNFAGFE  FSREA IAM BAWS S, ERPERRSHEXAERT
PEE Yes RS . BERBEUAEFTZRSHNRSHERA B,

BT 5HHKEE R AWS Certificate Manager

RIANBERT , ARFMABSECRIIEH ACM BRNNPR, ff1tBFEER AWS Management
Console, AWS Command Line Interface (AWS CLI) 23R 1TES AWS APl, ERTFAFPXFER
BRATRENDNR , IAM EE A AR IAM Kig, EEABERAOAEFM IAM KiE , AP
RAXLEAE,

BT R X LR PR B S B R IAME T B0 BVJSONEKEE | i8S RIAMA F s ey &2 IAME
BE (#2FE )

BXBHACME N WRENRREE (IESFREREENEN ) WEHAER , H5H (RFENS
Z) AWS Certificate ManagerP BV 21E. FIRMFZH%4H. ARNs

ES ]

- RESEREK

- £/ ACM 255

- ATAFEREMITESHNR
o BIHUES

- BRI

- SAFUE

o MIBRIEH

R R fESR R

ETHENNRBBEEENART AR, RSB EREK S FE ACM HiR, XERETREXME
AWS IKF=E KA, tIZREEET S HONRKEN |, HEFEULTHEEMRIN

- AR AWS EERBHARRARENENRE — EFRRAAFNIEARR TR , EFEARNTS
FAGIRFRIRHWAWS FEE K, SIEMRBRAFRTA AWS KF, RIZBEEEEEX
BH RGN AWS BEFRRERE R —DHPONR. BXEZER , 555 (AM AFERE) B
AWS FEEX KR o T/EEREEMNAWS HE XK,

o MASENRRGEFR - E£H IAM KERENRE , TR FRITESHAENNR. Ak, BALE
N EBEZFGTUAUNBERBRITHERE , O AKRENBRET. EXEA IAM BANENES
BE , BZH (IAM BF1ERE) B 1AM FH R AER,
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o fEF IAM SRBE AR BSR4k 3E — 25 BR %15 [A] AU BR — #% AT LA ) 5% B 378 0 2% 44 SR BR 1 3 $R AE 1 48 R £
A, Bl , BAIEE — MR R G RIEEMBBEREBLMER KIASSL, MRRFRIER
BEHHE AWS BREH (B0 ) SEAK , Nt Al SAEA R4 RE T3 IRSRERNTFRINE AWS
CloudFormation, BEXEZELR , TSR (IAMAFEE) FMHIAMISONERE TE | &4,

« f£/ A IAM ccess Analyzer BiFZHIAMEK B SAF RN Z £ MR IhaeE — A IAM ccess
Analyzer £BIEFPFIM BRI KEE , LUERBEASIAMKEIES (JSON) FMIAMERESEE,
IAMAccess Analyzer 247 100 ZTERBEREMAITHWEI , AIRBEFHERLNEANERE. &
XEZEE , BZHEIAMAFEMTRER A IAMccess Analyzer K iE R B,

- EESEEHRIE (MFA)-INRENIZEZEIAMAFE root AR AWS IKF | 5 FMFALRE R
2, EERMFAAREAAPIRYE | BERBPRIIIMFAZYE., BXEZER , 28 (AMAF
M) MFARMIERHITLE AP,

EXIAM A BEIRNELEL , B35 (AM AFERE) P IAM FH %4 SIESE,
5 ACM 4|5

Eif A AWS Certificate Manager %15 , BATIRE —HAHKENR. XENRLAATFEINEHNES
BXREWACMERNFMAEE AWS K/, NRIBEXFENRENRBRENT=HROET HONRE ,
NFMMTZRBHRE (AFRAR )  BHAEEERMBIEEZET

‘“?ﬁjﬂﬁﬂiﬂ AWS CLI SV A F iR ERKIEH AR AWS APl, Mk , R AR EM1]==HM
TTHYAPIHREAR LB Y IR 1F

NERAFNACNMATUEAACMEFIE , EENFACMAWSCertificateManagerReadOnly
AWS BRI MBIEE, BEXEZELR , TS IAM AFEEHH AP FINRR.

ARFRAFEEMITE SRR

WREE RETTLAIMMABIEFRR | MEAYT IAM BREEMMEERAF BN RNERMITE R, XK
BRBIEERS A LSFEARURERES R TRERIERN AWS CLI R, AWS API

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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AWS IEHEERR
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B HEH

"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

LTFREAFRAPSIHAFKSPRAAE ACM ES,

(® Note

ACMIE B FEE LR 8E7E Elastic Load Balancing 1 CloudFront 3| & # & o

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"

}

]

}
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KERIEH

UT R ARV R PR RGEN ACM iEH,

S AR

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

UTRBEARTFRFSANES,

T BRALE 5

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

LUF SR B A VF A P BRAS TERY ACM AEH

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}
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ACM API R R : BEMRFESZE

HFIRENREETMINE IAM AFRNALNERZFNEANRKE , IERATRENSE, 2K

#IEE— B HIH T S AWS Certificate Manager API #2
fE. RRAIFREFTANER -

o IEAILAEREEHY Action TEHIEER

A LAFE SRR ACM SREEFRAER IAM policy TTERRFRERM, BRTERIIR , SR IAM AFEEF

RV A A

(® Note

EIEERIE |, FHE AP REBRZHIER acm: BIZR ( B

4 , acm:RequestCertificate),

ACM API #REFN R

ACM API &1k

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

REMBPR (APl R1E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

IR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

ACM AP| X fRSZ&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
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ACM API #

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

HERR (APl #1E)

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

HE

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

HE

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

ACM API R RS%E
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https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html

AWS IEBEER RAriEmE

ACM API #&14E HEAR (APIRE) TR
UpdateCertificateOptions acm:UpdateCertific arn:aws:a
ateOptions cm: region:account:certific

ate/ certificate_ID

EH T AWS Certificate Manager B AWS FE& = KB

AWS FEEXAKRZHA AWS CIZMEENMI K. AWS REXARKEENTZSERAMRMNR ,
BRI A AR, ANBEesBEMRR,

FiE , AWS REXRBARTRNENBEEAZRRTFRENR , RN EIIHMAE AWS &
R, RMNBUELENBETENEAZENES EEXRBERE -SRI NR,

BT EERAWS HEXARBPE LR, MR AWS EFHE AWS HEXRKHPELNNR , NE
MR ZRBAMMENAMEEASH (AR, AFNAG ) . HFH AWS RS B3N API B
TR THAERSE , AWS &B WREERH AWS FEE XK

BXREZEE , 750 (IAM AFER) P AWS EEXERK,

AWSCertificateManagerReadOnly

LSRR A ACM IEHH RiETIF ; ERFRAFHERE, 5 HMKER ACM EF.

{
"Version":"2012-10-17",
"Statement": {

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"
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https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS IEHEERR

RAriEmE

]I

"Resource":"*"

EERFEFEFSHAWSHEERR , B E hitps://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess

LERBERMA T X PTE ACM BREMA RN TEIE R,

{

"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action": [
"acm:*"
1,
"Resource":"*"
},
{
"Effect":"Allow",
"Action":"iam:CreateServicelLinkedRole",

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws

AWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{

}
}
.
{
"Effect"
"Action"
"iam
"iam
"iam
1,

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws

"iam:AWSServiceName":"acm.amazonaws.com"

:"Allow",

:[

:DeleteServicelinkedRole",
:GetServicelinkedRoleDeletionStatus",
:GetRole"

AWSServiceRoleForCertificateManager*"

.com/

.com/

AWS FEE R KRG
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly

AWS IEBEER RAriEmE

}
]

EERFAEFEEHAWSHEERR , B E hitps://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess.

ACM XSAWSHEE R BEHY EH#

EEHX ACM WAWSHERMEMMWFMAES (M ZBRSTHRBRERXEERTH ) . EREBEXL
NEEXRNESRR , BITE ACM X141 £12% NE LK RSS iR,

B EiR =p:

®HnT X AWSCertificateMana AWSCertificateMana 2021 £3 A3 H

gerReadOnly SKE&HY gerReadOnly REEHL

GetAccountConfigur E3EHA GetAccoun

ation X%, tConfiguration APl
YERIAX PR

ACM FF A BRFREE X ACM FHRIRERAWSHE R 20213 A3 H
M E R,

MERHEE ACM E£EEH

AWS Certificate Manager £/ AWS Identity and Access Management ( IAM ) 2&4+ 2248 3R BR &I X IE
BERWIHERR. A IAM policy RARFEFIKEE ( SCP ) FHFRM4ZR , BRI ERFESHLEN
MIEHE R,

(@ Note

£ ACM £H4-Z4HE5 AWS £ FEHZ4 (I aws:PrincipalArn ) £46 , Nt — L Fig
ERFIANBEAFRAR,
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS IEHEERR

RAriEmE

X HFHY ACM Rt

ACM AP| 2 EMLZFHRM4

S

acm:Valid
ationMethod

acm:DomainNames

acm:KeyAl
gorithm

acm:Certi
ficateTra
nsparency
Logging

acm:Certi
ficateAut
hority

A1 BREBIIRUETT A

XM ACM API #24E

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

xKH

FrFE

( EMAIL , DNS )
FRIBHA

String

FRE
( ENABLED , DISABLEI

ARN

AT RBE B8 7 BB I8 E A SRIEL FTRVIEPER |, B
A arn:aws:iam::123456789012:role/AllowedEmailValidation &% HHEREA,

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",

"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{

"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"

}I

b
{KIE ACM WiE 1555 T%
HEER

{3 ACM B Reh i)
Lk

{KIE ACM B4R EEA
Ko E R

{3 ACM TF- 3B E

AL 5 B 0 B
R

{RHE ACM SRR 9
BRI R

EAZtR
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html

AWS P EEE AriEmE
"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}
}
}
}
Bl 2 - PR IEBERFE
AR SRR IR 45 5 A B B RHBU Y AT T ACM ERE R,
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringlLike": {
"acm:DomainNames": [
"${x}.
]
}
}
}
}
Bl 3 : PRAIEF I
LARERBEIE4E IE * . amazonaws . com &R EMF ACM iEBIES
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
ERASKMtE M7 1.0 96
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"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]

ZRBEUUE-SREANBENFEH. EBRRATEPEMNMIBEED —INREEE EENFER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}

w4 REIBHEE

UTF R ERASKHERE StringNotLike RN A VA ECDSA 384 i (EC_secp384rl) BiAEEF
SKREVUE$

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
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}

:FJO
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm'":"RSA*"
}
}
}
}

R 5 BREEB AN
BT R R A ERRENABIERF AN (PCA) ARN BRBIEFHFR,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

UTREEER R M Stringlike MEEAF * PLERELETE ACM FREREM RSA B4R RAVRTIE

EAZtR

M7 1.0 98



AWS IEBEER RAriEmE

LLRBEEA acm:CertificateAuthority &# RN L1 Amazon Trust Services M &K AFFEEIE
PHER, FEBMEYE ARN REN false GEFHIERE PCA HWABIEBIER,

{
"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"

}

MRS HEXAE (SLR) 5 ACM &4 EH

AWS Certificate Manager £/ AWS Identity and Access Management ( IAM ) fREHEXHE |, KA
AWS Resource Access Manager FTt ZH Atk ~ B FAE CA MAMFBIERBEABEIT. RSHEX
ABRE—E ACM RESEZEMEXN IAM A&, SLRAACMFAEN , HEBEZREARE ARt
AWS RS PT & By — U1 PR .

SLR AL EEBAHIRE ACM , RN ETEFHIRMLENNRETRITEASENILERER, ACM
ENH SLR IR |, BRIEBAENL , BENRE ACM T UEBREZAR. EXHNRBEEERBEIN
PREREE , T AR PR REM MEMEMET 1AM K4k,

EXAXESIRNEMBSHER , #3HWT5 IAM BE&EANAWSEES , & Service-Linked
Role ( RESMEXAE ) 5N Yes ( B ) WIRS . EFETHEEEN Yes JUEFZREH SLR X,

ACM B9 SLR #XFR
ACM fEF & Amazon Certificate Manager fRS B @K SLR.

AWSServiceRoleForCertificateManager SLR EEUATREUIBEZAE :

¢ acm.amazonaws.com

ERARSHEXAR R 1.0 99


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS IEBEER RAriEmE

A ENRER T ACM X5 E IR TR TR4E

« B1E : 1T acm-pca:IssueCertificate, acm-pca:GetCertificate

BB BRI AV IAM 32K (Blan , AP, AAE ) tlE, REIMER SLR. BXEZEER
ESHRE (IAM AFERE) FRIRSHEX A BNR.

/A Important
ACM FREQRTE , EXEHELHNKFPREFE SLR. WRMEM iam:GetRole R
EHFERTEKTH ACM SLR , NIEAIR SLR EFA2BAHER,. MRRRBRKE |, BLE
RIEHKFEE R JAEEER T iam: GetRole 1A ACM MR , ENENK S5 ACM
FEERRE AWSCertificateManagerFullAccess XBk,

A ACM 82 SLR

TEFHHEIE ACM A SLR, HEFEH AWS Management Console, AWS CLI 2 AWS API #l%
ACM iEH8t , ACM £ELEH XL AWS RAM FrZH MK~ WFE CA NIEB#HITEHN N ECIE
SLR,

MREWEEEIE R ACM TEBELENIKS, LREFE SLR , N AJEEKEZHIKF HAR\TF AWS

B CA FTERIREMN R, XT2MHLERE SLR , BMATUMAKIES , 18 ACM FEEBFHELITIE
F, EBEMRZEE, BXRXESEER , BZH ACM RSXEAE (SLR) B,

/A Important
MRCECEALACTENENEMRSPEREMRE , b SLR T HIEENIKS B,
WA, MREE 2017 £1 A1 B ( NIRRT SLR ) LAEIFEEA ACM BRS , ) ACM
B IEIE I IK 7 812 AWSServiceRoleForCertificateManager £, ETHEZES | 5
FEEN IAM kR HIFHAR,

WMREMERL SLR , REFEFBXRCRT , WANERAULTE—7% :

« £ IAM 25|& 7 | %48 Role ( &% ). Createrole ( RIE A ). Certificate Manager , LA —
AN F CertificateManagerServiceRolePolicy R EHIMNF A,

- f£/ IAM API CreateServiceLinkedRole S8 M) AWS CLI a5 create-service-linked-role , fl&—
MNEFE acm.amazonaws . com fRF AT SLR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html

AWS IEHEERR

RAriEmE

BXREZEE , 750 (AM AFER) PREERSHEXAE.

Y% ACM B9 SLR

ACM T R iF 1844 AWSServiceRoleForCertificateManager [REZHX A, ELIE SLR g , %
ZERZACHEN , ENTEETEANXEASIAZAR, T3, ZALUEA IAM FEACNIREA,
BXEZER , B2 (AM AFER) FREERSHEXAE,

fER ACM B9 SLR

18— T EEMI B AWSServiceRoleForCertificateManager SLR, B2 , & LA IAM 2 4)

A. AWS CLI 5 AWS API FaiiliBriZAaR, BXEZER ,

ESIA (IAM AF1ERE) F A ERARSS

HXRAE,
ACM SLR By #F[X 15
ACM XH#FERATRAE ACM M AWS #8 CA WFIEXEHEMA SLR, BXESEE , HSH AWS
X5 M iw R o

XEE XFFRiA ACM 3z #5

EERE (FHEFRILMILED ) us-east-1 =

ZEREB (BZEM ) us-east-2 =

ZEFEE ( MFEEILILE ) us-west-1 =

EZEAEI (HRERM ) us-west-2 =

WAHX (&HX) ap-south-1 =

Asia Pacific (Osaka) ap-northeast-3 =

Asia Pacific (Seoul) ap-northeast-2 =

AR X (TN ) ap-southeast-1 =

TA#X (&R ) ap-southeast-2 =

Asia Pacific (Tokyo) ap-northeast-1 =

MEX (HE) ca-central-1 B
ERRSEXAL WA 1.0 101



https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

RAriEmE

AWS IEFHEES
X5 & X #RiA ACM
BN (E=ZRE) eu-central-1 =
BN ( 7nERH ) eu-central-2 =
BRMt X ( BIR= ) eu-west-1 =
RRMib X (23K ) eu-west-2 =
BM (B2 eu-west-3 =
EEM ( ERF) sa-east-1 .3
AWS GovCloud ( ZEFEEB ) us-gov-west-1 =
AWS GovCloud (US-East) East us-gov-east-1 =

X AWS Certificate Manager & 3 #1173 8] # 17 8 FE BE BR

EAUTEEHBELHMMESEER ACM M 1AM
£

- BERIE ACM RHITIRIE

- RENBIBEUEH ACM

« HRFIAIT iam : PassRole

o REATFHRUNANA AWS IKF 1 RIRBACMER

BERE ACM HHITIRE

MREWEHRRET , RPEEPIITEMRE , W&

B AT BEIE B AV H L (R

A SE T SR B A SRV AT R R AF

ZmateojacksonAMAFRZHAERAEGFH A EETEREMny-example-widget BENFMEEEREE

I REY , M EIMUT ROIEIR, acm: GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

acm:GetWidget on resource: my-example-widget

B BEHEE
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FELHBERT , BIEH mateojackson AFKIERE , LAVER acm: GetWidget BAEVIE my-
example-widget &iRo

MRGEBHEY  BHIALNAWS BEER, FNEERRIEHBFEIINA,
EENEBFILEFH ACM
MREWB IR , MRTRENACMEPKIEERERERERN , ZIEEFRYGPRE TRYIES,

SIAMAPFZ A EAARAEEARERIETER RS &R FILERN , S HIDENYELT RAIEIR,

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXMERT , NANSEERRENKBHNAABRIRHER. HE , FEEMBRUARFERIE
Po

R TR AT iam : PassRole

MREWE —NEIR | RPLLRIAIT iam: PassRole BE , MM EFHREUA T EFABERRS
ACM,

BE AWS S AT ERIEAGKREAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MERRABLEERSHINER.

L& N marymajor B IAM AP ZIAERAEHIEE ACM hIITHRER , R RENUTRAIER, B
=, BELAERRFSACHRTHNRT AIHRTIHEE. Mary FTEARARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KBS L A F#EINAT iam: PassRole #1E,

MBMETHE , EHRAN AWS FER, LHEER2RHBZETMHA,
REAFERIE A AWS K/ THRIFZBIACME IR
FBALGR—NAE  UWERMKSFORFREARANARTUERZACRTEALSHER. BT

BIEERESEY , TEEAG. X TXHETRIFRAREIRTRZEHSIXR (ACLs) WARS , BT
158 P IX L5 SR BE (0] ATV IR T 173 (R 8 B BER A A PR
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ETHRESER , FZEAUATREA :

« ETH ACM REXHXER | BS 5 AWS Certificate Manager #14a 6 1AM,

s BYREMMBRENEREN RN GENE  ESE (AMAFERE) i AWS K @ EAaIAMA
FREEENERE, AWS Ik~

« ETHRNMAME=FRERNENERNIGEIRE AWS IKF |, FSREIAMAFR TN RE= 518
BiARIBR. AWS K

- ETHRIMABESBHBEASRIERAHENIER , TSR (IAM AFERE) AL SN E PRI
BF ( BHRERERIE ) BEIFRINER,

c ETHEAACNETRRNRBHRITERFIHENEXS | BSEIAMAFEEIAMS B EIK - 5 R
7 18] PR o

AWS Certificate Manager H iy 3# 1%

AWSEREMFHELAWSKSHTARGR, AWSKSEHS M ENE Ly ARENTAK , &
LA AKETIERE, FUHESATRMSHMMERE— L. WATAR , ST RRAETH
X 2 (BT i 3 ST M B R AR AREE, SEANEN RS MRS OERBHAL
TARSAESHTAE, SHEEATT B,

BX AWS KEMAHXNESEE , 50 AWS £ IRERZEH,

AWS Certificate Manager Y E iR g & &4

ER—TRENXIRS , AWS Certificate Manager % AWS £EMEZEZ LR, BX AWS B2 RS
LR AWS IERPF BRI EIER |, 3 AWS =% %, ERREMBENR S RESIRIZITEWN
AWS H48 | ESH (L2 AWS Well-Architected Framework) A B ZE R

B LAEAAWSE S E API AABEEMEIER ACM, BEFRMMEZEFHUATHE :

« EREREMEDI (TLS) BRMNEREH TLS 1.2, BWEM TLS 1.3,

- BEERLMAERE (PFS) WHRBEH , H120 DHE ( Ifst Diffie-Hellman ) 5 ECDHE ( IS 4% [ b 4%
Diffie-Hellman ) o KEZEHINKRE (W Java7 RESRA ) #AZIFXEER,

o, AAERFRIZEE ID M5 IAM EAEXBKAORZR R B BARTBERJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITERH#ITESR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

AWS iF R EEES AFiEm
BFX ACM B 4mTZ 17 [ R

MRAFFEERE AWS Management Console 2/ 5 AWS RE , NFEHEXNHRENER. BFEER
5 R BREY 77 EBUR T B B AWS A FRE,

EOAPRTREAGRAMNR , HFEEATEIZ—.

B BEERERN TR EHY PN
BR ?
AN EH EAImEHEIEEFE [ AWS BRREFEEHN R I

( 7£ IAM Identity Center F& C\LI‘ AWSE\SDK = AWS AP BATERAE,
RENEEBER,

BEWAF) - BXAWSCLIWEZER ,

E2H (AWS Command
Line Interface A #5§/) &
MELE AWS CLI LA
AWS IAM Identity Center,

« HX AWS SDK, T EH
AWS API WEZEE | &
2% (AWS SDK fiTEZS
Zi5m) T8 IAM Identity

Center B9 ¥ 1,

IAM FEAIGREIEEE [ AWS 7R (IAM AF{ERE) #5 i
CLI, AWS SDK 3 AWS API RHEIER T AWS BRB RV
KX HPREE R, BA 3 (TR 1E,

IAM ( THEFEA) RREFEFRANRERA
FRKPEITEEE G AWS BATRME,
CLI, AWS SDK 3 AWS API ~
Y W IS FRE SR - B AWSCLIWWEZEER

®2H (AWS Command
Line Interface A8 A
WERA IAM AREIE#HITE
BRI,

« X AWSSDK MITEME
ZER | H5H (AWS SDK
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html

AWS IEBEER RAriEmE

B BERER TR BHY PN
BR ?

MITESEER) BPHEA
KHEE#HITSHRIE,
. ﬁ?& AWS API WE %215
,152H KIAM BF#s
ﬁ>> hEE IAM B8

R{EREk

BREXKRE LB , URBEERMMER AWS Certificate Manager (AWS Certificate Manager).
UTHESRKRETRELH ACM BFHKFRELK,

F&B

- K RHIRE

+ AWS CloudFormation

- EBEE

o sk BRI A

- ERIBRHIEBEREHTILH
« B AWS CloudTrail

K 7 4% Bl bR

BYERBPEAKSRAIRE , KEGETUEKSRBNGRUES. FE=ILEHENHMNFRIESR
DRTFRETRNK,F, WRTEEAKSFEREE , MAUBTEREFIEL kms: CreateGrant
BRERREHNSEAGHTRNR, XRREKSPAUNER#HITESRILENAER, BXRENHN
ER , BEENARIE , 5/ (AWS Key Management Service FF & AR #87) ## Grants in AWS
KMS,

MRFEHTERANEFIM T RIZEK BRI kms:CreateGrant WA , MATLAERA
kms:EncryptionContext sk 8RR FHIFT4FEIEPH kms:CreateGrant PR, & arn:aws:acm 3§
ENE , HEETERFIN ARN B{E. UTRORBSZIEFERAKBSENILES , EATFEREMIES,
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https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
]
}

AWS CloudFormation

FIA AWS CloudFormation , R A SABI 2 —MERRBAREFAMAWSHEIR. B , AWS
CloudFormation ¥R & & M B BiX L 'RF. AWS CloudFormation AJLL R EFE ACM IZFH R

SR , 5]30 Elastic Load Balancing, Amazon CloudFront 1 Amazon AP| Gateway, BXEZEE , &
SR 5 ACM £R KRS .

MREER AWS CloudFormation {RIEGIZ MM ER Z MNMHIME | BWEFRENBNMRE IR LI
ACM iE$H, XHEMBAREERENIERET. EXEZER , BSH BEfl. Hk , QIZ—MEETE
ATFNRNPmESENBERFER, Al , MRERNREREASEETCHFBEES CE ACM iIEH
(0 <version>.service.example.com) , Mk &S <*>.service.example.com Sl &%

MNEBRFEPH. £ AWS CloudFormation AR GIZN XM EWERF B EBE LR,
uE & E

EBEE (FE#E SSL BIE) R—1EE , AENARFFEALIERRIEEZEEN , SRAR2F
ZENNEESH X509 EBHABERAMFIEBRREHREK, Bt , NAEFERBEXRSS SSL/
TLS iEHEERIE, HAEH SSL RIFI B EIEFHEE (MRIEBRAK I (CA) IEHFME CA E+H
(WRA)) PFHER. WA, CERERREHEBZEENMIES. EHNAREFIXNEESZRE
EARES BUE R ZIES (MIFRIEPHEFNEMEMILED) ZEE. ENABFFRAIEF , &
ALCRZEEENMNIEPRABEZARNEINRAERF. NE , NARERF A BUE 8 IREZ S E LA 0IE
PHEHR
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/A Warning

BUZHNAREFRTEE ACM iE$f, ACM £#1T AWS Certificate Manager ##Y$£& FVUEF
41T BMfE Amazon A K) SSL/TLS IEBEMRIRTRITIXEIESR. N THITIES , ACM &
RN AE-REZAN. IRENNARFEE ACMIEF , A HEEAFTNLBRAKD
ZATUEH |, NN ARRF W e REED SR E,

MREREBELS , MU TIRIHT MBI N RAEFEESENE
- HEBCHIERES AT ACM , AEFEHNNARFEERSANILES, ACM FE2ZHAHEITSA
HYIEH

« MREFEANRLXFILES , WHENNREFBEESRE AN Amazon RIEH, MREERBHR
AMEILED , WREHWERARFEEES CA WRIES,

1336 UF

AWS Certificate Manager (ACM) £ INERE R AT SR HERPIEEMAIEE , A/ Amazon iE
PMAEANK (CA) FTEEAMU MK, EAIAFEA L FHHE DNS HITRIE. BEXEZER , BS
¥l AWS Certificate Manager DNS BiF 1 AWS Certificate Manager B 7 #B 4101

N DN A BRI

BTEEINA ACM iEBFRMIM RIS . MARERSEMEITIREE FIROFIES, S, MR
EPARMNEE , ARFERMIEMEE |, WSARABFRSENANMEEOIFILES. SEAFTEL—# &
MANERPWFIESBERIEMAR , SE 2N FAEFRIESHEE.

MREABFERAERIE , N T8N, E&ZHKE 8 HRILE T4 , FEELAE 72 M2 A
EDRFEHEP 1 HERAIMITERE. S, MRBRESENMEEMILES , BHRZFWE 40 BRIEEF
BR4F , FEELIE 72 PR CAEDRFE D 5 HHTERE. BERLERBERTEHBBENEN , FH
B FER SR IE PR AP B TEE th 28 i,

SR FEF DNS WiE |, MAMNFERIUEA FQDN @BIEEE A —5% DNS idF, ACM «@&
REBUENILR , HEHEERAREFEUBERBTEMMZIERK. MNZICKEFRERER AT
iz, EREMNRAF , IRBERESEMIBWNIES |, NAFHEEAS DNS idxk. BUEREMRE
Fi DNS KiiE,
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
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R HIEFZERE A EIER

/A Important
Tt KA R ER H i BEAE A FILF , BHVIER AR AT 8E MBI i 7] B FHE 48
EIFNAHFIBELIET/RNBEFHRINMNAMERK. A, EBRF2E2ELB BN EE
(SCT)e REBEAXMIULBH CA FBERF SCT BRAZIEHF,

M 2018 & 4 B 30 BFF#A , Google Chrome FBEEAREIEHERAEAEFIEZHNLE SSL/TLS it
. Ek, M2018 £ 4 B 24 A2 , Amazon CA Eﬁﬁ“ﬁ:xd*ffﬁ/l\i\\ﬁ BEP XM AP ML
iTo ER—BiEk , @BLEMBR. BXEZEE , BSRA UEPEHRERE,

HEFREPREITERN , 2AFHRTETLR , BEATNEREH, SFEMNELRRSFEN R
EMBANEEER, FlM , BRABENH R 2AFENREERRERABNENES , BUFF2L
Fro WA, BRERICFIE O] e 4ot B8 5T B SR K A0 B 7= 58 F M 35 B9 B #Ro

EEBERIIEBHNEIEFERAEHRE BEICS , BEMA request-certificate AWS CLI i #Y options &%
=% RequestCertificate APl ##4E, MREHIEBRE 2018 F£4 A 24 Bz AN , HBEFEHR

EEITIRFFIEFET , MALLAMA update-certificate-options 38, UpdateCertificateOptions API

BREDUERIRE,

BR 1

- BEEEAZFHAERRERERAE AFTIEFR,

« FUEBHAZITH (BERILERSHE 60 X ) 7, BEEZERXHTEFRES, ERSERKMET
SERERHE R

EH—Bidk , BLEMNBEHHRER. EZNE[QERBRHSREER, MREEBERIEPBAERERE
ARiLE , RAEEREHERER , WENIEHRHFARRIEE , BERIRITERNIE. NREHBIEBHRIL
Bligs , BINBWER S —DNERIEF

AT REIEERER T EEFRFWIUEP S EA request-certificate s R ZEAIEREHRE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

ERBRHIEHERE R RIER 7% 1.0 109


https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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IJD ﬂiﬁtﬂ%ﬁlﬁ:ﬁm ARNO

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MREESHE—MIEP , HEEFHLEELZITERIERTE , BHEA update-certificate-options . Lt
STIREE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

B B AWS CloudTrail

ETFFHBMER ACM 28 , i§5%/8 A CloudTrail B&i2%. FIA CloudTrail , B[ LUBE K EK K
AWS APl AR IEFREREN AWS HE |, BREET AWS EEZFHE., AWSFHFEAIES, AWS
Command Line Interface LA E &4 Amazon Web Services 1T APl ., X LLEE
WA AR AR T ACM AP, £ HARAKIR IP it AR £ £ RANE,. ERIUER APIF
CloudTrail ERREIRARER. AEMNDL BZAIRRIEIR, RERFWRSHZEHEERRSAFNXA
CloudTrail BEIZEHNFR. BXESZEE , BSHAIERIR, ¥% CloudTrail 5—i2fEA AWS
Certificate Manager LAZE & ACM 2R/ RHIRERI1EFo
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https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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Y% AWS Certificate Manager

GER4ER AWS fERARENTHEME., ATAMNMEENEZHEMEES. AWS Certificate Manager #& N
ZM AWS SRR RVFTES 2 WER R , UEELIN S SHEN U ER M H i TR,
UTEFHWARTAATH AWS =¥#ETE, ACM

F&:

 {FAT 3 EventBridge

« CloudTrail 5—#2H AWS Certificate Manager
« XM CloudWatch 3545

£ I &% EventBridge

#& ] LAE A Amazon EventBridge ( 818 CloudWatch Events ) SE81 AWS BRE B3I |, H E3IH
BIRGEH , AR ATAERBERRRER. KE AWS RSHEH (23 ) ACMBUR F L8
i 5 = &% E) Amazon EventBridge » BRI AEAE4RAM A BHR , 218 AWS Lambda B, AWS
Batch #E)dl., Amazon SNS 8%, EXEZER , BZHAT LRI T# EventBridge ?

F&
- W5 ¥ EventBridge x1F ACM
- EventBridge £ Amazon A & #&1E ACM

Il 53 EventBridge X1 ACM
AEBS|EHERT Amazon XIFHACMIEXEH EventBridge.
ACMIE+ BIR B A4+

ACMMEIERET 45 RIFWMREMBARIES (&, RENSA ) WESRIBEH., TUER
# PutAccountConfiguration#® ¥E3k & et 5 [BIACMAPI,

ACMBEZI BRI EM AN FHFERHNIERNET , ERSANIEPEERIHZ A ENSEAHETS
A, BUBRFH, BXEZEE  BSREFSALED, BUUFERAIPEAREEAL , UEN
ACMIEBEH S A, BXEABZLRRHE AWS Lambda , {55 EventBridge £ Amazon F % 2
£ ACM,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/userguide/import-reimport.html#reimport-certificate-api
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RAriEmE

ACMIEH BRI BN EHERTUTEN,

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

ACMIEHB T HIZEH

ERAULERLEES , LEEEKSHACMEMR N AR RAEIES B HHEEMT], IEPIHEH

FERTSANIESHAFEET FANEEILES,

ACMIEBIHEHERUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

XEFNES
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"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

ACMiIEHB A FHEH

EFAMUTLES  AEEREN A AERAAILEPERRENBIEL, ZBMHFEHR L. £ITNE

AREM, XTRFILES , —BEETH , PREEEFEETRFEBZREN.

ACMIEBIHAEHEBUTEM,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

ACMEERITIEREITRESH

(® Note
“FEEWTIEBEITREEHTERTSANIESR,
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ERTLMITILEES , AEELARDEFRESTREITIEAAKREIRE, S, IREFFMT
ACMPF IEZRITIEBHCAAIER , MAEFIHIA 456 RAFEIT KMAACME R ILLEN. MREFRE
HEMTZ) , ACMIE 30 X, 15 K, 3 XM 1 RKEBRZHET , HEERF/RIITH , EHH
B, REULEBTFBEFESRITER,. BRET=HAMBERE—INEH

ACMIEREITIRIEMEEHERUTEN,

{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
AWS #EEH

AWS RESNFEEITRENACMIERERRBRESH., BRETEEXNER , HSHAWS Certificate
Manager FEYFEE N IEP LT,

REQEMMHIBER TEBSTRRES
« RIS LN BHAFIERE,
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AWS EHEEE Tt

« AEFSRTRRESTTRRDE], XAURERKEFTERTE FIR4PEE (HTED R FHE
HRTRIERIES ) , ERREMER, SIMNSHAFLEUATEARBERBHH -1, XLERBL
TEMEART , HERTHE,

« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBEL1T. B HmEINIH )

« CAA_CHECK_FAILURE ( CAAREXM )
« AWS_ACM_RENEWAL_FAILURE ( A CA £EMIEH )

ETRREHEENTEME, ELREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24K,

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
iF
"detail":{
"service":[
"ACM"
iF
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}

EventBridge £ Amazon H i % &4 ACM

A SUR TR IX £ 4012 Amazon EventBridge M0 , 3£ A Amazon EventBridge 2 & E E 42 M 2
SN EENEE, ATEMEEE Amazon EventBridge N F = 4 BV IRER RAIEF o

£}

« £ Amazon L EIRI;ES) SNS

. £/ Lambda B3k RIS 4
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£ Amazon EEIRES) SNS
AF B WAHE Amazon SNS BB R EACMAE R BEE 4t & IE X ARB A,
SER AT S SR B i e R

#12 Amazon EventBridge N 3 fil & ¢ E

1. BIBILS# EventBridge MM, BEXREZEL , BSROIEXN EH4 ML R MEY Amazon
EventBridge M,

a. £ Amazon EventBridge ##i| & m https://console.aws.amazon.com/events/ , S EE4 >

AMNTTE , REEFCIERN,

ECIEMNREE | i Event Pattern ( EHER )
NFRFEHR , MNFEFHIERE Health (TR ) »

FFEHER | %R Specific Health events ( #EZTRIAEH ) -
EF BERS , RABEACMME R i TR,

RS E B AR E R F H % FaccountNotifications

i%£$E Any event type code ( {EIEHERHNKDE ),

i%£$E Any resource ( EAIER ) o

EEHEAT R RERT , KESHREHNISONER, ROGIER AWS EESH &foHm
B3,

-~ ® o o T

= @

"source": [
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"

BAERB fRZ< 1.0 116


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://console.aws.amazon.com/events/
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}
BB R,

£ ‘B o, BRI TT LA ENE R BN B4 A Z RS TR |, 420 Amazon &£ E 4]
BR%S (SNS) , AT BLIE#E Lambda BB SE M2 4 B E LM AT 1T, Bx AWS Lambda 3
MW RA |, ESH FH Lambda BEIE R =4,

/8 Lambda B ¥ 5 B4

IS F25E R AWS Lambda @A £ A 1E Amazon £ % Ut EventBridge, {8 YL 37k 4] 8 38 A PR S (SNS)
BIBEBHMUA R NAIEE L AIAELE R AWS Security Hub , NTTAEE R ML £ HRRET L,

®E Lambda BHEF AR IAM

1.

B 5B B AWS Identity and Access Management (IAM) & &} E X Lambda B FT EWRR, B
St REMHREREK  SUNREHIECEENARZEY , ARFIRTFZAFPHNR, TENE
BERPKF TETAZSH AWS 2 , REFTEEEERAKS TE1T.

ITFFIAMEE&EIA | Bk A https://console.aws.amazon.com/iam/.

£ FJSONK B Jm B 25 0| 2 E A TR P E XV KEE, REEBESHHEXM AWS K/ H#F. BX
BEZEE , BSJISONIET + E i B2 R R,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
}
{

"Sid":"LambdaCertificateExpiryPolicy2",
"Effect":"Allow",
"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor

AWS IEHEERR

RAriEmE

3. SIBIAMACHNFERRMINEZA®., BXxCIZIAMA TN INKENES ,

expiring-

"Resource": [

"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-

certificates:*"

]

"Sid":"LambdaCertificateExpiryPolicy3",

"Effect":"Allow",

"Action": [
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action":[
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

SEIEAE (2FE).

BHZF N AWS BR

BRERH

WA 1.0 118


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console

AWS IEBEER RAriEmE

4. FTFF AWS Lambda #Z#|& , Wit R https://console.aws.amazon.com/lambdal.
5. Bl Lambda B¥, EXEZEE , BSRFERAEH AQE Lambda B, ERATEER :

a. ESIBREBTELEL , i%&# Author from scratch ( MK FF IR RIE ) &I LA B2 I,
b. EEBEBMFERFAEE—NTEM , FlI handle-expiring-certificates “"o
c. 1 Runtime ( 12170t ) SIRAF |, EF“Python 3.8",

d. B Change default execution role ( EXBRIAITAER ) , R/FEF Use an existing
role (FEAMBAE ),

e. M Existingrole (MEA® ) JIRPEREBETVUNENAL,
f.  i%&# Create function (BIZE %),
g. 7 Function code ( BB ) T , A TR,

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION

# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone
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utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azrn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ')
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
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sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',
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'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
.
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7E Environment variables ( M8 & ) T , &% Edit ( &%E ) FTERRFMUTEE,

. ( ®i% ) EXPIRY_DAYS
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BEAZERPSHBEH B EZRE ( K¥ ) . WEREERIAR 45 X , BERAUEERE
MX1{&.
( 7% ) SNS_TOPIC _ ARN

3 Amazon & —“ SNS, ARNJEL arn: aw ARN s: sns I NIBMHTER

o

# . <region>:<account-number>:<topic-name>.
« ( Ali%& ) SECURITY_HUB _REGION
ETREKXE AWS Security Hub Fi§E. tIRAKRIEELLIEDT , NFEAEEZITH Lambda

HHBHXE, MRZEBESNXFEHET , WAREENAMEIEHEERRI 2 NXEF
#9 Security Hub,

i. 7 Basic settings ( EFiZE ) T , & Timeout ( B ) RERN 30 ¥,
j.  TETMHEIRER , 1%$F Deploy ( ZBFE ) -

SR AES AT i e LA R 75 =R

it

TR
B3 R AT R F BR 4B A

it

LRl , ZHBiE Amazon EventBridge Ki#2EBIET , FA1N B4 BN 2 HIAVUE B IR M4 — Hf &8 F i
o BIABRT , N TFEEZIHATEY 45 RWIEH , BREMLACMEI X —NEH, ( SbBTEEBAT
/. BPutAccountConfigurationi2fE# 1T BEXACMAPI, ) XEEHHRNE—NEBSARE LT REL
W EZRE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. B2 Lambda RBHBEENR. ( ETK - iB5SH ®E Lambda BREFI AR IAM )

2. N Lambda BE#BIE - MNATREBHOAIRHESNSEE, BXEZFEE , S EE Amazon
SNS &,

3. NEARNBHRFITHEMSNSER, BXEZFER , FSMITH Amazon SNS £,
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4. BIBRATR% Lambda BRI Di# EventBridge MM, BXEZEL , HSHGIENEHMEH
& Bify Amazon EventBridge #i1,

#£ Amazon EventBridge ##%|#& /1 https://console.aws.amazon.com/events/ , SZEEH4 > M
NRE , AFEFRCENAN, EERSEM. BSHXRERM Lambda ¥, EEHEXM A HERR
B, REE TR

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERROIEHT2E RN Lambda #HPUXFRIEH -

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

B

—BEFBEERIBEERETMEE , FEXEEMRZEBENMERET , UBRZLRBEMUEHNE
AT -
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AWS i ET2E8 e
« IAMKRBAAE

+ Lambda B

+ CloudWatch SEZ#HLM

+ CloudWatch 5 Lambda ><Bx#y B &

+ SNSiEHE

CloudTrail 5— &£ AWS Certificate Manager

AWS Certificate Manager 5 AWS CloudTrail—IRSERK , ZRFZEERF. AGH AWS RFEF
HITHIIREMIZRACM, CloudTrail BRIAMER T , 88 AWS IKF 25 . CloudTrail FFAPIE IR
ACMAEH | BIFEFRBEACMESI AN RABAMNACMAPIRENRBIER, MBEEERBRE , WAL
¥ CloudTrail E4FL& & El Amazon S3 F&#E , BIEMWEMHACM, MREBREBRER , £NA
A LAZE CloudTrail BHIAH “BEHHLER PEFEEFNEH,

FEAKERNE R CloudTrail , A LUAE @ BMERZHACM, K HIERK IP ik, #AH 7TEK.
AR EZEERUAREMFMAEE, BXEZEL , BSREAESHHELIERES CloudTrail EH. 3
TENEHEDNREERINACM , ZEILE5HM AWS RS CloudTrail B4 —RiIEREEHHEIC
FH, BAIE AWS IkFHEE, BRNTHEFEH.

A BB B E A AWS IRSS , Lt — S 9T R4 CloudTrail B & WENEHEIE.
BEXNEZEE CloudTrail , IHSE U T4 -

« AWS CloudTrail A5/,

o BIZRERELR

« CloudTrail Z##I RS MK

« AUTEDEET S#SNSEA CloudTrail

« BRRBZANXIEH CloudTrail B EXHMEBRFKE S MK, B CloudTrail B EX 4

e}
« ACMAPI CloudTrail B &H gk
« BREKRSHAPIFEY
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ACMAPI CloudTrail B & s X iFHIRE

ACMZRIF A TR AEAE ) AR RAE CloudTrail BRI -
SNBHRAIRKRAPIEEXEREROARCE. FHELEDTFLREATRE :

- BREBMER AWS IKF AP =5 AWS Identity and Access Management (IAM) AP & A Ho
- BREFAACKERKREAFNIERNZEEIERHN,
- BREDHHEAM AWS RF A H

BXEZER , HSFCloudTrail userldentity T,

BMT&TRE T ISFHAPHREN RHI B &,

o EIEBARIMFRZ (AddTagsToCertificate)
 MIBRIE$ (DeleteCertificate)

+ JIRIEF (DescribeCertificate)

« S WP (ExportCertificate)

« S AP (ImportCertificate)

« BIHIE$ (ListCertificates)

« BIHIEBHPRZ (ListTagsForCertificate)

« MIEP il BR#rZE (RemoveTagsFromCertificate)
+ HRIE$P (RequestCertificate)

o EFAIERIULE FHB4F (ResendValidationEmail)
« BFRIEP (GetCertificate)

[E]iE B R IPRE (AddTagsToCertificate)

AR CloudTrail RHIE R T AL RAIITagsToCertificate APl

{

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
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"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responsekElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

I BRIE (DeleteCertificate)

BAF CloudTrail =52 7R 7 8B M4 RDeleteCertificate APl

{
"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
SEFMAPIRE

:certificate/

WA 1.0 127


https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html

AWS IEBEER RAriEmE

"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-03-18T00:00:26Z",
"eventSource":"acm.amazonaws.com",
"eventName":"DeleteCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcbha98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIRIEH (DescribeCertificate)

BLF CloudTrail REIE R T BB L RDescribeCertificate AP,

(@ Note

DescribeCertificatei®fE CloudTrail BEF E REXEFIEENACMIEBRE
B, B LlEAE4lE. 3 AWS Command Line Interface , & B XIFHHE
B DescribeCertificateAPl,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
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"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-03-18T00:00: 427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcbha98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

AR CloudTrail ~HIE R T AR % RExportCertificate APl

"Records": [
{

"version":"Q",
"id":"0Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

iF
"detail":{
"eventVersion":"1.04",
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"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.
"eventTime":"2018-05-24T15:28:117",

"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.

"requestParameters":{
"passphrase": {

"hb": [

42,

42,

42,

42,

42,

42,

42,

42,

42,

42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":0,
"limit":10,

"capacity":10,
"address":0

iy

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

1,
"responseElements":{
"certificateChain":

10.

4"’
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base64 certificate

"privateKey":"**********"’

"certificate":

"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall"

5 AE$ (ImportCertificate)

LR RBIE R T id &I iZACMImportCertificate APIHRVERY B A Y CloudTrail BE% B

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/Alice",

"accountId":"111122223333",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"Alice"
},
"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{

"privateKey":{

"hb": [
"byte",
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Ilbytell’

Ilbytell’
15
"offset":0,

"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,

XEFHAPIHRE
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"limit":2503,
"capacity":2503,
"address":0

1,
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

1,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

HIHHiE$ (ListCertificates)

BLF CloudTrail REIE R T B HAMLE RListCertificatesAPl,

@ Note

ListCertificatesi®4E CloudTrail HEFRE REHWACMIEH, B LAERZEGHEIE. 5 AWS
Command Line Interface , && i %l &KListCertificatesAPl,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:43Z7",

"eventSource":"acm.amazonaws.com",

"eventName":"ListCertificates",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",
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"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems" :1000,
"certificateStatuses":[
"ISSUED"
]
},
"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"cdfel051-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
}
]
}
HIHAE P IIFRE (ListTagsForCertificate)
AR CloudTrail R E R T FAME RListTagsForCertificate APl
(® Note
ListTagsForCertificate®E CloudTrail B E&FE RIS, BALERAEHE, R

AWS Command Line Interface , E&# X% &KListTagsForCertificateAPl,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T13:30:117",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",
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"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"responsekElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

MIE$ il BR#RE (RemoveTagsFromCertificate)

AR CloudTrail 7 5).E 7R T 8 F 89 45 RRemoveTagsFromCertificate APl

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T14:10:01Z2",

"eventSource":"acm.amazonaws.com",

"eventName":"RemoveTagsFromCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
"tags":[
{

"value":"Bob",

4
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"key":"Admin"

I

"responsekElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

ERIE$H (RequestCertificate)

LAR CloudTrail "Il E R T AR RRequestCertificate APl

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-03-18T00:00:49Z",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"subjectAlternativeNames": [
"example.net"
1,
"domainName":"example.com",
"domainValidationOptions":[

{

"domainName":"example.com",
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"validationDomain":"example.com

I
{
"domainName" :"example.net",
"validationDomain":"example.net"
}

1,

"idempotencyToken":"8186023d89681c3ad5"
},
"responseElements":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B RIERIE B FEB4F (ResendValidationEmail)

BAF CloudTrail =12 7R 7 8 A M4 RResendValidationEmailAPl,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-17T23:58:257",

"eventSource":"acm.amazonaws.com",

"eventName":"ResendValidationEmail",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responsekElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b0@6-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FIEP (GetCertificate)

LAF CloudTrail =52 7R 7 8 H B 4 R GetCertificate APl

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
.

"responseElements": {
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"certificateChain":

"requestID":"744dd891-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

},
"responseElements":{

"dNSName" : "LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

£ A T E 5% 85 )F A Amazon EC2 K4

HEET SN ITE LR (AmazonEC2) 56| EELEM L s M AR FAT , S AEITH S HE 1SR
5, XA LB Elastic Load Balancing #2#]& 3 AWS Command Line Interface3R5E K. LA T RHIE
RT X AWS K 123456789012 LinuxTest E&RegisterInstancesWithLoadBalancerAEI it
HI9E][/VRA

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

},

"invokedBy":"signin.amazonaws.com"
},
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

1,
"responseElements":{
"instances": [
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"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
IEFLE

LT REIERT N EACMIES KRB FAHARTMBENEncrypti@ A,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

I

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{

& =_E AWSHHIT,

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext":{
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

}
},
"responseElements":null,
"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",
"readOnly":true,
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"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

R B B
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HXEFREEIT. AWS

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

I,
"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",
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"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext": {
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"

}
iy

"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

]I

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
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import java.nio.file.Files;
import java.nio.file.Paths;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ks Accesskey - AWS access key
ik SecretKey - AWS secret key
& CertificateArn - Use to reimport a certificate (not included in this example).
* region - AWS region
& Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem
ks CertificateChain - The certificate chain, not including the end-entity
certificate.
ks PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
*/
public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))
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.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

AT RBIEBEIn{a 8 A DeleteCertificate BIE. MRK I , MZEEBFIRE —1NZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

FEIRUEF

LA R 4135 88 204a] 5 A DescribeCertificate BIZK,
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import
import
import
import

import
import
import
import

e com.amazonaws.samples;

com.amazonaws.services.certificatemanager

services.certificatemanager
.certificatemanager

services.

com.amazonaws.

com.amazonaws.services

com.amazonaws. certificatemanager

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0Qa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Sta

NotAfter:

tus: ISSUED,
NotBefore: ThuOct@510@: 14: 32PDT2017,

SunOct0310: 14: 32PDT2027,

KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type:

S HUEF

AR R"ANERINMAEA ExportCertificate B#, ZBHEBNS HBARBIERMAYA (CA) MARHNFABIE
F (PKCS#8 1R ). (LNBIUEBLILRHEACM MEERSAETEZSH., ) EEASHIEBERM
MEZH. EUTHP , ZHNEBEEERDXHFF,

IMPORTED,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.

java

amazonaws.
amazonaws.
amazonaws.
.regions.Regions;

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AWSCredentials;

services.
services.

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;

.nio.channels.FileChannel;

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
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public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();
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// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, O,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);

String certificate_chain = result.getCertificateChain();
System.out.println(certificate_chain);

// This example retrieves but does not display the private
String private_key = result.getPrivateKey();

1 FRUEH MUEF 8%

AT RBERINMAIEEA GetCertificate BIEK,

packag

import
import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the GetCertificate function in the AWS

Certi
* Man
*

* Inp
& C

€ Ccom.amazonaws. samples;

com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;
com.amazonaws.services.certificatemanager.model.GetCertificateRequest;
com.amazonaws.services.certificatemanager.model.GetCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;
com.amazonaws.auth.AWSCredentials;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws.services.certificatemanager.model.RequestInProgressException;

com.amazonaws .AmazonClientException;

ficate
ager service.

ut parameter:
ertificateArn - The ARN of the certificate to retrieve.
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* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {

try {

result = client.getCertificate(req);
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}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE Y REF IR UT AT AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

S AU

AR RALERIMAERA ImportCertificate BI%Ko

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException(

ImportCertificate W7 1.0 159



AWS IEBEER RAriEmE

"Cannot load the credentials from file.", ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”, "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
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buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.
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String arn = result.getCertificateArn();

System.out.println(axn);

B HHUE

BT =451

package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

i —

TR

com.
com.
com.
com.

com.
com.
com.
com.

com.

W{AIfE A ListCertificates B,

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws

services.
.certificatemanager
services.

services

services.

certificatemanager

certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AwWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;
amazonaws.

regions.Regions;

java.util.Arrays;
java.util.List;

Certificate

* Manager service.

*

* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.

*

* Qutput parameters:
CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.

*

*/

.AmazonClientException;

ListCertificates
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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I EA RO IR UT U TREN A H.

CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
b
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

LT UEH

AR =55 BA an{al 2 A RenewCertificate BA¥i. ZBEERIT HFAABIEBM AN (CA) MA FHiES
ExportCertificate BE S HAFABIE P, bEA , FARKBNATLITSEHNAEIEDS, EFEH ACM £
TIRH AWS FAE CAIEH , BAF%LE ACM RFZEABRFHRITHBRENNR. BXEZER , HS
FEHEBLE TR BLS ACM,

package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;
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import
import
import

import
import
import
import
import

public

pub
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ex);

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
WS
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);
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}

catch(InvalidArnException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

B HHUE PR
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package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
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com.
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com.

com.
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com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

services.
services.
services.
services.

services

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.certificatemanager.

services.certificatemanager.

AmazonClientException;

auth.AWSCredentials;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

model.InvalidArnException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

function in the AWS

ListTagsForCertificate
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* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {

result = client.listTagsForCertificate(req);

}

catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
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throw ex;

// Display the result.
System.out.println(result);

HIE Y REFIZRUT AT AR A,

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

MIEP i BRAR

LA 745058 BA 2N e[ F§ RemoveTagsFromCertificate BI#K,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
.certificatemanager.
services.

import com.
import com.

import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.
.AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate
* Manager service.

RemoveTagsFromCertificate
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*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

’

RemoveTagsFromCertificate
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// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

HRUEF

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {

result = client.removeTagsFromCertificate(req);

}

catch(InvalidArnException ex)

{

throw ex;

}

catch(InvalidTagException ex)

{

throw ex;

}

catch(ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

AT 7= 45135 B an{a] 55 . RequestCertificate BIE

package com.amazonaws.samples;

import
import
import
import

import

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

.certificatemanager.AWSCertificateManagerClientBuilder;

certificatemanager.AWSCertificateManager;
certificatemanager.model.RequestCertificateRequest;
certificatemanager.model.RequestCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;

RequestCertificate
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import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
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AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);

B EN RO EIZRUTUTREN A H.

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

1

70N

g

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

services.
services.
services.

.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

15 BF ANl fE F§ ResendValidationEmail Ba%K.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials =

null;
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ex);

try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

’
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// Display the result.
System.out.println(result.toString());

BIEMN REIFGERAER IR FHEHER—INEE,
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_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

EAI LB BT NAME (BF) FERAEBHNIAE (29K ) |, 8125 GoDaddy &K CNAME id
x, TR :

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
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£tX4 DNS B UEUEBAYFEEUEH LT

ACM F &A%t DNS BIERIEFHHST TLS BiE. MR ACM T EL&ITLET DNS WU R UEAYIE
+ , WRATEERMA T DNS BEEF R B B IERIH B IERTER, MRRZEXTER , ACM 2BEH
BTEEHEITIEH,

/A Important

18R FF IEFRY CNAME 12X A Z| DNS BiEE, BEWERER MBI T H#MNMEHIT
LEiRAE,

B LUBEE ACM #Z£H 8RB ERREEZE |, HFEHH CNAME i2%k. BXEFAEE , S
EZTENE. EEAUER ACM APl B89 DescribeCertificate #4E , 2 ACM CLI F1# describe-
certificate 9 , RERBBIER,. BXEZEL , 5SS AWS Certificate Manager DNS Kl o

« < Viewing1to3of 3certificates > »

Name ~ Domain name « Additional names Status ~ Type ~ Inuse? « Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example biz Issued Amazon |ssued No Ineligible I
Status

Status  Issued
Detailed status The certificate was issued at 2018-03-22T722:42:12UTC

Domain Validation status
amzn3.example.biz Success
. Export DNS configuration to a file You can export all of the CNAME records to a file
Details
Type Amazon |ssued Requested at 2018-03-22T722:38:52UTC
Inuse? No Issued at  2018-03-22T22:42:12UTC
Domain name amzn3.example.biz Not before 2018-03-22T00:00:00UTC
Number of additional names 0 Not after 2018-04-22T12:00:00UTC
Identifier 1faedec1-6db6-4d3d-967a-eecS5e53ecd4s Public key infe RSA 2048-bit
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:f3:99:62:5b:7f:fb Signature algorithm SHAZ56WITHRSA

ARN arn:aws:acm:us-
west-2:1409489014 14 certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdd5
Validation state None
Tags
Edit

Name

« ¢ Viewing1to 3 of 3 certificates > »

MEEFI & FPIERE B AREH

ABIEE P RK FR7 1.0 184


https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html

AWS IEBEER RAriEmE

Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

RITIEFHE M UERIEHH CNAME 8.
MRFEBEKIBFE , FRRAIEH Do
T RRLRIT T Ay
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A LAE A CAA DNS i23Rk3IEE Amazon iE P WA HLH (CA) AR EHEEH FEMA ACM iEH,
RIGEIE P M AW R4 IREE , 7R One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiE B M A HHIAE (CAA) iR , — N ZNE
ZAREEBELRIE] , BRELEH CAADNS 2%, MREERINBIE ACM IEBFRFWTNLEIR | N

HIREFIRH CAA IBRHBRIBERIER. CAA IBEKHH value (B ) FERUMETELLTHBEFH —

/I\ .
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e amazontrust.com
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