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BIRIAMA 7 FH /%A PR E F4A

1. ESMEBS  ZERF , RREERMNAS,
2. WFAFE, AA—ITHSIAFNESR,
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3. & AWS Management Console access ( BEE#ZEHI B 5 ) ZHMWEEE, B EBHERNEFE
REENFE, BAEREEERAFPAAETREBRNCIENREE , MEEAFREBRBRRNE
REEZEB,

EET—F: R,

®E GAPRMEE  REERRECNENA,

%32 Next: Tags ( F—&: #7X ) . BAILLUEER M8 AP RINES,
R T—% 7%, NRECHERF , BiEE SIBAF,

R

HRE TR BN EXFE AWS Artifact

IE , BEUNEARBARR. AWS ArtifactBT X LA ERIRIR |, EFTLAEAIE BRI E =
SR TR EZ B B RRR,

EFES MM ENRIGRIRE , & LEAFEAWSArtifactReportsReadOnlyAccess B R EE BB T2
WEHMNR, WREZHERTEAANENR , NNEAREESEPREN EFMAArtT AWS
actic &N HEN EN R #EEKERMA

MREHBFHNRETHIAE |, S LUERBELEF A PR EFIERE Arti AWS fact IR 5 RV BARIR”
SEEEA AR RRE .

FRE TR BFANR

TR IERRIEENR

FEEIBNRNINE R BRI T EMNED R KL,
BEEBUR -

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
"arn:aws:artifact:::report-package/*"

]
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]

SR M ENRAY TR

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

]

IBRRBREFENR

HESERENAERBERN TS ANERR KR, RERFBEFNRSHEFARIN.

BEEBUR :

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,

"Resource": [

"arn:aws:artifact:::report-package/Certifications and Attestations/SOC/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/PCI/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/IS0/*"

]

SRR A R R
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

"Condition": {
"StringEquals": {

"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"

4

1,
"artifact:ReportCategory": [
"Certifications and Attestations"

]

T E Artifact TPV B AR E AWS

AWSArtifact BUE R PN MUER AN ENNR, BEXLEMANENNR , FF AR ESHE

e , BIMEFMEIREDIL , ARSI ML DI

EES AR ENRF RPN , BABAEHAAWSArtifactAgreementsReadOnlyAccess =,

AWSArtifactAgreementsFullAccessFE & R B BRBEU T RN EMEHNNE, MREZEREFER
AR EANPR , TR fE R T ) A HR IR A 4R A0 A Artif AWS act S 4B 4 BE A BR” 4 332 3R %E 42 n

Ao

E#E Artifact TMY A BAINR AWS


security-iam-awsmanpol.html
security-iam-awsmanpol.html

AWS Artifact

RAriEmE

MR ERBFANRET HBRIE |, BT LLEFRET 2 E & P RY “EFIBRH Artif AWS act TRV AR ER

R 4RV 1 B IR AR L
E BIHTA R

IHRRIAMIR{E “DownloadAgreement” B4 T T &R EZ LK GetAgreement ” BREFMATF THRE
EZ XA “GetCustomerAgreement” IREFTE, WAL , BSIA T ERANRIEREHEFNES

REDVHBHEHRER () NDAs, ERNARLHARERETENRTHUNES , AP 2AHEE

B RAVEIE R B RN 2 AR E R KR
FHX PRIE RS B K P 4 5 B9 T 2

|HRRE -

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [

"arn:aws:artifact::*:customer-agreement/*",

"arn:aws:artifact:::agreement/*"
]
}
]
}

SRR RAYRTRES

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

FEBEFR
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"Resource": "*"

.
{

"Sid": "GetAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:GetAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptNdaForAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

MERRBFENRIBEK,RAN TH, EZML LY

%R -

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}
]
}
B ERHNRAIHTRREE
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{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,
"Resource": "*"
"Sid": "AWSAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"
1,
"Resource": "arn:aws:artifact:::agreement/*"
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"

FERRBENRIBBNAARAA TR, EIMA LY

|H R B -

"Version": "2012-10-17",
"Statement": [

FEBEFR
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{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

.
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws:iam:::role/*"

},
{

"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"
},
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}
]
}
S ERBANPRA TR
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",
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"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

.com/

FEBEFR
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"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AwWSServiceRoleForArtifact"
.
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

IRASERRINER , AEEKSRBI T, EXFNL DY

|HRRE -

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws:artifact:::agreement/AWS Business Associate Addendum"

]

}
{

"Effect": "Allow",
"Action": [
"artifact:TerminateAgreement"

]I

FEBEFR
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"Resource": [
"arn:aws:artifact::*:customer-agreement/*"

ERRBARRAR R

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/agreement-9clkBcYznTkcpRIm"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

FEBEFR
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IBHERRHNR , LMEELALEE T, #

BB -

"Version": "2012-10-17",
"Statement": [

2

.

-~

LY

{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/AWS Organizations Business Associate Addendum"

]

.
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws:iam:::role/*"

1,
{

"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"
1,
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}
]
}
EBEIFR
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SRR RAYRTRES

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/agreement-y@3aUwMAEorHtgjv"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {

FEBEFR
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"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
.
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

TR Y 4% 52 28 TR B 40 R BE Y R R BR 5%

L EEHMARN , BURIGERBMAMNRIR. LARTRR R B IR RAE M A B ER R B 9 FTARN L, BA
T RAZSEIREMAE TR Z B IARNKN KX R,

IDYEE N |B R BREARNEY Artifact ARNA T 4¥ E N PRAY Artifact
AWSTEE M 4K 4 Bt arn: aws: artifact::: i/ Bl arn: aws: artifact::: s/
A BB S AWS -9¢1 T kBcYzn kepRIm

AWSHI X RIBIRIWEIEME  arn: aws: artifact::: agrement/  arn: aws: artifact::: FMU/HHL-3
B HAEZNBROBERENE  YRIrGUIU72r7Gt
AWS
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AWS B KR 758 4 B 2 diE ottt

S

AWSSECE17a-45 8 %

AWSSEC# 18a-65 M M| 18 47

AWSOrganizations B

AWSOrganizations /8 X KL
DB IR B4 i 5

AWSOrganizations 378 2 K
B R B Bt R B R

|H R BRARNEY Artifact

arn: aws: artifact::: agrement/
B F D 7 388 4R B sttt 25 B
AWS3%

arn: aws: artifact::: it/ F0
17a-4 Mtk AWS SEC

arn: aws: artifact::: it/ F0
18a-6 % AWS SEC

arn: aws: artifact::: Agrement/
Organizations AWS

arn: aws: artifact::: agrement/
Organizations & X ¥ 57 & R
AT AWS

arn: aws: artifact::: agrement/
Organizations 78 == RIiE R ¥K
125t BAWSHT

FYIAM R B /-5 AWS Avrtifact

ARNA T4 E N PRAY Artifact

arn: aws: artifact::: THS/Hi-8
9 sbLSDe bitmAXNr

arn: aws: artifact::: TSU/IN-
bexgr7sjv XAW4Gxu

arn: aws: artifact::: TSU/IX-
HZTdNwJugqOKLReXC

arn: aws: artifact::: TSU/IN-
y03 aUw MAEorHtqjv

arn: aws: arnactifact::: i/

-y pDMFXTe PE7KEg4b

arn: aws: artifact::: TU/HIN-3
V52 uojEjr vOnvrh
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BAMKF RA LI T EHIPILAIBES .
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Example B 4 BN R EE AWS R SRR BE A1

® Tip

& B1 1% B £ A AWSArtifactReportsReadOnlyAccess T B R # , MAREN B S KKK,

UTRERTESANENRTEHAE AWS HRENNR.

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:
"artifact:
"artifact:
"artifact:

]I

"Resource":

ListReports",
GetReportMetadata",
GetReport",
GetTermForReport"

g n

TR EY AN E N RE TN TEH AWS SOCPCI, MISOHEHINER,

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:
"artifact:
"artifact:
"artifact:

1,

"Resource":

"Condition":

ListReports",
GetReportMetadata",
GetReport",
GetTermForReport"

"
’

{

"StringEquals": {

T IAM KRS
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"artifact:ReportSeries": [
"soc",
"PCI",
"ISO"
iF
"artifact:ReportCategory": [
"Certifications And Attestations"

Example B 5 =75 1R &5 09 K BE R4

® Tip

& R1 1% B A AWSArtifactReportsReadOnlyAccess T B R B , MAREN B KR,

EB=FREHIAME Rreport&k o

ATBRRTABE=FREWRENNR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

UTHRRTTHE =T REHNR,

T IAM KRS
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}

BT REER T3 HE = HRENNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReport"
1,
"Resource": "*"
}
]
}

LTHRETFERERAERANE=ZSFHREFAEEHINR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,

"Resource": [

"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"

T IAM KRS
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}
]
}

UTBRRTERREREINE=FREFAEEANR,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"
]
}
]
}

® Tip
& B1 1% # B A AWSArtifactAgreementsReadOnlyAccess B
AWSArtifactAgreementsFullAccess FEEREE , MARE X B 2K,

Example &2 M HY K BE =51

LT SRR T T AR R ER.

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": [

I IAM g 32
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"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
"Sid": "CustomerAgreementActions",

"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

LT BERER T HEZ AR,

"Version": "2012-10-17",
"Statement": [

{

},
{

"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

1,

"Resource": [

nin

]

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",

T IAM KRS

33



AWS Artifact

RAriEmE

"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

LT SRR FE LA RER,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

LR REER T EE MNITIK R A R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

T IAM KRS
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"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

Example E&£ K KB Rl AWS Organizations

LU REE R F 812 AWS Artifact i FERIIAMA B EIBR AWS Organizations, &4 41 EEIK - 24
MEFXLENRRT eI a6 A H AT

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole",

Ml IAM SRR 35
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"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

IR R F R T AR AWS Artifact BYfX PR AWS Organizations, &4 LR ERMK - S ERIX
LE R PR = BETT 1A R R A 4R T o

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}
]
}

Example B2 EEIK - LA K& =B

LT RBRTFEREEEKS IR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",
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"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

}
iy

.com/
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{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

Example B A L tHil &Y 5K B8 =51

UTRBRTERALDMDUAINER. EERENRNS — AP LR EAL DI,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",
"Effect": "Allow",
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"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"
.
{

"Effect": "Allow",

"Action": [

"organizations:DescribeOrganization"

1,

"Resource": "*"
}

LT RERTERARAMDILAINR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

1,
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"
},
{

"Sid": "CustomerAgreementActions",

T IAM KRS

39



AWS Artifact AFiEmE

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"
1,
{

"Effect": "Allow",

"Action": [

"organizations:DescribeOrganization"

1,

"Resource": "*"
}

Example &8 A 2K B =51
LARERBER FEH AWS Artifact BHI TR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration",
"notifications:DeleteEventRule",
"notifications:DeleteNotificationConfiguration",
"notifications:DisassociateChannel"”,
"notifications:GetEventRule",
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications:ListTagsForResource",
"notifications:TagResource",

R IAM SR 40



AWS Artifact

RAriEmE

"notifications:UntagResource",
"notifications:UpdateEventRule",

"notifications:UpdateNotificationConfiguration",

"notifications-contacts:CreateEmailContact",
"notifications-contacts:DeleteEmailContact",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts",
"notifications-contacts:SendActivationCode"

]I

"Resource": [

"

LT REER T 5| H AT B Bl E RV BR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"
1,

"Resource": [

Wi n

U SREE R T 0 2 B B R,

"Version": "2012-10-17",
"Statement": [

T IAM KRS
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{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",
"notifications:CreateEventRule",

"notifications:
"notifications:
"notifications:

CreateNotificationConfiguration",
ListEventRules",
ListNotificationHubs",

"notifications:TagResource",
"notifications-contacts:ListEmailContacts"

]I

"Resource": [

"

T RER T REBEENNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

AssociateChannel"”,
DisassociateChannel",
GetNotificationConfiguration",
ListChannels",

ListEventRules",
ListTagsForResource",
TagResource",

UntagResource",

UpdateEventRule",
UpdateNotificationConfiguration",

"notifications-contacts:GetEmailContact",

R IAM SR 42



AWS Artifact

RAriEmE

"notifications-contacts:ListEmailContacts"

1,

"Resource": [

i n

LAF SR B 1% T M BR EC B A9 A PR o

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"notifications:DeleteNotificationConfiguration",
"notifications:ListEventRules"

1,

"Resource": [

"y

UTRBERTEREEFAESNNR,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

"y

T IAM KRS
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]
}
]
}

BT SRR T2 M S EUH E A B A O R

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [
nin

]
}
]
}

& AWS EERBEHA T AWS Artifact

AWS EERBEHLENEENILZ KK AWS, AWS RERBEENTZENLRBBIRENR , UE
BRLUFBRANAF, ANBESENR,

FicE , AWS RERBURASNENBERFR TFHRENRNE , BAEMNAHME AWS FF £
M. BMNBVBIEXBETENEAZSNES EEXRERE-DRDNR,

BT EEH AWS HERBPE LR, MR AWS B AWS RERBPELHNNR , MEHLE
I ZRMAT RN EZERASH (AR, 4NAE. ). AWS AFRFSEFRNERS AWS kS A
MAPHRET Bt , B W REEH AWS EE KRR

BXREZEE , FSM IAM IAM AP ERE PR AWS FEEEKRK,
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AWS FEE KRB . AWSArtifactReportsReadOnlyAccess

IEA LU AWSArtifactReportsReadOnlyAccess REEKINE] IAM B3
HEBETFATIEH, EFENTERGEWread-onlyIX R,

KR FAE R
ZERBIE U TR,

« artifact— RWFZEFEAM AWS Artifact 5|, EFEMTHIRSE.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:Get",
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

]I

"Resource": "*"
}
]
}

AWS IEE KB : AWSArtifactAgreementsReadOnlyAccess

BT LA AWSArtifactAgreementsReadOnlyAccess REEHIINE] IAM & 15,

W ERread-onlyF5IH Arti AWS fact FRF XA T E S EZHUHNIERE., ©iEBFEH L FMERA
DIFMEENNR. A, ZREEATFREFMENRSHEXACREEE,

R FAE R
ZERBIE U TR,
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« artifact— AFERASIHAENUAEEHETRNSEZ M. AWS Artifact
« IAM— RTFZEEAFER GetRoleREBREZKKARBRBEFE,
« organization— ARFEF AERHALHHIHA LIRS A RINR.

"Version":

"2012-10-17",

"Statement": [

{

"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

iF

"Resource": "*"

"Sid": "GetCustomerAgreementActions",
"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"
"Sid": "AWSOrganizationActions",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,
"Resource": "*"
"Sid": "GetRole",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact

AWSServiceRoleForArtifact"

}

.amazonaws.com/

AWSArtifactAgreementsReadOnlyAccess
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]

}

AWS EE KR : AWSArtifactAgreementsFullAccess

B LA AWSArtifactAgreementsFullAccess SRESHIINE] IAM 515,

WBERFIE., T, BIZMLIE Arifact AWS I Ful IR, ©EBEEALARSFIENG
FAWSHERS 15 BRI BR YN PR | AR IR A LD EMESNNR, A, ZERBEEAR TR EFMENRSHE
RAGREBEE , MRTEE , MeIE—,

RERFMER
ZERBIE U TR,

« artifact— AFERATIE, TH., EIFMLLERKE AWS Artifactt 1
« IAM— AT ZERAER GetRole | ZRFXBKABHRERSXKACGREFE.
- organization— RFEFXARRA LI /B AL RS HRRER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I
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"Resource": "arn:aws:artifact:::agreement/*"
1,
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
},
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [

"iam:GetRole"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws
AwWSServiceRoleForArtifact"
.
{
"Sid": "EnableServiceTrust",
"Effect": "Allow",
"Action": [

"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

.com/

.com/

AWSArtifactAgreementsFullAccess
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"Resource": "*"

}
]
}

AWS ArtifactAWS £ & RIS E#

EE AWS Artifact B IZIRF T RIRFXLEERUAK AWS RERBEFNFHAEE . BRBAXER
HTENBHRE , H1T6 “ AWS Artifact 344/ £123%” WHE LRIITERSSIR.

BX HiR H &

AWS Artifact FF 15 R 55 8 X AWS Artifact FFIRIRIEE 2023-12-15
AWS RERBHNEEHD
# H AWSArtifactReports
ReadOnlyAccess.

5| AT AWSHMY & R R B 5| A AWSArtifactAgreeme 2024-11-21

ntsReadOnlyAccess
AWSArtifactAgreementsFullAc
cess EEEHK,

FRFHEXAE®HAT AWS Artifact

AWS Artifact £ AWS Identity and Access Management (IAM) RS HxB €, REHXABE—F
Sz EEXRRNILSIAMAGER, AWS ArtifactiRSHEXA BB RSTE XL AWS Artifact , BIEZR
SREBEFHEHAM AWS REFTENFIENR.

BSHAXABMEIRERLS AWS Artifact ENE S , BN EFLFHRMSENRR, AWS Artifact E
NEBSHEXACNNR , BRIFESEEL , BN AWS Artifact ReeiBEH AR, EXNNRIEEE
REEANRER M | H B2 R R B 82 R i 2 HABIAMSE 44,

RATEENRRSHEXAGNAXRERE TR ZAR, XHERTMRFERN AWS Artifact
R, ARG TE MR B R RORER,

BRXERSHERAGHEMBSNEES , BFEASKRSKIKACGESEMANAWS RS , IAMH R
SHEXABITERTE ‘B RS, ZRENEE  EFZRSNBSAXB B,
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AWS Artifact AriEE

KRS M < A X R AWS Artifact

AWS Artifact A& W 8BRS FH< & & AWSServiceRoleForArtifact— AWS Artifact foiF @i AWS
Organizations U EE B X HLME R

AWSServiceRoleForArtifact (RS X BRETUTRERAANZAE -

« artifact.amazonaws.com

B A A BNRERE AWSArtifactServiceRolePolicy AWS Artifact 2 Xforganizations&IR5ER I
Tk,

* DescribeOrganization

* DescribeAccount

* ListAccounts

* ListAWSServiceAccessForOrganization

NEIZIRSHER BB AWS Artifact

BEEFHUERSHEXAR, YEHAALATEIKS HHOHELDBOETF HEZR P A s8R
AWS Management Console , & AWS Artifact SIZREHEXAE,

MRERBRZBSHXBE , AEFTEBRGE KU UEAMRREERSHFERCIBILAG, LR

HAALEERKS FAVARDPUCRTF H IR AT EEER |, AWS Artifact 2 BRXNIROIZRSHEX A
==

REN RS HEXA® AWS Artifact
AWS Artifact /28458 AWSServiceRoleForArtifact IREHEx AR, BIEZBRESHEXARE , L&

EXRAGEN , RNTRAESIXESIAZAG. B2 , EUNERARELACHERIAM, BEXESZE
B, EZH (AMRAFER) Pl RERSHEXAE,

T BR Y BR S5 FE < A AWS Artifact

NMRETBFEEARNFERSHEXACHIRIERS  BNBUEHRZAR, XHERXE AR
ERHGEEREFHREAXE, BR , BLARBRBSAXBENHR , REFEFIMERE.
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® Note

MRIEZ B ERF IR AWS Artifact RS EEERAZAR , WRRTEEAK. WREEXM
B, BEF/LIHEER.

fl B {E FH B9 AWS Artifact %R AWSServiceRoleForArtifact

1. THREE A HH “HRAPI KK AWS Artifact
2. LRIHEAIBERMAVHER DL

A FHRBRRSHEXAE IAM

EHIAMIZS S AWS CLI. =Mk AWSServiceRoleForArtifact BREZHXAE. AWS APIEXxE %S
B | BSRIAMA F s R ERIRSEX A,

AWS Artifact RF KRB BTN X

AWS Artifact T X FEREBRSHENMNXEHFEARSHEXAC, EUUELATXEFERZ
AWSServiceRoleForArtifact &,

X5 & X1iFHRIR Support in AWS Artifact
EERE (FFRILMILE ) us-east-1 =
ZERIP (HE3BEBM ) us-east-2 &
EEEE ( MAERILILE ) us-west-1 =
EZEAEI (BRERM ) us-west-2 =
IEM (FFER) af-south-1 =
TWA#X (F#E) ap-east-1 =
T A3 X ( HEDDE ) ap-southeast-3 B
TWA#X (&3X) ap-south-1 =
Asia Pacific (Osaka) ap-northeast-3 =
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XA

Asia Pacific (Seoul)

W AH# X (IR )
TAMX (EKE )

TAMX (FRK)

MEXR (HE)

RO X (Z=%=E )
RO X ( ZBR=Z )
BRI X (123 )

BRI X (K= )

KR X ( B3R )

RNt (X ( EffEEFREE )
7R (B

FZR (UAE)

South America ( Sao Paulo )
AWS GovCloud ( £EHZ )

AWS GovCloud ( B3R )

XEFRiR
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1

ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-north-1
me-south-1
me-central-1
sa-east-1
us-gov-east-1

us-gov-west-1

ERAIAMSZ A4 K AWS Artifact &

&R LA R IAMSR A R RS E R R E R B MR FREXT AWS Artifact$l & #8540 77 R X R

T RBIREEE R T S RBHENR SRR I @IAMA P 2 BB R

Support in AWS Artifact

a
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7|

D o Df D

7|
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Example B AWS # & 5B PR AY SR B& R B

AWS Artifact 3R & BIAMEREK R, report

AT BRI FHi%iZCertifications and AttestationsZBITATE AWS Artifact IR &I R,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportCategory": "Certifications and Attestations"

BUF R A VG T HR1ZS0CR S T A AWS Artifact 3R & A9 R

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

]I
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"Resource": "*"
ol

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": [

nakn
1,
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "SO0C",
"artifact:ReportCategory": "Certifications and Attestations"

AT BER AR FAIERIZCertifications and AttestationsZK sl T AWS Artifact 3R& 2 5k
HIFTE RS ER.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

fERIAMS 5 54



AWS Artifact AFiEmE

"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"
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£ FHid & AWS Artifact API3&1& AWS CloudTrail

AWS Artifact & AWS CloudTrail —TifRSFERK , ZBRFSREAT. BEH AWS RSEFNITHIRE
#9128 AWS Artifact, CloudTrail FAPIFEIYFEIR AWS Artifact FEH . BRNVBASIFERE AWS
Artifact #2$1 & BB A FIXS AWS Artifact APHRERIREBEA. MRECIETRE , MR GTFY
CloudTrail E#4 4 M E] Amazon S3 F##E , BIBFWEH AWS Artifact, tIREKREBRER , &1
A ALATE CloudTrail BHI &K “SHAMELIER PEFEFHNEH. FAKERNER CloudTrail , &7]
LA E [ BANER & H AWS Artifact, & HiERE IP bk, #AH TER, @A HBERAR A

MES

ETHEZEE CloudTrail , & ® (AWS CloudTrail AFEF) o

AWS Artifact 1§ E.7£ CloudTrail

CloudTrail FTEEBIZIKF AWS IKF NEEENKF EER. LAz &£ EHE AWS Artifact , Z5E3)
2£5H it AWS R CloudTrail B4 —RiICRKESZSHF LiEFE+D, BUlEHESR, BENTHRIEX
EHNEH AWS KF, EXEZEE , BSEFERESHHELIERKEF CloudTrail 4,

BRI REN AWS K EH (BEMNEML ) AWS Artifact , IEBI2EER, BEAYF CloudTrail I B
FX R E| Amazon S3 FfiEfE. MIRIERT , EEH AP OIERIRIERN , WRFRICERMATHRE
AWS X5, BRERIZE AWS 2 XHAEXENEH , N BEX4EEFBRIEEN Amazon S3 7714
Mo BEA\ , BB EEM AWS RS , Sl — S 2 FLE CloudTrail BEPWRENSHEE, BX
BZEE , BEETINE :

. BIERIRIZREAR

« CloudTrail ZH KRS LK

o AUTRIFEET S#HSNSEA CloudTrail

- BEWCKkBEZ A iXH CloudTrail BEXHMERFK B ZANK/H CloudTrail BEXH

AWS Artifact XL T REEN ZEH1ERTE CloudTrail BEX 4 -

+ ListReports
» GetAccountSettings

» GetReportMetadata

+ GetReport
» GetTermForReport

AWS Artifact {5 B 7E CloudTrail 56
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetAccountSettings.html
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https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetReport.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetTermForReport.html
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» PutAccountSettings

» AcceptAgreement

» AcceptNdaForAgreement

» GetAgreement

» GetCustomerAgreement

» GetNdaForAgreement

» ListAgreements

 ListCustomerAgreements

» TerminateAgreement

BN EAS AEKFEHTEERERBERNAAGE. SOEEEWTHABEUATHSR
« BEXRZMHEH root 2 AWS Identity and Access Management (IAM) A &R A Ho

- BRECEAACERKEAFNIGRN ZEEU R HN,

- EREBXHHEM AWS RS K.

BXEZEER , HZ R CloudTrail userldentity o3&,

T AWS Artifact B E X5 H

BERERER—MEE , AFSSH4ERNBEXHEHmIEEERN Amazon S3 171, CloudTrail B &34
BE—NEENMNAEZRE. BHRKRKRBEMRENEMER , BFEXFRWRE. BEN BN
B, BRSHBENFER. CloudTrail BEXH TR ARAPIEANEFHLRRE , HtelIFT2REM
BFEMNIRFHI,

LA RHIE R T ER1Z GetReportMetadata & 4#E# CloudTrail B&E% B,

{
"Records": [
{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",

T f# AWS Artifact B EX#H 5% H 57
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https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetNdaForAgreement.html
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,

"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
.
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

"reportId": "report-flDIWBmGa2Lhsadg"
},
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '999999999999"
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