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£/ AWS CLI BIZZ N E S &9 a5

ZRIAER T |, Elastic Load Balancing £ 8I22HE [ Internet BV A 1E#ES. FRAUTIEQEANIAE
B #88 H mET A2 M N AF S E T EMEH EC2 =61,

BIRA AR

1. fE create-load-balancer 8 HIF - -scheme EIIZRE N internal , MM TAIR :

aws elb create-load-balancer --load-balancer-name my-internal-loadbalancer --
listeners Protocol=HTTP,LoadBalancerPort=80, InstanceProtocol=HTTP,InstancePoxrt=80
--subnets subnet-4e05f721 --scheme internal --security-groups sg-b9ffedd5

LT AMBIRE, IR, ZEHRRTXR-NAEAEIES.

"DNSName": "internal-my-internal-loadbalancer-786501203.us-
west-2.elb.amazonaws.com"

}

2. {ERALLT register-instances-with-load-balancer &5 7 N34

aws elb register-instances-with-load-balancer --load-balancer-name my-internal -
loadbalancer --instances i-4f8cf126 i-0bb7ca62

LA 7 0 2 =45
{
"Instances": [
{
"Instanceld": "i-4f8cf126"
o
{
"InstanceId": "i-@bb7ca62"
}

3. (W& ) BEALLT describe-load-balancers &5+ WiE RSP A G E S -

fEF AWS CLI 8|2 R 2B A E =5 11
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aws elb describe-load-balancers --load-balancer-name my-internal-loadbalancer

K2 E DNSName # Scheme FE , RRX 2 — MNAZBHRE B E RS,

"LoadBalancerDescriptions": [

{

"DNSName": "internal-my-internal-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com",
"SecurityGroups": [
"sg-b9ffedd5"
1,
"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [],
"OtherPolicies": []
.
"LoadBalancerName": "my-internal-loadbalancer",
"CreatedTime": "2014-05-22T20:32:19.920Z2",
"AvailabilityZones": [
"us-west-2a"

1,

"Scheme": "internal",

fEF AWS CLI 8|2 R 2B A E =5 12



Elastic Load Balancing KO FITER

BliE & OB E s
HRERABHEEE  CTNEREEE, fiN , CTNEFRDOEEORE, FRNZL4E,
QO ER

EEER

MRER , ABHERFATEENCEUEEMBET A EENRFIERBREH , THIAHE
Ko

¥ 7] A X A sk 9 1
MRER , WARBERLEMASFPEIHERERRE , MAE A XN,

RS EHEEN

WEARGERMOALETRNEHNNARFHEEZEXNREFER, TENEN

monitor. defensive f strictest. ERIAN defensive,
Z2 PR 8 A

WREA  WAHSERATEREEENFENBARBEZEZRN ( FTEDERERSE[HE ) . &K

NMESR 60 ®o
N E g

SZHEAPIERIEETHENRAMNETNAEFNSERME,

BRI BRI B
Za

RIS B R A AR AR EH O RZ TR ERD LHTRE.
W

RS ERNELT BRI 4T,
KB

MRER , BRMARM—Mrk , R REIKFIMNEEES.
R

&R LA INAREE LA A 9 # 2R 1T 0 2K
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B £ B A RN ERERBN

NTEFHESLARNBIERZHNENER , AROERFEF R NEE, IRERMLTES KA
NEIGERR 2 E, FiREENV T ARGERNEMN EC2 XblzE. ABTEHRERFNA T HEREMD

EREZRENNR, EXSZRENRE , MRXEREHEVEMHIE | ABTERFXAEE,

NHFREFEZETHRE (B G LZ) BEBRIERTR , FEIXRSNZRENHARINAEED

1 ANFTHE  AREEERAZAENHROIKE.

WMREER HTTP F HTTPS (WTEs , BIAEHIS A HTTP RIFEZEI, B LE EHIH Web
fREEFRERBH REEGEN, BRAREIHEIE , IFEASROERESFERAERERE , BEFR
BESHEMNEH. VRRBARYESATRAASENEFINIERE , FRHFEIREN HTTP RiFE3
E{EXTFRAARIE RO ENZRENZE,

FER , TCP REVEDRNBACEUL AT IERLILERE AN ENTEERABE P RIEHE

H%
- ERZET A S ZE B
o 5/ AWS CLI i & z= R #E A

fie F 2 6l & Be B 2= R e

FIABR T , Elastic Load Balancing 119 # 28 = HBEHZEE RN 60 ¥, AU TIRENZERE
R ERENE.

EREFEN A EREEZREMNRE

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLENAREET , EFRATHER.

RS EHRNBHLUIT AR EAEETE,

EEMIRIF L, &R mE.

ERBABHESEENENRERES S , BAZRBENNE, ZRERVSEEN 1 2 4,000
.
6. i%4% Save changes ( RFEX ) -

o K~ w0 Dd =

5/ AWS CLI Bt & 25 iR #8 At

5 LA T modify-load-balancer-attributes #5551 & T2 £ 19§ 25 Y 25 R Y

ZE R E i A 14


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionSettings\":{\"IdleTimeout\":30}}"

LA 9 W R R4

{
"LoadBalancerAttributes": {
"ConnectionSettings": {
"IdleTimeout": 30
}
},
"LoadBalancerName": "my-loadbalancer"
}

Bl E 4 H OB EHRMEXEAHEE

EEBE XA E  fSRATTHEFNEINMBIERTSLLEBERMERE AN AX B W 2 EMEHFIF
BHomER, MREZEATEXSASESEE K NS MMBSESTRANEETAXPHN 2 EMEHZE
P9 EER. BXEZELR |, 155 H Elastic Load Balancing F FF {5 H B9 5 X 13 71 £ 15 7

EXFHAHBETREESNMNEANTARTREEEHESFNER , ARSNARFLE-IHZ
NEBIERBERWES . BRNDARBVUEGESIEERANTRAXHRIGAMMENLAILR , LISKHME

SR BHEN,

X TEFimESF DNS ERFAENRE  FABRARLKALTERE-INTARX. BIEABEXEAHS
&, ERARPHX A FE RS BELXEPNAETRAKE R , NB/MRET RN EF RS E1

F

EolEf s A g MR , BEXEARHOENMABRRTUEATOERNFRN. BRAERT , £48
API = CLI BPIZEABXE A E9E. BIAMBRT , A8 AWS Management Consoled¥ g A ¥ XiF £
HIGEWERTL TEPRS, SIRLBRNTI9EEE , ZRNTUEARZABXEHAKSE,

B %
- ERBXENEITE
- ZRBXENEIGE

B REXE RS
SERENT AT AN 2 A B B RS A B XA B,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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EREH A B AE XSRS

1.

o g K~ W D

BN LA T M4 3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMER LARBEET  REARITESR.

RN SE RN B RUT AR FMAEERE.

EEMEDF L | &EEE.
ERENBGEREEIENTAXEHEES 2+ , BRBEATAXAZGE.
%42 Save changes ( RTFEEX ) -

£ AWS CLI E AB XS RHI9E

1.

2.

£ A LT modify-load-balancer-attributes as & iF 1 E39#85H CrossZoneLoadBalancing &
MiRENRN true:

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --
load-balancer-attributes "{\"CrossZoneLoadBalancing\":{\"Enabled\":true}}"

BAR 9 W LR

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": true

}
},

"LoadBalancerName": "my-loadbalancer"

}

( |3 ) £ F LA R describe-load-balancer-attributes R R EX B R HOESRE A 7T EXSE
NS -

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

BAR 9 W R R4

"LoadBalancerAttributes": {
"ConnectionDraining": {

BABRXENESE 16


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-attributes.html
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"Enabled": false,
"Timeout": 300

},

"CrossZonelLoadBalancing": {
"Enabled": true

.

"ConnectionSettings": {
"IdleTimeout": 60

},

"AccesslLog": {
"Enabled": false

}

FHEXE ARG

15

0N

Bl B AT AR S B 19 i aR 22 A s X S B A9 I T

EREFHEERBEXEAHEE

1.

o g M w Db

BN LA T M 3TFF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMER LRAEGET  ERARHSESR.

R AR E SN BRUT AR FAEETE.

EEMET+F L | ERERE.
ERENAHSEREETNENTAXEREES 2+ , ZEABETAXASEGE,
i%# Save changes (REEX ) -

EXABXEAHESE |, BEAEEEEM CrossZonelLoadBalancing BHIRERN false,

£/ AWS CLI 2/ & Xig s £ 154

1.

f# LT modify-load-balancer-attributes 8% :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --
load-balancer-attributes "{\'"CrossZoneLoadBalancing\":{\"Enabled\":false}}"

BAR 9 W R R

ZERBXENEEE


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": false

+

"LoadBalancerName": "my-loadbalancer"

}

2. (W) BEAELT describe-load-balancer-attributes (e S RIEREN BN AR EREZER TERX
AR

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

LA 9 W8 B2 R4

"LoadBalancerAttributes": {

"ConnectionDraining": {
"Enabled": false,
"Timeout": 300

1,

"CrossZonelLoadBalancing": {
"Enabled": false

.

"ConnectionSettings": {
"IdleTimeout": 60

1,

"AccesslLog": {
"Enabled": false

Bt iE & B 1 3398728 HY Connection Draining

EHRLBENFIIHRFELQEEBCEEIMBRESTRATENEFREER , HEABEZRFITHAR
7 , £ A Connection Draining, X RIS E Y TR E EEBUEEMRBE TR T EANEHI
R HEHBHTHIER,

EEER 18


https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-attributes.html
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FEREERERN , B MEEENRMRENEBUEEMZE , ABHEHBREERERIFEIRSNHZK
BEl, RAEMNERRENNT 1 F 3600 2@ (BRIAMEN 300 ¥). HiAFHZ AR BIRFIET , AE
1518735 2 58 $ < Pl 5 1E 7 BUR T A Y S2 1 Y i 2,

EARTHBERREHESN , AFOEHSSFEEBUEEMAEFIARESIRERN InService:
Instance deregistration currently in progress. HEEBUHEMAISEHIRFIERHITH
BERBHTRSE , FEXBFENRFIE |, ARG ERFROPRSIRE R OutOfService:
Instance is not currently registered with the LoadBalancer,

MREZHIEITRORNE |, WA ERFRORSRE N OutOfService, MRFEBBTRIZF
EHEPHIRHNATHER , WETERXEFR, HFRENRETERTESSTRRTENKEIHE
%,

MR ERISEBIE T Auto Scaling 4 , H BN EHIFEERE A T Connection Draining , 1l Auto Scaling
EHRTH RE4ASIETRIRESRMALIFZE , FeSHFHITHFNERTRIESH BN T
=,

MREFENFIHER VXA S EERUEEMN KA SE TR T ERSIOIAVERE | WA AL ER
R, ZAEEERE , T2/ G EEFUHEMISKHISUE TRIR T ERNSSHLR BB EFRITHIE
Ko

B %

« B Connection Draining

« £ Connection Draining

J& A Connection Draining
AT LARE R A BT EER S AR ERER,
FHREFEERAEERER

BN AT ML 3TF Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLENAREET , EFRATHER.

TR A EHRNBHLUITAEEAEETE,

EEMIRIF L |, kR mE.

ERENABRHERELNNENRERESN S+ , ERERAEERER.

(AlE ) T (ERBREE ) , BA—NITT 1 2 3600 B zEHE. NREFMEME
#, NF6EA 300 BV ERIAES

o a0 A w N~
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https://console.aws.amazon.com/ec2/
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7. i&# Save changes (RTFEX )

£/ AWS CLI E RiEEZFER

FE LT modify-load-balancer-attributes @85 :

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":txue,\"Timeout\":300}}"

LA 9 W8 B2 R 451

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": true,
"Timeout": 300
}
.

"LoadBalancerName": "my-loadbalancer

2 Connection Draining

G T LARE RS N B B RR B A EEEAE R
EREFEEAEREER

1. BT MULITFF Amazon EC2 %15 : https://console.aws.amazon.com/ec2/,
ESMER LARBEET , EEARITESR.
EEAEIERN BT AR FREERE.

EEMEDF L, &EEE.

EREAFIEREERNENRERES S H , BUHERE AEEER,

%42 Save changes ( REEX ) -

o g bk~ W N

£/ AWS CLI ZHEEER

# A LLT modify-load-balancer-attributes # % :

#f Connection Draining 20


https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":false}}"

BAT 9 W8 B2 R 451

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300
}
.

"LoadBalancerName": "my-loadbalancer"

NEHNF I REERESTE

MIABRT , RRABGEHRLHFETE R LIMBHIARKR DO CEMRKG, B2 , BAIMERKE
21F WRE (BN REXREK) , ERABROERERFHAS EHPERBEN RS, XUBRERIEHE
FREAFHAAERZEZEERISZHIH,

EENMESFENXERRENARIER S HALBEREHIEREFINREKE. WRENRARE
FEEBHCHALIE Cookie , MATLAEL & Elastic Load Balancing , SAE£ % Cookie BENMARFLE
Cookie IEEMFLNE. NREZNNAREFEEECHNFEERIERER , B LA & Elastic Load
Balancing , MBI EELR B WM HEFENERIESEEERIERER.

Elastic Load Balancing 5 8|2 —1~& 3 AWSELB # Cookie , i T & &R & 2L 4,
ER

« HTTP/HTTPS fag 9% 2%,

- SNTARKNEDE —NETRRBEFHES,

FRAM

« Cookie BERE MM RFC RFEAT X%, X , Elastic Load Balancing URI ¥ T X4 = &F 4R 15
h %5F , AR LR YEES (0 Internet Explorer 7 ) MLTE F X4 #9 URI B %5F, BT AIgES M
LHPIEITHIR B EF , Elastic Load Balancing #8423 T X4 F &3 1T URI 4mfB. fHlan , 2R Cookie

RESE oY
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BHEREM path=/my_path , W Elastic Load Balancing FE % &8RP H LB HEE LR path=/my
%5Fpaths

o BRRENETHENBEMNSFEREM Cookie IRE secure FREH HttpOnly Fr&, T , XL
Cookie TEEBEKE. FEE , IRNNARFEFINSIERMM Cookie IR E secure FrED
HttpOnly #7r& , MIE 43 AWSELB Cookie & B I RIRE,

- MREERATREF cookie B Set-Cookie BHE— MBS S , MEHE RSB cookie,

B
- EFEFEnt AN SiEMME
- NARFEHNSIERSE

E TSR ERME

E S E RS — 3%k Cookie ( Bl AWSELB ) RBRERAZE B S MIFTERNEMERNEH, £
AR WREERN , CEESREHEFTERPREFEIX Cookie, MRBEXHENIE |, %iE
R&KIEE Cookie FISEMEF, MEREAE Cookie , AFR Y HRLBREINENARIEE L EEZE —
ANEHl, MBI SFEA Cookie , AR —AFREHNELEERBERZZFP, MEREEES
E X Cookie Fy i3 HirtE] , NTTEEE S Cookie BV A BUIFLLATE ., AFITE T 2RIF Cookie AT
HintiE] , HF EEMEA Cookie FITARETCRABETH, Cookie 3HE , 2ERTBEEEMME., —8
Cookie I Hi , EF w2 ME Cookie 71 1l Br Cookieo

3F CORS ( BRERHEE ) HR , HEWEFFEE SameSite=None; Secure RBAMM, EX
155 T , Elastic Load Balancing 26325 — M5 Cookie ( Bl AWSELBCORS ) , i% Cookie &
ERMAM Cookie FHEE M Lk SameSite B, BEFwmASFEATUEIXFH A Cookieo

MREZHIRMFEERFZE TR E , ABREERLFILFEREHIZKG , ARBABTARGEE
ERIEFEFSTIRRREFNKAG, SR EREEIFHKSG , RMBEIRE Cookie —# , RIEFBE
BRI,

MRE P iRt B H A S imis O MITER | MMEREX.
EREFENAHEEREAETRENENHEERE

1. BI LT MuLFTFF Amazon EC2 ###]& : https://console.aws.amazon.com/ec2/o
2. ESMERLNAREET , EFRAEEHESR.

3. BEERNAESHFNBEHITHFEFAEERE,

4. FEMUTEET+ L, EFEEEMITES.

ETEHEmanaiEsE 22


https://console.aws.amazon.com/ec2/
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5, HEBMWRAEL  RIEEHWMITSR , REEE Cookie ¥t THIRE,

6. 4% Cookie #MHIREMHEOF , EEANBIIERERK.

7. (WE)XNTEME , A Cookie BRI ( UAMWNEN ), MRFEEENY , REXNKLRLIE
TR, MESERSFFLE,

8. EEERFEIRMABEHED,

9. EEFRFEIRDERNHIGERIFAM

BH,

il

5 AWS CLI hagEiaEsR s AR THEN BN MERE

1. AT create-Ib-cookie-stickiness-policy a5 58I AT E LKA Cookie #MiEZEEE , Cookie
BMER 60 B :

aws elb create-lb-cookie-stickiness-policy --load-balancer-name my-loadbalancer --
policy-name my-duration-cookie-policy --cookie-expiration-period 60

2. fERLLT set-load-balancer-policies-of-listener S8 RNIEEN AR GRS HLEMM

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-duration-cookie-policy

(® Note

set-load-balancer-policies-of-listener i S B 5iEEATRIIE 5K O KRB
MHEIRIEE, BAFERLGSH , BIBE --policy-names WML T HATEER AN
K&,

3. (®i& ) EALLT describe-load-balancers (s S RITRA TS AEKHE

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MEITEUTES  RACERERD L NMNYTRE AR

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [

{

ET RSN SERMT 23
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"Listener": {
"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-

certificate/my-server-certificate",

"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

.

"PolicyNames": [
"my-duration-cookie-policy",
"ELBSecurityPolicy-TLS-1-2-2017-01"

}I

]I

"Policies": {
"LBCookieStickinessPolicies": [
{
"PolicyName": "my-duration-cookie-policy",
"CookieExpirationPeriod": 60

15

"AppCookieStickinessPolicies": [],

"OtherPolicies": [
"ELBSecurityPolicy-TLS-1-2-2017-01"

}I

R HR 2 E R

M E R fE A — MEFKRY Cookie L BEMAEHBFERNKFIMEXE , BELnARKEEPEEN
RIFA#EF Cookie HIEAREIRE, ABGHRRALCENARFENFIEFNNARFEECRER
B, TRWEAFHEEESEREF. ARSHRHEEREREFTIRESIFRETERH. MR
MARFERLEXEFHABNGRIIY  2EEXFLEE  EERAFNNARFEERERERFN
ko

RARFREINAERYE 24
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REQFELT HEImSE5IR B E M RIEE Cookie FRIEF

Ll
Iy

. path, port. domain, secure, httponly. discard, max-

age, expires., version, comment, commenturl fl samesite,

MREFIRMHERJIZITRRAME , RBHERLKFIFERBBIZRS , ARBATABOER
ERIERFNESTRRBRFHKE, WE , ARGERFIENN MICEFHFHEREZITRG , Fo4E
MERBEEZXSG , MEZT AR KFIEMREEREET,

EAEHEEANARFENSERY

1.

© N o o K~ w0 D

BN LA T M4 3TF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMERLLHNAREET , ERARHER.
EERAREESNBHRUITFEFRAEETE,

FEMITERET+ L |, R EBITES.

EEBRMWTRNEL , REEEHNMTSE , AFEERF Cookie T HWRE.
EEBRNARFERK.

33F Cookie Name , A &K R FAFERF Cookie H1A o

i%# Save changes (REEX ) -

£/ AWS CLI B AR AEFEFIN S ERE

1.

2.

FEALLT create-app-cookie-stickiness-policy @ 82 B 2S£ R I Cookie MTESRRE

aws elb create-app-cookie-stickiness-policy --load-balancexr-name my-loadbalancer --
policy-name my-app-cookie-policy --cookie-name my-app-cookie

FEALLT set-load-balancer-policies-of-listener s AU ERE AL EMMYE

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-app-cookie-policy

(@ Note
set-load-balancer-policies-of-listener S E#REEE AR EEFIKOREK
WL BIREEEE, BRFEALG S , BEE --policy-names ETSASIHAIE ES A
KEE,

BT IEFI SERM
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3. (&) ERALLT describe-load-balancers S RIFEE /S AR

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

4. WRNEBEUATER  RACEEERA L NNITERE AR

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-

certificate/my-server-certificate",

"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

1,

"PolicyNames": [
"my-app-cookie-policy",
"ELBSecurityPolicy-TLS-1-2-2017-01"

]
b
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "TCP",
"InstanceProtocol": "TCP"

1,

"PolicyNames": []

}

1,

"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [
{
"PolicyName": "my-app-cookie-policy",
"CookieName": "my-app-cookie"

BT IEFI SERM 26
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1,
"OtherPolicies": [
"ELBSecurityPolicy-TLS-1-2-2017-01"
]
.

NEHNFIIEREERDEZHEERN

REEREXTURFENAARFTEET HTTP REERNABHEN. ARSEERES MR
ROBDRANERETHLE , ARRLER , AFRBLEENEREXRABRAR. F5ERER
SEER. HERRFE. RAELTRAGEES  REXTERENARFTAENEN
€39 HTTP REREBAGERER ., LTADRIBFRES  BRUARFREURS RFC 7230
FREHIER.

http_desync_guardian BE& 2 M HTTP 3K , BhiE R4 HTTP ¥R, BXEZEE | H5H
github LBy HTTP RF K,

WEEMERTRAMF IS, BX<EAT Application Load Balancer BWEE. , iHSREUE
Application Load Balancers i@ 5 Ef#E .

REEMER 27
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- A[HEE - HERAFHE RFC 7230 #nf | BRI E XM R 2B

« TEAW - HRFHE RFC 7230 i , RN , BRI B Web IR B|[MAE AR UREN S
LB ZIFER,

« FE-BERETRBENZ 2N, AROEHRLALEER , AFFHEM 400 WA , HXAFF

R

THNSIRER T 812K RE,
AER

- ¥R EIE ASCH ZHFHRBFHFR

- BRIRAIEHRVE,

« XF GET = HEAD &R , E—MEN 0 B Content-Length #53k,
- B3R URIBE—1MRXA URL mEBHZEE,

THH

- IR URI BEEHFH/.

. HREHTEE Transfer-Encoding #r3k# Content-Length #r3k,

- FEZNEHFHERER Content-Length 53k,

- RARZEN , AEFITHREEEH.

o B—MRATUERE N XAHSBLEARIRE(C A Transfer-Encoding 2 Content-Length,
« GET = HEAD &R A Content-Length #7k,

« GET = HEAD &R & Transfer-Encoding #rk,

e

* &R URI @& Null FRREER.

- Content-Length #5:3kBE — N EZEZBT R T RERKRFTHE,
- FRLEE Null ZFREES,

« Transfer-Encoding ¥Rk B &4 IRNE,

- BREERKTER,

« BRRAEXFER,

7% 28
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- FEZNEETREEM Content-Length #73k,
« ZHEZ Transfer-Encoding: chunked #xk,

MRFERFFHE RFC 7230 4l , AHIGE R [Fie 18
DesyncMitigationMode_NonCompliant_Request_Count fE#r. BEXREZEL | &

W
=
N
Vi

SRI9H BT
e

T&RHER Classic Load Balancers J{ARIFE R R 0 HERALEBER,

23K S ki RICEEN
=yl Bl Bfiif Bl
CIE:3-3 Bl = =Nl
TEAH Bl S =Nl

B gl =Nl BELE

' RENEAER , BXRATS RN EFREE,

BEARSRERIN
EREHAEH RS ERER

1. B LT MuLFTFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/.
ESMER LAEET  ERARHESR.
EEAEIERN BT AR FREERE.

EEMET+F L |, ERERE.

ERBAROEREENENRERET , &FHME - #E, &™8K = K,
i%# Save changes (REZEX ) -

o a0 A~ w D

£/ AWS CLI Efi 75 ZEERN

kN
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£ A modify-load-balancer-attributes 8% , 34§ elb.http.desyncmitigationmode B #IRE RN
monitor, defensive  strictest,

aws elb modify-load-balancer-attributes --load-balancer-name my-load-balancer --load-
balancer-attributes file://attribute.json

THR attribute.json HRE,

{
"AdditionalAttributes": [
{
"Key": "elb.http.desyncmitigationmode",
"Value": "strictest"
}
]
}

NEHEAF D EEREEREN

REBPHILE —F Internet HiX , A FRIEEEBMNEREZNFREZE B FEREZEEIN B 5. Elastic
Load Balancing fE AR PUARZAR 1, ZARAE A AKX AIERHFREE R,

BIAERT |, X B A 5 iR 6 A iR S (TCP) B , BN R BAFLSEHSLNERERS
B, MAMEHEREL, MBREBEHREMN , Ma@iE ﬂrpk)?%bu—/\mF‘h*E’m;k , Hhas
EEEE (R IP ik, BFRIP #itMIHOST ) o ZFRAEFIERNBERA —ZB0 KIERIZH,

(® Note
AWS Management Console 7 X% /8 AXEHIL,

H %

- REPIIREL

- BRAREMIUHERES

- {8 AWS CLI 5§ AR E X
- {8 AWS CLI ZRRE MY

REBI 30
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REBHEAT

HEEANBIGERRER TCP RiTRmEREN , KEDPVARABE TIRBIZFF iR IP ik, Fh
AHHERLEBRETREENRFENRE , RSN R B SRR EATHEER/N P it
HMARRBEF R P ik, ERIMSIZERNE 1T, LRRZFFIER IP it MixO S,

IPv6 ¥Rk AR ARIE bt B 15k I9E 2SN IPV6 bk, It IPV6 it SN IZ sk 9% 28 ipv6 B
dualstack FFk#) DNS BFET MR IP it FICE ., MRFFIRER IPv4 BITERE |, NFRL A
MR E b 2 Z A EENFAE IPv4 bl | TEEET DNS &IRH TR

ZAEBPVATAEEFNRITH ("\r\n") &R , FEEBLUTERX :

PROXY_STRING + single space + INET_PROTOCOL + single space + CLIENT_IP + single space +
PROXY_IP + single space + CLIENT_PORT + single space + PROXY_PORT + "\r\n"

R~ IPv4

THERZ IPv4 BIREDATH =B,

PROXY TCP4 198.51.100.22 203.0.113.7 35646 80\r\n

B R AR E LAY SR
Froaz bl ERITATFIRIE -

- BHINEHABERTERR TREDUNRERS R 2E, MRERERSHFNARGESR LB
BR7TREHY , Wagg#Ran e EERERERSI|/IIRLVERRFMNS —Mrk. RIFLH
MEERN , XMESEARSSHER.

o FINERKAI R B EREDESR
« HINEHITRREFAREDN. BXREZER , FE5H SARNBEHRNMITHELS.

£/ AWS CLI B RAEHIN

EQAREMN , BEEBIE ProxyProtocolPolicyType KEMWER  REESRFKAO LB AZ
REE,

FERAUTIERNENAREEZCE ProxyProtocolPolicyType KB MW KREE | IR KB
BIATIHO 80 LMRHl , RARWINE G AZKEE,

RE Uk T
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A ERRE AR

1. ("% ) A LLT describe-load-balancer-policy-types #i$3 5l tH Elastic Load Balancing X#F# %
B

aws elb describe-load-balancer-policy-types

MNEEXFNRERBENEZHMNER, TEERT ProxyProtocolPolicyType EE M
i

{
"PolicyTypeDescriptions": [
{
"PolicyAttributeTypeDescriptions": [
{
"Cardinality": "ONE",
"AttributeName": "ProxyProtocol",
"AttributeType": "Boolean"
}
1,
"PolicyTypeName": "ProxyProtocolPolicyType",
"Description": "Policy that controls whether to include the IP address

and port of the originating
request for TCP messages. This policy operates on TCP/SSL listeners only"

+

2. {#EALLT create-load-balancer-policy fn5 8128 FAAE LA KK

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer --policy-
name my-ProxyProtocol-policy --policy-type-name ProxyProtocolPolicyType --policy-
attributes AttributeName=ProxyProtocol,AttributeValue=true

3. fEALLT set-load-balancer-policies-for-backend-server S 7EHE Ein A L5 AFH I Z R KB,
FEE , Ao EERYTECEANKEA, Hit , --policy-names A E IS EER
B FIRPHKBE (HlE0 my-ProxyProtocol-policy) MrELHEIE /3 ANERE (HI40 my-

existing-policy),
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aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-ProxyProtocol-policy my-existing-
policy

4. (Wik ) FEALLT describe-load-balancers S S RIERE BB AR :

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

MAEBEUTEER , ZEE KA my-ProxyProtocol-policy FKEESiKO 80 KBk,

{
"LoadBalancerDescriptions": [
{
"BackendServerDescriptions": [
{
"InstancePort": 80,
"PolicyNames": [
"my-ProxyProtocol-policy"
]
}
1,
}
]
}

£ AWS CLI ZRAREDI
EANERSENROIXKNER | AREIREAE.
2RI U SR

1. ERALLT set-load-balancer-policies-for-backend-server &% , # --policy-names &I+ 2B
REWER , ENITENRIEEANEMKE (Hl20 my-existing-policy ) , SAEERARK
BIMUKEE

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-existing-policy

fE/ AWS CLI ZARE MY 33
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MREEEMEZANKE , BFH --policy-names TS EZEZR/RE , TR :

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names "[]"

2. (®& ) BEALLT describe-load-balancers s v RIT R A CEAKHE

aws elb describe-load-balancers --load-balancexr-name my-loadbalancer

MEBEUTER  REREERMREKNRO,

{
"LoadBalancerDescriptions": [
{
"BackendServerDescriptions": [],
}
]
}

NE B AF D EER P IIRE

£ AL A A B R SRR A MBI ERRIT R | FINERAR. MEERHER.
BERZTUN BN EHROBIERAIMS ML, BNINAHEERORSRAIME—, MREF MR
EHRNRBELENHBERXREK , EHEMZNENE,

HEATRER | AT AR E R P EMR R,

B %

« IRERHF

« ANIOFRZE

 HIBRFRE

PR PR
TEREATHRENERRH :
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. BNEFRNRZEH LR -50

- RABHFKE - 127 /> Unicode FH&F

- BRREKE - 255 4 Unicode 2%

- REBNEXRDKNE, AFFEANFZHEETH UTF-8 #RXKRTNFR, ZERAKF , URUT
BHRFHF: +-=, _ 1/ @. BTEFANSERINERZEE,

s BNERZEEMNBEPREA aws: BIK , BREET N AWS FRTE. BIEmE DM RS I &1
HREEMTE. EFRITERNFERITATNERORSERSE,

YIS

18] LARE B [ S B S 9 ET BR AN INAR 2

£ AEEIB R INFRE

1. BELTMuITH Amazon EC2 ##&1& : https://console.aws.amazon.com/ec2/o
2. ESMERLNAREET , ERAETHESR.

3. EEAREHBRNEMUTAFHEFEAEFEERE.

4. EMRZETF L, EREERE,

5. EEERENEL , X TFEMZ , EBANFHRE , AGEERNE.

6. FERNMIRER , ERREEI.

5/ AWS CLI iR infr&

EA LT add-tags @& AN IS ERE ¢

aws elb add-tags --load-balancer-name my-loadbalancer --tag "Key=project,Value=Lima"

I BR AR 2
TSR FATTARE | FRER T BAM Sk 4 88 eI ELI R
£ A2 B B BRAR

1. B AT MUEITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. ESMBRLMNABHEET , EEATTHESE.
3. EEAEOHBENEMRUTFEFAFERE,
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4. HERFETFLE | REEERE,

5, HEERLNEL , B#REBBRNEMIEZHNBR,

6. TERBERINER , BERREFENR.

fEFH AWS CLI I BRFrZ
£ LT remove-tags a5 AT I BR T 5 ERIFRIC -

aws elb remove-tags --load-balancer-name my-loadbalancer --tag project

NEHE NI ERREE T W

MR —NF RN INEN I 12159 #85 | Elastic Load Balancing 27E1% Al A X 8l — N g9 #85
TR, ARBEEHETRESIRKEEFENREANERERE - MRS NATAXPWEETMEG, &
WERZEDARNAAXZBARM—NF M, XAURSENAETEHERNTAME, FEE | SRS
AR E RN F M,

MERBIFFER T A XIER 7M. MRENAHBERREG Internet IRBITER , BLTERLE T
M, AEENEREGIMNAREDERBEWRE (AERRIMICTREFN ) . MREHNARDERE
MR ESERR  BNBUEERELAE TN, BXNEEERTFMNESELR  HS5RXT VPC WE
Wo

ERMFR , HREUAXFREEMREIASSES R ZAIRAXPHFHE MR R8s, 5
XEZEER , BN OLBARGEHIRTMESL,.

AIFRE , ABGERT R EREHEN N HXPREMES, RABRT , ARSEREET
My A AXE S E R EER, BEE T TAXPHEMSFIREEHERER , FEABXER
B9, AXEZER  FEH LELANTTERNEXESAEHEE,

MR FMH A XFRESTRRRFAEMSES |, HEEHFEXEMSEHIRTHERIER , AL
REFZELT R MNABIIERMERT M. BERFMNE , AREEHRE A REHEE TR XA EMRK
Bl BHRSEFERBAZFRFMOTHAXPRERSEG, EEE, BER—FME , ZTFMPRISEHE
FRECEMBABGERNRES |, BREALUERBUEEM. BXESER , S QL ERTY
R E M LB,

"N

R

SE
- ERAEHEERE TN

FMR X 36


https://docs.aws.amazon.com/cli/latest/reference/elb/remove-tags.html

Elastic Load Balancing KO FITER

- £/ CLI BLE&EF™

=R
B AN TR, XIUREATER :

- MBHERLTHREEDR-INFN,
« SNTRAXKRS TR —NFM.
o SETTERNINA M X F R,

RANE LAY AP AT NS E 2R AR DDA BR 7R, P SAEE RS S BT F S0y 3 7 WY | B JEE
ZRBERTF  MNMBARXEER, MRFENARGERVRAE TR | BELFIEFNE - AT
KRmFM, flm , MRABHERFENTRAX , HELFEFEFRURNZ —NFR , WATE
FMEZANATRAXRINFM, BEEATUMERTAXBERFM (FRADT =), MRA A XA 7
(BMNTRAXTEL—NFR) , RENEZANTAXHERT M (MRIAFERITIR).

FRAEHEERE SN

EAEH B RUAT I RER MR F ™.

FEREFEEE M

1. B AT MuLiTFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,
ESMBERLHNASHET , EREAFHEESR.
EREABIHENEBMUT TR FHREERE,

EMEBREHET+ £ |, B REFN.

HRETFMIENNERASD , REFSERNINBRFN.
EREmE , BRREFER.

o g~ w DN

£/ CLIEIE TN
£/ AWS CLI BRI T RAIR MR B T W,
£ CLI§F MR INE A9t 28

fEALLT attach-load-balancer-to-subnets &8 SFH AN F MR NS 1 59 #7 88 -
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aws elb attach-load-balancer-to-subnets --load-balancer-name my-load-balancer --
subnets subnet-dea770a9 subnet-fbl4f6a2

e B2 51 H B B BR PR A F M. 0

{

"Subnets": [
"subnet-5c11033e",
"subnet-dea770a9",
"subnet-fblaf6a2"

]

}

£/ AWS CLI il ExF M

EALLT detach-load-balancer-from-subnets 55 AIfF38 E MM I8 E T1 i 19 #7285 F M R -

aws elb detach-load-balancer-from-subnets --load-balancer-name my-loadbalancer --
subnets subnet-450f5127

e B2RF 51 H B B BR Y RIR F M. B0

"Subnets": [
"subnet-15aaab61"

]

NEHNHIEREELEA

£/ AWS Management Consolefl 2 A I9EERA , JLUERINELZL4AE , bt URIBFNZ S 4,
MRFZEFNERLA , WEMXAAFMTSRHEOMETRAREROD LN ARG EHERONEORE,
MREEFRCNERLA , MR AFEHRMANAARFXA NGO LWFAERE.

[BEBRIA VPC] INREEA AWS CLI 5 API I£3EBRIA VPC ol &9t , BT EERL4A , MK
BHEERFEFHE VPC HWERIALR LA XK,

[ZRiA VPC] IR &4E A AWS CLI 5 APl EERIA VPC eI B A% | NETERN A E sk
BIBL4L£4, MK , Elastic Load Balancing A Z£ARMEMN , LAFEER O L3 AEE
#2RFTERE. Elastic Load Balancing (X A8/ AWS IKF I —PMkERL LA  HEMHERX N

Eage ot 38
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default_elb_id ( fl#0 , default_elb_fc5fbed3-0405-3b7d-a328-ea29@EXAMPLE ) ., &1k
A VPC HAlBHWEEAB I ESRtERANLTLEH, SHXEFLLEMANBREN AT O
ETRARERD SN HASIHRNRE, BIRAZEOESEN , T2EIRBREREA,

MREMINE A BDER/AMMTEE , WSTAREZT2HUBRENAVFFRMITRR O EANERE,

H3%

. B ERETSANEENN
- FREHAPELZSH

o £/ AWS CLI & 44

NEBERLEHNEEAN

MEFEHRNEZSHXAMATFENELWRFHITERES, HEANBRTFAZKISEESHRE (@O
Internet AEE ) -

HEM Internet B &9 #2
TRERTHEM Internet B AFIDE SV HE A ILHN

SRR I v FSB Wit
0.0.0.0/0 TCP #it# EABEERMNITRIE O L RFRE
AVERE

TRERTHEE Internet B AFIDEES AV HEE B ULHIN

Bir LB I3V % O3B it
pHnh TCP HHnh ESEHITEs i O £ AT mSEHRY
HibARE
#HHH TCP HHH EE TR EiR O £ 2157 B 245
HHMERE
RS E =k
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ZHEAPIEER

TRETRTAEBABEE RN EFEAEAD,

IR I3 ¥ 3B E

VPC CIDR TCP H#t#

TRERT ARG ER[AVHEE L IEAN,

iR UE I3 i 136 &

B TCP B

T TCP BERRAE
ERRF e hZE4A

ERUT IR ERENHIERRBENET2E,
EREFEEFRTRANHREERNLTLE

Wie

EHEEESMTESROLEAEXRE
VPC CIDR B AR E

Wie

ESRHTesin O £ TR B S
HItRE

EETIORKRERO L AV B L4
R E

BN AT ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o

ESMER LNREEET |, ARG ER,
ERABIIERNBEHRUIT AR FMAERRE.
ERZEMRTF L, R RE,

o K~ w0 Dd =

RS LR 5 MNREA,
6. ExEME A6 EEFREFER.

A AWS CLI 9iiZ4+4

ERBZEATENZEAT , REFEMIBRELE,

R LT apply-security-groups-to-load-balancer i S Z £ H ENEFIEIRFKERK, EENZLELE

BZHIRBNZE2E,

EREfasERed
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aws elb apply-security-groups-to-load-balancer --load-balancer-name my-loadbalancer --
security-groups sg-53fae93f

BAF 79 Wl RER A

{
"SecurityGroups": [
"sg-53fae93f"
]
}

NEBNEEEHEREIEM L ACL

VPC MIERIAM 15 E R HI5I R (ACL) RWFTA AMMHMERE, MRGEBE XML ACL , WAFH
eV B ISESR M SR AR AT EERI AN

MEIGEES F A HEEI N BUR T A E9EERE (HE Internet AEE ) -
HM Internet B &9 # 2

THEHERTHEIE Internet B AEIDEESAVHEE A SLFN

HIR I i 3B E Wi

0.0.0.0/0 TCP S EABEERMITIRIE O L RFRE
AR E

VPC CIDR TCP 1024-65535 EImetiw A LR E VPC CIDR B
AR E

THE R THEIM Internet A E I HEH UGN,

Bir LB i s 0SS E it
VPC CIDR TCP HHnn =G eSS O £ A L%
%
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BiRr L E I3V i ASEE it

VPC CIDR TCP HHt#is EEZETIRRRERDEARIFRE HE
RE

0.0.0.0/0 TCP 1024-65535 EinefimO L ARAFFEHERE

A 28 B 19 T 25

THERT ARG ER[AVHEEA AN,

KR i % O3B it

VPC CIDR TCP At EAFYESEMTEERALAWRE
VPC CIDR I A VLR E

VPC CIDR TCP 1024-65535 Eimefiw O £ KB VPC CIDR #Y
ALRE

THERT AEBARGERAVHEE L IEAN,

B E 718 % OSEE 1Eie

VPC CIDR TCP pHh ESEHI{ eSO £ A7 E VPC
CIDR WU RE

VPC CIDR TCP HHHHHH EEETiREwO EAREFRE VPC
CIDR WY RE

VPC CIDR TCP 1024-65535 FEietiw A £ %A E VPC CIDR B9
HibARE

NEWEHE N FH D EREE B E TR

BNRAAFIERHBLWE — MBIV B RS (DNS) BF5. Ltk DNS EMBEEEPEATSE
2R AWS X B, Hlmn , MREEZEED (B8N ) XiEPelEE N my-loadbalancer

BE XA 42
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=S  NENAEEER2WEI— DNS B, a0 my-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com, BEXH| EIHFRIMYG |, E [tk DNS BFRREEE Web X % 85 #Y itb 1t
Ed, A3, ENEFEICEMEML DNS BHAIHTES.

WMREBFHLEF M E R AR EFH DNS 5 (0 www.example.com) MIEERIA DNS B |, &
AUBSIZEEENEE HFFEENHEE[A DNS BHEXEK, EEFREA LB EEB#HTIER
B} , DNS R 2544 © B4 h 819 % 2889 DNS & 5.

Bx

o FHEN B ENEE SRS E S FEXEK

« RNHEFIYEEIFE A Route 53 DNS #EER

o FHEM B EEE SR E s BUE R B

RHEW B E BRI ERE X E

B, IREEAEMBE |, FEMENHE. Internet LAYIHE M Internet BRI F b ik 59 B L #5
(ICANN) B, S£FEBELH B IME (ICANN IATHEEHZEMNAR) TMEE. ErTMHEN
R ESRAXTIEMHENEREAMENES. BXESER , FSANUTHR

« EH Amazon Route 53 8% , iE3 1 Amazon Route 53 FF X A R IR RIEH Route 53 7+
g E .

« AXRRBNATHEMERFIR |, BSHAREATHOEMEE Fo

T—% , BIER DNS RS (WEREEMRE) 812 - K3 B IR HERR BT ENNHTER. AX
BEZEE , FSFIER DNS BRSHI X,

W& , B LAEA Route 53 ¥ENER DNS RS, RIZREXE , HPIEH/XWMAE Internet £
HERBARENER , ARFEHZEARBIATHEERNI B RRIEREE. Route 53 3B IEFKER
DNS &)Uk SR , B UER BB 12 RENEHE ( HI0 example. com ) WIAHIE A DNS Eifj g
REZRNAETEESE. BXFINEEMN DNS RF#HZE Route 53 HEE , 25 Amazon Route 53
FERARIBEPHE Route 53 B & 7 &M DNS RS

&G , £ Route 53 NI BIEEX M BIExKE, EXREZEE , 5 H Amazon Route 53 FF
RARIEEPRHERERB DI AEEERS,
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R ARG E 25 Route 53 DNS H[E# R

R fEM Route 53 K DNS BRI BN TS | St AT LUMEMA Route 53 N IEMN A ITERRE
B DNS #[E# %, EHEEBEET , Route 53 A AEIITERRECEM EC2 KAIRIZ TR

BERFIRE AR, MRREEEMINRIERNSTIRRLREFHN EC2 £H , MR AF IR

TR E , M Route 53 2P REBEABIH M ARIR , HI21 Amazon S3 FIE{TIRIR REFHI A

BB RR B ML,

il |, RiIEEBE—NPATF www.example.com B Web AR , H A BFLEFEREFRXBAMH
MBHERZEETHARES, BFLEREFERHE —MXFHHNATHSES , HEEFEEX
EHEREN S - NP ARSERAER M. MREE DNS BEXERE , WA LUEELRN ENHE
By (B17) AE9EEE. MREAFITERTA , U Route 53 2 REE[MEIEAHHESSE , FUXF
MEE MR ARITESE.

£ A T4 B Ars TR Zhag

- HZHAMNPIIERF B ICRK LN HEERETRIRIRENRN Yes B, Route 53 RFi¥f4 alias
target EEENFRZITRL. X TLARBIESR | Route 53 £ 5 RBITEBR R ERAY K
BITRARE,

- HERHERFPERPEDF - NEMBEHZTIRRREFE , Route 53 2AF1Z 51 A B KB TRITIR
BN REF. AE , Route 53 2RFEEMNIKARMIREICFK, MRERARBEBIKRARE , I Route
53 BREF1EF,

- HERHERFPERPEDF - NEMBEOSTRRFER , Route 53 2AF1Z 51 A B KB TRITIR
B TME. ASE , Route 53 2RFEMIKRARMIREICFK, MRERARBEBIKRARE , I Route
53 IR [EIHBhiC %o

BEXEZEER , H2 18 Amazon Route 53 FF X A G IERFRIELE DNS HEH#,
FIEH B E E B S A8 BUH R Bk

BT LE EMBEE K AN ARITRE | FHEEMBREERE , MTSEN B82S SR8R9E
Sl E. BXESEL , H2H Amazon Route 53 FRA RIEETHEELZMHBAEREX
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2 B O EH AR TR

FEFF R EA Elastic Load Balancing Z 81 , XM A LB ATIGEREE — NS MIVTER. TR
ATREEZEERNWHER., EAE (FRRBATHES ) EENHUFRONGEE (AR9EREE
JEIRSEHI ) HE A M A O B B AT 85,

Elastic Load Balancing Z#F M MY :

- HTTP
+ HTTPS ( %% HTTP)
- TCP

+ SSL (%% TCP)

HTTPS i fEEA SSL thiXfE HTTP R LBV L4 iEE, S aflfEA SSL e TCP ELEEY &
SERE,

MR AR TCP 5 SSL , MK SIHIER T LUER TCP 5 SSL. MRAHIERER HTTP 5
HTTPS , MIAM S ERETLER HTTP 5 HTTPS,

Ja w32 AT LA YT % O 1-65535,
MEGEE LI THO  1-65535
AR

« HTTPS/SSL {mfTgs

- REAFYEIRNNTREE

o HTTP #RAFLZ g5 E35

ZIP

HA Web NABRFNEETUAZIRHENRGENENTE. BSEBXRABRENEEIHE, HBED
RENEFIRE—REEET —RB. THRREEE (OSl) 2ENEEER | LEXLEDE P KRR E
BEER , XIMEREHRADN. BXEZEFEE , BS 6 Wikipedia F 1Y OSI 3,

£ Elastic Load Balancing it , ZFEEN PR 4 M2 7 BEELRNTH. 27 4 BREHE , BRTE
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NFHMLTF HTTP/HTTPS A EREEHNEEZITHEEMEH , Elastic Load Balancing &3
FHEF -2 TCP EHE., XLEBTHRKAECEUNERE | REZCHEZHER HTTP/
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HTTP #&R# HTTP WA FERAFRLAFREAEZE X HTTP HEMNEE., HMAFBRNES RN BME
X, EMNMEXN ZBEBEZESR (CR) MRITHA (LF) #1729, RFC 2616 EE/LPEN THRA HTTP
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+ ECDHE-RSA-AES128- GCM-SHA256 *
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+ ECDHE-RSA-AES128-SHA256 *
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DHE-RSA-AES256-SHA256
DHE-DSS-AES256-SHA256
DHE-RSA-AES256-SHA
DHE-DSS-AES256-SHA
DHE-RSA-CAMELLIA256-SHA
DHE-DSS-CAMELLIA256-SHA
CAMELLIA256-SHA
EDH-DSS-DES-CBC3-SHA
DHE-DSS-AES128-GCM-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-SHA256
DHE-DSS-AES128-SHA256
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ADH-AES128-GCM-SHA256
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ADH-AES128-SHA256
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ADH-SEED-SHA
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EXP-KRB5-RC2-CBC-MD5
EXP-KRB5-DES-CBC-MD5
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+ ECDHE-ECDSA-AES128- GCM-SHA256
+ ECDHE-RSA-AES128- GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES256- GCM-SHA384
+ ECDHE-RSA-AES256- GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ AES128-GCM-SHA256
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AES128-SHA256
AES128-SHA
AES256-GCM-SHA384
AES256-SHA256
AES256-SHA

ECDHE-ECDSA-AES128- GCM-SHA256
ECDHE-RSA-AES128- GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256- GCM-SHA384
ECDHE-RSA-AES256- GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ECDHE-ECDSA-AES128- GCM-SHA256
ECDHE-RSA-AES128- GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256- GCM-SHA384
ECDHE-RSA-AES256- GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256- GCM-SHA384
ECDHE-RSA-AES256- GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

DES-CBC3-SHA

R H A 2D
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ZHEAPIEER

BEREE

ELBSecurityPolicy-2015-03

=55

ECDHE-ECDSA-AES128- GCM-SHA256
ECDHE-RSA-AES128- GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256- GCM-SHA384
ECDHE-RSA-AES256- GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
DHE-RSA-AES128-SHA
DHE-DSS-AES128-SHA
DES-CBC3-SHA

R H A 2D
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BEREE

ELBSecurityPolicy-2015-02

BRI 5 A SR B

TRERT XEHFSNEBHN R LR,

ZBEN

OpenSSL : ECDHE-ECDSA-AES128-
GCM-SHA256

=55

ECDHE-ECDSA-AES128- GCM-SHA256
ECDHE-RSA-AES128- GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256- GCM-SHA384
ECDHE-RSA-AES256- GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

DHE-RSA-AES128-SHA
DHE-DSS-AES128-SHA

BREH

» ELBSecurityPolicy-TLS-1-2-2017-01 c02b
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

BB D A9 SR AR
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IANA : TLS_ECDHE_ECDSA_ W
ITH_AES_128 GCM_SHA256

OpenSSL : ECDHE-RSA-AES128-
GCM-SHA256

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 GCM_SHA256

OpenSSL : ECDHE-ECDSA-AES128-

SHA256

IANA : TLS_ECDHE_ECDSA W
ITH_AES_128_CBC_SHA256

OpenSSL : ECDHE-RSA-AES128-
SHA256

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA256

OpenSSL : ECDHE-ECDSA-AES128-

SHA

IANA : TLS_ECDHE_ECDSA W
ITH_AES_128 CBC_SHA

R REE

ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ZHEH

c02f

c023

c027

c009
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OpenSSL : ECDHE-RSA-AES128-SHA

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

OpenSSL : ECDHE-ECDSA-AES256-
GCM-SHA384

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_GCM_SHA384

OpenSSL : ECDHE-RSA-AES256-
GCM-SHA384

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_GCM_SHA384

OpenSSL : ECDHE-ECDSA-AES256-
SHA384

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA384

R REE

ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
» ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
» ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
+ ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
+ ELBSecurityPolicy-2015-02

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
+ ELBSecurityPolicy-2016-08
+ ELBSecurityPolicy-2015-05
+ ELBSecurityPolicy-2015-03
+ ELBSecurityPolicy-2015-02

ZHEH

c013

c02c

c030

c024

BB D A9 SR AR
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OpenSSL : ECDHE-RSA-AES256-
SHA384

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA384

OpenSSL : ECDHE-ECDSA-AES256-
SHA

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

OpenSSL : ECDHE-RSA-AES256-SHA

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

OpenSSL : AES128-GCM-SHA256

IANA : TLS_RSA_WITH_AES_
128_GCM_SHA256

R REE

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
» ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
» ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
+ ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
+ ELBSecurityPolicy-2015-02

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
+ ELBSecurityPolicy-2016-08
+ ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
+ ELBSecurityPolicy-2015-02

ZHEH

c028

c014

c00a

9c
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OpenSSL : AES128-SHA256

IANA : TLS_RSA WITH_AES_
128_CBC_SHA256

OpenSSL : AES128-SHA

IANA : TLS_RSA WITH_AES_
128_CBC_SHA

OpenSSL : AES256-GCM-SHA384

IANA : TLS_RSA_WITH_AES_
256_GCM_SHA384

OpenSSL : AES256-SHA256

IANA : TLS_RSA_WITH_AES_
256_CBC_SHA256

R REE

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
» ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
» ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
+ ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
+ ELBSecurityPolicy-2015-02

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
+ ELBSecurityPolicy-2016-08
+ ELBSecurityPolicy-2015-05
+ ELBSecurityPolicy-2015-03
+ ELBSecurityPolicy-2015-02

ZHEH

3c

2f

9d

3d

BB D A9 SR AR
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RBE
OpenSSL : AES256-SHA

IANA : TLS_RSA WITH_AES_
256_CBC_SHA

OpenSSL : DHE-RSA-AES128-SHA

IANA : TLS_DHE_RSA WITH_
AES_128 CBC_SHA

OpenSSL : DHE-DSS-AES128-SHA

IANA : TLS_DHE_DSS_WITH_
AES_128 CBC_SHA

OpenSSL : DES-CBC3-SHA

IANA : TLS_RSA_WITH_3DES
_EDE_CBC_SHA

BIEBTH A HTTPS {lATERM £

R REE

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03

MBS ETES

MEBERMEFWREGER | FEEMB 0BG ER EC2 KHlz B2 RIXLF

BT LA B — AN ERHIIT HTTP (80) # HTTPS (443) %
BEREEEHO 80 LHEH , M A EHFHL
8 HTTPS T8 iE R R E KO 443 EHYSEH

MR G R E A NBZEEEHIERE |

ZHEH

35

33

32

Oa

O A E R, MRIEE HTTPS T

LIEER | F AR NBEMN B ERZIKFIMBERE, W

SEHMTEEENNARLERETHBALRN | ARSHSET SREE.

BRA @A RFHDE AN HTTPS MITRNES |

u)rl-l:ll:IO

k=

X MBS E 2R B SE IRy EE 2

SRR ENE AN TR

TINE

KA LUEEE ARSI S HRIE. XABRRREEXMLHA

L& HTTPS {11

Bl HTTPS B9 E R
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- HIREH

- FARHABIE HTTPS figigs=s

- £ AWS CLI B2 HTTPS A9t

RIS AT
HEF RN |, BBREBFAUTERRMS :

« R KT VPC WEW HHNSE,

s BHEITRIE AR EREME EC2 £, XLEXFIHRLAMNAAITRE AT HERNRE.

« EC2 RHIAFEA HTTP MR 200 MALZTRIRKENBEIR. BXEZEER , B HELHER
HIEE RPN EARTETRRRE,

o WMREITRIE EC2 £6 LEARFENREUEE , RNBUHRFEIRBEEZEIREN AT
RN ZREMEE, MREBRBAATGERATASZHNERE , FREESRM LIEENRE
EHREEERTEASEYES LIRENERBMRE, BXEZELE , BoR BELHAFHLEE
220 28 RLE I AT .

- MREBEBLRLMVTE , XAEATIESE LIE SSL RFF[IUEH. AFERLEFTERREE
Sl El , ERAMERLKIEHBRER, MBEEEE SSLIUEH , BUUBIE—, BXEZER &
S KHAMFIHEEFHN SSL/TLS WP,

EREEH & I HTTPS fAgigtas

EHROIF | BRAMBOEREE T HMITEE. F—MilrssEkim0 80 LM HTTP #EKR , HEH
HTTP Eiw 0 80 LEEHIZIXXLFER, FZMIUTEREZImO 443 LW HTTPS 3R , HERA®KO
80 LM HTTP (MR ZBHLHBRIHEH MR , BEMARKO 443 £LH HTTPS) [ =4 & # X g

MRS R A TR EEZERNHE, FATR (FRRIAFHEESR) EENHANBROEER (AEE
18735 2 3241 SEZ IR QB B85, A< Elastic Load Balancing X#F#iw 0. WA Ires
BENEER , BSRALBAFEGESFNITEE,

EREFERRENEL BRI ER

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMEL | ERENASIHRMENXE., FEREREZEN EC2 RALEFENE —MNXE,
3. ESMBEH LK Load Balancing (f18331#) T , % Load Balancers (£ 39#88).
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4.
5,
6.

10.

%4 Create Load Balancer (R A9 #22),

RAZHNEITERD , RABEFRE,

EXfE

a. NFREIEHB[ENR , BAABIDEHEIRNEN.
EYHRXENELBRARTEREN , REAFTIEHRINEHRYLAM— K KZSAUE 241F
T, ReEEEFRRFFHNETR , TRIVEFHITLSLRE.

b. XFENX , EFEEEKRMN,

P £ B &

a. XTF VPC, &BENRKHHERER VPC,

b. NTHE K BAEE-INTARX , RAEMETHFMPEE-IMLE TN, FMTHXRBER
BTN, EREASGERN TN , FERSIMTRARXN TN,

gogc ']

e NWTFLLH , kBE—IEHENATERO 80 LERKATE HTTP RELUREHK O 443 Hi£H
FIE HTTPS MBI E R £ 4,

MRLZEATEFE , NALGE- N ERLEANNHMEZ LA,
10T 25 71 2% FH

a. BEBIAMITESHBRINRE | AR IEE R NMIUTES.

b. XNFHFMWTEIMNITESEES |, &R HTTPS , AN OFEHR N 443, BIAERT , £
BISFER HTTP A% O 80,

c. NMBEEEHRTRIFEMRIL , BRI IERN HTTPS, MIRIEZE S FEFlH O EH R
443,

REMITENRE

LIS AR UTESE A HTTPS 2 SSL A , SR E IS LEBE SSL iE$, REIIERL
FANEPRILERE  BERBEFHENER , RAEBFERKERRG, ZEXRIEERER
B . Elastic Load Balancing 12t 7 EfiENX SSL IhAEAEENRZREXKE , B EZEEHNERE
VEL2EKRE, MREERFKEZDEE HTTPS/SSL , %R 5 ASEH 5 HRKIE,

a. NTZR2EE , BUSKAEASHNMELZEXKE , S22 8 E KKK, BSH
E# SSL HEEE.

b. YFERIA SSL/TLSEH |, AIEAUTED :

EREEERIE HTTPS ARI9ER 72
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C.

- WRBEH AWS Certificate Manager SIS A TiEH , iTHEEBEMN ACM , REEEFRIE

PR FIZIES,

- MRAGEH IAM SATIES |, BTIEEM IAM , REEZRFIESPEFZIES.
- MREFESANILES , BERENXETRME ACM , FRESA , RFIEEER 1AM,

FUPEMFEPRALEPHNER. EIEPRERHD , EFHEUFAERHA XY ( PEM
RBHXH ) AR, BIEREXH , EFHMEABEZHIERHY (PEM REHXXH )
BN ZA. £ Certificate Chain A , EH|H A MEBEEXH ( PEM {RIBHXH ) WRA , BR
FEFEANEESRIERH AN KRERERANEZIERHTEE,

( ATk ) MREF HTTPS MWTSEE N FEAMBEZEXFEE , NLLEREER S AR
UEEP A& ESL 6 B R,

® Note
NMREFINBREHORIEEPIY , FREMTERMNERID , AR TR
& HTTPS,

i. XTF Certificate name , A LNMAIEP B o

i. XFUEPEN (PEM 4GB ) , EFHAMEZEPHNE. REEXRMN A ASLERAT
BiRt , AR 2 5 ZRMIEE.

ii. ERNMEMITES , HEEBRRMFERLIP. ZRZALURNEAD,

1. BITRARE

£ Ping BAR&B% | i — Ping YA Ping 50, &8 EC2 SEHI A AIEZHEE Ping i

a.
OLWRE,
b. XF Ping i%A , BWRIKEO N 80,
c. XTF Ping R , BHERINEEBHRANBEERLE (/). X£¥E7R Elastic Load Balancing 21T
WRREFRREZEH Web FRFSEFMVERIAETT , W0 index.html,
d XNTERETRIARERE , BFEARKIAE
12. =i
a. EBHRMES , XEPFEREHEIERTE,
b. EAAXAET , BUNUBREZERHNMEZE , NARISE ST AN H a6 Pt 1Tk,
c. WIAERTLIRE , RFEBIASCEE M SSFRINE ARITE R
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13. Attributes

XTERBETAXARSE, EREEERUREN (ERERNE ) , FREKINE,

14, LUEIESIRE (W)

a. BFERANLIEI,
b. EFERNAEI,
c. EFMMEMIZRE  BERBMIFFRE , ARMARFTERNE , URXAENEFRHE,
d. EBRIEHZX , FEREBRNTEZHNBERR.
15. WEMGE
a. MRFEEYEMRE , FRARFEEINREZSHNRE.
b. WIABEFERNAERELIRG , EECIEABITESRUTHEEZRARITE:R
c. EEREWCIEZRNEL 6 REEFNHITER , UE Amazon EC2 #H 8 hEF AFITHER.
16. 31E
a. EEFHVAEBESR
b. EBWRXFEBFH , EHETREN, ED— EC2 KA TEAPRER , EANiAR
HI9ER.
c. HEHFMAEEIDH , EFAFISEEEN DNS 2 , XFRKELT my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com,
d. fFAEIFERM DNS BRI SEEBI N HBEEMAY Web R gt i=, MR AT

BRETER  WaBRRS B[N E.

17. MIBR ( A% )

a.

MREE - NMEAAHHERNEN — MBI BIER , FREEOHBLEHFFF DNS EXRE
%, RE B BRI A9 ES

BN LA T M4 3TF Amazon EC2 %A : https://console.aws.amazon.com/ec2/.
R REITERR.

FOREFERE. BRABIGER,

RTETHIAR , 8A confirm , AFIEZFMIBR,

BIEr R |, EMBZABIGERPH EC2 KAFFHREIZIT. BFRIMYELEITH
HOHTEPRBAE, NMRETHFERE EC2 Xflnd , ATLHEFIEFHL L , BLR&~%
AT,
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£ AWS CLI 8|2 HTTPS 1819135

BREUTHBAFEA AWS CLI 812 HTTPS/SSL i &9,

(F)
SR} BT
- P2 BB SSL T KKK
« PR3 WEFREHS BRI (A )

 BEESTRARE (7 )

: M EC2 L4

: B UF LA

: M BRIG Y A BRI T ER (R )

Nl
5

Ni
s

Nil Nl
Q= Q=
A &
~ oo s o v |-

S BEMYTER

TSR A TREEZEBERWHE, FRIN (B BRBAFSERS) EZNHIRODSER (AHE
18735 23241 SEEZ IR QBB T85. A< Elastic Load Balancing X#F#iw 0. WAV Es
BENEE , BSRALARA S EFMNITEE,

ERRAP  BEEEEATHHEANGEHEEZENEOQOMDPILNEHAEEHESERER MIFSE, £—1
ITESEIE N 80 LMY HTTP &R |, HEA HTTP Ei 0 80 LmSEflKiXixtiER, £ =Mulrss
EZiwO 443 LW HTTPS B3R , HEAwO 80 LK HTTP ISl KiXiX LiER,

R} = MU R EFImEE P LR HTTPS , FRA S XA E A B SHESR L HE SSL RF|UEH. A
HERSEFERRETRS 28 , ERIEBLIEHBEER,

NIEN B HEREE TR
1. 3REY SSL iE#H Amazon Resource Name (ARN), a0 :

ACM

arn:aws:acm:region:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012

IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

£/ AWS CLI 812 HTTPS fagk 925 75
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2. {ERLLTF create-load-balancer i85 N A& S EE R AMIITRY

aws elb create-load-balancer --load-balancer-name my-load-balancer --listeners
"Protocol=http,LoadBalancerPort=80,InstanceProtocol=http,InstancePoxt=80"
"Protocol=https,LoadBalancexPort=443, InstanceProtocol=http,InstancePort=80,SSLCertificatel
--availability-zones us-west-2a

LA 9 W B2 R 45

"DNSName": "my-loadbalancer-012345678.us-west-2.elb.amazonaws.com"

3. (WE ) BEALLT describe-load-balancers i R EFAFK Y EMFMES -

aws elb describe-load-balancers --load-balancer-name my-load-balancer

SR 2 BLE SSL R KR

BAERTENZEERE e —  REUCRECHBEENRELKE, &N , Elastic Load Balancing
REINTAE X Z£KIE ELBSecurityPolicy-2016-08 Bl B EH fziHdizs, EXEZEL , H5
7] ZAFIITEIM SSL i E.

RIFER A REERETEMIANR 2 REEXEK

£ LLT describe-load-balancers 5% :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

LT AW R, &E%E , ELBSecurityPolicy-2016-08 Bk A 443 L5 HE S X,

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,

fEF AWS CLI 82 HTTPS A 5#ss 76
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"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
},
"PolicyNames": [
"ELBSecurityPolicy-2016-08"

]
},
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

I

"PolicyNames": []

}

MRERE , NG AR EREE SSL K2KK , MAREARALZEERE,

(Tikt ) EATEN SSL R HMK

1.

3.

LT describe-load-balancer-policies S8R5 HFIE L Z £ REEH B FE

aws elb describe-load-balancer-policies

BRMENZERENEENES , FERLHNPIIERNTIE L SSL T2 KK,

EALLT create-load-balancer-policy @8 % , MIAZE L —SHHEBRNENTE L Z L KO
SSL hE KR -

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=predefined-policy

( ik ) A LLT describe-load-balancer-policies R IRIE2E BRI B KK

£/ AWS CLI 812 HTTPS fagk 925
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aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e B B IE R B RV IR
4. {ERLLT set-load-balancer-policies-of-listener S E 18 #i2siw O 443 L5 AKEE :

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener it s ERAHYERIK AN LFIE
MBEERNIEENFEIE, --policy-names JIRMNBIEEE ANFIEEREE, MRE
BRI 2 S AR |, WAL R,

5. ( ®i& ) EALLT describe-load-balancers s S RIFT 2R C/E AKHE

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

LT RIEHEHERD 443 L3 AR R =B,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
.
"PolicyNames": [
"my-SSLNegotiation-policy"
]
.
{

£/ AWS CLI &I HTTPS fagkiatras
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https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-policies-of-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
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"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

iy
"PolicyNames": []

UEBEEEN RS EKN , KAZDVBA TP —NEB, DSA #l RSA BEEBETLEEEE
T2 SSLiE$H, MRELHE SSLIED |, FHRREARATRURIERNER, BN EESKENATR
FBLL ELBSecurityPolicy- B ELBSample- 3k , RAXLHBRENTEN ZLRBENBHRE

9,
(Hik ) R BEN SSL 2K
1. f£H create-load-balancer-policy i S BE BEX T2 K OIZE SSL KK, Hlan

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Sexrver-Defined-Cipher-0Ordexr,AttributeValue=true

2. (W) EALLT describe-load-balancer-policies S S RIIRE S BIEFKHE

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e 7 B FE R B BV IR
3. fEALLT set-load-balancer-policies-of-listener S 1E B #E IR O 443 L5 AR

fEF AWS CLI 82 HTTPS A 5#ss 79
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aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener St ERH I EFIK AN YFIE
MEERNIEENFEE, --policy-names JIRMNBIEER ANFIEERE, MRE
HEEERIC /S AR |, WZE A REE,

4. (W) AT describe-load-balancers i RITREE B AEKHE

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

UTRIEADERD 443 L5 FKBEH IR R B,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
b
"PolicyNames": [
"my-SSLNegotiation-policy"
]
b
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

},
"PolicyNames": []

£/ AWS CLI &I HTTPS fagkiatras 80
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1,

PR3 MEFHREHFHRIUE ( ATE )
MR EEFHEEEIEE HTTPS/SSL , M AT LUk I& B SE6 5 B RIiE,

HiREEREO S ORI , SR - NLARE, TR, SAEALLARKEE R FRXG 55
WIFRM, &/& , €A HTTPS thil Ay AR QR E /5 iwmSLHl & 0 0 IE R #E

RAEEXRPIRHAABOERNLASARGERN S ORIEREDHOLACERN , ARSEES 25
KBIERE.

B B fa i SR 45 & 40 B E
1. ERANATHTRELN

openssl x509 -in your X509 certificate PublicKey -pubkey -noout

2. {#ERALLT create-load-balancer-policy fi R BN 4AKRE

aws elb create-load-balancer-policy --load-balancexr-name my-loadbalancer --policy-
name my-PublicKey-policy \

--policy-type-name PublicKeyPolicyType --policy-attributes
AttributeName=PublicKey, AttributeValue=MIICiTCCAfICCQD6mM70Rw@uUX0jANBgkghkiGOw
OBAQUFADCBiDELMAKGALUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZ
WFQdGx1MQ8wDQYDVQQKEwZBbWF6b24XxFDASBgNVBASTCA1BTSBDb25zb2x1MRIw
EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5
jb2@wHhcNMTEWNDI1IMjAONTIXWhcNMTIWNDIOMjAONTIXxWjCBiDELMAKGALIUEBH
MCVVMxCzAJBgNVBAgTA1dBMRAWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBAsSTCO1BTSBDb25zb2x1IMRIWEAYDVQQDEW1UZXN@Q21sYWMx
HzAdBgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYJIKoZIhvcNAQE
BBQADgYQAMIGIA0GBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k60CpiwsZ3G93vUEIO3IyNoH/fOowYK8mITrDHudUZg3qX4walLG5M43q7Wgc/MbQ
ITx0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMmM2nx
AgMBAAEwWDQYJKoZIhvcNAQEFBQADgYEAtCu4nUhVVxYUntneD9+h8Mg9q6q+auN
KyExzylLwax1Aoo7TJHidbtS4J5iNmZgXLOFkbFFBjvSfplI1J0@zbhNYS5f6Guo
EDMFJ10ZxBHjInyp3780D8uTs7fLvix79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw
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3rrszlaEXAMPLE=

@® Note
EETE --policy-attributes WAAE , BHRAANE—TNRERRFE—1THR
(B8&“----- BEGIN PUBLIC KEY----- PRI - - - END PUBLIC KEY----- 4o

7)o AWS CLI R/ --policy-attributes REEERFRF.

3. fEALLT create-load-balancer-policy @& my-PublicKey-policy 812 /5 iw3545] & 4 31 iE
RAE,

aws elb create-load-balancer-policy --load-balancer-name my-
loadbalancer --policy-name my-authentication-policy --policy-type-
name BackendServerAuthenticationPolicyType --policy-attributes
AttributeName=PublicKeyPolicyName, AttributeValue=my-PublicKey-policy

BAERERAZS N NARE,. ABOERIZEHMEER , —REBE -1, NRZHRMEN L
SHP-MNRARE , WRREEFIELE FHRIE,

4. fERALLT set-load-balancer-policies-for-backend-server @8 f¥ my-authentication-policy
REN HTTPS WKBliwm O, EHRFIF , KHlHmOREwO 443,

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 443 --policy-names my-authentication-policy

5. (W) AL describe-load-balancer-policies &+ 5l & A T 18K A S 9 @8RV PTG SR BE

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer

6. (®k ) BEALLT describe-load-balancer-policies i EB R IFMAEE :

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-names my-authentication-policy

SR 4: BESTRARE (Alk)

Elastic Load Balancing RIEEHRENZTIRAREEHRES /N E M EC2 RHIMWEITRR. MR
Elastic Load Balancing R E —Z{T A EENXES , ELELERAXNMNEFRERE , HEREKHE
BITEENES, BXEZEL , 50 NELAAFHEHSEFHNEFARTETRIEE,
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LB E N EHITEEZRT |, Elastic Load Balancing 2 AETIRAKRENRINZE. NMREEE | &1
FRAHEEERNETRARERE , MAR2EARINZE.

NENKPBEEZTRALE

FEALLT configure-health-check a5 4 :

aws elb configure-health-check --load-balancer-name my-loadbalancer --health-check
Target=HTTP:80/ping, Interval=30,UnhealthyThreshold=2,HealthyThreshold=2, Timeout=3

LA 9 ' R 7= 451

"HealthCheck": {
"HealthyThreshold": 2,
"Interval": 30,

"Target": "HTTP:80/ping",
"Timeout": 3,
"UnhealthyThreshold": 2

S5 M EC2 3241

HEOIRNBEERZE , BLAE ARG ERIM EC2 £fl, B ERNRBDERAMENXERTEAD
RENARAXAPIERE EC2K0l, BXEZER , BEH £HAENTITERMN S EMSEH.

{# A register-instances-with-load-balancer 85 , M TFFTR :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

LA 79 0 2 =45
{
"Instances": [
{
"InstancelId": "i-4f8cf126"
1,
{
"InstancelId": "i-@bb7ca62"
}
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]

S 6 WUESLH
MBI —NEEMEBIL T InService ARG , BN EHEEEEIAIFEA,

EFREBLEWEFIEMH EC2 KHIAVIRE , EERALLT describe-instance-health a5 :

aws elb describe-instance-health --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

LA 79 32 =5
{
"InstanceStates": [

{
"InstanceId": "i-4f8cfl26",
"ReasonCode": "N/A",
"State": "InService",
"Description": "N/A"

I

{
"InstancelId": "i-@bb7cab2",
"ReasonCode": "Instance",
"State": "OutOfService",
"Description": "Instance registration is still in progress"

}

WMREHIH State FERHA OutOfService , MW ERR N ENKHMEEMF. BEXEZEE | i
S XA AP E R THEEDERR | SKBIEA

HIENED —PNRBIBVIREN InService & , EANRA B IGER. ENHENNBIGESR  FESH
MBS EERR DNS B85 , RS FEKIER EEHEE Internet Y Web R TRVt =, MREAYAE
PEREEET , BB HTTP RESHFHNMIATE,

ST BIBRERN BB EER (k)

W ER AT E R & B EWE XK EC2 K6, SRBOEREMERE , CEEFTBFEIN RS
#RTA, T3 , EC2 RflF#EizT , A HBMFN R,
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E I BRIGHY AR EES |, BEHA LT delete-load-balancer 7% :

aws elb delete-load-balancer --load-balancer-name my-loadbalancer

EEILBH EC2 24 , iEE A stop-instances i H. BLILEH EC2 354l , EFEA terminate-
instances @

NIBNZRBAHHEHIEFEE HTTPS {niTEs

MR TREEZERNWHE, FHNK (FPRIAFEEES) EEZENDAROERRK (59
B 352IL ) AP AIE OB B M85, A< Elastic Load Balancing X#FH i A, ML F{IT5
BEENEER , BSRKLA B AT E ST,

WMRENAFIGEREFEZ KO 80 LA HTTP BERAVMIYTER , MATLURMER RO 443 £
HTTPS & RAVMITER. MRIEE HTTPS MUTEfERAIEE RO 80 LKA , M A B E R HL
Ik SSLiER , A BB AT B ERBISNFINBRE, MR HTTPS MR ERLEFRA 443 £
RYSEBI , S MR B aE 2R 2SS AV BIEHE 1T IR

NBRSEEEANBEZSTHIBE | EULLRE RS S ORI, XTBREREERHIN L4
EEETEE NN RSEEBIEENBAREN  ARSEETSRAEE.

BXREIEHH HTTPS MUTERMEE , BSHLIET A HTTPS UTsRM 2 B M s #=E.

A

0¥

k

R
o EREEIARM HTTPS {MiTEs
« {EF AWS CLI 70 HTTPS {niirss

an
=

IR ax

EERN HTTPS MWTES B A HTTPS XiF , B4 N EISE S LT SSL RE|[iLH. AFHES
ATEFERKEBTH 28] , FRIEPLXIEHBERER, MBERE SSLIEH , BALGIE—1, A
REZER | BSH ZHAFHHE M SSL/TLS iEH,

ERRE &M HTTPS {28

ERLUF HTTPS BT st MBI M A A5 EaR,

FiiE HTTPS {iilr 28 85
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£ 25 & [ R E 9 ERAM HTTPS =8

1.

o g~ w D

BN AT Mt 3TF Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMER LARBEET , BEAITESR.
ERASSEENEMUT AR FMEERE.

FEMITERIET+ £ |, EBREBOTE.

EEBMTER R EAYMITREE D &, EFERIOIYTER.

Xt FUT BRI | &R HTTPS,

/A Important
RINBERT |, SKHIHN HTTP, MREREFIRKHIEFHRWIE , FHFRAPULERR
HTTPS,

NTFLEEKE , BUESERAKTNTELZLRKE, MREEEEAEMCTELLZERKERNEIZE
EMKM , BSRERH SSL HEEE.

X TFRIN SSLIES , BikFEHE , RAEMTUTHREZ—

- WMRFEA AWS Certificate Manager 1S A TP , BFiEFEMN ACM FH MG TR FIEZF X
F, RARERREFER.

(® Note
kT RE 7 B X H AT HAWS Certificate Manager

« MREGEH IAM SATIES , FIEEM IAM FMNFIRFERZUES , REEERREFER,

« WREE SSLUEREF AT ACM , BFRFESAME ACM, HIEBAERHAF , EFF L
PEM #BHNIBBAXMHFNAST, HIUEBIEXH , EFIHF M PEM &RiZHY 28 BHIEH X4
AR, FIEHEE - ALEd | SHF1E PEM mBAEREXANNE , RFEESERANRBT
EEMIEFHENRRRERAEIILEPATEER.

- MREBES AN SSLIEH , BZXKEFXE ACM , FEESANE IAM, FIEFBHRFER
RRALEBHNER. FIEPRERAD , EHFHY PEM FENABRHAXHNAT. HIEH
EXH , EFFHE PEM BN LAERHIERXANAR, FIEHEE - iEd , EFIHKE
PEM mIBMIEBEXHNRNR |, BRIFGCEANRBITERNIERHANRR[EERAERIES
HATEE,

. %$% Save changes ( REEX )

RS AR HTTPS ires 86
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9. X T Cookie #it% , MINRENCEM, BEERRE , FiiREE, NMREFANTOERE
B, WAFTHEE—NMERH, MREFRHNABRFERK , WLTIEE —1 Cookie Bir, TEMILE
B, ERREFER,

10. (Wi ) EERR DY 2R SR I E AT AT RS
1. ERERFERURINEN = B E AV ITaER.

12. (&) ENIEARBERREFHREG S ORI , BLER AWS CLI 2 API, RN EREH
ARAXFRES. BEXEZEERE , BEHAEERREMS 0GR,

5 AWS CLI 7h0 HTTPS {nWrss

BRI LUK HTTPS Y5088 BT & s 3 19 78
5/ AWS CLI @& A% 378 HTTPS {iTEs

1. 3REX SSL iE## Amazon Resource Name (ARN), %0 :

ACM
arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012
IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

2. fEALLT create-load-balancer-listeners @i+ B A B &1 88 ROR I —/MRITES |, LTSS IO
443 ERY HTTPS R H A HTTP RERAZEBiw A 80 LHYSEHI -

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners

Protocol=HTTPS,LoadBalancexPort=443,InstanceProtocol=HTTP, InstancePort=80,SSLCertificateld

MBEERERHEGFHREIE , EEAUTHSRM—MIUTES , OIS ES KO 443 £W
HTTPS i5sR HEA HTTPS HiER A X R iw O 443 RIS -

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners

Protocol=HTTPS,LoadBalancerPort=443,InstanceProtocol=HTTPS, InstancePort=443,SSLCertificate

/A AWS CLI %0 HTTPS {85 87
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Elastic Load Balancing

ZHEAPIEER

3.

4.

( Wik ) BAEA LT describe-load-balancers i T EE R H RN EFT TN IFAER

aws elb describe-load-balancers --load-balancer-name my-load-balancer

MR IARIRA
{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort":
"SSLCertificatelId":
"LoadBalancerPort":
"Protocol": "HTTPS",
"InstanceProtocol":
b
"PolicyNames": [
"ELBSecurityPolicy-2016-08"
]
b
{
"Listener": {
"InstancePort":
"LoadBalancerPort":
"Protocol": "HTTP",
"InstanceProtocol":
1,
"PolicyNames": []
}
1,
}

(A1) BH HTTPS TSR REAR AR SRR EN, MRERETHAMELZ2RBHIEENL

LZE KM , EFEA create-load-balancer-policy # set-load-balancer-policies-of-listener 5%, &

XEZEE,

B3 /8 AWS CLI 37 SSL thrEafi &,

/A AWS CLI %0 HTTPS {85
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https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer-policy.html
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5. (TWE) BiREFWEHEMEIE , B5FEA set-load-balancer-policies-for-backend-server &5
BEXEZER , BHAERER RS HHKIE,

B H A FHE =R SSL iLF

WMRIEH HTTPS (lTaEs , ERIRMUTERN B EAFRBE R LHE T SSL RS H[ILEP. SMEHEHE
BRHR, EL4TBREEBRHRES Ral&i] ERIEH,

B AWS Certificate Manager 12fit, IPBEATFITE SR LWIEPTABZHLELIT. ACM 2R EZHZ
HEITIEB., BXEZEE , 55 AWS Certificate Manager AP SRR ELEIT, MREFIE
FEAACM , MATEMIERWEE ABHERHIEIT. BXEZEL , BSH AWS Certificate
Manager AFERHANS AIER, LITHBEATHSER LWIEH2E , HEREALITHIES,

EHRILS , BLXAEEREERCRIAMIIBNERANARSRBERCIZILE, RiE , BUE
RIZIEH, BEMPBEEARSERLNLR G , HEREAFILSE,

IR, £ITHERIEPFEEARIERTRERIINER , HLEEREAEESTHBIRNER,

B %
- [FERAEHAS SR SSLIER
« £/ AWS CLI £ SSL if$#

eS8 &R SSL ik
BRI LARER ACM SREMIE R R LA 1AM W+ ER AR E S LHBWIESR,
RS AR HTTPS A9 SSL IS

BN LA T M4 3TF Amazon EC2 %A : https://console.aws.amazon.com/ec2/.
ESEMERLNAREET , &R AHHER.
EERABEERNEMRUIT TR FAGEERE.

FEMITEETF L | R EBITES,

EEBMITSSTEL  RIEEFRWMITES , BEBRRIASSLIEPTHRE , AERITUTIRE
Z—

o M 0N~

- WRFEA AWS Certificate Manager SIS A TiE+ , BiEEFEM ACM HMNFI R IEFIHIUE
B ARERBRREER.

ik SSLEH 89
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® Note
kI RE X B X H AT HAWS Certificate Manager

« MBEGEH IAM SATIES |, BTIEEM IAM FMFIRFERZUES , REEERREFER

« WREH SSLUREFAT ACM , BFEFESAME ACM, HIEBAERHT , EFHFHEL
PEM wIBHNABZAXHNANE. HIEBEXF , EFIHFH PEM RN AHEZHUEH X4
AR, FIEHEE - kS , E6EHE PEM RBENIEHEXHNRNE | RIFEEEANE BT
EEMERHAANRRRERAERILEPATEER.

- MREHES AR SSLIEH , BZEKEHAXEF ACM , HFEFESANE IAM, BIEFHBHFER
TRALEBHER. FIEPRERHAD , EFEN PEM RENBEEAXFNARNR, FEIEH
EXH , 3% PEM RBEHNLABBRILERXHNAR., FIEPE - Ak , SHFHBE
PEM DML BEXHHNE | BRIFGEANRBITEENIERH AN RRETRAEZIAH
ATEE,

« %$% Save changes ( REEX ) »

£ AWS CLI &#t: SSL if$

BRI LAEA ACM REMIER R A F IAM RIIEH iR A B SE R L BB,
£/ ACM RALAVIEH R SSL iE+

1. ERALLT request-certificate a3 ERFTHVIED :

aws acm request-certificate --domain-name www.example.com

2. fEHLT set-load-balancer-listener-ssl-certificate R IRBEIEP :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:acm:region:123456789012:cextificate/12345678-1234-1234-1234-123456789012

FRE LEZ IAM BIEPHE#R SSL iEH

1. MREBRLEHN SSLIUED , BFSH IAM AP ERBHH EERSSFIES,
2. {ERLLT get-server-certificate sy S IREVEHHY ARN :

fEF AWS CLI &2 SSL iE$ 90
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aws iam get-server-certificate --server-certificate-name my-new-certificate

3. fEALLT set-load-balancer-listener-ssl-certificate g S iR BIEP :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:iam::123456789012:servexr-certificate/my-new-certificate

ELEAF D EERRY SSL HEEE

Elastic Load Balancing {2t T EETME N SSL M EEEMNZELKE , IFEAXERENEEF RSN
HIYEET A SSL iERE., MBEIIRTESFEA HTTPS/SSL X , MAIEAEFR —IMIENLLZ LK
% A RNEEAECECHEEN LS ERK,

BXZE2REBNEZER , BSRKLHBAFTITHEEMN SSL hiEflE. 0% 7 # Elastic Load Balancing
RHAZESXBENEE K BSRLAAFIIEHENTEN SSL £ FK,

MRIEGERBLZEFRBNE R T HTTPS/SSL 1785 , Elastic Load Balancing 23 ERIATRE X
Z2 KM ELBSecurityPolicy-2016-08 S#&M A 9# 2558,

MRERE , JHE-IAENEE, BAUBWEALENHZ2EKK  AEBARNBEEREE.

LA RGBS HTTPS/SSL IUTESE#H SSL M B E. 52 , ERAT WA AFHHYERT S
BERHEFRAISTEENZFNER , EREFNE B NA TERNFIER,

B
- EHREHAER SSL hEEE
« £/ AWS CLI 537 SSL thiEEl &

EREEEEH SSL Ak &

ERIAER T |, Elastic Load Balancing & TR FUE R B SR ARG E 28Rk, NI TE LK
BE , BWEANASHEEREHRNERATNTUE LR, E SO UERHMTRE L ZLRER A
BB E KR,

EFAEHI A ER#H HTTPS/SSL A E 2R/ SSL thAfE

1. B AT MuEITHF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/.
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https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-listener-ssl-certificate.html
https://console.aws.amazon.com/ec2/
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2. ESMERLHAERSET , ERAEGER
3. GEERAEBERNBUMUTHEFAEETHE,
4. FEOUTERETF L EEEEMYTER.
5

HEBMARAEL  RIBZEHMHMATR  ERRLXKBTHRE  ASERATENES it
BUE R R 2R EE

REBERIN K BE ELBSecurityPolicy-2016-08 , REERREFE X,
IEFRBREIAKEE AN TE SRR, ARERBRREEI.
EREEN , ARELBEA—WINMUA—NER , TR :

a. XIF SSL Protocols , B ERF AN —MHZ ML,

b. T SSLEI , tFEARSARINF BRI , LAEXT SSL th e 4L 8 i ST 2R aY FiLE L
SSL ZE&EKEHHIHavIFF,

c. XtF SSL Ciphers , ERERAN—IMHZNEB, MRESH - SSLIEH , WAM
BERAATRIEZIERNED , AR DSA fl RSA ZEBIETFIZIBE L,

d. i%&# Save changes (RFEX )

£/ AWS CLI BT SSL i iE

BT EABRINTIE N 2 KM ELBSecurityPolicy-2016-08, HtFiEN Z2RKBEREAEN LS
KR,

EATUE X SSL B2 K

1. AT describe-load-balancer-policies a5 %l i H Elastic Load Balancing 2t fIE L &£
KEE, B FERAMNELERRTEEANRERSEH Shell,

Linux

aws elb describe-load-balancexr-policies --quexry 'PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}' --output table

Windows

aws elb describe-load-balancer-policies --query "PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}" --output table

/A AWS CLI E#7 SSL ki E 92


https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policies.html
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THRRHEE

| ELBSecurityPolicy-2016-08 |
| ELBSecurityPolicy-TLS-1-2-2017-01 |
| ELBSecurityPolicy-TLS-1-1-2017-01 |
| ELBSecurityPolicy-2015-05 |
| ELBSecurityPolicy-2015-03 |
| ELBSecurityPolicy-2015-02 |
| ELBSecurityPolicy-2014-10 |
| ELBSecurityPolicy-2014-01 |
| ELBSecurityPolicy-2011-08 |
| ELBSample-ELBDefaultCipherPolicy |
| ELBSample-OpenSSLDefaultCipherPolicy |

EERENRRSANED  EEAUTHS

aws elb describe-load-balancer-policies --policy-names ELBSecurityPolicy-2016-08 --
output table

BARAMENLZERENEENES , BERELANTHFRNTE L SSL Z2 K,

2. f#H create-load-balancer-policy iF BN ZE L —FHHIARWTENLZ LK 2 — K42 SSL
MHEEE. fl, A TS EARAIE L L2 KR

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=ELBSecurityPolicy-2016-08

MREEE T HEEEIRNRBEHERS , B delete-load-balancer-policy 5 w1l BREMR T A
SR B

3. (W& ) EALLT describe-load-balancer-policies S S RIERE S BIEFKHE

f£/ AWS CLI %7 SSL thEE & 93


https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer-policy.html
https://docs.aws.amazon.com/cli/latest/reference/elb/delete-load-balancer-policy.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policies.html
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aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e B B IE R B RV IR
4. {ERLLT set-load-balancer-policies-of-listener S E 18 #i2siw O 443 L5 AKEE :

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener it s ERAHYERIK AN LFIE
MBEERNIEENFEIE, --policy-names JIRMNBIEEE ANFIEEREE, MRE
BRI 2 S AR |, WAL R,

5. (A& ) BEALLT describe-load-balancers tr R WIE 2 B A E R O 5 AR R

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

R REA S im0 443 LB AR,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

.

"PolicyNames": [
"my-SSLNegotiation-policy"

]

}

/A AWS CLI E#7 SSL ki E
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https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-policies-of-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
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UGB EEN R RKE , #MEDBA TP —NEB, DSA Fl RSA BEBETZEREE.
FATFAI2 SSLiEH. MREESE - SSLIEH , FHABAA TR ZIEBRNHE, £HEE KR
B & T 18LL ELBSecurityPolicy- % ELBSample- F3k , RAX L RENTIEN LKA
MREH.

FRABEEN SSL ZE K
1. £ create-load-balancer-policy v B B E L R £ KK A SSL tH KR, Bl

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1l.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Server-Defined-Cipher-0Ordexr,AttributeValue=true

MRBEEE T HBIIER[RBEHERS , B delete-load-balancer-policy 5l BREMR T A
YR BE

2. ("% ) EALLT describe-load-balancer-policies S RiE 2 & C B B RKEE

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e 7 B FE R B RV IR
3. fERLLT set-load-balancer-policies-of-listener a5 £ i 19 # 88i% O 443 L5 FISKHE -

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(@ Note
set-load-balancer-policies-of-listener @S g EMEIIATES M DM M BIX
BEEEM N IEEMNRIME, --policy-names BIRAUTNBIEERANFAAEERK, MRS
ALY EANER  NEARE,

4. (W% ) EABLT describe-load-balancers S IR E BN AHEE RN O /S AF K
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https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer-policy.html
https://docs.aws.amazon.com/cli/latest/reference/elb/delete-load-balancer-policy.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policies.html
https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-policies-of-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
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ZHEAPIEER

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MR FRPFEERD 443 LB AZEE,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

b

"PolicyNames": [
"my-SSLNegotiation-policy"

]

}

fEF AWS CLI E57 SSL it &

96
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2 B B 1D B8R Ry 2 M SR

EEBBLBAFIERCE , VARAFIIE R TMEN EC2 =6l, BUEAFIIEHRFTENXE
NHBEANRZN A A XPiEE EC2 324, Elastic Load Balancing & E&%t 25EMAY EC2 L6 ITIE
TRARE , HESTEENEEM EC2 6P B3 EABRS BRI AEITEEMN DNS 5.

Bx

- KON RERE

- XTF VPC WEW

- DA BRI E ERIEM KA

- NEANFTERPHRLRTETRARE
- ZHEAPIIERAKOINEL LA

- ZEABHERAISSHIR ML ACL

KO B SR ik

o BATBRABIHERTRNEMNRRHEOMNSTRIREROD LEXFIHTEE. BXEZER,
BESH RIREMFEESREELSH. BXFINZAXLTARFEERNENTRATFRNEO
EFRNERE,

o FEitRIEAEEE I FMFTESEH] £ &3 Web BRSSE8 (30 Apache = Internet Information
Services (IIS)).

« XF HTTP M HTTPS {1Wras , BIEE EC2 I B ARENR[IED |, X FEARKEERRE
BHNZANBEFHEREASEHINERE, XHETHRD Web RS LW AR HRESARIEHREL
B, REFEHERNEDN 60 ¥ , UHEREB MG E S 53T 5 S6ERE,

« Elastic Load Balancing X## B EHAERE T (MTU) X8, ERFREER MTU XA EEIET ,
BRTNEREFNZLARTFEAZTEICMP 2/ KR 3, RIB4) WES. BXEZER |, HSH

{Amazon EC2 AIF{Em) HFHEBE MTU X3,

XTF VPC BIZiX
Virtual Private Cloud (VPC)

BRIEEH AWS Ik 2 7E 2014 F2HI8l2 , SNENXEFHEE —NERIA VPC, TBAERATITE IR
ZRIANVPC (F ) , Ll LABIE#HE VPC, BXREZER , BZH Amazon VPC AFIER,

K9 B 1E SR Bk 97


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
https://docs.aws.amazon.com/vpc/latest/userguide/
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IEHY MBS T RRAY T

ERKRENATIEHSRATUERY R , BRIEZHNABRSESNEN FRBEE—IMNFEFEEL
/27 ¥ (B0 10.0.0.0/27) B9 CIDR RFED 8 NZER IP thiit, B ATITEFGEAXL P
it ERPIRIEE  HEFSENEQT E. R IP it RE , NAKHEHRTEL LT B, S3E
AEFTZEMEN 503 iR,

HERFRFNBNINTRAXHOETN, BEENNAERF  SUNELXE TR, RBETHIXFHERN
AETEHEH, 2EFRME-REOEBRMMXHNIEA, FEE , RIABERT , BIA VPC WEANT
AXB—NMRB/FM,

YO ENBERE |, XTF—ARSNLEFHAMB ARG ERR. WRIFERBEFNF , BE
BEXRFNFNAENATARFUELAEFN ; BSRXEQE FMMNE B E:R,

M4& ACL

VPC % ACL AFEMITEH OREMRRRERD LA URBRE. BXESEL , #2502
BB E BHSHIR R ACL.

[] £ B2 7 Bl 39 16 2R 0 it SR A

AT EC2 KAl FERMME| AR ER. AEROERERKZEECEANTAXPERRENZETR
R, FFRERBHESITEFRNGEMSES, MBXNSEHIMFR EF |, &7 S 6) Tk 91 35 73 4 2 b Sk 45
BB ER,

EH EC2 KIS M BE R PR EM R, EANXRFIEH G  AEEERLEE LR REHEZ
KBl MRFBREE , RECFBES XA, TN EIRTHEH. THOKENRIFET , B
TEMNAESERZRRE B NEERFNBROAREGERIME.

JEEHSEHRY |, Elastic Load Balancing @& F#THMIERER ( RSB A T Connection Draining ) »
BEXEZER , BH5H BELEMFIEEIRM Connection Draining.

MRAFIHEREZFIFE Auto Scaling 4 , MZEFHIKHI< B 3h @ A BEREM. MREM
Auto Scaling A7 B IR , WXAPHXRPIKIEH.

Elastic Load Balancing £ X IP it [ 88 A 19825 E M EC2 =241,

[EC2-VPC] H&AEiEEHREMEMZED (ENI) BB R T EMEFInt , AR ER[FERBEREXFINE
0 (eth0) BEZE IP #hit,

2t

1) S B H 1 2R S A SR 461 98
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« EMSEHI
- EF QRS EEREM K
- BECEMKRHIB ABGE R

o EHEEH

)= XL

HERRAEN | MARDERIME. MRZFCTHABRIEREANTRAXS | BAXFRAEE
FIRHENZTIRRRE , NN AESERERRE.

{58 F 422 31 & S AR AT 3K 51

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLENAREET , EFRATHER.

RS EHRNBHLUIT AR EAEETE,

FEERESEI+ £, EFREEXH,

EEEXPINEN AT AESRT , EREIMI ARG ERNEH,
BREEIMOKRFIESERINEFTRERLIRF.

%32 Save changes ( RTFEEX ) -

N o g s~ DN -

£/ AWS CLI SEMHER S

FEALLT register-instances-with-load-balancer 5% :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4e05f721

AR RGINE B2 5 T B A SIS e AR SS6)

{
"Instances": [
{
"Instanceld": "i-315b7e51"
.
{
"InstanceId": "i-4e@5f721"
}

FERFR A 99


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/register-instances-with-load-balancer.html
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]

EF B RS EREMA KA

FERALLT describe-load-balancers 55 5l B E 18 E S1 8 19 #7835 P E MY K44I -

aws elb describe-load-balancers --load-balancer-names my-load-balancer --output text --
query "LoadBalancerDescriptions[*].Instances[*].Instanceld"

THRRHEE

1-e905622e
i-315b7e51
i-4e05f721

BE SIEMKRAIM BT ER

fEFALLT describe-load-balancers f3 S 3RERFT 8 E K4 2 S M BI MY B 9B 85 U B 5

aws elb describe-load-balancers --output text --query "LoadBalancexDescriptions[?
Instances[?Instanceld=='i-e905622¢"']].[LoadBalancexName]"

THR RS

my-load-balancer

S 55 SR

MRETBEERE , AENMRFEZHP IO, AN AESEEHEM,

MBAFITEEREEEIFE Auto Scaling A , MMNIZA DBt MNABEEHFHIH, BXE
%55 , B2 H Amazon EC2 Auto Scaling A F#8R A M Auto Scaling A7 % & EC2 4,

{5 A 422 51 & X B R RY K5

1. BT MuEITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,
2. ESMBRLNABHEET , ERATTHESE.
3. EEAEOHBENEMRUTFEFAFERE,

& O RABIGEREME KA 100


https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html
https://console.aws.amazon.com/ec2/

Elastic Load Balancing KA ITHE R
4, HEBFREHGIETF L, EREEM,

EEBRXFITEMATASRSIRSD , BUEERZES , USENAZIGER[RBUE M
BREEICHEIMOEFIRIER D EFEERFIRF,

%42 Save changes ( REEX ) -

N o o

£/ AWS CLI >EHERI LS

FEALLT deregister-instances-from-load-balancer &% :

aws elb deregister-instances-from-load-balancer --load-balancex-name my-loadbalancer --
instances i-4e05f721

AT R BI RIS T @ S8 8 2Rk A i H Sk 45

{
"Instances": [
{
"Instanceld": "i-315b7e51"
}
]
}

X2 HEAFIIERFHRHPITETRRRE

B2 B A E 3R 2 BRI HEM KA R EFRUAN LIRS, XENHBRNSTRIRE, EHIT
BITHRRKRER |, BITRR RIFHKGIAPIRAAN InService, BMITETRRARER |, BT TE
RYEISRBIATIRS N OutOfService, MEBERSN A EEMRFAMITETRALE , TieKHl

R F 2T RFIRESIE R TERS

MHBE RO EREHIERHES, ABFHERBERNEPIFERR , KFILFERBHEZ
Khl. HRPIREIEFRSE , ABRGERFIRE G ZELHIEBAER.

5% B A Elastic Load Balancing ItV BRRIAZTIRARERE , IFALRENSITRRARE
BERE D EMEFINEITIRR.

MRE DN Auto Scaling A 5L B ATKIGERXE , WAILMFERAARIEREZTIRAREBE Auto
Scaling AL BIMZEITIRR . BRINEIR T , Auto Scaling A& EHRES N EFNETRR. B
REZEE , 152 H Amazon EC2 Auto Scaling A F#EREF A [@ Auto Scaling 4751 Elastic Load
Balancing E1TRIAKEE,

ETRREE o


https://docs.aws.amazon.com/cli/latest/reference/elb/deregister-instances-from-load-balancer.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-add-elb-healthcheck.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-add-elb-healthcheck.html

Elastic Load Balancing Z BRI E S
B %
s BITRARERE
EHETRARERE
« REXHIETIRRN
- RESTRAREHITHREER

W

}

W

BITRRAREEIE

BITRAEEESSNHEERATHEEIMRFANSITRANEE. TRNMBTETRAREREF
B

FE ik
iy T 45 5 3% 51 (2 PR MO YL

BME : TCP. HTTP., HTTPS H SSL
BHEIBEIAE  HTTP
CLI/API BRIA{E : TCP
i A AT protocol:port NHFNEZEHIWIFEO, L0

RARHERERENHAEN PN REEEEROLE
KBIZESE , MRFSRBIIR RN BITIRR T E,

% : TCP., HTTP, HTTPS #1 SSL
W OBE 1 Z 65535
EHIABRIAE : HTTP: 80

CLI/API BRiA{E : TCP:80

BE HTTP =% HTTPS &3R8 B %o

Eim O MR L@ SEFI A HTTP 2 HTTPS GET &K,
o0 SR S B9 17 35 72 Ve SR A A I B “200 OK” Z A

BTRARERE 102
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ZHEAPIEER

FE

Mje) f87 788 B

N

BT & &R

TEERE

E¥HRE

ABPEREREEN RO, HPIABRE

iR

MR, N&FRFAMAEITRRTE. MRMBIEE
X , W AR 29U Content-Length #R3K1&RB N KT

ESTENE , AEREEERE N ‘chunked’#y Transfer-
Encoding.

2RiAE : /index.html

Bk BizTRR R =R i BEF A ().
EXE:2ZE60

ERINE : 5

BALHIHETIRRRE 2 B EE ().
BE¥E : 5 ZF 300
ZRiAE : 30

B EC2 KAIE TR MMERT A H I ER KX WHZ
TR EIRE

2

BRE:2E10

AIAE : 2

B EC2 KBIE TR R 5 i Bl 40 I B9 E 48 A Zh Y
BT E R

BRE:2E10

AIAE : 10

# Interval ¥ EIENEEMPEHLE—XZTIRRE

BEER, SNETRRAREFRBZIGIN , HEEEANTRIEIEAIFLEL, Z45S540E R AT 62896t E
FEERTRETRERENRE ER. MRETREREBRE T UnhealthyThresholdCount E£E 2%

BTRAKRERE
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WOREL , IR QUL LKA P HTIRS . MRSITRRKREEH T HealthyThresholdCount ZE£E A
RE , AEIIERSIZEZAIRE RS .

MEBESFEETRRRER BB RAIRE 200 @A , U HTTP/HTTPS ETAKRER TN, R
TCP ERRT , M| TCP BT ER TN, NE SSLEFTH , N SSLEZTHRRRERI,

FEHMETRARERE

BN ENAREEENETRIRERE,
FERAEHAEMAESIHRINETRARERE

BN LA T M 3T Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERLHNAREET , ERARHOESE.
REASRYESNBMUITFREFAEETRE,

£ Health checks &I+ L |, %% Edit,

ARBZTRARERENHEHNETRALET , REFEENEE,
BERETLIRZE , BRREFEN

o 0o A~ W bhd =

£/ AWS CLI Ef S AERNZTINRKRER E

FALLT configure-health-check a5 4% :

aws elb configure-health-check --load-balancer-name my-load-balancer --health-check
Target=HTTP:80/path,Interval=30,UnhealthyThreshold=2,HealthyThreshold=2,Timeout=3

BREXFHZEITIRR

BaREDEMEFNETIRR.

FEREHAERESRFNEITIRR

BN LA T Mt 3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMBER LENAFEHDET , ERAFHEESR.
EEARIHENBMUT T HFHREERE,

EiEAEESHDH , REFERERFHKHIHE.
£ BFRRBIETFR BARSRBIRA |, BITRESIFE RSN EEMKRHI BMEIRE,

o > oD~
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/configure-health-check.html
https://console.aws.amazon.com/ec2/
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£/ AWS CLI R EXHINEITIRR

A LLT describe-instance-health a5 % :

aws elb describe-instance-health --load-balancexr-name my-load-balancer

BIEZ TR ERTHEREER

M KAITRESHMRERRTEZES AHBERZTRARE, TERHTETRARENREILRRE
= EC2 KPIXM T ER MBI RMER | HFEKE EC2 XHIMMAER, BXAMHESTRILE
(R B Y T B JR (R DA K S8 T BAR N Y SRR RV BB TERV B B, |, B2 XL M AF IS H IRt 1T HIEHER
BITRERE,

Z AR AN LA

Z2h BRI AENER , I RSATFERT NS RFNRE, EERBS3) EC2 £pIat , A —
NEENLLEEZEHIREK. W TFENRLA , FN—AFIZANMANUARTFRE, B AREREHE
NZEENAN ; FANLBEINATEZLZLEXBKNMERS, BXEZER , H5H (Amazon
EC2 AF#Er) M Amazon EC2 T2 4,

BHRPINRZEAMAATENEABIERRTERS, TRER THEENAWERAL,

KR I3V % O35 it

AR S TCP HHHIH ESRFImITEsEn O L AFRBERE
HERNRE

HUHHHH B TCP B EETRRRERO EATFRER
HEERNRE

BIIEBWEARFAY ICMP REBUUXZFERE MTU X, BXESER , $ZH (Amazon EC2 A F™
B FHBRE MTU x3,

2 H O EIRAYKAIMEE ACL

R &EE RS 5K (ACL) EFMEHI A FHIELBIEN AU HIERE, ERILER VPC NAIAMSE
ACL , t8aT BN VPC B2 BEX ML ACL , EEMNSEZ2EMNMNAEEL , SERNER VPC RN
JARER,
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https://docs.aws.amazon.com/cli/latest/reference/elb/describe-instance-health.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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VPC HIERIAM 15 H =B 5k (ACL) RWFTAE AMMHMERE, MRGEBE XM ACL , W AFH
eV B S E SR M KA AT EERI AN

KB FRNEEANRRT FRRABEERLAB TN, ATAMNERTREFN, NRENEHELE
FRH , BREMESRM VPC 9 CIDR Edin 0.0.0.0/0,

LUT RIEFE AWM,

KR 713V % O35, it
VPC CIDR TCP HHi##H ES=HresE O L AAFRE VPC

CIDR B AMWRE

VPC CIDR TCP A EZETREEERDOLEARATFRE VPC
CIDR W AMTRE

LUT RHEERY H UM,

SRR VAES I3V i ASEE it
VPC CIDR TCP 1024-65535 Eimefiw A £ R R E VPC CIDR B
HitRE

M 4% ACL 106
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BERAZHEA D =R

IEREANUT IR RN 0ERR | D IWRERXRBRE QD E RN /5w SK B R B FE,

CloudWatch ¥g#x

Elastic Load Balancing @ Amazon CloudWatch Z X TR B EEFEMEREHINHES. A
CloudWatch , BRI —ABFHNEEFSIEBE ( MRIER ) RREXTXEHELSNEITH
B, BZAFEAXLEERKRIIEHNRERTRMBIZT. BXELZER , ESH SUENFITHEN
CloudWatch $§%%.

Elastic Load Balancing 517 A &

Elastic Load Balancing 57l A & AR @ A SR A HNWBERNFEMAES  HEXEEFERERA
BN EEEEIEEN Amazon S3 FEEF. SMNAEHITSHFHARFER ( MKEBERWEE, &
Fisfy 1P #hak, R, ERBEFBMRFZH[/EL ) . BUUERAXEHEBESTIREERNHXFIH
NAREHRHITHEEKR, BXEZELR , F5H LHAFEERNIHR EE.

CloudTrail B&

AWS CloudTrail AI1EZIRERE S AWS K P R KRG LK 7 XY Elastic Load Balancing AP j#
7M. CloudTrail JHE B EFEEEIEEMN Amazon S3 FHBEHMN AE X HF, TRAXLER
EXH  BSBEECKHER, BEROFE IP i, FROKEA, BEROK BB SEREE AR
BERNES. BEXESZEER |, 2 HEH CloudTrail 123 Elastic Load Balancing # API i

2 B F 15 #7285 CloudWatch 38#r

Elastic Load Balancing @ Amazon CloudWatch Z X TR B EEFEMEIREHINHES. A
CloudWatch , BRI AZ— A B RN EFSIBIE ( HRIER ) RERXTXERELSNSEITHE. 7
FEFANELEEZENTE  MUBER/MNZTEMEE(CHE, Fla , B EEER R RNk
MEIIE SR EREIRAS EC2 SEHIM AR, BNEIE L EH M B B (818 R ATk & % (v,

BAERERRRIERGREBERZT. Hl , EALLEIE2 CloudWatch BHRREZEENIER , AHE
1EPRE AR TR SU B A B 3 EMRAE (W01 B FER 4Rt b R IXEA).

RYFRRAZ A EIAT , Elastic Load Balancing = 8] CloudWatch R & 545, MRBERFKEZ K
#H19# 285 , W Elastic Load Balancing #{TM £} LA 60 AR A ZEEHIER, WREEBERRLNE
BEBRBERTHEE |, MTREER.

& X Amazon CloudWatch WEZEE |, 558 Amazon CloudWatch FF {8/,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/cloudtrail-logs.html
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ZHEAPIEER

B %
- ZERFHERIER
- ZBEMNBHERNEREE

N

N

HASEH RIS TR

ot

B8N E G EERRY CloudWatch $E#7

Z B A EER BT

AWS/ELB fn & Z8 (Bl 2 E LA T #5845

1R

BackendConnectionE
Trrors

DesyncMitigationMo
de_NonCompliant_Re
quest_Count

HealthyHostCount

iR

SRR NUEM LB BEEE Y ARV . B REE
BHREREHRNSERERE , FAITRSBTERER, FiF
B, HitHEas 5EETRARERXNAEERER,

REE  BFREE

Statistics : REAMNSITIER Sum., HZE

E , Average, Minimum # Maximum X 8N AHGEEET IR
&, —MHAELAL. AT, R NMEERXE (SEERERTFIE9E,
FHEIRE ) 2N ERTRATHREASRSESTAREFER
Ho

T~ RIZIEH A E I EBSTE us-west-2a #l us-west-2b FH 2 4
2, HEE us-west-2a 1 NEFIAEZZ A S BHIAFIRE
EHiR, us-west-2a B sum B X LEEELEIR |, ™ us-west-2b
B sum EFREE. Hit , AFIIEEEN sum EET us-west-2a 19

sum B,

[HTTP {R%r88] R4 RFC 7230 PRAERYEREK
MR . BFEEE

Statistics : ZBEAMNSITITER Sum.

ZBAEERIERT
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B iR
B RAH Y EIFEMN TR RFNEFNERE, FIEMEEHIE
BEE-RETRRAREEHEMAETIARE. MRZHAETH
X9 E  NWEBEFRAERAKXA LoadBalancerName #E it
EETRABRHFNXEGINHE, BN  HASNMTHAXEITEZK

B,
WEVE © BIEMEISKH

Statistics : ZBERAMNSEITTEN Average Ml Maximum, X451t
BIEHASHEESRTRRE, FiE , REASHSEHSETRTREE
BARAIAREXFETRRTE , MEAT O ZEFARNET
WREH.

T~ RGBT E S EBSIE us-west-2a #l us-west-2b FH 2
261, H# B us-west-2a B9 1 PEFIZEITRRFE , ™ us-west-2b

FEETRRTENSES, XTF AvailabilityZone #%E , us-
west-2a FHE 1 NMEITRERHFM 1 MEITHRRIERSEB | us-
west-2b FIFH 2 METRIEEHFMN 0 MNETHRRTERSEH,

HTTPCode_Backend_2 [HTTP 10197 28] SEMSEBIAE A HTTP IR B HRE, ZitHT
XX , HTTPCode_ BE M HIYE S E RTINS,

Backend_3XX
HTTPCode_Backend_4

XX, HTTPCode_ Statistics : ZBERAMNSKITITER Sum. H3E
Backend_5XX & , Minimum, Maximum #l Average ¥H 1,

RERE  BEEE

T RIZIEH A E I EESTE us-west-2a #l us-west-2b FH 2
2, HBEIEE us-west-2a FHY 1 NEHFINERSHT HTTP
500 MR, us-west-2a B sum EBEIXLLEIRMAL , M us-west-2b
W sum EFREE. Hit , AFIIEEEN sum EET us-west-2a #9

sum B,
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BR ik
HTTPCode_ELB_4XX

[HTTP {007 25] AEITER/AEKM HTTP 4XX B im R KB
B, IRBEREXERJFAITE , WERE WG R,

REE  BEEE

Statistics : REAMNSKITTER Sum, EE
E , Minimum, Maximum # Average ¥5h 1,

RO BRIRIEN B9 EEE A T us-west-2a A us-west-2b , FH
EPiERSERIEIZRNIER URL, ERARESHAMETHXS
EPREIRIEMN, RESESEN sum BN TAXWEN S,

HTTPCode_ELB_5XX
[HTTP 1T 285] A& E R HTTP 5XX RS 2[4EIR R B

B, WA SEEMSZ6E R EMAmALE, MRRAEBEITIR
R RFHSEHLEMB AR BDE R |, REFRERBEIKHIHAEE
BRNBE (8 ) |, NaBEZER.

wEE  BFREE

Statistics : ZEANSITIER Sum. BF
E , Minimum, Maximum # Average ¥h 1,

T~ BIRIEHN B ESF A T us-west-2a F us-west-2b , FHF
B us-west-2a FHYEPHIEFREMNEER , MIERWMNRE. 4
R, us-west-2a PR A FITE ST SURBIRAFIER , B wUKE
503 51k, W us-west-2b L IEFE MR , M AFKIIEESH sum E
FZF us-west-2a B sum B,
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ZHEAPIEER

1R

Latency

RequestCount

iR

[HTTP {5197 28] M98 2515 SR R IE B 2 7 M 3K B B % LI TT 44
KA e RIFR K TR Y BB R (SARD N A

[TCP {i AT 28] SS9 88 R Zh S M SE Pl SE 2P A A9 S et | ()
MR BN

REE  BEEE

Statistics : REANKITTER Average, Maximum ATAFHEE
REERNENEEAKREY F9ntE, HEE , Minimum —f&%
ft L R4k

T RIREH AEIIEESE us-west-2a F us-west-2b FF 2
26, H B ERIEE us-west-2a Y 1 NEPINEREERSHE
IR, us-west-2a Ky average B & T us-west-2b #Y average {H.

HERERBTEER (1305 78 ) ERNIERJER HAEZNHE

o

[HTTP {0197 28] WEI MR B AVIERE , SEKEEMEHIH HTTP

EEARNE L,
[TCP {47 28] MLEMSEAIR HAVE RN E.
wEE  BFREE

Statistics : ZEANSITIER Sum. BF
E , Minimum, Maximum # Average ¥3R[E 1,

R BIRIEH A EBR1E us-west-2a M us-west-2b &F 2
24, HE 100 MERREZZAFIESR. B 60 MERKIE
Z us-west-2a , FANEHIEU 30 MEKR |, H 40 MEREKEE us-
west-2b , BN KFIEEW 20 MER, T AvailabilityZone
$#E , us-west-2a EitH 60 ™MEXK , us-west-2b EitH 40 ME
Ko 3F LoadBalancerName #%#E , BitH& 100 NiERK,

ZBAEERIERT
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B EEBUN

SpilloverCount
BRI K 3 BA 51| S5 T 4B 42 /Y 1 SR A9 B 8K

[HTTP {97 25] 59 E 2[R E HTTP 503 fEixKB,
[TCP {i1T 28] A& s X AERE,
&g BESE

Statistics : REANSITIER Sum. BEE
E |, Average, Minimum # Maximum X 8N AHGEERT IR
&, —RHATAL,

T~ BB AEISEE B A T us-west-2a # us-west-2b , F A
us-west-2a PRI EBERSWIER , HBERNMNRE, £4R=2
us-west-2a A FEE R T SORMBASIIER , SBEH. R us-
west-2b SkER T E IR , M AFITEERHN sum EFE us-west-2a B9
sum fEHE.

SurgeQueuelLength
FESSERATEESFINESR (HTTP (78T ) SiERE ( TCP it

788 ) B3, RAIINRRK/NA 1024, BAFIEFE , AN BERR
EENEIEL, BEXESELR |, 25 SpilloverCount o

RERE - BEEE,

S EIE - RENMENSITEIER Maximum , AR ERRIEBAER
WiEE, £EEMA Average St E#ES Minimum F Maximum B]
DB EHBAERMEE . #EE , Sum H AL,

R~ BRIREN RS ERRB A T us-west-2a l us-west-2b , H
B us-west-2a FHEHIEFRSHER , MiERWMBRIE. &
= us-west-2a P AEITE T LRI FIER  BRUESHER,
Vi B9 W B2 A (B 38 A0, MMRXMBERMEFE , ARER TR
(27 SpilloverCount 3845 ) . UIR us-west-2b 4KEE IF &
N, MAEISE IR max fF5 us-west-2a B9 max H[E

Z I EEFIER 112



Elastic Load Balancing KO FITER

B U

UnHealthyHostCount
m ARG EEIMNETRRFTRANEZFINHRE. WRRFEDZ
TRRREFREENTERE , MIAANKFIETRRFE, TESK
PIEREZETRIREMEEN RIFREZE , KEFANEITR
MR

RERAE : BIEMAIKA

Statistics : &ZBEAMNEKITITERN Average f Minimum, X4t
BIEHASHEESRTIRE, FIE , REASHEHSETRTEE
EREIAIANERFZETRARTE , MEMAT RFFZESIMAIEIT
L7 =85

Tl : S PHealthyHostCount o

LU e AR R I8 BES 14 BN 2 8 £ 5 15 #7125 1 B B Application Load Balancer B AR, X LEFEFRN S
Z , TEA T CloudWatch iR, & , IR EHNLBARIIERE S MIWE |, MIXLEIBIREFTEMN
e EHITRE

REEETIE—SRUAANM—NKDIR 2K WIEBHAREESR, NREFEANRKIR 4K
RO LWUER |, BNBUERNTAREEREN . FAEIBIEETENLAAFYEHSRIE—
Application Load Balancer , fAJg %1% Application Load Balancer 9 ConsumedLCUs ¥E%r. Bx
E%{EE , 55 Elastic Load Balancing A F1EE PRI NE B 539 #2518 2 Application Load
Balancer,

R PN

EstimatedALBActive g o a1 e e A L .

ComnectionCount B IHEI SRS R RSB B B AR5 BB TOP 3%
BE AT,

EstimatedALBConsum )

edLCUs Application Load Balancer £ AR AEIIERBE £ (LCU) P&

T, BEERETIHNERN LCUBENR, BEXESZER , BS
¥ Elastic Load Balancing 4V
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/migrate-to-application-load-balancer.html
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https://aws.amazon.com/elasticloadbalancing/pricing/
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EiR 1 PUN

EstimatedALBNewCon R i 1 e e [ .

T e }‘}\g{ﬁﬂ?ﬁiUJ\ﬁﬁ@%k{&}‘)\J\ﬁﬁ@%ﬁiu B FRE M BHT TCP &EHE
RN

EstimatedProcessed . "

Bytes Application Load Balancer & B9 & 1t T 8o

ZANFIIERVIEIREE

Eif A2 HOBIERNER , BEAATEE,

HE R
Availabil

ityZone RIEEWN O] A X FEERBE,
LoadBalan

ceihllame RIEEN AEIE R T IEIBREIE,

Z B A ERBEIRS T

CloudWatch 12t & F Elastic Load Balancing X F W IERBE RN EITHIE. SitHEREEEN

B R PUC BRI EIE. HERSGITTHEN , RENBERZERENNEEH#H TR, #ERRATH
—RRERNBMER . fl , BULLERERETAXABS N AEIIEHSEE GME EEIREA EC2

SIS B

Minimum # Maximum £Eit#IERMRENABEER T SRSV RNMENEKRE. 0, REEHAN
HEEEET R, — N RM HealthyHostCount B9 Minimum 9 2 , Maximum 3§ 10 , Average
76, 53— RHM HealthyHostCount # Minimum 79 1, Maximum R 5, Average 7 3, &
W, AFHYEEZH Minimum A 1, Maximum 7 10 , Average KA 4,

Sum R BFEBRAMEARBESETRWLCEE, BTXEERESNEAHES

EEMRE , Btk Sum REATHAMEARSERT RIS ITCENER , W

RequestCount, HTTPCode_ELB_XXX, HTTPCode_Backend_XXX., BackendConnectionErrors
M SpilloverCount,
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SampleCount ZitHERENENHEAS. ATXEENREETEXFERMB4HTIREN , Bitits
TTERE—M&EH. Hln , 33F HealthyHostCount , SampleCount EFHNMNAFH @R T RIRE
R, MAREITRREEN ENE,

BANBEREMEBRBREFHNENMNE, BAUEEEME DM , RS ERFHEA DL (B
p95.45), a0 , % 95 NEDNUEERT 95% WEHIFEETILE , 5% WBES TIE. B2 UBER
ATREREE. i, BREMNABRFNEFRSASHERNNER 12 ER , BUREFR
2R, NItEFEE 100-200 EF. ERAERRTRENER , B2 KRY 200 EW. FEHERRTR
BIENDH. BONREBRT NMNEEENHNNARFMENR. BIEASE 99 MNE S NEBIEN Auto
Scaling fit & 885f CloudWatch 1R , BRI LU BFRRERNTET 1% WiE RNV ERBSEE 2 2
¥

BF BN EEM CloudWatch fE#r

O] LAEFH Amazon EC2 #24| A EF& M EISH R CloudWatch $E#5, XLERI TN EEREK, W
RAEHESRL T EIRSHEEERZKER , NEZERERSE REES.

®E , B LERA CloudWatch 2 A EE MBI RN ER.

EREHEEEER

BN LA T ML ITFH Amazon EC2 #%|#& : https://console.aws.amazon.com/ec2/o
ESMERLENAREET , EFRATHER.

TR A EHRENBHLUITAEEAEETE,

EREEET T,

EEERNEHFRNAR , BOEGEEEERRLE | REIEFE Maximize BFr. A EA IR
wmE

o K~ w0 Dd =

« IEEEWM - HealthyHostCount

o FAIEFEMEW - UnHealthyHostCount

- F9HER - Latency

+ iHE3R - RequestCount

. JRUREEEEIR - BackendConnectionErrors
- HzBAFIKE - SurgeQueuelLength

« ZHITH - SpilloverCount

o HTTP 2XX -HTTPCode_Backend_2XX

« HTTP 3XX - HTTPCode_Backend_3XX

EEBAFIHE M CloudWatch 1B 115


https://console.aws.amazon.com/ec2/
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* HTTP 4XX - HTTPCode_Backend_4XX

* HTTP 5XX - HTTPCode_Backend_5XX

« ELBHTTP 4XX -HTTPCode_ELB_4XX

« ELB HTTP 5XX -HTTPCode_ELB_5XX

s BB EFETH - EstimatedProcessedBytes

&1t ALB JE#%E LCU ¥ — EstimatedALBConsumedLCUs

« {&it ALB SEZIEER — EstimatedALBActiveConnectionCount
« it ALB FTIE#ES - EstimatedALBNewConnectionCount

£/ CloudWatch 2% & EFHE

1. 148 https://console.aws.amazon.com/cloudwatch/ T FF CloudWatch #2#| &
2. ESMERTP , EFEER.
3. % ELB & ZEHE,
4. BWITTIREZ—
«  EBR—MER4LE , ZARSER. TAXIEMEARSERERER.
- EEMB4ELTERNEN  BERRFBRPTREAHEHEN.
EERENMBIIERNEN  BERRFRPEAEEN.
EZEEENTARWIEN  BERERFBRPEAEEN.

ZH AN IERNIGR BE

Elastic Load Balancing 2t T i8] B & , %15 B E AR E X KX B ASEE RN EROIFAE
B, BNMNAEHIEEE BHlw , KE Ulﬁﬂ?E’JH‘IIEﬂ\ EFImE IP ik, ZER, EREBEFNRS ST
B)o BAILAEAX AW BED MREENHFERREE,

1A A& =2 Elastic Load Balancing ¥ —IA[IEIhEE , BRINBER T EEALLIIEE. AABEREAH
W B&EZJG , Elastic Load Balancing #3k B & #4¥ET¥1%E1§? EHB Amazon S3 FEEEH, EAILL
BERf 22 A 15 E A &1k K.

BNMNAE AEXHEFME S3 FRMT 2 BafEA SSE-S3 % , HELILR CR#HITHE,

BAFERTEMRE ; MENBRZLUERFNINT. BNAEXGBER —NE—RAHTNE ,
WERAR SN ERAEHRIRN KMS B TNE. BXREZEL |, 2 Amazon Simple Storage
Service AFIEEHPHE R XA Amazon S3 EE INEZAM RS ESImINE (SSE-S3) fRIF ¥R

TE A& 116


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
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FEAE BETLTEFTIIMTTR, BEER Amazon S3 B1FE R4S , 1B Elastic Load Balancing F LA
HEXHEEE Amazon SSNH R 2R BN, BXFHKEANEZEER , S Amazon S3 Ef,

H %

- iR BESH

ihE BERHE

L3R5 R B &
NEBAFIIERBERHAEAE
NEBHBIERERFEAE

58] B &34

Elastic Load Balancing Af§ EBIBM BN ABHEERT LRREF AEXH. AAEBEERERABERAE
B, ATBUEE 5 2493 60 2 # K AEFE. EBRIAER T |, Elastic Load Balancing BA 60 7 ¥ B f@ &
HEE. NRGFEREIREN 5 248 , M EENKAETER 1:05, 1:10, 1:15, LALEH, MEFEE
REN S5 08, WALRRHMRZEER 5 2% ; MR FEREIREN 60 2% , WKZER 15 28, &
AR EHE S & R Rl B

ﬁﬁﬁﬁl%ﬁ—ﬂx{ﬂﬁi*ﬁﬂﬂ‘hﬂﬁﬁlﬂﬁ%/\EIT«E\O NMRBREEERE. ZMBHERT/IINRERELR
mERE , NBE2REXHER,

TR BRI XA B R TR

amzn-s3-demo-loadbalancer-logs[/logging-prefix]/AWSLogs/aws-account-id/
elasticloadbalancing/region/yyyy/mm/dd/aws-account-id_elasticloadbalancing_region_load-
balancer-name_end-time_ip-address_random-string.log

amzn-s3-demo-loadbalancer-logs

S3 FE A& o

prefix

(k) FRBNEIR ( ZBRAEN ) . EEENNRFFESFHE AWSLogs, ERMES(E

B EZRFEA 3%@5{1%0
AwSLogs

Bl SEENFEBE MM AR ERM AWSLogs FFkHIXHEER S .

1 E BEX 117


https://aws.amazon.com/s3/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-prefixes.html
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aws-account-id

HWEEN AWS IKF ID,

region

REIERRAN S3 FREAMENXE,
yyyy/mm/dd

&% B S B R,
MEITEBRBW

R B o

end-time

HEICKRARERY BNt E, 60, MREREREE 5 248 , M RRE 20140215T2340Z
FFaEETE 23:35 5 2340 2 A HWERNVEE,

ip-address

AEBFE RN OB ERT KW IP ik, X TRIBRBEGER , XEHE P ik,

random-string

REE R BENZ /TS

LT R—NEE “‘my-app” 81 &M B EXHB R~H

s3://amzn-s3-demo-loadbalancer-logs/my-app/AWSLogs/123456789012/elasticloadbalancing/
us-west-2/2018/02/15/123456789012_elasticloadbalancing_us-west-2_my-
loadbalancer_20180215T2340Z_172.160.001.192_20sg8hgm.log

BLTR-ANTFHBRN B EXXHE R

s3://amzn-s3-demo-loadbalancer-logs/AWSLogs/123456789012/elasticloadbalancing/
us-west-2/2018/02/15/123456789012_elasticloadbalancing_us-west-2_my-
loadbalancer_20180215T2340Z_172.160.001.192_20sg8hgm.log

BENHETUEE#ERE#EERAE , R3E B LE Y Amazon S3 £ aE MM L B 3 F/4E
MiER B &3, BEXRESZEER |, 2% Amazon Simple Storage Service AP ISP KREGEAHE
.
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https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
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hE BHE%E

Elastic Load Balancing 12 & &% 4% ﬁ%ﬁﬁ@i%ﬁﬂ’ﬁ?* , BIEMNKREEEWEFINER, o, mREF
FiEERRNE RN BERIZEEETRRRFHEFMTER , PHRIBFER

/A Important

Elastic Load Balancing R HidFiER. RINNBWEFER BRI BERT HERMER , MARE
NATBEERNTEHEIR,

B

BNMNAFREBT AN RBITHENERNEFAEE . BERETNREFRAZRS R, B
BXHEPNENZBEEFEUTHER

timestamp elb client:port backend:port request_processing_time backend_processing_time
response_processing_time elb_status_code backend_status_code received_bytes sent_bytes
"request" "user_agent" ssl_cipher ssl_protocol

T:\EE;E TUﬂE.I H/L’\%E E’J%Eﬁo

FE EEPUN

time ABIIERMNE P iR EE RV ETE (RA 1SO 8601 ).
elb NBHERN B

client:port BEREFIHWN IP et Fiw O,

backend:port LB L iE SR 2 EM S AR IP ik Fw O,

MRARBDERT AT ERRIEBNSTMEH | EMREREMWALZ A
KOIRHA T &R, WFERERN -.

MEEMEISSHIEZEFER 2 BRI , thARFILERE R -

request_processing [HTTP {RWTES] MRS E 25 K EIE R — B BIF1E R &35 B0 A =45 Pir A
_time B St E (BAF 4,
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X i
[TCP 197 88] MRS BIES R &S HE TCP/SSL EEE fE 9%
2 R34 WY 8 — N 2 BT ST HIAR A 0 M (MU R 1),

MRABIGERTEFBER D IRE SEMEH, MWBHEREN -1, MR
EEMSSAIEZRE R MERE , RFFIRAE T HRAERWER , N
SREXFER. HH , T TCP M=K E , MREFIHEARIGE
BREMERE , BRETREEMHE , N REXFER.

MEOEMEISSHIEZE R 2 A RBAL , t AR ERER -1,

backend_processing [HTTP {07 85] MAE I 251518 R & IX 21 B 5F M =61 211Z 32 I FF 18 & 3%
_time ) R7 R 3K P A B9 BB R (BARD 9 B qa),

[TCP W7 28] Sk 9828 M 2h 5 X MK B3 S E B2 P A Y SRS R (AR
LAV

MRAIIERTEFERDIREISIEMKRH , WRERERN -1, R
EEMSEAIEZAEN A RAERE , RFFRAE T HRAERWER , N
SREXTER

NEOEM A SSHIE R R 2 B RIBAL , th AR ERE R -1,

response_processin [HTTP {197 85] M B %5 N EI3K B S /X M2 61 #9 a S PRk B FF 2R 0 &
g_time o s A& 35 M B2 PR R B9 BB 18] (AR ), bR R BIEE A EEE LW
BERA B 18] BA R M $1 B 15 7 28 B &= P Ui B9 32 23R BN A 1) o

[TCP {i¥r28] MBI E R W EIR A EEMEPNE - I FFEFEEOR
F= i 3% We) R P R B9 5L B TR (SARD 9 B47) o

MRABIIERTEFERDIREISIEMERH , WERERN -1, R
EEMSEHIEZAEN A RAERE , RFFRAE THRAERAER , N
SREXTER

MR EMAYEFIEZRBE 2B R , A FHERERN -1,
elb_status_code [HTTP {RWT88] 3k B AT 2549 e B AV RSB

backend_status_code  [HTTP {ii#7 28] 3R B B £ SE 5189 e B A IR SR B o
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ZHEAPIEER

FE

received_bytes

sent_bytes

R

user_agent

ssl_cipher

ssl_protocol

gt

A~ HTTP & H

iR

MEF iR (FRiF7) EIRBER KD (LZT R EN),
[HTTP fit¥r28] EEEEREX , BFAFERL
[TCP {7 25] E2EFRIEXHFRX.

RIEB|FF U (REH) AYE A R/ (AFF R EAN),
[HTTP {R0TER] EEEWMNIEN , BFSFERX,
[TCP W7 25] E2EFRIEXHFRX.

KEFEFIHRNERT , BSENXEISAHARAUTHEA#ITIESR : HTTP
FE + DU/ ENFRK IR O + BRE + HTTP e A, ABBEERGFRETS,
IRidFiER URI BYRIEH URL, ERNREHF BEXHFHNARTEE, H
BB FRAE , BEREFImAE URL AR,

[TCP {iT88] URL R=MNEXI% , HEZRIAZEEK D RHUEERLERE (- -
-

[HTTP/HTTPS ii¥re8] iR A HBERNEFIHRNAFREFZRFE. ZFH
BEE—MNRBEANTRIFIRF (product]/version]). MR FHFEKERIT 8
KB , MI¥F4 Bk o

[HTTPS/SSL fi#T88] SSL B, NHERIDEEEILE A SSL/TLS i&
Erid Rk E, B, ZEMEER -.

[HTTPS/SSL fii¥rag] SSL . XHERINIPEEEIL/E A SSL/TLS iE
EAHERIE. BN, ZEFRERN -.

LAUFR2 HTTP (%rss (3% 0 80 Eliw O 80) W RHIBERE :

i BE%E
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2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.000073
0.001048 ©0.000057 200 200 @ 29 "GET http://www.example.com:80/ HTTP/1.1" "curl/7.38.0"

Al HTTPS %&H

LT R HTTPS %res (i 0 443 Fi% A 80) W RHIBESRE

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80
0.000086 0.001048 ©.001337 200 200 @ 57 "GET https://www.example.com:443/ HTTP/1.1"
"curl/7.38.0" DHE-RSA-AES128-SHA TLSv1l.2

Rl TCP % B
LUR 2 TCP {fi% 88 (%0 8080 Zli% O 80) W RHIAEKE :

2015-05-13T723:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001069
0.000028 0.000041 - - 82 305 "- - - " "Moo -

R SSL &8

LAR 2 SSL 119788 (3w A 8443 Eiw O 80) K RHI A&

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001065

0.000015 0.000023 - - 57 502 "- - - " "-" ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1l.2
RhIB i A] B &
MREHNE EEREFER , NARKEESRTUEREE kg%&ﬁﬂﬁ BEXH (LA GB REN), &H
TR B ZRITAERACERE N FE XWEE, Rt , &89 TERREHITUHERRTREND $)?I

8, plan , BAUEAN TN TESHMLEIFRAE

« Amazon Athena 2 —fIREXEHRS , BB BAEAIRE SQL 247 Amazon S3 RIVEIE.
BREZELR , iFZH Amazon Athena AIFIERP N EHKL B AFITERE B L,

* Loggly

* Splunk

« Sumo Logic
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https://docs.aws.amazon.com/athena/latest/ug/elasticloadbalancer-classic-logs.html
https://www.loggly.com/docs/s3-ingestion-auto/
https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/
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NEBAFIIERE AR BE

ERNAEOERSABR AL , BLIEEA TS ERTEHDFMH B ERN Amazon S3 EERENA
o BIERTF — N R R BEM INBILLF6448 |, ZKBE[@ Elastic Load Balancing 8 ¥ B A7 @K
FUBR o

5

- ZR1: 012 S3 N

- SRR 2 CRREEMINZT S3 FE4E
- FR3:BEBRAS

- SRA: WIAFRBENER

FE HEER

N

Y

Nil

=

SB 1 Bl S3 FHEE
ERAE S , BAMAHHEBEEE S3 7. FRBLTEEZATER,
EX

- FREBLANTERBESERERNXEHR, ZFE\BNABEERTHFIENKSRAE,

- H—XFNRFEFIRMBIEDTZ Amazon S3 ITE# 4] (SSE-S3) BXEZEER , i5SH Amazon S3
FEMINZ 4] (SSE-S3).

£/ Amazon S3 #5612 S3 7/,

1. B BT MutiTFF Amazon S3 ##l& : https://console.aws.amazon.com/s3/o
2. %$® Create bucket (BIEF @)
3. 1f Create a bucket (BIZ7F&M) WL , ITUTRE

a. NTFEMEWEN , FRATEEBNEN. LLEME Amazon S3 AFIERNEFHBAHRP L
MME—, ERLEXE  ATRENEFREEMEEMER. BXESELR , H25H (Amazon
Simple Storage Service AP #EmM) FHFHEERF,

b. XF AWS X , EFEEHPLIBRATIEHSENXE,
c. XTFERIAMZ , %£+F Amazon S3 FEE X4 ( SSE-S3) ,
d. BFEELIREER.
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SR 2 RFRBEMIINE] S3 FHEHE

S3 F MM MEAE RN Elastic Load Balancing I 451517 A SEA BN RN EHAERE, 76
FREE 2 JSON BOMES  XEEQNHRKBESRE , ATHEMBELARNE. 8MEY
HOEEXEMIBHNEEHTE—RITEK,

MRIGEHEFEAEEMINERRNINEFZFRE , WA LU Elastic Load Balancing 1518 B &85 @5 10 Z
ZREE, MBEXHEM , MBI HERNNRE , LBREINEATEEEEN BRI BENFHE
A5 RIAEY A o

] P B T 405 SR

R E AN AR RBBUR T FEBHN AWS X,

B=E 2022 FF 8 ASiz /A AKX

ZERBEEIEEN B ESAERSRTFRIR, IR AT LT XEA Al B XM A X A A R g Ees

- ITA#KX (BENE )
- WAHK ( BRAET )
« AKX (RRA)

- MEXAEE (FARME)
« BN ( BEEST )

o RUM ( 7RERA )

- D& (B4R )

« PR (PUBKE )

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-loadbalancer-logs/logging-prefix/
AWSLogs/012345678912/*"
}
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]
}

2022 £ 8 Az B a] A/ X

Z R B[ IEER Elastic Load Balancing 1K/ ID & FX R, HUHRBATUTAY XN TAXS
Local Zones HFHI A E19E 85

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::elb-account-id:root"
},
"Action": "s3:PutObject",
"Resource": "s3-bucket-arn"
}
]
}

Ff elb-account-id B¥ R A FFEXE Elastic Load Balancing B AWS Ik # ID :

- ZERI (FHEFRILMILEP ) — 127311923021
- ZEERE (BZMBM ) - 033677994240

- XERI (JLFIBEEIL ) - 027434742980
- ZEEI (HBBXIM ) - 797873946194

« JEM (FFE ) - 098369216593

- WA#X ( FH ) - 754344448648

« MA#X ( HEME ) - 589379963580

- WAMKX (&X ) - 718504428378

- WA#X ( APR ) - 383597477331

« IAMKX ( HR ) -600734575887

« WA#X (FHIE ) — 114774131450

- TA#X (EE )- 783225319266

- AKX (FKE ) - 582318560864
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- MNEK (FEP) - 985666609251

« BN (EZRE ) - 054676820928

o M ( BRZ ) - 156460612806

« BRM (2R ) - 652711504416

M (K2 ) -635631232127

M (B2 ) - 009996457667

« BN ( HTEESF/REE ) — 897822967062
- % ( B# ) - 076674570225

- EMEM (ERF )-507241528517

¥

R 51 BEFTEMER ARN B s3-bucket-arn, FIEEM ARN BURFERBITRIESE 3
SHEAEE B ERIEETNR,

. B ARN R4

arn:aws:s3:::amzn-s3-demo-1loadbalancer-logs/logging-prefix/AWSLogs/012345678912/*

. FEFEH ARN R4

arn:aws:s3:::amzn-s3-demo-1loadbalancer-1logs/AWSLogs/012345678912/*

AWS GovCloud (US) Regions

ZRE& @3B ER Elastic Load Balancing Ik ID R 71X R, bR A T LA T A% AWS GovCloud
(US) X1gi#9 7] F X =% Local Zones FH AT E 2T,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"AWS": "arn:aws-us-gov:iam::elb-account-id:root"
},
"Action": "s3:PutObject",
"Resource": "s3-bucket-arn"
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]
}

$f elb-account-id BiRAAT AWS Ik X1 Elastic Load Balancing B AWS Ik #9 ID :

- AWS GovCloud ( £EFEE ) — 048591011584
- AWS GovCloud ( £E#EB ) — 190560391635

R 518 BEFTEMER ARN Bift s3-bucket-arn, FIEEMN ARN BURTERBITRIESE 3
SR AEE B ERIEETR,

. 8B ARN R4

arn:aws-us-gov:s3:::amzn-s3-demo-loadbalancer-logs/logging-prefix/
AWSLogs/012345678912/*

« FHETRE ARN RHI

arn:aws-us-gov:s3:::amzn-s3-demo-loadbalancer-logs/AWSLogs/012345678912/*

£/ Amazon S3 2% & FF 13 17] B & &Y 17 6 18 5% B Bt hn 2 S8 ey 77 6 4

1. B TMuEITH Simple Storage Service ( Amazon S3 ) ##l|#& : https:/
console.aws.amazon.com/s3/.

ERERENEMRUT AR FEMAEERE,

%32 Permissions ( IR ) , ARG Bucket policy ( FAEREREE), Edit (&) .
BT ERERE R TR ENR,

i%# Save changes (REEX ) -

o M w0 DN

S}|3: BEHRAE
ERAATIEEERRBE , WEREREEFFAEXHERE S3 F#E,
B3R

FHEBATUBRRE 1 THMERNESR , HEXLTMMNE 2 THERNFEHEFRE. NRERER
&, IRPFBIEFHFEAWSLogs”,
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EREH AN AFIEREETR AR

BN LA T M4 3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERLNAREET , &R AHHER.

BEREN N IERNEHRUTFHEFHAEFEERE.

EEMEI+ L | &ERE.

ERENEGEREMHTENKEREs P , ITUTRE

o ~ w0 bh =

a. Fﬁﬁ-ljﬂﬁ.l Hll_:\o
b. XF S3URI, WABEXHH S3 URI, BIEEMN URI BURTFEREEHINR,

- HHBSK URI: s3://amzn-s3-demo-1loadbalancer-logs/logging-prefix
o RHBIZH URI : s3://amzn-s3-demo-1loadbalancer-1logs

c. FBEFIEFXERERBEMREN 60 minutes - default,

d. i&# Save changes (RFEEX )

£/ AWS CLI A B iaEREE Y R BE

B, BIEZ— json X4, 1231141{"2 Elastic Load Balancing g3k B & H & 60 7 # X &L A&
aEE R BEBIER S3 M —

{
"AccesslLog": {
"Enabled": true,
"S3BucketName": "amzn-s3-demo-loadbalancer-logs",
"EmitInterval": 60,
"S3BucketPrefix": "my-app"

TR , £ modify-load-balancer-attributes S8 18 E .json X4 , M TR :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes file://my-json-file.json

BAF 79 W RL R4
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"LoadBalancerAttributes": {
"AccesslLog": {
"Enabled": true,
"EmitInterval": 60,
"S3BucketName": "amzn-s3-demo-loadbalancer-logs",
"S3BucketPrefix": "my-app"
}
.

"LoadBalancerName": "my-loadbalancer"

EERFE BER S3 FHEE

EMRERERATHR BENFESE  FRABAEATRBES. BN , MRE-IMFETEN AWS
K hel2 T ERMEEAMMLENFHERIEAMFMM | Elastic Load Balancing & /&8y gk
ERNFE BEBEARXNEFHERE,

SR 4 BIAFERBNR

ERAREHYEREAihE BEARE |, Elastic Load Balancing $F%AE S3 26648 , F 612N T4 LUEE R
B EBIEEMMENR, BALMH S3 BFEARIIRECIEN R X, ik XHT 2EBRETTERE
/._,\j(ﬁ: K/T@E /-.r\ﬁjlaio

K1 Elastic Load Balancing =& S3 7 #8012 7 M= 3 4

1. B ATMuEITF Simple Storage Service ( Amazon S3 ) ##l& : https:/
console.aws.amazon.com/s3/.

2. EREIEERTIHEBEN S3 FHENER.
3. SMENLSH ELBAccessLogTestFile, (UBEURTEREEHBIR,

o WHISMINE : amzn-s3-demo-loadbalancer-logs/logging-prefixl
AWSLogs/123456789012/ELBAccessLogTestFile

RSB : amzn-s3-demo-1loadbalancer-1logs/AWSLogs/123456789012/
ELBAccessLogTestFile

FEHERR
LT E# @0 REIEL : bucket-name, 512 S3bucket PR
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- EENERIERAE N Elastic Load Balancing #F /7R B EEAEZEENNIR, BIAEEANRZKX
RN E#EBERE, BIAER ARN FANEEEIMESEER AR B ErEENZ4EE S
B, MBEEFAIHR BERKIEERNS , FRIAER ARN TZ2E81&.

- FHRBEATXEFENRS S[IRMBFET, ZF#EERLTEM Amazon S3 FEEZH (SSE-S3)

NEBRRHIIERER R BE

RN T NSNS EEREAHR BT, EEABRBEEE , £HT5F B E/HE Amazon S3 H4R
B, EELFHEBIBR. BXEZER , H2H (Amazon Simple Storage Service FiF1E®) FHEH
S3 Fi#HE,

EREF AN AFEEREM TR AR

BN LA T ML 3TF Amazon EC2 #&l& : hitps://console.aws.amazon.com/ec2/o
ESMERLENAREET , ERATHER.
ERENAEIHENERUTFEFAFERE,

EEMIRIF L, &R mE.

ERBEARSEREEENEN GRS S , ZRBRIBEE,

o & 0 bdh =

£/ AWS CLI ZRipE A&

F A LU modify-load-balancer-attributes fe S ZAiHR A& :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"AccessLog\":{\"Enabled\":false}}"

LA 9 e B2 = 451
{
"LoadBalancerName": "my-loadbalancer",

"LoadBalancerAttributes": {
"AccesslLog": {
"S3BucketName": "amzn-s3-demo-loadbalancer-logs",
"EmitInterval": 60,
"Enabled": false,
"S3BucketPrefix": "my-app"
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Xy 42 B A B D 2R 1T R HEBR

TRIE T HEEFERLHEATIGE RN AN R BB REH R IR,

API iR
Hix

CertificateNotFound : &RE X

OutofService : HINBEAT4E IR

HTTP 5%
Hix

HTTP 400 : BAD_REQUEST

HTTP 405 : METHOD_NOT_ALLOWED

HTTP 408 : i&3RBat

HTTP 502 : LM<

HTTP 503 : AR5 AT A

HTTP 504 : Mxi#at

g R A B B HR
U R AR ED FE AR

HTTPCode_ELB_4XX

HTTPCode_ELB_5XX

HTTPCode Backend 2XX

HTTPCode Backend_ 3XX
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UEIVRRGZE =t

HTTPCode_Backend_4XX

HTTPCode_Backend 5XX

BITRRK & F&E
[] &%

BITRRRE B PR H i

5 55 193 A

NS HEIUF R K

KBIRNABIGEEREWRE

KB L By im O ARITFF

Auto Scaling AP EHIKRET ELB ETHRIAKE

N

T $2 ) 7
[] &

P mAAEETE M Internet AV AT E 2R

B #7238 TR B IRUROE B B E Ui R

RIEBABIHE RN HTTPS iFRIRE“NET:: ERR_CERT_COMMON_NAME_INVALID”

EEM A
A

EM EC2 SEfla A <

FEEMMMES AMI S 3 #Y K
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X AT E [ HITHIEDERR | API iR

T H 2 Elastic Load Balancing APl IREIF 8RB, BERE KR AL A FHRFB SR,

BiRHE
« CertificateNotFound : KE N

« OutofService : H I BFAT 45 iR

CertificateNotFound : &RE X

RE 1 : &£ 6H AWS Management Console 22 RViE 42 B 2P A Xigat IR ., £ I LIEIR
B, AIEARSEEIENRE—SHPRETRERER,

BRAR1 . EHFRN 15 08, AREER— X, MREBHAEE , 5 E AWS Support Center F
SREEBD

FR 2 : REEZEEA AWS CLI X APl , NI2ERERFENIEHR Amazon HIRE R (ARN) B4R
El iR

fERAFER 2 : £H AWS Identity and Access Management (IAM) $24E GetServerCertificate JREUEH
ARN #IIERE N ARN RE T EWEHNE,

OutofService : HIBRAT4E 1=

JRE : Elastic Load Balancing fR5 S E 5 M &+ HIME LN E R, £ Elastic Load Balancing &
WA SRR EEMRFIETRRET , th e 88K & IX il B @] &,

RRAFE  BEFMER AP ER, MREBHAEE , B E AWS Support Center FR# B,

XA S THERERR - HTTP £51=

HTTP & (B ¥R ziHE) EEEXN W HTTP ERIWERMITHIRIE, RFC 2616 FEENLHENL

T HTTP B RMFRES E. AR EETE GET. POST., PUT., HEAD #1 OPTIONS., £ Web
BAREFEE (BNK5|IA) R HTTPM1 FENT BN A A, HTTP ¥ RAZNELRGISHE
PATCH, REPORT, MKCOL, PROPFIND, MOVE # LOCK, Elastic Load Balancing = Fr & #5f
MIEFRHE HTTP Fi%,
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
https://console.aws.amazon.com/support/home#/
http://tools.ietf.org/html/rfc2616#section-9
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HTTP #RH HTTP IR EARLFREAEBX HTTP HENEE. RAFRNES I RNEHE
X, FMEX Z B HEZER (CR) MERITHF (LF) #1T0 M. RFC 2616 EEMRAPENL T #7E HTTP
HAFERE, BXEZER , HSH HTTP ik ML B ARG IR,

LR EIEIR HTTP BRE | CATNBRAREBNERR S EKERTRE, HRRSGELH
B HTTP R AR KETEET 127 A28, MR HTTP BRETXAIARE | NARSE
SIFERREE EC2 Rhl, MBHBERFH L ETERAFER | NAZISEES L HTTP 400 :
BAD_REQUEST &iR4K AL, MBFERAH S EMNKERT 127 A2H |, WARSHELI HTTP
405 : METHOD_NOT_ALLOWED &&= i 57 ,

EC2 RBIBIMATERTN G EH TN RIEE T iHRLBERFER, KOIXMBITEES e B
XEFMAZEFN TG E.

THRARGEREENHERES, BERRUR LA THREAENSR.
BIRHE

« HTTP 400 : BAD_REQUEST

« HTTP 405 : METHOD_NOT_ALLOWED

« HTTP 408 : i&Ki#n

« HTTP 502 : MM X

« HTTP 503 : RS AT A H

« HTTP 504 : MxH#aY

HTTP 400 : BAD_REQUEST

iR . RAFFIRRIETHERER,

RE1: BRRAENBEREXER , FHFE HTTP #E, Hlf0, iFRH URL P FREETEZEHK.
FRE 2 : EF @A T Elastic Load Balancing A3 ## HTTP CONNECT Ai%o

RRFAR : BIEEEEIENRFHIRIEF IR BERNIFAEE, REFRLM URL L THEBERERXRESE
iR, RIFBEREBRFS HTTP MB, WIAKRMER HTTP CONNECT,

HTTP 405 : METHOD_NOT_ALLOWED

HiR . RRFEKELR.
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RE : ERIRKPHIENKEBLS T 127 MEH.

BREE  REFENKE.
HTTP 408 : iFRiERY
il RAESIREUE T W RRRERETEER.

RR 1 : MEEZFHREIREREND , Sl , B0 RLHRL, BERBRXNEXFREERRABRRNT
e,

BRER1: RERHEROADE , AZHNHEERREZENRNSZRERABESRFHNRNEE
SR (BTF R ER).

FR 2 : 5EEFIRAVEREXH (A% 8870 7E K IX 8 )

BRAR 2 BIERHBERNITEN LEABRECRRSR | F£RIEMEN ZBTRIEE iR 2 KK HE
%,

HTTP 502 : T3 M <
R« REANBIGERR REEMATR B EIEM AR ER,
FR : RAREMEREROEE , RAZGE R T HIARE,

BRAR : RIINEHIPEENENERFTE HTTP #M3B, % AWS Support Center 5 3R#Bf,

HTTP 503 : lRSS A A A
Hi - RAAROERREEMRHSHT ER
RE 1 AE9ERLEERNBRTE.

BRAFR1 . NE—HENERNE , FENBTSET Lo H. WRABNDATE , HEE AWS
Support Center 3R &8,

FRRA 2 : e EMEH,

BARFR 2 HENARERREENNNENTAXRERED —KHl, EF CloudWatch H#Y
HealthyHostCount $E#R AR, MRTEBREBNTAXPEIM 73R4, RNBWEAE
XENH9E. AXRESER , TSN RELUNFITEHENEXENHHGHE,

HTTP 408 : i&RkiBat 136
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FRR 3 : BETIEENRS,

FRFR 3 BRENABIESEEENNNENTARNEEETEENEKS, EF
HealthyHostCount ¥E#RFRZZELLIN,

R& 4 : RAHBAFIEH

BRARFR 4 BRENIHEERVHBIERLEIFERER, BEF SpilloverCount Bk R1L
T,

HTTP 504 : <A
il RARMOEBORMERE AN BERREZRENBHRAER.
RE 1: MARFHMANEEETEENZRE,

fERFZR1: %I HTTPCode_ELB_5XX # Latency 845, MRXLERERRLEH , ATEERRINA
BEREZRENARABEEN, EXBNNBERNEFEAEES , FEARSER LSRR BAERE
Elastic Load Balancing FTE R BEFEF 504 IMRRB. WEMXE , BAUY KZESENEEN
ZERER , AETHMNRIRENIRE (Fln , ERXEXH), EXEZEER , B5H LEL AN
#2328 R E AT A JN{AXY Elastic Load Balancing & #E3E 3t 1T i BE HEBR

FE&R 2 : B5FMsEHI><F T E Elastic Load Balancing BY3E#,

RRFR2 . M EC2 X LEARFENRE , HBHRRFENEN AT A ESEN =R ER
iﬁgo

2 A E S SR T EHERR - WA ARBB IR

B ABIERLBIFEE T /IR LEH HTTP WAAFEME Amazon CloudWatch KEIEHR , LURBI4H
BRR ARG EE REMRH, BFTLUER CloudWatch BRI H BB EIMIEIRRBREE, G
EZER , FEH SHEAFEERA CloudWatch 1R,

TERZ CloudWatch A E B ERBEEM R RBIER. BEREUARTUATHREABHS R,

I RIS RS HE AR

« HTTPCode_ELB_4XX

« HTTPCode_ELB_5XX

« HTTPCode_Backend_2XX
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https://aws.amazon.com/premiumsupport/knowledge-center/elb-latency-troubleshooting/
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ZHEAPIEER

« HTTPCode_Backend_3XX
« HTTPCode Backend 4XX
« HTTPCode_Backend 5XX

HTTPCode_ELB_4XX
RR : REFFEHERERIHNETUERFR,
FRIRTT B

« i5Z# HTTP 400 : BAD_REQUEST,
« {EZE HTTP 405 : METHOD_NOT_ALLOWED.,
« BSE HTTP 408 : E3RiER,

HTTPCode_ELB_5XX
RR : ARSERREEMRMS T BRINAF B E R T EENT WAL,
FRIRTT B

o FSFE HTTP 502 : LM%,
e ESE HTTP 503 : BREFa Ao
o BSF HTTP 504 : W% HEat,

HTTPCode_Backend_2XX
FRE : k8 EEMEAIH EFEKINERN,
FRRFER : Too
HTTPCode_Backend_3XX

FREA : B EEMEAIRIEHEE @A,

BRAR  BEELENZFHPNER ASHEREENBERRE, FEREERE

) AEFR@R,

FIRB (e B E

HTTPCode_ELB_4XX
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HTTPCode Backend 4XX

A : MEIEMEAIRIE K B 7 i 58 R E Lo

BRER  BEELENZFPNARRERBEUBERR, HiEREEREDZM (I ARITER)
L& R,

® Note

MREFFIHEUE T L Transfer-Encoding: chunked ¥rSKFFSKEY HTTP B3R |, M&HI—
NEHFA , A EHRELTUBERELFG , BMFEEFHEBUE T HERB2 Mk, X7
E2SHERER.

HTTPCode Backend 5XX
BER : MEEMSEHI K%K BRSS 88 45 1RE R

BRTR  ERELENEHIFHNHR BSHERBSUBERR. MEREZERETXM (S RHGE
) LEE R,

(® Note

MREFIHEUE T U Transfer-Encoding: chunked #r3kFFLBY HTTP B3k , M&HI —
NEHMBE , NAEEERSTHERERTA , IEFEFIHEBUE T HIBERB 20k, X1
RESS B REAIR.

X2 H A IIERAEITHERE  STRRRE

AT EREA Elastic Load Balancing REtHBRINEITIRARERE , EALKBENBHENEITR
RRERERLE D IMRFNETRR. STRARERESZ SN, ping O, ping BBE, @A
BEMEZTRARERAREER. NRESTRIKRERRAIRE 200 EAARHE |, U 2FIZEEIW K

BITRARE. BREZER , H5HA NEANFTERPHEFHRTETRARE,

MBI D RATEZFI L EIRADS A OutOfService , ¥ BERFERERERE Instance

has failed at least the Unhealthy Threshold number of health checks
consecutively , MIRREFREZIAFEIEHR[ESTRARE, THREEXKNWRE, BEREUR
AT LA R TR BRI S 5R,
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(] &

- BITRAREBFRHEEIR

- SXpIREEER

- NASHRIERK

o ZHIRNAFIGERBEWORE

« 6| EMIROKRITH

« Auto Scaling AR RYSEfIRIET ELB ETHRARE

BT E B #r TERIR

RIRR : B TEH ping i M ping B84 (5140 HTTP:80/index.html) £S5 % HEY HTTP GET i&3kUK
FI3E 200 MY IMRIR B

FR 1 : REZXH LEEBFHFRE.
BRFRA : EEIEMEE EZBARRE (B index.html) , FIEEHRZRER ping BE.
FR 2 : MR F A Content-Length FrkERIZRE,

BRAR2: MRMBNBEEX , & Content-Length $rL1REB A XK FEFEWE , FF Transfer-
Encoding fEi% & 79 “chunked”,

RE 3 : RAREREENMASIIEBERERLRE 200 WHEKE.

BREE 3 RERP LWNARFLURERE.

5 3K 9 3% il e

FIEL : NSRS ERE) EC2 RAIMETRRAL B R A o M B bt 2K K

Ho, BEESEEIRABRERE, RIRUERZOINTLE IP kR % REZSIEA.

X TCP E#EERALLT@#E

telnet private-IP-address-of-the-instance port

3t HTTP 2% HTTPS E#ZEAUTH S
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curl -I private-IP-address-of-the-instance:port/health-check-target-page

WMRERA HTTP/HTTPS E#EH YW EIFE 200 MR , FSEETIRRREB RN HEEE R, MRAEBERE
HEEERG | BRELUTEIM

JRE 1 KB RBEFEES B #Y W B8 At H P9 e

BARBR 1 FERARDERESTRAREEE AV E R E,
A 2 KBIEBRERE , M-S B0 KA ) 8 H B & A9 e 2 A
BBRITR2:

- REUERARTHE CPU EAFEATE, BXEELE , H5H (Amazon EC2 AFHERE) FHRIUSE
EC2 £ S it EiE.

- BEET EC2 IR EH MM ARERRE (MAFRPRS) HEAER.
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