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AWS ZFZEZF Al]

B AER AWS X% , EEAFTRCEEH , ARESHMNBREFEAEN. UTHERHET
ERATER/BIEECVV2NEZERANEERAG, EXHAEMRAFAREZEDNHZFEKLAWS , H=1E
UTAWS XA ZBZHN SR EEIE Github EIREAYREITE

FYEHE|SEUERNEBAHEAZBANTHNRRE, 2fF , MIRETBEERH , N LLFEMR
B, NERBANEREH.

/A Warning

AAFEEHNRATEEFER RGE, RIMNBENBUAEEEFREHRFERERNE | FlnH4A
F55,

£

. SEREZMH

SR 1. SRR

B2 FABHERCVV2E
FTRI:RBIEESHESR 2 PERNE
5 4 % . BTN

L5 (%) B

TR
ELTFR2B | BIR -

- BERGREES. BXESER , B5H AV H#K,

o IRERE AWS CLI, Bt AERAWS SDKsHAWS APIsifEal AWS X218 % | BRHEFHIR
BAEH. AWS CLI

SB 1 SRR

E-—IRUB-NEHR. EEHED , BFCE-NCVKINKER 3 DES (2 KEYTDES) ZHRERM
KiIFCVVICVV2{E,

TR 12


https://github.com/aws-samples/samples-for-payment-cryptography-service
https://catalog.us-east-1.prod.workshops.aws/workshops/b85843d4-a5e4-40fc-9a96-de0a99312a4b/en-US
https://github.com/aws-samples/samples-for-payment-cryptography-service
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html

AWS X [t RAriEmE

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC

My SEEFERSH , BRARNATELEARANSBUARZRAKREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

+
"KeyCheckValue": "CADDA1l",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

BEEERRZHM KeyArn , B0 : arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijewixx64pi. BEEE T —FTHITIZEE,

FE 2 FARHAERKCVV2E
RSB | SIFEASE 1 e BAICVV2R AR PANEIER B EIE R — .

ST 2 FARAERCVV2E 13
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$ aws payment-cryptography-data generate-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi \
--primary-account-number=171234567890123 \
--generation-attributes CardVerificationValue2={CardExpiryDate=0123}

"CardDataGenerationKeyCheckValue": "CADDAl",

"CardDataGenerationKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",

"CardDataType": "CARD_VERIFICATION_VALUE_2",

"CardDataValue": "144"

= cardDataValue , EA&BIF R 3 UEF 144, BEELE T —SHRITIZIRE,

TERI:RIUICTETER 2 PERWE
EHROIF  BRERESE 1 PRIBNBZARIICVV2RESE 2 W,
BITUT o SREIECVV2,

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 144

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDA1"
}

ZBR55RE 200 WHTTPIWRL , RREERIECVV2,

SR3: WIECESR 2 PERWE



AWS X} BB FAF 5
845 HITAENE

FELST|E |, LFE-MAMNR , ERCVV2AEBATERIE. BEHCVV2ERAELSR 1 el
ENBRARRIETEBOZER, fl, MRFFAESKS WA THRCVV2HNAR |, NXERHATER
=

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 999

Card validation data verification failed.

ZARSSIR[E 400 BWHTTPIGRL , SHE N “BAFRIEBIEBRIELAK , JREJ INVALID _ VALIDATION _
DATA.

E5% . (H&)IBR

W, BALMREEDSR 1 FRENEZER. AEARELERDS T ARENER , BRIAZRHAMBRE S
t X,

$ aws payment-cryptography delete-key \
--key-identifier=arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6wtxx64pi

"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"DeletePendingTimestamp": "2022-11-03T13:37:12.114000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {

B4 % #ATRAMEN IR 15
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"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
.
"KeyUsage": "TR31_CO@_CARD_VERIFICATION_KEY"
.
"KeyCheckValue": "CADDA1l",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "DELETE_PENDING",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"

BFEEREPHNFINZR. BRINERT , deletePendingTimestamp RE N AR ER, &E
keyState JJDELETE_PENDING. %7 A7E T E Ml BRest 8] 2 Bl By 4E s [E @S B A restore-key BUH
LE AR BR

B5%: (Wik) Bk 16


https://docs.aws.amazon.com/cli/latest/reference/payment-cryptography/restore-key.html
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B4R
BIF R AWS ZHNE , BEBHR—D AWS X HEREEA,

AFHWEBGA T NARNEERESR AWS XN BRBFRARE | NAIEIIRER. HPESUTE
B tlE., RENEEEN. KICEH. tIRBRHAMNR , UAREANERRR,
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. ARG HEY
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- FiEEH
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5 R

BRI LA A CreateKey APIREBIZE AWS XA MERH., FUEREF , BRNIEERHAILERH HN
EREY , HIBEAEE (Hlm TDES _3KEY ) . KeyUsage ( i TR31 _P0_PIN ENCRYPTION
L) AURRME (BMME. EEKEY ) URTREFTSH, SB AWS ARNETHARE , LTHE
BUX LR M,
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« £/ Pin In&%4A

o BIEIEXT (RSA) Z4A

.« ERPINBIEE (PVV) B4R

o ERIEXIFEE ECC
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* X 2 KEY TDES #4A

Example

WS 4ER 2 KEY TDES 248 , A FERFMKIECVV/ICVV2{E, MEAESIERSH , BIEARNAT
BEARNSEARKCV ( Key Check Value ) o

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,\
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,6KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}"'

"Key": {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
hjprdg504jtgs5tw",
"KeyAttributes": {
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
.
"KeyUsage": "TR31_CQ@_CARD_VERIFICATION_KEY"
.
"KeyCheckValue": "B72F",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"

4B 2 KEY TDES #4A 18
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}
}
£ B Pin 10% 2 A

Example £/ Pin tN# %48 (PEK)

LanSAERA T INEPINER 3 KEY TDES Z4 ( %7 Pin MEEH ) . WEHAW A TR F#PINS
RBEERIEZHE (FNERSZHE ) PINsRENEFEE. MNKEEERSEHK , SFEARNATE
A ANSHELRKCV ( Key Check Value ) o

$ aws payment-cryptography create-key --exportable --key-attributes \
KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_P@_PIN_ENCRYPTION_KEY, \
KeyClass=SYMMETRIC_KEY,/

KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}'

"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
I
"KeyUsage": "TR31_P@_PIN_ENCRYPTION_KEY"

4R Pin &% 24 19
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},

"KeyCheckValue": "9CA6",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"KeyState": "CREATE_COMPLETE",

"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"

BIZIEXI R (RSA) &4

Example

FEHREIF | RIOVFER —DFRFEXNFR RSA 2048 (U BR4EAX . AR URTEN A4, 7
LU i # 3 2\ A getPublicCertificate APl

$ aws payment-cryptography create-key --exportable \

--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse='{Encrypt=true,
Decrypt=True,Wrap=True,Unwrap=True}'

"Key": {
"CreateTimestamp": "2022-11-15T11:15:42.358000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbgbsn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_2048",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,

BIE ISR (RSA) B4 20
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"Verify": false,
"Wrap": true
},
"KeyUsage": "TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION"
},
"KeyCheckValue": "4QAD487F",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-11-15T11:15:42.182000-08:00"

A B PINKIEE (PVV) %4A
Example

a4 3 KEY TDES Z4ALERPVVE ( #8 Pin RiEE ) . BAIERALBER — AT
ERZTEERH#ITLERHPVVEPV., MNLEEERSH , SEARNATELBAANSHBUR
KCV ( Key Check Value )

$ aws payment-cryptography create-key --exportable/
--key-attributes KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,/
KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Generate=true,Verify=true}'

"Key": {
"CreateTimestamp": "2022-10-27T10:22:59.668000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
j4ubscmnzkelhcbyb",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,

4 RKPINKIEE (PVV) %47 21
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"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY"
},
"KeyCheckValue": "5132",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T10:22:59.614000-07:00"

A RIEXTRREREA ECC
Example

W SEKECCEESX , BENRBEMNATERANPIRELZER , EXRGF ZEIEIZECDH ( Elliptic
Curve Diffie-Hellman ) 243, EAECDH , ® A4 ECSWECCEEAX , HPIEHAAE K3 M
FAEN X, RERBLH. AF , RAEAELANKREINAARELIHZRERSA,

NTREIMFPMBRAN—RAEERRERN , BEUFERBANEEATZHAE , fIMECCEECDH
HRENZR

$ aws payment-cryptography create-key --exportable/

--key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,/
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse='{DexriveKey=true}'

"Key": {
"CreateTimestamp": "2024-10-17T01:31:55.908000+00:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-west-2:075556953750:key/
xzydvquwbejfxnwg",

4 RIEXSMRER ECC 22
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"KeyAttributes": {
"KeyAlgorithm": "ECC_NIST_P256",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": true,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": false,
"Wrap": false
.
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT"
.
"KeyCheckValue": "7E34F19F",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2024-10-17T01:31:55.866000+00:00"

PR 2 H
FIREHER T Bk MRS R ETUH AN EH%,

Example

$ aws payment-cryptography list-keys

{"Keys": [
{
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",

PIREH 23
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"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
.
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
.
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:19:42.488000-07:00"

B M ZE R 2

IBULNZERMEFE A AWS B'Zﬁilﬂfﬁ“ ., FREARERERIALTEARS. NREAENER
fl, WEEEHFBEHEZH , ETRATEANSRE, FRFLFEAGTSSMER , BHENE
ERITHEER A AEEEFEH %/Ro BT LAER % timestamp S8 , FER ( FRSFLE
) BN EFRER,

T ARMBEARIGN GBS THY | RULRMA AWS XA MBEAR LM AWS HRNEHHE
REWERFE , FELARFUATTLIEN, NREEEEEMR AWS TRNBES | §ETH
2 HRRERERE A REARNBRAEHIE,

25

. FBBAEA

. BEAEA
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TFia =AML

KB RABAERTREERABAHRTMBRE, MRZHAREA , WABIREERLTH, F&
UsageStartTimestamp HRREZRMINENFERNENRS. N TEEANTE , XFHEEE , W0
RTEFRE , WRRK.

Example

HE RO EREARANUCEARHR, WEFIEXREE , HEBARSEERN true, XK
BRTE 5 R B4R M R R

$ aws payment-cryptography start-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgyéxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
I
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
I
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T14:09:59.468000-07:00"

FIaZAER 25
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}

FILRAFER

MREBABITEERAZES , WA LS L FERAZBAUR E# — SN MBRE. LBREFTRKA
M, RSB d TR EZAEARBEZRE. SEAUUEERARENRER. F&R
UsageStopTimestamp HRRBHAMNEAN /T AERARS

Example

HURHIp , EREFRELEARHR, NITHE , RFEEITRBAEAENSH , BNZEATEE
ThEgEE BNIESEAFE  HEBAKRSERRN false, X BFRRESRBFHENXT R,

$ aws payment-cryptography stop-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6bxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
},
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
},
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",

FILZAER 26
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"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:09:59.468000-07:00"

Ml BR %2 4A

MER AWS XA IMBRZA LM BRBAM BN G ZBRAXRKNIE THIE | BRIFE AWS INHEBF 25
BZBRANER , BN ZBZANE AT IHE. HRZEAE  ETRERZTRAZBANBHRE X5
REZBEFLERE, AALLCHETBEREEAZRHAEMEMNSEFTEEALBHAN , SRR
HiBR, MREFHE  BEREARN K MARFHENER. WREUEFEBRXEACERANTSR |
WRILAE#HEAZESR  ERREESATUMNEMKREN S A SRR AWS SRMBRA , BNTE
REZ#H

BIkRZBcm , NBRRFABEEIZZ4H. AWS Payment Cryptograph CVV2 y Rz IR ER 45
R, OEEEEFMAKANBHRAREEEZH.

AWS Payment Cryptography KiZ T2l BRE F5EEk AWS KB ZR4R |, BRIEEBI LT EMIBR |, 3
BRatESHe s,

B, WFUT—ARSMRE , ETELEEMB AWS HHRMBEEH

- TRTBEENBANBRESEHY
« NTBEESLEF REAN AWS XA MERAERHERTTH

(® Note

WMRIE AR BRIEHT AWS K, MIFSE AWS RSN N RIMZEZR, FEXAKSHE
i, BT FELHMIBR AWS XA EBER

AWS Payment Cryptography &£ &1t XM Bk AWS {42788 2748 LA K% SRR BR 249 B2 68 R 4A RS 1E
AWS ZEIAWS CloudTrail B EFiEF—1% B,

AT HFEFHR

BT MERZARTAER , Bt AWS INBRBZERBHSHHIREN 3 5 180 RziE. MIANFE
FHRRIEXR

Bk 22 4A 27


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://console.aws.amazon.com/cloudtrail
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BR , EREFHRATAERSLEITRNA A K 24 /Mat, EIREVMIB AWS 470023 248 19 32BR B H#A
Mt |, B GetKey B1E, BEAIE TR X,

HEERFHE , AWS FRMBZHRSMNBHRREH “SFHER".

(® Note
FRIIBRAY AWS 323 0% 2 40 1 s A TE M I 2 R 4R

ZRFHERE , AWS Payment Cryptography 2MfiEk AWS X MEZEE, HBIEZMAAEHEXH AWS
XNEBFTHE,

EASHFHERBRECAEIHRBAFE AWS XNBBZEH, IREESHFHARIBIFER
H, TUESFHHRERBUEZANR, SEHRERE T EBUERAMBR , SHEREH,

Example

EHRGIF | BRBIBRZP. BRTEANWZAGEN , EEFAMITNZERRRBARDEERR
DELETE _ , PENDINGELK deletePendingTimestampik /=~ 24 &1 it X i Br 22 4A B9 B /8] o

$ aws payment-cryptography delete-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333: key/kwapwabqaifllw2h

{
"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
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"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "DELETE_PENDING",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-05T12:01:29.9695000-07:00",
"UsageStopTimestamp": "2023-06-05T14:31:13.399000-07:00",
"DeletePendingTimestamp": "2023-06-12T14:58:32.865000-07:00"

Example

LRl |, FOEAMBREECE. RBTAE , BANTERRZ A0 B RAEHIBR, @R A
DEEANKRBER ; A, FMEXFEREER-KeyState MdeletePendingTimestamp,
KeyStatelREI{E}N CREATE _COMPLETE , [@ffDeletePendingTimestamp# &R,

$ aws payment-cryptography restore-key --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333: key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,

RXTEFHR
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"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false
}
.
"KeyCheckValue": ""
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": false,
"Exportable": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-08T12:01:29.9695000-07:00",
"UsageStopTimestamp": "2023-06-08T14:31:13.399000-07:00"

)
)
S AN HEH

AWS X ZBEZATUMNEMBERATRSA , EAASHBHBRAR ( FIIOEAMHSMs ) o
FERASANSEHDESRSRUEIREAR —MELNAHL., EHN—ERS , P AWS ayment
Cryptography RAIRLNBEF A EZHTHAEE | ANBBEREEANSNENEHM, KB
HEERERBREAH  EnETIRENEFFRBHARR.

FEAMZHF (KEK) R

AWS Payment Cryptography S £~ 11% (RSA) #HITHIREARR , FABER ANSIXO.
24 TR-34 3B, LABFRAXRBENERAB NI BZAME R (KEK), XiFEERA (ZVMK) X
BEHEIEZER (ZCMK), MREBHNRERSHEUFRTEXF TR-34 , BHAIAEERFEH RSAWrap/

Unwrap.

MRIEFEREALIE paper BHREH , BB SFEKHERFEFEARR , WA LERHSMHA
I ASE:E 2R 5 2

(@ Note

MREEE ABSHWNILRRL | BE Github EEEFRHIMB. ETHMANEMEEES A/
SHFANHE  BSRXELENRAFER

SAMNS HES 30


https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
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TOITRE R ERMARAR AWS CLIV2, EFRZET , HREREEARIIZHRA.
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS X% s
ERIENHERSE AN (TR-34)
Key Encryption Key(KEK) Import Process

AWS Customer AWS Payment Cryptography Certificate Authority

<Get Import Parameterss

Public Certificate

Install Public Certificate on HSM

O
Generate Key Pair on HSM

O

O

Generate CSH on HSM

S
[
< Certificate

gn CSH

<Import Signing Certificate>

Generate KEK on HSM ;}
Export KEK using public key (TR-34) ;}

<ImportKey=

AWS Customer AWS Payment Cryptography Certificate Authority

A : TR-34 FFARSAIEXS FRINZE R ANFAX AR ZZEA AR AT M , HARBERR (FR ) o XHFTE
BARIEZANIENE (NE ) M2 (L£8).

MREERSFABCHEH , FEF Github LR REITIE, ETHENANEMFESFA/FHERANE
B, FEAXETANAFERE.

1. ARNBILSASTT

WA get-parameters-for-import U#IBILEALRE. APIXFERA TEHRS ANELR
X, NBARTEEHREERFNIERRE R, KL, MEAKBANESHENBAHRITMNE, &
TR-34 RiBAF , XM AKRDIEH, HEE , XETFPHNERBRE , XATLEN,

2. ERHRARE LRRLAHIUES

NFFZUEBHSMs |, BAIEEEEF Ainstall/load/trustF 8 1 FERN AR BT REFRAECSHER
o



https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export

AWS X [t RAriEmE

3. ERRAH N AWS XA EBFRMAIEFHIR

NTAREANERREANTEYE , CHRER (MABHADRENHKDOH ) £8, RESFE
NULER—NRR , REUIE N URALS AWS XA EBFNNAIEF (X509). AWS Private
CA RAEIEBH — kR | BXNERARNIESMRIZBRE,

RBIEBFE , BEEMEAHimportKeyinH M KeyMaterialType of 1 of F of F4RIE$ in
# El Paym AWS ent Cryptograph ROOT_PUBLIC_KEY_CERTIFICATE y KeyUsageType
F, TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE

4. NRREG S B

FZHSMsRMEXREHZHFER TR-34 iESHERN . BEEFTIR 1 PRLHAEE
AKRD ( % ) i , FPER 3 PR ENKDH ( ZXH ) iEH. ESAE P AWS ayment
Cryptography , BEEFKEAIEERN TR-34.2012 IECMSHEITIEER , b AT LAFR TR-34
Diebold #& =,

5. RS AZEH

ERBRE—% , 558 importkey APIf a KeyMaterialType

HNTR34_KEY_BLOCK, certificate-authority-public-key-identifier’S2%% 3
S AARNHIIR CA IZ4H |, key-material FRP R 4 FNEHERHAME |, signing-key-
certificatett RS R 3 FNHIUE B, BEFEREIR 1 PSS AT,

6. EASANBRA/TNEREIETESA

MRS A %40 KeyUsage 2 TR31 _KO KEY _ ENCRYPTION _KEY , Nt Z4A ] A F IS4/
A TR-31 S AZH. WRFAXRBIEMEMER (i TR31 _DO__ SYMMETRIC DATA
ENCRYPTION _KEY ) , MiZZA A AEZA T MERE,

FERAIENMERS AR ( RSAUnwrap )

BhR : 2 TR-34 FAJ1THY , AWS XA BB EXIFRSAHE/MIFTHEARM. 5 TR-34 KL, &k
ARFARSAFEN FRINE R MBI BALUEITRR, ER , 5 TR-34 TF , WA ERBREFXNEN
BEHITER, A, ATFAEREEBAR | XMRSAZSERAT EERATEFREZHATBIENT
B,

(® Note
RSAwrap AT T§ A= S HTDESH AES -128 1N&4A.
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1. BRDRILEAGT

W Mget-parameters-for-import AFNMBIL S AR , BAMBAERE RN KEY _
CRYPTOGRAM, WrappingKeyAlgorithm RIRTDESZH AR A LA 2 RSA _2048, RSAR#TDES
5-128 FAR AT LAEA RSA _3072 5 _4096, AESAPIXF4ERATHAS ANEBHAX , FHULESH
BNZRAHTER , ARREERFIERR, H4 , NEALZAXNESHNBAITMNE, 7F
B, XEEHENERERE  RATIHAEN,

$ aws payment-cryptography get-parameters-for-import --key-material-type
KEY_CRYPTOGRAM --wrapping-key-algorithm RSA_4096

{
"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@FURS@....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSOQtLSO....",
"WrappingKeyAlgorithm": "RSA_4096"

}

2. ERHRARE LR R AHIUES

FNFEFZLFEAHSMs |, BUEEELE SR 1 4 RKinstall/load/trust the public certificate(and/orE 18
B () TeEEATSHES,
3. NRR GG 2 4A

YU ZHSMsRHEXRERZIFEM RSA wrap SHZRANIIEE. BEEFSR 1 FHLHAEE

A (1% ) iEP (WrappingKeyCertificate), MRIREEEESHE , CEEES R #1 NIINFE
WrappingKeyCertificateChain ., M{REY S HZARRHSM , IREEEEHXRRSA |, EEXRER =
PKCS #1 v2.20AEP ( B SHA 256 = SHA 512 )

4. RS ARH

ERBE—% , &8 importkey APIf a KeyMaterialType I KeyMaterial, N EELSE 1 &
NS ATEMTR 3 PMlkey-material ( HEZHAME ) . BRFERUXESH (HINELHAA
%) , B RSA wrap RERZ4EAR,

$ cat import-key-cryptogram.json
{
"KeyMaterial": {
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"KeyCryptogram": {
"Exportable": true,
"ImportToken": "import-token-bwxli6ocftypneu5",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
},
"KeyUsage": "TR31_KO@_KEY_ENCRYPTION_KEY"
},
"WrappedKeyCryptogram": "18874746731....",
"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography import-key --cli-input-json file://import-key-
cryptogram. json

"Key": {
"KeyOrigin": "EXTERNAL",
"Exportable": true,
"KeyCheckValue": "DA1lACF",
"UsageStartTimestamp": 1697643478.92,
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",
"CreateTimestamp": 1697643478.92,
"KeyState": "CREATE_COMPLETE",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
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"Encrypt": true,
"Unwrap": true,
"Verify": false,
"DeriveKey": false,
"Decrypt": true,
"NoRestrictions": false,
"Sign": false,
"Wrap": true,
"Generate": false

.

"KeyUsage": "TR31_K@_KEY_ENCRYPTION_KEY",

"KeyClass": "SYMMETRIC_KEY"

1,
"KeyCheckValueAlgorithm": "CMAC"

5. RS ANBHATMBRENEES A

MRS AR 4 KeyUsage 2 TR31 _KO KEY _ ENCRYPTION _KEY , Mt B4A 7T A F /S 4e6
A TR-31 S AR, MRHAXMSEMEMAER (4l TR31 _DO_ _ SYMMETRIC DATA
ENCRYPTION _KEY ) , MiZ %340 7T LA A T &34 4F .

ERTCE YN EATMBHS ANTHER (TR-31)

Import symmetric keys using a pre-established key exchange
key (TR-31)

Source Platform AWS Payment Cryptography

Import Key Encryption Key

4. KekKeyAm ___________
Create Working Key

Export Working Key using TH-31 :)

Import TR-31 wrapped key <KekKeyAm=

Source Platform AWS Payment Cryptography
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HEEREIRSNER (AXFERARGR ) i, BEALXEAE N paper ZRAM ZRNRARRTR
NEZAMBRH (KEK) , REE AWS XAEBZHER TR-34 KRB HHMEZES ()

BY aKEK f5 , @R EANRZAGREERS ( BEHMEHKEKs ) » AWS Payment
Cryptography £/ ANSI TR-31 X FXFZEARR , ZBARREHT  ZEAHSEHSMERREHI
e

1. FABRAMBRH (KEK)

BRIZEBEELSATENER , KEKHBRETAHKNZEHAARN ( SikeyAlias ) o
2. ERFE LB EH

MREFAETERE , FERYES LAUEZA, HR , B9 LE AWS Payment Cryptography L 6|
ZEAH WA export R

3. NRF &S HEH

Siet , BWRTSEUERIEEN TR, BPATNERGRMEES HNSHNERER0HHAM
EH.

4. A AWS X FHIBZ

@A importKey @558} , WrappingKeyldentifier 51 %40 i1 4RI B 4AARN ( 515 ) , HE
WrappedKeyBlock 2R & # %o

Example

$ aws payment-cryptography import-key \
--key-material="Tr31KeyBlock={WrappingKeyIdentifier="arn:aws:payment-
cryptography:us-east-2:111122223333:key/ov6icy4ryasbzcza”,\

WrappedKeyBlock="D0112BOAX0OEQ0002EQA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D59¢

{
"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
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"KeyAlgorithm": "AES_128",

"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState'": "CREATE_COMPLETE",

"KeyOrigin": "EXTERNAL",

"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"

§AEXI R (RSA) E4A
S ARSALMA

AWS XNBRIBEXIFLU X.50 RSAJIEBHEAS AL, BEEALES , BFELXSAHRIES, &
AR, FRBIERRGART B, WEBNPEMRAKRI , HRRA base64 4wis.

1. FHRIIEB S A E| AWS XA

Example

$ aws payment-cryptography import-key \
--key-material="'{"RootCertificatePublicKey":{"KeyAttxributes":
{"KeyAlgorithm":"RSA_2048", \
"KeyClass":"PUBLIC_KEY", "KeyModesOfUse":{"Vexrify":
true}, "KeyUsage":"TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"}, \

"PublicKeyCertificate":"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1ISURKVENDQWcYZOF3SUJIBZO1CWkF
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"Key": {
"CreateTimestamp": "2023-08-08T18:52:01.023000+00:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
zabouwe3574jysdl",
"KeyAttributes": {
"KeyAlgorithm": "RSA_2048",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
.
"KeyUsage": "TR31_SO@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
.
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-08-08T18:52:01.023000+00:00"

2. FRPULEBSA AWS &G

E , BUUSARHA. BERHBSALANED., MRFZAVENRRIEZLE (fFlw, £H TR-34
SAR) , MBLAEA TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE. =in#Z%izE
ESHMRSG—RMEMAR , ATLAEA TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION,

Example

$ aws payment-cryptography import-key \
--key-material='{"TrustedCextificatePublicKey":

{"CertificateAuthorityPublicKeyIdentifiex":"arn:aws:payment-cryptography:us-

east-2:111122223333:key/zabouwe3574jysdl", \

SAEH 39
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"KeyAttributes":
{"KeyAlgorithm":"RSA_2048","KeyClass":"PUBLIC_KEY", "KeyModesOfUse":
{"Verify":true}, "KeyUsage":"TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"},\

"PublicKeyCertificate":"LSOtLS1CRUdITiB..."}}’'

"Key": {
"CreateTimestamp": "2023-08-08T18:55:46.815000+00:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kdbxud22e64wcbk”,
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
},
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-08-08T18:55:46.815000+00:00"

¢

£
. (NG HIHER.
- SHIEXF (RSA) B4

B
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RAriEmE

G HHER

/A Important

R TT R E R FTARAHY AWS CLI V2, EFFtRZAl , BFRREEARBIZIRA.

e

- EAENHERS HBEHTR-34)

- EAENMERSHEH (RSAWrap )

- BAMEERYNEZARKREASEHNHEHR (TR-31)
- S HDUKPT#I# %4 (IPEKI/IK)

- ESHRIEEZRARRE

ERAENMEAR G HE(TR-34)

BLR : TR-34 FIARSAIEX FRINZR NZEN HZHEA U TRIR , HERBIFERER (L8 ) . XEREL
BRI EZHONEZEME (NF ) ITEYE (LR ), SFHET , P AWS ayment Cryptography 53 248

2 K EH (KDH) , BFRREK N BHZWIRE (KRD).
1. @RMKBLLSHES

WA get-parameters-for-export A#IR{LSHIERE. APIXFERATEHSHNBEHAX ,
XEFZAFEEEBFERRE R, L, kS TERNLARTNSHERBRHTEE. &
TR-34 RiEH , XFEHAKDHZBIEH, EEE , XEEPHNERBRE , RATHEN, 38

ParametersValidUntilTimestampg & ©A1HY 4t iE] o
NOTE: Fr B IEF 151 base64 HmiZHE IR E]

Example

$ aws payment-cryptography get-parameters-for-export \
--signing-key-algorithm RSA_2048 --key-material-type

TR34_KEY_BLOCK

41


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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"SigningKeyCertificate":
"LS@tLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1ISUV2RENDQXFTZOF3SUIBZO1RZFAZSZNHNEFKTOI4WTNpTmUVY1

"SigningKeyCertificateChain":
"LS@tLS1CRUdITiBDRVIUSUZJIQOFURSOtLSOtCk1ISUYQVENDQThtZ@F3SUIBZ@1SQUt1N2piaHFKZjIPd3FGUWI5C3

"SigningKeyAlgorithm": "RSA_2048",

"ExportToken": "export-token-au7pvkbsq4mbup6i",

"ParametersValidUntilTimestamp": "2023-06-13T15:40:24.036000-07:00"

2. 1 AWS XN BRBIEHFABERRE

HER , SR 1 FREMNIEPES AZHNBERRS,
3. £ key pair , 8|22 HUEFHFEBREML Payment Cryptogr AWS aphy

NAREROEREEONEYE | RIEF (HFABHD ZEVRKDH ) HE#FTME, BRS (&
B RIEHSMBIEN SENEHNHSM ) EEARER—MNE , RAE AR — NI UIRHA I FHREE
BN AIEP (x.509), AWS AWS Private CA 4 RIEB I — iR | EXERNIEBRE V%

BR&.

REBIUERE , BEEFEHInportKeyan HF KeyMaterialType of # of F of FFARIE$5 40
# ZE Paym AWS ent Cryptograph ROOT_PUBLIC_KEY_CERTIFICATE y KeyUsageType
F, TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE

LEE$ KeyUsageType B9& #i52 TR31 _S0__ ASYMMETRIC _ KEY FOR DIGITAL
_, SIGNATURER N ERREZH , BTHHIER#HTER, ATSA/SHARHIERFT2S AT
AWS X NBRWBZEH , MBUAREKRG N EE,

® Note
MRZBSATRIES , WA BB 5 TR,

4. RS HHRH

ERBRE—% , 578 Exportkey APIF a KeyMaterialType

HNTR34_KEY_BLOCK, certificate-authority-public-key-identifierf§RLSHE 3 #
£ AR CA ARN B9%48 , WrappingKeyCertificateN2F % 3 FHMHES , export-key-
identifiertt RESHHNZHARN (HAE ) . BEFERUIE 1 PHSEHSHE,

S &4 42
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ERFEN B RS HE 4] ( RSAWrap )

BR : HRBX FRSATRM TR-34 WAt , AWS XN BB EXFHE/MIRITHRARR, &
TR-34 R4, ZEARFARSAER FRMBRMBZN R ALUR TR, ER , 5 TR-34 TE , ITE
REREFXNERHARITES, I, ZIHMRSAHERRTEFEATEECHSIEFREBZATHE
TEMENZHR,

(® Note
RSAwrap Al i TS5 HiTDESH AES -128 1N& 4R,

1. EERRE L ERRSABHAMIES

Bl ( HFRiR ) —PRSAR THERHERANER, AWS XNEBFFEERA X509 IEHEXM
ZfH, EBNASSA (RNANUEA ) B AWS INFEBEZNRIEBER,

2. E AWS X BB F L RRBAHIUEH

$ aws payment-cryptography import-key --key-material='{"RootCexrtificatePublicKey":
{"KeyAttributes":{"KeyAlgoxrithm":"RSA_4096","KeyClass":"PUBLIC_KEY", "KeyModesOfUse":
{"Verify":

true}, "KeyUsage":"TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"}, "PublicKeyCextificate":"LS

"Key": {

"CreateTimestamp": "2023-09-14T10:50:32.365000-07:00",

"Enabled": true,

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbg6sn775f",

"KeyAttributes": {

"KeyAlgorithm": "RSA_4096",

"KeyClass": "PUBLIC_KEY",

"KeyModesOfUse": {

"Decrypt": false,

"DeriveKey": false,

"Encrypt": false,

"Generate": false,

"NoRestrictions": false,

"Sign": false,

"Unwrap": false,
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"Verify": true,

"Wrap": false

},

"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
},

"KeyOrigin": "EXTERNAL",

"KeyState": "CREATE_COMPLETE",

"UsageStartTimestamp": "2023-09-14T10:50:32.365000-07:00"
}
}

3. By 5 H234R

BTk , fREE T Payment AWS Cryptography AR H FIEHS HEH. BFARNIETHS A
WREBIEE. ATSHNTIERNES HAONTER. & RN HRBAN 78 Hl5mE =it &l
BE (INF ) A,

$ cat export-key.json

"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",
"KeyMaterial": {
"KeyCryptogram": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/zabouwe3574jysdl",
"WrappingKeyCertificate": "LS@tLS1CRUdJTiBD...",
"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography export-key --cli-input-json file://export-key.json

"WrappedKey": {
"KeyMaterial":
"18874746731E9E1C4562E4116D1C2477063FCB0O8454D757D81854AEAEEQAS52B1F9D303FA29C02DC82AE7785353
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM"
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}

}

4. HERASFABERRE

W ZHSMs KX REEZFEA RSA unwrap ( 21 AWS X INE ) SABHANIIEE. Ht , &
MERA PRAHEBER (NEF ) IEFH. HANEENRSA , EERERX = PKCS #1 v2.20AEP ( B
SHA 256 ) . HAYIAYRIE AT8E R A M #HSM,

(® Note

AWS X ZBEHHEHEFNZ, hexBinaryll RENREEERTRMN Z#H R RN
(W base64 ) , MATREZEEES A ZBIFHIREN,

EATLE N EATRER T HNMRESR (TR-31)

HEENFERRZNER (IXFZHARR ), BEEEFERAEN paper BAHHF 2 LN EARRIR
VIR EBEAMEBEZR (KEK) , REE AWS INEBEFREA TR-34 JRVKRZHAMEREL (). B a

KEK f7 , B FERALRARHEEREH ( S/HMBEKEK ) . AWS Payment Cryptography £
ANSI TR-31 XXM REARR , ZBARR BT ZEAHBSEHSMEREN T 225K,

1. JIRBAINZZH (KEK)

RIREEERIR TENZ , KEKH BB THNZBHAARN ( SikeyAlias ) o
2. £ AWS X R 1B% ol 2%

MRZBAETFE , FelRE, Ak, EUUEEMRS EIRZAH KA import 85
3. \ AWS X B8 % & &4

Set, RN TR-31. AANAPI, EFEEESENZHNECRANZRENR,

$ aws payment-cryptography export-key --key-material='{"Tr31KeyBlock":

{"WrappingKeyIdentifiexr": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza"}}' --export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
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"KeyMaterial":
"DO144KOABOOEQQOOA24D3ACF3005F30A6E31D533EQ7F2E1B17A2A003B338B1E79E5B3AD4FBF7850FACF9A37844
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"
}

4. FABENRE

ZHENEENRERERARELHSE ABAIIRS AEHR,

S HDUKPT#I2 %A (IPEK/IK)

fEAR DUKPT , AT AN —HARER —MNERREZR (BDK), BR , AWKETLEHEREBE

fA , BDKEBNLIREIAT — MNE—WHBLRER , MAIPEKRABER (K)o BNEHRIPEKH
BREBWELBDK , B MNRHNWHABIM—1 , BREREHHABDK, LitENREBER I
55 (KSN), 1RH#E X9.24 , 10 FTWKSNEFEHZALE ID 1Y 24 {1, &% ID B9 19 U MEHITEEE
M 21 (24A K. TDESKFAES , 12 FTKSNEEHBA T BDK ID B 32 fiZ, REFRREF (ID) B 32 {2
MESITEERN 32 LA,

AWS ZNEBZFRE T —HERN S HXLENBRANNE, £K/E , ALMER TR-31, TR-34 M
RSAHREFESHXERH, IPEKBEATRKARE , BFEAT AWS XNEBZHEERE

AWS XN EBRBERBHETMFAIDD 2BHITSE . KSNMREFLEFRERF RS —EF&BDK , N
ATLAEA AWS #RZEThRERSSIL B WY,

@ Note

B 1T #RBF 2R 0 KSN ( 32 I AESDUKPT ) A F IPEK /IK #5, HELt |, @A
12345678901234560001 F1 1234567890123456999 ¥4 HAHBM L R, IPEK

$ aws payment-cryptography export-key --key-material='{"Tr31KeyBlock":
{"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

ovbicy4ryas4zcza"}}' --export-key-identifier arn:aws:payment-

cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --export-attributes
'ExportDukptInitialKey={KeySerialNumber=12345678901234560001}"

"WrappedKey": {
"KeyCheckValue": "73C263",
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"KeyCheckValueAlgorithm": "ANSI_X9_24",

"KeyMaterial":

"BO096B1TX00S000038A8A06588B9011FODSEEF1CCAECFA6962647A89195B7A98BDA65DDE7C57FEAS07559AF2A5D6(

"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"

}

£ & H e E R A RIRE

AWS Payment Cryptography X#F#£5L ASC TR-31 = TR-34 ¥\ 5 H o1& =k i tn 2240 X 5 2 1Y

YR, FTRERT TR-31 BARBAURES Het A UESUBL TE,

BRAREM

k7 1D

RPRKE

RHRE

A& 5 Hi B ik 28
?

KRNATRPERE LT

IR G E. &R

HEELT BRAS A Fhk

K C(BHHAZE) .
WA B ( ERIRETDE
S) MRA D ( &£H
AESEHIRE ) o

ETFSHBNKE  FUBY
REBENAKAE  FUEX
Bl CO (RH%

i ) & BO ( EERAE

40 )

RTEEBANE FABHR

Eo ANERES
MEPARE  HlWMT

AWS HaRZ4

H et , Payment
Cryptography £ f
R B, HEERZFEHN
AESHY , AR
D, TDESHhRZA A AR
X C BN, REFH
S AB%E,

ZEBHRSEITE
o AR, ZRSH
RESERMTTHER
ERZHAER , Fit
HEREZR BB ZE
, KEARETIEH,

% BTN AWS %
REBERS B,
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RAriEmE

BRAREM

RHRE

Z AR A

A&

(TDES). A (AES)
E (ECC)o AWS XA
ZHREEWXFT. H
A HE,

RTITAUATHIE
ERE, ~BITHE
“4 B H WL (C) F
Encrypt/Decrypt/Wr
ap/Unwrap (B)

MRBAWELR/R
e, WRRBANIR
rE, XR—IHE
, ERKREE , WA
A7 00

RTRBAUSH
F4H. NRTREHA
SH%  ERTIRE
X9.24 ( BHR ) &
i, S RREBHARY
FRARKBEH,

Ay
N

5 i B 48 o

5
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REAREM A% S i S SUE =28 N EE
?
Al IEHY A REIR Append AEZARE—RY

BRMEXS , AT R
BERZEH, —
& N H Bl F2DUKPT
24 KeySet ID, 3%
Bri& = B8 ATk X 3R
HWHE, BNXRNW
KEMERR (PB),
B2 P AWS ayment
Cryptography &5
WMANBHEXNB3
TTEXERE,

&R , FEATLE AWS IRMBPHHEIEEERG M. M, MRLeHNZRAFEAEXZE
Generate=True. Verify=True , MZES HEt , FRATAFHEERHN Generate=True, Verify=False, [&
B NRFACRENTTSE K WEEFEHEIXN TS,

& H#ZHRT , Paym AWS ent Cryptography 2 BaI B A EESHNZANHEIE , TEER, B
2, BEREERT , BIfE AWS IR ZEBZATFIXEMY , B RS EEFXEERATBRRS
ZHEHRBMMXLEE, —MIFR , ENBASHIAZINLRN , BENETSHMERSN |, Not
Exportable AL mBERATSAZN , AT ZEES HEHA,

S—MilFR , SFRBREXERNBHALBERRZEERRSER, £ TR-31 28 , ELNHERAIESR
ENABREELEEES , BEFEA TR31 , BOUNBEINBF RN GEHSEIRERRNZE, T
FAKeyVersionFRIRBERIARA, TR-31/X9.143 IBE TR LEFE AL , ERECHE AWS X ft
REZSHH A BERRGEBES  RTRHEAEMFL, BRESHIRPEERERNESE
B | S RAPIIERPWIRBIRIRE,

T RGIH , RIEES HBDKES (HlnS HE aKIF ) o BATHEZARETIEEN 02, HiRE
KeyExportability 35 NON _ , EXPORTABLE 33 KeySet ID 001214 34{& , ABCDEFABX EWk&© 2
TDES#E4A (00) , 115 %48 2ABCDEFABCD, T RIEEZAMCEAERER , Lt BAFHE an: aws:
payment-cryptography: us-east-2:111122223333: key/5rplquuwozodpwsp I E A DeriveKey =
true



https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_KeyBlockHeaders.html
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® Note

REEARTHIFKIPFAISHEREN “FAISH” , BNHREBIREZS , FlANFERN IPEK/
IK, DUKPTH BERXERENZA UGS , MEZRERE L. XRIERSI RN,

$ aws payment-cryptography --key-material='{"Tr31KeyBlock":

{"WrappingKeyIdentifiex":"arn:aws:payment-cryptography:us-
east-2:111122223333:key/ov6icy4ryasizcza”,"KeyBlockHeaders" : {""KeyModesOfUse":
{"Derive":true}, "KeyExpoxrtability" :"NON_EXPORTABLE", "KeyVersion":"02","OptionalBlocks":
{"BI":"00ABCDEFABCD"}}}} --export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

"WrappedKey": {
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial":

"D@128BOTX0O2N0100BI1000ABCDEFABCD1A2COEADE244321640E94FE3A3COD33800D47CE64238D9327DDBFE25B90232
"KeyCheckValue": "A4C9B3",
"KeyCheckValueAlgorithm": "ANSI_X9_24"

S HIEXFR (RSA) E4A

WA get-public-key-certificate ASHIFPFEXN L. APIXFS HIEHRHEL base6d 1
NRBRIES,

NOTE: XAPIFTREMW-EIFEKEZAMEE , EEFAR TSR TRINIESR,

Example

$ aws payment-cryptography get-public-key-certificate \
—key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb

"KeyCertificate": "LSQtLS1CRUdITi...",
"KeyCertificateChain": "LS@QtLS1CRUdIT...“
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}

£ F 5l &

AlE R AWS X MBZEZRNKIFER. Fla, 3lE R TFEFEHASIAR alias/test-key , MAR
arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h,

HERSHFHAEE (2HER ) BENNE (BIEER ) BIED , ETLUERM & RIMARH,

IR T BMRIEE B & R VP AIELN AWS XN EBEANTE , ITHERBERIEERN. LIIER
ZRSNETEER G RZES] () ABAC WXEFHN—8 7.

BB ARERD RER B T AN ER S B XBKNBHANED, 3B TUAEENRBES TRENS
o Hlan, RREEABBRERGEN AWS XA MBERH , A AREER AWS XIMEZH, &
XMERT  RFRINEEEMEZARKAT, ELEERRNBINARFEE.

ABEBERZERE AWS KEHPERBRND, £ MXEPCIRERRE , HRESI B 5HM
EXE AWS XA MZZABKREK, SRBESMXEETH | 38 2EZXEPREKE AWS X4
EZHA,

BOLAEARN AWS A MZRZRACER B, CreateAlias API

AWS XS ZBFAPIFA T2 EH S NKFE Mt XK 5E . APIBIERIESE (CreateAlias), EEHIH
MEEEZEAARN ( FIRFIE ) . EREHIHAKREKE P AWS ayment Cryptography 240 ( EFialHE ) A
RHERBIE ( MERBIE ) WiRME,

£}

« XTHI#A

- ERRAEFPEARE
- #X APIs

X T Hl&
THRABE AWS XNBHY¥ M TERE,
814 R — LM AWS HR

AEFR AWS XABRBERANEM . EXFBHITHREFTSGIMEXKN B, ETUR
AWS X INEZERACIER S , REEMBE , EHETEN AWS XA MBZHABEXREK, LEE

EMAAE 51
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A LAMIBREIE , MASX KRR AWS X MBBA~ LT A0, 0REMER AWS Payment
Cryptography Z4A , M «BUE 2 Bl 522 A< AE I B .

MREEIAMEKBE PRI BEENRR , MZRBEENRRNE , MARRIKE AWS XA MH=
o

BB BMERGFEN

ERIEBAR , BIBERSRN alias/ BBIR. N alias/test_1234
FNBE —REE - AWS X518 Z4AHH KBk

AlERE AWS XAABBBALTNTE— MK M XE,
—N AWS XN EBZZATURNES M5l XE , B8 58 AERHFF —MRH

flan | bt list-aliasesHitH & Ralias/sampleAliasl BB RE—1HHR AWS Payment
Cryptography Z4£AMEXEk , ZZ4AH KeyArn BHER T,

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h"
}
]
}

ZNBEAAER - AWS X BB REAMEKEK

Flan | WA LAY alias/sampleAliasl; #l alias/sampleAlias2 & E5R—/MN&EAXEK,

$ aws payment-cryptography list-aliases

KT A& 52
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{

"Aliases": [

{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
1,
{
"AliasName": "alias/sampleAlias2",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}

]

7 A TE L4 TE RY K 7 A X 33 P 4 20 2 e — R

Bl | BESNKFFXE S REEE —/ alias/sampleAliasl 3B, BBXDKNE | EEA]
BUTEFERANKPIEREANGE , BEAXERES HE. BTFEEXRIEEN. B2, &0
BRAIB HEAPMERMAUETE

BRLUEARNXEFPEIZEFHRBMNE,

Bl |, WU LAERERE ( FHEILMILES ) #8758 alias/sampleAlias2 5lF , EXRETEZ (&
XM ) #8HF alias/sampleAlias2 A&, BN B MHESHPERXE AWS X 3102247 48
KBk, MREHWABBEIA alias/finance-key ZENBBEH , BUUESANAXEHIETE,
E8NMXEF , eERATENBIA/ 2 sampleAlias. BXFMER |, HSRENAEFTERH T
Bo

IER A E X5 3B RERRY AWS I INZ 2

B LAE A ZUpdateAliasiR BRI € EREMN AWS XS NEZEAMEXER, 5l

w, wMRalias/sampleAlias2fl& Sarn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h AWS {3 NZZAMRE , MU HE
HITERH , FHESarn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6bwtxx64piZEAxEk,

/A Warning

AWS Payment Cryptography ZoZRiE#H IHZAREEEMEHEBNEY , fIUEHA A
. FATENZAXREH#TENAESSBNARERHIAME,

KT A& 53
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REZRREHAE

Al BRI ANEDEE |, BRIFCERLUXT A NIBERE |, SNHIEMEBABEINE. TUER
create-alias P HFHAERBMEXEK, I, LR LA UpdateAlias IREXREH S5 5B X
BX#9 AWS Payment Cryptography Z4f , H £/ delete-alias #RERMIRBIE. Hik , FL& AWS
INBBEFATEES NGB MELTREEENZ.

REARS 251 &

B LAfEAcreate-alias® %4 ( B a X' RARN ) B —NRZANHE, BT RES
B, EEHHE , B update-alias o

$ aws payment-cryptography create-alias --alias-name alias/sampleAliasl \
--key-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h
{
"Alias": {
"AliasName": "alias/alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
}

ER R TR A

BRIAFERABNBERERANAREFRRBHRH AWS ZF %4, Payment Cryptography ZiE R EH
Mkey-identifier AWS S ¥ UAR HAibigE ( MFIRER ) #EZH BB BARN,

$ aws payment-cryptography-data generate-card-validation-data --key-identifier alias/
BIN_123456_CVK --primary-account-numbexr=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

AR BEARN | BIZE , BRETE AWS XA MBEZAN B RERE AWS R INBZZRHBKS P E
Xy, BNMXE AR TE.

AEBNRBEAAR —RESN AWS REHETHNARFH.

ENRARFHERNE 54
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FZAINESMNXFHUETRRANNARER , WA UERAFHE, BERVRETHNENMNKFERERN
AWS XN ZBEHR. BEESIMNXEPCREAHEEINBEMNIIETRERRES, ik, 81
M2 K NE,

FB< APIs

RE

REEFZANEX , eNXLTEHE , ATHELEN AWS XMEZEFRA, eTHTRFIRHZE
H, IF-—IPRSIBRALAEE R,

IR EVE R

P AWS ayment Cryptography AR TRIMBEM BN ENRN |, ReEA T RSN MERE, U
GetKeys API a Keyldentifier R A REIZHAN T I EMTEE Y , EFBEEMMBMF

Example

$ aws payment-cryptography get-key --key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

{
"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
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"NoRestrictions": false

}
1,
"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,
"Exportable": true,
"KeyState'": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"

IRENG 2 XS FBRRY 2R /AE

FREVAEAAEB2IRE KeyArn FTIEERII 4R, X ATELRTE P AWS ayment Cryptography £ 4 BRI 25
ANN LA , BAUARZHSAN LA, RELNAGRODRMEHRFENABRSRELH. A
B, XEHIEALMEEEIFA AWS INEZEBENNARR , F AUUFERAXABBEZFRRF OB
BIE#HITHRE, AWS

ZIRSEREAAEN QISR APIEREE CA MLHILEH. MMRETREIRA base6s HiB.
® Note

BEINAHIERPREEN , MAREEN, AIENMIRGARER , BtoELESXAPIEHR
N EI RN RN

Example

$ aws payment-cryptography get-public-key-certificate --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/nsq2i3mbg6sn775f

IREVS 2 AN R ERE 2R AR+ 56
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{
"KeyCertificate":
"LS@tLS1CRUdAITiBDRVJUSUZJIQOFURSOtLSOtCk1ISUV2VENDQXFXZOF3SUJBZ@1SQUo10Wd2VkpDd3d1Y1dMN1IdYZEpPYY
"KeyCertificateChain":
"LS@tLS1CRUdAITiBDRVJIUSUZJIQOFURSOtLSOtCk1ISUYQVENDQThtZ@OF3SUIBZ@1SQUt1N2piaHFKZjJPd3FGUWIS5c3VuC
}

RIS ER

£ P AWS ayment Cryptography # , &R LAFE QI Z AN AWS A INBZARMIRE |, A LR
EHEBUER ISR E R , RIFXLEFASMHER. IR AEN , BElTEIFEEER,

BEXRMEN—RER , SEKEME. RERBURNSHWERNIEE , BSHEPHIRIE AWS &
JR. Amazon Web Services —x &%

F&B

« XT AWS ZNEBFFHIRE

EEHEFERERARE

BYAPHREEE RARE

EHIX PR R 5 5

{5 PRS2 I B AR Y 15 1)

XTF AWS X EBZPHIRE

REREALN AWS BIRDE ( R AWS ATUZE ) WAETHERE, 8 MEHILE —IMHE
BN —IMRZE , EMNBRXDXKNENFRER, REETNZE (nul) ZFE. BRELHEMRELM
ERTREMNREZSR , BETUN SN AWS BFEMMMEENFRE. BMRFEKRZALE 50 NP
BIIRE,

TEERZRIGSEFISNERHRES . TS ABMITLIFERE AWS RS, SHEKE,

£ P AWS ayment Cryptography # , & A A£G 2 Z A N ZHARMNIRE |, A UFRIEHBUERR I
BEH , RIEXLERASGHR. TERICHE. MERAEN , BEMTEIFEEER,

FRZE 57



AWS BB eIar et
Hlan | e LU BT Alpha I B BFFE AWS S IN1Z 248 F Amazon S3 176 @5
hi"Project"="Alpha"#&., B —MIFRANEEFERITIRISXEKNFAEZRAR
INI"BIN"="20130622"#:% (BIN) ,

"Key": "Project",
"Value": "Alpha"

"Key": "BIN",
"Value": "20130622"

BXRIREN—RER , SEBRAMIEE , BSEPAmazon Web Services — xS ZE#r1c AWS &
o

RERHBE

- RBIMBEEWN AWS TR, F% AWS BREEXIFIRIC , RLERTT LN RKE T E RS W &R EAE
EIMARE , URBAXLEFRERERN. B0, B AWS A INZZ4A T D i7h 3% 1 X 3R 1 4%
(AmazonEBS) &5, AWS Secrets Manager Z4A 7 BLAHREIMVARES . 1838 AT UE A AR SR AR IR 2543 A
XM BB,

- BEREH AWS BA&, [ AWS BFERMFER , AWS @ER—BRADERSE , ERITEERRL
CEMNEAENAAR, SBAERALEERRENE. NMARFIAARF O AWS I INER A,

BEXANRAESBEERARENESZELR , 531 AWS Biling AFEETHNERABRA D BERE, BXxE
ATFREBANFESENANNEEL | 525 AWS Biling AFEEHHNE P ELHRERS,

o BEIF AWS BRGERR, RIFZAWIRE L UFFIEL 58 2248 2 Payment Cryptography X #
ETEMMNIAMES () W—52. AWS ABACEXET AWS Payment Cryptography I #RZ 2l
WHBEWESZEES , 238 ETF AWS Payment Cryptography FRZ R EN, BXRERREEE
AWS HRITERBHNESZ —RIER , ESR (AMAFERE) FrFER AWS FRIFES 53 7R
Y 1 B A BR o

AWS & fEAH TagResource, UntagResource= ListTagsForResource #4ERS , Payment
Cryptography £7E#&# AWS CloudTrail BEHREBEA—1N&H,

KT AWS X2 HERE 58


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/allocation-tag-restrictions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html

AWS ZHEBY A
ERFEPEFERANE

EERHAFEERE  KRERFESEANAMEKBRN BANIRCNR. RTERFHEFERES
BRI, BEFEEXENR,

BEAPHREEERARE

B ERAAWS N EBFANEEBEAPINEARM,. BERMIERFRE, XLERGER AWS
Command Line Interface (AWS CLI) , BB A S ERAEAZXHNREES . BLERFIC AWS BER
=4,

ERm, wE. EENRRBANGE  SL4NEEMENNR. BXFEHAEE , BSRAEFEXNREN
i,

FH

« CreateKey: N Z A RIMITE

 TagResource: BRI FE HInS

« ListResourceTags: SREVZHEAIIRE

« UntagResource: MZ 48 /il BR PR X

CreateKey: N B ARIMIFZ
B ECEZAN P AL, BEEERE , BEEACreateKeyREMNTagsSH,

EEQEBEBANANGE , BRAESRNEIAMER R Bpayment-cryptography: TagResourcefX
fRo NREDMUFURER A MXBPNAMERRA. BXFAEE , BSRARGENFEENTHE,

CreateKey MY Tags SHHNERX S K/ NENHRZBIGSENNES. B LN ML ME
ETRWNIRZE BN HMEEAR null ZEFEFH,

fign , SAT AWS CLI s S RIEH BProject :Alphatn SN M ME R, BESNMEEXE , HE
Az REINN.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}' \
--tags '[{"Key":"Project","Value":"Alpha"}, {"Key":"BIN", "Value":"123456"}]"

EEHAETEERARE 59


https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
API_CreateKey.html
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HEW BRI , EQERE - Key HNRUAREBEXFHEHANER. B2 , Key TE2ERE, EREUR
% , B AListResourceTagsiRE,

TagResource: A B4R RN E AT E

ZTagResourceREABRARM— MRS MFL, WRETEATHRNIEETE AWS K- HHER
Do

X2 0

EMIRE | FREEMTEENREE, ERENRS , FEENARIBNAIAEE, BH LS MR
EMAMEBFTENIRER. FREEAN null HEFRFER

Bl | AR #4799 UseCase 1 BIN 4R INEI R BIZ4A o,

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h --tags
'[{"Key":"UseCase","Value":"Acquiring"}, {"Key":"BIN", "Value":"123456"}]"

L SEIINITE , TREEAH L. EEE% LWRE | isfEAListResourceTagsiR 1k,

BRI LAE ] TagResource ERIMBRZMIREE, EBRHEZE , FEEEETRENHERE
B, BUDTPRIEORET S E M ER.

flan , BN Project #rEMEM Alpha EA Noe,

ZHHRIRE http/200 , EFREBEFMAANER. EEELENWER , 5 H ListTagsForResource

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--tags '[{"Key":"Project","Value":"Noe"}]'

ListResourceTags: RV A VAR

ZListResourceTagsiREAIRI B AMIRL, ResourceArn(keyArn SkeyAlias) SRS EN. g
ERREATEEHM AWS K. R4 LR,

i, LT e SIREURGIBARIRE

$ aws payment-cryptography list-tags-for-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333: key/kwapwabqaifllw2h

{
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"Tags": [
{
"Key": "BIN",
"Value": "20151120"
},
{
"Key": "Project",
"Value": "Production"
}

UntagResource: M % 4A il Br#r X

ZUntagResourcei2EA NBA P MRS, EFRRERBRNRE |, BEEMRSRE, LBRETERATM
H A AWS K Fh 89 22 48 7 B BRAR 25

HER AT , UntagResource BETREEMHH, A , WREZFH L ARKIIEENIRSE , I
FEMERERREMEN, ERINRIERBTEN , BFEAZListResourceTagsE,

Blan | i SR MIEEN Z A MR Purpose FRER HIE

$ aws payment-cryptography untag-resource \
--resource-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwab6qaifllw2h --tag-keys Project

R PRE AT T3 [7]
BEAFN. EEMBRTEAP , EREABEREHHIAMFITRIR,

BRI B NIREFER AWS £ BEGEBRBEHIXLENR, £ AWS XIAEBFH | XERAETTUE
FIXI PRI ERIE ( BlanTagResourceM ) BIiGE, UntagResource

BRRBRPINESZER  FS5H (AMAFERE) FHETHREFHEH L RNR,

AT AZMNERRZHRIN T IR
F{IHIBE : TagResource

ARFEERNBRERE, ZECURBHANMNIRE , ERASTEFRTHREZANIAMEKEEH
AR,

BRI AR &
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F{IFEBE : ListTagsForResource

AT EHREERH LWFRE,
F{IFIBE : UntagResource

AW EENBH PRI

PRIC RS R AV A PR

BRI B AR HIAMKRE P RERICRR. Sl , LT RAIZABREIZEE AP R FHRI1CHHANN
fRo ENFIBATUEERFEERFIFRARBCHAFRTFERRSHNR,

"Version": "2012-10-17",

"Id": "example-key-policy",

"Statement": [

{

"Sid": "",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": "payment-cryptography:*",
"Resource": "*"

"Sid": "Allow all tagging permissions",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:user/LeadAdmin",
"arn:aws:iam::111122223333:user/SupportLead”

13,

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:ListTagsForResource",
"payment-cryptography:UntagResource"

1,

"Resource": "*"

"Sid": "Allow roles to view tags",

"Effect": "Allow",

"Principal": {"AwWS": [
"arn:aws:iam::111122223333:role/Administrator",
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"arn:aws:iam::111122223333:role/Developer"

13,
"Action": "payment-cryptography:ListResourceTags",
"Resource": "*"

EMZERABRTFRENEABTRICHNER , BAIUAEAEKE, IAMA T ELHREEN , 8 M BHANER
SRR BE AT £V K P 62 R IAM SR B SR 22 5 3 22 4R Y 15 1o

fign , LTIAMERR R TFERAQEZR. eEAFBNEREEKS FHMEZEN L ZNMEERZ.
XMAE RTFER AL IR ZAEACreateKeyRER tags SR MEE AR MIFZ,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "IAMPolicyCreateKeys",

"Effect": "Allow",

"Action": "payment-cryptography:CreateKey",

"Resource": "*"

1,
{

"Sid": "IAMPolicyTags",

"Effect": "Allow",

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource",
"payment-cryptography:ListTagsForResource"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

}
]
}
PR il 4R AN PR

BB EARBRERIFIENR. U TERBRETRAT payment-
cryptography:TagResource f payment-cryptography:UntagResource fXPR. i , &0
LAER aws:RequestTag/tag-key &R AFEHLRMBERE , HELEFERMEFTHENRE
BEIRZ,
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« aws : RequestTag
+ a@@ ws:ResourceTag/tag-key ( {XPRIAMBUR )

« aws : TagKeys

ERERRS R 20 RN RESRE |, HFH aws:RequestTag/tag-key = aws : TagKeys
FHBRRBEEATHERS (RRSE ) .

Bl , LTFIAMERSE — N REEEL, BR , RBEATERNES Project REENFZLOIER
Z (TagResource) FMIBR#RZ UntagResource,

BT TagResourcefUntagResourceFBRAUBEZS ML , LB UIEH aws: TagKeys &4
fEEForAllValuesZForAnyValuelRBiZE . ForAnyValue ZERAERERPELEF —NMRZE
BEXBINEP—MEIZELHE, ForAllValues ZERERBERIFAENFERERKPHNES
—AMREBIH, truelIRiBFERFEERL |, MForAllValuesizE /Kt 4iR[E |, {H TagResource
MRKRIBENRZ , M4 UntagResource kM. BXRESZE/FNFMER , BSH (AMAFERE) H
WERASIMNENE,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "IAMPolicyCreateKey",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",
"Resource": "*"
},
{
"Sid": "IAMPolicyViewAllTags",
"Effect": "Allow",
"Action": "payment-cryptography:ListResourceTags",
"Resource'": "arn:aws:payment-cryptography:*:111122223333:key/*"
},
{
"Sid": "IAMPolicyManageTags",
"Effect": "Allow",
"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource"
1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
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"ForAllValues:StringEquals": {"aws:TagKeys": "Project"}
}
}
]
}

{5 F AR 42 XS 22 4R Y 17 )

IERBMRE R LRSI AWS XN ZBAYHRMNR, Fla , B UEE—NMNAMKE , RFE
RARBRANZERHERERENTH, IE , BUUERIAMERERE L ZEAENFREDERER
, BRIERAFEENIRZ,

LEIhRER AWS XN EBENETE R RES] () HXFW—8820. ABACEXEARERE AWS
RIRGENRES , BSHABACAREM L AWS ? BUR IAMAFERE) FHEA AWS FiRR
F 42 IS R IR AY U5 R AR

® Note

AWS Payment Crypto graph y x3F aws: ResourceTag /tag- key £R&H L TXH , E AT EIRE
FEA ENRERFEIXN ZANTHENER, ATSMNBATUEEMENGE | WA 8RN A T
—HEENZHR. EETUBLTERBHANTREIBRNERESTH KMS E47,

£ AWS XHBEAF | aws:ResourceTag/tag-key &M ZRAMNEIAMER P X iE, RAKRE
(PCERAT—1MEH ) ITEABEZHNRE ( HlHListkeysHiListAliasesiR1E ) FXIEFE.

EARESEEERESRT —HEE, Iy RERFNAAKREENR, B2, AR RITNEESRY , ©
ARESTEPAWTIELN ENBRHANBR.. MREFEAIREREZHER , FERBUATHE,

- FERAREKRBICKENRTRNHKESRR, NEIAMZEIEAREAMITSMEHRERNZRAFTENN
R, #ltn , EAGERIFCATIHENER, RERTUABAKXEAFTED B RN AR,

- EERNFMHEM payment-cryptography: TagResource # payment-
cryptography:UntagResource IX[R , AR FMAIRIN, SmEFMBIRITE, HEFERARSERG
FEANHEN , ESRSUURTFEARERAMITDEENREANZHANNIR. ©EATIEEXN HtE
BHRATEHIEMENZANIGR.,. TESEXNFARBICIERIN RN ZAEE R 7] U2 G 248
MG E , A2 EREERE,

MAETRE | HERARKEMY |, S0 aws:RequestTag/tag-key B aws:TagKeys , SUS EERIFR
O REREI NS E B4 LB ERZEFIREER,
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- BEEEHPYFTRAEFRICHMECEIRCAE AWS IKF HEIRA , HEXSERNE# T AR, IAMERET
BER XA ZAFERARICHMECEIRCNR, #ln  EBERAERE LTINS, BUBIRICHYH
e 240 EWFRE,

- FIREGBTHRENERZE , FEEENZHALNFRE AWS kP, BHERENERNERTELE
BEMIRZL., FHCloudTrail BEM CloudWatch 23R 12 B2 428 = nl RE 52 M0 2348 15 B IR VKR IC BB
.

- ETHRENKBRFZHEAERNCE ; eMNTHEIRENEBESES,. FRETHRENZHENERES
EMEEXTENMEFTHRSMNNERE, MEMBRAEFCESKBRGTENFES | MiZE4E
MATHFIRE , A IBFRE —#,

filan , ZRUTIAMBER., EATERNNEKSPUTFEERD (FERLMILE ) HXEFTH
"Project"="Alpha" #rEMZA A Decrypt #E, BRI LUFILRBE M INZIRHB] Alpha TLE R A
&,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "IAMPolicyWithResourceTag",
"Effect": "Allow",
"Action": [
"payment-cryptography:DecryptData"
1,
"Resource": "arn:aws::us-east-1:111122223333:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "Alpha"

LT REIAMEKRE AT ERACERKFE PHEAZARITELENZRE, ECHLEFANER
"Type"="Reserved" HiEHZFTEE "Type" M ZHEHIX L MBFRIE,

{
"Version": "2012-10-17",

"Statement": [
{
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"Sid": "IAMAllowCryptographicOperations",

"Effect": "Allow",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

"Sid": "IAMDenyOnTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Type": "Reserved"

"Sid": "IAMDenyNoTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {

"Null": {
"aws:ResourceTag/Type": "true"
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AWS ZHEBY A
TH#EAWS X ZEBZERANCBREM

EREBZRANERUNE , ZHNCELNEY  AEREATATNRE, Rt , RERARREERE
ZAEAEATOE, REFTE , X5 TR-31 EXHATAEARARE -

RE AWS XNEBFAMBLENRERESR  ENTHERR , HARGRTERNEHAS
PRRINTR

« TR31_B0O BASE _ _ _ DERIVATION KEY
. REFWNHAEL  TDES_2KEY, _ TDES 3, _ AES 128 KEY, _192, _256 AES AES
- RTFNRBERAERAS : { DeriveKey = true}. { NoRestrictions = true}

« TR31_c0 CARD _ _ _ VERIFICATION KEY
. REFWNHAEL  TDES_2KEY, _ TDES 3, _ AES 128 KEY, _192, _256 AES AES

- RUNRBFERERAS : (/K =true}, {Verify = true}, {Generate = true, Verify=true}, {=
true}, { NoRestrictions = true}

+ TR31_d0___ _ SYMMETRIC DATA ENCRYPTION KEY
- RFMEIAEE  TDES_ 2KEY, _TDES 3. _AES 128 KEY. _192, _256 AES AES

- RUFNRPFERERAS : {Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true},
{encrypt = true. Unwrap = true}, {=true}. {= true} NoRestrictions

« TR31_EO___ _EMV MKEY APP CRYPTOGRAMS
. REFWNHEAEL  TDES_2KEY, _ TDES 3, _ AES 128 KEY, _192, _256 AES AES
- RTFNRBFERAERAS : { DeriveKey = true}. { NoRestrictions = true}

« TR31_E1EMV _ _ _ MKEY CONFIDENTIALITY
. REFWNHEAEL  TDES_2KEY, _ TDES 3, _ AES 128 KEY, _192, _256 AES AES
- RTFNRBFERAERAS : { DeriveKey = true}. { NoRestrictions = true}

* TR31_E2EMV _ _ _ MKEY INTEGRITY
. REFWNHIAEL  TDES_2KEY, _ TDES 3, _ AES 128 KEY, _192, _256 AES AES
- RTFNRBERAERAS : { DeriveKey = true}, { NoRestrictions = true}

« TR31_E4__ __ EMV MKEY DYNAMIC NUMBERS
. REFWHAEL  TDES_2KEY, _ TDES 3, _ AES 128 KEY, _192, _256 AES AES
- RTFNRBFERAEREAS : { DeriveKey = true}. { NoRestrictions = true}

« TR31_E5__ __ EMV MKEY CARD PERSONALIZATION
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- RIFMFEAE L - TDES_2KEY, _ TDES 3, _ AES 128 KEY, _192, _256 AES AES
- RFNRBRFERAERNAS : { DeriveKey = true}. { NoRestrictions = true}
« TR31_E6 EMV __ _ MKEY OTHER
- RFHEEAE L  TDES_2KEY, _ TDES 3, _ AES 128 KEY, _192, _256 AES AES
- RUFNRBRFERAERNAS : { DeriveKey = true}. { NoRestrictions = true}
« TR31_KO KEY __ _ ENCRYPTION KEY
- REFWHEAEL  TDES_2KEY, _ TDES 3, _ AES 128 KEY, _192, _256 AES AES

- RN RPFERERAS : {Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true},
{encrypt = true. Unwrap = true}, {=true}. {= true} NoRestrictions

« TR31_K1___ _KEY BLOCK PROTECTION KEY
- RFMEIAEE  TDES 2KEY, _TDES 3. _AES 128 KEY. _192, _256 AES AES

- RUFNRBPFERERNEAS : {Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true},
{encrypt = true. Unwrap = true}, {=true}. {= true} NoRestrictions

+ TR31_M1__9797_11SO _ _ MAC KEY
- RWTHIBAEE : TDES_2 KEY, TDES _3 KEY

- RAFNRBEFERERNAS  {£/K =true}. {Verify = true}. {Generate = true, Verify=true}, {=
true}. { NoRestrictions = true}

+ TR31_m3__9797_31SO _ _ MAC KEY
- RWWEAEZE : TDES_2 KEY. TDES _3KEY

- RN BRBAFERERNAS (£ =true}. {Verify = true}. {Generate = true, Verify=true}, {=
true}. { NoRestrictions = true}

« TR31_m6__1SO 9797_5__ CMAC KEY
- RFMEIAEE  TDES_2KEY, _TDES 3., _AES 128 KEY., _192, _256 AES AES

- ATFNRPFERERAS - (K =true). {Verify = true}. {Generate = true, Verify=true}, {=
true}, { NoRestrictions = true}

+ TR31_M7__ HMAC KEY
- RFMHIAEE  TDES_2KEY, _TDES 3., _AES 128 KEY. _192, _256 AES AES

- RN RBFERERAS : (£ =true}, {Verify = true}, {Generate = true, Verify=true}, {=
true}, { NoRestrictions = true}

« TR31_POPIN __ _ENCRYPTION KEY

EY. 192, 256 AES AES 59
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- RTFNERBAFERERAS : {Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true},

{encrypt = true. Unwrap = true}, {=true}. {= true} NoRestrictions
« TR31_v1__ _ _IBM3624 PIN VERIFICATION KEY

- RFMESAEE . TDES 2KEY, _TDES 3. _AES 128 KEY. _192, 256 AES AES

- RN BRBAFERERNAS (£ =true}. {Verify = true}. {Generate = true, Verify=true}, {=
true}. { NoRestrictions = true}
« TR31_v2__ __ VISA PIN VERIFICATION KEY

- RFMESAEE . TDES 2KEY, _TDES 3. _AES 128 KEY. _192, 256 AES AES

- RAUTNBRBAFERERNAS (£ =true}. {Verify = true}. {Generate = true, Verify=true}, {=
true}. { NoRestrictions = true}

FEXT FREEHH

« TR31_D1____ASYMMETRIC _KEY FOR DATA ENCRYPTION
- AWWEAEZE : RSA 2048, _3072, RSA _4096 RSA

- RN RPBFERERNAS : { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true }

« NOTE:: {encrypt = true , Wrap = true} &5 A A T INEBBIE S HEZAN LA HE—B RATED
« TR31_s0____ASYMMETRIC _ KEY FOR DIGITAL SIGNATURE

- RIFMFEAE L - RSA 2048, _3072, RSA _4096 RSA

- RFNZRBRFERERNAS : {Sign = true}, {Verify = true}

« NOTE:: {Verify = true} S AR TZEMNE4LA ( HlI0 TR-34 WARIER. FREIEBRERIUES ) 5
M — B ML,
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HoRIRAF

EEEIN AWS INZBBZR4ARE , N EACRKIITNRIRE, TRANRERTIEEENES , €
EME, BHEURTESESEE (HlI0 CVV2 £/ ) -

MR BEENBRZRZN (NHBANLSA , BURTINRRE ) | WTERENBRIE. B  0R%
BXNHRBARLH , WEERIERFEEZNBEHE L,

BEXRBEERENEREZEARBEER  BERANBERENEREN

® Note

RNBUEIREFRERFERANEKRE, EIFEFHERFERESZHMBIE ( PAN, BDKID
%) e WENEMEE |, 5l PCI DSS # PCI P2PE,

&

- NZE., BEANEHRMBHE

o ERFHWIEFHIE

o AR, FHIRAEIE PIN B

- Wi FHRIFER (ARQC) 1
« £RHRIE MAC

- MBRENEREH

N, f& = BRI AE

MENBERFEATATEASMNHRMIENHEAR (23E TDES. AES Ml RSA ) RINZHFEZEBIE.
X ER X IFER DUKPT fl EM V BERIRENZR. W THFEENMBATRFBEMTIREREH
FEWRABF , A LA Z ReEncrypt 5%

(® Note

ERMEB/EREHE , RRFAERAESRA HexBinary X——GI20 , E 1 F@AR 31 ( +
A ), NEWtRTRA 74 (HAES ) o FIEREEERATAEFERK.

N, BB NEHE 71
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BARFBATHRINEAEE  BZRMNE, BENEHINEN API 5.

hnEghaE

iZ Encrypt Data API A FEBAXIFAIER HREIE N2 248 LLR DUKPT #l EMV R4 B9 2548 3 B8
BTN, XEFEMEEMEA , 235 TDES, RSA M AES,

FERARATNEHRENMEZL. EMNEMN HexBinary &3 H 4 XA EHE AR #E 10 TDES
ZENSEAFBENNHRCAENERNENREY. AXABBELARZ 8 FTTDES, 16 F
TAESHZBHAKENER (MMRR ) . RSAMRHABBEFAFEXLER , NNERXNRER
B A ( TDES. AES, DUKPT, EMV )., TRETRTEBMNZRAXENERANKEUAREE
HEncryptionAttributes}1 RSA ZAENWIEREKR,

I RE RSA_2048 RSA_3072 RSA_4096
OAEP SHA1 428 684 940
OAEP SHA256 380 636 892
OAEP SHA512 252 508 764
PKCS1 488 744 1000
None 488 744 1000

TERHESFETARFEINBLFEIXNNBHRBEBUARNEZANRRANE. BXFE AR
MER | ESEME APl 157,

=l

« £/ AES XM B MBLIE

- £/ DUKPT A&z

o £/ EMV RENXI LA MBI
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« £/ RSA ZHAME S ERIE

£/ AES XIFREH I B

(® Note

B ROIEBMRIRMEXZACLFE, AIUERZREQIER , LAl AR ZCreateKey#R 4
S A, ImportKey

Example

LRG|, WAV FEARECIERE A CreateKey R ES AKX FREREAXT 48 SUAR Bz 3 1700
B, ImportKeyEHITIIRME , B MMM KeyModesOfUse R EH , EncryptH KeyUsage &
HTR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY., BXEZIEM , ESHINZIR/EZ,

$ aws payment-cryptography-data encrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --plain-text
31323334313233343132333431323334 --encryption-attributes 'Symmetric={Mode=CBC}'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

£/ DUKPT Z4A &2 5 4E

Example

FEUHRGIF , RATEEA DU KPT 2N S X ABIBERH TNE. AWS XABBEEXISFTDESH AES
DUKPT 240, EHITIIRME , Z4AL4M KeyModesOfUse iR B , DeriveKeyH KeyUsage i&i&
ATR31_BO_BASE_DERIVATION_KEY., BEXEZXIN , BSRINZIEIEZ,
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$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

£ EMV k4 R3S BR 3R 4R DN 23 $dim

Example

FEHRGIF , RIS EADEN EMV REN T R B SIBRER TN, RAEERXER
BEERELIER EMV £, BERITIIRE , BHMSM KeyModesOfUse IREB N , Derive B4
KeyUsage RXERNTR31_E1_EMV_MKEY_CONFIDENTIALITYZTR31_E6_EMV_MKEY_OTHER., B>
EZHMER | BSHMERREZRR.

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 33612AB9D6929C3A828EB6030082B2BD --encryption-attributes
'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, Mode=CBC}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
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£ RSA ZA B TEHRTE

Example

FELRGIF , RIVEEAFEARES AN RSA QAN A X ABER TN, ImportKeyE
HATILIRME , A KeyModesOfUse iRIEJ , Encrypt ¥ KeyUsage 1&%
FTR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, BEXEZIAM , HFSHINZIR/EZL,

T PKCS #7 HMBRAZXFNIERFR , FERARSZAHIE , HELHBKIERIE RS
'‘Asymmetric={}' KL R TIEF

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/thfezpmsalcfwmsg
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Asymmetric={PaddingType=0AEP_SHA256}'

"CipherText":

"12DF6A2F64CC566D124900D68ESAFEAA794CA819876E258564D525001DQQAC93047A83FB13 \
E73F06329A100704FA484A15A49F06A7A2ES55A241D276491AA91F6D2D8590C60CDES7A642BC64A897F4832A3930

\
OFAEC7981102CAQF7370BFBF757F271EFOBB2516007AB111060A9633D1736A9158042D30C5AE11F8C5473EC70F067
\
72590DEA1638E2B41FAE6FB1662258596072B13F8E2F62F5D9FAF92C12BB70F42F2ECDCF56AADFOE311D4118FE3591
\
FB672998CCE9DOOFFFE@5D2CD154E3120C5443C8CF9131C7A6A6CO5F5723B8F5CO7A4003A5A6173E1B425E2B5E42AL
\

7A2966734309387C9938B029AFB20828ACFC6DOOCD1539234A4A8D9BO4CDD4F23A",

"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/5dza7xqd6soanjtb",
"KeyCheckValue": "FFODE9CE"

Z Decrypt Data API A TERAXFAEX FEIEMEBEZ A AR DUK PT l EMV IRE M B 43 KR 2
BiE. IRE/ELMEMS , BFE TDES, RSA F AES,

BREBRE 75
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TEHALATREMENRETE, BRBHO RN MB X TRITURREEMY | HIMA%
LR, HERBERE, TTHHAEARHBRINHIRBRREURBEBAORBAE, B35
PRSI AES | BEMES AP J5E.

Bl

« £/ AES N E AR BIE

- £/ DUKPT RiAMEIIE

« £ EMV RE BIXS PR 4 4R 2 T
- £/ RSA BRI ZHIE

£ AES XN E AR IR
Example

ERAS | BRINEEARMZABRRZNETE, LRAERT —NAESE4L , BTDES_3KEYHH X
¥ TDES_2KEYH, ERITULERE , BR4AMLIM KeyModesOfUse RIB N , DecryptH KeyUsage RiE
HTR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY., BEXEZIAM , HSHINZiR/EZL,

$ aws payment-cryptography-data decrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --cipher-text
33612AB9D6929C3A828EB6030082B2BD --decryption-attributes 'Symmetric={Mode=CBC}'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
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AWS X [t RAriEmE

£ DUKPT Z4RB R IR

(® Note

HRZWIES DUKPT —2A T P2PE X5 , ATRESFHEA~ PAN MEMIFF AREIREF
EHNAER , #HREH PCIDSS BENFEZRXEHE,

Example

LRG|, RAVEEREARELIERE M CreateKey R ES AR DUKPT 2540 % 235 535 UK

E. ImportKeyERITILIRE , A4 KeyModesOfUse iXE N , DeriveKey ¥ KeyUsage & E
NTR31_BO_BASE_DERIVATION_KEY., BXEZ&WM , SR NEZRIEZA. £/ DUKPT B, ¥F
TDES EiE , MBXFHEKESIAR 16 FTHER. XTF AES & , IBXFHEKELTZ 32
FIRER.

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001} '

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
}

£/ EMV IRENXN R AR BHIE
Example

FEH RGP RIGER EMV IRENNMZARBRZENHIE , ZZARFERARENESFERARE
5 ACreateKeyf, ImportKeyEHITILIRIE , 2474 KeyModesOfUse R &N , Derive B 44
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KeyUsage i B3 TR31_E1_EMV_MKEY_CONFIDENTIALITYE{TR31_E6_EMV_MKEY_OTHER. B3
FHAES | BSAMBRESH.

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, Mode=CBC}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yijbwtxx64pi",
"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

}

£/ RSA B4R R HIE
Example

LRGP, RAIVEERFERRECEN RSA RN RMBEZ XK. CreateKeyE
PATHEIRYE , #71 KeyModesOfUse H#E4AIRE N /B ADecryptH KeyUsage iRiE
HTR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, BEXEZIAM , HSHINZIR/EZL,

MNTF PKCS #7 AR AXFNHMERF R , FEYEBIERE R Asymmetry={" KR TEFR ,
FERA RS BEMBRET,

$ aws payment-cryptography-data decrypt-data \

--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb --cipher-text
8F4C1CAFE7ASDEF9A4OBEDE7F2A264635C. .. \

--decryption-attributes 'Asymmetric={PaddingType=0AEP_SHA256}'

"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/5dza7xqd6soanjtb",

"KeyCheckValue": "FF9DE9CE",

"PlainText": "31323334313233343132333431323334"
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R H BRI FIE

ERARIEFHE , S SN FHRBRENESE , Flan CVV, CVV2, CVC M DCVV,

£
o AR
- RUFFEIE

R EIE

Generate Card Data APl AT A CVV. CVV2 a4 CVV2 EE LR FHIE, EEFLGS
A LAERA LR | FSREMBRENERZHIBD .

¥ MHE , fla0 CVV, CVV2, iCVV, CAVV V7 , #ERAHBENNREL  BRMABELEFRTE,
57N | CardVerificationValue1 B % i A} ServiceCode , FEMEIHA B Hi, | CardVerificationValue2
REFMXENBRA , BXERAXNTF CVV2/CVC2 , EENRN 000, ServiceCode BE# , X FiCvV ,
[EE ServiceCode 77999, REEF XM RESEMAMANEFER , fll CAVW VS, EXMERT , BF
EERRESFMLGREUE B W A B,

(® Note

MFEEN (FHI MMYY 5 YYMM ) BAERMBIENEIEBE |, FReE R ERNE
£,

£ E CVV2
Example

U RBIT | RATENARN PAN £K— CW2 , BB AENPANKIEL BB H, XBREDE
S AERIER4A,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6bwtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

& R RIAEF8EE 79


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html
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{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "CADDA1l",

"ValidationData": "8@1"

4R iCvV
Example

FURBIT | RISNAEN PAN £R— 1 ICWPAN | AN | RS AN 099 , FEIMEM, X
ﬁllﬁluxegiﬁk-,{nﬁﬁ-':g_l.lﬁ&?%ﬂo

BXFETHESE , E55 APl SZI5EH R CardVerificationValue1,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6bwtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "CADDA1l",

"ValidationData": "801"
}

W UE R

Verify Card Data ATRIEFERAKE TINEZEN I SEEZOENHIE , fla
DISCOVER_DYNAMIC_CARD_VERIFICATION_CODE,

MAEBEFENALRZN B RBEAERFAIZIBTLAESEMKE. ERIE ARQC 5B ( AT EMV
SBRF) , BSRARKIE ARQCo

BXEZEER , 55 API $§M VerifyCardValidationData# #9,

MBIZEZRSRIE , N api FHRE http/200, WRZERZ IR , ©FIRE http/400,
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i CVV2

Example

EHRAS |, RIGWIELE PAN 85 CVV/CVV2, CVV2 BEHEFARAFRER S B E B HS
iFo R TRIEMIINAA |, FESTRIBHEUTE : ATRIEMNZ4 (CVK), PAN, SH=2/H B HA
WMAK CVV2, FEIEARR UM EVIBESE R EHANERITE,

EXFIERASEH , 555 APl S ZI8EH M CardVerificationValue2,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2={CardExpiryDate=0123} --validation-data 801

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi”,
"KeyCheckValue": "CADDA1"

IF iCvW
Example

EA RGP, BATHEARTRIERN RS (C VK), BRSMKEHN 999 PAN, FEIHBMAUARRZREDN
FRIUER ICVV REIELE PAN B ICVV,

iICW ARAFRANE (M CVV2) K MERAEEMV FL, NERERHNBENREHITRIE.

BXFETHESE , E5H APl SZ15E+ /Y CardVerificationValue1,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=1127,ServiceCode=999} --validation-data 801
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue2.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html

AWS X [t RAriEmE

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

tqv5Syijbwtxx64pi",
"KeyCheckValue": "CADDA1l",
"ValidationData": "8@1"

AR, FHREBRAKUE PIN 237

PIN 3R3BTh 88 o iR 48 FUBEHL pin. pin BAEE (PVV) #1R1E PVV = PIN {REBRIEA 105 PIN,

Pin ¥ A FENE pin A—NITEZRAKRZRAN B —NITEZEH , MEAFRE PCIPIN ER 1 O E LA
XERE R pino

® Note
BT PIN EEMBIEBERRZTHUEE , M PIN RRZHBNKLSIHE  REERITBWEE
FRBRARAF IS 8 3 1 18 R G AL P R BIIR B AE R BT SR B o

£

. ¥R PIN 3B
- £ PIN $iE
- I®BiF PIN $iE

R PIN 343

iR PIN B 2hRE A TR INZER) PIN EMN—ARHARKRN 5 —AZFH , MNBRET LB HSM.
CAT P2PE % , HPTHEZHNZER , BAEBEREFIFEXNIATHEERE. TERARNE
HiE. ATHNBRSENNZERHAURATERRAENS Y, S—ARARBERNAHSH , SIWAT
MEHENFZHANA TR ZAENSH, TBRHEMNBNGESEUARATERZBEENSH.

(® Note
AES BB 1SO 1= 4 pin R,

K, FRFANKIE PIN B8 82
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RAriEmE

£
« M PEK % DUKPT # PIN
« M DUKPT Z AWK #J PIN

M PEK %] DUKPT & PIN

Example

T RBIF , FAFEER 1ISO 0 PIN 4% PIN M PEK TDES tn#Z##: 3 £ /H DUKPT AR AES ISO
4PIN R, BE , BRFEATEREREOZHTH , IXNLIRI 1ISO 4 Y pin HITNE , RSFEERE

TDES # 1T N if4b 32,

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645E" --incoming-translation-
attributes=IsoFormat@="'{PrimaxryAccountNumber=171234567890123}"' --incoming-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

iviSksfsuplneuyt --outgoing-key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/4pmyquwjs3yjbvwe --outgoing-translation-attributes
IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --outgoing-dukpt-attributes
KeySexrialNumbexr="FFFF9876543210E00008"

"PinBlock": "1F4209C67QE49F83E75CC72E81B787D9",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"KeyCheckValue": "7CC9E2"

M DUKPT Z| AWK #Y PIN

Example

L RBIH , FATEF PIN M AES DUKPT 0% PIN #3R 7 1E AWK TINZR PIN. MIHEE L

Bl T B RIS

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-
block "1F4209C670E49F83E75CC72E81B787D9" --outgoing-translation-

=

i PIN 38
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attributes=IsoFormat@="'{PrimaxryAccountNumber=171234567890123}"' --outgoing-

key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

iviSksfsuplneuyt --incoming-key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/4pmyquwjs3yjbvwe --incoming-translation-attributes
IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --incoming-dukpt-attributes
KeySexrialNumbexr="FFFF9876543210E00008"

"PinBlock": "AC17DC148BDA645E",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"KeyCheckValue": "FE23D3"

4 X PIN Zi¥E

4R PIN BIREBA TERKS PIN fX0E , §lm PVV Al pin E#E , ATRIEAFER S RITENE
B4 AR PIN 18, It API 3& 7] BAfE A & fp &L & s TR BEAL pin 53,

NEZBER Visa PVV
Example

FEHRGIH , ROVFER—NFHRY (BEYL ) 518, HPovHm B2 ME# PIN block (PinData.
PinBlock) 1 a PVV (pindata.Offset), Z4A% AZPAN, Pin Verification Key, Pin
Encryption Key., MPIN block format.

S ERZANEERNTR31_V2_VISA_PIN_VERIFICATION_KEY,

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_Q --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
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"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"VerificationValue": "5507"

}

754 B IBM3624 5|l {m %

IBM 3624 PIN Offset HEt2F5H IBM A3k, M5 EERBRIERIE (B%E 2 PAN ) # PIN 245 (PVK)
EREA/DE PIN B, BRAZBERFRLER—TERE , W TFEAFVARE  BEMIEEER , BT
FTEERFARAFREZBLHE. SPENRAR  ZHARTERE FATERNZBRENEB, H
TRATERAXLERBWEIH , EZFRPAIMTRBEL. RBERTAFER (RN ) 5IH5ER
BHACENER, KEEHAFIHIE FEFER. EXHE , P AWS ayment Cryptography BRF &
ERBEFITEAATZBHNARBEXRKIZE, AF , eHESXZEREENER TR,

IBM3624 B JL/N AL A] k%

« Ibm3624NaturalPiniff4 i B A S| B N2 2k

« Ibm3624PinFromOffset R ERBERFFHER —NMINENEBR

« Ibm3624RandomPin4EK—NEENLSIM , AEEKEENRBEN MBS IR,
« Ibm3624Pin0ffsetBRIEA A EFMSIMERSIMRE.

£ AWS XN BEBZNAE , ITU TSR ¢

- FRANFBIERE 16 M FRF. MREM <16, WEARKNEZFZRHEANIESR.

« A PIN £RZ A MBR IR,

« EATHEBIRTMBNHIEHRT HESC, IFTAEFHRFRAE D HHFKF , FlW A" T8
542 9, M 1 ATREMRETE] 1,

o MBI TAESRREAPIRIGET 4 VBT, X2 BRI

« MRAPEEHEK TSI , VAR SIMEHREBRSIM. ERESIMEE,

5l
o 1P REIBIER IBM3624 5| BRE
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T~ REIBIE R IBM3624 5IBI{RE

TR RBIR , BATPRFER—NFR (BEAL ) 5IH , HPrm R MZRN PIN block (PinData.
PinBlock ) fIBM3624{R#{& ( pindata.Offset ) . # ARPANRIIHIE (BERFE ). ERXFHPin
Verification Key, . Pin Encryption Key#, PIN block format

WP ERZBERFHANERNTR31_V1_IBM3624_PIN_VERIFICATION_KEY , INZZ4AMYER
A TR31_PQ_PIN_ENCRYPTION_KEY

Example

DT REIERER—NFENLSIH , AEEEA 1bm3624 i 0% 5| IR 1BM3624 {®#{E RandomPin

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"PinOffset": "5507"

ISiF PIN 233

KIE PIN #3E2h8E F TIRIE pin REEH., XBESREZEF#EN PIN E5EFAE POl fANE
HITHR. SEHBLERFANME , EFRBEE—KRENERE.
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£A PVV HERIUEMNZRR PIN

Example

FEHRGIF , RAITFRIELAE PAN B PIN, PIN BEHBFASAPERSZ BRRHEUBTRIE , 3
EEHNERTHER (FFANBAUNBERLXHLRREM EFRARREM ) . W TRIERAA ,
EREETNRENUTE - BTNEHA pin WEH (BER IWK ) . PAN, URERIEMNE (PVV I
PIN offset ),

MR AWS XA BB FEEBRIUEETD , NLIRE http/200, AR pin REZJKIE , FHEE http/400.

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiex arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

{
"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"VerificationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",

BIE LB FMEN IBM3624 5| BRI E%E PIN

FERREP  RITERBEE FNAAEEFEENZERBENFFARMLN PIN #HTRIE, XEH
AEBITF 2?2724 K 0 ( READ LRSS , SINERFME ) BHNOTAMBZZE, MRS HT
B , api fFiR[E http 200, HAiH R MZEH PIN block (PinData. PinBlock ) M IBM3624mEE
( pindata.Offset ) o

LS ERZEERZIAMNERNTRIL V1 _IBM3624 PIN_VERIFICATION _KEY , tNZZZZ4ARYREY
3 TR31_PO_PIN_ENCRYPTION_KEY

BAE PIN #43 87



AWS X [t RAriEmE

Example

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

{
"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"PinOffset": "5507"

9T & HRIFER (ARQC) BB

KI5 HRIFERES APl B TRIE ARQC., ARQCHAEKTHE AWS XNBBZENTEZA , BE
EXRGENBEERAEMVERF (HBFZSHY , flNBzsa ) fiT. ARQC N THER S WM
—H , EEUNBLSAERFHAREHBRIZBIES S (8 ) XETLEE.

AWS XA ZBERBIFARQCH £ L AIIEMARPCEIRM T 2 | B3 EMV 4.4 Book 2 AE N
BB LK VisafMastercardfE A Ett H R, BXRFIEUHAGRIMMNTEYIR | ESH API I5EH 1
VerifyCardValidationData 285 -

ARQC ZHBEBEFEUTHA (REXAREXIAMRE ) :

« PAN-7E PrimaryAccountNumber FEt 35 7E

« PAN %15 (PSN)-EF B # $& PanSequenceNumber E

- BREARESE , HlNBRHSEF (CSK)-1E SessionKeyDerivationAttributes
- ERAMREREN (HlE EMV EIR A ) -7£ MajorKeyDerivationMode

WIF S BRIEER (ARQC) #1B 88


https://www.emvco.com/specifications/?post_id=80377
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS FHEBE g

o RZBIE-TE TransactionData FERHIEEN SRS, KRBT FHENFZRE |, flnEHAE
HA

c MEZEFZH-ATREATRIPFNMIARZHEFTERPIBEENFE (AC) ZAMN T4 Keyldentifier

F&

- BURGHIEE
- XEBEER
« T

BUR 5

REBFEFROBIRR (FNRF ) RRANMELRMR , EREHEEFR (MRKIRF ) £ EMV
4.4Book2 % 8.1.1 1 —BIRERHENL, MRF=NFREEH; (17.00), HALEH (0.00) M=%
BEXR , WRXEZHEREUATHAITE -

- 000000001700 - €& - 12 (LR EF L/ K

- 000000000000 - Efth£H - 12 LREFH /DI

e 0124 - I FHERRB

- W (#49 ) 5% - 0000000017000000000000000124

REZBIEER

ERRZBIERERRG <A, NAERRZHIE. KSBHRMEM 1SO9797 5L 2EFR , b+
AHEFFRFRFEME+AES 80, RFML 00, EFZFEREMBRA/DHMEL ; TDES K 8 F17
% 16 NFRF , AES N 16 FTE 32 MFERF. BERAR (FE 1) AFTEL , BNRER 00 FRERF
Fo

1ISO 9797 & 1 %X

RIEF :
00000000170000000000000008400080008000084016051700000000093800000B03011203 ( 74 4
FRK 7 AFET)

B
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 ( 80
NZHH 40 PFET )

BURSHE 89
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AWS X [t RAriEmE

1ISO 9797 BE 2 %

RIEFR :
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000 ( 80
NZHH 40 MET )

B3
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000800000
NFHH 44 NFH )

ROl
Visa CVN10
Example

L RBIR |, BATRIRUEER Visa CYN10 £LHY ARQC,

MR AWS ZF B FEB R ARQC |, M LIRE http/200, MR arqe KREZFRIE |, FHRE http/400
) /8

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \
,"PrimaryAccountNumber":"9137631040001422"}}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}

ayt]| 90



AWS X [t RAriEmE

Visa CVN18 H Visa CVN22

Example

ELRFIR |, RAVFRIEFER Visa CVN18 3 CVN22 4R ARQC, CVN18 il CVN22 2 [ Hy 1%
BAEMRE , EXZFBEFIESNHEEMTE. 5 CVN10 MLt , BIEHAMEE , t2ERTETEN
#,

MR AWS ZFFBFEREBHRIE ARQC , N <IRE http/200, IR arqc RETKIE |, FFIRE
http/400,

$ aws payment-cryptography-data verify-auth-request-cryptogram \
--auth-request-cryptogram 61EDCC708B4C97B4

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F22010300000000000

\

00000000000000000000000000000000000000000008000000000000000
--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B", \

"PanSequenceNumber":"01", "PrimaxryAccountNumber":"9137631040001422"}}'

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4"
}

4 R H IR IE MAC

HERIED (MAC) BERTRIDEEMNTEY (REEMER ) . HVAC (ETRFAHRRIENR
¥4 ) . CBC-MAC Ml CMAC ( &£ TEBAVERRIEARE ) EMERFERAMEZEREARN MAC RIZER
HEBARRIE. HMAC ETRFEH , M CMAC ET 5 AR,

LEARSSRIFRE MAC B4 8 T NERFRBNMAEZRH, MNRBUEEMER , SINBATNERAM
#, RERE—NE—WIREH MAC, BIEREEN —NMNERRETEL , REBHRRETNL , £5K
MIREHEaTETE, BEERRHEZS , ZE MAC CRMHTESSMY ; MREEHHA , BT AREER

AR FHIIE MAC 91



AWS X [t RAriEmE

HEHR MAC, % MAC B ANBESR , RNENBBFZEE —HITF , BERENMNBHET
LA MW,

AWS Payment Cryptography X523 R ) MAC :
1SO9797 &% 1

B 1S09797_ALGORITHM1 ¥ KeyUsage &R
ISO9797 &3k 3 ( B MAC )

[ 1S09797_ALGORITHM3 # KeyUsage &R
1ISO9797 &% 5 (CMAC)

B TR31_M6_1SO_9797_5_CMAC_KEY # KeyUsage &7~
HMAC

A TR31_M7_HMAC_KEY #J KeyUsage &R , ‘@&
HMAC_SHA224, HMAC_SHA256. HMAC_SHA384 1 HMAC_SHA512

£
« £ MAC
- BiF MAC

4B MAC

Generate MAC API A TRIESRHEXHEIE , FII0RE FHREFWREREKEE , S E2FHAEHNKE
BEER MAC (CEERIER ) , LEREFMBZWS 2 B#HTHRERIE. AT4EK MAC HEESIEHE
BEAE, 1% MAC MEZRLHAM MAC Bx , ATERATERAHE — MAC H, MAC MW AEER
HEH MAC SEEHIE. MAC MBZRZAMEEZRENS —/ MAC ELLHTHHEMBIERIE, BIfER
HEWN—NMNEFRETEL , IFEATRIEN MAC ZHTTLHE , EXHMAC taT2FRE, %
AP| XA T b2 /ERY DUPKT MAC. HMAC #1 EMV MAC 1n# 4R,

message-data B AEXLIR T R HIEBE

bRl |, AT EA HMAC 3% HMAC_SHA256 1 HMAC MZZAERA T FEHE S HRIEN
HMAC (ETHRHFHHEEHRIERTE ) . ZBPMLINT KeyUsage IRE N TR31_M7_HMAC_KEY , #
¥ KeyModesOfUse i & Generate, MAC Z4A AT LAEA AWS Payment Cryptography 812 |, &
A CreateKey B8 ImportKey § Ao

4R MAC 92


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html

AWS X [t RAriEmE

Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6 \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes Algorithm=HMAC_SHA256

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6,

"KeyCheckValue": "2976E7",

"Mac": "ED87F26E961C6D@DDB78DA5038AA2BDDEAODCEQ3ESB5E96BDDD494F4A7AALTOC!

UF MAC

Verify MAC APl A TRIESFHEXNHESHRIEN MAC (HESHRIERTE ), SX4AFERE
X MAC HiREANMERMZZAREFERA T HHRIULN MAC B, MAC INZEZHA AT SAER AWS
Payment Cryptography 8% , @ CreateKey S8 ImportKey § A, % APl XiFH F g
# DUPKT MAC., HMAC #1 EMV MAC in& %4,

MRZEESESRIE , MmN SHMacDataVerificationSuccessful FiRE Http/200 , &N
N Http/400 , JHE XK Mac verification failed,

TR RGIH | ROV ER HMAC &% HMAC_SHA256 F1 HMAC 1322 4R RE A T~
BEHEHRIEN HMAC ( ETRFEEE S MHRIEARE ) . ZFHAMLIN KeyUsage IRE R
TR31_M7_HMAC_KEY , }#f§ KeyModesOfUse i%EHN Verify,

Example

$ aws payment-cryptography-data verify-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6 \
--message-data
"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--verification-attributes="'Algorithm=HMAC_SHA256' \
--mac ED87F26E961C6DODDB78DA5038AA2BDDEAODCEQ3ESB5S5E96BDDD494F4A7AALTOC

Wi MAC 93
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AWS X [t RAriEmE

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6,

"KeyCheckValue": "2976E7",
}

MEBRENTREHR

HEZARARATREERE, A RERFTRKRIAZANBHEARS, FEFTRFATNE

PaN
Ro

@ Note

REBEEARYT , BURESEXTEFERANER , ALK CVV 18 (generate ){BRE/F
ToERIE (verify)o

F&

+ GenerateCard${ &

+ VerifyCard¥ &

+ GeneratePinData ( &/ TZUF/ABAiITXR) )
« GeneratePinData ( X FI1BM3624 )

« VerifyPinData (& A TZiE/ABAiTXI )

« VerifyPinData ( Xt FIBM3624 )

. INEBIE

- Hi% PIN BiE

o A R/EIUE MAC

» VerifyAuthRequestCryptogram

* Import/Export 4R
- REANEHERR

BERFERENRARR 94



AWS X BEE

RAriEmE

GenerateCard i1z

API ¥ R

GenerateCard#k
i

GenerateCard#
i

GenerateCard#}
i

GenerateCard#i
i

GenerateCard#k
i

EZRENE X

AMEX_CARD
_SECURITY
_CODE_VER
SION_1

AMEX_CARD
_SECURITY
_CODE_VER
SION_2

CARD_VERI
FICATION_
VALUE_1

CARD_VERI
FICATION_
VALUE_2

CARDHOLDE
R_AUTHENT
ICATION_V
ERIFICATI
ON_VALUE

DYNAMIC_C
ARD_VERIF
ICATION_C
ODE

DYNAMIC_C
ARD_VERIF
ICATION_V
ALUE

AR RHRE

TR31_C0_C
ARD_VERIF
ICATION_KEY

TR31_C0_C
ARD_VERIF
ICATION_KEY

TR31_E6_E
MV_MKEY_O
THER

TR31_E4_E
MV_MKEY_D
YNAMIC_NU
MBERS

TR31_E6_E
MV_MKEY_O
THER

AR E L

+ TDES_2KEY
+ TDES_3KEY

« TDES_2KEY

+ TDES_2KEY

+ TDES_2KEY

+ TDES_2KEY

RN RHAEH
BXAE

{ Generate =
true },{ Generate
= true, Verify =
true }

{ Generate =
true },{ Generate
= true, Verify =
true }

{ DeriveKey =
true}

{ DeriveKey =
true}

{ DeriveKey =
true}

GenerateCard %z
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AWS X BB RAriEmE

VerifyCard 3z

IEFRESEE AR E AN BAEE AN HAEAER
“E

+ AMEX_CARD TR31_C0_C « TDES_2KEY { Generate = true },
_SECURITY ARD_VERIF . TDES_3KEY { Generate = true,
_CODE_VER ICATION_KEY Verify = true }
SION_1

« AMEX_CARD
_SECURITY
_CODE_VER
SION_2

+« CARD_VERI TR31_C0_C « TDES_2KEY { Generate = true },
FICATION_ ARD_VERIF { Generate = true,
VALUE_1 ICATION_KEY Verify = true }

+ CARD_VERI
FICATION_
VALUE_2

+ CARDHOLDE TR31_E6_E « TDES_2KEY { DeriveKey = true}
R_AUTHENT MV_MKEY_OTHER
ICATION_V
ERIFICATI
ON_VALUE

« DYNAMIC_C TR31_E4_E « TDES_2KEY { DeriveKey = true}
ARD_VERIF MV_MKEY_D

ICATION_CODE YNAMIC_NUMBERS

+ DYNAMIC_C TR31_E6_E
ARD_VERIF MV_MKEY_OTHER
ICATION_VALUE

TDES_2KEY { DeriveKey = true}

VerifyCard$¢#& 96



AWS X BEE

RAriEmE

GeneratePinData ( & TZXiE/ABAiITX )

VISA_PIN or VISA_PIN_VERIFICATION_VALUE

BEARA RTFNBHAE RTFNRAEL

KMS 1n%#: 2% 4A TR31_PO_P - TDES_2KEY
IN_ENCRYP - TDES _3KEY
TION_KEY

PIN 4 X % 4R TR31_V2 V - TDES_3KEY
ISA_PIN_VERIFICATI
ON_KEY

GeneratePinData ( X TIBM3624 )

AN EZRAERER

HE

{ Encrypt = true,
Wrap = true }

{ Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

{ NoRestrictions =
true}

* { Generate = true }

* { Generate = true,
Verify = true }

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,

IBM3624_PIN_FROM_OFFSET)

REAKRE RTFWEEARE ARTFWZEAE L

KMS 1n%#: 4R TR31_PO_P e TDES_2KEY
IN_ENCRYP . TDES 3KEY
TION_KEY

RN ZHERER

AE

EHATF IBM3624_N
ATURAL_PI

N, IBM3624_R
ANDOM_PIN

, IBM3624_P
IN_FROM_OFFSET

GeneratePinData ( &/ FZIE/ABAITRI )
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mARE RN BHME RUFNEZATE L RN BHERER
HE

* { Encrypt = true,
Wrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =
true}

EAT IBM3624_P
IN_OFFSET

* { Encrypt = true,
Unwrap = true }

{ Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

{ NoRestrictions =

true}
PIN 4 B % 4R TR31_V1_I « TDES_3KEY + { Generate = true }
BM3624_PI + { Generate = true,
N_VERIFIC Verify = true }
ATION_KEY

VerifyPinData ( &M F£iE/ABAITX )

VISA_PIN

VerifyPinData ( 3& Al T iE/ABAiTH ) 98
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mEARE RN EARE RN ERARE RN EZRERAEN
HE
KMS in# 4R TR31_PO_P « TDES_2KEY » { Decrypt = true,
IN_ENCRYP - TDES_3KEY Unwrap = true }
TION_KEY * { Encrypt = true,
Decrypt = true,
Wrap = true,

Unwrap = true }

* { NoRestrictions =

true}
PIN 4 B % 4R TR31_V2_V « TDES_3KEY * { Verify = true }
ISA_PIN_VERIFICATI - { Generate = true,
ON_KEY Verify = true }
VerifyPinData ( ¥ FIBM3624 )
IBM3624_PIN_OFFSET, IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)
mEARR RN EBARE ARFNBAEE AN EZRAERAEN
He
KMS 1n%; % 4R TR31_PO_P « TDES_2KEY EA T 1BM3624_N
IN_ENCRYP . TDES_3KEY ATURAL_PI
TION_KEY N, IBM3624_R
ANDOM_PIN
, IBM3624_P

IN_FROM_OFFSET

» { Decrypt = true,
Unwrap = true }

* { Encrypt = true,
Decrypt = true,

VerifyPinData ( X} FIBM3624 ) 99



AWS %3318 % A
MR AN BB E AN BAEE AN HAEAER
PE
Wrap = true,
Unwrap = true }
* { NoRestrictions =
true}
PIN %1 2248 TR31_V1_| « TDES_3KEY » { Verify = true }
BM3624_PI + { Generate = true,
N_VERIFIC Verify = true }
ATION_KEY
FRE AR
REARE RN ERARE ARTFNBAEE AT HAEAER
HeE
DUKPT TR31_B0_B « TDES_2KEY  { DeriveKey = true}
ASE_DERIV - AES_128 - { NoRestrictions =
ATION_KEY . AES 192 true}
+ AES_256
EMV TR31_E1_E « TDES_2KEY  { DeriveKey = true}
MV_MKEY_C
ONFIDENTIALITY
TR31_E6_E
MV_MKEY_OTHER
RSA TR31_D1_A * RSA_2048 » { Decrypt = true,
SYMMETRIC « RSA 3072 Unwrap=true}
_KEY_FOR_ . RSA_4096 . {Encrypt=true,

DATA_ENCRYPTION

Wrap=true,Decrypt
= true, Unwrap=tr
ue}
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AWS X BEE

RAriEmE

FR

X3 # 2 4H

nEEE

LB

DUKPT

EMV

RSA

RN BHME

TR31_D0_S
YMMETRIC_
DATA_ENCR
YPTION_KEY

AT R

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_E1_E
MV_MKEY_C
ONFIDENTIALITY

TR31_E6_E
MV_MKEY_OTHER

TR31_D1_A
SYMMETRIC
_KEY_FOR_
DATA_ENCRYPTION

RUFNEZATE L

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

AR BRAEE

TDES_2KEY
AES_128
AES_192
AES_256

TDES_2KEY

RSA 2048
RSA 3072
RSA 4096

RN BHERER

HeE

» {Decrypt = true,
Unwrap=true}

* {Encrypt=true,
Wrap=true,Decrypt
= true, Unwrap=tr
ue}

* { NoRestrictions =
true}

AWNEZHAERRR

he

» { DeriveKey = true}

{ NoRestrictions =
true}

{ DeriveKey = true}

* { Encrypt = true,
Wrap=true}

{Encrypt=true,
Wrap=true,Decrypt
= true, Unwrap=tr
ue}

IR
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AWS X BEE

RAriEmE

L]
prp iRl
iR PIN 343
valo
ASHERR
AR

RAFH R4 R R TR A SR B AR
L
TR31_DO0_S « TDES_2KEY * {Encrypt = true,
YMMETRIC_ . TDES_3KEY Wrap=true}
— . AES 192 Wrap=true,Decrypt
= true, Unwrap=tr
+ AES_256
ue}
* { NoRestrictions =
true}
mEARE AFNERRZE ATNEBEREE ATNEHAER
BX4AE
DUKPT TR31_B0_B « TDES_2KEY » { DeriveKey =
ASE_DERIV . AES 128 true}
ATION_KEY . AES 192 » { NoRestric
. AES_256 tions = true}
JE DUKPT ( PEK TR31_PO_P « TDES_2KEY » { Decrypt =
. AWK, WK IN_ENCRYP . TDES_3KEY true, Unwrap =
%) TION_KEY . AES 128 true }
- AES_192 » {Encrypt=
true, Decrypt
0 SELASE = true, Wrap =
true, Unwrap =
true }
* { NoRestric
tions = true}

i PIN 38
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AWS X BEE

RAriEmE

yal FR

HUEBIEES  DUKPT

HIEBIEES 3 DUKPT (PEK
« WK, AWK
%)

4 B/HE MAC

AR RHRE

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_P0O_P
IN_ENCRYP
TION_KEY

RTFNBAEE  ATFHEHAER
BXAE
+ TDES_2KEY + { DeriveKey =
- AES_128 true}
. AES 192 * { NoRestric
. AES._256 tions = true}
« TDES_2KEY * { Encrypt =
- TDES_3KEY true, Wrap =
. AES_128 LEEY
- AES_192 * {Encrypt =
true, Decrypt
* AES_256 = true, Wrap =
true, Unwrap =
true }
» { NoRestric
tions = true}

MAC R A TR EE/ BB EXMNMBERE, TEVNCBRZAEAEABGRNES , BRAEREE
WATICERE. BR , MRZ —IPRETERTES —FWEREN , WRAREL —MRERSA/SEHR

.

R R E REFWEREARE RIFWHAE L

MAC #4A TR31_M1_| e TDES_2KEY
SO 9797 1 « TDES_3KEY
_MAC_KEY

AWNEZRAERRR

“e

{ Generate = true }

{ Generate = true,
Verify = true }

{ Verify = true }

{ Generate = true }

4 B/ARE MAC
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AWS X BEE

RAriEmE

AR RHRE

MAC Z4i ( BE&
MAC )

MAC %548 (CMAC)

MAC %48 (HMAC)

RN BHME

TR31_M1_lI
SO_9797_3

_MAC_KEY

TR31_M6_|
SO_9797_5

_CMAC_KEY

TR31_M7_H
MAC_KEY

VerifyAuthRequestCryptogram

AR BRHRE

« EIMA
< &M B

EMV &I

TR31_EO_E
MV_MKEY_A

PP_CRYPTOGRAMS

RUFNEZATE L

+ TDES_2KEY
+ TDES_3KEY

+ TDES_2KEY
+ TDES_3KEY
+ AES_128
« AES_192
+ AES_256

+ TDES_2KEY
+ TDES_3KEY
+ AES_128
+ AES_192
+ AES_256

A BB

+ TDES_2KEY

RN BHERER

HeE

{ Generate = true }

{ Generate = true,
Verify = true }

{ Verify = true }

{ Generate = true }

{ Generate = true }

{ Generate = true,
Verify = true }

{ Verify = true }

{ Generate = true }

{ Generate = true }

{ Generate = true,
Verify = true }

{ Verify = true }

{ Generate = true }

AN EZERAERER

“e

» { DeriveKey = true}

VerifyAuthRequestCryptogram
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RAriEmE

Import/Export 2547

BRAERE

TR-31 B&HAR

S ATE CA

S AR TIEXFRINE
Y NFEF

REEANZARE

RUNEAAE

TR31_K1_K
EY_BLOCK_
PROTECTION_KEY

TR31_K0_K
EY_ENCRYP
TION_KEY

TR31_S0_A
SYMMETRIC
_KEY_FOR_
DIGITAL_S
IGNATURE

TR31_D1_A
SYMMETRIC
_KEY_FOR_

DATA_ENCRYPTION

AWS X ZBF BRI ARERA AT HHARE

+ TR31_P1_PIN_PIN_GENERATION_KEY
+ TR31_K3_ASYMMETRIC_KEY_FOR_KEY_ACTREMENT

RUFNEZATE L

+ TDES_2KEY
+ TDES_3KEY
+ AES_128

+ RSA 2048
+ RSA _ 3072
+ RSA _4096

+ RSA_2048
+ RSA_3072
+ RSA_4096

RN BHERER

HeE

» {encrypt =
true , Wrap = true}
(NEH)

» {Decrypt =
true , Unwrap =

true} (XEE& A )
* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

» { Verify = true }

+ {encrypt=
True , wrap=True

Import/Export Z4A
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AWS X [t RAriEmE

CYRESEE S

AWS X EBFXFTFSHBEN A MBRME, T EEAEN NI ERERTRBENE LR
HiEm, MEERMBEBTHIIR , FEE AWS XNEBZF AP

F&
© RITAMERITALIER
- WA A R{ERE

AT AMEAT AL E R

RATANARBRE DS ER. ATRDE (FNERSIN ) BTAR, EEFREST , THBR
RFATHFH , St AREFRBRENHRN , TRLOBA RN AR,

£

- EAEH

- MAKEEE

ey TR

FA

- £R—DHENEIBIPVVHIFEXE pin , RERIFZE
« CWHAEFHERREIE

« CVW2HBEFFERREIUE

« CWAHBEFRFERRBIE—i

« BIFEMVARQCH £ 5 ARPC

o ERFFEIE EMV MAC

£ R — M BEFLEIPVVAIARX K pin , RERIERE
£
- SR

—

BT AMEITARERS 106



AWS FZ{F#Z1G % AFiEm
o ER—EEHH PIN B , £EEPVVHIREIIZEH PIN PVV
« PINEAPVVAERIE S N

BB EA

NTEKBEN PIN M PVV , (REERNESR , —METEK Pin WRIEEH (PVK) PV MI—NAT
Z PIN #9 Pin f1Z %4, PIN XHRERSNIHBRE ALK , H BEENE S ESEM—NEH
HRBERR.

PGKA4MEKEYE TE A5 E % TDES _2 HIPVVE4H, A PEK ATLA2 TDES 2 KEY, _ TDES 3
KEY 2 AES _128, #EiXfERT , A FPEKRMHRENIBEAN , it AES _128 FE2— N THERE
B, R aPEK ATEEMRSE (FlFEME., WENEATMs ) JRBIEANTBHN -0 8T8,
NHFHERAMZRE , TDES_ 2 KEY AJREREAEMIXRE,

12 PEK

$ aws payment-cryptography create-key \
--exportable
--key-attributes
KeyAlgorithm=AES_128,KeyUsage=TR31_PO_PIN_ENCRYPTION_KEY,\
KeyClass=SYMMETRIC_KEY,\
KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}' --
tags="'[{"Key":"CARD_BIN","Value":"12345678"}]"

MR 2EEERSH , SEARNATELBEANSBUUARERREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyAttributes": {
"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
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"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "7CCOE2",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERKXBPMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
ivisksfsupln euyt, BEERE T —FHITZEE,

812 PVK

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,h KeyMc
--tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

MR SEEERSH , SEARNATELEANSHUARZRAREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ov6icy4ryasbzcza",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
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"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "51A200",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERRZBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
ovBicy4r yasdryasdzcza, BEELE T —FSHRITZERE,

ER—NREYLE PIN 18 , £PVVHIREMZEFH PIN PVV
Example

FEHRGIH , ROVFER - (BB ) 4 EEIH , HP@HE[F 2 MR PIN block (PinData.
PinBlock) 1 a PVV (pinData. VerificationValue), ZA#i A® PANPin Verification Key ( t8%5
REIBIERRE ). Pin Encryption Key# PINBlock #&=

LS ERZANIEERNTR31_V2_VISA_PIN_VERIFICATION_KEY,

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt",
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"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {

"VerificationValue": "5507"

PINfERAPVVA AR I 2 1N
Example

EXNMIFF , BITRRIESEPING a PAN, BEPINBFEFASAFERZ HERA B ITRAE ,
HAEFHENEHRTHER (FFANBAUNBELABRL RS EM EFRERREM ) . FTRIERR
A, EFREZTREMRUTE  MEMN pin 18, ATINEH A pin WEHR (BEMRN IWK ) PANSIKRE
WIFAI{E (a PVV SPIN offset ),

R P AWS ayment Cryptography 86U , N <IR[E hitp/200, AR pin KETKIE , FiRE
http/400,

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"VerificationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

CVWWHAEFFERIEIE

CWERECVWARE S EBMAEEHBEFIE. BE5CW2 (BEATR , AATELEY ) T
A,
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B—IROUB-NEH. EEAHED , LRFEE - CVKXKH 3 DES (2 KEYTDES) Z4.

® Note

CVV, CVV2m BB CVVEME AL EZHEMNEZL  ERMARESEMTRE. FIEZHAER
FRABERNZLAZER TR31 _CO_CARD VERIFICATION _ , KEY{BZ U S5 B B A 2w
240, ALAMERANZN/FIFERX 2 EN , W TFHIFTFR.

elfe ok

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVV"}, {"Key":"CARD_BIN", "Value":"12345678"}]"

M SEEERSH , SEARNATELEANSHIARZRARERE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyféqlqr",
"KeyAttributes": {
"KeyUsage": "TR31_CO@_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

I

"KeyCheckValue": "DE89F9",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
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"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERKXBPMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
r5203wbagx yfeqlare BRFEERE T —HHINITZERE,

£ —1 CVV
Example

FEULRAIS | BATENHACY I NAEPANA R—APAN , FREAT ( BISONECT8I13EY ) %
121, ERAREH AL,

BEXFMERHASH , B HAPISZIEE P B CardVerificationValuel,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyf6qlqr --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=121}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/r5203wbqgxyféqlqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "8@1"

¥E CVV
Example

LRGSR |, RAEPANETHA a CVK, . PANRRSKBH 121, FEMBHURRZSBECVVIE
I B TRIE, CVV

BXFETHASEH , ESHEAPIZZREH M CardVerificationValue,
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® Note
CWHARAFHMANE (LtwmCvv2) , EBERARE#HSZ L, NERERMUNRENHLH
TR,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/r5203wbqxyf6qlqx
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=121} --validation-data 801

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqgxyféqglqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "8@1"
}

CVV2HABEFHERHIIE

CVV2RESZ LEGERAFEEREHNMNME , B TELMY. XTELF , EEURE R ENARFRF
L. NZW@Z LY e5ERSNBEMEE , CVWIEESTEMNRSKBE,

BB EA

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVV2"}, {"Key":"CARD_BIN","Value":"12345678"}]"

MR EEERSH , SEARNATELEANSHUARZARERE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyAttributes": {
"KeyUsage": "TR31_C@_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
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"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false
"KeyCheckValue": "AEA5CD",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
"Exportable": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"
EERKXBHEMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2: 111122223333:
key/7f7g4spf3xcklhzu, ERET—FHPRITIZEE,
£ R—1 CVV2
Example
ERRBIH  BATHCVV2ZRAEEER—1 , PANEH AENPANM= A 2 B H,
BXBETRASH , BFSRAPIZEIERMPR CardVerificationValue2,
$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2='{CaxrdExpiryDate=1127}"
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"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",

"KeyCheckValue": "AEAS5CD",

"ValidationData": "321"

¥iE CVV2

Example

HELRpIs , HATHFPANER S ACVV2EICVK, PANMI-REYEIH B HI LA K 32 5 H i CVVR Y RIQIE

LEM.

BXFETHESEH , ESEAPIZEZRES M CardVerificationValue2,

(® Note
CVV2EAMHmARAFWANE, Hit , XT—EREMFEEZRIEN FBHER

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2='{CardExpiryDate=1127} --validation-data 321

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",

"KeyCheckValue": "AEA5CD",

"ValidationData": "801"

CWHEBEFHFERREIE— i

ECVVEAE CVV MR EECVV2 , BEBRACVVELGH FH, EHRFZFABR 999,
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elfe o

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"ICVV"}, {"Key":"CARD_BIN","Value":"12345678"}]"

My SEEEFERSH , BRARNATELEARANSBUARZRAKEE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "1201FB",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

AERRBHM I NKeyArn , Hl80 arn: aws: payment-cryptography: us-east-2:111122223333: key/
C7dsi763r6 s7s71fp3. BEEET —FTHHITZERE,
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E£—1iCVV

Example

EHRET , RIVFCVRAEPANER —1 i, WANPAN , BRSRHB ( HISO/NECT813EX ) H
999 , EAFRIHABH,

BXFETHESE , ESHEAPISEZRES M CardVerificationValue,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3 --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

WiE i CVV
Example

5 THATWAL , BAKR CVK 090K IR MB. T B LR RS S MIECVVIR S MITE

BXFETHESH , ESHEAPIZZREH M CardVerificationValue,

® Note

iCVW FRAPHANME (HImCVV2) | BEEHRAL EMV /chip L. SMEBIERMHNE
BNIRLHITRIE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/c7dsi763xr6s71fp3

E T
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--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999} --validation-data 532

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

I UFEMVARQC H 4 B, ARPC

ARQC ( B®iER Cryptogram ) 2—fHEMV ( BF ) FERNERE , ATRIERZHAT URENF
WEA, E88XRE+F. ARNRSESFHNEHIE,

EEwHITRIER , 218 P AWS ayment Cryptography I2ItAHEN B A , ERIBEHCIERE |, HEF
HEXZHEHNNEHRTLER. NXNEXL LM , BELTMAC, EMV4.4 5 2 APELT LRI

WEANFE—ER—RXMERGBANBHARESZ (MAIBAKXIEBHACSK ) . NEREENE

FRWE RifY 5 3% ( ARPC ) o

MERAFARAUEEEZESANAEMREFRIAXEFERNERIRF, EFEHEM (BETHEEER
B ) BETARNIRERTR , AXEBNEMBIBo XS BHTT N R

BXEZEE |, BESHAPIER VerifyCardValidationData® #Y .

I =

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN18"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

MR EEERSH , SEARNATELEANSHBIARZARERE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
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"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

EERRZBMIANKeyArn , HlH0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
pw3s6nl62 tsushfk, BWEEE T —FHIMITZIRE,

£ K—“> ARQC

TEHEMVFREK. ARQCELL , AWS XNBIBFRBEMERARRATNITE, HTAUHBER ,
HERHETHSE , REFETUEREINERBFAREH S RBERHNEAE,

¥iE—/ ARQC
Example

MR AWS X BRBZFEEBRIE , N LIRE http/200, ARQCIIEG , AJLUERIRMHARPC ( WAL ) H
HHISEEWNF. ARQC

$ aws payment-cryptography-data verify-auth-request-cryptogram
--auth-request-cryptogram 61EDCC708B4C97B4 --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--major-key-derivation-mode EMV_OPTION_A --transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F2201030000000000000000000¢
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--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B",

"PanSequenceNumber":"01", "PrimaxyAccountNumber'":"9137631040001422"}}' --auth-response-
attributes="'{"ArpcMethod2":{"CardStatusUpdate":"12345678"}}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",

"AuthResponseValue":"2263AC85"

4+ K H I EMV MAC

EMVMACIEZEMACEFIEMVIRAEZ4AMMA | SRIEMACKT 4 R BIBH T 1S09797 -3 ( B
€). EMVMACEEATFTREMVFERAEGT , HIINEBIEIA,

@ Note

AWS XNBBRETERIIEMNANANR, BXECSHNREGRTHFAGE , BERENASE
g~ A Fit.

BXEZEER | BHSRAPIEREMacAlgorithmEmvA Y,

ES}
- SIEEH

« £K—1 EMV MAC

I

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E2_EMV_MKEY_INTEGRITY,KeyClass=SYMMETRIC_KEY, KeyModesOfUs
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN18"}, {"Key" :"CARD_BIN", "Value":"12345678"}]"

M &EEFERSH , BEARNATELBANSHEUARZHREE (KCV).

IlKeyll : {

EHEK 120


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_MacAlgorithmEmv.html

AWS X [t RAriEmE

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_E2_EMV_MKEY_INTEGRITY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

EERRZHMIBNKeyArn |, HlI0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
pw3s6nl62 tsushfk. BWEELE T —FHHPIMITZIRE,

£ K —1 EMV MAC

HANRER , FiREENEKEMVEIZA (Sl H#@ERES ) | FRLSGS (REBET —KEE
FTARW—RMERA ) WEBTLEE , REERE, MACRAE , 5+ MAC BRZEENANFH L. @
FREWTEET AWS XA MEHEE.

(® Note

LHSERATREEMBHRE (HIWPIN ) R T. EMVEncrypt IS ZHSEEER |, U
BFE A A L iy 5 2 5 AN 25 59 Bz B AN 2 & 47 & B 7k
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HEHE

SHEHBESESFAPDUB NS, BRXAEESSINMRE , B REI2MERE S (84 24 00 00 08)
MAPDU#RL , HXZ ATC (0007) , RIERBI —%£X 5 (999E57FDOF47CACE) ARQC KRk, %
RETFRIELFEANE,

L2EBHEREER
HFRENSFEFZANER AR, EMV_COMMON SESSION __KEY BEATHHSZI , M
EMV2 000 AMEX | KEY | MASTERCARD SESSION _ _ | VISA th AT LA{E A,

MajorKeyDerivationMode

EMVEXYERK A, BE Co X ARKRELN , AWS XIZBFE A XHEN A HEX B,
PAN

K5, BEESHFER 5A BFIS08583E 2 FAJA , BEALIMFREHR KR,
PSN

THEFS. WRRER , H#HA 00,

SessionKeyDerivationValue

XEFINSENRERE. TUURFE 9F26 PR &G —1 ARQC (ApplicationCryptogram) , &
AILAR 9F36 ATC HIRE—1 () , EABURTHS S =R,

Padding

Hzh N AERHEAISO/IECI7I7-1 EERFE 2,

Example

$ aws payment-cryptography-data generate-mac --message-data

84240000080007999E57FDOF47CACE --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk --message-
data 8424000008999E57FDOF47CACEQQ007 --generation-attributes
EmvMac="{MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumber="'00"',PrimaryAccountNumber="2235

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4",

"Mac":"5652EEDF83EAQD84"
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}

P 45 45 TE Zh AE

T8
. FEAENSEDLE
. ZEEBNEEDLE

7

LUFAFETNRE
ES}
+ ARQC - CVN18/CVN22

« ARQC-CVN10
« CAVVV7

ARQC - CVN18/CVN22

CVN18HCVN22E A B A S CSKT iE, XM T EZNBIIRZBIBLBEMTRE , BRUERZHE
FERONEFEMAEE , BSHEF RN,

ARQC-CVN10

CUN10 2—HKIBM VisaEMV B F % , EEABFEAREMTRKE (BEXS ) E , # 8
REATRNERAE. BEXBERAAABRNER , FHRR X THER.

edfe A

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_EO@_EMV_MKEY_APP_CRYPTOGRAMS,b KeyClass=SYMMETRIC_KEY, KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN10"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

R SEEERSH , SEARNATELEANSHIARZRARERE (KCV).

IlKeyll : {
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"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

EERKXRBRPMINKeyArn , BTN arn: aws: payment-cryptography: us-east-2:111122223333: key/
pw3s6nl62 tsushfk. BWEELE T —FHPIMITZIRIE,

KiE ARQC
Example
FEHRBIF | BAFRIEFEA Visa CYN1T 0 ARQC £

MR AWS XA B FEEBWIT | NLRE http/200. ARQCHIR arqe RZTRAE |, KA http/400
R

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \
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--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \

--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \

,"PrimaryAccountNumbexr":"9137631040001422"}}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

CAVVV7

¥4 F Visa Secure (3DS) X% , CAVV ( HFASHBRIEE ) AR FHMIGRIZESHRSEE (ACS ) £
Ko CAWREXEZHITHFASHRIENIERE  NTEESHRIEXZHBIEM—H , HRENBERN
SHEFRME, CAVWW7 BEXRZHNEMBESHERE  SEEAREH. WESTNWEAHSET
R, X, EERLERERZERETHMERFE,

MNEBZEEH  CAVWVIERTIZCVWEZE B ASECERNEFNA., BERBENNE=S/VisaX
B, THRIAER CAVV VIERE AN HE A

elfe o

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key":"KEY_PURPOSE", "Value":"CAVV-V7"},
{"Key" :"CARD_BIN","Value":"12345678"}]"

MR SEEERSH , SEARNATELEANSHBUARZAREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/dnaeyrjgdjjtwedk",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
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"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "F3FB13",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERRZHMIENKeyArn |, B0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
dnaeyrjgdjjtw6 dk. BEEE T —FHPINITZIEE,

£ —1 CAVV V7

Example

ELREIH  BITHERIEHEENRARNBERZER CAVV V7, FiEE , XTHEX , F&RA
LEEER/EFRNA , B FTNRIRFERIRESEW AHTE,

BXFETHESE , ESEAPIZEZRES M CardVerificationValue,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=9431,ServiceCode=431}"
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{
"KeyArn": "",
"KeyCheckValue": "F3FB13",
"ValidationData": "491"

}

WiE CAVV V7
Example
AN THTRIE , MARCVKITEHN R ABNERIEN R S HE CAVVERHARN B AE.,

EXFIETHASEH , ESEAPIZSEEEYFH CardVerificationValuel,

(® Note
CAWATRRAFMANE (kkCVV2) , K MRBEXITEITENACS, NEZERFERMR BN
LM ITRILE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/dnaeyrjgdjjtwedk
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=9431,ServiceCode=431} --validation-data 491

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/dnaeyrjgdjjtwedk",

"KeyCheckValue": "F3FB13",

"ValidationData": "491"

« DCVC3
« ARQC - CVN14/CVN15
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« ARQC - CVN12/CVN13

DCVC3

DCVC3RFHEMVCSKEIAFCVNI2HER , KRR TS —HMEANSHANSG . CENESHWER
ATEMAB, EtAED | @ AZPAN,. PSN Track1/Track2 #3E. FAIFMMNKFZMNR S iTHE
()o ATC

Bl

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS, KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value":"DCVC3"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

M EEERSH , SEARNATELEANSHBIUARZAREE (KCV).

"Key": {
"KeyArn": "",
"KeyAttributes": {
"KeyUsage": "TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

I

"KeyCheckValue": "",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
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"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

BltKeyArn , FIE TRRBHAN . BFEEET —THHIITIZERE
4 —4 DCVC3

Example

REFRDCVC3A e M A FAER , B HAIFFER , MAHIFRR

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --generation-attributes
DynamicCardVexificationCode="'{ApplicationTransactionCounter=0000, TrackData=5241060000000069D13

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",
"ValidationData": "865"

¥iF DCVC3
Example

FELRBlH , BATPRFRIUEDCVC3, HEE , ATCRTARHFIBMNERN R , fla0 , iHEEGEN 1 X
RRA 000B, ZBRSFFE— 3uBMFDCVC3 , FHitt , MREFMT 4 (X5 ) LBWE , AFEHM
EOLNFRFERE 3 LEHF (flan, 15321 WRIEBITEEN RN 321) ,

MR AWS XN BRBZFEEBRIT , N LIRE http/200, MRZERZIRKIE , BIFIRE http/400 R,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --verification-attributes
DynamicCardVexificationCode="{ApplicationTransactionCounter=000B, TrackData=5241060000000069D13
--validation-data 398
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"
}

ARQC - CVN14/CVN15

24

CVN143#CVN15EABRAHESEMVCSKT i, XMM I ENBIIREZBBLKAMTRE , BRUERS
BREFBENFAEE  FSHA RN,

ARQC - CVN12/CVN13

CVN127# ECUNIBRRIBNAEEXFETRARZFE , EEBEMVERZWHESHMA T T A TN Ay E
7, AEREATRNBEREA. BXRAMBAAENER | FERRZITH.

BB EA

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS, KeyClass=SYMMETRIC_KEY,b KeyMod
--tags="[{"Key" :"KEY_PURPOSE", "Value":"CVN12"}, {"Key":"CARD_BIN","Value":"12345678"}]"

mMp2EEiERSEH , SEARNATREEZAANSHURBHAREE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false
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iy
"KeyCheckValue": "08D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

AERRBHM A NKeyArn , Hl80 arn: aws: payment-cryptography: us-east-2:111122223333: key/
pw3s6nl62 tsushfk, BWEELE T —FHFIMITZIRE,

HiE ARQC
Example
L RBIR , BATRIRUEE R 77 EX FARQCE BBV BHECVYN12,

MNP AWS ZBRIEEEEB T | MARE http/200, ARQCHIE arqe REZTKIE |, FHRE http/400
0 7

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram 31BE5D49F14A5F01 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data 0000000015000000000000000840000000000008402312120197695905
\

--session-key-derivation-attributes="'{"Mastexcard":{"PanSequenceNumbex":"01"

\

,"PrimaryAccountNumbex":"9137631040001422" ,"ApplicationTransactionCounter":"000B", "Unpredictak

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}
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F&B

+ CSC1

« CSC2

CSC1
CSCHRA 1 thR N R BCSCE =, ZRF AL 3,4 = 5 LHFH AN EM,
BXRAEURASE , B2 HAPIZEEREHH AmexCardSecurityCodeVersion1,

BIR =

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags="[{"Key" :"KEY_PURPOSE","Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"

MR 2EEERSH , SEARNATELEANSBUAREZAREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/esh6hn7pxdtttzgq",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

I,
"KeyCheckValue": "8B5077",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
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"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERKRBBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
esh6hn7pxd tttzgg. BBELE T —FHIITZEE,

4K —1 CSC1

Example

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersionl="'{CardExpiryDate=1224}"' --validation-data-length 4

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
eshéhn7pxdtttzgq",

"KeyCheckValue": "8B5077",

"ValidationData": "3938"

iE CSC1
Example
FELLRBIH |, BAPREUE a CSC1,

ME AWS ZHHBIEEEBIITE , MARE http/200, MEZERZIWAE , ©IHRE http/400 AL,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/esh6hn7pxdtttzgq
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersionl="'{CardExpiryDate=1224}'"' --validation-data 3938
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",
"KeyCheckValue": "8B5077"

CSC2
CSCHRA 2 th AN RRCSCHE £, ZRF AL 3.4 & 5 U BFHHE XM,
BXIETRSH , BSRAPIZZEREH M AmexCardSecurityCodeVersion2,

BB EA

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags="[{"Key":"KEY_PURPOSE","Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"

MR 2EEERSH , SEARNATELEANSHBIUAREZAREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "8B5077",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,

"Exportable": true,
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"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERRZBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
esh6hn7pxd tttzgq. BHEEE T —FHIRITZEE.

£ —1 CSC2

T RBIR , BAPRFEKKCSC2E N 5 89, CSCAIMVAEKRKEN 3,4 = 5. N TEEIZE , PANsK
N 15 UBF |, HI 34 =% 37 Tk,

Example

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=999}' --validation-
data-length 4

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda",
"KeyCheckValue": "BF1077",
"ValidationData": "3982"

}

WiFE CSC2
Example
L RBIH , BAPRERIUE a CSC2,

MR AWS XA BEFEEBRIT , MARE http/200, HRZEARZIRIE , ©FFHRE http/400 Wb R,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=999}' --validation-data
3982
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{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda",

"KeyCheckValue": "BF1077"
}

i M Rl EE

WEHM, PSP MIXMER MBI MBERBEEERITATE, FAERARGISE

BIE (LER pan 3R ) TREAZIGLENE K SEHERER. BFQQ@ BEMNMNZHIESF
Zi75E |, 2% TD ES, AES #l DUKPT iREHE R, AWS BB ERS A E RS PCl P2PE
FRAE , FESEMAN PCI P2PE fR24A 4,

TranslatePin

ATHRFEPCIPINHERAY , ERLEZFLAABFAZBRE , KERETBEFFARBET
BAXH, Hit , EFEBMNLREEETERS (HINZFREREFIE) FEFASEA
KRIFFEANBZATENZEARNERTEF MR, T@Q ranslate Pin B servicebbb JF iR
BN —NEBHARLHERANE —NBARIIAX—Bir. FALKGS , ARESHAR (Hla
TDES., AES H DUKPT R4 ) LAK I1SO-0, ISO-3 # ISO-4 & 5| IR #& 3K 2 (B8 17 F #

VerifyMac
KREAXMFERRVBTFETELEMACKE , LARGEEERIRPRABBE R, BiE Mac #

GenerateMac X EFFEAXNHHANZHEAR , SEA T 1S0-9797-1 &£ 1. 1S0-9797-1 HiE
3 ( E€ MAC ) #1 CMAC ¥ RH TDES., AES #l DUKPT jRER K,

Hit £ &
- EANSRE

EA SRR
HABAAPR—RERARERNEEA T MERAE | FIMEncryptData, HHAMRABILR

(BIMEBEER+EXREZY ) , HEFEBENZAM RS ARSH |, ATAEALRE. EHZHATH
1E SoftPOS/M POC = E g RT5 RN —Z5

W A FRIEHE 136


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_TranslatePinData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyMac.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html

AWS X [t RAriEmE

® Note

XA A EE A Payment AWS Cryptography F BT | Bl MBZAHTHS ARS ,
HERABARN B arn BEEH.

UTREXFHTEN

* EncryptData
* DecryptData
* ReEncryptData

* TranslatePin

T REERT WAEASEAN decrypt i H. EARflH , BARRFRRFBREBERHANTES
1 (KEK) ( £ TR-31 BN HERASHHPRM ) . HEENBHANLMAZ DO NEHAR , AUE
decrypt s —EEEMA , FAREE B =% D BWEAER,

Example

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/ov6icy4ryasbzcza
--cipher-text 1234123412341234123412341234123A --decryption-attributes
'Symmetric={Mode=CBC,InitializationVector=1234123412341234}" --wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112DOTNOOEQOOOBO5A6E82D7FC68B95C84306634B000ODA4701BEIBC(

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasbzcza",

"KeyCheckValue": "QA3674",

"PlainText": "2E138A746A0032023BEF5B85BA5060BA"

#iE B £

LU RBNE R A Az A8 A translate pin S8 5 MBI S BRI F S WL NG THEER
(AWK)o EAHIH | EANBRARRFREEEEZN (KEK) , BTRIPE TR-31 BRI HG
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N#EZ4R (PEK). HEFRNEANS B = D WEAKAPO—RBENZHRAR, RHNEBHRRARTR
encrypt=True, wrap=True FZ4AXATR31_PO_PIN_ENCRYPTION_KEYFI{E A&

Example

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block

"C7005A4COFA23E02" --incoming-translation-
attributes=IsoFormat@="'{PrimaryAccountNumber=171234567890123}"

--incoming-key-identifier alias/PARTNER1_KEK --outgoing-key-
identifier alias/ACQUIRER_AWK_PEK --outgoing-translation-attributes
IsoFormat@="{PrimaryAccountNumber=171234567890123}" --incoming-wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112POTBO0OS000OEB5D8E63076313162B04245C8CE351C956EA4A16C(

"PinBlock": "2E66192BDA390C6F",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",

"KeyCheckValue": "QA3674"
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TEEAWS BREFZE, FNAWS FF |, BAUZRTENREASHLZEBBREALNERMY
ERBAER OMMLZEY,

ZERMFHEEE AWS 3TE, TERABEEXFRERNENRZEMNZIN RSN

« X2 —AWS AFERFE AWS =HIEIT AWS RFHEMEN, AWS EHERHATNZLER
KBRS, ENAWS EFMTRIEM TR EM TR EN —&2 , F=FFIHTERNAMBIERMNZ 2
MBERME. ETHERT AWS IEMENEMITH , FSHEERIT IR 2 HEE A EAWSHRSS
BERIT R,

« DIRBRE-ENREHEERN AWS RSRE, EEFTENHMARRAR , SHENBENBR
. BRANERURERANERENR.

AEBAIHBETHEMER AWS INEBFNUMANASEREEE, ERAERTR T OAEE AWS
INEBLUARENZEMENE B IR, BEFFI MAEAEM AWS IRS KA B R G AR S/
AWS X ZBFEIR.
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- AWS XA EBFHNBERF

« AWS XA EBBFREM

- RWEMIEEZ S AWS Payment Cryptography

o B AOEEE AWS BB E VPC

« AWS X EZBEREREXE

AWS X J 215 I BT RS

7 AWS EREEREERT AWS XN ZBZPNBFERT . NAEHR AWS |, ARFRFETHE
MBS RERZEH AWS Cloud, BRAFTHP N RETMEMEN ENABTNERE, LEATERE
FE AWS RS MZERBENERES. AXBERLNESER  BSRHEIERILFAQ, AXKM

BREERFHER , FERIREAWS HIEERNAWSEZ£GCDPRER LNEBEXE,

HTFHERFEHN , BMNBUERF AWS Ik EEHFEH AWS IAM Identity Center 3 AWS Identity
and Access Management (IAM) RENA AR, X , SMNAFPRRBETHIERRAMENNER,
BATDEBWIEBI AT AR HIE -
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https://aws.amazon.com/compliance/programs/
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS FZ{F#Z1G % AFiEm
s WENKFERZES BRI (MFA),
- EHASSL/TLSE AWS BRBFE. RIMNEETLS 1.2, BiUEA TLS 1.3,

. FERAAPIHTIRENAFESNIES AWS CloudTrail, <A CloudTrail IREREIR AWS SEZHE
B , 52 (AWS CloudTrail AF#ErE) FWFER IR CloudTrail &R

- A AWS MEZERRFRUREPHFBERINRZEEH AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
BHE,

- MBREHE AWS B HTTREHHRISEE FIPS 140-3 2RI INZERAPI | &A%
Ro FIPSEXTAFIPSInRNEZER |, BSREFEELAERE (FIPS) 140-3,

BATRZIB ST N ENZREERBRER (NEEFNEFI bl ) RANRIRBEBABRA XA E
B (WBHER) . XEEEFEREHA, . APIS AWS BRE #H AWS =5 HAibig et
AWS CLI AWS SDKsTE A TEMHRER EAR AN AFZERP AN TABER TSR Tt RN2
W HE. MREBURLEAZIRSSFIRME , RINBIBUEFREAEFIEEREE , URLURIEEX ZAR
SERMER,

AWSPayment Cryptography 7 # (R BN XN NBERH , CESETR , A AEREBAMRE
By R4

ES

- REFAME

+ BURIE

© BEME

« BRI

- BB RERARE

RIP 2 M F

FKIABIRT , Paym AWS ent Cryptography & RFSEEBN X RBANMBZBEAME . oA, P
AWS ayment Cryptography 824 7 S AERS 2 A ENBAMBNEDT, XX AHRAMBAM
RERAT , BSHAWSK I BRBEEBZEMERS,
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AWS % EBY BriEE
BN

AWSE M BBE R BB DEAWS A EBEEHE, TIRRRNNBSAMERLEAE L. B4
MR B SR FE TAWS X BB 2B REBIR (HSMs) &, H EVEEAN T F1E, BN
TSR MR N2 H T R AE R R MR

Payment Cryptography 1 X {4248 £ B s INE K B EA M RIKIZ R 2 FEAWS 2 4 B F M8 R 4b F R b0
FIRAHSMs, AWSE IJLABEAWS X ZRBZAPHREMZ S H,

Yk

AWSX 2B 2R 5 KM X R4 E KB4 B, PCI PTS HSM HSMsAfEA AT , 24 B HHSMZ
PEAMBEHBEAMANKAGEMED, INBZBEZANZHEMRLURRP ZAM BN NBZRAKETS
M T AHSMsFER1F1E -

Payment Cryptography Z4AR Z A BN B M EE T2 HARS A E,

BEXEZHMEES , BSHAWSEAETERS MEFMES.

& %8 R B0

Payment AWS Cryptography 7% {4 240 4 B N ZRMBE T 2 TEAWS S Z B ZAPIREF LA
PAXFERSGHIE . AWSKNEBRZEAZRIRRERR TAPIREFHNESR,

BR , REAWSKX N EZBZAPIRELSHBHANAZTHIENHBARRBHAMNBENEZR. I, S
& ] LAE FAPHRER S AN BRAN BB A H

FRIEAWS A N BRAPIR I ESBATEREMELZ S (TLS) HITEB ML M. AWSXHZRBEEEEN
PCIH “BB RS %" WTLSHRANMBREBEHN., FAIERSHESEBXEF TLS1.0—1.3 M EEFEF. TLS

BEXBEZHMEES , BSHAWSEAETERS MEFEHMES.

BHER W 4R E BRI R

AWSPayment Cryptography XFAWSERZHI &M —RIIAPIHRE , £FEEBENEEXFZHH
FHA T mERE,

AWSPament Cryptography X#FMNEHN T AMEE]. AWS

- BN EEMB#1TIPSecVPNIEE,

« AWSDirect Connect , BB ¥R/ER LA R S £ B 48155 8 19 N 2B & E 82 2] AWS Direct Connect
=,
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AWS 34 B85 il
FRIE XS MEBAPIR IS AERZBERS (TLS) #ITEE MR, XL FALTEE—MARILNE

BEH K ZEHAIBEZE[RERT. REEHH Payment Cryptography APl 42 A F B AWS A B
M & 4% 5 B FEAWS T ZABAM RN ES L 2R (HSMs),

EEENEWELIE R (VPC) EHEFAWSEAHRBE  MABILARBEERAERE , BEAH
AWS PrivateLinki2 X FHVPCIi R, EXEZELR , TS BN VPCKRIRT RIEEIIAWS X 3113

)
Fo

AWSX N EZEBFEXFHERELT S (TLS) MEMEDUNES FEFBRARMEI, HEEETIAWS
RRINBAPIL IR T QTLSE , B U ET S —EE A,

AWS X Z L ERFE M

AWS £EKEMIEEER S AWS XM AXHEN, XFREESANEYELMTBRENTAKX ,
XETMARXETERE, FHESETAYENMEEREE—&, IATAKX , B LLgitMigEE
AAXZELTHE BN EEBNNARFNBEE, SESHNENRSMNEEFOEMIZHER
kb, TRAXEEESMTAY, REENTYT B,

BXx AWS XEMAARNEZER , HFSHAWS £ REMIZHE,

XigfmEs

AWSX (BB R —HIXERS , TS XER,

AWS X 32558 2 19 X IF PR B 1R 1T AT #4R — M it (X 9 7 A A 8] LT 2 BT H tEAWS # X BV AWS 3 13
RBBZERE, AWSPayment Cryptography EEBRRITXIAENRBIANE , FIEREEFNT BIRER
A AER HA B P L EHIT,

AWSE R IBZRSFERMIN (SLA) BIEFMAE IR BEM 99.99% RFHEE, APIsH TEITIX —&
#% , Pay AWS ment Cryptography H{RFTE W BIAPIE R #9 it X EHLEFEEIR BT ERFTENFTE BIE
MEBERE S

AWSXE A MEZEAM R EES N XBENEL=ATRAKX (AZs) FEH, A THRS EENHEFLIZW
AWSX AT INFRERE | AWSK R F B HE N KB XERE[—MAZsit XN E P RERHRS

BN TN BHAR R RAT M B ER T ZXHEFRAEEN , SBERZXEPNEMENERE
BAEBREER, EFAEHIAZARETNFRENERBPERI —BAWSIHRBBH LT LER
(HSMs) , ELAp{Efa] —MEIRER AT LAGE A XA B R IMATIRAF
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https://aws.amazon.com/about-aws/global-infrastructure/

AWS & RAFtEmE
ek

Payment Cryptography W Z PR 1T EHERHE TASLAEHESRENERER , ARERPBEHAN
BENNEME, AWS

B AE SN TRMEEFRTIE , UBERSSGRA TRITNRRENIABRARLERENZREEEN

Payment Cryptography Z4A A ZAM B Z 2R, BV RECIZF LTINS |, %
EHNZEAMBSIANEBERZEEFME T . HSMINZEH ZHFEHSME B 2740 #9 55 18] P 448 3R 1% 25 LA
ZFEH. BXFHRETEMNBREMENREANREEHSMATFR ., ANXABHAMKEFRSERF
HSMs ; EXZFREBEAKXKXAE#ZEE,

BRAWSX N EBZATRIPENEZANIHNESEE , BEHAWSI N EBFNEFAER.

R ERIZEZ £ AWS Payment Cryptography

ER—TEE RS , AWS Payment Cryptography 2| {Amazon Web Services : Z&RiZEAR) B
EHH#ERN AWS £IKMEBELELBFHRT.

BAILAE R AWS B A R EIAPIFELY AWS Payment Cryptography &33 M3 1T B o Z F i 270
TRERERZE (TLS) 1.2 REBRE. BEFRESIEZHFEETLANREENZEBES (), flw
Ephemeral Diffie-Hellman (PFS) = Elliptic Curve Ephemeral Diffie-Hellman ()o DHE ECDHE X %%k
WMRREG (W Java 7 RESMA ) BZHFXEEN,

o, HAERTFRIZES ID MEIAMEZERAXBKNAEFRIZANBERH#ITEE, HE , EUUEH
AWS Security Token Service ( AWS STS ) £ If it Z £ FUERIFERFIITZR,

YIIE F R PR EE
Payment Cryptography {5 f B #1328 E i iZ e i) 2 £ 2 F] Amazon Web Services : T2 REBIRHY “¥)

WA EE S 55 R EIR N AR, AWSETLE L — 3 thl N AMMRE NS = it
SRRIESHMEL,

AWS commercial-off-the-shelfPCIPTSHSM%I & AREH L £ IR ( ) HSMsZEFEXZ A INEE, AWS
XA EBEBEZANBEAMBMXERE LN S A EFMEBZPHSMs , HANEFEAZNBZEZRANR
. HSMsfIF Amazon BIEHR LA HRIZESIEF |, XENENMEMYEH RBEEREZRH. F
REABBZRENFMFEEHSMs , BSHAWSAWSE HZ B ERBZIFHER,
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS X [t RAriEmE

B i RIERER AWS ZFEBEFE VPC

BUBSERAAE RN EORIEEERED AWS XRHZREZ (VPC), HEFEAEOVPCHER
B, BEVPCH AWS R ZBZ 2 BB RETEE AWS WERFH 1T,

AWS Payment Cryptography X#FHAWS PrivateLinki2 X FH 1 SR E IVFAE = (AmazonVPC) £
HHR. BNMNPCIRRABE— NS NMEMEMLKED (ENIs) ®RT , BHVPCFMHAEIE IP it

EOVPCImRTEREBRMMK, NATIRE. VPNERES AWS Direct Connect i1 A EVPCE %
R AWS XRHHBE, BHFHNEFVPCTEENEF IP it B a5 AWS XA MEZEBITES.

X1

AWS Payment Cryptography X#&VPCFiA AWS XiF XIFAWS S NZHVPCir = Mk 2 Ko

S

- AWS I MMBEVPCAIRT S EEEM
A AWS TR 242 VPCli &
EEE AWS XN EBFiKS VPC
EHEIXVPCA R T KM 8]
EXEMEHPERAVPCART R
IBREBHVPCAIRT &

AWS FZFINBRVPCKRIFT Sl E=EM

® Note

REVPCARmT QAN BERLD —INAAK (AZ) NEEZIRS , EHTETRAENMITRE
B, RATBRWEEZEI =N THKX,

R AWS A MBREEZEOVPCERIGET K28 , BEEHAWS PrivateLink RPN EZEOXiGET R EM
FNBR Hl F

AWS VPCHIHT RN XA NEZFEEUTRE.

- BEALERBHVPCEART RMBAMBAWS ZAHEFREIERBEMAWS IAHBBFHET
HiRME, VPC
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https://docs.aws.amazon.com/vpc/latest/privatelink/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/general/latest/gr/payment-cryptography.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_Operations.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_Operations.html

AWS ¥ {4 575 g

« SERLLBIERER AWS XA INEXEVPCA IR T RVEE QL IRT Ko

« AWS XNEBZHEZFFTEMNBBELFEAR, BALERRE-IPHIFENTFRS , B8N FRSH
RHIMEE,

o A LAE A AWS CloudTrail BREBIVPCim R B EX AWS A NZRZHANERER. BXxiFE4H
1%;%\ ) i%%lmia%fﬁmVPCégﬁﬁ%m\o

N AWS X EEZ B EVPCIR R

!EE_IJ«X{EFEI“JEVPC?’“%J"‘:EI ¥R AWS A MBRBIEVPCART K. VPCAPIEXREZEER
2@ (AWS PrivateLink ¥§F) H 8123 0% =,

« BN AWS XHMBFRCBVPCAIRET R , BEAUTRS B

com.amazonaws.region.payment-cryptography.controlplane

com.amazonaws.region.payment-cryptography.dataplane

Flan , EXREFEE (HEX ) XiF (us-west-2) F , RFBFRR :

com.amazonaws.us-west-2.payment-cryptography.controlplane

com.amazonaws.us-west-2.payment-cryptography.dataplane

NTETERAVPCART ], BA LN LVPCHT R E.'FH%A%DNS%#\O R EEE /5 FAIDNS
B IED, WARAEN AWS XA INZEDNSEHN B FFEM B ENVPCELIRT K. HIM |, https://
controlplane.payment-cryptography.us-west-2.amazonaws . com & N iEE RSB
MBIVPClx R com.amazonaws . us-west-2.payment-cryptography.controlplane,

fiE A LLIR T A BB R A FIVPC L IR T R BRIAEIR T , AWS SDKsH AWS CLI fERFRER P
AWS ayment Cryptograp DNS hy £#l% , HtZEEFURLEN ARF MG S HREEVPCAIRT Ko

EXEZEER , 5% AWS PrivateLink 8P M E T # 06 S5 B RS
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/verify-domains.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint

AWS X [t RAriEmE

EEE AWS XY ZBZFim S VPC

BRI LAMER AWS SDK, AWS CLI 2 AWS Tools for PowerShell , BiXVPCAK i sUEREE “« AWS
X%, BEFEVPCwmA , BEFERAEDNSE .

Blan |, ikt list-keys G fEMendpoint-urlSHKIEERR. VPCEEARXFENGT , HRRAIVPC
iR 1D BN PR —1

$ aws payment-cryptography list-keys --endpoint-url https://
vpce-1234abcdf5678c90a-09p7654s-us-east-1a.ec2.us-east-1.vpce.amazonaws.com

MREEVBVPCRIRTANBATRAEENE , WEFECLIGTHENARFEEURLPIEEVPCLE
T R AR AWS XA BB EDNSEN B BT EHVPCAIFET B, AWS CLI MERIASDKsEMA It
FNE , A ETEESH AN N AR FE A FFHREAZVPCAIRT RIEES AWS XNEBZEXIHL
i T Ro

EFERAMEENSR , BMenableDnsHostnamesHlenableDnsSupport/E EVPCAMILE

Ho trueBREBXLEEM , FHEAModifyVpcAttributel@¥E, HXE1E , 528 (Amazon VPC AF
Em) VPCHHEENEFHEHDNSE 4.

BEHIFIVPCL IR T S BV R

BERFN AWS A MBEVPCAIRT KEVERMER |, HFVPCAIRT SRR IR IEH L iwVPCH Ko
LIFT ARBREZFEARBALUEAVPCAIRT QBT HEN AWS XN MEFREA AWS ZHH
BEERE,

B AEBIEVPCA IR T S| BL T SR , i BN ERVPCA R T JKEE, FRAVPCERE
24 & 5 CreateVpcEndpoints ModifyVpcEndpointi& #, &t ] LAfEFH AWS CloudFormation #& 4R &
BAMERVPCA T AKME, AXERAVPCERRHSMAE , S HAWS PrivateLink IERHH 012
EOARETSRMEIEDLET R

N
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/list-keys.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpcAttribute.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpcEndpoint.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpcEndpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#modify-interface-endpoint

AWS %238 % B HEE
X TFVPCART RUKEE
EEFEAVPCAIRT R AWS XMNIMEFRKL , ERAZTERBFHNKIRRR :

« ETSHNERLARTFERANTRBEARENNR (AWS FRMBZHSEIE ) o
« VPCHIFT RUIRBLIR T ERAEALIRT RRHFRNR,

ﬁJZZEI ZHRRBAIRATFEEANBEN AWS XA NZEFEHBA Decrypto B2 , VPCEURT R
BERN AW IZERAERLERT RDecrypt A1k AWS XS MEZEH.

HE , VPCRIGT LR AUEATFZRAFEALIET S AStopKeyUsageFE L AWS Z{F & 240,
BR , MRZEAEEIAMEREEFAIX LR , NE R LK,

ZRIAVPCA T S KK

BMVPCIHi AEMBVPCL IR T QKEE , BELFREERME, WRREERE , NBRIARNRGHT KK
AFMBEERANLRET R ENFAERRITARERE,

BR , ¥T AWS XNEBERR , ERAZLABERMIAMER PIEARE, Bt , £XEP , A
KRR , MIREZERAGN R FARRE , 0]t BUBEE A LR RUEAZERE,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*"
}
]
}

EATERAUFVPCR BT SAFRATWIDIRE | BB EHVPCLALT SHEK,
BIEVPCA IR K

VPCAinT RRMREZFEARBEREAVPCA T SN FRMITRE, XtT AWS XA EHBFER
R, ERAELTHAREIAMRZRNITRENNR,

BANVPCIHRARBFEHABIEUATTE !

- AHITIRENES

R &I VPCKR B S 15 [ )


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_StopKeyUsage.html

AWS 3813 A 457
« ARATRVIRAE
o AN EHHITREN TR

RFHAREEVPCART R, MR , CEATRBEAXBKNEMVPCARTR. BXRESER | i
Z @ Amazon VPC R s R By £ A VPCLA i 17 S 32 &3 BR 55 B9 T3 [F) o

BT 2 AWS XA VPCL im 17 R SR B&HY R 6l %EEEUVPC@%“‘F B, LERR&ExampleUserft
WEMZVPCART RIMEEN AWS X NZZRRBAEERE. EEALREERZH , BFRAIE
EAMBHETATERN K, PHERE,

"Statement": [
{
"Sid": "AllowDecryptAndView",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/ExampleUser"},
"Effect":"Allow",
"Action": [
"payment-cryptography:Decrypt",
"payment-cryptography:GetKey",
"payment-cryptography:ListAliases",
"payment-cryptography:ListKeys",
"payment-cryptography:GetAlias"
1,
"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h"

}
]

AWS CloudTrail ieZFERZVPCAiInT SHFIERIE, BR , £# CloudTrail B ET SEHEHAMIK - #
HERXABROBESEMIKS F AWS ZARBRANRE,

Rt , BTREFECIBVPCA IR T [UREE , AR LEANERIK P FR AV E AR 1ZVPCL IR KX 4 IK
PR EAZHEREM AWS XA EBZFERF,

LA RBIBERA a ws: g PrincipalAccount lobal &4 BAIELMBEZRE AL RIAE AWS XN EBEAN
FIERIE , BRIEZERAM T AW F., ARG TIHRBHRE 28 , EEAERESRTOIKS
IDo

{
"Statement": [

R &I VPCKR B S 15 [ )


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalaccount

AWS XA EHG % RArEmE
{
"Sid": "AccessForASpecificAccount",
"Principal": {"AwS": "*"},
"Action": "payment-cryptography:*",
"Effect": "Deny",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
EEVPC/Q‘N%/\\%H%
EBFEFVPCAIRT RPN LRT SR , EEAVPCEE G A sDescribeVpcEndpointsig e,
LUF AWS CLI s S HRELE BB ELIRT R ID HAVPCIR T R KR,
EFEALGTZE , BRERAILETR ID BERAEKFPNERLET R D,
$ aws ec2 describe-vpc-endpoints \
--query 'VpcEndpoints[?VpcEndpointId=="vpce-1234abcdf5678c90a"].[PolicyDocument]’
--output text
ERBFAHPEAVPCART R
HiERKBVPCHEAVPCAIRT /BT , BMATLUREIX AWS X INZFRMBENHRENR. ALk,
BEEA—MIAME R
« fEMaws:sourceVpceFZRHFRARTEVPCln /IR TR FITH RN R,
« FMHaws:sourceVpcRHZABRBEIRELT LR IHT SHVPCH PR K 1% F = bR %l 15 = XBR .
@ Note
LFERFKE Amazon VPC LimTi 28 , aws:sourceIPRHFATHR. EREIXIVPCLKIFT

REER |, EFMaws:sourceVpcemsaws :sourceVpci B, BXEZELR , BSHRAWS

PrivateLink 8B HVPCLRixT S ML HEVPCT SRS 54 M5 | B,

ERBEHPERAVPCAERT R
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html

AWS X [t RAriEmE

WA LAFERIX 2 BRAZRAFREHX P AWS ayment Cryptography 247, 38 AR KB T ET4S
TE BRI L2 CreateKey B AE /Y 177 (B A FR o

Bl LT RAIBARBATAFREEREAEENVPCIH RN ER AWS XNHBFEHAMIT
BENMBRE , NMELLX B EBRMAEZENFR (WRERE ) . BAFE@ P AWS ayment
Cryptography & HiERE , 2FERPHVPCIHR ID 5EREHRMWaws: sourceVpceFRHHABEHRTT
R, MRENFEE , WiEREIELE,

EEARCNBER | BF ST AWS IKF ID MVPCLinT K/IDsE RN K-~ B RE,

{
"Id": "example-key-1",
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Enable IAM policies",

"Effect": "Allow",

"Principal": {"AWS":["111122223333"1]},

"Action": ["payment-cryptography:*"],

"Resource": "*"

1,
{

"Sid": "Restrict usage to my VPC endpoint",

"Effect": "Deny",

"Principal": "*",

"Action": [
"payment-cryptography:Encrypt",
"payment-cryptography:Decrypt"

1,

"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:sourceVpce": "vpce-1234abcdf5678c90a"
}
}
}
]
}

BRI LAE A aws s sourceVpc R4 EARIEVPC L im T KT TERY L E SRR HIXT MY AWS X {3 INZR 28
fAVPCHI 7],

ERBFHRFEAVPCART R 150


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
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AR RIZAREE A F R TNE AWS FRINBZEHAKRBvpc-12345678 I N HH#TEE, b,
TAFER AWS XABEERAHTNBRENTS , BNHEINKREN, vpc-2b2b2b2biNR R
RAREFEHEHFIET , WAIAEARLUNREBVPC , BEEMAS —MHREN R RVPCEIUEE L,

BEEARCNBER , B’ ST AWS IKF ID MVPCLinT /IDsE RN K~ B RE,

"Id": "example-key-2",

"Version": "2012-10-17",

"Statement": [

{

"Sid": "Allow administrative actions from vpc-12345678",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [

"payment-cryptography:Create*", "payment-
cryptography:Encrypt*", "payment-cryptography:ImportKey*", "payment-
cryptography:GetParametersForImport*",

"payment-cryptography:TagResource", "payment-
cryptography:UntagResource"

1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:sourceVpc": "vpc-12345678"

}
}
1,
{
"Sid": "Allow key usage from vpc-2b2b2b2b",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [
"payment-cryptography:Encrypt", "payment-cryptography:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
1,
{

ERBFHRFEAVPCART R 151



AWS X [t RAriEmE

"Sid": "Allow list/read actions from everywhere",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [
"payment-cryptography:List*", "payment-cryptography:Get*"
1,

"Resource": "*",

B REBHVPCLIRT K

AWS CloudTrail i2 &M ZVPCERT [RINATRERIE, L[ AWS XA MBERHAVBEREALET K
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NTRPENZRZREVPC , #VPCA T RREBIELEARARLSWATNIERFTRIEREHRAWS
CloudTraile

fFlan | teRGIBERBIER T EHZVPCHI R GenerateMaciEX, vpcEndpointId FEHINE A
FEEREWRE,

"eventVersion": "1.08",
"userIdentity": {
"principalId": "TESTXECZ5U9M4LGF2N6Y5:1-98761b8890c@9a34a",
"arn": "arn:aws:sts::111122223333:assumed-role/samplerole/
1-98761b8890c@9a34a",
"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:r0le/samplerole",
"accountId": "111122223333",
"userName": "samplerole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-05-27T19:34:10Z",
"mfaAuthenticated": "false"
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3,
"ec2RoleDelivery": "2.0"

}
I
"eventTime": "2024-05-27T19:49:547",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.31.85.253",
"userAgent": "aws-cli/2.14.5 Python/3.9.16 Linux/6.1.79-99.167.amzn2023.x86_64
source/x86_64.amzn.2023 prompt/off command/payment-cryptography.create-key",
"requestParameters": {
"keyAttributes": {
"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",
"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

}
.
"exportable": true
.
"responseElements": {

"key": {
"keyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2h",
"keyAttributes": {
"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",
"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,

EFRENVPCAIET = 153



AWS X [t RAriEmE

"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

.

"keyCheckValue": "A486ED",
"keyCheckValueAlgorithm": "ANSI_X9_24",
"enabled": true,

"exportable": true,

"keyState": "CREATE_COMPLETE",

"keyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"createTimestamp": "May 27, 2024, 7:49:54 PM",
"usageStartTimestamp": "May 27, 2024, 7:49:54 PM"

.
"requestID": "f3020b3c-4e86-47f5-808f-14c7a4a99161",
"eventID": "b87c3d30-f3ab-4131-87e8-bc54cfef9d29",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"vpcEndpointId": "vpce-1234abcdf5678c90a",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "vpce-1234abcdf5678c90a-
0028vrvr.controlplane.payment-cryptography.us-east-1.vpce.amazonaws.com"

}

AWS X ZBELT L HKERE

AWS Payment Cryptography X5 ZR2LIheE , XETIEEALARNERN , EAR A SUERE X L
Thee , SUERBRNMZEZANRFHBEREIATHRHEN , @BIAMBE., ATEEEHARBNAMBUER
N RERBEFAZHAUREGRZARBAEPCIPING LA HHIT,

154



AWS X [t RAriEmE

/A Important
RENXE-—RENATRRTENZEBRAIR. BTHFMEREIKRBEATHRER
R, EEXEHCEA T RN,

- BACEANCERAER | AWS IABRBFERFEFHMITRAEAMERAEXRE , 20 ANSI X9
TR 31- 2018 B ELR 2 ZHARMFAXRRABHIIR , HRFERLRELENR18-3. PCIPINXRE 75
BARAATZRHENNEED , HUMELBATHE (FlUATFHNRE ) SEINZHAMBE
&. AWS Payment Cryptography & B3l Sl ITIX LR & , Flan=Z4E =4 (TR31_KO_KEY
ENCRYPTION _KEY) B R e A THIERE. BXEZEER , B3 T AWS X HEBFHHAN
XEEM.

- RENTEAMBNHRE  FZSRESHM—NREHLEXNHEAME ( HII0 Pin NZEZAHZHA M
BEA) . IRFENBRBMBERALAESIESESENE  BUEEMEH, AWS ZAHEBFM
TAFERTHBIAM B IEN FHFAM B,

- FRANBIFENBHAERLEAGFSESHENFEMEXE : JBTATEMRREBHAXKNASG , fltn
alias/ BIN _12345_ , CVKEARTE 12345 BN FHREIUFZE4A. BINA TIREERWREME , AT
ZEBIZE#E W bin=12345, use_case=acquiring, country=us,partner=foo Z XKL, & MIRZE
¥ 7] TR &7 B AXBR |, 51 201E & # FIREVA Bl 2 R K i 15 Rl 32

- RAZKEESNHENER : IAMAATRENRET AN ANE~FRNER , flanEEENARF ol
BB ITMERE, |IAMtE AT ARRE AT E& A TENAFIM S MEBANILE , FlaRE
NN ERF LU SIMEE D, FERARENRIGRINS —M A ERNBBIRE (FUBASA)
REINENRSKS . BXRH, HSHE AWS IANFZBZETSHHNER T,

SRS

« AWS XRHZRIBZH 5550 EE
AQAMAFIER) IAIMHH L4 HESSE

REREXR 155


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS X [t RAriEmE

AWS X HRBZN SIS UE

FERAZSNPERITRN—E2 , B=ZFFIHPIEMG AWS IABBENRZE AWS HHNERAE, HPIE
SOC. PCl %,

AWS BR T PCIDSS Z4 , &t X 24 PCI #RAEX XA BB E# 1T T i, HPEHE PCIPIN Z2
(PCI PIN) #1 PCI =X = (P2PE) ti®, B>x1™ AWS Artifact AHIAERMEMNIERE , SR,

BRBESHITUEE AR AWS BSFIXR , BSRBREMITKIR T H AWS SEE RS AWS 2E
Aitkl. BXREAEE , HSH AWS EAMEITER .

BRUEATRE=LFIHRE AWS Artifacte. BXEZER , BEHTH "THRS" FH " AWS
Artifact,

SR AWS N BRBZANEAREERT ENRENHRBME, RATNENBIRUSERER
MEM. AWS R4 T LT HRKFAEBSSMEMME

- ZEMEEHM Quick Start 1§/  XEHBEMIHETEMWIEEM , HREHRTHE AWSLEEEER
FREMMENMENEEREN TR,

- AWS EMEFRAWS-t THEBNIERmES WReEA TEMENITLMAERX,

« AWS Config 7F & A & 387 5 9 6 A L {15 % R ~AWS Config ; P& H R IREEX AEBRER, 17
A ERREMR M BREER .

« AWS Security Hub—It AWS [RZ AT £H 7 R ENEZ SRS AWS |, BBERERSHFESLTETAR
MR ERE,

156


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html

AWS X [t RAriEmE

AWS X ZBENEHMIGREE

AWS Identity and Access Management (IAM) AWS RS AT LA BN B 1B R Z £ iR Hx AWS &R
M IARIABR, IAMBE RIEHIW A LU T B HRIE ( BF ) MR (BNR ) EH AWS Xz
Ro IAMETHE X8 FZREIAIEA. AWS RS

F&
¥

5

- ERASOHITEHRIE

- EARBEERR

« AWS XS ZBZH TEFRE IAM

« AWS X NEBEET 517 K =PI

- BEME AWS XEBEZE S 5 75 FRR

5>

¥

&5 AWS Identity and Access Management (IAM) A RSB RRE , EABURTEE AWS X1t
RIEZ AN A,

RSAP-NREER AWS XAEBRFSERIE , WENEER2NEREMENEIENNR, 4
REAEZH AWS INEBFINERTR IER , (RUREZEETANNR, 7HRNAEELRNREE
BFAMEERFERESHNR. MREFTLIEE AWS Payment Cryptography BIThEE , SR S
fRE AWS A BRIEZE B A E R,

RESEER — NREHTLTHN AWS IABBERIE , WTEEREN AWS XA BRBZEH TS E
WER., B0 TERHEEEN RS AP RFRIBLE AWS XNBBEWENMTR, RS, BLAEAME
BEREXFUARSAFNBRHNER, EEHRELNERUTHRNERESIAM, BEFEATHRATW
fAIfEA AWS ZAFIAMMNE |, ESFEAWS A ZBZEH TEFRE IAM,

IAMBRER-MNRERIAMBERER , MAREEZ A THRNAEERIEREEXN AWS T2 1BAY R
R, EEFAAEFTFEANETEHH AWS {ERNBZBRE RG] , BSHE, IAMAWS SRHBBEETES
13 B9 2R B R 45

M

PN 157



AWS RAPFiEmE
£ & 21T & 2R IE

ENRIIEE AWS FREHEILEEZNAR. BH4T AWS IKFRAF. IAMBF BASETIBE
IAMB &3 1T BB IIE ( ZF AWS ) .

EA A EABEY & MREENEREIL AWS BRE 5108 F. AWS IAM Identity Center ( IAM& {3
D) AP, RATANESEREHRIEUREN Google 5 Facebook EREFMEKE BRI REl, H&
DA ERERN , FNEEACHFEAAMARIRE THRAEH. HREAKSHER AWS &, fRH
EERENE-IAE,

BFEEHNAFER | S LIE S AWS Management Console 3 AWS 15[H[7TF, BEXBEZNEZER
AWS |, S (AWS &F AFERE) PR AEZEE AWS K,

WMRE AWS BURTEHFRIGE |, Mle AWS BEBREFLXEH (SDK) MErt1T#EO (CLI) , AEFERE
HEBRBNERFETNBRESE, NMREATFEHAWS TE  NIAXTEHECEBER, BEXFREENSEH
TEEBERNESZER , H258 (AMAFIER) FHAPIERAWS & A 4,

TeFERAMMEMRIESE  SURFEREHMZSERE. i1, AWS BUEAERZESHR
if (MFA) RiEEKFNZEM, ETHRESERS , B2HAAFERETYNZREES HRIEFNAWS IAM
Identity Center AP EMIAMHFHIAWS ZRAE 54K, IAM

AWS K F root A

BIZEf AWS IKF , BEXBER—NEBREN , ZEOTUATL2ERAKS FHRMERR AWS RS ME
Ro L H DI AWS IKF root B, R GIERIK P Bt 62 F A9 B8 - R 44 3t ik AN 22 40 & S BN T 15 )
ZH M, BARWESEERARAFNITERRES. RFFBRAFEIE , FAERAXERIERNITRIEA
FPRIBITHES. BXFEL root AFFHEZNESHTRIIEK , FS5H (AFER) PN %
ERA-ERNIAMES.

IAM F 7= F14H

IAMA P~ RIERER AWS IKF WPMABNARFERRKENRNF M0, EAENERT , BINBWUER
IGEFIEH , MARCIERBERDNFRZASFKHPIIENAMAF., BR , MREEFZEIAMAFKH
FIUENBEAS , RNBWERRBAZR. AXESZREL , H5H (AMAFER) PRNEHLRE
ERHEIER A BRI R 2.

IAME A RIEECIAMAFEESNE M. BREREAN SN ER, BRI FERARXR—XIENZIE
FIEENR,. MEEXERAF , FRATTUERNMMEBEAFNXR, fl , EaHEE—N NN
4, IAMAdmins R F1ZAEEBIAMBTIRENR,

A B M7 S ORI 158


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html

AWS X [t RAriEmE

RPREAeTE. AFE—5EMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MACRHARNEILE ETHRESELR , F5H (AMALER) FHIAMASH
15']0

IAM& &

IAMAERENIBEERFENR AWS Ik W11, EEIAMAFREL , BEREARTELR, EEFIE
AT IAMIE A AWS Management Console , AJUMAF IR EIAMEE (25 & ) o B LUET
A AWS CLI 2 AWS APIRERER B ENRERRKABRURL, EXEAAGHNEENESER ,
BEZH (AMAFER) FRRKABEBNEZE,

IAMEEIGFRHEPHNACELATERTRER !

- REAFHE - ERAREEHIENRE , BFUEACHNACGENNIR, HREFHHTIHR
R, ZEESACHEXBEAER FRARACENHNINIRE, BEXATHRESHRIINACHE
B, #Z2H (AMAFER) PHIE=AF50RMUER (KE) tIEZAG, MREFEH IAM Identity
Center , IEERENRE., 7 TERFIAEZNEHEHTHEHRIESTATABRNASR |, Ident IAM ity
Center 2 REXKIFHIAMAER, EXNRENEER , iI5ZE AWS IAM Identity Center A
EEPm RS,

- I@EIAMAFPIR-IAM AP AT URA—NMNAMAEE , IABFEEFIBNREBTRNNR,

- BKFIGR-EAAEAAMABEATEHMKSFHNEA (ZEENERA ) HREKS RHER.
BAERBRTERFHRNBRNEELSN, B2 , W FRELERE AWS RS , &0 SUN KR EEHm
AER(MAREAAGEIRE ), ETHRACGNETARNEKFHEXBANXSE , 5
BEIAM A P 38R IAM AR 19 B K 7 8 R 17 A1 AL BR o

- BRSGR — B AWS RS FRAHEA AWS RS RS PHIIHEE, Fln , HEBERSPIKITHE
B, ZIREEE S TE Amazon FE TR ARFEC25E Amazon S3 FE#EXN R, REAEESFERAX
HiFAN EENNR, EAKRSACRFERARSHERAERNITIIRE,

- BRIFRIKE (FAS)-HEFERAMAFRRABERRITRER AWS | BEUNERA. FARL
RGET , BAIBERIMIT—MNRE , ARLBREERMESHE S —MEE. FASERERZR
ABIBR AWS BRS AR AWS BRS B T iERFS A HIERHWER, FASRELARFZSKREZFESHM
AWS fEE RBRREFRETENIERN , T2k HER, BEXFERT , BEXREFRITXHEN
BRIENNR, AXRUEFASTERNNBEFE , FEREXTRLIE,

- BEAE-BRFAMAERBRFREBZNTRENAEG, IAMBEE R ATUERIFCIE, 15 30H M ERAR
SAEIAM, BXEZEE , H2H (AMAFERM) AWS RFHHLIEABUEZEIRNE,

- REHEXAC-BFHEXABR—MHEINBRFIAR. AWS RFBESTURARKENITRE
WAE, RFEEXACHNELND AWS KF |, HERARSAE. IAMEERGAIUEFETHER
HIRSHEXABHNR,

IAMA & 159


https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS X [t RAriEmE

« £ Amazon LETHNARERF EC2 — ZA FERAIAMA®EEEEC2EH| Liz1TH# XK H AWS CLI
= AWS APIERH N AR FHNIGEHER, XHLEEC2EHlhFM# A Z4AE TE., ENEC2EH2
B AWS BEXEHAMHEFENAEFER , BEEQE — MM IMENZEHIHRHIE E X, =461
BEEXHIESACHATEECRA LEZTHWEFREBIGMNIER. BXEZELE , BSRIAMAFE
EHNERIAMA®E 7 Amazon EC2 k4l LiziTHI N AR F TR,

AR ERER

BT LA AWS B o2 R EE O EM IS AWS SO A RKZHFAH RN, KEREPH -
XNRAWS | SEHFHHARREKN , ERELENR, AWS EEEA (AP, root AFHAGS
H ) RHERTAEXLERE, KREFHNRBERATERELER, KSHBRBKEUISONIHEH
AWS X FHETR. BRISONKBXHEEHINABTNESESR , HZH _(AMAFERM) FHJISON
REEBIR

EERWLER AWS JSONKEERIEEW AN TR A, WA , WA EET UM LR RINITER
1, UREFAZRHETHIT,

MABRT , ARFNARENRR, ERTHPNEMZRRIITRENNR , IAMEER A S0I2
IAMER RS, RE , EERATUAHIAMERAMEBEd , AFAIURAXESE,

IAME LB FERAM A EZHRITERE , REBLELZBRENNRE, 60, BRREE—IMANT
iam:GetRole BER KL, HBEZEEA AP AT LAM AWS Management Console AWS CLI, ZHIRER
AEEE AWS APl

ET 50 H RS

ETEHNRBETAMMBIS G (HIWAMAF, AREARAE ) BHISONMREMR 1Y, XLEX
REIZ G A 7 A S A ARG T BLRFRRITHLRE, BETRNMFUEZETSHNRE , 55
FIAMAFERERREAE S EERKE X EELAMKRER.

ETHMNRBA LR -SARNARKERIEERE, ARRBEEEZERAZNAS, A5A6H,
RERBEMIARE , SULCRENINERNSIAS., FANMAE AWS K/, HERBSE
AWS HERBMESTERE, ETHNAEEERBIARKE 2 ARTEE  B5SH (AMAF
ER) PRERE RN AR < B#HITER,

BT HIRM K

EF%RMIJSONKR RIEH MBI AR F W RS, BT %R S0 R SI5 AMSE B IS E HMHA
Amazon S3 FHBEK. EXRETARNERNES T  BSEER TUEACIRBHNEER

AR E R 160


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

AWS ZHEB¥ Tt
BREVEE . XN THEERM IR ZR |, REEE IS E A A BN 2R RIAT IR RE AR+ ARM
THIT, BUFEETRENRBEPEEEE, ZREATUEEKS, AR, A2, BERA/ T AWS

RS o

ETFRROESSMT RS PUABER, ATEEETRRNERAMBER AWS FHEEK,
TR 5l 2k (ACLs)

TREEFIFIR (ACLs) 2BHBLERTEA (KFKA. AFHAE ) ARBAERF. ACLsEETHIRA
REERA , RECNTEAISONREE KN,

Amazon S3 #l Amazon VPC i XM RSE RHIACLs, AWS WAFE T E Z{SEACLs , 5
QIS fE 217 RS A BB RHERIEF 5IR (ACL) BHiR,

HAth SRR A

AWS X#EFEMAANE NNV RBERE, XERMRBE T LIREE T AN RBERE @8R TR & AR,

« RRDA-NRLAR-—TERNE , AU EREFREE T H 08RG T AR IAMSEE (IAMA P
AR ) RTWEANR. BARNKMFRENRILR, IELERNREXGCET 50 REERENR
BRRE, # Principal FEEAFHACHE T RIFHN R ZNRLFRE, F-TRKP
MERXIELFEZAT. BXANBURNESEE , 550 (AMAFERE) FHIAMSE AR RSN
o

- PR IEFIKEE (SCPs)-SCPs 2 A WAARAL LA (OU) IBERANRAIISONEKEE AWS
Organizations, AWS Organizations & —HA TXNEN W BN Z AWS K~ BT HME
HEENRS. MRESAELPNFEIIEE , M SUFRS K (SCPs) MA TN E[R
FRIEMKF . JAAKFPHSEE (SEENEME ) BIXRHITTSCPRH AWS KFBRAF. BX
Organization SCPs s MINEZEE , 152 H (AWS Organizations A {ERE) H#Y R 515 I KB,

« BRIRIRHBIZKM (RCPs) — RCPs X JSONKEE AT A TIREK S A RFNRATARR , MEATEEN
Bt BB R BUURRIIAMER R, XSRCPREIK A P RIFHNR , A s 4 (2F
514 ) WEBNRE AWS IKFIRAF , TXESHREERRE TENEALR, Bx Organizations HEZ
{EERCPs , 3 AWS RE ZXIFMIIRRCPs , HZH (AWS Organizations FAAF1ER) HH%E
REEFI KB (RCPs)o

- 2EEM - 2EEBBLHBURBRAANAGTBKEAF RGNS ENENSBEENERE
B, FRLFNNREAFHAGHNETENNRBENSERBHRE, NREAUREETHR
R R, E—TURBEANENELRESZAT. BXRESZEE , HE5H (AMAFER) PHLEXR
B

a4 #l 5k (ACLs) 161


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

AWS X [t RAriEmE
ZREERE

SN REWRBEEA T —MERE , ERORREMERNELIRR, BT HRESRSHREEER
WA AWS ERBAWER , BSRIAMAF BB REITEEE,

AWS X ZEZEN TERE IAM

EEAEERIAMKN AWS XN ZBHHRNRZE , BNIZ T ## AWS A7 ZF A HEIAMIIE A #
R, B2HE T # AWS XNZBFEMEM AWS IREFHEAFRIAM , SR (IAMAFER) IAMAH
B E2EEERANAWS RS

E&
- AWS X ZEBZETEHNBEE
« EF AWS Payment Cryptography ¥rZ ) $4X

AWS XN BRIBZET HHHNEE

ERIAMET SRR SR EEATHELWRIENTR , URAFIELEENRZMS. AWS
INBBEXFRENRE, BRNRGEN. ETHREEISONKBEHERANFAETE , F5HIAM
RAFEEPHIAMISONER TESE,

81

EIE R A LAER AWS JSONKEERIEE BRI L, BR2E , WM AL AR RIMITER
&, BAREA ARG TIIT,

JSONZEMActionTTEMR T AT AT HERMH R SIEL L R AVERE, RBREBESXEKHN AWS
APIRERIE . WA -LEHIH | flaNgETREAPIRENRNRNIRE, A - EREFTEERKP
MITS MR, LM IREMRINABKIRIE,

ERE P IS REURFIITREBENR,

AWS X ZBZEHHREIRIEERIETNFERAUTES:payment -cryptography:. i ,
ERFEARIT AWS I M#FEVerifyCardDataAPHRENNIR , BEE N Zpayment -
cryptography:VerifyCardDataiRE@EEMAINKE P, KEBEQLMIE Action T
NotAction Jt®&. AWS Payment Cryptography EX T B —HRE , XLEREER T HETLUE
RARFZHITHES.
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EERMEUREESTURE  BEMAESHENRIT , MTHRR

"Action": [
"payment-cryptography:actionl",
"payment-cryptography:action2"

BT UERABRS (%) BEZMRE, i, BELELLEE List FFKMFTERE (Him
ListKeys Ml ListAliases ) , @¥ELATERE :

"Action": "payment-cryptography:List*"

EEER AWS XMBREIIXR , BSHAIAMAFEEPNAWS I HBEBEZFELHERE,

=R
EIE R A LAER AWS JSONKEERIEE WA R L, BREER , WM AL AR RINITER
E , UREFARHETHIT,

ResourceJSONKEH TRIEEENAREN —NHZNINR, BAKMETE Resource 5
NotResource t¥., REMZER , FHAREMN Amazon BEEH (ARN) BEERR. W TFXEFREBER
FEE (A RBRRNR ) BIRE |, BRI SAITILRE,

X TFAZFRRENRAOIRE (NI HRE ) | BEABES () EEUNATHRRERF.

"Resource": "*"

NRMEZARREEUTAHS : ARN
arn:${Partition}:payment-cryptography:${Region}:${Account}:key/${keyARN}

BXRERNEZEEARNs |, 3 5H Amazon FFRA T (ARNs) F AWS IR an & 2216 o

flan , BEEEAFIEEarn: aws: payment-cryptography:us-east-2:111122223333:key/
kwapwab6qaifllw2h3Efl , FEEAUTHHFARN :

"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabgaifllw2h"
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EEERTHEKFNAMAEY  BEABES (%)

"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/*"

HLE AWS XM MBRE ( BIUA T REZRANERE ) TEXNRERRERNIT. EXERRT , BL4HE
RABER (*).

"Resource": "*"
EEENMBEADEESANER , BFERAES , TR :

"Resource": [
"resourcel",
"resource2"

=

ELEFETHMH AWS XAMBBRN A , SR, AWS XNRBFET 558 K =5

ETF AWS Payment Cryptography ¥R HY %X

AWS S ZBFET & 4719 K& R 5

HKIABERT , IAMAFPNACLTNOIES SR AWS XAMERER, WiEFTEER AWS
Management Console AWS CLI, Zi{TES AWS AP, IAMEE A LB IAMKE , RFAFM
ABNHEMENEE R RRITRHEAPIRENNIR. RfE , B A SIURFIX LR N2 E X LR
HIAMA P84,

ETHNMAFERX L ROIUSONKE XL ZIAME T FHHRE , §35H (IAMAFERE) JSONFH
IR EOIEERR,

F&

- REmEXEK

« £ AWS Payment Cryptography 2% &
- AAPEEMHI]B SRR
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AWS EHEBY e
- B IEIE AWS XN BRIBENEN S EH

- BEBAPIsERIEERNRBIRITBIE

- BATRIEL RIRAVEED

REERIERE

ETEHNRBERE T EARBAELNIKS P, HRZMER AWS ZAMEZERIR, XERET
RESfE AWS KPP ERA, IR REETSHNRERN , BEEATEINR

- FFHAER AWS RE R H RO RENBRENR — BFBAAPMITERBR TR , EEANF
ZHEILAGIRTFRRNAWS FEEXRMK, BNERAMRARTAH AWS K/, RIMNEZWEBTE L
XHEHIRABIR AWS BEFRERBRE-SBINR, BXEZELR , HZH (AMAFER) F
HYIAWS FAWS E R M S TEIRREFEE R &

« NASRENRNR-FERIAMKREEIRENRE , AR FHRITESAFONR. At , BTNUELES
ERAT AU BEERFENITHERE , RN RERRTET, BXEANARRIAMBESEE | 1§
ZH (IAMAF1ER) IAMA Y KB AR,

o {EAIAMIRRE A B9 A3 — 25 BR 1 17 3] A BR - 48 A LATE 3R B AR 78O0 S A4 LA BR I3 1R AR 7 &R MY 1
BIPR. a0 , WA URE — N R EERIEEMBERBLAERKIESSL, MRRSERER
B 4EE AWS BRSSH ( Hlan ) EAY , Nt ] BAE A R4 KRR T3 RS RE TH RINE AWS
CloudFormation, EXEZELR , T2l (IAMAFERE) HMIAMISONKE TE « &4,

- f£M A 1AM ccess Analyzer BiE &R IAMZEKEE IR RN L 2RI BEM — A IAM ccess
Analyzer 2 IEFA MM BRI KR , LUERBEFSIAMERIES (JSON) MIAMER{ESE
. IAMAccess Analyzer 2t 7 100 ZTURBREM ATTHWEN , TR EFERLMELANEK
B, BXEZEL , BSHEIAMAFIERHPIER A IAMccess Analyzer 5iF 5K B .

- FEZEHORIE (MFA)-NREHNZHRFZIAMAF K root A AWS IKF , B FMFALR S E
24, EERMFAMMBRAAPHRE | BERBEPFINIMFAZY.,. BXEZER | HSH (AMAF
1B/ MFARREER#1TZ AP/,

BEXHPREMENEZEEIAM , F58 (IAMAFIER) IAMFHNZ £ HEXE,

£ AWS Payment Cryptography &l &

B AWS XfmEEs a8 | B4TRE - AKRENR. SENBRLAARFEFIENEFTFTXE
AWS TK P AWS X IMEZERFNFAEE. MREIENET B ORI ENRENRE™
%, NG S FERERTMET  ERTERZEBNXE (IAMAFHAR )
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NEHRX LSRR AILUER AWS XNZEBEFE , EFE/UT AWS FEE RN EX LK,
BREZER , B5H (HLER) FEIAMAF AR,

ETFRIRST AWS CLI SIRYAF R EREEZEH SR AWS AP, iR , ARFHRSREESR
MATHAPHREAR IEEC Y R4

RITFAFERMITE S HNR

WRGIEB A A FIAMAFREEMNAEAF SN ARMITERBIRE, HRBITFBEERT
A LREARURES AT K ULIRERN AWS CLI BXUR, AWS API

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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BEMB AR AWS X EZEBEMNENIE

/A Warning
ERBIBE T IHZANR , REFRTUXFRE, AR , FERREFNGEER,

FEHRGIF , BHFERT AWS IKFHRHIAMAFHE S AWS XA BBEEANNR , ARBAME
AWS X 3% 3% api ( ‘BFE ControlPlane 1 DataPlane &1 ) B8,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"payment-cryptography:*"
1,
"Resource": [
nn
]
}
]
}

BEBAPIsE R 5 E RV IR IR IT g

T RGIH | E38 @ AWS IKFFRIAMA PR TSN AWS XA EBFEHA2—

BIXBR , arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2hREFZEIR—2H=APIs , GenerateCardDataflVerifyCardData, #
R, IAMAPSEREHMRERERLEL |, flins DeleteKey ExportKey

BRALRBRA key WER , LA LLEFIE N alias BB,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"payment-cryptography:VerifyCardData",
"payment-cryptography:GenerateCardData"

1,

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
]

BRI 48 R R AV BE

/A Warning
BFAZEERTFERMALEANRHEE, EEBENRENREE,

FELL R | BB ARV AWS KPR IAMA F 75 RS R AWS SRR Z4R | (B8 ES X —4
BEFANWNR, AP NENRIGRAFERMN VerifyCardData  GenerateCardData , B3E4
EAFIEENZHBRA,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"payment-cryptography:VerifyCardData",
"payment-cryptography:GenerateCardData"

1,

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/*"

]

},
{

"Effect": "Deny",

"Action": [
"payment-cryptography:GenerateCardData"

1,
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"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h"
]
}

ST AWS AR E S0 MIBRNR

HWETHRET AWS XNBBENIAMMXFELER | FEATHFNER. BRIAMEZH — S HEHF
ZERR , BHZH (AMAFER) NEEREHD.
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W AWS XTI

BIEREST AWS XN FEMEAVEM AWS SRS RVAFEME, TAMMMERNEZAHKET
Fo AWS RELITHETE , BTHMW AWS XMNAMER. WMERBHEE L B3 RET ¢

« Amazon £3E8t CloudWatch¥5 1228 AWS BIRMEEZEIT AWS WM ARF. &0 UK E R R ER
iR, SIEBENHEGITE , UK REBRAZIEENIEFERZIEE RN R E B2 &8 D REE
WE. BlEn , &AL CloudWatch BRERFLE API IEEATER , REEEIE AWS X EBEFNEA
18, BXREZEER | 21 Amazon CloudWatch B 6/,

« Amazon CloudWatch Logs A&k, F#MIAERE Amazon EC2 SEAIME RIEH B & X
#. CloudTrail CloudWatch BET RGN BEX4HRWEE , HERIBERENBAE, BIEF
DESHAMERTRRENATHIE, BXEZEELE , 52 Amazon CloudWatch BEAF 15
Mo

« AWS CloudTraili#3k B IE B K P~ AR IEH AWS IKFHITH AP A MEXES |, HEFEEXH
L5 B RIEER Amazon S3 7M. B LURZIMLER~FIKFIEIT 7 8B3E AWS, BA 7B
wme, FANER (FH )., AEFPURE IP it AR U AENETE, BXESER , B3R
AWS CloudTrail AF /.,

o EAIZFE AWS R ZHBFAPIFEA AWS CloudTrail

FERIE K AWS REZBZAPIRIY AWS CloudTrail

AWS Payment Cryptography 5 AWS CloudTrail—IRSERK , ZRSEEAF. AR AWS iR
F1E AWS X ZBEh XERVIRENIER. CloudTrail A AWS T ZBHWAPIRIUERS
HHR. BRNARSEREZEFHANAATXNAPIRENRBAR, WRECIREBE , AN
CloudTrail E4 L& M E| Amazon S3 FiEHE , SIEAT AWS XTMBENEH., MREKREBR
B, BPAANUEEHENSHRLIERPEERHNEE ( CloudTrail BHIF®H ) B4. FRARE
#{E & CloudTrail , A LABEE[E P AWS ayment Cryptography & HEVER, K HiERW IP sk, i
RETER, MRREERAREMFEAESS,

ETHEZEE CloudTrail , & HAWS CloudTrail FAF {8/,

ES ]
« AWS P ZJZ B2 CloudTrail
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AWS 3 {3 8570 A5
o EFEH KALSE4 CloudTrail

- PRHIESH CloudTrail

- THEAWS SNBEBEFEFFEASXHEKE

- T AWS INEBFHEFEASTXHEEB

AWS A3 ZE S CloudTrail

CloudTrail &8I AWS KPR EEENIKS EEB. £ AWS XNBRBEHRREEDN , ZED2
EH M AWS BRS5 CloudTrail B4 —BIERESHALIEFRKP, EALEBECH AWS IKFHEER, #
RNTHRIIRENENH, BXRESZER , FERERASEHALIERKESE CloudTrail .,

ERZIEFEAWS KPP ES , 81 AWS INBRBZEHN |, FOIBRER. BREALY CloudTrail
BEX 4L E] Amazon S3 F#EE. BMIABRT , SEEEH AP OIERIRSN , ZRENNATAE
AWS [XiF, RERIZE AWS 7 XA XENSELH , H8 B EXHEEEEIEEN Amazon S3 71k
Mo WAL, BEUEEHEM AWS RS , Uit —S oML E CloudTrail BEFRENSZHHIE. Bx
BZEE , BZRTINE .

- BIRRERICZER

« CloudTrail Z#FHARSMEK

s AUTEIEELZ#SNSEZ CloudTrail

o BEUBCRBE ZANXEM CloudTrail AEI 4

« BEBSRBZSMNKFH CloudTrail BEM#

BONEARALCKRBBEEERERBERNAREE. SOEEEBTEHEUTRR

« BRI root 2 AWS Identity and Access Management (IAM) AFERE A H.
- BRECEAACERKEAFNGN ZEEU R HN,
- BREAHHEM AWS RS K.

BREZEER , 2 MCloudTrail userldentity Jt#,

EHEF kY EH CloudTrail

CloudTrail 2% AWS X igE | 5l
I, CreateKey. ImportKey, DeleteKeyListKeysTagResource, FEAKFrE H b4 EEEE,
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R EIEZEH CloudTrail

DEESHRABFREAR LIERRFRITHRRRENES , SIUNBERBEANEZ PIN. HES
HRIBERIABER T CloudTrail TiEFHABEES, EAILER CloudTrail APIsE#2H &7 AWS X
NNZEBEFEEHERABESHAPIRERTIER. BXEZER , H2H (AWS CloudTrail AF#E
) PRICFEBIESH.

£/ CloudTrail , BX4TERBRBHERFHRKREICFKMICEMLE AWS IFEBZAPIES . Eid
3 Pay AWS ment Cryptography B{#EFEEH , XM BIEEFERXEAWS Payment Cryptography
key#, AWS Payment Cryptography aliasi®EXER/E , BALESEBREICRNEERREEHN
( BFIEnfERA eventName 3EESRIRER EncryptData B ) kit — S AR BFICRE R, BXE
Z{ER , SR “AWS CloudTrail APIZ#” AdvancedEventSelector ¥/,

(® Note

EiJF AWS XN EBZHFESH , ELFTEASREMERES. RNBWWETARANSR
B4, UBRERIIFFESEH.

BESEH

 DecryptData

* EncryptData

* GenerateCardValidationData

* GenerateMac

* GeneratePinData

* ReEncryptData

e TranslatePinData

» VerifyAuthRequestCryptogram

* VerifyCardValidationData

* VerifyMac
 VerifyPinData

ERBBEBEHNFUREFNER, BXEZER , HSHAWS CloudTraill Efrs
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AWS ZHEBY A
T AWS XN ZBFEEFEBEXHRE

BEE—MEE , AFREHENBEXGERIEIEERN Amazon S3 7##. CloudTrail BEXX 4
BE—NEENMNEEFZEB. BHRKRKRBEMRENEMER , BEEXFERWRE. BEN BB
B, BERSHENFER, CloudTrail BEXHTREARAPIAANEFHLRRE , Bkl FTREM
1 EMIRF I

LTFROIERTER “AWS 512" CreateKey 24EH CloudTrail B&E% B,

{
CloudTrailEvent: {

tlsDetails= {
TlsDetails: {
cipherSuite=TLS_AES_128_GCM_SHA256,
tlsVersion=TLSv1.3,
clientProvidedHostHeader=controlplane.paymentcryptography.us-
west-2.amazonaws.com

}
iy

requestParameters=CreateKeyInput (
keyAttributes=KeyAttributes(

KeyUsage=TR31_B0O_BASE_DERIVATION_KEY,

keyClass=SYMMETRIC_KEY,

keyAlgorithm=AES_128,

keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)

),
keyCheckValueAlgorithm=null,
exportable=true,
enabled=true,
tags=null),

eventName=CreateKey,
userAgent=Coral/Apache-HttpClient5,
responseElements=CreateKeyOutput(
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key=Key(
keyArn=arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp,
keyAttributes=KeyAttributes(
KeyUsage=TR31_B0@_BASE_DERIVATION_KEY,
keyClass=SYMMETRIC_KEY,
keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false,
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)
),
keyCheckValue=FE23D3,
keyCheckValueAlgorithm=ANSI_X9_24,
enabled=true,
exportable=true,
keyState=CREATE_COMPLETE,
keyOrigin=AWS_PAYMENT_CRYPTOGRAPHY,
createTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStartTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStopTimestamp=null,
deletePendingTimestamp=null,
deleteTimestamp=null)
),
sourceIPAddress=192.158.1.38,
userIdentity={
UserIdentity: {
arn=arn:aws:sts::111122223333:assumed-role/TestAssumeRole-us-west-2/
ControlPlane-IntegTest-68211a2a-3e9d-42b7-86ac-c682520e0410,
invokedBy=null,
accessKeyId=TESTXECZ5U2ZULLHHMIG,
type=AssumedRole,
sessionContext={
SessionContext: {
sessionIssuer={
SessionIssuer: {arn=arn:aws:iam::111122223333:role/TestAssumeRole-us-
west-2,
type=Role,
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accountId=111122223333,
userName=TestAssumeRole-us-west-2,
principalId=TESTXECZ5U9M4LGF2N6Y5}
.
attributes={
SessionContextAttributes: {
creationDate=Sun May 21 18:58:31 UTC 2023,
mfaAuthenticated=false
}
.
webIdFederationData=null
}
},
username=null,
principalIld=:ControlPlane-User,
accountId=111122223333,
identityProvider=null
}

1,
eventTime=Sun May 21 18:58:32 UTC 2023,

managementEvent=true,
recipientAccountId=111122223333,
awsRegion=us-west-2,
requestID=151cdd67-4321-1234-9999-dcel@d45c92e,
eventVersion=1.08, eventType=AwsApiCall,
readOnly=false,
eventID=c69e3101-eac2-1b4d-b942-019919ad2faf,
eventSource=payment-cryptography.amazonaws.com,
eventCategory=Management,

additionalEventData={

TH AWS XA BRI FHIEFE B SR E

A LAk 4R BELE Dataplane B4 , HIh8EK LT Controlplane B , BEEES1EZ, £F P AWS
ayment Cryptography BiE P HRENE LM AN EEEHEY , BRI ELZERTHE “* H
BEECRE " HE. IRTAEEN , EEMLEBEKELINEAERBIERF,

LTFRBIERTER “ AWS (IR INZ” EncryptData 4K CloudTrail BE% B,
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"Records": [
{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTXECZ5U2ZULLHHM]G:DataPlane-User",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/DataPlane-
User",
"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"userName": "",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2024-07-09T14:23:05Z2",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-07-09T14:24:027",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "GenerateCardValidationData",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.158.1.38",

"userAgent": "aws-cli/2.17.6 md/awscrt#0.20.11 ua/2.0 os/macos#23.4.0
md/arch#x86_64 lang/python#3.11.8 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#payment-cryptography-data.generate-card-
validation-data",

"requestParameters": {

"key_identifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp",
"primary_account_number": "*** Sensitive Data Redacted ***",

"generation_attributes": {
"CardVerificationValue2": {
"card_expiry_date": "*** Sensitive Data Redacted ***"
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},
"responseElements": null,
"requestID": "f2a99da8-91e2-47a9-b9d2-1706e733991e",
"eventID": "e4eb3785-ac6a-4589-97al-babdd3d4ddos”,
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::PaymentCryptography::Key",
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "dataplane.payment-cryptography.us-
east-2.amazonaws.com"

}
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