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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

!

— b

= Sty

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

#n{al AWS Resilience Hub ik

you have checks in place to assess resilience
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Hub
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EFBEPNERNARFEMNZITIEE AWS Resilience Hub |, BRITENESIZUT AR :
- EMBEMNARFRE — EALHACHAFATRE. BENEFEMENNNARERER , AW
BREAEFNUEENZeM, IMNWERRSEUTHRS
- BREHHBNETNAER
o BEARSMHRE
o HEERE
o SCHER 1D AR MENRE TR

c IWEEEMELE — BEALACHNAFATAENARFREABENARFNLSERME, il
RREBFUTARE

« EHIEBCREHH R BRE
- MRS EES
« AXRBNAERFDERR
- HEFEEREK
- NAEFAEE-EALACHAFAMTBRNARFNSTAMNTES. NNRIEBEATH

o

7"
- EXATEHEN LN AREF AR DM < BB RAF
« NSEMFEEREALZYI
« FRIT X2 up-to-date :
- NARFEY
- BHREBERE
- GIRFE
- MREM{LE AR
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AWS Resilience Hub X iHH) &R

AWS Resilience Hub IR &R ( BIZNAWS : :RDS: :DBInstancef ) T4 X IF1E H o it &2 B A 12 5
MERERY ZIRAWS : :RDS: :DBCluster,

EFATHNMESXERSNRRAANTEAFNNIR , 55 Hthe section called
‘AWSResilienceHubAsssessmentExecutionPolicy”’s AWS Resilience Hub

AWS Resilience Hub X#&FXR BT AWS BREZFEIR :

- iTE
- TSHEETER (LSHEC2)

@ Note
AWS Resilience Hub A #%# A IHH Amazon BREBF (ARN) X3R5 AL S FEC2%
Ro FARNAE R ER AWS IKF ID |, 58 THARCERF P RIRAIIIEE | B AR RS
FEITH RS FES A,
- |[B¥%XX (BFH ) —arn:aws:ec2:<region>::instance/<instance-id>
- ¥ —arn:aws:ec2:<region>:<account-id>:instance/<instance-id>
BXHARNBRNEZELR , BSHFEN Amazon ECS HE T B EFHARNFER ID
B

« AWS Lambda
« 53 Elastic Kubernetes Service ( Y &i# ) EKS
- UEERMRRRS (LSHECS)
» AWS Step Functions
- BiEE
« 5% Relational Database Service ( XL 5#RDS )
* Amazon DynamoDB
* Amazon DocumentDB
« Amazon ElastiCache
- BEBMAANE DK
* Amazon Route 53

» Elastic Load Balancing
*#H AWS Resilience Hub &R 10



https://aws.amazon.com/blogs/compute/migrating-your-amazon-ecs-deployment-to-the-new-arn-and-resource-id-format-2/
https://aws.amazon.com/blogs/compute/migrating-your-amazon-ecs-deployment-to-the-new-arn-and-resource-id-format-2/
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- W&t (NAT)
. 176
« T 5 Elastic Block Store ( I 5#EBS )

- W5 ¥#h Elastic File System ( IL&#EFS )

* Amazon Simple Storage Service ( Amazon S3 )

« FSxi&EHA T Windows X4 IR 85HY 1L 5 2h
- Hith
I S AP 5%
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 AppComponents— £ &I 1% 5 R A N TR Fr & FIat 2 Bo 45 % R IR HY AWS Resilience Hub 4H
.

« B — NRARFRRE M
- KP-PBEMERIFR AWS 1K,

mERNARFERIR 42




AWS 3 RAriEmE

o b~ ©

10.
11.

BEERRIENRR , FEERETRARFESE D,
EMNNARFFRERER , BEEZER , REMREPIEZIERE IR,
BERTNRARERF ERRR , BRI TR,
ERRUBENNRARFRER , BERA TSR

a. ERERF , RAEMREPEFERHER,

b. EEMMHRREF K EEHENER , FER TR 3 FMINHEES PHHENSR , REER
EE: oy =8

C. ﬁ?}Fﬁﬁo
EnNARFEMIEER , EMNREPERRNNER , RARTRA TSR :

a. MRFRERETHRIRS , ERED—RMEREE,

b. AppComponent M TAppComponenti %l & FiEE —1,

c. ERFEMEFRARFERE D,

d. ERFRRFEARNTHAYMERIR ID, BREBHIER.

e. EFERM,.

BERERBREN , BEE—NHER , NBEEPERRERREYN , AETHATESR :

a. ERBRBVMEFHATRER D,
b. EEELEF.
BERBERFMAR , BER—IRR , NEFEFERRBRRINRAM , RAETRATIR

a. TEREFFIFEARNFTRAYMEER ID. BREHRER.
b. ‘BRI
EF i AppComponent , FiEZFRIR , AppComponenti\ “IE" hikR ‘B , ARTRUTS

R -

a. AppComponent M\ TAppComponenthi 5l 3k FiEE — 1N,
b. EFERM,

ERBRAR , EEE—NIRR , ARMNRESREERBREIR,
EQERR , BERRR , ABMNREFERTERIR.

“mEE R AR F B AppComponents

1.

EREBENNARRF , B%EZAppComponentsif T+, AppComponents
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® Note
BXX AppComponent BR#HITHENEZEL , BERENAEFHAHFTRNRRHITY
4,

ZAppComponentsZp 7 5l 7 RRIAANPAEZBAHGF. EAEL AppComponents B AT AR
"3l

« AppComponent nam e — £ XM iZ & RH N AR FE e 2 B4 1% IR AWS Resilience
Hub A48 & 7o
« AppComponent £ #- AWS Resilience Hub 4 #4HySEH,

s BEM-MARNEN, EBRREMUEHENNWNABRFPFEERHEFEAFSE, flu , MREE
£ 7 M AWS CloudFormation ¥t S AWNREZH , RESFEBEE@E AWS CloudFormation
FHHREREETE,

BRI - ERARXBKHNBERBE, EXRRETFHEER—N KT  BIUEEHMARNFIEX
BRRIR
2. ZEA|2 AppComponent , M “BRIE” HE %R “FTE" , AppComponentRAETERATTER :

a. TERFME AppComponent H % AKAppComponent& #. ERNSE , RINELFERP T LIE

7 T RBIEFR,
b. AppComponent MZEE T 751k FiEFEAppComponentK E,
c. BEBRRE.
3. EiYw% AppComponent , EEE— AppComponent , ARG AppComponent “BR1E” kR “UR
L= 8

4. EIBR AppComponent , iFi%#E—1 AppComponent , R JGi%#E AppComponent I 5 il Bk

NEFRINRFTERGE , BFEE—RER , RPCHEHONARFNERKRARITTER, EE1T
AN | BUMEAFREANNARR. EXUMAXGHRANEZEER | BSH A HHH
AWS Resilience Hub R AR FRA,

BENAREFANF

R ARFAH (AppComponent) 2 —4AMX AWS BIR , B MEN—NETRERM AW, Hi
m, MREEEHREEMBARBEE , WXHENHEERE TR —NEIEE AppComponent,
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AWS Resilience Hub B EE WL AWS %R a] LA T AppComponent Fh3E B EIH N,
f5140 , DBInstance R LAJE FAWS: :ResilienceHub: :DatabaseAppComponent
=AWS: :ResilienceHub: : ComputeAppComponent,

41 AWS Resilience Hub AppComponents X#FLL T &R :

* AWS::ResilienceHub: :ComputeAppComponent
 AWS: :ApiGateway::RestApi
* AWS::ApiGatewayV2::Api
* AWS::AutoScaling: :AutoScalingGroup
 AWS::EC2::Instance
* AWS::ECS::Service
* AWS::EKS::Deployment
 AWS::EKS::ReplicaSet
* AWS: :EKS: :Pod
* AWS::Lambda: :Function
* AWS::StepFunctions::StateMachine

* AWS::ResilienceHub: :DatabaseAppComponent
* AWS: :DocDB: :DBCluster
* AWS::DynamoDB: :Table
* AWS::ElastiCache::CacheCluster
« AWS::ElastiCache: :GlobalReplicationGroup
* AWS::ElastiCache: :ReplicationGroup
 AWS::ElastiCache::ServerlessCache
* AWS::RDS::DBCluster
 AWS::RDS::DBInstance

* AWS::ResilienceHub: :NetworkingAppComponent
« AWS::EC2::NatGateway
« AWS::ElasticlLoadBalancing::LoadBalancer
* AWS::ElasticLoadBalancingV2::LoadBalancer
* AWS: :Route53::RecordSet

g%&%ﬁﬁ%@ilienceHub::NotificationAppComponent 0
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* AWS::SNS::Topic
 AWS::ResilienceHub: :QueueAppComponent
* AWS::SQS: :Queue
* AWS::ResilienceHub: :StorageAppComponent
* AWS: :Backup::BackupPlan
* AWS::EC2::Volume
* AWS::EFS::FileSystem
* AWS::FSx::FileSystem

(® Note
B , /X AWS Resilience Hub FSx3 33\ &% Windows X4 AR5 88,

AWS: :S3: :Bucket

ES ]
- ENAEFAHPNERETIE

R AR AP RIRETDE

YNARFEERR AWS Resilience Hub —#2 5 ARt , AWS Resilience Hub £ RE&E A D FHEXE
RO A RHEER AR AppComponent , BEA[REH A ER B O 2B AR, I, ERISANARFR
H&EERE , 4 AWS Resilience Hub 11T A T3E3D :

- HEZNERURERBULLEEEH 2 H N FHEIR AppComponents AR & {4 A AT,

- 1R AWS Resilience Hub #8E T A LAE #1754 7 # R IR IR AppComponents , Il & RN BRE
HEMER , AFEES, B8R (FMBMIER ) RIELXLRIR. £+ AWS Resilience Hub , 7 EL4A
PTHBUMNEGERTNREZFENEEMNABEBENRRH#HITIENBERE. SEFERT AWS
Resilience Hub BfEE RN 90% H L , KRR ZAPHEREERN , NAEE—R, FEEGEX
& AWS Resilience Hub BEEN T 70% 1 90% ZE , R RZEAFWRFERMEXN , NEESHE—
&
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® Note

AWS Resilience Hub EEHTIEHWN DA , UEECTLAITEMS TN TEAFERTOMMGITH T
YERERPOLAAE BRI,

LT RIERSS AR RE

o FEBIREMEIEDHE— AppComponentZIERE T .

« J¥ Amazon S3 F MR HBIREH 2 HE —NE#EFE T AppComponent,

- Fhiz{THREMARFH Amazon EC2 32413 A EAEH] AppComponents

¥ Amazon SQS BAFI R HIEEBASI A E —BASI T AppComponent

« FLLFECSRFFAR —IMXE , 5 —IMXENTLLHECSRFEBRR —IMXET

AppComponent,
EXESEENSRERTRIEBWMNEZE S AWS Resilience Hub , RN T EE :

« AWS Resilience Hub &R 4H B
o FRFRRDH N AppComponent

AWS Resilience Hub &R 4 21

AT NEMAEFRERMNER TR D AEI AWS Resilience Hub,

(® Note

& LAME A AWSResilienceHubAsssessmentExecutionPolicy AWS B R ®
AWS Resilience Hub FEAFMENLEIAMIXRE, BX AWS REXBNEZER , BS
© AWSResilienceHubAsssessmentExecutionPolicy,

EERRDARIK

1. ESMERT &% NAERF.
2. EEANMEARFIE , AREEFERARTEABUNNAREFER.
3. ERNABEFEMEIFR,
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4.

MR AWS Resilience Hub B REERE , FRBREFEVWUEEMERR AEN. &N , EFxT
BATETBRUFHERRR AR :
a. ii?%ﬁj Ao
b. M“BE XEPIER REDAEL,
AWS Resilience Hub H#EZNER , UREBEBNMUREANHE L RABXER

AppComponents , MR & TR ERM ., R AWS Resilience Hub 1§ &K 53R 7T LA4A
eE—E K N2E T HERENESRE,

c. MREREEER 6 PREREFRUNEREMERARI AR

IBAILAE A LA 3% AppComponents 7 “B& R R AR &2 PR
« AppComponent & #-fFEH H AppComponent X¥ 7 R 1T 20 4H 8 & #ro
- BEE — RRDHABWPAWSHMEFLHNERFE.

o BRITH-RRNERDHNEREE AppComponent,

« AppComponent & — FRRZEH AppComponent.

BEEFESAREIR AppComponents

N -

dit
a7

(EERBRDAZWIRFHNSR , RARERELERE,

£ EFRRIERWN o , P EIRE ( AppComponent BFEL ) LEBEFEERERER
DI FTE BIR AppComponent, f1RIEH ZANEIEME , M| AWS Resilience Hub & & REIASE
R BIRHEEZ D |, ZIEP2FATEER I AppComponents £ & B# AppComponent3 #1749
H, %&FES AppComponent ER T HHNKF , UEFFEMEXRBETPHEE - ENMERR
AppComponent,

BRI AR T FEBENE “BR 39 AR AppComponent R 1T5HR IR

B ID-RREIRNEE ID, E% ID A TFiR5I AWS CloudFormation #4%, Terraform JR7ZS
X#. myApplications B AEFHPHRIFENET. AWS Resource Groups

Y ID — NRRD B SEFRFRIES |, Bl T#EC23E4] ID & Amazon S3 FiE @S o
KA RRBFEHRA,
AWS XiE-FRATERN XE,
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BESREIARI
1. EREFRRDPUEEUSEPIHNSR , ARRELIRE,
2. T 'EBEFRRDARW Ho |, EHAppComponentBFEZIMHNFIEEEE. EERBEN

3.
4.

AppComponent , FE1E “&3# AppComponents” {7 i A AppComponent #5.

® Note

ZIABERT , AWS Resilience Hub & RFIERBREDAEN. EFAUELNRRSA
BIWFIERE | BM “EH” AppComponents HEE DM TR K2 FIEE LRI S IE4,

1E$E Accept (%),
EEZRRDABRW MiFEPIER #F,

AWS Resilience Hub IR ERDER , MEEREEER. MREBRES TEROEBVUNF
£ NEERRIABRNUH P LI REBEAREZNIIER RS AR,

4T RDAEW

1.
2.

3.
4.

EREEFRDEAZWIRFNSR , RARERELERE,

EEFREIEBIW 2 , EFAppComponentB M EDMFIEERE, EERIGEN
AppComponent , BT “& 3 AppComponents” £ A AppComponent® ¥,

(® Note

KRIMBERT , AWS Resilience Hub ZRFIERRDEEN, EFEAUIELNETIRD A
BIIFIERE | BM “&E#,” AppComponents HEZEZD I TR K2 FIEE LRI S IE4”,

% Reject (3E4t),
ERELRFROABWNERZ— , REE ELFR RS EBRT XNFEPEF 4EL",

AWS Resilience Hub EZ R AIAMEREABTHWEEREIR,. MRERIELTRESHBUNFE  NE
ERRDABNISDLEREHKREZNIIERRES AR,

FHFEIRD LN AppComponent

AN BMAFEHFRFEDAEF , AppComponent H AppComponent [6] 7 B & IR 2 B 7 [F B9 4 R
AWS Resilience Hub,
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1.

o o kA w N

7.
8.
9.

10.
11.
12.

ESMERT , & NAEF.

ENARFREL  2RESESENRFERNEAREFER.
EERNARFSHIRTFR,

ERAIZEBFT , ERLTERRSHNARFRA.
EEFFIETR

%HB%E ID UM ERELUERES HNFERR.

@ Note
BRI F A MAY IR

EERRE , RAREENRFREITSEH.

AppComponent M “#%1%” AppComponent FTHIFIRFIEBREXN RRHITOAHM,

EERF

EE M HE g,

RN AREF SR,
ELEENABEFNERARAE , BEBRUA TSR

a. ERFETFT , EELALT HBIRARSH B ARFIRA
b. EFEFIREIF,

FRIR DB AppComponent

—

© N o g bk~ 0D

ESMERSD , &E NARRF.

ENABRFIEL , EREFEENMSEANTRNNARFEE N,
EENARFERETF,

ERAT |, BELTERRSHNARFERA,

TR RRIET R,

LB ID ZN K ERELUEERIR,

AppComponentM\ “BR{¥E" &8 FIEFE Bk,

E AppComponent M\ AppComponentX Al iR X &1 , EE L REH 5 AppComponent 2 # I ¥R

EWAELEHEE X,
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9. BEFRERDHENTRMEIR AppComponent , i AppComponent “i£$E” AppComponent Tz %
RPIEFERE R FIR,

10. &EFHRI0,

11. AppComponents MAppComponentsi£ I+ il BRFFE Z= Ao

12. EF M HT 2™,

13. ERNARFEWEIR,

14, EEBENABRFNERMRE , BERA TSR :

a. ERFETFT , EELAT HIRARSH B AREFIRA
b. EFEFIREIF,

KA HFH AWS Resilience Hub R AR FRA

BB ARFTRYT AWS Resilience Hub N AR RIR#1TEHREH%E AWS Resilience Hub N AR E
R, BIAR B AREFNFRAS G TR B TMA, WA MREENARRTRRNTHNHE
EHRMNIXSOPs , M ATREEE X 4 B AR FHFTIRAS .

R N R RA

1. ESMESS k& NAERF

2. ENAREFREL , ERNARFEW.

3. EEBENAEREFSEMETF,

4. EEFE M EHT L™,

5. HE“RMWMA EFEN B ER  WANARFREANBR , WA EHRNEIFRIABTR AWS

Resilience Hub,

6. EE KM,

R0 N AR AYRTARASET | XARASR BN SEIE (T3 A TG B AT IR BV AR AS . SN |, ESEHATIEM
Bden , ERRAREERFRAMEE.

EEREMNARFNFRAR , BRINBVWEETHNBEEITGRE , UBIAEHNARFDATESEN
HHREE, BEXRESTIHMENEER |, B85 EHRETHEE R M IT/E AWS Resilience Hub,
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EEPTA AWS Resilience Hub R AR FRA

RTHBBREMNBAREFENE®R , AWS Resilience Hub & RMAREF B ME 2 AEMNEBRA AWS

Resilience Hub,
EERNRAERFNAERA

1. ESMERD , &F NAERF.

2. ENARERFIEL , EBNAREFER.
3. EERNARFREHETR,
4

EEENAEFNBEATRE , BEEEMERAZBNEEMNS (+). AWS Resilience Hub %
AR “BER M HARA RERTNARFNERRANFIEZAPRAE, BoJLUEENARE
FREMRAREE ERR AppComponent, i AJRAE i xE R,

Beoh , EE T LA A A T i T 2 — R IFIE K

o BMRABWIFE — @A BHRIR N AR RSB WIFEE R

- ZAMNSEEEFE — ENALFERYS  FERERFERAEREATER - , N5
B30l PUBe Ay 45 R B 1T IR

o MEXTERE — EEATRAREN— , RAEERNA.

MREFEESCEERM |, FHEMASENEED P ARFERE , RAEMEEEL TSRS
RN EE RN, REERENA,

- MXEE — EiEEAHNSEEE , ERAT RS REE , REEENA,

& FH AWS Resilience Hub M AREFHNER
EENAERRR

1. ESMEST &% NARF.
2. HENAEFREL 6 ZREFHFEHZE2NRHNARR.
3. MEFHERERRR.

ERRET+FH , ZALBEZ AT ARERRRFPIRAR

- B4 ID— 2% ID A TFiR%I AWS CloudFormation 4%, Terraform JRZS 304,
myApplications B A FHHPHRIFEHNE . AWS Resource Groups
EENAERMA 52
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® Note
« Terraform AFEN TRV AFEREFAMERBNEM. Bt , N TFTHAEMEEZHRH R
R, BEEZE ID WAKBER- ®RIFERE,

- EEEMANRARFRENXSG , HAFRERE IDRNMS (+) . EEENAEFR
ROFFAESEA | FEEENRFENZE IDRINS (+).

EXAZTENRRIEBENEZELR , S the section called “X#E#H) AWS Resilience
Hub &R,

IRA — ¥R AWS Resilience Hub B8 41 LR &R M,

RRER - RFREBVMANARFNASHRE, 0, AWS: :EC2: :InstanceFBH—1
Amazon EC2 3£, XX AppComponent B#IEHITHANEZER , BSRENAREFAHF
B R R 1T 9 A

BEMR-WARNER, ERREMNUEHNNNARFTFEEHFAGE . X TFFIHFmm
WMAR , ZEESTT A, flin, REIEFREM AWS CloudFormation ##&S ARREH , W
RESFEEE MR AR IFME S TTE AWS CloudFormation,

FRE — wm ARMER,

AppComponent t ype — I AREVEE, W AJREIE AWS CloudFormation 3
#. myApplications S 25 AWS Resource Groups, Terraform JRZS X4 M FSHH MR

3]
Do

(® Note

HRBEER Amazon EKS £& | B4 AWS Resilience Hub M AREFH ARIE
REYE IR,

Y3 ID — NiZEREFRD B AIFRIN , B0 Amazon EC2 324 ID = S3 FEE B o
24% — 1R AWS Resilience Hub E/FxXER RIS ENARFER,

AppComponents— £ & I 1% 5 R H N T2 Fr 45 FI it 0 B 45 1% IR AY AWS Resilience Hub 4H
.

B — NARFRBENER.
ik -HEWER IR AWS 1K,

4. EERREHEHN.
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Rl EX AWS Resilience Hub R AR F
EiRE 50 M ABRFNERARBRHIGE , BAEMBR—IBSANARER , RAETEFNEZRAER,

MER AR

1. ESMBERYT  && NARF.

2. ENARFREL , 2FERRONARR.

3. %&$R Actions ( B1E) , AAFiE$E Delete application ( BRI FATRER).
4, EWIABER , BEMBREDRABER , REEERBR,

NMAEFEESH

AWS Resilience Hub £t 7 —fhm A#l&l , AT WEEXSENNARRF AN R RNEMES,
AXEEER | AWS Resilience Hub S E R AL T R0 IR H IR F BV ML,

NMARFERESHRETH TX AWS Elastic Disaster Recoveryi2 B Xigi kB TN e E B
S8, BULBIUTAHAXRRERESH

- TR —RHEEENNAERFXE. S0, RAKBEE.

- BH-}ERE AWS Resilience Hub ERIZ2HEEWER.,

s SH-RABETHNAINENFAEE | XEFMEE AWS Resilience Hub AT R EHW R AERF
RBHEEN, 57, kSBNER -/ EER XM — N KBk R E,

EHNAREFERESH

KE D R REF BB B S 3 AWS Elastic Disaster Recovery A A NARRF , AEEEHMHEM
BREEx>8

EHMNAEFEESH

ESMERT , & NAEF.

ENARFREL , EREERENNARFHER.
EENARFEESHETF.

EEEN.

FEMKS ID A RBEBKS 1D,

MEE T HFIRFERRBESXE,

o a0 A w N~
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® Note
MREZA IR , BN TRIIRPERE,

7. EBREHHAKRM,

ERM R

AEDNTBMANEHNRARFOEH MR, EHRERMRBELRRS T HNAREFEERES,
HMRKISEEMER , EUUERAXEEEMBRRITEENNARF RS TUMNFITEE (Him
Bir, B, TARKHEAWS X ) FiRE. XERBF2ERSEILWEGENAREF. 2MNARFA
BB ER RS

Bl M RRERT , WA EN B - IRERBEIBE#R (RTO ) MMRERBHR (RPO) » XEBHRRET N
FEFREMFEHMERR, MR MIENRARFEHZTEETN, BAURNEHNEAEPTERER
W AEFLIETRN R, Sl XNRENARFNELERBSEAERENARRTRE,

(® Note

AWS Resilience Hub St iFI&1E# MR R TO M RPO ZERFHAEE, HR , HiFUEMN
BAREN , TRENREITIVNEREETS, Hit , WREE RTO f RPO FEHPMASHE ,
N T TEME RTO it TEAE RPO £ RFZIET , F BEHWNARFNERIERSE
RiENER K,

SN SARBEH IR BRI EENNARFEE. ERELRE , AWS Resilience Hub {4 &8
B RREFF A R R R M R BE R AV IR 8 B A 1T &

BT AR N AR RO E B MR WA R R MR RO, SR ARG R AR F
MES , WAL ERAT IS IR,

AWS Resilience Hub fE A&/ RTO M RPO BFRREES X LA T EE PSSR pY3 4 -

- RAREF - EXRFENRGRSHHE,

- =EMRE - ZXEH , Hla0 EC2 =4,

- EMEBRITAX (AZ) - —MNIZANTAXTAHA,
- EMEEXE - — M RSNMXFBRATA,
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AWS Resilience Hub fER8E% 0122 B E LAY R MR UERARINEENT BITER MR, SIZ2EE
SRR | B A MR BRI R | HERENENRBANERRINSE R, XERRIE  EMf 1T
BOBRSS . RBES. xB. EEMIEXRE,

BRRESENNARFRIINER, Fl , BRLHERRZREFRNKRBRE , MFAERENA
BFRAXAFEXERARF. FARINNFERRN , BUERESMEERRAYHERBEUAR RS
MR B X2/ RTO M RPO BrfE. MALXLE , BAILERERUK RTO M RPO B #r,

S ATE SR M SRR R IR SR |t T UE AT L AR Y B BB M SRR
B E R MR

£ AWS Resilience Hub , AT A2 M KL, MR ISEEMESNR , AT HEENNAERF
BER MR A ( Flanser, BH,. TRAXEH AWS Xif ) hiRE, XERBTESERXRESEERN A
BF. ZNNAERFTUEEHEBRNRMERRE,

SIEM MR | B EVIRERBE B (RTO) MikE KB4 (RPO) B¥r. EETIFMEN,
AWS Resilience Hub EM 1T N AR EE TS MR IEH E N B Fro

ZUEN S ARBEH IR R ITEENNARFEE. ERELRE , AWS Resilience Hub {4 &Y
B R A2 Fr A AR 43 38 M SR B R 9 B AR (T B

@ Note

AWS Resilience Hub /A F & E# M KIKEA R TO M RPO ZERFHAEZE, BR , HiFUER
BARFR , TREARKETNEREZEETSE, Hit , R EE RTO Ml RPO FEEFRMAZH ,
NE T TERE RTO MGt TEAE RPO £RFFIEE , # AEHWNARFNANIERSN
RIENER KR,

R E NARF RO RE A LI R MR PR, BT BIE AR KGR R VERE
MWIER , BB ERAT IS R AMIBR.

N AR G2 R R

1. EEMNSHEES  EENARRF.

2. 181 the section called “S % 8 : MINARBREFRMINIFE ", M the section called “FE 1 : WAL
AEFITR ERIXLERRE,

3. TEHMREEIS , EFROIEF MR,
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N o o &

10.

11.

B2 58 1% SR U ERF B o

FIRFQIE LA D | LR OEREE,

SR BERY B PR

(Al ) f ASRBRRY IR

Master key ( = ) N TRFIKRPIEFEU TR —

o EHuIT &ORS

- XBES

- EX

- BEERT

E TS

F RTO Ml RPO B#r , EEFRARF RTO M RPO T, EEFHMA—NKE , RAERBZE
P AR 2% 49 B (R 2L,

EEMREMNTAXHWEMIZE RTO # RPO TEEXEXH,

(A ) MREESXENARRF , WARFEEEXXEHN RTO # RPO B#F,.

BRXE, XTXE RTO M RPO Bfr , EEFFNAERF RTOM RPO T, EEFAA -
B, RARERZERTEE RN,

(AL ) MBRBRIFL , WA EREHE G ZRBERATIRE, BXNENESER , F5
FIAWS — kS E 5 r VIR IC 5R .

1%£$F Create ( ]2 ) BRI KEL,

T o8 M SR B AR B 8 R M SR

1.
2.

MEN SRR F | EEREE,
SRR BEED D | IR OISR M R EE

OB R NEFE o
WA SR EERY B PR,

(Al ) f ASRBERVHEIR
FRB LT ERTZ —

o Euh T BRORS

et 57
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AWS B4 0 il
- RBEES
- EX
- EERT
« JEXRE

6. XTF RTO M RPO B#r , EEFNARERF RTO M RPOT , EEHHWA—IMNRE , REERZE
FRACERAY AT (B B4,

FEEMIREN A XY EMIRE RTO M RPO TEEXLRE,
7. (") MRERESZXBNAERF  NWAREEELXER RTO M RPO BF .

BRXE. XT RTO M RPO B#r , EHXFRARESF RTOMRPOT , #EFHMA—IMRE , A
JEEBZEFTARAYET B £,

8. (A& ) MREFRMIRE , N ERERECERBAMITIHERE, EXGRENESER , B
FIAWS — kS E 5 m RV FRIC 5R .

9. %% Create ( 8IE2 ) UBIERBE,

R IR I AY SRS O 2 38 M KRR

1. NEMSMRESD , ERERE,
2. HERCIBFGERS  ERRERUNRMIEEREK,
3. HERMREEED , EFOIERM MR,

B2 58 1% SR B U ERF B o
4. Fa ASRMEREEH Ao
5. (FE ) MmARENER,
6. HEWHNBRMERBIEIT  EFHAERUTHAAENEERBER—

- FEXRBNARRF

- EENAERF

- XEBNARERF

- ERXBNARRF

- RBRESNARRF

- ERXBESNAER
- B ORSS
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7. EQEBMERE  BEFERE,

U7 [0 58 M SR BE RV IF 15 B

LT TR MR , ERBINEXRZRENEEAT . Bt UREZMIBRAS
HMHRBFAGESEANIEAE  HENRZL.

ES

EXRER

RUEBXEMRBHUATER : 8%, #BE, ZHR. AEXAREMNMEIZBH.
fhit TERE RTO M4 1T TR E RPO

B RE s R R A 1T TR E RTO Mk it THERE RPO HlTRE,
RE

ERALLMEEE, MM ERL N A EF SRS,

£ oM R BRI S B P 4R e o 1 SRR

1. MEMSMFEES | EFFRE,
2. TERMEREETH |, ST MR,
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AFHHT REH R AHENFTE AWS FIS 3£ |, L AWS Resilience Hub #1TE M iX FE S
Hip, BIFEEHEIM , AWS FIS RS AL TIRA
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. OEB-RREENIE S AWS Resilience Hub 8NN ARFE SR, R TENHRE , &
FXR RPMEERUMER,

o ¥049KHe-KRFT AWS Resilience Hub #EN XX BN ARF LM, RETEHH
BFE K BF ‘KR RPFMEDRDEIMHPIER,

o R — RREWSARFD AWS Resilience Hub AL HERNSSR, RBRETEHMNREZ &
FXR RPFIEARZIMHER,

- E@@ iR — RRIEH R AREF B AWS Resilience Hub BHERREERN IR, R TEHK

7, BF KR RPAEHRNIK, AXBENEBREEIRNESEE | FSHRSESH
BRIR R o

KB RIIE T HENAEFEE DB IE SN AWS FIS XK, BAIUERAUTEEIRS
AWS FIS 3£% :

- BESHR-RTINEHNARFHEN AWS FIS B4, & “RE RER “FAIRER ¥, EXT
AWS FIS KB R —Ma=R, MBEHREBMAIE AWS FIS BH 6N RERNHE L ETERAR

/BN 0

« JRE — KT AWS FIS R K H BT SKHEIRTS. B) “BSEHE”. “BR0 8", “R3KHe” M “SHERR"

® Note

AWS FIS 78 2 —T{XRIZHI B IEE , EEZANTELIERIE. ALk, AWS
Resilience Hub ToEXNE#ITHRE , T2 RB[IRERN “F U RER",

. HR-H#HIR AWS FIS BEH B 1R,

AWS Fault Injection Service SRR XM/ IRESRE

AWS Resilience Hub RFZRECH BN ERHNIRS. EXEZELR , BSHREEITMETHEN
AWS FIS SR8 55,

FT
- £ S AWS ystems Manager 2 #f AWS FIS SERIRITHER
« AWS FIS Mix £ I 5% Elastic Kubernetes Service 8 H1=1TH Kubernetes & 88073856 2k W
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fFF S AWS ystems Manager 241 AWS FIS SRR ITIER

iZ1T AWS FIS R f5 , T LAE S AWS ystems Manager F&E&HITHT .

1.

o & w0 N

L

#17E CloudTrail> B4/ $£12%.

EASRE ID AP AMEEH

& & % StartAutomationExecution B, &3k ID 2SSMEZI1L ID,

BI{E AWS Systems Manager > Bzt

EFASSMEZNL ID #&IA1T ID Mk HEE B LIFHAEER.

& T LA R 1E{T Systems Manager BaI{LR D HITIER. BXEZER |, 55H S

AWSystems Manager B3I {L AP ERE. MITRASHRERERITHEAGEEN “GASH o ,
BIE AWS FIS R AR HIH ATIESH

BERATHERNTEIRPNEESR | TUKRIBXRSIRRSMEMBSRIFENEE.

RWER

BT RENTITHMEREEENE L XMBR

« ERATRIR/ SOP KKz vl , REMBEHRER. X2FBEBICLIRPEIERES

KWBUEE : The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb0c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store.

- RER  EEFSTHEIRIAZIRZE , FRAEIAXERH DI LERBER,

- HITABRINIR. IREHNNITASRIONRALAELSRERS  WabILEREL.

KWMUEE : An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details.

- MRIER  RUESRENPTAGREER., MRETHLERE , EFRNAENIRIEHETIT

fio

« MITRERBEBIMBNER. XRATSH T EBINETBFILRIBIERK,

RAWCHE : TR, B RERMEMEIRER.
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« AR EREFHAANBHONZINSRZE , BREWASBEHEFENTHIR , o
AWS FIS KB IT AR

AWS FIS i 7 &b Elastic Kubernetes Service 8 HI1=1TH Kubernetes & 88073k
I kW

DT REMNRT S ER+IZ1TH Kubernetes RESETE M & WEKSIE 5% Elastic Kubernetes
Service ( L5 i# ) BFE : EKS
« AWS FIS £ 5 Kubernetes RSk S HIAMA B E R EH,

- RWBCHE :

« Error resolving targets. Kubernetes API returned ApiException with
error code 401.

* Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details

o ANRIERE : WIEL T AR,
- WRIECIHRBER AWS FISaws : eks : pod & 1E7 B i3 BA Bt 1TIR 1E,
- BRECUEHLE T EELERBACHRMEHT A ZEE M Kubernetes RS 1K F o

- BRESHEHRNIAMAR® ( S ANi% AWS CloudFormation H## K% H ) B 5T 2| Kubernetes
AP,

« IEB3I AWS FIS Pod : ERFIAMIERBHNREKRE. HRNEFRZIZETT s AWS FIS idecar B2
B, BEAEZEXMER,

« KMGEE : Unable to heartbeat FIS Pod: Max failed sidecar containers
reached,

o XN BELERN-MERRBREESARABSL  EHRETRARAFRE -, WECPU,

o XRTFHRABERIE XK. HTHXNERIEHRER , RHIEIR
« KWMGEE : Assertion failed for the following alarms. HIHETE XMAFTEER,
o AFIEE  BRABIRERZLET Container Insights , FBBIRAKRIFE (&TF ALARM RS )
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AWS 355 RriEE
T RS T B

AN B AWS Resilience Hub Bt FAEIFHESE TN ARFRE M,

AWS Resilience Hub 1238 M 58 , ZoBNRRNMABRFHNEMERES. Z2BRMTNARFERE
NMARFHEMRE, B, RERERRF (SOPs) MRS ENBRNNETEE. BENARFERAN
BIRER | AWS Resilience Hub #EFERSOPs , H XS B 1T — AN,

BRENEESEE 100 7. ERBRURSHIBIRED , EXAENARFPRNMEHENE
RAMiX, SOPsHIIn , AWS Resilience Hub BIUEH —PNEIRF —NEIRB 1T —XMIASOP, Mt
BITHAMRERHBIXIKSOPH, MRENIKINET , HENARFASHEMERR , WHEBM S
FEEHET 100 5

E1TERITM4E , AWS Resilience Hub 12t 7T NN AR F P HEBRIBERIHIET, E T HHEBRIE
oSN | WA THNIEN, B, BAUUENENBEFTSSHERNEN T HTH

BN, BXRBEFEMBRBRUARN BNV EZER |, HSHthe section called “@ & HEBRIEIEE
Xo SOP

mRNAREFNEED

LA BN SEMREFRFRFERINARFREENARFN BEDH,

M\ I TE AR 1 ) 58 o B
1. EEMSHERS , %#B VPC Dashboard,

2. GERERREBHNARFREESHF  ERZER 4 MNRABRF TASIRPEE-INZSINA
BEF.

3. BMEDBRETAARENRERFEMEDH.

MBI RSt o5 3

1. BEEMNSMKES  BERNARER,
2. ENARERT, I -—TNAER
3. EERE.

HUESBMRERNARFEE I BEEK—FWESE, AWS Resilience Hub ERAUATRERERTH
WEMEUMATESHEMESBMEEHRRNITIIIME ., BUEREENIT N IIREERIL :
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s EEENRENZYRTESHNAEAM I BMEETHVIRED | HERIRETUETF, &FF ,

AWS Resilience Hub FERATHEA :

« RTO/IRPO— R NBANARFHEMREPRNBANITHIMEEZERENIRERE (RTO/
RPOs), R EUENAREFN T EIREHPESR RTO /MRPOEFMAEFELE.,

 Bif — RTIFEELVNARFFIENHEERN Amazon CloudWatch BiR#E, &R ZE
UEEFEENNARERITRIREPEEIEER Amazon CloudWatch iR,

« SOPs— RREEELMNNARFEPILINSOPsEWNHE, ERESOPsUEENARFIT
HREPEEELENE,

s FIS—RAEEELNNARFPEENHENRNKE, SR ZEUNEFENNAEREN
HREPREEEENNR,

- EEFYMENEESBNENEGHNSE , BEBRIBAD. %R E , AWS Resilience Hub
ERUTAHEA :

« RTO/RPOEHIM — RTNAEFAH (AppComponents) ST TERF IR E BB AR
NARFEMEREPELNERMRENENRAEE, EREUEENABRFIGRESH
RTO/RPOHEH,

- EXHEIR — RSN Amazon CloudWatch BRI SEFRAMEEN N AR F# 4 2

BB KRERE LR, B ZE , EENNAERFNEGIREPER SN Amazon
CloudWatch 21k,

* SOPsB 3k — KRR ERMEHRERT M S EX N AR FHE %D BE R KA sE AR SOPsLE
B, EHRELUSOPsENAEFNITHEREFES S KEMNE,

« FISEXHEMNEW — RRSSEHEANIXA SRR EES E X R AREFEM 2 M 5 A Tse5E

PR, EFRZEUEEEHNARRITNRE P EEZEN I,
- EEFHMREBHIMBERN , BERRASTLUBRT R ESNFIRERWADBD. B

J& , AWS Resilience Hub FERATHEA :

- BUHREBH - RTIERMARFEMHREHONARFAHNTE, % RTO/SELNE
RPO , BIMfE N AR FIT ARG HEHEN R FHEFFHAEE,

o BERWY -RANEBNARFOEMEMERERIINITHRERY (FRARTERMELE
BRIZUIF ) » BRIEEBRNSEFMEERNENHERIITHER,

EEETEXTHRNVERERIN , BEBRRTEREI <, #E£+H /5, AWS Resilience Hub fF& R
THEAE :

« Bif — RTEEXHHHEEM Amazon CloudWatch iR E,
+ SOPs— RREEXEASOPSENUIE,
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s FIS—RTAEEXHRNHEENLHRE,

EEENARFTHRNBRMERIL , BEFECHRIED~, &P/ AWS Resilience Hub 28
RUTHE

- B — RAMNEHWNAREREFPHERNEER Amazon CloudWatch Bk ¥ E.

» SOPs— &RTMEM N AREFPHEBR HESOPs A

« FIS— RTMNEH R ARFFHRNEEN SN BE.

TTEHEETH

ATHNEKRBEBATATHESHHEXRENT>ENIS MNARFNREEI BN AN, AWS
Resilience Hub B8 AWS Resilience Hub & fh# &2 B ¥ 5548 5% B 2 F B FA 72 =7 19 3% 1 0 B TE RV P
BEREHNSEATIRIBENR. fl0, MRRET =22 08K , MoEFHR 13.33( (2/3)*
20) B. ZEFEESEAN 13 R BXARBPLAXFFEANNENESLEE , SN the section
called “HF TR AN E AppComponents I HR L T4,

BTS2 D RAEETIRBScoringComponentResiliencyScoreAPl, XX S HENE ZER
API , &2 ScoringComponentResiliencyScore.

&

- I ESRRUKENITS AN AR

C HERESBHAR

+ 18 AppComponents HIH MBI B 1 5 B AT

TREBETHATIHESHHEXREN TS Br LR, AWS Resilience Hub

TESMEICRENITIAFN LN

WAy iR NG Bl
NHBER FRELDE (0-100 0 )E T = ((Total number MREEHET AWS
(T) F £ AWS Resilience Hub of tests implement Resilience Hub &
B BB PKRIIEEM ed) + (Total number WY 20 AN A AY
BEBRAI M X BRE of tests excluded) 10 NN HHEBR T
) / (Total number 5 AN, T i
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of tests recommend BEENITERZE
® Note ed) mT -
BiIfEHMEIR,
A IR HARRMT T = (10 + 5) /
- 30 XA 20

s BEMNNREHR-RRE
AWS CloudFormation# Bl : T = .75 or
HEPOEMLEE AWS 75 points

BKIhiE1T , AWS
Resilience Hub =

Lk W I~ =C
RER HALN BRI CloudFormation #& 4 B
° B & AN i B 8

s HENNREH-KRT
AWS Resilience Hub 18
BERAREFEREZENN
=

o HEBRAVMR B2 - RREB
EMNNAREFPHERNE
WA E,
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o A4 iR YNG-¥ i
BREBEER PRAEED B (0-100% ) , A = ((Total number WRIEE AWS
(A) BT B Th SR R HE BR A9 L of alarms implement  Resilience Hub
b CloudWatchZHR%¥&E ed) + (Total number WERN 20 MNLG

( £ AWS Resilience Hub
HEL S# CloudWatch

® Note
EEHMESH,
B BER AL
TRUERES |, AE
AWS Resilience
Hub FEMANER
HE o

of alarms excluded)
) / (Total number
of alarms recommend
ed)

HoXNT :

- BENEBREH-RTE
AWS CloudFormation
BEEEPAEN L&
AWS CloudFormation
AR ELE R Amazon
CloudWatch 23k 53,

. HENBREHR — KT
AWS Resilience Hub &
BERARFRREEN
Amazon CloudWatch &
o

o HERRMEBREE — &
TEEMNRARFF
BERREV HEEHY Amazon
CloudWatch BRI E,

# CloudWatch
HwAPERET 10 N
BHEBRT 5 ML
5 CloudWatc

h B3R , WL 5%
CloudWatch ik &
=EENITTESE
wE

A=(10+5)/
20

Bl:A = .75 or
75 points
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SOPEEEE  fRELDE (01000 )E S = ((Total number WMREXHE T 101D
(S) F R IIEHESOPSHY 7 %K | of SOPs implement , BFR3FE AWS
HHEBRTE AWS Resilience ed) + (Total number  Resilience Hub &
Hub ##&ESOPsE i+, of SOPs excluded) W20 SOPs 4
) / (Total number FRY5/NSOPs |, M
of SOPs recommend SOPEESBEMIT
ed) EHENMT

O NHWMT

« SOPsEEEMNEE —
KRR AWS CloudForm
ation & A P RIEM &
& AWS CloudFormation
E AT SOPSEL B &
o

* SOPsHEM EH-KRR
AWS Resilience Hub &
TFRARERFRRIEREHSOPs
HERE,

- E@@ SOPsHERREY B3
-RRSOPsEEMNN ARE
FRBERRIHEE AR

S=1(10+5)/
20

Bl:S = .75 or
75 points
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W HEH iR NN Al
RTO/RPOEM ETHESHBMREMWNA P = Total weights MREHNARERF
% (P) BEFHRHELLDE (0-100 of disruption MR ICERT
7)o types meeting the AAKX (AZ) &
application's hihhegiie sl Engich
resiliency policy / MRS

Total weights of all
disruption types .

TREBTHATIHTEENNAERFOEES B LR, AWS Resilience Hub

(P) WitESZEW
T

- MRBIRET
RTOXEHFMRPO
BAR , PRItE R
EWME

P = (20 +
30)/ 100

El:P =
50 points

o MBERAKRIRE
RTOXEHMRPO
BAr , PRITHERS
EWT

.5 or

P = (22.22 +
33.33)/ 99.9

Bl :P = .55
or 55 points
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NMAREFNE ETENNARFHREHEHRE EAUATLAXNTESNN TESMEINRE
MO (RS) MREIRHECEMEDHK RAREFNHMESE : RS RNBEZEEN LN
(0-100 %) » BINNA (T * Weight(T) + /(1 N
ERN#EtsBRMEEI
KM A ESE. B RS A * Weight(A) + * Test coverage
= Weighted Average S * Weight(S) + (T) = .75
(T, A, S, P) « Alarms (A)
P * Weight(P)) / = .75
* SOPs (S)
(Weight(T) - 75
+ Weight(A) ' .
+ Weight(S) + ’ MeeFl?g
Weight (P resiliency
S, policy (P)
= .5
BINARFE
Mo Bt ER EN
T
RS = ((.75
* 2) + (.75
* . 2) + (.75
* .2) + (.5
*.4)) /(.2
+ .2 + .2
+ .4)

Bl : RS = .65 or
65 points
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TRHEATATIHENBARFAH (AppComponents) MR EM BN AR, AWS
Resilience Hub B 2 , R gEEI LA T Resilience Hub APIs 3k#§ AppComponents 7 #i 2 B FHHAWS

D

 DescribeAppAssessmentBA3R1E RSo

« ListAppComponentCompliances3REXRSaoFl RSA

1T & AppComponents 7 i3 B #y 384 5 BV A X

WA

iR
AppCompon
ent 15t A
KRB HME
7 () RSao

EEPU

2T
AppCompon
ent & 28
TSR A AY
o R B AR
HELDE (0
-100 77 )
iR
AppCompon
ent 15t A
REWHMED
BRMBEW
R HY IR
BE,

Bl : RSao =
Weighted
Average (T,
A, S, P)

WET, A,
S, PR&xt
MAPRrREH
P #EEN =
SOPs, EiR#M
2T R B
TTEESHBN,

NS

FEAUT AR ITESH PR
AppComponent FEfr TR A
e )

RSao = (T * Weight(T) +
A * Weight(A) +

S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

=

BB ERM RSao
RigMT -

* Test coverage
(T) = .75
 Alarms (A)
= .75

* SOPs (S) = .75

* Meeting
resiliency
policy (P) = .5

£ AppComponent fi
FR T2 B B 38 1 0 B
WEAZEWT :

RSao = ((.75
*.2) + (.75
*.2) + (.75
* .2) + (.5

* L4)) /

(.2 + .2 + .2
+ .4)

Bl : RSao =
65 points

.65 or
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W

(=
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ent () RSa KYy5#
a5

iR
AppCompon
ent

ETHREH
M R BERY
PRI D
(0-100
D). S
¥ AppCompon
ent RATEEIL
SRR I
5{E, Bl : RSa
= Weighted
Average (T,
A, S, P)

WET, A,
S, PREXH
FRAE#EN =
SOPs, E#R
MW MR
& it & 15 A
AppCompon
ento

>
I

8 A% 93 AppComponent 2

ERUTARNITER :

RSa = (T * Weight(T) +

A * Weight(A) +
S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

=~

FREZEUCEEEM RSa &
WA -

» Test coverage
(T) = .75

« Alarms (A)
= .75

* SOPs (S) = .75

* Meeting
resiliency
policy (P) = .5

B BNITER
7 AppComponent 4l
B

RSa = ((.75 * .2)
+ (.75 * .2) +
(.75 * .2) + (.5
*.4)) /

(.2 + .2+ .2

+ .4)

B : RSa = .65 or
65 points

TTEEM S &K

99



AWS 3 RAriEmE

aE:kes DU AN =~

=2 EEE)ES ETHREHE BRPMRENBESBERALT FIERUCEEMN RSo &

BWRESW  BEERGE  ARIE BT
(RSo) BT E (0 .
2100 % ) o RSo = (T * Weight(T) + A * + Test coverage
57 o S A Weight(A) + (T) = .75
Eﬁg_*ﬁﬁ;ﬂ S * Weight(S) + P * > Allams (B
Y EF=ANES Weight(P)) / = .75
B I « SOPs (S) = .75
{8, B : RSo (Weight(T) + Weight(A) + . Meeting
= Weighted Weight(S) + Weight(P)) resiliency
Average (T, policy (P) = .5
A, S, P)
W{ET, A, S, ST uleshi Eaidh: OEL Ay
PRET XY TR BWITERZENT :
BB #HE

MiASOPs, & RSo = ((.75 * .2)

IRAIA W + (.75 % .2) +
EWiTERY (.75 * .2) + (.5
"~ *.4)) /

(.2 + .2+ .2
+ .4)

Bl : RSo = .65 or
65 points

Weight

AWS Resilience Hub I EfE KA S E &S HB M9 BN E,

TRETRTEHR, . MiASOPs, 2WHMEREMPERENNE., FMRBEIENRARERF. &R
. ATARXMXE,
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® Note

MRIGERR N REE L XHRTOFRPOB R , N E AP R B NERAMEM , RE XL
X 15 B R AR B HI AR R o

15, MiLSOPs. KB EIRMNE

FREVEIL RE
B 20 R¥
SOPs 20 2 ¥
i 20 _¥
SR 40 K

PRTR B RNE
FR TR A E X X R E RENXFAHRNE
B 40 /I 44.44 S
ERti% e 30 A% 33.33 MK
AAKX 20 2% 22.22 M
X 13 10 R¥ TEA

FHREERWERZIZH M ARERF AWS CloudFormation

£ BRI WEF %R “8l2 CloudFormation AWS CloudFormation #4R” j& , AWS Resilience
Hub Bl — MNERNARFHNEEER. WERERRF (SOP) X AWS FIS EHRAEMR, AWS
CloudFormation ##R#Zf&7E Amazon S3 F& M , &7 SATEIRER W T E AV R 1F 4 E Sk~ H
EEFERMN S3 BE,

g |, TEHNIRERT —NISONERILE AWS CloudFormation #84x , ZERIEIR T B AWS
Resilience HUbiR A EBIRHEE, X2B N Employees B DynamoDB kY2 HIBR #E1R
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XM Resources #4#iR T DynamoDB RIVIEERFI B4 HERT 1 iBIEN

AWS: :CloudWatch: :Alarm B, XHNAWS: :SSM: :ParameterBRIBEEN T oHIE | XLETHIE
AWS Resilience Hub RIFEAHRERGRNARFNER TR ELZENERIR,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
}

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm"
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"
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},
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}
},

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9b19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-Q@-DynamoDBTable-
PXBZQYH3DCJ9",

"Type" : "String",

"Value" : {

"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}"
1,
"Description" : "SSM Parameter for identifying installed resources."
}
1,

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

},

"Description'" : "SSM Parameter for identifying installed resources."
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}

& AWS CloudFormation &R

ENERS AWS FIS BREXBENARFEFSOP , BRIEN A EZR2FEERNE —NERRERIMEBHE
RIZHI R AR FRERNERD, THEHIRENISONER SUHIRM T EAR P AR DynamoDB RIWE
B, AWS CloudFormation —MNEXMWNARFAREESESESRIR , HlMEANE,

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

}I

"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

"PointInTimeRecoverySpecification": {
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"PointInTimeRecoveryEnabled": true

I
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
]
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}

EATENABRFPHEERAR  CIEFTERERBRARERNNARFHERPHISSIA,

E Ltk , £ AWS: :CloudWatch: :Alarm BREN® |, JLUTHE :

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"

Bah o

"Value" : {"Ref": "Employees"}
£ AWS: :SSM: :Parameter BRENT , HATHEA :

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":

[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

B

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}\",

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld

\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

EIEHSOPsH AWS FIS LA AWS CloudFormation ket , BSXAHBEN S % |, SEERBSE

IDsE# N BMEFE R B chm RE s TRV ASEI M.

BN EAXS DynamoDB FREI 5| A , A LUAITELT AWS CloudFormation #4E :

- BHEVEBIEER,
s BMATERDPFEAERNERHSEER ID , IR AWS CloudFormation EEFHIRER , NS EHE
.o
106
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® Note

A LU R ES RN A EREENARFRIER , AWS CloudFormation i &k 5| A £
3% AWS CloudFormation PR RREH. ({ER , MREFBIHERS I HKRS T , MFE
ERE-—MERMKRZEZEEENEN, )

A, =T E (a0 Terraform by HashiCorp ) tb 8] B F & & E&i& HEEIXH (1aC).
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AWS Resilience Hub APIsF T AR EE N AREF

ERER AWS Resilience Hub 28RN EENAREFHNENR SR , AWS Resilience Hub &
A8 R FE 2 R A TEF AWS Resilience Hub APls, ZRE AR il E A I 2N ARF AWS
Resilience Hub APls, BiEE X THRITATENIRFAPISIA R AR MEN RN SHE. BXEZE
B, BSRHNATES :

« the section called ‘& M AREFE"
« the section called “EIT Mo BRER"
« the section called “IE B N AEF"

TR ERNARRF

EHRNARERF  YAECBNARERF , PEEMER  ARMNAARSANAEFRR. BXx<ATH
Z N FATEF AWS Resilience Hub APISIEZER | FSEUTEE :

+ the section called “BI2 B AERF"
« the section called “Bi &5 M KB
« the section called “S AR AR FRFRH LRSS VRE”
« the section called “& i &K N AR I o Blo MR BE”

2 NAERF

EREPRIEFNARERF AWS Resilience Hub , A A CreateAppAPIF IR — B ARF A,
BEXXAEMNESZEBAPI , 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_CreateApp.html,

BT 7RI BB g el £ AWS Resilience Hub A newApp 8 2T AEFCreateAppAPl,

WK

aws resiliencehub create-app --name newApp

e

{
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"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"

I M SR g

CIRNARERR , BLTERCERMERE | FERY T HNAREFEEIR
Mo CreateResiliencyPolicy APIEXIXSEMNEZERAPI, ESHhttps:/
docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_CreateResiliencyPolicy.html,

LU 74505 BB 2n{a] £ AWS Resilience Hub A FnewPolicy R &K B A TEF 6l
#C(CreateResiliencyPolicyAPl,

R

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 864003}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

oy
{
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {
"AZ": {
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"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

M ABRSARBHIERES NIRS
AWS Resilience Hub £ 7T A TR BAPISSKHR RS AN EARERF :

« ImportResourcesToDraftAppVersion— XAPIAFZENTRENHARERRSANAREFH
BERMRA, BXXAHEHNEZEEAP], 55 Hhttps://docs.aws.amazon.com/resilience-hub/latest/
APIReference/AP|_ImportResourcesToDraftAppVersion.html,

* PublishAppVersion— iXIFAPI& i N T2 78 #T R A< A K BT Y iR AN AppComponents, B3k
XA HENEZEBAPI , i5Z @ https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

+ DescribeDraftAppVersionResourcesImportStatus— XAPIS &K% R B M AREF IR
AR SEARS. BXRXAHENWEZEEAPI , S https://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeDraftAppVersionResourcesimportStatus.html,

LA 7R 455 BB f4a #£ AWS Resilience Hub RS & RS A N A2
FImportResourcesToDraftAppVersionAPl,

HR

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'
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W

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}

LT 7R 4503% BE tnfAT £ AWS Resilience Hub 8 S F 3 [a N AR FHRINE

J#RCreateAppVersionResourceAPl,

HR

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

W 5

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
},
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"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

LU 7R 4505 BA 2N 4a] 4 AWS Resilience Hub £ & S 2% RS AR
#ADescribeDraftAppVersionResourcesImportStatusAPl,

H3R

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

I I
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",

"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"

& 70 S8 09 LA TE M E AR AR AN H 50 B 558 1 SR g

EETIEZE , AAERTNARFWERIRE | 30 ERH NS AR A B,
K5 4R BLFI TR ) B REAR AR 3 49 S e S

1. BRERARFNERIRA , FHEAPublishAppVersionAPl, HXXHENES

S BEAPI| , 52 [[@https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

LU 74505 BA 2n{a] 4£ AWS Resilience Hub /8 & % 77 B A 12 F R Efa ki
ZKPublishAppVersionAPl,
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R

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

M 57
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

2. fEAUpdateAppAPIF M RNATERTHNNARFRA. BEXXHFTENESFERAPI, 2
[® https://docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_UpdateApp.html,

AR RBIERT WfAI7E AWS Resilience Hub £ FUpdateAppAPIH 58 4 3K B B A T B & B B
RRERRA,

HR
aws resiliencehub update-app \

--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

i Rz
{
Ilappll: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
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}I

"assessmentSchedule": "Disabled"

FI' 2 ={THEE AWS Resilience Hub 38 M4 44

REMARFONFERARS , BO4FJUSTHHEMTEHINER , LBAREVNAREFHEHEMERE S
;EME’\J1311‘IﬂEJ\fkRTO*MEl‘I'RPOIﬂE;o TSN NARFAHEESRKIEHITHHEERSOP ,
HiE HEBERFN R EW,

BEXEZEE , BSEUTES :

« the section called “iz 17 # % #2258 4 ¥ (4"

« the section called “f 3 5% 14 5K #&”

IZ{T 53 AWS Resilience Hub 384 44

EEHETHEMETME AWS Resilience Hub SR ERTS , BXTEAUTAZR : APIs
. StartAppAssessment— XA NARFAPIBIZFTN TG, AXXFHEMNESE

BAPI |, i5Z[https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_StartAppAssessment.htmIo

. DescribeAppAssessment— XAPHEIR T M AR R HESR T IEEHNEERS. AXREX
FHHEZEBAPI , i5ZHhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescrlbeAppAssessment.htmlo

AR 515 BA tn{a £ AWS Resilience Hub £ R 212 1T#TRY {4 StartAppAssessmentAPl,

R

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment
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"assessment": {
"appArn": "<App_ARN>",
"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

iy
utagsu: {}

AT 7= 4515 BA an{a] £ AWS Resilience Hub A P IE 12 1T {4 R ADescribeAppAssessmentAPl, &
AT BAM assessmentStatus BEFRIVFERE

H3R

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>
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W

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

1,

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

}
.
"compliance": {
"AZ": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
.
"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": @
1,
"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
}
1,
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"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

}I

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}I
"tags": {3}

REFEER
RIFRIPEE | BB T I R B I E4 RAPIS,

+ DescribeAppAssessment— XAPIEER A AR ER M RIERIENARFHN YIRS, 1AL, £81F
ATLAM complianceStatus ZEHRMEMMEIRE , HM resiliencyScore SRS
Rl NE MBS, BXXAHENEZEEAPI, 55 Rhttps:/docs.aws.amazon.com/resilience-
hub/latest/APIReference/API_DescribeAppAssessment.html,

 ListAlarmRecommendations— iXAPIf & A T4 Amazon BIRB R (ARN) SREVE R
B, ARXFHMNEZEEAPI, S Rhttps://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_ListAlarmRecommendations.html,
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® Note

EIRESOPHFISH AW | iF
FListSopRecommendationsflListTestRecommendationsAPlIs,

LA 7R 45115 BA 20 4a] {6 A iP5 B9 Amazon BIREB R (ARN) ZREVEREZ

W ListAlarmRecommendationsAPl,

(® Note
EIRINSOPHMFISHHA L |, FEHR

HListSopRecommendationsZListTestRecommendations,

HR

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>

I 51
{
"alarmRecommendations": [
{

"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referencelId": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourcelId": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",

"alreadyImplemented": false

et
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"prerequisite": "Make sure Amazon CloudWatch Synthetics is setup to monitor
the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

}
]
},
{
"recommendationId": "09f340cd-3427-4f66-8923-7f289d4a3216",
"referenceld": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\'">docs</a>).\n* Make sure that
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you've configured “log_group_name’ in '/etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name  in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

},

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceld": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10@-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceId": "rds:alarm:health-connections:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
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"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceld": "rds:alarm:health-cpu:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",

"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",

"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",

et

121



AWS L RAriEmE

"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "fb30cb91-1f@9-4abd-bd2e-9e8ee8550eb0",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceId": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

]I

"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

AR =455 BB an{al £ AL istAppComponentRecommendationsAPIZRENE BB ( BXUMES Y
BISEMERYEI ) o

HR

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

W&

{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

1,

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"
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},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
.
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

1,

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with

MinSize > 1",

"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on

Amazon EFS file system. No data loss is expected as objects are be stored in multiple

AZs."
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},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"

1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
}
]
.
{
"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
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"frequency": "Monthly"

I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
I
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

iy

et
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"cost": {

"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"

I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
1,
"optimizationType": "LeastChange",
"description": "Current Configuration",
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"suggestedChanges": [],

"haArchitecture": "BackupAndRestore",
"referenceId": "original"
.
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
.
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
I
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
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"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"
1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"

"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
.
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from
backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
.
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"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",
"suggestedChanges": [

"Add additional availability zone"

iF
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"
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LA 7R 45135 BB a2 AWS Resilience Hub i R F 36 & AR F R NAE
JRCreateAppVersionResourceAPl,

B

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

e

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
I
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
I
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

MRRDTABENNHEFRAERF
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#M AppComponent, AWS Resilience Hub /2 AppComponent fER A TR REBFERS AR
BANIRAPIs,

« UpdateAppVersionResource— X2APIEHNARFHNERFHAFEE. AXXSTHENESZER
API , & @ UpdateAppVersionResource,

« DeleteAppVersionAppComponent— iX¥§ AppComponent M\ T2 F PAPIMIBR, BXRIXFE
WEZEEAPI , S FDeleteAppVersionAppComponents

AR =515 BB an{a £ AWS Resilience Hub 5 F R E 37 8 A 12 5 00 & TR FH(E
EDeleteAppVersionAppComponentAPl,

R

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

I 51
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}

LA 745115 BA 2 4a] i B 51 T /< 51 AppComponent FF AWS Resilience Hub A &I ZEH K
AUpdateAppVersionResourceAPl,

R

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component
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I 52
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"
}
}

&R HEBRE AppComponent

AWS Resilience Hub /& AN R BRM TP HEERUpdateAppVersionResourceAPl,
EitERARFHEMEN , FRERXERR. BXXFENELFEEAPI,

S Hhttps://

docs.aws.amazon.com/resilience-hub/latest/APIReference/API|_UpdateAppVersionResource.html,

® Note
1R BEFRBRM B AR S5 AR AR LE BT R

LA 7R 5115 BA A £ AWS Resilience Hub £/ FhHER B A2 50 &
J#RUpdateAppVersionResourceAPl,

R

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

e

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",
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"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
I
"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
I
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
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MREFERRAFBNBBZANEM[SERES , W AWS Management Console A # 2 IREHEF.
Bl HE AWS AN RN R REF (SSO) #E# TR , ZERL B3 IBIRIESR. HEH)
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS L RAriEmE

RPahEREfEe  RAEURAGE , EE2E30RIGREILE. AXURAGHNESESR , F5H
(HPiEE) FMNAMAFTIRIIAMASE (BHE ) .

BRI BAER AWS CLI SRFF I ZIRBTES AWS APl, AR5 , B8] BUE AIX L B iE B 3 1T 75 15
AWS, AWS BUEEHAERGIES , MAREARKBLRAER. AXEZEERE , B R T IE
REUHBIAM,

AWS #E MR E R TFTR&1E
TERELIFRATE (FAS): 2

HEERIAMAF A BERNITREN AWS |, BEANEEAN, HRERAFZLRSE , RATESH

TR RARETENBRSHE S — M. FASERRARZREANNR AWS RF AR AWS
MRS @ RS A HERNIER. FASREIRSBEFEZSHM AWS RS HARRKE ST RETHRH

FRE , FRRHER. EXHERT , BLAEFRTIMBURFEAINER. BXRIZHFASEREHIK
RFE , BERERAL R SE,

AWS EE RO RS AT
XERSFAG R

RSABRA—TURSHAA. KREFITEREN IAM A6, IAM EE R A LAE IAM R oI, Sl
BRERSZAG. BXESZER , H5H (AMAFER) AWS RS HH 62 5 6 LU E ZRIR .

/A Warning

BEURS AN E AT A BT Resilience AWS Hub BIZhEE, {¥ 24 Resilience AWS Hub 12
HEXESHIRERS A,

HERONET HMOH AWS KEERHI

RINVERT , ARFMARENEIRRIEH Resilience AWS Hub AR, i1t TTEER AWS
Management Console, AWS Command Line Interface (AWS CLI) S3R#ITES AWS APl, EREF
APNAERRRTRENNIE , IAM EEA TR IAM Kk, EEABETAEAETM IAM %
B, AFAURARERG,

BT R A0AI6E X LR B SR B SO B R IAME T B0 BV JSONERE | IS HIAMA F s R iy &2 IAME
B (#2HE ).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS L RAriEmE

B X Resilience Hub EXMIREMETREE (I FEEHRFRENER ) WiFAER , HSH (RS
BNSZE) H# Resilience Hub BVIE/E, RIFEMZHZE. AWS ARNs AWS

£

- RMREXE

- £/ AWS B ROEEE

- ATAFEEMIIBCHNR

« B AT AWS Resilience Hub AR
- TR ARERF T

o BRI AR R i

- NBERNRREFUBHEER

o MBR4SE N AR F I HEEERR

- EARENREYERBETNARERF

R ERESREK

HETEMNEBRETEARSTLUELZNKF, FEIZE, 7R MR Resili AWS ence Hub #iR, X
LR ETIRESE AWS IKF AR, SIEREEET BRI | BEBUATERMEN

- JTRER AWS RERBARBRENBRNRE — BEFBEAAFNITERBR TR , FEAN TS
ERAPIRTFNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEESYELHN
EHRABIN AWS EFRERBRE-TBINR, AXESZEER , BZH (AM AFERE) F/Y
AWS F£EXKEE 5 TFREENAWS HEXEKK,

« NARERRER - £E£H IAM RBEIRENRE , TRETFRTESFHAENNR, At , EFE
N EBERGTAUNBERFRTHRE , A RENRTFT, BXEA IAM NARBENES
8, 5ZH (AM AFiEE) F8y 1AM B KB FER.

o R IAM SRBE B9 S8 3t — 25 PR 1 (0] A BR — 42 1] LA [5) 3R B 78 0 S 44 SR PR 41 3T 1R AE RN 'R R B9 1
|, flan , WA LURE — N REER U RIEEMBIERBLAFERHKIESSL, MEBRFRERE
HHENANER , BT AERZHRE T RS EENTHENER AWS RS , flm AWS
CloudFormation, EXEZELR , 25 (IAMAFERE) HHIAMISONEKIE TE &4,

« £ A IAM ccess Analyzer BF &AM BE LR R Z £ M TheEE — A IAM ccess
Analyzer KIEH I MIBH K , UERBEAFRIAMKIES (JSON) MIAMSR 3R,
IAMAccess Analyzer 12t 7 100 ZTERBREMNATHEWN , IBPHEFHERELNANKE, &
XEZER , B2 (IAMAFIERE) RHEEA A IAM ccess Analyzer KiF KB,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html

AWS 3 RAriEmE

- EEZBEHHRIE (MFA)-INRENIZEETEIAMAF DR root AF AWS IKF |, FITFMFAURS R
i, EERMFAMNBEHAAPIRE  BEREPRMMFAZ Y. BXEZER , B5H (AMAR
B MFARREIERH1TZEAPIAAE,

BX IAM HREIENESESR , B2H (AM AFEE) 91 IAM FH Z 2 RERE,

£/ AWS B ORE &

Ei5[A] Resil AWS ience Hub £#l& |, B4MBE —HRENR, XENBRBLAAFEINENEETS
X IRH Resilien AWS ce Hub BB FMESE AWS Ik, MMBABHE I ENRENEEN=ENET
SRR  NTHMTZRBWEE (AFSAR) | B8N EEMPEREZT,

BFRFJBRNIKIT AWS CLI FIRYAFREZEZEHENER AWS AP, iR , RAFHRSMEII=IRN
TTHYAPHR AR IR B AY 1R 4

NERAFNARMAT R Resilience Hub #2414 |, £ EENF AWS #4
WConsoleAccessEHReadOnly AWS EERMEHI MEIEHE, AWS BEXEZEERE , B8ZH IAM AF
EEHPH AP RINER,

LU REE R T R £ AWS Resilience Hub & 8RS MEBMARRHNR , EFRFRIR, B
S BRIX L BF R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
1,
"Resource": "*"
}
]
}

RTFAFEEMINE SR

WRBIERETLAMMABERR , UEARGTF IAM AREEMMEAERAF BN ERE. XK
BREIEERE A LS FEASRUERE S TR LERERN AWS CLI R, AWS API
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

5 5 7] A B9 AWS Resilience Hub B AR F

UTEBEFA,YHAA AWS Resilience Hub M AR RN R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
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RAriEmE

"Action": [
"resiliencehub:ListApps"

]I

"Resource": [

"

T s N A2 R iHE

LLTBERE T AP B4 E AWS Resilience Hub B AR F 34T 1EG BIABR .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

) BR B R A2 P 1T

LT R T AP MIBR4EE AWS Resilience Hub N A& F1F{E IR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"”

AWS #MERLRIAS 2 BEERR IAM
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RAriEmE

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

NEBEENARERFCZHEER
LT ERBEFRAP NIEE AWS Resilience Hub R AR F Bl #EEERAIR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

T BR 4% 7E B A F2 P B9 HE R AR AR
TR FHAPMERESE AWS Resilience Hub R AR F R HEERAARR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

AWS #MERLRIAS 2 BEERR IAM
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]
}
]
}

FRABENBEERRETNARERF
UTERBEFRAPERASERMERBER AWS Resilience Hub R ARFRHR R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:UpdateApp"

1,

"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

1,
"Condition": {
"StringlLike" : { "resiliencehub:policyArn" : "arn:aws:resiliencehub:us-
west-2:111122223333:resiliency-policy/*" }

}
}
]
}

REIAMA & FX R

AWS Resilience Hub RFEEANAERFETIHMINEEZEFANIAMAER, ETLIBEY 2 AR E
B AWS Resilience Hub , LAIRBX M AR RRN RiEZHRMNER, B2 , AWS Resilience Hub 1Y
BRUTHEE

- ETAEMNHRNR-LEGRENRIK,PENLMEAMN, AWS Resilience Hub F1ET LA EK
R ER R R R R R
EREETHAENHRNE , ZARLNSTTEUTRE :

« EEUE R RIERR ( AWS Resilience Hub ZBIUEfE
FAAWSResilienceHubAsssessmentExecutionPolicy#EEFE ) o
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AWS B g
- HEKABEWEEER , 21F AWS Resilience Hub RS T ABFL AR, MBEHKS P&

BRELEAE , U] AWS Resilience Hub 2E REIBZBEMNHA. BEXESEER , F5H the
section called “3F ¥ 6 : RENE"

® Note

MRERBEHBERAER/EEN , FEENFRNCTEMKSF , M AWS Resilience Hub ¥
HEEMKS R ERALABRMRGRBKSER, & , BAILARNS T HtKFEES
&, ZAeHATRBEAEAGEN.

- HENAMA F 5 R BR- AWS Resilience Hub [ EA L BIIAMA F 7 BN BRFER. HEWE
BT AR At , AWS Resilience Hub FIAMEL T B &R iH LI LEER

« AwsResilienceHubAdminAccountRole , £ X FiK

« AwsResilienceHubExecutorAccountRole , fEE Mk &
LAk R EEHTER , AWS Resilience Hub fF3181F
ZAwsResilienceHubPeriodicAssessmentRolef& &, {8

£ , AwsResilienceHubPeriodicAssessmentRoleRE2ER , KA EAURFEE A TN
PR, MEELINEE (HILEBEA ) e ERMPET.

X AWS 38 1% fp o0 B 43 M 1 (R 2 1T B BEBR

EATE R R M AIESEEEA Resilience Hub TS ATAE AWS & E Y & I R BRIAM,
ES ]

« RFEAIE Resilience Hub AWS FHATIRME

o BRILIINIT iam : PassRole
o BE AR AFEIERD Resil AWS K ience AWS Hub &R

T FE Resilience Hub AWS B {Tig4E
MREWRERETR , BHEELTPRITEMRE | N AMEFREE L R IFRITIZIRE,

YmateojacksonAMAF ZIXERAEH S EEEWmy -example-widget ®IRHFMERBRERE
IR REY , S HIMA T RAIEEIR, resiliencehub:GetWidget

HEDR 5
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKIER , LAFMER resiliencehub: GetWidget #
YEiH B my-example-widget &Ko

MREEBEERE , BRRENW AWS EER, FHNEERREMERZIEN A

EFAINAT iam : PassRole

MBREUNE —KEREE | BHEEATNNITiZiam: PassRolel®fE , M| AMEHIEH KBS LA TS
A ’BEi% 4 Resilience H AWS ub,

BE AWS B AR AGKEL1ZKRS , MTAREIRMNBSALIRSHEXAR, it ,
BB MEB T A ELEIRSHINR.

HEZAWIAMA FPmarymajor=id F %44 7 Resilience Hub 1 AWS HITIRMER , SHIILL TR
iR, BER , RELAEERSACHMEFHNERT THITIHIRE, Mary FTEEFABEIEIRS
HI A BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S L b 4T iam: PassRole #1E,

MBHRESHE  BHRRALHWAWS THE, FHNEEREZEHEREITNA,
REATFRUNA AT RIERE Resil AWS IKF~ ience AWS Hub &R
ZALGE—NAE  LWEEHKAFHAFREALAANARTUERZAGKG RSN ER, BT

BIEEEESEY , AURKAAG, X TXHET R R EZEHFIER (ACLs) WARS , BT
158 PR 3 L5 SR B 1) AT 4R T 1 ) S8 Y BR VAR BR

ETREZEERE , FSANUTRE

« ET#% Resili AWS ence Hub BREX X LLIHEE |, HSHAWS #MHEFOLRNMES 2B S FER
1AM,

 BTYHBIMIRMEESHEN TRV AR , 55H (AMAFERE) R/ AWS Ik @ EMaIAMA
FRMEFRNE, AWS K-

« ETHRNMAME=FRAERENEZRNIGEIRE AWS IKF |, FSREIAMAF TN RE=H1E
BiARBR, AWS K

REFR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

AWS B g

- ETHRIMAIBEESHRESRITRATRNR , 28 (IAM AFERE) PRALEHARS HRIER
AP (BHRERIE ) REHRNR,

- ETHEAACNETRRNRBHTERSHRNXS , HSHIAMAFEREIAM S # K~ 7R
7 E PR o

AWS Resilience Hub 5 R I RS &

BT LAE R AWS Identity and Access Management (IAM) SREE XY 51 F 12 5 &R 89 17 (R A BR H 61 2 &
RATRAFR. A5AENIAMEKE,

AT LU AWS Resilience Hub R T2 FELE 9 £ Athe section called “HAEAE” (IAMAR ) =

FEAYAIIAMAFPKER (UAR—4HATEKFNERTENMELAE ), EtAGF |, ST IN—
MR , ZRBEEN T AWS Resilience Hub TR E Atz AWS BRI NARFRZRERMENNER. BAE
AL MEARME AWS Resilience Hub BRS RS EKEE,

EEHENARFENNER , RIMBWE A the section called “AWS & FB, BALUFRAXEREERE
B , MEEMEAER , A LEEiENRRAEEECHRERHEIMRE, KETLESREZWN TR
AR H b m] 3% 544 SR BR &1 B P AR o

MRENMARFRBRUTARNIKS (HBIKS/FRKS ) B, AR ESELNNAREF TR
BMNKFPRE-IMHAE,

(® Note
MBEBATEAFRBRENVPCARET R , BHARVPCAIRT LK 1R FIREMRiSEGE
NBR., AWS Resilience Hub BxEZEE |, BSREHVPCA IR T 25 B2 X L in 17 2 /Y
18],

£

« the section called “EFEHIAMA &
« the section called “fi F 24 5] IAM F F~ 1 BR”

FEHRIAMAER

AWS Resilience Hub M ATiE X W EIAME &1 R IE1E 0K - SiHBIK /&R R ER, X
= 17 18] S8 1Y B IR B H#E EE A PR AR I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

AWS L RAriEmE

FB
« the section called “lEFEA®”
« the section called “A[E AWS Ik FH A€ H T EKF 5"

FREAR

AWS Resilience Hub A& A®BE— AWS Identity and Access Management (IAM) &€ , AWS
Resilience Hub A Fih R AWS lREMER. Sl , BRI LGIBR—NMAREAR® , ZABRENIFRIEN
CFNEREHAUENFIR. N EREEXNAE, EENEENARFARAEACHNESR.

BIENAREFN , FEERAEAFEA®, HBSEATRBFBIENA , AWS Resilience Hub #8EiX
NEEXRFEEHWER. AWS Resilience Hub A T EBELNEREAR , ACHNETRIELATN

AWS Resilience Hub R E 4K (r esiliencehub.amazonaws.com) ¥ EE R AIERS -

EERNRAEFNAREAS®  BMNEMERTERNAERF , ARMNNARERF REAREREHIE
BEHNR,

AR ENAEFAREAGTRINDIMERNIE , KREELNVNARFUACEATERANSRHRINARE
FRR,

FB

« the section called “EEFIAFRIZBAER/E IAM

+ the section called “GEAEEAE IAM API”

« the section called “fE FJSONX 4 E M EE R AL

EEFETUREAEAR IAM

AWS Resilience Hub ERF 171 AWS IREMER , BATERAEFHAEERFAFEIEBAEAMSE
B, BEXERAIAMEZEHACREAGNESZER  BHSEN AWS REtIEA® (245 ) .

EREFEEEKSHZAREAS IAM

1. M IAM $TFF https://console.aws.amazon.com/iam/ & &,
2. NemBER+PERAR K ABREZRCEAG,
3. LREENEEERR K EFEENETEBRBEOPEFITERR K REEET—F,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
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® Note
MRENFRLTAENKSF , WBAEBNINKFFRUE—IAG , AXNHMBIKSER
HEIK P SR

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "resiliencehub.amazonaws.com"

}I

"Action": "sts:AssumeRole"
}
]
}

4. FEARMRBRRAEONRREES D |, FIRE SRS MR REEAGR Enter P A

AWSResilienceHubAsssessmentExecutionPolicy,

5. EERE K ARBEET—-F,

6. HEABKAGENS A EAGCEVETRAM-—NABEN (Hlu
AWSResilienceHubAssessmentRole ) o
FRAEZFREFN +=, .e-_/"F &

7. (FNE ) ERREF , NFEER AR,

8. WiEE tlEABG,

RREACHEARGNMNIR , £ S| EETERE RN DR 2 . FMRRED PR HHE.
tIRAREACNRRARE (NREA )  CUNEENARFUAEAXER®R,
® Note

BESEHMNARRFN , BXAREHAMAF/ACN RAEAGKHian: passRoletX R,
B2 , BRFEHNXRENAZEITEN,
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AWS B0 il
EHAEEAR IAM AP

ACNEERR2OEEEARTFRAZACHNIE, EFEA AWS Command Line Interface (AWS
CLI) BIEAE , EFHAcreate-rolem T, EFEALGTTHR , BUIEERNRKETEKE, AT RANR
BRa0fAI @ AWS Resilience Hub RS R FHEEZABHNEFTE AR,

® Note
JSONFREFXBIF (1 ') #HITHENHERATEEIRE shell lRA T 7o

T~ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{

"Version": "2012-10-17","Statement":

[

{
"Effect": "Allow",

"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]
}

{52 Fl JSON X 4+ iE LAS1E SR &

FEA AEA S IMISONN XN ZABE UEEXRR , AR Tikcreate-rolef s, £ T EHMNRA
B, trust-policy.json BUUTHEHFHHN — N, BIRIZEIT create-role i 5T Lt R BL
E BB, create-role wSHHEHERERGIBMEF. ENACTIMNR , & Hattach-policy-to-
rolen ™ , REZB A LU R INAWSResilienceHubAsssessmentExecutionPolicyEEHKE, X
RERBHNEZE L , 3 fthe section called “AWSResilienceHubAsssessmentExecutionPolicy”s

T~ trust-policy.json

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
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}I

"Action": "sts:AssumeRole"

]

=il create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

s

"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole",
"RoleId": "AROAQFOXMPL6TZ6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
"CreateDate": "2020-01-17T23:19:122",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},

"Action": "sts:AssumeRole"

]

il attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

RATFEKFARBNAE AWS KPP AE—ik

BN E RN THB/ERKFHE , BUMESINMNKF P RIESE® AWS Resilience Hub = BERK Zh 1T
NN AREF. AEAESEEAREACAENRERL , BEERBEERN.
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® Note
UM ERRFIENHESIKF O EAE,

ES]

« the section called “FEIAMEZHI &R A B/ RBEK ARG
« the section called “FRAEEHE IAM API”
« the section called “f I JSON 4 E M EE KL

EIAMEZH & R ARB/RRKFZ2AG

AWS Resilience Hub E R 1F 15 A Hb AWS IKF R HY AWS RFMER | BARESNKFAPCIEA
&,

EREH S EIAMEH & R AR RKSZAE IAM

1. M IAM $TFF https://console.aws.amazon.com/iam/ & &,
2. MNEmERDEEAE K ABERGUIBRAR,
3. EREENEER FEENEEXRBEOPEFIUTER K REEET—F,

(® Note
MREEHBRBRUNTAENKS S, NELFEBNMNKEFEZ-IAE  FANEMKSE
A 4 BO K 7 (5 A SR B o

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
I
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"Action": "sts:AssumeRole"

}
]
}

4. ERMRPRTENNREME D , FEE SRS IFERERGER Enter @A
AWSResilienceHubAsssessmentExecutionPolicy,

5. EEERE K AREERT-F,

6. EHAGHAGERS  TAGENETRARK—HNBEER (HW
AWSResilienceHubAssessmentRole ) o

7. (A& ) ERRAEF , FEER AR,

8. FEEHEAEG.

EREACHERARJNNER , £ DR ERTUERE H DR 2 RIONR 50 PR &
o

WA BEEEMAAEAENI sts:assumeRole R , FHEBEBIEENHBEKFP PN AR,

MUTRBEMECCENS I HPACHAREARS

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",

1z
"Action": [

"sts:AssumeRole"

]

FEHEEA® IAMAPI

AENEERR2NEETARRTFRAZBBHNER, EFEA AWS Command Line Interface (AWS
CL) BIZAE , EFEAcreate-rolef®, EEALWSE , BUUIEENREERE, A TRGHE
BA#N{A @ AWS Resilience Hub BRFEHERFRA LN AR,
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® Note
JSONZFREFXBIF (1 ') #HITHENHERATEEIRE shell lRA T 7o

T~ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]}"’

BRI AEAEIMISONN XN ABENLEERE, £ TENRHIFP , trust-policy.json 2L
FHEEFHH -4,

{8 F JSON I 4 & USSR e

B LAEARMISONN X H N ZABE LEERR , AFE1Tikcreate-rolem T, £ FEH KA
# , trust-policy.json BUTHEHFHHN — N, BIIEIT create-role w5 IF Lt R EL
E A, create-role wSHEMEHERERGIBMEF. ENACKTMNIR , & Hattach-policy-to-
rolefi s , AT LA MMAWSResilienceHubAsssessmentExecutionPolicy BRI, BXIEE
KN EZE LR | 3 fthe section called “AWSResilienceHubAsssessmentExecutionPolicy”o

5l trust-policy.json

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :primary_account_id:role/InvokerRoleName"
]
},
"Action": "sts:AssumeRole"
}

T~ create-role
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

5l
{
"Role": {
IIPathll: II/II,
"RoleName": "AWSResilienceHubAssessmentRole2",

"RoleId": "AROAT2GICMEDJIMLG6EVQRG",
"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::262412591366:r0le/
AWSResilienceHubAssessmentRole"
]
},

"Action": "sts:AssumeRole"

7~ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

£ A ZHFIAMA PR

RS E A L RIMIAMA P AR BIZFZE T , BEALAE, B
fFAWSResilienceHubAsssessmentExecutionPolicy$E & KK MBI EHWIAMAF RSB AP
XKEHAG,
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BEANKFIRE

EF LERIVEEREEUN EIAMAF EAR —NKS E 20 MR REFR-ITTE,
RN RE

AP — NI A AwsResilienceHubPeriodicAssessmentRole LA{E AWS Resilience Hub
RITEIT RN AEX TS,

® Note

- FRETAENHRNE (FALLERINAREAEL ) N, FEERITHRHIR,
. BEEZHNLIMHA AwsResilienceHubPeriodicAssessmentRole,

AWS Resilience Hub Z 7 ¥ 1T 51t X G AR AVIESS

1. ¥F AWSResilienceHubAsssessmentExecutionPolicy B KM MBI AE,

2. RIMTHEE  Heprimary_account_idREXNABARFHHETIT
fHEY AWS Ik AL | SBA00 TE BT B A &R i< BR IV 5 R B
(AwsResilienceHubPeriodicAssessmentRole) , %K /2 1FiZ AWS Resilience Hub RS
BETRIITEEN AR,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"
1,
"Resource": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubAdminAccountRole"
.
{

"Effect": "Allow",
"Action": [
"sts:AssumeRole"

]I
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"Resource": [
"arn:aws:iam::primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"
]
}
]
}

THRIVEN A e EEKE ( AwsResilienceHubPeriodicAssessmentRole )

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"Service": "resiliencehub.amazonaws.com"

1,
"Action": "sts:AssumeRole"

}

]
}
BIKFIRE

MRIBEZANKF P FEA Resilience Hu AWS b, MIZEELLFIAMREKEE ., RIFBENAMG , 1
AWS IKF A REEEREMNPR, 7£1&8E AWS Resilience Hub # TN P ZEE , EEZEUT K,
Mae .

« FIKF -AWS SEFEHFQENAREFMESTIENHNIKS

o RE/FIRAWS IKF — FIREFTEMNIKF

(® Note

- FRETASNBRANR (ERALERINEBAESSE ) i, FTRENTHRIR.

« BXEEIH R Amazon Elastic Kubernetes Service IR E ZE R |, 551 the section
called “ig AX#&H Amazon EKS £&#) AWS Resilience Hub 15 R BR”,
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EKFIRE

BAMIE XM AwsResilienceHubAdminAccountRole 8 — N A H 2 1F AWS Resilience
Hub iF R IR FEERANZA R, LEESATIHRE AWS KFHEEENAENE —1MNAG, EXN
WA REERINR.

(® Note

- ABBZMMUIA AwsResilienceHubAdminAccountRole,

- EAMEEKFPEIE,

- BYEFNIAMAF/AGXTEREFAGKHiam: assumeRoletX R,
« it secondary_account_id_1/2/... RHE<KHHBIKFARRET,

LT REBANEHAGRMRTR AWS K- R HMEABHNFERARTENR !

{

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/AwsResilienceHubExecutorAccountRole",
"arn:aws:iam: :secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole",

1,

"Action": [

"sts:AssumeRole"

]

}

EER AR ( AwsResilienceHubAdminAccountRole ) EEFHIMT :

{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
},
"Action": "sts:AssumeRole"
}
]

T Bh/ R IR E

EE/HBIKFT P | BARBIE— N AwsResilienceHubExecutorAccountRole FERAU L
HENEEAACGUEBELAR, AT HAES AWS Resilience Hub ATFHEMN LSRN ARER
R, Rtk iEEEH R AR,

BR , BT AWSResilienceHubAsssessmentExecutionPolicy EBERKKMMEIAE | H
Bt iniR 1T E B B KRE,

WITEABEERBNM TR

{
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"
b
"Action": "sts:AssumeRole"
}
]
}
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AWS BYIEE KBS AWS Resilience Hub

AWS RERBEZHYEMEEAINT R AWS, AWS RERMEEN TS ELABIRMNR , LUE
BRI N AP, ANARDERR,

FicfE , AWS RERB AT NENBEASRTFRENRNR , BAENTHAE AWS FFE
A, BNBZWBIEHETENEAZSNE S EEHRERE -SRI NR,

BIEERAWS REFBRPENHONE, 1R AWS F3F AWS HEFRPENHNE , WEHLE
MiZXBATRBENMEZREASS (AP, ANAR ), AWS YHRESEIRMERS AWS RS &
FAPHZET AR , XBUBEEH AWS EE R,

BXEZEE , FZ6 IAM IAM AP EREP R AWS FEEXER,

AWSResilienceHubAsssessmentExecutionPolicy

A LU EA1K IAWSResilienceHubAsssessmentExecutionPolicyEBHIAME B, EiE1T
WhE |, IR mEM AWS RSB FHITIEMEE A RINR,

RRFHE R

ZRBRERME T RN RR SN S E 2 F#RS (Amazon S3) FEBAME
R AWS FIS MSOP#E1R, Amazon S3 F &MY B A MEL aws-resilience-
hub-artifacts- Fk, MREBRAEIHM Amazon S3 F#EHE , M AEFH
B (TR #ECreateRecommendationTemplateAPl, BEXEZER | SR
CreateRecommendationTemplate.

ZERBBEUTR :

« Amazon CloudWatch (CloudWatch)-3R BR&1EL B #h 1 s ¥ N A2 F CloudWatch ik B A
EXMER, A, Ffil&cloudwatch:PutMetricDatafl F .k #ResilienceHub® & Z=(E H
Ri FA T2 7 B3 1 5 8K CloudWatch $8#x.

« Amazon Data Lifecycle Manager — JRERH 12t 588 AWS Ik P < BRVL S B SR £ m A E =R
#REDescribef R,
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AWS 3 RAriEmE

Amazon DevOps Guru — ¥ 588 AWS Ik 7 <BX# Amazon DevOps Guru &BIRH 12
DescribeiX R,

I 5% DocumentDB — %I 54819 ik PP < BX A9 I &% DocumentDB ‘&R H N HIE#DescribeX
PR AWS

Amazon DynamoDB ( DynamoDB ) — 3 i F {2t 58/ AWS K /= X EX#Y Amazon DynamoDB #
JRHY Describe PR,

Amazon ElastiCache (ElastiCache)- 5#&#) AWS Ik 7 < Bk ElastiCache &iRi2#tDescribefX
PR

Il 5 # ElastiCache (RedisOSS) Ttk 85 (ElastiCache (RedisOSS) RS 28) — N EEBHIKF <
BXHY ElastiCache (RedisOSS) RS R E ERMDescribefX R, AWS

5@ it B = (AmazonEC2)-5| i &K AWS MK XBX i S EC2'R IR H R HDescribefX
PR

Amazon Elastic Container Registry (AmazonECR)-J1 S8 AWS Ik 7 < BRI B ECRE IRIZ
ftDescribeiX PR,

I o #h 58 4 R EFARSS (AmazonECS)-7 588 AWS Ik P < B i II B ECS BRIt Describeil
BR o

Amazon Elastic File System ( L S#EFS ) — N E&EH AWS Ik 7 X EBRI L S H#HEFSHEIRIE
#DescribeX R,

I 55 Elastic Kubernetes Servic EKS e ( L B ) — 5| 5Describe&rI MK 7 < B HYEKS I & i#h
TR RMEMEMNER, AWS

Amazon A EC2 uto Scaling — 5| i 5 &8 AWS ik 7 < BX#Y Amazon A EC2 uto Scaling &R H 1z
ftDescribeiX R,

Amazon EC2 Systems Manager (SSM) — 5/ AWS Ik P X BB SSMA RIZDescribeiX
BRo

AWS Fault Injection Service (AWS FIS) — 3l tH 5&#9 AWS K 7 RBXHY AWS FIS 210 FSR e 4R
FHiRHDescribef PR,

FSxi& Al T Windows B9 & X4 AR S5 88 (M S #hFSx)-5I HH 588 AWS i F < B 89 I 5 #h FSx %
SRR EDescribe X R,

5% RDS — 5| H5&H AWS K P XER L S #RDSHEIRH N HiZftDescribeiX R,
Amazon Route 53 ( Route 53 ) — B tH 548K AWS Ik /< Bk#Y Route 53 & JRKI Describe MR,

Amazon Route 53 Resolver — 5| B 5 &89 AWS Ik F <Bx#Y Amazon Route 53 Resolver &R H H
HiEMtDescribetX R,
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- UEEERBARS (AmazonSNS)-F|H SEH AWS Ik P < BRI S # SNSE R H 12

#tDescribetX bR,

- WS EERATIARS (AmazonSQS)-F i 5 &K AWS K X BRI 5 #h SQSH IR H 1=

ftDescribet bR,

- IOEEEEFHKRS (Amazon S3) Simple Service — % HH 5 &1 K 7~ < BXBY Amazon S3 &R

HDescribefRENE, AWS

(® Note

BTG , WREEREPRMEANEFZEEH , I AWS Resilience Hub FE A s3:

GetBucketLogging fXBR R Ih T iF L. {ER , AWS Resilience Hub HER—FEHHE |
IR HIER |, FIRHFMNRATERE, WREREIBENTRBAB MR R |,
T 1 2R

« AWS Backup — 5| Hi 588 AWS K 7 XEx#Y Amazon A EC2 uto Scaling 7R H 3R EX

HDescribe®™ R,

« AWS CloudFormation — %Il i 542889 AWS Ik P < Bx# AWS CloudFormation 4% £ B9 %R H 3R EX

HDescribe®™ R,

« AWS DataSync — 5l H 58 AWS ik~ < Bk By AWS DataSync RIRH N HiZHDescribef R,
- AWS Directory Service — 5| i 5&# AWS Ik 7 <BX#Y AWS Directory Service BiRH N HIE

f#tDescribet bR,

- AWS Elastic Disaster Recovery ( BHIEIRE ) — N E5EH AWS 0K XERH Elastic RN E 5

RiEHDescribef PR,

« AWS Lambda (Lambda) — %Il i 52Kk < Bx# Lambda BR3 N HEMHDescribeX R, AWS
« AWS Resource Groups ( Resource Groups ) -5l tH 588 AWS K 7 < BR 9 5 R A &R 12

#tDescribet R,

AWS Service Catalog ( Service Catalog ) -5/ i 5&# AWS Ik X BRI RS B FERHA N HIRE
ffDescribeiX PR,

AWS Step Functions — 31 i 5488 AWS 0K 7 5<BkEY AWS Step Functions &R} 5 HiZ
#DescribeiX PR,

Elastic Load Balancing — 5| i 5 &8 AWS K 7= 5<BX#Y Elastic Load Balancing 7 iR 312
ftDescribeiX R,

ssm:GetParametersByPath— A 1EALLNRKEE CloudWatch Bk, MiHI A EHNNAE
FEESOPSHER, Mik,
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AWS IKFEELTIAMKR T EEANRAF, AFANMASRMAR , M SR EBRHE

mE AWS BRSS Y A EX R

"Version":

"2012-10-17",

"Statement": [

"Sid": "AWSResilienceHubFullResourceStatement",
"Effect": "Allow",
"Action": [

"application-autoscaling:DescribeScalableTargets",
"autoscaling:DescribeAutoScalingGroups",
"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListlLocations",
"datasync:ListTasks",
"devops-guru:ListMonitoredResources",
"dlm:GetLifecyclePolicies",
"dlm:GetLifecyclePolicy",
"docdb-elastic:GetCluster",
"docdb-elastic:GetClusterSnapshot",
"docdb-elastic:ListClusterSnapshots",
"docdb-elastic:ListTagsForResource",
"drs:DescribeJobs",
"drs:DescribeSourceServers",
"drs:GetReplicationConfiguration",
"ds:DescribeDirectories",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",

N—

&

Rty
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"ecr:

"ecs:

ecs

"ecs:

"ecs:

"eks:

"eks:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

ecs:

ecs:

ecs:

eks:

"eks:
eks:

DescribeAvailabilityZones",
DescribeFastSnapshotRestores",
DescribeFleets",
DescribeHosts",
DescribeInstances",
DescribeNatGateways",
DescribePlacementGroups",
DescribeRegions",
DescribeSnapshots",
DescribeSubnets",
DescribeTags",
DescribeVolumes",
DescribeVpcEndpoints",
DescribeRegistry",
DescribeCapacityProviders",
DescribeClusters",
:DescribeContainerInstances",
DescribeServices",
DescribeTaskDefinition",
ListContainerInstances",
ListServices",
DescribeCluster",
DescribeFargateProfile",
DescribeNodegroup",
ListFargateProfiles",
ListNodegroups",

"elasticache:DescribeCacheClusters",

"elasticache:
"elasticache:
"elasticache:
"elasticahce:

"elasticache:DescribeSnapshots",

"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeReplicationConfigurations™"
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",

"fis
"fis
"fis
"fis

:GetExperiment",
:GetExperimentTemplate",
:ListExperiments",
:ListExperimentResolvedTargets",

DescribeGlobalReplicationGroups",
DescribeReplicationGroups",
DescribeServerlessCaches",
DescribeServerlessCacheSnapshots",
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"fis:ListExperimentTemplates",
"fsx:DescribeFileSystems",
"lambda:GetFunctionConcurrency",
"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:ListFunctionEventInvokeConfigs",
"lambda:ListVersionsByFunction",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeDBInstances",
"rds:DescribeDBProxies",
"rds:DescribeDBProxyTargets",
"rds:DescribeDBSnapshots",
"rds:DescribeGlobalClusters",
"rds:ListTagsForResource",
"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses",
"s3:ListBucket",

"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes"”,
"sns:ListSubscriptionsByTopic",
"sqs:GetQueueAttributes"”,

"sqgs:GetQueueUrl",
"ssm:DescribeAutomationExecutions",
"states:DescribeStateMachine",
"states:ListStateMachineVersions",
"states:ListStateMachineAliases",

"tag:GetResources"

AWS EE XK 176



AWS 5t H

RAriEmE

]I

"Resource": "*"

"Sid": "AWSResilienceHubApiGatewayStatement",

"Effect": "Allow",

"Action": [

"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"

"Sid": "AWSResilienceHubS3ArtifactStatement",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutObject",

"s3:GetObject"
1,
"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubS3AccessStatement",

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints"
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1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubCloudWatchStatement",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "ResilienceHub"

"Sid": "AWSResilienceHubSSMStatement",
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath"

]I

"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"

AWS Resilience HUbAWS & XN E

&EE AWS Resilience Hub BiZIRFHRBERXLEFRIR AWS REXRBKEFNFMEE, EREBE
XU TETENBEIREE |, iHiTH “ AWS Resilience Hub XA 1% WHE LM IT ERSSIR.
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B

AWSResilienceHubAs
ssessmentExecutionPolicy —

BX

AWSResilienceHubAs
ssessmentExecutionPolicy —

B

AWSResilienceHubAs
ssessmentExecutionPolicy —

B

AWSResilienceHubAs
ssessmentExecutionPolicy —

B

DU

AWS Resilience Hub E 7

T AWSResilienceHubAs
ssessmentExecution
Policy ERFMGetiX
PRListMXPR , AVFIREETT
W& AWS FIS B M AR 8] 35

&
™o

AWS Resilience Hub E 3t

T AWSResilienceHubAs
ssessmentExecution
Policy LA FDescribefl
IR, AFEEETIEGE
519 & 3#h ElastiCache
(RedisOSS) Serverless £ &
RAEE

AWS Resilience Hub E#T

T AWSResilienceHubAs
ssessmentExecution
Policy HA&RFDescribefl
IR, AT ZEZETEME AWS
Lambda B 15 [E Amazon
DocumentDB, Elastic Load
Balancing L& REFEE.

AWS Resilience Hub E#T

T AWSResilienceHubAs
ssessmentExecution
Policy AR FDescribefl
R, AT EEET I ERE
Amazon FSx for Windows X
HRFREE,

B

20245F12A17H

2024 £9 A 25 H

2024%8A1H

2024 £3 A 26 H
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EK

AWSResilienceHubAs
ssessmentExecutionPolicy —

BX

AWSResilienceHubAs
ssessmentExecutionPolicy —

EK

AWSResilienceHubAs
ssessmentExecutionPolicy—

£

AWS Resilience Hub EFF14R

BRE R

DU

AWS Resilience Hub E#t

T AWSResilienceHubAs
ssessmentExecution
Policy BAERFDescribeiX
R, AFEEET I A RE
AWS Step Functions Eli&.

AWS Resilience Hub E 3t

T AWSResilienceHubAs
ssessmentExecution
Policy BA&EFDescribeil
IR, AFEEETIEERDSH
518 Amazon ERIER.

It AWS Resilience Hub B&
AT R E A AWS BRSS B
T4,

AWS Resilience Hub FF#4 IR i%
H AWS HE RN E X,

AWS Resilience Hub A& RIAMIX RS &

B

2023 £10 A 30 H

2023 10 A5 H

20236 A 26 H

20236 A15H

& LAME A AWSResilienceHubAsssessmentExecutionPolicy AWS EEFHBAMU TR ET A
BHREEZ— , AWS Resilience Hub IEEFANAYAERFIAMIR, BXx AWS HERKENE

Z{E B , S Rthe section called “AWSResilienceHubAsssessmentExecutionPolicy”s

B LT #HL¥ AWS Resilience HubZE i A BB
- IAMEMRIENAREFEERABHNR

o IAMALRIELEMRIEAGRINER

- IAMRMEREFEEACHNIR

o IAM#RF R E 1 8] X R A AR BR

AWS Resilience Hub A& FIAMIX RS E
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IAME AR N AR FEER A SRR
UTHEBRTEMRENARFEERABMENLENR,

"Version": "2012-10-17",

"Statement": [
{

"Sid": "InfrastructureApplicationManager",
"Effect": "Allow",

"Action": [

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:DeleteAppInputSource",

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:PublishAppVersion",

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:

]I

"Resource": "*"

AddDraftAppVersionResourceMappings",
CreateAppVersionAppComponent",
CreateAppVersionResource",
CreateRecommendationTemplate",
DeleteAppAssessment",

DeleteAppVersionAppComponent",
DeleteAppVersionResource",
DeleteRecommendationTemplate",
Describe*",

List*",

PutDraftAppVersionTemplate",

RemoveDraftAppVersionResourceMappings",

ResolveAppVersionResources",
StartAppAssessment",
TagResource",

:UntagResource",

UpdateAppVersion",
UpdateAppVersionAppComponent",
UpdateAppVersionResource"

IAML S5 ZE 42 1 2 32 A B RV PR
UTRMRTFUSEEEEEAOFHBHAERR,
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

IAMB. AR FFTE & A BHNXERE

UTRBRTNRABRFAAEEACHMENLENR.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ApplicationOwner",
"Effect": "Allow",
"Action": [

"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus",

"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
"resiliencehub:DeleteAppAssessment",
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"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:ImportResourcesToDraftAppVersion",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

IAMR F R i3 175 8] A% BR B9 X BR

LU SRR T R A B S ENR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

]I

"Resource": "*"

AWS Resilience Hub & & FIAMX RS &

183



AWS 3 RAriEmE

]
}

5 Terraform RS HFS A AWS Resilience Hub

AWS Resilience Hub X#FS AEARSRWMNE (). LB ELFFHRFIEERR (SSESSE-S3)
RIEEZRR (-) MBI Terraform IREXHF. AWS Key Management Service SSE KMS&H%@

B Terraform RSN HFERAEFIRENMEZEZRE (SSE-C) #TMEH , MEEFERAFESA. AWS
Resilience Hub

$F Terraform RAXHES A Terraform AWS Resilience Hub EEEE LU TIAMERE , E4AEBURTIRA
XHFRENE,

MEIKFFH Amazon S3 F#ES A Terraform R X4

BRI T EK K Amazon S3 FEEF Y Terraform RS X433 1T AWS Resilience Hub #E2ERA
8] , AIEFE T Amazon S3 TFAEEIAME B R KB .

« FEMRES - B4R Amazon S3 BN FREERE , ZE#EBLTERS P, BXESER , F5
B AT Rl

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
by
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"

§F Terraform RS HSF A AWS Resilience Hub 184



AWS 3 RAriEmE

}
]
}

- BHEB-NIZMARFENHIEAEABRE AWS K AWS Resilience Hub E#J AWS 24 &jIAM
AGNXEKEHERE, BXEZELR , BSRUT R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
® Note
IMREEAR R AWSResilienceHubAsssessmentExecutionPolicy FEE XKL , NI
REZE ListBucket R,
@ Note

WMRIBH Terraform RS XHFE R MBZEKMS |, W AFURIIEL T kms : Decrypti PR,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}
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ML TFHBI K 89 Amazon S3 S A Terraform RS X4

« FEMRES - BAR Amazon S3 FEBNFEERE , ZFHEBVLTER - MEBIK,F, AXES
EE8 , BSRUTRA,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
b
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}

- BHEEE- AWS IkF ACHXKEHKRE , ZKKEE AWS IKF AWS Resilience Hub £i217, &
XEZEER , BSHEAUTRHA,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
.

"Action": "s3:GetObject",
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"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
® Note
MEBEFERAH R AWSResilienceHubAsssessmentExecutionPolicy FEEXNEKEE , NI
REE ListBucket R,
@ Note

MERIBH Terraform RZS X 4HEF INZEKMS |, M AFURINEL Fkms : Decrypt PR,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

A F AWS Resilience Hub 781 &Y 5 Elastic Kubernetes Service &8

AWS Resilience Hub B 2 #T L S EEBFRY Btk ie , (T4 5 Elastic Kubernetes
ServiceEKS ( L Gk ) 8 HI# M, EKS AWS Resilience Hub £/ Kubernetes E T & @/ 145 02
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#l (RBAC) Bit &k 1T H fth Kubernetes (K8) T4EME , RETHENBEAREN T SHETN —H o HE
., EKS AWS Resilience Hub EZE & Amazon EKS EE U 9 # ML T/EME , BAMTHRIA
TRE -

« 7£5 Amazon EKS S MBI IK P2 FEAIAE AWS Identity and Access Management (IAM)
ﬁ@'o

- RIFIAMAF A RER Amazon EKS £ |, 3@ Amazon £8 M K8s RIRIZR T RisE
MR, EKSEXBRIAMAFPMNA®IGEERN Amazon EKS EBNEZER |, HSEATFIAMAFS
AR S EE-Amazon EKS,

E D2 & H EiE1TH Kubernetes AWS IAM B 95611 25 /8 1F 8 B IAMSE 4K 175 8] @9 T S EKS
£, EKSEHRRIEEFM aws-auth ConfigMap REEBEE.

(® Note

« BXFrBaws-auth ConfigMapREMNEZEER , SR LMW ZTEREK GitHub,
s BXTRIAMBHHNESZER , B5H (AFER) 5K/ (AR, #4EAMNA8E6 ). IAM
+ B Kubernetes EF A &K 15 RE4] (RBAC) BEEMNEZELR , TS RFEHAEN. RBAC

AWS Resilience Hub A&k F RAHIAMA®ZEH Amazon EKS £E WM AR, AWS Resilience
Hub Eif B4/ Amazon EKS EEH R AR , AWS Resilience Hub AU F Y IAM £ 6 IR &1 2153
BB Amazon EEANERRES 2% RiENRA Kubernetes 4, EKS

AWS Resilience Hub A FEHA UL TIAMA @I1LIN 2 —i5 A8/ Amazon EKS £8F R -

- MREHNARFEENFERAETAEMNHRINERGRER , NEFLEHE , SERAECIENARE
& AWS Resilience Hub B4& 1% 8 iE F & A 5 5 B Ik P A @3RG R85 Amazon EKS £,

UTHsRERTHNARFEENETACHMARFI MM AWS Resilience Hub 7] Amazon
EKS &£,
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https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://github.com/kubernetes-sigs/aws-iam-authenticator#readme
https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer RoA
Describe-Instance EQ” ADS
———  » 4=
4 N

Describe-instance BN Descri
= ros escribe-Instance Ec:
AWS Resilience Hub
@ AssumeRole using Service Principal @ Describe-Instance ecz AWSResilienceHubServiceRole EKS API
' L ‘ @-

Scheduler EKS API
AWSResilienceHub —_—> @ EKS
ServiceRole

AssumeRole

s MBREBHWNAREFEENFEAHFIAMAFRHRER , NAMEHRS Amazon EKS S84 [ /YK 7
Z#AwsResilienceHubAssessmentEKSAccessRoletlZE —NEFIAMA®, ARG , ZIAMA N
BT ihEER Amazon EKS £,

UTFBSEER TS ARFEE NGRS AME 2SR | W4 AWS Resilience Hub i 22
BRI EMK Y Amazon EKS 58,
Primary account

8 > () =8 > (D r@

Lagin Current 1AM Role Assume Role AWSResilienceHub
AssessmentEKSAccessRole

DTESRERTYUNARFEENEHAYBNAMAFPNBRE |, 2 AWS Resilience Hub 5 [A] &F &
EHBIK P E /) Amazon EKS &£,

Primary account Secondary account
S—n—8——n —E— 58 —n €
Lagin Current IAM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub

AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole

RF X Amazon EKS £ R IRH AWS Resilience Hub 5 R R
AWS Resilience Hub &5 R F Amazon EKS £ AR , BIER A 2R EFMZEN R,
0% F X I MiEE Amazon EKS EE N ERAMTEMNINER AWS Resilience Hub

1. BEEIAMAGLLIGRI DFHEKSER,
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MREEEAETACNERANREENARERF , WA BRI SR , #EHTHER 2, FEAE
ERARFNERANAG. BXWA AWS Resilience Hub EAIAMARNEZER |, 5 Hthe
section called “AWS #F R ORMMSZEEEAN IAM,

MREBEFEALHTAMAFPRREREENAERF , NAMIEES Amazon EKS EE R A K - # 4
EAwsResilienceHubAssessmentEKSAccessRolelAMA®, ARJE , HEIHEIEH Amazon
EKS &R ERALIAMAE,

ES AT LB R ARFER , AWS Resilience Hub ERIAMA &5 8488 Amazon EKS £
BAMWER, LAGBNEEZN Amazon EKS £EHERMNKF FRIE | A5 EIEEN
Amazon EE M ENNPRR Kubernetes A AWS Resilience Hub # 1T 5, EKS

R R Amazon EKS £8 5 AWS Resilience Hub BAMK TR —NKF |, MR EH
TIAMEEXRKARIZA®, FHIAMEER P caller_IAM_role , EEXRKFAFRATAA
AWS Resilience Hub, APls

® Note
caller_IAM_roleR5#&EH AWS AFKF XKW AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
}
]
}

MERIZH Amazon EKS & T EK S ( 5 AWS Resilience Hub @A FEHIKFS ) &, N
HREALLTIAMEEERIEIZAwsResilienceHubAssessmentEKSAccessRolelAMA :
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® Note

ER FEREMH Eﬁlﬁl%%’ﬁ:’% AWS Resilience Hub FﬂF‘ﬂKF"FIﬁE’JﬂKF‘ F 9 Amazon
EKS &8 , B4 IBRESKFHRNE. BXEZER , B5H

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"
.
"Action": "sts:AssumeRole"

}
]
}

2. 73 AWS Resilience Hub R T2 /F 4]
EClusterRoleMClusterRoleBinding ( RoleBinding ) A,

Bl ClusterRoleClusterRoleBinding ¥} F#&% F 2 M M i¥fE AWS Resilience Hub & T &
Ama EKS zon B H4FE & Z=E — 320 B RIRFTE B RIENR,

AWS Resilience Hub 71881 52 BUA T — 1R /53R BR il EL X 6 72 Z2 (8] B9 17 (3] A PR LA 4 BR 54 14 1
1 :

a. [ AWS Resilience Hub R FZ T HEFIE M A Z= B IEER R,

AWS Resilience Hub Zi¥f Amazon EKS £# AN FIE R ZRIPRIRNEM | B4 60E
AT, ClusterRole ClusterRoleBinding

« resilience-hub-eks-access-cluster-role(ClusterRole) — E N iF{HEH
AWS Resilience Hub Amazon EKS & T EHNER,

 resilience-hub-eks-access-cluster-role-binding(ClusterRoleBinding)
—resilience-hub-eks-access-group & Amazon EKS EBEHFEN —NE AN
B4A  BTFHEAFES AWS Resilience Hubiz 173 14 144 P T HYAXBR o
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@ AWS Resilience Hub AR FEZRFEMAE M A ZEZRIEENRHERNT -

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling

B A EH Amazon EKS 5£8# AWS Resilience Hub 7 B X FR
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resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF
b. # AWS Resilience Hub FiRE4%E fin % 2= (Al U AR o

#& 0] LAfE FI BR %) AWS Resilience Hub 158 —H4EE @& = RIANH ER. RoleBindingE:
LER , BXRREUATAS :
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« ClusterRole— AWS Resilience Hub Ei[a] Amazon EKS & P4 E R & = E P EIR
HifLH#EME  BUNEIEBUTA®, ClusterRole

« resilience-hub-eks-access-cluster-role — IEE N4 E 65 & Z8 18 N A RHY 4
ENR,

- resilience-hub-eks-access-global-cluster-role— EEME R Amazon &
BEPITHEFIENNRR (XERREREREZEELX ) IENR. EKS AWS
Resilience Hub FE 488 Amazon 8 FEKSEFSEEMNRIR ( flanT = ) B
PR, MU0 R AR F R,

#12 ClusterRole AGMERNT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole

metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
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- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list

BAXEH Amazon EKS 58 #) AWS Resilience Hub 7 B X R
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EOF

+ RoleBinding&®&-lt AT AWS Resilience Hub 15143 & & % 2= 6] R %R AT B AY
R, M2 , BUAEB I DB ZEEFLIERoleBinding A AWS Resilience Hub =
BETARIA B B = H R IR.

® Note

MRERF ClusterAutoscaler AT EzT B , MEXMEIE kube-system
F 6l RoleBinding., X2IFMAEM ClusterAutoscaler FIAEMN ( ER
kube-system s B ZE RN —EBD ) o

B, B2 F AWS Resilience Hub EiF{E &K Amazon EKS S8 81T
fikube-systemds % Z2 8 AR IRFTE R

812 RoleBinding ABKMERMT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBindingA&-ltAEKR FiHEIEEEE AWS Resilience Hub B & RFTEHEH
MR
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#]2 ClusterRoleBinding BEMNERIMT :

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. EiHraws-auth ConfigMapiAffresilience-hub-eks-access-group5HA FifhE Amazon
EKS EENIAMA &3 TS,

WSBRESE 1 FEANIAMBESISER 2 FAIEMN Kubernetes 4H 2 (B 822 ST, AR ET @ IAM
A% Fih Bl Amazon EKS 8 KN & RANR,
(@ Note

« ROLE-NAME 23R T 5" Amazon EKS £EHIAMA R,

- MREHWNARFEENERETAENHRNE , NiZAGNNEIERNARERF
AWS Resilience Hub Bt{ZiE A& AR NHEEIKF A€,
- MREHVNARFEERNERSFIAMA P HERR , NZA P 243

AwsResilienceHubAssessmentEKSAccessRole,

« ACCOUNT-IDRIiZ2 Amazon EKS £&H AWS K F 1D,

BRI BT AR 2 — Bl aws-auth ConfigMap :
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« £ eksctl

BT TS EHaws-auth ConfigMap:

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

« &ALlaws-authConfigMapEE FIAMA & F H{E B AMEKE K iE
fImapRolesConfigMapZfo KFzhkmE. EfBaws-auth ConfigMap , BRAUT®H R,

kubectl edit -n kube-system configmap/aws-auth

mapRoles E7 AIREBIEUTSE -
« rolearn— ERMMBIAMAER Amazon BIRAF (ARN).

« ARNiEJE —arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>.
- username— Kubernetes F EMHFFIAMACHAF A

()o AwsResilienceHubAssessmentEKSAccessRole

« groups - HABMNELERE 2 (resilience-hub-eks-access-group ) FEIENEH
BT,

® Note
iR mapRoles FH AFE , MBRAFIRMLI S o

FEAUTERFIAMA G FMERRME ConfigMapREHIENmapRolesEBa .

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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AF &K% AWS Resilience Hub ZI#&H Amazon R 2B H RS £

AT NAWMAF A AWS Resilience Hub [E 28T & #h & £ B AR S (AmazonSNS) B A 8 <R A
EFEH, EM Amazon SNS EH#IXEH , BERREERUTERY
« —ANEBRK AWS Resilience Hub B ATEF.

« AWS Resilience Hub %7 a E KX IXBHMINE Amazon SNS £, EX6IET L#HSNSETME
ZEE , BSREVET S #SNSE,

E R F AWS Resilience Hub a2 i SNSEB A MBEH , BATEHUTRNEEFH T SESNSE
B HRIREE :

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"
}
]
}
(® Note

HI&EMA AWS Resilience Hub 3k B A% X589 H B & 0 EM T RRIA S AR
X EBR | HTUER A Amazon SNS EF QI BN RREREE, FEAMNE
M resiliencehub.amazonaws.com Btk resiliencehub.<opt-in-
region>.amazonaws.Ccom.

MREFERAHN RREEFIHINZ (SSE) Amazon SNS £ , NI AR iZEB AWS Resilience Hub £
HDecrypt# GenerateDataKey *17 8] & #hSNS N Z4A KR -

ALK AWS Resilience Hub EI##9 Amazon SNS £ & 199


https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
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EiRMDecryptMGenerateDataKey*FRIFX PR AWS Resilience Hub , &AM IE AWS Key
Management Service T [a KB P E U TIXR.

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AllowResilienceHubDecrypt",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com
},
"Action": [
"kms:GenerateDataKey*",

"kms:Decrypt"
1,

"Resource": "arn:aws:kms:region:account-id:key/key-id"

PR4&IS 2SR AWS Resilience Hub HEFERIIX R

AWS Resilience Hub RFEREIBNMNNAREF IS RIERHEENNR, B LERAUTIAMEEREE
REIEMNNARF S RIHEENNR, FHIAMEERESF | caller_IAM_role ( 5## AWS
AFKFMEXxEX ) AT Heik~18A AWS Resilience Hub, APIs

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "VisualEditorQo",
"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",
"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"
}
]
}
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EZ%E (TLS) 1.2 RESFHRA, BIHE TLS 1.3 RESEAR, BEFRESLNZFEEZLAHNRE
MHHREBEH (), H10 Ephemeral Diffie-Hellman (PFS) =} Elliptic Curve Ephemeral Diffie-Hellman
()o DHE ECDHEARZHIMR RS (W Java 7 REBMRA ) BRXIFXLEER,

A, HAERFERIZEE ID M5 IAM EAEXBKAORZRR B BARNBERJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £RIEAT R £ EIERITER#ITESR,
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() FxE = B#5 (AppComponent), RPOIFEERETRRRE AWM , BINAREFHRE, EMiRERE.,

TAXPHAMXEGHE, B2 , ERTXERE , B4 EEAERIAMKPR , AWS Resilience Hub

DAFHBEENER. BiFM T HEAZEDH AWS Resilience Hub Ui RIEH F IR M ITH MR EFT
FHIAMBR |, S HAWS BIEE B AWS Resilience Hub,

AWS BR 55
* Amazon Elastic File System

« I 5 Relational Database Service fY &#h Aurora

* Amazon Simple Storage Service

* Amazon DynamoDB

* Amazon Elastic Compute Cloud

* Amazon EBS
« AWS Lambda

* Amazon Elastic Kubernetes Service

* Amazon Simple Notification Service

* Amazon Simple Queue Service

* Amazon Elastic Container Service

» Elastic Load Balancing

« W5#EAPIFX

* Amazon DocumentDB

* NAT M

* Amazon Route 53

« Amazon MAEFIREREFIEE (ARC)

« FSx3&HA F Windows XRS5 28 H I 5 #h
* AWS Step Functions

o M5 ElastiCache (RedisOSS)
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NHFRG# D

AWS Resilience Hub R ER BN EHF BN XHRAEEN T AWS Backup itXl. Lo , Edak
iECross-RegionB MEMREEEA , NTERE SN BEE RN E E XEHE 5189 5 #.
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AWS Resilience Hub KEZBNEHEBNW NHREEN T XA HBHE X Amazon EFS BiEE

#lo Amazon EFS BiEEHI B TG MARER. EMigk. AR XE 58 &ERPOM MG
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