aws
B
AWS SDKsFM T &

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS SDKsH TR SEEE

AWS SDKsHITE: ZEi5M

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS SDKsH TR

SEES

Table of Contents

AWS SDKSH AL B B B B R oo e e e 1
DO - - NSO 2
TEGIEBMBEA ..ottt et n ettt e e e 2

B B ..ottt ettt ettt et et et et et et et et e e et et e e e s et et e e et et et ean e et et ean e et etene et eaeannn s 4
H e config XM credential sl ..o 5
B B ST ettt R Rttt s s 5
LR - VRO 6
T o - 5 v 9

B SFHIALIEE ..ottt ettt ettt e e eaeeeas 9
T B R AT oottt ettt ettt ettt ean e e, 10

R v L G v A RO 10
8 e RO 12
L S g2 Sl — PRI 12
TR R BRI B BRI ..ottt 13

JV M B G B I oo e e 13
AR JVM R B oo 14

B Rt 1Y 1) OO 16
AWS B R 1D oot e e et e et e e et e e e e e e e a et 17
IAM B B DN BB TEAE .ot e e e et e e e e e e e et e e e e e e r e e e e e eeee e, 18
ERIAME A F OB B ARFE TR ..o 18
TR 1AM Identity Center BABIEIE .........oovivie e, 21
[AM ROIES ANYWREIE ...ttt e e e e e e e e e e bbbt e e e e e e e e e e e e e e e e e annnnnes 24
1L BLE IAM ROIES ANYWNEIE ......oveeeeeeeee et 24
2% A IAM ROIES ANYWNEIE ... eeean e 24
LT - ST ST TSR TPPRTTPTRTS 25
A B N BB B oot e e 26
BB (WED) oo e oo oo e e ee e e e eeee oo eeeee 27
FH Web BHEL OpeniD Connect FEITEBRE ...oovi oottt e, 27
AWS T ] BB oottt e e ettt e et e e 29
FERIEERRETE oottt 29
FERERRETE oottt 29
-1 = RO 30

S 3= PSPPSR 31
AN E G2 Tl T BB BB oo et e e e e e e e e et e et e e e e e e 34




AWS SDKsH TR SEEE

Bl LA B et e et e e 34
B3 Amazon EC2 SEHIHIBEEBIINAMBIEE .....oooiieeeeeeeeeeeee e, 35
ConNECt FEFETUEC2IE ... e 35
TEEC 2 0 o B T B B B AR o oottt e, 35
TR B D oo e e e e e e e e e e aar—aaa 37
B B R GE BR F d oottt ettt ettt 37
R B T T ettt e, 37
BRI DU THD «vveeeeeeeee e e e e e e e e e e e e e et et e e e e e et e e e e e e eee e e e e e et e e e e e e e —ee e e e e e ———ae e e e e e ———aeeeaaa————s 38
oY aN e == 7 SRR 39
CTedential s A RIBIUZR ..ottt ettt 43
28 ol — | 43
I M R G B Bl R oottt ettt 47
BT R B ettt 50
B I R BB ettt 51
SDKAF S I T Y R IR B e 52
AWS THTBIEEER oottt ettt n et et e e eaeeaens 53
AW =R == - o OO 55
B B R I B e, 61

A B F e R B oo ettt et 64

I D S R B oottt et a et e e 70
PrOCESS BB B oo 74

B T A T B oottt 78
L T T P B R T R oottt ettt ettt e e 78
B R T D oo et e et re s 80
AMAzZON EC2 R 0 TT B aE oo e, 83
AMAZON S3 FE A L oo ettt ettt ettt e ee e 85
AMAzZON S3 BRI TR AL .ot e et 87
AN S R B et e e e e e e aas 88
ANV S ST S X B i T R oottt e et ettt e e et e et e et e e e et e e et e e e et e e e e e e e et e e e et e e e eeeenaans 91
TR B R F I P S . ettt ettt et e et e e et e e et e e e et e e et e e e 95
BRI oottt ettt ettt ettt et e et ae et ete et ean e eanenanes 97
B BT I ... ettt e et e e en e, 99

IV D S B o T ettt ettt et et e e et e ettt et e ettt et e e et et e et e e e e e e et e e e e e e e naaes 102
= OO 105

T SR B oottt e et e r e e 110

B T T R G T R e e e ettt 112




AWS SDKsH TR SEEE

B B B B R A TE ..ottt ettt e aeenens 161

bzl 2 e R 166
(O R I8 S =PRI 166
=l R 168
B IR ettt et ettt e ettt et e e et et e e eteeateeteeaneeanes 168
e | O 168
S - N ) TR 168
e e = - OO 169
) VOO ROSR 169
NG = R 171
B =77 < T SRR 173
E N A S, N R 175
....................................................................................................................................................... clxxvi




AWS SDKsH TR SEEE

AWS SDKsfl K TEZZEiEr)

TZSDKs TEBYHAENRITABRAZTERLZT - LEHEIHEE,

FEEEZEEXRUTRENEE

- BE— mfAFERA#ZEconfigfcredentialsXHRIFEEFEREE AWS SDKsH T E,
FHRIENTGF— BEEHRBITEEERT X AWS N AAHTHMGERIE. AWS RS
BESZ -FETATERRIEMEBNIMELIRBNSE,

AWS E FiET8f (CRT) BE— JLEFIE AT LAERN L E AWS BRZETHN (CRT) EHRSDKs,

AWS SDK M T E4£H B EKEZ AWS BHFF R EH (SDKs) MTE ( 2EB T MHER N
(IoT) ) SDKsHY4E# R MARA IR R H KR K Bx Ro

A AWS SDKsHITESEZIEEEER N EA TS T AESDKsHEEE, BRILAIRHENEMEEIN ,
ENEREEEFERANSDKR T EMNIEEERM. A TRSDKMIE  HPE@gARiEmPHAMENE
Rl

MRBIEEMFER - AIEEHhEZEXNIDE
« {F{ISDK=H I E AWS SDK M T B4 Bk
« AWS Cloud9 fic &
. DK . s s
AWS CDK 5 R AI A
» AWS Toolkit for Azure DevOps
* AWS Toolkit for JetBrains AWS SDK T B4 BR

 AWS Toolkit for Visual Studio
 AWS Toolkit for Visual Studio Code

» AWS Serverless Application Model

* AWS CodeArtifact

* AWS CodeBuild

* Amazon CodeCatalyst
 AWS CodeCommit

+ AWS CodeDeploy



https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/vsts/latest/userguide/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/
https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/codeartifact/latest/ug/
https://docs.aws.amazon.com/codebuild/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
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MREEEFERA : TIEEPEEEXNELE
+ AWS CodePipeline

- AWS CLI il =
+ AWS SDK for C++ o
- B 17358 UF F117 (7]
* AWS SDK for Go
- AWS SDK for Java RESZE
« AWS SDK for JavaScript AWS ERiz178 (CRT) FE

« AWS SDK for Kotlin
« AWS SDK for .NET
» AWS SDK for PHP AWS SDKsH T EfRA X #F
+ AWS SDK for Python (Boto3)

 AWS SDK for Ruby

« AWS SDK for Rust

« AWS SDK for Swift

* AWS Tools for Windows PowerShell

AWS SDK 1T B4 BsE

FFRAREIR

EXRAEBHEFEANARFENITEMELR AWS | ESREETE AWS, EXXENEER |, 55
FAWS RS,

Amazon Q Developer 2 —RE T AT ERNERIAXNERF , TUUBBEER, WE, VEMRE
AWS NFAREF. AT INREHNEE AWS , HAmazon QIREXFNEREBINT SHREMN AWS RE |
DERERE, EETREHNSEMENER., BXESEER , BZ2H Amazon Q FRAGAFE
B AR Amazon Q FFRER ? o

TEaENEA

AWS £ FF X 3E (IDE) TEEBRAFHREIDEFH AWS BRSHFEHMY E. Amazon Q IDE &
Ny BREFUELN Al FREEERRNATERERBIDE, BXEMNDEIEGNIFMAEE , HFSRLER
FH Toolkit AFIERE. BETHAXKERMER Amazon Q WEZEEIDE |, 550 Amazon Q F k&g
EIDEEF R EA Amazon Q.

FRARBEIR 5


https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
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AWS IDEToolkits #1 Amazon Q AJgELWENEF M F P imEN IR | LUE R B X future Toolkit AWS
F Amazon Q RAERFREZHKE. WENBIETLUE/LET AWS TEIH Amazon Q BIERAE
o

Ei¥4 T HREFTE AWS IDET EEH Amazon Q FIRERENEIE , BSH Github FEEFH
commonDefinitions.json X4, aws-toolkit-common

BXRE AWS IDETEEH Amazon Q ¥ REFWENENKENFAFE , HSHFLT Too AWS |
GitHub kit 77 & 7 B9 3R 30AY

AWS # A& Amazon Q #9 Visual Stud

AWS Toolkit for Visual Studio Code B EA T VS Code #J Amazon Q &

AWS Toolkit for JetBrains ¥4 & AT Amazon Q K ## JetBrains

EFF Eclipse # Amazon Q

AWS TERipE AL AWS RS AT REFAN T imEN HiE. BXRESHWM AWS RS KE
MBEXRENFAEE  FERHERNBNRERSHIAWS XHEEH,

TEEENEH 3


https://github.com/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
https://github.com/aws/aws-toolkit-visual-studio/blob/main/Telemetry/vs-telemetry-definitions.json
https://github.com/aws/aws-toolkit-vscode/blob/master/packages/core/src/shared/telemetry/vscodeTelemetry.json
https://github.com/aws/aws-toolkit-jetbrains/blob/main/plugins/core/jetbrains-community/resources/telemetryOverride.json
https://github.com/aws/amazon-q-eclipse/blob/main/plugin/codegen-resources/definitions/commonDefinitions.json
https://docs.aws.amazon.com/
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[

FHA AWS BHEFRXITEGMEM AWS FFAHETITE ( HlI AWS Command Line Interface (AWS
CLl)) , BAILLE AWS RS API B1TRE, ER , EZHRITIREZR | BXTERRNITERBRE
FrEMERREE SDK KT E,

XEFEEEEUTEM

- A3 API AR FNEIEEE., RFEATNER AWS RFEH|/ARHBER, FALER AWS BIASR
MEMD , HAUKRREZHAXHNRRER. RE , ©WABEERFERITHLRAE,

- HtbmBFAES , BT & AWS CLI 5 SDK ML EER, FERKEBML ( KEBIHBH
AWS BRS5 R ) SR a0l AR R R R I R

B SDKHTEHXZFZIKR , BUUAEAXERBEREHRFENFZIUENREFS . BLEXRERZE
SDK ST EfIMBHY , BU4MSFZT A SDK Y4 |, 48 7 B aEIER %75 %

BR , RZEHBAWS SDK MITEHZHFRAM M EERR (BRTRELS ) NERRE :

o HZ AWS BB ERE L F-HEcredentialsXHconfigfMXH2H AWS SDK T EEEH
PRIENEENZEASRN. FAXEXHE#HENIENNARFIUEANRE. REXH
config M credentials FHRESHENEEX4HEXEK. EASNEREXH , BAUGET
BN REREANATIAENG R, HREA AWS TEFERAGSHMEA SDK @A AWS API &,
RALEEATZRENREXHUARBEERE, HP—MEREXHHIEEN default BENXH
HERPHEEECANIEXHN , NExIEALEEXH. kSEEEPIERTEAUFHERX

EXHFRRIRE,
- REEZE -FERBHUAUEFHEERERGENTIREES, R

BREEEFNSITHNERNEL , TURE S X HHEIT

E-RARE-AAMNTERE ,
BE K.

LEER D R Y H At E

« HEconfigX # Hcredentials 34

« HE# config # credentials BV iE
- RETEXE

- JVM RERE M3 FF
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HE configX M credentials X

HEcredentialsX# AWS configMIXBE—4HEEXH. BEXMHRE —AKREEXNHKAE
BEiZE , B AWS Command Line Interface (AWS CLI) AWS SDKs, MEM T EFEH, i EEHM NE
BENXHAF , UEEFER SDK /tool BENHNEEZRENHNELTHEH, XEXHR HE" W,
NIXEENEMNARER, HERSDKsHY AP AIREERHE M,

HZcredentialsX#fconfigMXHERA XA , RBEASCIFFR (UTF-8 wiE ) . ©IIXHA
BEMMBMINIXHNER,

BB M A

HEXH config M credentials FHRESHENEEXFHEXEK, TUENHHELSMEE
X, BB T RN REREANAT RN RHER,

MRKREEREND S [defaultILEXH , MZEEXHIESDKH TEREFMEANE, ST
BLe 2 R ImEE XM, B ARBVAELI AXEREX . SMEEXXHH T AREENNARERF
M7 ENFEBRERATRNRENE,

(@ Note

[default]RR— MR BNEENH, defaultzFilaBtEENH , REJISDKMR
APAREEREENH , NEREANRIANEEXH. e EtEENHRAZEENRINME.
MREHE [defaultIRENHHFRETRENE , BERESBEREXHFHPRITIRE , WEER
WAREX AT 2REZE.

REDWHENNMARH

[default]BBEMNHMZAEGENEEXHITUEETR—NXHH, FAUTRERIZREN
SDKE TEFEZETRBERAMLR BEXHIRE, BEXH A ERLFIER K EBEERIZESD
&, AWS CLI

BIIEE TR 2 — KB E L ThEE
AWS_PROFILE-IfEZTE

SRR EEREN W EEEXA S “BIA” B, FTESDKARRM AWS CLI 6% #6212 B & XX 4+
FHIRE.

HEconfigX#McredentialsXH 5


https://wikipedia.org/wiki/INI_file
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Linux/macOS BE tr S ITIREHFETEN A :
export AWS_PROFILE="my_default_profile_name";
Windows B G TR ENETZEHN RH

setx AWS_PROFILE "my_default_profile_name"

aws.profile-JVM R&EE 4

SDK¥ FEA F Kotlin JVM FISDKER T Java 2.x B , fRAJ L& Baws . profileREE 4, SDK
BEBRBREZEFRN  SNEATREEXHTNRE , RIFZREERBIEEES., SDKEAT
Java ) 1.x T B REE 4o

® Note
MREWNARFLTETZINARFHERSESR L, RITBWERAER DS E BT
RMANREX . REPNEMNAWS NHEFHSBHRBMANEEXMF , AEEMzEH
. Bt , MIREMAEFR THNARFORANREXH , WAL TE R MEM N ARE
Fo ATHERXMER  WERAZconfigXHHFEL - BN EEXH , AEEIENRDB
FIREMERENHRENARFPERAZNBEEXF. NRENEDENEE XK ER
BAGERENNARERF , WA UEARREEERIVMRSE R IZEZEEX M.

BB X AFRYAR

config XHFFHAAZENTH, TRE—IHENRERS , E-ERZLINBIS —MTEMLITHL,
config XHREA AT XA 4

- THWIESRBEIRXA setting-name=value B —XFE R,

« ABUBEUAHASZH (#) FAKERET.

RE

4t

TEXRREMNATREESHT. TEXTUEES ([1) FXNERE. FESAF - MTRER
RAFMZTHBEENL BN, TUAEAFTE, BF. BEFFF (-) MTHK () , BFEERAZEE.

BB E R 6
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A : default
TWEMATRA : [default]
[default] REE—FEEDprofile KRB EL & ST

TEHNRBINA—NE [default] BEXHHER config X, BRE TregioniRE. ELITZ
EWAMERE , BEREFHMIXEX L , 9B T IHEEXHHN—EBo.

[default]
#Full line comment, this text is ignored.
region = us-east-2

KA : profile
TEMATRA : [profile dev]

profileBEWENTR— I WENERESE , KALNNENATARNT AR, EEH# T #E
BEXH , FSANEX TEREXHNED .

UTFROIERT —Mconfig@BprofileBEEITME NN BB BEMN X oo, HLITZEHAR
BiRE , BEREIE MO RXENLZH , BRUHBEE X —5,

[profile foo]
...settings...

HERBERACHBREFRES , SIMUTREFH s3 REMNFIRE, BIRH ISP ERHT
RESHMEREK,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

A : sso-session
TEXIT R : [sso-session my-sso]

sso-sessionTPDENATH R T —ARE , B HIXLRERE EE B X HAHBT AWS &FIE AWS
IAM Identity Center, BXEEE[REFEMRIINESELR , BFSH IAMEHNSDKSH TEMN F 4 H 0

BB E R 7
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BRI, BENXHETEBENERES sso-session 7, HF sso-session 24 , &1 sso-

session TEMEME , flI sso-session = <name-of-sso-session-section>,

UTRAERET —MEXH , ZEEXHRFERA “m SampleRole y-sso” FHY T 3R EX
“111122223333” Ik A <" IAM BBHER AWS iE$H, fEprofile®d , £/ sso-session Z4A
#EEZ ¥ A “my-sso” sso-session T,

[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

FHEA : services

PEMITRYI : [services dev]

® Note
ZservicesZp "iﬁﬂﬁ“ﬁiﬂ’]“ HEN , A BRESEWIEN T EHFSDKsATH, EE
EWTHEER B ERATESDK , 53R TH#HEA AWS SDKsIREZFEBENARHT =,

servicesEPRENITHART —HRN AWS RS BREEBEN A KT RANRE, BENHBEIEE
FEEHER services 7, HH services %4 , B services TRMHEME , 0 services
<name-of-services-section>,

Zservices#E o # —FHR<SERVICE> = 1T/, HH<SERVICE>RHR AWS RS iR, #r
AWS RS IRRFE TAPIEEMNIRRSL | HArEZE *%serv1ceIdE‘T§U]Ti'J*ﬂi HEmEF/IE. A
X services THEFAMNMBERSIFRAFARANIIR , FZRASETRSNIHSNFIARF. REHF
NHERPARHARRENRE , BMEELMRKIT éﬁ)&ﬂﬁ/\?%o

LT RplEAservicesEXKEERR , £H/XA T @ Amazon DynamoDB RS & HHVE R,
f£"local-dynamodb" services¥ A , FfservicesZHAR B 5| fprofile¥, 5 AWS RS
RAFZHARdynamodb, Amazon DynamoDB BRS/NTT MK EEFF thdynamodb = . FEZERHEM
FEHTHISEZNTH , HEATZES.

[profile dev]

BB E R 8
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services = local-dynamodb
[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

BXEENHARENESES  BEABET RS WA
ZANS G g VL

credentialsXHHMNBEEconfigX A NAER , E—HNFRREEXHE 2 T =2
Bidprofileffk,. EAFRSZRANEARBEXHEMREG, UTREAERT —NEANTEE
BcredentialsXHE o HIXHfoo.

[foo]
...credential settings...

AEUTHEAR NE SBBNRET EFMEcredential sXH

A : aws_access_key_idaws_secret_access_key, Faws_session_token, RE ] LURIX
EigERERXZconfigXHH , ERMNBNEFXLEHBERFEELMcredential sHIXHF, X
B, MEXE , BUUASNXHRARIMBINR,

THEHRAINB—1E [default] EEXHHEZR credentials X, BIR
Eaws_access_key_idaws_secret_access_key, #Maws_session_tokenZFi%E,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

FTitBEX P ERAmEREcredential sX#HIER default |, WK FIEIRESRNSXHH4E
AHEBEEEconfigXHBHNEMIEESH., WRFNGHEERLZHEBZFNE ESTHFHNEIE ,
T 4% 30F 3244 B9 ZR 4R 4R 5T o

HEW#H config # credentials KV E

H=credentialsXF AWS configflIMHRANA XY , HHFEERH T A IEINAWS ITE
MEBER. XEXHNTENAIRES | B SDK KBREZFEFIZTH AWS CLI S BB fE
. fla | £EESHITEY ERE Amazon # M IHEZEH E#THF &6,

FAE AR 9
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4 SDK RLEZETH , ESRERXEXHFAMBAFABETRANEERE, MRXEXHEHTFE , N
SDK T ELBF | BEAR 4,

BRUABERT , XEXHNTEANIHERSP . aws , ZXHRN T ERhomeH AP XX HRH,

BIERS XAEH BRIAE M B
Linux 1 macOS ~/.aws/config

~/.aws/credentials
Windows %SUSERPROFILES%\.aws\config

%SUSERPROFILE%\ .aws\credentials

EX=BS

~RELTER T AT £ B R8T

- FFEaEEE
- RBHEHRNR/RFEBENDRAF. £ Windows £~/ , ~\FEHENEE B R,

HEREEE RN , 2REUTEER .

- (FFBE¥4A ) HOME REXE

« (Windows ¥4 ) USERPROFILE HETZE

« ( Windows ¥#& ) HOMEDRIVEHMHOMEPATHIf 352 £ /Y & E% () $HOMEDRIVE$HOMEPATH
« (Wit , BIESDKRITE ) BET SDK R IENEREBITHEREE

METEE , WRERBHALEETHFNEBE R (HIM0 , ~username/ ) , N&FHBTEBERNAF
BRI E S (Bl , /home/username/.aws/config)

B BUX &R RIAMYIE

A ER T E—FEKRES SDK FTEMBXEXHHLE.

X B BN 10
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ERREEE

ALLREUTHEEZE , MXEXHNNERBHRMRINEERXNEENE !

« config MHIFEEE | AWS_CONFIG_FILE
« credentials X#¥EZE : AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

LA LUET £ Linux 2 macOS L ETU TS HaSRIEEZAMNE

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

A LB £ Windows EIE{TA Tsetxm B RIEER ANE

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

BEXREATETERERGNESEERE , BEANETERR,
EFH JVM %\erEﬁ

NFE JVM EiZ1TH Kotlin FATESMERT Java2.x B SDK , A LUREUT JVM REBH |
FXEXHWNEREHRMNRIANEERNBENE :

- configX# JVM REGE M : aws.configFile

« credentials X EZEE : aws.sharedCredentialsFile

BRWMANZE JVM REBMHEMIHEE |, 2 [the section called “Z1{A& & JVM REE M, EAT
Java B9 SDK 1.x Fx#F xlt—b%\,»ﬁﬁ

BRXETHHERRINMLE 11


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx

AWS SDKsHM T E SEIER
=]
METELT R

HRRTERET S —MEERELAMNTIENS L ; BEFREMWARF - BEEXHFIGEREN MK
INREBXH , MREBAREA. ARRSBIENIMELEEMNIIRSDKs , FSRHELZEIIR,

IETRAY 4 ST 7

- MREFEAMETEREERE , Ve HBENRLFTEREXHFMBEHNEME AWS
configfcredentials3ff,

- MREBIERA LNSHKIEERE AWS CLI 88517 , ELBEMNHEREHEEXHHPEENX
aalsl: SR=S CINE

MR ENELE

THEHNREINEEMEART AN RARFEETREE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

REMRZEBCEFREANE , BE Shell 2EERJUEFEFZEERENHME, BIHE shell
MEFMAFRELTE , THEETEEARNSEFRETR,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkulWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

£ set REFEXECFAEANE , EIHARTRTINREER , REEINEFZEERE
NEME, £H setx REPRZEBREFRLN S TRIFRXBFENETZH T RUENMAD SR
MMIQEPERANE, EF SMESTZRTNELETHNHEMEGS shell.



https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQOEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

MREIE PowerShell RRFHRENELZE (METENTBAT) , UERLEHISFNEFE
RERREFZE, EFENETERBEMELIE PowerShell ISR AFLFRRETRT | B
RAEAERTFHRENARFNEFME, F , BUNEDFEERMNEIEE PowerShell N AR
RHFRAFTAERK PowerShell 2FEBZEE, BEXRXFHHAETESECTFRFNETENES
E8 , S MPowerShell X4,

ERFHHREEEIRE

MREFEALTRSBRMATH R WEBEMREMRTLTENGET, BIFENRERE  STUNERLE
BREFEITHRBEATANRKBRETNTRMNEEZE , XEFHRELL

g0 , B AWS Lambda , fRATABEZRBINMETE, BXxiFMAER , HSHEEHA AWS Lambdaf Bk
BAE AWS Lambda FF X &1/,

£ Serverless Framework # , BB E I IZESDKIMR IR E TR R EZ4 THserverless.ymlX
HrhigERETE, BXiZ serverless.yml XHWEER , BZHRLRSF|[ER T ENTeE

RE .

ZREEABHIFRIRERRDELE , B - LEXEABTHRE , flE ELNSTRHREHE
ZTE PN Lambda IERNEE. FFLEREERANBTRNE A , UBEMNALLEREEE UK
REFEEMRE,

JVM REE MR

JVM REEBHRMT S —FRE JVM LE1TH SDK ( Hl20F ) IS EB BIEMAMEREN 5%, AWS
SDK for Java AWS SDK for KotlinB>% SDK X# JVM REBMHMIIR , BSHIRESE,

IRTRAY 4 ST 7

- MREBFEHAE VM REBEMREBEIRE , N ZREFBEEESRETEFRIFIMNEE AWS config
FMcredential s X4 EVELE X4 N ETE,

RS BRIREEBRE 13


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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« MREFEAFRTEREERE , NZREFEZMHE AWS config McredentialsXHFHH
Be B A pnE Y (R AR

AR E JVM RERE 4
EANEI SHERRE VM REE .
Eaww{TE

ERAFXEAGTHN , EHTTLRE JVM REEM. java -DERFBERBDHABBERZE , BN
ATt AIRMERSEFREIT AWS Xif £BiE.

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MBEEREZN JVM REBY |, 52 XIEE-DRRM.

FERHTELTE

MREBTEHRGHITRAR JVM RZTNARER , WBTLAERIAVA_TOOL_OPTIONSHER 8K
BmSTRIl, XMaEEEME Java 21T Ei21T AWS Lambda BB EfTR AR JVM TR
EBERTIEEER.

BRIFEBERBFHBEZZE , BVNATRANAMERSEFHH#HIT AWS X £F5EE.

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REMEXECFREANE , ER Shell 2EERFEFN L/ ZEERENEME, BIE shell
MEFMAFIRELTE  TEEEEARNSIEPRETN,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

£ set REMRZXECFRERANE , EHRTRIARES R , REEINCFZEERE
NEME, FH setx REFREERERLYNRTRRAFRKENETEZSTHELRNAMAR TR
AMISEREANE, EF FBESTEZHTHELETHEMST shell.

TAEE M ZERE 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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EE{TR
IR o= 4T

BE T LAEZTRHMER LT ROIFT REISystem. setProperty AEER B HIRE JVM RERE o

System.setProperty("aws.region", "us-east-1");

/A Important
E##R{L SDK RS EFimZ AREEM JVM REEM , BNRSEFFin A e ERHME,

AR E JVM REB M
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5 135U K75 (]

ERFT R AWS Bt |, LA ELHNRBERNMHRTENRIEA, AWS RESETET T ER G XE
BEX AWS BRIVREL RNXR , E4ABRTHREMATA AWS 15 RR,

Aty ( F1E AWSH ) iZ1THATDRY S 51U

- IAMZBHISDKRTENSHHFOLESHRIE— ENREHKESEK , RATEW AWS Organizations 5
Ident IAM ity Center BE & EFREEFIE AN A FXR AWS K. RAIAZEFRGIZAF AWS IAM
Identity Center , f£/ Microsoft Active Directory , £/ SAML 2.0 H 3125 (1dP) , =& [FIREY
IdP BIMEXRSEIEF, AWS KF EEFLZMIEXRE X Ident IAM ity Center , iI§ZHFHAWS
IAM Identity Center 837 17 S M Bt 8lAmazon Web Services — 5%,

« IAM Roles Anywhere— & aJ LAEH Ro IAM les Anywhere IAM AIEASBZITHIIRS 8. BERFA
AEFEIEABRIRNZLIES AWS, ERE Attt FEAIAMAE® , BN ITHEARLNER
X.509 iE$,

- PE—NAE AWS IEBH A E— SUBIAME — N A SR 77 E R 8E T A G R AWS &
Bo

« AWS i8] ZE— HAt T eE R K5 E L AT RE1E 0 AWS RIRZ £ KBS RV LT,

£ AWS HERIZ 1TSS Y & IR UE IR T

MEEBWRBELZT AWS , NEPAI LB RHAEBNNARER, fln , MREHNNABRFREEE
Amazon Elastic Compute Cloud £ , # EFESZERXIEKNIAMAE |, NEEHE B ahiRHa B
AR, B, REFEH Amazon ECS 5 Amazon EKS &88 , MA@ BB NIz THREET
EULR S E 4 B3RV ZIAMA 1% ESDKAYIE B,
«  Amazon EC2 EfIEHIAMA &— FEHIAMA R Amazon EC2 k6l L 22 ETHENN AR,
o BAILLBEEUT AN AWS ERIAMB B OEITRERE :

« AWS CloudShell A FMiZ#| &iz1T AWS CLI 55,

- BZHNRHTRARERET=ZIMMEZE , ATAEEREH Amazon CodeCatalyst.

BEET Web NS HRHEERITHHRIL - BHHETEF KN Web NARRF

NREEHEEFZLANBINARFHETES IR Web NAERF AWS , BHEENNARE
FF, EHEEBER Web BRE S HRIEFFFERIGE AWS Z2iEH,



https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
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FA Web k& FHRIE , FLAEECEEENEZABRAEEECWAF SR, Ak , RABEFAF
ATLAE AR ISR B 2 1R RF (IdP) &5 , 5130 Login with Amazon, Facebook, Google S{EfIE
f23& A OpenlD Connect () OIDC B9 IdP, 1] AR B HRIETHE , AR ZTEIIRA AWS Z
S PWIG REUH , HOBRAENEREHNERHBIAMAE AWS K,

ETHRNANENSDKHTEHITEE , BTSRMEEEMNE S OpenlD Connect A,

BXBHNAER , HZER MM Amazon Cognito, Amazon Cognito & & EIEREBREFH RET
BFZBREEHRIETIE, BXESEL , ESRIAMAF RPN Amazon Cognito AT #E3I N A
EFo

BEXHRBEENEZER
(AMAFIER)Y @8 TEXZEEE AWS BRIFEMNEE -
- IAME® (BF, BFRFANAR® ) -T #5500 EMENR AWS,
- FHZELHBESEE IAM— RBEFRELEERT X AWS NARFNNERENZ S BN,

Amazon Web Services —fix5Z& EELLTEM AR :

o THRFIREVEHY AWS IE -5 2 & MR T R N BHE M EE XK,

AWS f3# % ID

£ AWS Ik~ {RATEEC 2B A B ECI/ER AWS 2 E ID b F. RAR AWS K/ F L4 IR0I2E
) AWS RN BSFH AXEFRREZLBR |, BIRH AWS #E#F ID KRRER —MME, &
AILAEA B % AWS ¥ E ID LRI AXETEFMARS |, Flanl 5% CodeWhisperer F1IE & i#h
CodeCatalyst,

- £/ AWS #EE IDAWS B F A EEER — THRNMEIZENMER , AWS 2% ID H 7THEK
2 ID RENRAE,

 f£F CodeWhisperer M3t 1T & B RIE AWS Toolkit -CodeWhisperer A P {gr K £ K EFID — T ##
#n{a] CodeWhisperer £ 5. AWS ¥ % ID

« CodeCatalyst #2- AWS #72# |D £ Amazon CodeCatalyst Fi F ¥R #- 7 # 21f3] CodeCatalyst
£ AWS #5E%& ID.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codewhisperer/latest/userguide/codewhisperer-auth.html#codewhisperer-auth-builder-id
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
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IAMIEHISDKE T E M 5 15O S 1E1E

AWS IAM Identity Center 2TEIEAWS T E RS EH T AR HERNIRMH AWS FiFREE, filw | X
RO TFENARF KAE, MREEEFERAENTS#HEMTE R (AmazonEC2) 23K AWS &R
B ITFF & AWS Cloud9 , BATEWE BN MiZ RS IREGES.

TEARHESF | E4FEIL | IAM dentity Center 5 REIXFR , H A AWS HEITF M EHSDKI Ef
B ZIGRIR AWS CLI,

« AWS FETFPREFHEFZIAMEHHOH Web L E. HIEKNURLE-
XXXXXXXXXX.awsapps.com/startsyour_subdomain.awsapps.com/start. &% AWS if
BITFfRE, BAILEERE AWS K- EANZAFEENAR, LIEER AWS i5E 717 3REN SDK/
tool FMRIEIEBAIFENREE,

- AT RERSDKE I EEEHXEHWABE X HIAPIFIWAEE A IAM Identity Center H31RIE, AWS
CLI lt— XA MEIRSEMEHNHE AWS config# , RAREELEZTRENHENSDKH T EFEH
&

£ B IAM & 13 H /O BL & 4R A2 1 [B] AX R
SR BUHRNRAEFEENRRNRE

WMERE KRS A IAM Identity Center , i5ZFAWS IAM Identity Center A PSR H I E FIAM & 13 7
o

BT Bk — KRG RIEHN AWS iE$,
& BEEIIAME 190 3 B X R

1. REAPIEEHRNOEABIA Identity C IAM enter B R E F £ 113 PRI ZFIMAWS 1AM
Identity Center i = H R INEEXIR,

2. AdministratorAccessiXBREFNATEINF &, HHix , BANEWUEATENL
HPowerUserAccessiPRE , BRIFELHNET AU ENCIET BENIRE,

BIXZRRERFIA Identity C 1AM enter B FECE A 7 15 R RN S BREITRE , BX—

- BEHGIEBAdmIn teamBFA , TR —/Dev teamBi , AEFEHBR N B,
s BULMERARMERF , BXAIFZAFPRINEIFDev teamif i,

IAM & 13 50 5 43 36 iE 18


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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- SHS|EAdministratorAccessiBRE , FMBIE —MNPowerUserAccesstPRE , R
HER AN EBEPHNEE,

ERE , RNZBEATILR

« —/\Dev team’/N4dH,
« Dev teamBARMIMPowerUserAccessiPRE,
- WHRAFEMAEDev teaméd,

3. BHIITPFHBXIXEZRUEEFEN AWS IkF FAdministratorsiik
IMPowerUserAccess., PowerUserAccessTEFEAEHN I ErtiEE/ SDK,

REZL AWS AJUUBEREFEEMNEKE S RMER ( Hl20 Microsoft Entra 2§ Okta ) 31T 18]

AWS BE S REENIITFMEER, MRENZEERERFEPowerUserAccess (F4#E ) X
R, & AWS Ik 2 FEEENA RPN RMNNEE, EENWNRESHSZL , IUFEREXEH
ZAPRE F B R UAYRFE 5 = 7 B K 7 A9 £ T

BEXKIMARLKFTETENEER , SINFRNNRERT. NRETHEECRABMURSE , BTEHRR
IT FIBALA T R& B,

KOZ AWS TTLUBEEE X EEMN AWS TR # TR

AWS BE AWS HREINFER, MRZHN=EE R EMERT PowerUserAccess ( FFRAR ) &
, BREIEERGREIN AWS K/ FMENNERE, EERNNBREEMED , TUFEEXFERZ
#XI‘E%?ﬁJEEJ«XéﬁﬁEEﬁEIﬁlﬂKF PN

REZ AWS TUBNEXSENES 8 EN BB IR MRt T
BECRAM T FRAAS REED,
SR 2 BEESDKsHERIAMEHH O IE

1. EENFTFRITEN EZESHHH AWS CLl,

a. 28 AWS Command Line Interface A F 8PN L&D EHZHFRAH AWS CLl,
b. (k) EZERIERAE AWS CLI IEEET , BII A SRR HEITiZaws --versionds

A
To

ERIAME 7 0B B RIZTH R R 19


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS SDKsHITE SEEmE

2. BFAWS R/, ENEXARLRBHLES , URLHEZTUERE 15 - BEYGR
RPRET B FERFIR 1S, WMRZE , FEMNZEFIERURL LR FEWAWS 175 8] 777 https:/
console.aws.amazon.com/singlesignon/,

a. EAWS HRTFHKFERFFR  EREEENMAKS. NEREHNAFNAG, EEH
8] A LUR BN AR B TR IE S R A PREER IR LRI PR E A TE LAY PowerUserAccess
WRE , RELHEHE BN T ANRE , LUFRENBRNATHF %,

b. EIREUEIEXNIEFEES , %£#F MacOS # Linux = Windows , EAEUR FIERIRERS,

c. & |IAMIdentity Center ZiUEFELIRIN T —H AT ERI Issuer URLASSO RegionfE. 7*
E :SSO Start URLAIUAEE#RMEA, Issuer URL
3. £ AWSCLI &S RET , iBfTaws configure ssoi®, HIEREN , WMAEL—ShE
WELEE. Xt AWS CLI wSHiFAFEE , B2 R FEHaws configure sso@SHEESEHA
AR

a. XFIR/RSSO Start URL , FH# ALIREHEIssuer URL,
b. XFCLMNARRER , BINBIUEEF tidefaul titiA, BXRUMZEIFRIN (BEDE )
BEXHREXRIETENEE , FSHE BEXS
4. (W% ) EAWSCLI R TRAET , BidiE Taws sts get-caller-identity@SHINESD
LESH. WRNE REEEBENIAME 4O RE.
5. WMREFEANR AWS SDK , BEZNFF KIFESDKR A ZBIE— N AREF.

a. NFELEARHSDKs , 7R Identity Center IAM B3 IE 2 BT , SSOOIDCAAFUR H At Fi 44
2 (BIENSSOF ) RMBEHMBARERFRF. BXFAFEE | HSHENEEHNAESDK,

b. MRHEZHEETXHIARIRE AWS |, HFEEFLENHEZ AWS credentialsXEEEEEM
R BRAWS 7R Z4H, MTF 7 HEEITREFEMREINF , ESDKE T EFEHIAME B H O
FIE2 8l |, IBARBRFIFEBSIES,

ERATHESDKsH T EtfIEAMEA LB ERIFERE , S 7 # IAM Identity Center H 13 5%1F

RELRENQENK , ENHRNRHRANTH , HESDKRITEFEIFHRIIER, EEEE
RERRBIF R A4 , AWS CLI EfEHZE{Taws sso login®$.

A LU |dent IAM ity Center 581 SFEFLN BN RELFTFLENE, XQEKEEEES
IRER AWS CLIFZ B FZ2iizTRBHNEE. BXEZEER , 28 (AWS IAM Identity Center F
FERE) FRUATES .

« IAMIdentity Center F#FE A [E-BLE A7 AWS H R - S E R LR

ERIAME 7 0B B RIZTH R R 20


https://console.aws.amazon.com/singlesignon/
https://console.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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« NRESXFFENE - RESFSLEAE

BXFE Ident IAM ity Center IR IRESDKsH TENEFMER , BSHAEBIAME B O EIFRE
HEHE,

T & IAM Identity Center & 331

F>< 1AM Identity Center RiE

AR ARAB O #BIE T ## AWS IAM Identity Center B REMEE., W TFHSP — LA
2., AWS SDK API By XX #4{E F Y B #5 IAM Identity Center TEl, MEXFHNEFZLREHRE,

TRNMETEREBEMRZEBNXR,

IAM Identity Center & #x SDK API & %5 iR
Identity Center SS0 REEEWS AWS £ 1

2%, BHETOREHREE

# , sso API a5 & Z B IR
BHERBEN. BXEZE
B , BS AWS IAM Identity
Center B8R+ IAM
|dentity Center Ef R o

IAM Identity Center & & ATEREEIEFNIEHEE,
EEREA
AWS 5|7~ URL &H9 1AM Identity Center

WFIHER URL , fin
https://xxx.awsapps.
com/start . BEREH
IAM Identity Center & F&iiE

REFIITF,
IAM Identity Center 18]/ FHRIERF AR ERMESEEERTRS
£1F 8

T f# I1AM Identity Center & {33:iE 21


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed

AWS SDKsH TR

SEES

IAM Identity Center & #r

NIRE21E

IR EZIE

IAM Identity Center ZiF {2
&

T8 AWS BRSS RYSDK EIEf#AT

SDK API &5

AWS ZiE

sigv4 ZiiE

SSO FiERHE

DU

SDK R & A T 21T AWS BR

% AR IAM £1iF, EFER
WitH , BrARRSBICHE

REHN ABRTE,

SDK EFrA T K% AWS Bk
% A (55 —PE sigvd
AWS BRSs BA ) WEIE. £
FERTLHd , BHESED
CHBIRIBETRN ‘BABEEIE,

WMAEREUEAE |, fBlantR ftzhae
HYR TR IR,

IAM Identity Center AP| [#EHE & THEIERER sigvs Fif. KZE AWS R &= sigv4 API, B
tE—LEHI5 , ki Amazon CodeWhisperer #1 Amazon CodeCatalysto A FAREIR T XFES
AWS IAM Identity Center I B A2 FABH 1T A ZEH AWS RS BN ESIEBRTERE,

Fre8 AWS HRINF 21

- ERZNFIERRXEUTFRIZIERE,

- f£/ AWS Command Line Interface (AWS CLI) FfY aws sso login @i, MREEEEED

21F , XFEH—NEFH IAM Identity Center &%,

- BEIFSER , BFUYEIRE IAM Identity Center BIRIFT S EFG RIS, AWS CLI E&fERAHH
RS EFMRIFSEERH SSO £17 JSON X , HEE A # SDK £/,

- MRBEBLE—NEF2FE, MiZAWSCLI i RHEEFEANELE , BENENEEL YT
B, ETHIAIRZE IAM Identity Center 2B , IS FAWS IAM Identity Center A P 1§+

RVECE A B AWS 5[ &R &R E .

s BALERNKEERKE 90 X , B MEZRFHFER,

T f# I1AM Identity Center & {33:iE

22


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html

AWS SDKsH TR SEEE

SDK #n{a#REX AWS BRSs AR

LHIBABMNRSZHCE P IHITRET , SDK £t AWS BRSS HENR. FHE AWS configX ik
EBEXHEE N IAM Identity Center SZIEfEAMTET , FEH IAM Identity Center R N AR FHE
iFo

- EOIBREFIRE , ZUEETLEFESITN K.

E M IAM Identity Center ¥ R & FH % sigv4 AP BIEIE , SDK A 1AM Identity Center 1 [8] 55 k&
IREL IAM £1F, It IAM £EHRRINBRELE , CELTIET IAM AEI1RH#3T SDK # AWS RN R,

- WNPRELFEFLNTEE IAM Identity Center 2iFIFER A2 0 FFIREMN,
- BETHUMZENRESIEFLERE , HSFAWS IAM Identity Center A I8 NIZRELTER
ZadE,
- EEE , EAZH AWS SDK API XX+ | EREZIUE BETHNAWSEIERM sigvd FKil,.

W REZILEN A 1AM Identity Center API B9 getRoleCredentials IR El1E] SDK, SDK K& im XY &
FAZEEN IAM AEKIFERA AWS RS |, flnit Amazon S3 5| HEKF hiIHE, ERRESIEEIH
2, BRI R A AE X A PRSI R LR IR 1,

SRS E M RIRT

£/ SSOTHIEHERE oY , FHEMRIFT T B3I FIFTM IAM Identity Center ZREXAY &/ 15 ] &
28

- MRFETHE SDK ZRXFEATHESH , SDK [FEARIF S ERZ XX GRS, 1AM
|dentity Center &fF Rl 588 IAM Identity Center 15 1R1] P &FEFLEa AHITHR. MR
THEARTH |, IAM Identity Center fF£/H 5 — N 8] & &3 TR A

- WHRSTHRTATRIFIEEFIRNNRESTE , LA FHBTHEF RN EIL,
{ER , IR IAM Identity Center HRI[TFSEENH |, NFAERFHW TR SE, Rt | TELEITN
PREEIZFERTE, BYUAEFFENEENRELTER KB , EHRATH (HEFRANBRFER) .

£ 1AM Identity Center 2EZHE , M GIEHFEFSHHNABEHRTEZEZT HHRIE. XRRANRE
FRRERILE,. ELEEERNERSEZE , ZRRBRLTEVRHE P iR TRELEFTIE,

EMEZ , 3 SDK EEHMHNREZIUR , SDK 2B AR EFMEERNINEZTIUEAEAXLERIE, T
BRUERHXNFE /K, ERZUECTHNAEETin , XBEH, OREFIFTERFKIELR , M

T f# I1AM Identity Center & {33:iE 23


https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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SDK A IAM Identity Center AP| SRIRERFTEIE. EiRA AP, Ev’ilﬂ‘% o MRFRTHEEZ
S H , SDK A RIF T EZEM IAM Identity Center HEXSJEHX(%?E’JU?@ ZZEI%"‘E’J IAM Identity
Center THAI[ TR XEARSTH , &BRFHTE

|IAM Roles Anywhere

A LAE A IAM Roles Anywhere 1 IAM FRIRERIG AT R £ &EIE , LA FE AWS 2 E1TH RS 5.
BRNNARFEIERSE. E6H IAM Roles Anywhere , B8 TGRSR X.509 iEH, &Y
B A NIRHAIERNIERMFAE , LMER IAM Roles Anywhere BB R EIEREE,

% 1 : BLi& IAM Roles Anywhere

IAM Roles Anywhere 12t 7 —fh 5% , A TIREVE AWS AZBE1TH TEARSREMN G 8T EiE.
SEPEMENERIMEEH , LURECREN 1AM B2 IR EIE, ZAGREYEHNRBER IAM
Roles Anywhere # 1T & 3 BT &0 THEASFRBERHNR,

BXRIZEEEHE. IAM AEH IAM Roles Anywhere Bl B XHHIEE , iS5 H IAM Roles Anywhere
FPIEE K TE AWS Identity and Access Management Roles Anywhere 5 81| 215 E 4 71 B & 324

(® Note

IAM Roles Anywhere f 1§ EIELE X HIEH = IAM Roles Anywhere IRS H#Y —/Nh4F 81
2. TEHEM AWS configX#HHE BT

5 2 & : £ IAM Roles Anywhere

Z M IAM Roles Anywhere 3RERIGEY 22 ZEiE , A IAM Roles Anywhere RN FEIEBF. FiET
B 1323 IAM Roles Anywhere BN &R,

BXTHELEBFIEMIEE , 35 IAM Roles Anywhere i F 18RI HIM AWS Identity and
Access Management Roles Anywhere 3R ERIfi B &2 & X o

ZER/M IAM Roles Anywhere ZREXHY IfiBY Z £ £ IE 5 AWS SDK M AWS CLI —E &R ,
BRI LAERZM AWS configX#HHBEiEcredential_processi®iE. SDK Hl AWS
CLI X# M credential_process #ITHMRIINREBEILERME. THERTER
Bcredential_processH—%4EH,
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html

AWS SDKsH TR SEEE

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIFTEM credential-process iS5G credential_process REFR AR FRAE JSON HEHXIR
BlFEEILE. HEE K KT EMNETEEFH , MREENIETIL. FTRECAUTSH

« private-key - £EFERWAANERE,

- certificate - iFPHEER,

» role-arn- ENHRIIGAFEIERNAER ARN,

« profile-arn- NiEEACREMEIIE EXHH ARN,

* trust-anchor-arn- AT HHRIEMEEHN ARN,

BN EE AR 1IE:F3$H$A€HO FRrE =1 ARN &8I LAM AWS Management Console E#l, AT
THERTHZconfigXtF , ZXHEE T MNBF TERRIETEIL,

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

BEXRULESHNEMBFIENFMESR , 1555 GitHub £ IAM Roles Anywhere ZEiEBIF,

BX SDKBEEBREXASGMAERIERMENFAES  FEALERTHN #EZIERME,

E—NMAE AWS IEBHAE

RIRAESRER AR T2 EUERFEERATEFEL AWS TR, XLt FEiE 5 175 7 % 4R
ID, ff%@‘ifilﬂ @“fﬂ*ﬂﬁéAﬁEﬁﬂﬁko E T #EHX AWS Security Token Service (AWS STS) API i&ERH
EZEE , ESMAWS Security Token Service APIS & IR 1E,

ENZEHNSDKEITERENRAAR MO ESBEEEINEELR®, IAMAGRAGH —FRA
Amazon &RE ¥ (@)o ABEE —NMNEGERBIUGEXRR, FRZABGHWTIERATER — AWS
RS BB —PEERAWS KPP, ETHEAXRIAMEENESZER  BSRAIAMAFPERTYHNERIAMA
&,
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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WBEAMBRS , IREZINZAGHNET , NALLRENSDKR I EREN A ZAEERFRINR,

(@ Note
AWS sEMUER R AT REE R XL in T QA B BB LinT RAWS X,

IAMBE— AT

BEAGR , AWS STS RE—4AIgR 2L, XEEIERE S —MNEEXHFFETRBIEAFIH
AeE. RELNRE , SEAE—NKFH AWS IS , BENNARFEELRS —NKF PR RIR
i, 2FERAXMEENABRALR,

FT|1REIAMAE

EFNENSDKE I ERENRAAE , XN AL ESHEEHINREAR. AVMARRFERAGH
—#RRARNH, BABESE—IMXAFRIGEEXR , BERELZNKFANIATEK,HE. EHTIR
E , 52 (AMAFER) FHEIRIAMAE,

$R2: BESDKFITE

fFSDKEH T EEE N Mcredential_sourcemmIREUEEsource_profile,

credential_source A TN SHECSERR. T EHFEC2EHIHIAEL EPIREUEP,

source_profile BFNE — /1B EXHIREVZEIE, source_profile XX FAGEE , BEEXH
HERED , RAEERARANAERRRKAS —1MAR,

HEEREXHHIEELTA , SODKSH TES B3 A& THRBIA AWS STS AssumeRoleAPIER,
EENHEEACKERMEAMIHES , FEHRE AWS configHFIBEUATREE. BRXLEE
EZXEHNEZER , F3R KASBZITREZIRE T,

- role_arn-kBEELTHR 1 FRIENIAMAE

« B& source_profile = credential_source
( AJ#% ) duration_seconds
( AT ) external_id
( AT ) mfa_serial
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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( AT ) role_session_name

UTRBIERTHE config XHEFANMMAABETNEE

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

BRFFAERASECRKIERHEFRENFAER  FEALERFHN KAAAGFKIERESE,

¥EEAME 43R OpenlD Connect I A&

BRRAEHRERA-ARNZLEERFGRIGRERATEFEH AWS TR, XLEIEat il i i 6 247
ID. MEFEHEBANLLETHAR. ETHEX AWS Security Token Service (AWS STS) API i53RH
BEZEE |, BHSEAWS Security Token Service APIZZ iR,

EHENWSDKEIEREANNRAAGE , XN ESHEEHFINEEAR. IAMACGHAGBH —R
1R Amazon BREM (ARN), BEB53 — M RAERIEEXR. FRAZAGHAEREAEENES
3124t%. OpenlID Connect (OIDC) RSAMLEXE ., ETHEXRIAMAENEZEER , HSRIAMARF
EEPNAERRALE,

EHPEEZIAMBEESDK , IR ZACRENEEENSHRMEE  NTAE-SEHEENAE
SDKUE A Z A BLIRE G AWS IEF,

(® Note
AWS sEMUER R AR KL in T QA B BB LiRT RAWS X,

{FF Web 58 OpenlID Connect #1TEx&

BT LAER AR B RMER ( HI30 Login JSON With Amazon, Facebook, GoogleJWTs ) 2HI M
EohE () RIREUGERT AWS ZiFAssumeRoleWithWebIdentity, RBEMINFERALR , ©N1I1IWTs
TAHN 1D SIRF S, ShTUERSXIANREOIDCH FHRER (IdPs) JWTs &

& , f5lan Entrald =% PingFederate,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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R EFEH KR Amazon Elastic Kubernetes Service , Mt IhRE R F BN T DB EFF N E MRS K
FIEEIAMARN AL, EKSIXA Kubernetes ThaE2 5 KJWTSEIRH pod F , REHZEIERME
FERXERRFRIRBIGHER. AWS XLt Amazon EKS BIBEMEZER , H5H (I ZHEKSH
FiEm) PRBRZKFIAMAR, B2 , A TREEMRENGER , MRESDKEE , RINEBWESA
Amazon EKS Pod &1,

TER1 . REFHREAFNAMAE

EffESNE AP WEXE , BEEAIAME B IRHE AWS BAAI 1dP REBRE, XFEE AWS Ik
FISNER IdP 2 HE I E1E, EEBESDKNER JSON Web 418 (JWT) #TFHHRIE2 8T | AFEEE
BHRMEE (dP) AT HEENIAMAR, EHTIXLERE , FSRIAMAF BRI NE 555
OpenlD Connect Federation ( #2414 ) SIZ A,

SR 2: BlESDKHITE
FFSDK T EBE N FE AR B/ JSON Web 5 (JWT) AWS STS # 1T HHRIE,

UEERBEXHHIEE IS , SOKR T ELBZ N E#THME AWS STS
AssumeRoleWithWebIdentityAPIiAMA. EfH Web Bk FHRIFRRMFEAIGAIED , FEHL
Z AWS configMHHIEEUTEEE, BEXXERETENEZEE , FoR AAAGKIIRME
RE e

« role_arn-RKBEELH 1 FRIENIAMAR
« web_identity_token_file - RB B IdP
( AT ) duration_seconds

( AT ) role_session_name

LLTREER Web BHRRABBHWHEE config XHBEE A :

[profile web-identity]
role_arn=arn:aws:iam::123456789012:ro0le/my-role-name
web_identity_token_file=/path/to/a/token

(® Note
BXBHNAERF , HZE A Amazon Cognito, Amazon Cognito &2 B 3 EIE R EBREF H
NIEZTRGESHREFHRIETHE, BR , Amazon Cognito F 7RG E 1th 5 12 12 4L 75 3R
HEEESDKsHM T E&ESD, EifR Amazon CognitoAP| , EERKI R T E K ARAERE H
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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AT S5# Cognito IRFZ % Fim. SDKEXEMAE AWS SDKs , 25 Amazon Cognito FF
REEREPHARIERE,

BRFFAERASECRKIERHEFRENFAER  FEALERFHN KAAAGFKIERHESE,

AWS 17 [a] 22 4H
RS HAEIT

RINBIGEHN SODK X TERBRAFER IAMEHNSDKE TEN SFHFOLEHRRIE UFEREKNSERS
£E (8] 1R T

BR , EERRE SDK RTEMIGHEIL , H35H £AEREIEHT S BB,

£ A KHFEIUE

/A Warning

NTBRRZENK , EFRETARGROEELKIEN , F2FEH IAM AR#THHRIE , ™
REERASEMRARNEKE BMRIE , 620 AWS IAM Identity Center,

EEBEXEAIHREXE AWS Ik

ERZEHREXRE , BAEIL AWS Organizations 5 IAM Identity Center Bt & £ RE BB AN
FIR AWS Ik, BXEZER , $2H (IAM A/ EE) 1 IAM Z2REXEK,

YRATLATE IAM Identity Center R &IZ A , £ Microsoft Active Directory , EF SAML 2.0 & {312t
7 (IdP) , REFIRAY IdP BIHEXSEIH A, AWS IkFERLMERAREP—fEE  hAFPE#ESE
FHERK, BETLGREFINITZESMRIE (MFA) HERIGRES AWS Ik ##1T1AE. X5 IAM AF
TE, EER—MUUAZNKEBEIE , HETRESEM AWS BRAZEXEK,

RADEHRRCE IAM 7

MRETHE AWS |, AL — MR IAM AP, REERAERSTHEFIRER AWS FrRHH RN
B, EF I AILMERAMRFEILE , BRINBUESBREDEFRINER.

NTFUTRM, FaER IAM AP e RBE XK AWS :

AWS 7 8] 24 29


https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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- FTIREREN AWS SDK T E | AEADEHE AWS RS F#THRRE,
- EFITEHF , ETFAXIBFAISEZZRENITRMA, FLANEMBLRE,

MREBEXLERGIZAER IAM AR |, HRRIEZ IAM Identity Center SFEH B 1R HEERS F
ZAWS IKP By, BXESER | 53 AWSHHN B HELSKIE,

‘&R IAM AP R ZHE S

ERZERRKR IAM AFEREZESR. 28 (AM AFERE) | BRER TR ZAPNESHITRAE.
MRENFEERNMAETEN IAM AP HRZS , BRGENTHRIZER,

IAM AP ip R 2 AN FEEAMITEN LN HE AWS credentialsX#H. B2F IAM AFiHREE
AERELHNRRS, F2FES IAM AP BRI ZANEEXHFEIEARRBERRGH, TR
T E git-secrets EANMTEALUFERBRATEFHHRESRRE Git FHEEF, BXESZER , F5
59 IAM A FismE PR IAM B4 (BF, AFENAR ).

BRE IAM AU HER 20 EAKREIERTSBRIT,
EAEHEEHTH ORI

RINZBLEEHSDKE T EE B HIAMEHSDKE, TEWN B4 0B AR 5K A F 4t a %I —
EBER, B2 , B UEFIMERHIREMNIGIHES AWS FRTF, EXERREESHE  NEE
SEHIFEL, BAUEREEX4FFERIKREL , A UNERAEREEENRETENE,

REXR  RMNBVUENNARFEAMNAT it RENIRENES , MARFHEREIUEXHFHHHE

BT

- W& ACL MZE£AH AT (E Lt BAEASEH]) B AR ping B9 AWS T E RS |, B0 Amazon
Elastic Compute Cloud £ ={7E AWS Lambda.

- ERREEEPHS —TILF |, flW, IAMERNSDKH T EW G HLEHEIE

- HECEAHEZTIFRMHAE RO RIGERES,

ERAMNPRZIREBIESREFTIEXXH AWS FHRITF

1. SIBHAZEEIEXHF,
2. EFREXHF , BUWEAT SR, EXREGA AT I EIER ik,

[default]

T 30


https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. REFZXMH, iZ~/.aws/credentials XHMENZEETENERMFERE L, WRKREE
BENGREE 4 , NIk 4a2E5SDKE T EF AN [ZRIN] B & X4,

4. ZHFE AWS FHEITF,
BBLUT FRIFEENIHBANPEFIAMAGIES AWS HEITF,

a. XWTHEBEHFETNE4L S  BERTEREENTAEREFHANENIAMEEER. LLAE®
B MBEE R LI FPowerUserAccessHFF XA G
b. TEHEBEBEDNET7 4, &R “FIHEMIARERMBEN” AWS FiE SVHFIZTH & FI N
o
6. [FEHIWEIERIEBZW A credentialsXHF, MBEEEAWRdefaultBEXH , NFE
ELERNEENXHFBH. BHXHNELTFUTRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC

7. {R1F credentials X4,

SDKEIZRESZFF iR , eNpRXEIRFERHSERTFENER, ELEF 5a FERNIAMA R
REBRE 7 IGHEPHE MR, KREFERBRN 12 Det,

EnEIESHE K EESH4 37,

£ A B EUE B 1T & 0 IE

/A Warning

NBRZENE , EFRETARGIGEESHIEN , B2EAAMAF#THHRIE.
R, BEASSGRMEARRNEKES , Hlin AWS IAM Identity Center.

MEBFERIAMAFRKEZITRE , WFRFERWSDKS T EFES ERZHREREHEHAMAF
IEBHITH BRI AWS credentialsX ., EFIAMEBAHNLZLHESRE , HRRIEE IAM
Identity Center =% H b i@ BHIE$5

KHRIE 31


https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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AREUENEEESNIEM

BXREENES

- FFUNOTHAEKSWRZIERITIHE AWS RIRHNTEH, XEFIEARESZRAVKS R B
LU

- BELENARFXAFNOTHAFEGRZAREREES . MREXHEM , WEFHE LE£FR
HE#EIEEMBRLT , 2ABARBEIIENKEK,

- BENOTSLAET B XEH IS ITEEEN 4.

« FEER , FREHREPHAERERE AWS credential sXHAA XA FE K7

BXRZ2EEZUENESERE

BRI EZEEEN —RMEITE AWS Eif |, HSREBNKEXE AWSHB AR AWS — S
Z, BRTHE2ZA , FEEBUATILA :

- FAIAMAGSRITIS#HEMRIFRS (AmazonECS) FFHES .
« JNIAMTE Amazon EC2 £f|l EEZTHNAREFEH AR,

SR - BE AWS account
FRIAMAF#1TiERE AWS RS , IREE— AWS Ik~ F AWS iE$,
1. BIEKF,

EGEAWS IKF , A (REFE—IXE AWS B ? £ AWS Account Management 2 Z 1§
o

2. BIEEEMFP,,

FAEA root AFIKF ((EeIZNVNKEKS ) TRERZEFENMES. Hk , HTRR (AFE
) FREEERAS PR E - EERIAMAF K,

CIREEAPKP A CRKERFAERE  SHTHBAFKS ACREEKS ERNE R,

BRNKFBAESE LARTTAR AWS RERATELETHNARERF AWS, FEHRESXEK , £FE
HEREAXEEFHAR, NREIBFAR. AXESER , H2H (AMAFER) FHNARE
PR R
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https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS SD

KsfTE SEES

SR

1: BIEENIAMAF

- RRIAVMAPEREHRHLZIAVMAS (EZfs ) 3RIBIAMAF . tIZIAMAFET

o ROVEWIEIERER B AP RMETHRNE” AWS Management Console, X 8 &EE AWS iR

% 51$Eﬁf?ﬂf$iﬁ¢iﬁﬂ’ﬂtﬁﬁ9€ i 2 AWS CloudTrail 2 Mt B &G x4 L& 5|
Amazon HEF#ERES , XEFARRBREER,

C A RERRARET B R EENER | LT R OAE RS SRR,

o RZE“AI)” SDK #HIEEBLL Amazon S3 fREZ A B, EmMARFEMI Amazon S3 xS
HRER |, FEBEM MBS AP H AmazonS3FullAccess K,

o BURHEZIEPEXRRENRARIFEN LSRR,

HIR

w . npos

2 : SREVER 15 [R) 2347

EIAVMEHENSMERD , &EFERAF , ARGREEZZHt/EUser namefVAF,
ERAFPTHEL  &#BZeEINH. A, THRZRHAT , ERBHRIZA,
ERBFEBASHE 1P, EEGSITEE (CL) AL, XHEMETAERNZARBMER

AR NED—EFER AWS CLI B SDKs.
4. NWTORFRBALE 2, MATRFIEHERT -5,

5. ERIBBRIBALSE I, EETH.csv XAURFESIAMA 715 B 2 A M 1 R %4
BY.csvXfr. MEERBERER.

/A Warning
ERAEINELERRBRIEFTIINEZ S,

6. 1% Done (5EK)o

TR
t

@

3: BEHHE credentials X

|BHITHHZE AWS credentials X, X H7E Linux # macOS R LR ~/.aws/
redentials , £ Windows £ 5 SUSERPROFILE%\.aws\credentials,. BXEZEE ,

;%lﬁ,—_l ﬁEj'ﬁ:{_LIEo

2. FFUTXARMBIHXE credentials X, RG] ID EMRAZHAEER N LT TEHRHN
.csv XHHME,

KHIEIE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
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[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. REEXH.

HE credentials XHRERKEZIENRERLSFR. BEMETNEENRETE , BXRHETENS
M, BESHE AWS FRZEH. XR—FANEE , BRMNBER RIS EE Ident IAM ity Center RE
igeHER, FIEFERKBAEILRS , HicBMEE credentials XA BRIX L& AE,

A Amazon EC2 EHIfERIAMA &

L RBIN Bz E —NAE Amazon S3 5 RIFXBRAY AWS Identity and Access Management A€ |
LUEEZBEZR] Amazon EC2 SRBIHW N AEFHRER,

ERTDHEMITE RS LZESITEN AWS SDKEARR | HHE - NMAMER  REERFENTLD
BEC2EHIGRZACHNRE, BXEZELR , ESRISHEC2HFIEMEC2HRIIT S IAME

& IAM B

BT RH AWS SDKR AT AIREED TR — MR AR AWS RS RNITRIE. SIZ—NMNAMBEXR
RTRARFETAERNR,

Bl WERET —PEE , ZAEEFX Amazon S3 W RiEHEIMNIE. % AWS SDKISEHEE
M Amazon S3 AiEEHE “Al77” IR,

1. &% AWS Management Console F#3TFFIAMIZHI A , M1t Hhttps://console.aws.amazon.com/
iam/s

ESMERYD , ERAC  RAGERCEAG,

NTF EREAMERME , £ AERERE | &F AWS 5.

£ “AfI” T , % Amazon EC2 , RIFIEER “T—%7

N FRIMNR |, EMNREEFIRPIES Amazon S3 RiLFRINREIEE , REERT %,
RMAABNEN , ARERCEAG, BiEXNEN , ANEELE Amazon EC2 Efiit A

e,

2
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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B3 Amazon EC2 £ HIEELEMIAMA R

A BEHRITUTREERENIAMA R IZFE 3 Amazon EC2 K4

« XX Amazon EC2 AFERMHIHNIRIESZIEN, B2 , ERENEXSEZH , EERITUTER
1E :
- EERFMAEET , HFIAMEHEBEXHH  EBEEL—SHEBNAR,

B i EIAMA] Amazon EC2 iZiE& , Al LU N AR FEE R Amazon EC2 324l , BN AR
HWAX Amazon S3 IRSSHIIEEUN R

Connect EEZZIEC23L 4]

ZEHEE] Amazon EC2 X6 , XHERM AT AN ARFEMEZES , RARETZNARF. EFES
ERECEEHIRTE Key pair ( BF ) TEANBRANNLEED MM ; BREPEMX 4,

AL, B BHRREFIRE NS HITRE | EEFEH Linux SSHISERFIER Windows SEHl, =
EER | FRARET LU SXHEMTT R I E LR EERYSE B,

(® Note
£ Linux 2% macOS &ix £ , BANFEALZLEH G SREHEZHNARF. Escps key pair
—RER , JMERUT®S : scp -i path/to/key file/to/copy ec2-user@ec?2-

XX=-XX-XXX-XXX.compute.amazonaws.com:~o

AX Windows HEZER , iS5 X251 E Windows K4,

MREERANE AWS TEE , WER BT ERATEQEZEINM, AXESEERE , FSHALKEAN
TEONBEEAFEM.

FEC23%:f| LiE1TIENNARERF

1. FEHRARER XN IRE) 258 HE R Amazon EC2 34,
2. BHNABRFARIHETERREEFAITEN LHNERER,
3. (Hk)RIENARFREEAIAMACRMHNIES,

a. ®3x AWS Management Console }#TF7F Amazon EC2 #£&l& , Mty https:/
console.aws.amazon.com/ec2/,

B3 Amazon EC2 =l HIEEEHIAME R 35


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

AWS SDKsH TR

SEES

b. &HEXH,

EE BRI, RE RREE “BRAMEE",
NFIAMBE |, FkE TIAMBE” RS BIAMAE,
EREHAMEE,

BRBITZMAREF , ABINTEE T EREIR,

= ® o 0

HEEC2RH| EiE{THRN N AREF
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AWS SDKsH TR SEEE

RESE

SDKsIRHMBETIESHHNEAPIs, AWS BRSMITRATHIDAPIRITRIEFRFEN —LEETH , 21
SORIE, ERTHNE. At , SDKs1FEEHIERFRREERREA TENERNELE , #9AT
BIRSHRE , ARRBATERRENE,

BRBMENATETHRIABREBERENFAESR -

« AWS SDKs#ll Tools #r/E{LFIE R EH— BARIERHEREE S SDKsIEHIRH & 2 B SSTAR &L,
« AWS SDKs#l “T E” #5 (b Thae— B s ZMrE{LSDKs,

RIS & i

ELURREAXAE AWS RS , SDKsENBNMEARTFHE/MNR. AWS REHILN , tnREH N
BEFEZHRTSHEC2 , ENNARFSEE - Amazon EC2 BEF RN REKEZRESED. A
B, BRI FEARSEFRBZ AWS B A HIER, EASHERTSDKs , REEFHENRERT
W, AEESANEOEREBERAENMNRSUNE-NFNEFR , AEATRNEEDR — RS KL

R,

RER LR

2RREBEET AZHSDKsAZIEHESZ AWS REZWHThEE, EiREHEEFMEMIhEE, PRI
B 5SDKsEE — KRBt = (HFKIE ) |, o EX LS (HKE ) , WMEKRI LB RENE.
UTREEEHRMLEENEE :

1. ERBHERESEFIHAF LRENEMNENREELEETFHEMEMIRE,

- BEREBEUUBRESMREHTIRE , Ut WURESEHXNARANESNMREHRTER. XF AWS
CLI =% AWS Tools for PowerShell , EfIRREBEG ST LRMANESMNRESHHNER, ITF
SDK , EXRMEAIUAXABERSI AWS RE BEFRFnREENRNRERERARENAZERN
SHWF . API

2. NIR Java/Kotlin : BEJVMEHFZIRENRERE . IREREZEE , MEAXNNERER M K.
3. RELKREIMERE, MREBREZETE , MEANNERERF iR,
4. SDKREHZcredentialsXHHMIRE, MRERE , WEFIHEEAE.
5. REMHAZconfig ¥, MRFEZRE , NISDKEAZIRE.
« AWS_PROFILE¥EFEHaws.profileJVMALKE 7] A T8 ESDK N B/ B B 3T
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6. &/aEASDKIRRB A & R AN EAIRIAE.

® Note

BESDKsTEAgELRTRAMNINFHRHTRE, i, BESDKsHIERXFHMEFE#MNKLE
S AE, Bl , AWS SDK for NET X#F& 7 SDKStor e FIEIAKIR, BXSDK=H T Ejt
ENREUBENESER | TSRS EEFEANSDKR T EMNISEIEE.

G F R EGL S ELAFERAHBRHMA L, fll0 , WREEHRZconfigXHHRETHE

X MABESDKRITEAREHMVERFTRERIMNEAZEEN Y, XEKE , MRE
fcredentialsXHHFRMTIEE , MEFERZEEM A R2configHFMIRE, WREFEARE
MERERETE K ©f¥BZEcredentialsMconfigHFMIZIRE, &5 , £/ R%E (AWSCLI
WEITSHBRAPISE ) SIRBHNEEGEZZOIWAIEEME.

RIE R H

AIEFEN 8B SER PPN RHEFANB T TUBSZEHNFHTRENTARE, TRIBETE
EMEIESXHFRE, FREFTELR ( XNF Java # KotlinSDKs ) A AERBZ A FEEZIIEENIVM
RE. BNMNIRFPHENEEZETEHSNEFIMENNIRERHE,

« ConfigM¥HiRESIF

« CredentialsX#igEFIF

- T EFIXR

« JVMRZE 5K

MR EERINAEBE A TE , EP5E T AFRBEZDANRE. XTESHEE  £EETL
BB FMIEE S RBES R ERETBRGEE , RE (UEAT Java M Kotlin ) BT E
WMRSEMREEE, SMEEHFH T AE SN ERREMES LM R iE B ZEN .
REEEZETHE , BRCMARE | £RNODEEHE R,

ARG ERIAE (MBE ) , NREHLBTH , ZERLEY, CEELT RREOERME,
Bl | A BATRE B RS AT R i — MR

disable_request_compressionR"fHliRBEMNEBREELUTER :
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html

AWS SDKsHITE SEE™
- BEMERN S ETURGRBEZANBERES. BRI

- FRAELENEEXHPHITIRE disable_request_compression

- FERAMHEENHAELE AWS_DISABLE_REQUEST_COMPRESSION

- HEF , MEREANR Java F KotlinSDK , EFEARNEIRENIVMREE K

aws.disableRequestCompression

® Note

AR A — A ETUEEERBHEEMEININE , ERASENHHARBEX—2 , B
HNEFINEEH RN —TL=HNSDK, NREERBAGFIRERE , HSRENISEESDKIEE
HAPISEEE,

o MBEBA AT, MZENBRIARfalse,
- WHREERENE -—BERERtrueffalse,

B INEETNENEIPERE — 1 “FHRAM” AWS SDKs %,
WREREEESDKEFIZIT LI HMWIZEE, ZSupportedPIFERUTERRIEN :
* Yes— FIENEEXHFXEIZE, SDK

* Partial— XFEREREFITHEHRBMTRE, X TFPartial , MIERRTRE

* No— FAXIFEMRE, XATRRBRBPREAUXRIARNIIEE ; BRNRRFZIEFFIHAISER
BERE,

Config X fFiRIEFI&K

TRAVHNREATUEHRLEZ AWS configXHFF o E. SIRERMUN , KWBIFRFE AWS Bk
%o SDKsMETERWRXIFIMFNRENMRELE, EEFN M ASDKHTEXFNIREMEE
B, FERZEEEESDKR T EERM,

BEBWN HFHEER
account_i HEFkFHWAED R
d_endpoin

t_mode

ConfigXHiREFI&K 39
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REAW HHER
api_versions EARERE
aws_acces AWS 7 7] 224
s_key_id

aws_account_id EFkFHAED R
aws_secre AWS 7 7] 224

t_access_key

aws_sessi AWS 77 7] 224
on_token

ca_bundle EARERE
credentia HEEIUIREE

1 _process

credentia RA/EEIIRESE
1_source

defaults_mode B ERIAE
disable r B REYE
equest_co

mpression

duration_ RKA/EEIIRESE
seconds

ec2_metad IMDS/EIF 2 ity
ata_servi

ce_endpoint

ec2_metad IMDS/EIF 2 it 7
ata_servi

ce_endpoi
nt_mode

ConfigXHiREFI&K 40
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et

RER

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_

endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

mfa_serial
output

parameter
_validation

region

HAREE

IMDS#&EiE R4t rg

Uit R HL

BETRISHNIKI

KASEFIRAEE

ERTH

Amazon EC2 324 st 3R

Amazon EC2 =4l st #iE

KABEFIREE

EANEERE

EAERBERE

AWS [X1F

ConfigX iR EFI&
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BREBM HHER
request_m BERES
in_compre

ssion_siz

e_bytes

retry_mode Bid1TH

role_arn RA/EEIRESE
role_sess RAABEIFRMEE
ion_name

s3_disabl Amazon S3 Z X131 A &
e_multire

gion_acce

ss_points

s3_use_ar Amazon S3 EA R
n_region

sdk_ua_app_id MAREF ID

source_profile RABBZIERESE

sso_account_id IAME 19 O EIE IR RS
sso_region IAME 13 O EAE IR PS
sso_regis IAM & 12 F O S IE IR 1 7

tration_scopes

sso_role_name IAME 13 O R E IR S
sso_start_url IAME 9 R OV EIE IR RS
sts_regio AWS STS Xigi &

nal_endpoints
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BREBAWN FHER
use_duals Mk w2 FIPS

tack_endpoint

use_fips_ A% M = FIPS
endpoint
web_ident RAABZIEREE

ity_token_file

Credentials M HiREFIXR

TRAIFHEMREALUEREZ AWS credentialsXHF28E. ENRLBEEN , EWEIFFE AWS
RS, SDKs A TEXAIEEZ BN REMAELTE, EEFNMASDKHLE X FHNZENKFE
TE 6 BFSRIZESEERMSDKE AR,

REAM HFHAER
aws_acces AWS 7 |7] 224
s_key_id

aws_secre AWS ij 7] % 4A

t_access_key

aws_sessi AWS 7 7] # 4
on_token

HRZEHIR

TRIETSDKsAZBHAZFNHELZE, ENELBEMUN , FWHFTE AWS RS, SDKsiETE
EATREXFHENRENTREE, EERENXNMASDKEIEXHNRENTELZE , FSHIBE
}EFSDKE T EEm/,

Credential sX#iREDIX 43
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BEZ FHER
AWS_ACCES AWS 7j5 8] Z24R
S_KEY_ID

AWS_ACCOUNT_ID EFKFHKRETR
AWS_ACCOU EFKFHALRETR
NT_ID_END

POINT_MODE

AWS_CA_BUNDLE FHEERE

AWS_CONFIG_FILE HEXH config M credentials HWUE

AWS_CONTA NS EUFRMEE
INER_AUTH

ORIZATION

_TOKEN

AWS_CONTA N EUFRMEE
INER_AUTH

ORIZATION

_TOKEN_FILE

AWS_CONTA N EUFRMEE
INER_CRED

ENTIALS_F

ULL_URI

AWS_CONTA N AN
INER_CRED

ENTIALS_R

ELATIVE_URI

AWS_DEFAU el EBRIAE
LTS_MODE
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SEES

RER

AWS_DISAB
LE_REQUES
T_COMPRESSION

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

AWS_ENDPO
INT_URL

AWS_ENDPO
INT_URL_<
SERVICE>

HAREE

ERESR

IMDSEUF R 7S

IMDS&EUF {2 iR

IMDSEUF R 7S

IMDS&EUF iR 4R

Uit R HN

BETRSHNIKI
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SEES

RER

AWS_IGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

AWS_METAD
ATA_SERVI
CE_NUM_AT
TEMPTS

AWS_METAD
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE
AWS_REGION

AWS_REQUE
ST_MIN_CO
MPRESSION
_SIZE_BYTES

AWS_RETRY_MODE
AWS_ROLE_ARN

AWS_ROLE_
SESSION_NAME

AWS_S3_DI
SABLE_MUL
TIREGION_
ACCESS_POINTS

HAREE

BETRSHNIHI

ERTH

Amazon EC2 3E 4l st iz

Amazon EC2 324l st 33

HZconfigHfcredentials X#

AWS [XiF

BRES

ERTH
KASEFIURMEE

RABBEIFREE

Amazon S3 Z X558 &
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RER FAER

AWS_S3 _US Amazon S3 EAR
E_ARN_REGION

AWS_SDK_U MHARERF ID
A_APP_ID
AWS_SECRE AWS 17 8] 4R

T_ACCESS_KEY

AWS_SESSI AWS 178 4R
ON_TOKEN

AWS_SHARE HEXH config M credentials WNE
D_CREDENT

IALS_FILE

AWS_STS_R AWS STS X5 5.
EGIONAL_E

NDPOINTS

AWS_USE_D Mk FMim = FIPS
UALSTACK _

ENDPOINT

AWS_USE_F Mk w2 FIPS

IPS_ENDPOINT

AWS_WEB_I RABBEIFREE

DENTITY_T

OKEN_FILE
JVMA S E 151 %k
1&?—.[1«)\4#1«/{TJVM%VJLJ§’|‘$FHT AWS SDK for Java 1 AWS SDK for Kotlin ( JAJVM ) I B#r. BX
WA EJIJVMES B MMIREE |, 3 #the section called “Z1{A&E JVM RSB M,

WMRERE EHE a7
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et

ER=E
aws.accessKeyId
aws.accountId

aws.accou
ntIdEndpo
intMode

aws.configFile

aws.defau
1tsMode

aws.disab
leEc2Meta
dataVl

aws.disab
leRequest
Compression

aws.ec2Me
tadataSer
viceEndpoint

aws.ec2Me
tadataSer
viceEndpo
intMode

aws.endpo
intDiscov
eryEnabled

aws.endpointUrl

HAREE

AWS 15 8] 2 A

ETKFHLKET R

ETK/SHLIRT S

HEXH config M credentials WUE

BReE EMINE

IMDSH&

AN ]

ERES

IMDS

AR Sl

IMDS

TR HE

/\\\ k ijrl

<

JVMRSGE 5K
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et

RER

aws.endpo
intUrl<Se
rviceName>

aws.ignor
eConfigur
edEndpointUrls

aws.maxAttempts
aws.profile
aws.region

aws.reque
stMinComp
ressionSi
zeBytes

aws.retryMode
aws.roleArn

aws.roleS
essionName

aws.s3Dis
ableMulti
RegionAcc
essPoints

aws.s3Use
ArnRegion

aws.secre
tAccessKey

HAREE

BETRSNIRI

BETRSHNIKI

EWTH

HZconfigMflcredentials X4

AWS Xig

BERESR

ERTH
RABBFIEREE

KASEFIURMEE

Amazon S3 % [X 15 i8] &

Amazon S3 EA S

AWS 178 4R

JVMRSGE 5K
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SEES

RER

aws.sessi

onToken

aws.share
dCredenti

alsFile

aws .useDu
alstackEn
dpoint

aws.useFi
psEndpoint

aws .userA

gentAppIld

aws .webId

entityTok

enFile

AWS SDKs#Hl Tools ¥r/E1L

HAREE

AWS 15 &) 2 A

HEXH config M credentials WUE

Rtk Miwm S FIPS

Rk Miw 2 FIPS

NMAESF ID

KASEFIUREE

FIERMEE

WESRIERUEBEIELLN —BNRMIAME , A BEFSSDKsIEHREFFHUAMBRN G X ITHE, X
—HMHAURESE S NMRBRNE HFEWESDKs, AMEREEATUERBIEES. BXFEHAE
B, BZ SN EAERNASDKAPL

/A Important
FEFMBRAFMSDKsIFMARME , EEXFRABNTNAME L E.

ES]

- THEIRMEE

- SDKEEMEBEIENE

EUF IR & 4k

FOECEIERGEE
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- AWS i8] Z4A

- RAABKIERHS

- BRETR#E

- IAMS B O EUERERS

- IMDSEIFiRHrS

- HEEIFRES

TEREAR e

FRIESDKsARBE—RI R ( HRIF ) fieileE , UAEXRIATEHEARDEROAEREILE AWS
RS, REBRUEIULE , BRAEFL. XHREERFEHNFIRHEE .

EREP —MrECEIEREEN |, AWS SDKsIRA R RE U BRI A EITIER, TIREEESP
ERABMEHRRE , NENFILRHEHESREEHNAREFEBRIFENEIL. THEEMABEATHRT
SDKILL#1F,

RECIMERANTEEFZZSDKTMEE , BEEMNBEZFUTHKIE

FULRME iR
AWS i R 247 AWS IAMA F B 15 R 248 ( BIZ0AWS_ACCES

S_KEY_ID . FAWS_SECRET_ACCESS_KEY ),

£/ Web &35 OpenlD Connect #  ERAMBNAIHHRMERE (1dP) BF , B0 Login with
THE - RIEARKIRME Amazon, Facebook, Google Si{F{AE 3% OpenlD
Connect () OIDC Ky I1dP. £/ () &Y JSON Web T 1#
(JWT) fRIRIAMA &K AWS Security Token Service X

PfR. AWS STS
IAM 5 13 RO EIF R RS MHIREUEIE AWS IAM Identity Center,
RKABEEITREE BEABIAMASHNERFRIEMER. (REABHN

GBI , RIEERAZEIL ) o

BEEEITRME s AEERS (LE#FECS ) ML % Elastic
Kubernetes Service ( L B# ) Fif, EKSASRZIFRMH
ERMEFHNASRCEARFNEIL,

TR A ek 51
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FIREE DU
HESIERME BENXFIEREE, MASRFERHRE (24 IAM Roles

Anywhere ) FREUZIE,

IMDSEUE iR 7S TS i# it & (AmazonEC2) SSAIEL E XX HEUE, R
IAMA & 58 B NMEC2KHIMERER, HEZXH LZITH
KB AT AEA ZA BRI FIE, FIBEE Amazon
EC2 T ERS R

NTFEFHEBNSR , BESHHI/ERBEN S L. ERBIEENREERLNKRL, BR , 26 K%
RTEE M HZconfig#HMcredential s, BXESZEE , B2 R RENKEER.

SDKEBEMBETENZIIIRMELE

EEELREHTESDKNBERIERMUEEFMAER , EMNATEIFEZENSDKHIE !

- AWS CLI

« SDKXF C++

« SDKfor Go

- SDKEMA T Java

-« SDKX}F JavaScript
« SDKX}F Kotlin k1%
« SDKXF. NET

« SDK for PHP

- SDKi&EH T Python (Boto3)
« SDKXF Ruby

« SDKXF Rust

- SDKN TR X4

« FT PowerShell

SDKEEMEET EWNEITREEE 52


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
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AWS i8] 2 4R

/A Warning

NBRZENE , EFRETARGROEESHEN , B2EAAMAF#THHRIE.
R, BEASSGRHERRNEKE , flan AWS IAM Identity Center.

AWS IAMA F R FRIZ4A AT LA AERE AWS iE$, XLEXIGE : AWS SDKEZIfERXL AWS AF
ZEBAPIERWERE AWS | XHEHN TEAEF AT G RIEN AWS Z2EEMIRETRMBIE, Bil
HMAEHaws_session_token , XBEZIIF RIGHH , SHEFBEM. TERWERAKEIES,

(® Note
R AWS TERIFX LIGEHES , AWS ATMEKFUENEHY , IHEENTEARRT 2
ZRRME,

HEMW AWS credential s REFEEREENHENVNE K BAeLTeNTNABRFRERZ
A, HEEHZconfigMHHISDKEFERER D FH,

THEXEZEE AWS RIEMEAG AR , BSH AWS (A ERE) FRZEIEBNEERIAMA
FHR# . 1AM

ER TS AR E L AL

aws_access_key_id-#Z= AWS configX#i% &, aws_access_key_id-H=E AWS
credentials iR E ( #ES L ), AWS_ACCESS_KEY_ID - IMEF &, aws.accessKeyId-JVM
REEM : PR Java/Kotlin

EE AWS HRIFRARELEBH -8 , RTHRAFRITEHRIE,

aws_secret_access_key-H= AWS configX#i%E, aws_secret_access_key-
HZ AWS credentialsHfiRiE ( ##ESE ), AWS_SECRET_ACCESS_KEY - SMETE,
aws.secretAccessKey-JVM REE M : {XPR Java/Kotlin

EE AWS ERIES —&2 A TX AP RT S HRIEMN ZH,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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aws_session_token-#Z= AWS configX#i% &, aws_session_token-£=E AWS
credentials XHiRiE ( #%E 5L ), AWS_SESSION_TOKEN - 3REZ £ aws.sessionToken-JVM
REEMHE - PR Java/Kotlin

BE—AWS SETHABFLEN -2 , ATHAF#RTEORIE. S2WRBEFENKIDE
RAEAGATRE A IG e EIERY — &2 . ,\ﬁﬁ¥dﬁ‘§ill"ﬁ‘fﬁé 1EE‘IZ* FEQETH, BR,
BINBUSHRAERA RN Z2RIERBRHATILE. AXZ2EBN , FEATHLE HESKEIAM,

BRIAREX LEEN G , SR EARRTIUERTE ORI,

fconfig@credentialsX#HrHigBiX LEXFEBENRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAH@OgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS B G STIRENETEN RH

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows Bl s S TIRENETEN RH

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

52%#7 AWS SDKs

LUTHRASDKsEBEATBHRBARWINENRE, AR HINMERETEFH, IHEMAIVMREREH
% & AWS SDK for Java &8 AWS SDK for Kotlin RE&,

AWS 7 8] 248 54


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS SDKsH TR

SEES

SDK

AWS CLI v2

SDKXtF C++

SDKEATF Go V2 (1.x)

SDKEATF Go 1.x (V1)

SDK&F F Java 2.x

SDK&EF F Java 1.x

SDK3&F F JavaScript 3.x

SDK3& A F JavaScript 2.x

SDK3 F Kotlin K%

SDKXF. NET3.x

SDK3&HA F PHP 3.x

SDK3&F F Python (Boto3)

SDK3iEH F Ruby 3.x

SDKXJ T Rust

SDKJ H B K 45

AT PowerShell

RKABBRIERMEE

RigABSRER BN RZETIERGRIGRERATEZH RN AWS FiR. 1XLLI6eS IR 15 R 24
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ID. WELRZANZLTEEAK.

BERESZER

FEEHEHEWN config i,

EFHAHAE config XHIRE |

fE ; BSHK1E,

TXHHEEZE,

TREHHEEE,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR SEEE

EFENSDKRTERENRAZE , KT CRIBEEZEBEINRBEAE, IAMBEHAGHE 1R
" Amazon FR&E (ARN), ABEE - NRERIUEERR. £AZABHAEEERER AWS
RS, B —1 AWS K. Web &R #tE5OIDCSAMLEX & 14,

BEAMARSE , IREZINZAGHNEE , WALLRENSDKR T ERENERAZAER FHINR,
EHTIERE  FEAUTRE,

BXRFAHEARLERENES  ESRAERTH WE— I HE AWS IEFHAE,

RKAABEIERHEERE

FEAUTHERELLIhEE
credential_source-#= AWS configM#HigE

£ Amazon EC2 LIk Amazon B RBERFSBEEHRFER , A TIEESDKH T E R AEAL KR E
ENEBEEFERrole_arnSHIEENACIER,

RIAE: T

BXNE :

- BE-IEESDKH TEATFMIRETEBAWS _ACCESS_KEY_IDAHRZFRE
iFAWS_SECRET_ACCESS_KEY,

- Ec@@ 2 InstanceMetadata — & ESDKsR T EL 4548 F i H1 21 EC235 41 R B ST4FHI 1AM £ 2 5k 3R
BURIE,

+ EcsContainer— 5 ESDK=, T E G A K i1 FIECSA 25 IAM A & RIREBURIE P

FeREER — B ESXH P EREE credential_source # source_profile,

FEconfig X HHiRE T AR AU Rk B L B # K RBIEC2 :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds-#= AWS configX#iRE
EEAGSENRARENE (U NENT ),

REBMEXHEERAAGH , HiREFER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html

AWS SDKsH TR SEEE

ERIAE : 3600 ® (1 /heEY)

BRE : ZENEEE 00 ® (15 7% ) HACRENFZASERFENE (43200 B 12 Mat)
ZiHE, AXEZER , BEHIAMAFERTNETACHN S AL EFENERE,

£ config XHHigELTIH RHI

duration_seconds = 43200

external_id-#= AWS configX#Hi%E
EER=ZFATEEEFKFPRAA NI —IRRAR,

NYBREXHEERAACBZACGHNETIRKEE Externalld BN , IRBFEMR, ZEKR
53| B S H IS E A BRE#EL AssumeRole B/EM Externalld 3,

HIAE : Fo

BRE : BZRIAMAFEREPRERSE =5 R TG AWS FR 8 77 5 A% BR #2047 468 A S0 57
Do

£ config XHHigE LT RHI

external_id = unique_value_assigned_by_3rd_party

mfa_serial-%£= AWS config X #igE
EEAFEEEAeNSIERANZEHESHRIE (MFA) RENFIRSHFIIS,

EEAACH , IRZAGHEERKISHTEMFASG BRIENZMA , WHKET, BXNESE
BEMFA , B2 (AMAFERE) IAMHPIAWS 2 E 5 R 1IT,

HMINE : Eo

ARE  ZETURBHRENFIE ( HIINIGAHT12345678 ) , AT AR ELAMFAIR R #Y
Amazon BIRB# (ARN), BIEINARNRE : arn:aws:iam::account-id:mfa/mfa-device-
name

£ config X#HHIRE LI RHBI
I RBIBRIE — N BMyMFADevice AWERIMFAR R ERZKFRIZH ERAFE A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn-#Z AWS configX#i%&E, AWS_ROLE_ARN - IFEZE &, aws.roleArn-JVM REEH :
X BR Java/Kotlin

EEERATITEALEE X 4B RNWRENIAMEER Amazon BIRE# (ARN).
%ﬁi}\ﬁ . %o

BERE  ZESTEIAMACRARNWE , BT : arn:aws:iam: :account-id:role/role-
name

WA, BEBTIEEATREZ— :

« source_profile -#FRE—MREXH , ATEREFEMREEXHFRAZACHNRNE
iE,

« credential_source— A H YR LT EFFRAEUE S M N E)L S #HEC23L B & 4Ry &
i, EEALSHHECSE LS.

- web_identity_token_file— NEEBHIZNENARFAHRTECRIINAFEALHS
B IREEHIE{TE OpenlD Connect (OIDC) %AW B B RERE,

role_session_name-}E AWS configX#Fi& &, AWS_ROLE_SESSION_NAME - :RET B,
aws.roleSessionName-JVM R4 E 14 : XBR Java/Kotlin

EEEMMBAGSENEN. LBEMIERESHAFEXKNZEHN AWS CloudTrail BEH |
ZAFENEEERNER. BXFEHAEE , H2H (AWS CloudTrail AF#ER)Y FAICloudTrail
userldentity JT#,

AMIANE : TiESW, MRREHRLE K REEEXHRAAE  MREIERRER .

BWE : EHAKRE AWS APl AssumeRolel®RE ( AWS CLI & INREZ S
AssumeRoleWithWebIdentity#®{E ) BtR#H4SRoleSessionNameZ ¥, ZEMK N E AL
BRI ABEEF Amazon Resource Name (ARN) B9 —&84% , HERZE B X418 B IREN
CloudTrail B&E&K B —Z2 E o

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config XHHIRE LI RHBI

role_session_name = my-role-session-name
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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source_profile-#£= AWS configX#iRE

EEHMEEXH  HEIATRAHRBEEXHFH role_arn REEENAR. ETH
fAEH ZcredentialsfF AWS configMXHFFERABRENH , HSREEZconfigH
McredentialsX .

NREEENREEXHEUERRAACREXH  WREIRFRASNMARUTLEMEIL, HSDK
BETAEERERNNARBN , ZERSFLE. AGEEFEN AWS CLI 5 AWS APIA B TER S
NEEK—DE , AETEERK. BXEZEERE , FERHIAMBFEEPHN A SR EFNHE,

BMINE : Eo

BME : H config M credentials XHFHPENHBREXHNBEMRARN N ARFZREH, ELME
HBEEXHPIEE role_arn BE,

FeefEE — BB HFRESE credential_source # source_profile,

FEB B XA IR B L TR R

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam: :account:role/ROLE_ID

ERENROIP , ABBEXHEIFSDKE T E B EHRKFEKBEE X4 EIE, EXAERT , BE
B X4 IR B T BIAM Roles AnywhereSRIREUEIE, AWS SDKRE , RIBAERAIX
Lilm AT EUER A E] AWS TR, IEER A GLFM A TFERNABZTHIAMIERE | flinas
T AWS BRE. RAPIF L. BENXHRITHESIURERN CloudTrail BEFRARTEABRLTFERM.

XTFAGHEZENE —NRE , INRETE Amazon Elastic Compute Cloud 326l EE— MR AR |
HEGBUZNARFEAES —1NA® , WA ERANTERE,

[profile A]
source_profile = B
role_arn = arn:aws:iam::123456789012:ro0le/RoleA
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

Profile A fHE X B Amazon EC2 SRS HEITIEEAE , HNHBEIILEITIER,

web_identity_token_file-H} = AWS configX#i%E&, AWS_WEB_IDENTITY_TOKEN_FILE -
INEFE, aws.webIdentityTokenFile-JVM RSB : {XFR Java/Kotlin

BEXMHRE , ZXHIEREZFHR OAuth 2.0 I2AtEE = OpenlD Connect ID 54 R EGHY 5 ]

ThE.

W% E AT ER Web B EBRERIFIRMEE ( Hl20 Google, Facebook #l Amazon & ) #1753
iE, SDKEFRETIEME L XHEHNAR , HERRZFAAssumeRoleWithWebIdentityi®{E
R E/ERWebIdentityTokenS$iLi%,

BMINE : Eo
BRE : WEXTRBENNGE. ZXHLATE FHRAFEERMN OAuth 2.0 THFR T
OpenlD Connect T, MM EERINNAN THRETFB FRNENBEE.

Bz F#% AWS SDKs

LUTHRASDKsEEAFBHRBARWINEEMIZE, FIEIDHINMEREEFH, AWS SDK for Java
AWS SDK for Kotlin #—X#FHEMJIVMERSEEHIRE.

SDK ¥ RAREZER
B
AWS CLI v2 =
SDKXF C++ # credential_source AX%#¥F., duration_seconds A%

2 ¥, mfa_serial A%,

SDKiEA T Go V2 (1.x) =

SDKSERAF Go 1.x (V1) = EFEAHE config XHRE , HIUTT B MELE X4 E K Th
B ; BZHLIE
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https://openid.net/developers/certified/
https://wikipedia.org/wiki/List_of_OAuth_providers
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
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SDK X FAEHEZER
£

SDK&F F Java 2.x % mfa_serial A%#F, duration_seconds ¥,
ﬁJ\

SDK&FR F Java 1.x # credential_source FAX#, mfa_serial Fx%FK.

7 JVMAXEFRGEM.

SDK3& A F JavaScript 3.x =

SDK3& A F JavaScript 2.x ¥ credential_source A%,

)
SDK3 F Kotlin 3K =
SDKXF. NET3.x =
SDK3&HRA F PHP 3.x =

SDKi& i F Python (Boto3) =

SDK3iEH F Ruby 3.x =
SDKX¥ F Rust =
SDKH HT B R 45 =
T PowerShell =

ABREIREE

AREEIRHENEFNASRCNARFRIEL, ZIEPRERMEN T DM RERS (LD
ECS ) ML S #h Elastic Kubernetes Service ( L& ) EFIEEBH. EKSSDKs=HBEIGETIERM
EEHTTPIR SUNEEIE,

MEREFE A AmazonECS , RINBWEFERISIAMAGRREEIRE.,

BRAMAEITE, BEMR , Amazon 2ECSRESDKsH I B A RIREUEIE
HIAWS_CONTAINER_CREDENTIALS_RELATIVE_URIEZE, EECSHIL LB EEILIIEE , S
(I Em#tARRRSTFREER) FRNESIAMEE,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
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MREFEH AmazonEKS , EATEMUEER Amazon EKS Pod Identity kK i & iE &

B, RENE, TFEitH, mygE TEAENTT B, R Pod MIAMAEH S

Kubernetes HE%LKF‘*H?%E* ATEERENARRNIER, ETHBEXRLS# EKS Pod &
PNEZER , BRI SHEKSAFERHP I S# EKS Pod 54, EER , Amazon
AEKS'&EAWS CONTAINER_CREDENTIALS_FULL_URIF I EANRIREZE ll—I:E'JSDKS
FMAWS_CONTAINER_AUTHORIZATION_TOKEN_FILEMEZE, AXIZREBEFER , BZHILIHEKSH
FIEMHPHIRE Amazon EKS Pod 5412 |, EE AWS BEM L E# Amazon EKS Pod Identity
Bt 7 WA EKSEE N AEFNIAMBER.

ER AT BABLE L 2D RE -

AWS_CONTAINER_CREDENTIALS_FULL_URI - ShELE
BEEEREILR SDKEF AN TEHTTPURLA R S, XEEARMEN.
EiAE - T,
BME : BMURIL,

EE  HRER AWS_CONTAINER _CREDENTIALS _RELATIVE URI WERIRE , RAEXRIRE
AWS_CONTAINER _CREDENTIALS RELATIVE URI BIZF4{EA,

Linux/macOS B s FITIREFREEN A

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
®E

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - ;METE

BEEEREIEFSDKEMSEANMANHTTPURLIE S, ZERFH IZEIZRIAE Amazon ECS E#1
£169.254.170.29,

2RINE - Lo
BME BRI BERURI
Linux/macOS B ST RENBETEN R

export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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AWS_CONTAINER_AUTHORIZATION_TOKEN - SMETZ &

EEAXETHENTHE, MRRETHEE , NSDKFEHTTPIER LEATEEENERERN
Rko

%ﬁi}\ﬁ . Too
BERE : FRHBE,

EE R ER AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE ERIRE , REEXRIRE
AWS_CONTAINER _AUTHORIZATION_TOKEN_FILE BRI 4&fEHA,

Linux/macOS B ST TIRENETEN RH

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - SRELE
EEEQRMANAFERT I HFNEX XHFEE.
INE : o
BERE : FHH,
Linux/macOS BE fF HITIREFREEH R

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

FA AWS SDKs

LT AARSDKsZBFEARFTEARBIRNINEMNIZE, FrEEaAINEREEEH, AWS SDK for Java
AWS SDK for Kotlin # —X#FHEMJIVMERES B HIRE,

SDK X BEREZER
=]

AWS CLI v2 =

SDKXf T C++ =

BRERREftE

63


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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SDK X BEHEZER
b=

SDK&EHA T Go V2 (1.x) =

SDK&ERA T Go 1.x (V1) =

SDKi&E A T Java 2.x = AWS_CONTAINER_CREDENTIALS_FULL_URI  AWS_CONTA
INER_AUTHORIZATION_TOKEN t#AFERTF Java iy
Lambda SnapStart ,

SDK#EH T Java 1.x = AWS_CONTAINER_CREDENTIALS_FULL_URI = AWS_CONTA
INER_AUTHORIZATION_TOKEN wAFERFJava iy
Lambda SnapStart .

SDKi& T JavaScript 3.x =

SDK3& A F JavaScript 2.x =

SDKX F Kotlin 3K i% =

SDKXF. NET3.x =

SDKiEH F PHP 3.x =

SDK3&F F Python (Boto3) =

SDK3iEH F Ruby 3.x =

SDKXF Rust =

SDKA HT B R 45 =

AT PowerShell =

IAM & 13 R O R UL R 7S

It BB EIENLE AWS IAM Identity Center A TIREUE BRI 2 S B 5K (SSO) ihE AWS RS
PR
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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® Note
£ AWS SDKAPIX#H | IAME 4 R OER R A FE B ESSOUE R &,

/& A IAM Identity Center /& , 8T AIEHE AWS configHFHh A HIEBE L E B X H. EESXH
AT EEINAME B OIFERITIF. HHAFKRIET Identity Center #ITIAMB A RIEE |, [TFIRE
S5ZAPXENIAMAGHERIES, BT HUOMMEE+FSDKREUREHERFRHEAT AWS RS &
R, S0 7 # |AM Ildentity Center 311,

B ZconfigXHEEIAMERHROLEFRIN S Z

« (#E ) SSOTHEMRERE-EKSFFEMNE, SENEBENSFFEMEIN X,
- BRETARFVEE-ERABREN/\/NT2TE,

EXAHRED  SREEETSEIHEEFESR.

UTHHEEIEEXIAME AT OLHNEMEES

« AWS IAM Identity Center fi 185

« AWS IAM Identity Center |1/ MILAPISE

ERATHSDKsM T EMAEAMERALEERFERE , 26 7 ## |IAM Identity Center K1,

FRFMH

BN B R IAMBHRH L, BXEH Ident IAM ity Center S RIFRIFMESR |, FHSFHAWS IAM
|dentity Center i 55 AWS IAM Identity Centerd 89 /3 Fi o

(® Note

RNE , EXREATNFAN BN ZBERZENMBEN K ZconfigXHEE , HSRRERSH
BHIAMEHSDKE T ER B 40 5 BRI,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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SSOTERHEERE

UIRFEFASSOT R HREFEER , B8 AWS SDKR T ELBFHRIFENELTE , EREKNSER
BRLE, BXRQEFENBNSKEENRENESZEE , HZFHAWS IAM Identity Center AAFIEEH
B ELE AWS 1518171 # Ident IAM ity Center S£5% BB T2 F BV & & 15 42 1H] o

ZconfigX#HHsso-sessionEBrn ATFX A TRESSOF R THENEELZEHTHA , RAETUE
FIX L3 E5RIRE AWS Fif, BXxconfigXHH oW EZFMER |, HSHEE KR,

LTHZEconfigX - RHIERAEE 4B ESDKR T E |, BLiER Ident dev IAM ity Center ik,

[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BIEMNROERTEENL —Nsso-sessionBHHFHEEHEME XK, BE , sso_role_namest
MfEprofile# o Fi&kEsso_account_idHl , AESDKATEAE R AWS iE 4,
sso_regionsso_start_url, H, sso_registration_scopes@MiEiZsso-sessionZo A
RiE,

sso_account_id¥# Hsso_role_name T R2FIESSOTHEEZSHHSEN., MRENNARER

REAXZERF AWS RS EESORIENEIE , WFAFERSE AWS Kif. HFEASGRIER —TE
BAMATICETHENZESHEOHTTPEARIESR, EXMBERT , FFE sso_account_id M
sso_role_name. EREZRSEBIFTIEEPTEEN , BSRANDMA AWS RS B,

EMEEEENRN sso-session W—E5. EAER—FHLE OAuth 2.0 FREIR ARFX APtk P #Y
HENPR, BIEA RBlIEsso_registration_scopesHFIHK A GRMELAENHRNER,

UTREAIERT MAEZSNMNEEXHFESFHMERBMNsso-sessionEl &,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BRI SHEMERE ~/.aws/sso/cache BRETHHME L , XHEBETLEEF.
15 88 B 1 1] Jnl #rEc iE

ERARENTARFEES BN THERF. RIMNBNHAH SSOTHERERE,

EERAESNTARHEE  SOAEREXHFEENATRE

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name
AT LA sso_start_url # sso_region RENBREXHIEEAFIIF. AIAER
sso_account_id M sso_role name &REXRIEEMNIR,

LTFROHZET config XHHHENSEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BHRBITITHEERET ~/.aws/sso/cache BRTWRHAE F | MHBET sso_start_url,
IAM & 13 R/ OVEIE IR IR E

ER AT BABL B L D EE
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67



AWS SDKsH TR SEEE

sso_start_url-*= AWS configX#ig&E

EmESRALLK Ident IAM ity Center X BHURLFFEITFURLA., URLEXEZELR | #HS
% {AWS IAM Identity Center AR FHIEA AWS BRI,

EHRFINE , B I Ident IAMity Center 2§ & , EFEHIER , FLEIAWS HH[TFURL,
« HEF , MBI 2.22.0 IRAFF I8 AWS CLI , BRI UK ARITEN{E. AWS URL

sso_region-#£Z AWS config X #HiRE&E

Heh AWS Xig G2 ZBNIAMBBFOIFPEN ; hREEER A Ident IAM ity Center Z BIIEEHY
Xig, XE5EWEIAAWS RKiEFTK , b aEBFIFE,

BXRAWS X RERBHWTESIR , HSHHPH XE LR T RAmazon Web Services —fi§Z %,
EBERIE , BT Ident IAMity Center #2#| & , EEEHIER , AEHRIIXE,

sso_account_id-#= AWS configX#HiZE&E

i AWS Organizations BRE 71 AWS Ik A F S0 RIEMNEF ID,

EEETRAKFIIER , EERIAMS G P O0ZH S HITIFAWS IKFRE, ZETAERAWS IAM
Identity Center [ 1/ APIZE ffListAccountsAPIZT EEF W A/, 5k, flm , EAILER <5l
£ AWS CLI 153

sso_role_name-#{Z= AWS configX#Hig &

ERAMECEEBNNRENENR , BTENAFPERNNE, ARAREET AWS KF BEMN
Fsso_account_id. FRABEH , MT2AT Amazon BIRABAF (ARN),

REREMBIAMEK BN B E X REKRE , AEXLT AFXNES BRI RRBRE AWS 1K

EEFETNATRAMBRENTIR AWS K/ |, EF5E Ident IAMity Center 2] & H#TFFAWS Ik = 7T
Ho EF AWS K- REHINHIEWNRERN . L&A UAEAAWS IAM Identity Center 7177
APIZE iy ListAccountRolesAPIF A EE Al AR REFIR, Hl , BT LLEA AWS CLI 75 3Elist-

account-roles,

sso_registration_scopes-#= AWS configX#Hi%iE

E} sso-session RNWEENES2EIIR, NARFAUBER—INHZNEE , @
BARFZRNHESHEENRETRETFHTEE. EM Ident IAM ity Center FRSEXVE RIFTH

¥ , sso:account:accessBARTFER/NBE. BXAABMSBEEINIIE , BZHEAWS IAM
Identity Center Al 8RR 7 R5E B

IAM & 3 H /0 iR R 68


https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
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XEBEE XL T AEMOIDCE i iE RN RUR F P imie RE 15 E 5. /FRBRNER
IAM & 13 035 H & T R IR R o

HRETEATEENTARNEE. £RAZEEERHNTEEERNREE

sso:account:access fEAEEE RN,

FA AWS SDKs

UTAHAASDKsEZ AT TR AMWINEMIZE, FAIEDAINEREEEH, AWS SDK for Java
AWS SDK for Kotlin # — X FEAJVMRASEEHIRE,

SDK ¥ FERESER
B
AWS CLI v2 =
SDK¥ F C++ 2
SDKEAF Go V2 (1.x) =
SDKEAF Go 1.x (V1) 2 EFAHRE config XHRE , HIUTT B MELE X4 KYTh

e ; BER L,

SDKi&E A T Java 2.x & credentials M#HtXEFEEE.
SDKi&E A T Java 1.x o
SDK3& A F JavaScript 3.x =
SDK3& A F JavaScript 2.x =
SDKXt F Kotlin 3R =
SDKXF. NET3.x =
SDKiEH F PHP 3.x =
SDK3&F F Python (Boto3) =
SDKi& i F Ruby 3.x =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/

AWS SDKsH TR

sEEE
SDK ¥ BEFREZER
£
SDKXJF Rust 5B R EZBNT O RIFEE,
ﬁJ\
SDK N HT L X 45 =
AT PowerShell =
IMDSZIFIR 1S

6 THIEARS (IMDS) REEAXEHLFINEIE  SUUFEAXEREXREEBREREEZITHE
fl, BEXTRABENESZEE |, ESH Amazon EC2 AF 8B =HI t#iE. Amazon EC2 12
T AIHEEFIERANABLIRTR , ZARTRAUANRFRASHER. UREFIMMNT AR T
AURME AN ZARERNEIE, SDKsTUAER XK SRBTENHRAEIEREEFE—BOH
EH, BRIAERSSHITHIERSZRA 2 (IMDSV2) , IMDSXREAAECTHNELESNRA, NMERT
AR EEMNER ( HTTPEIRIEE 403, 404, 405 ) MM , MAERFE. IMDSv1

ERUT A ERE L IhEE

AWS_EC2_METADATA_DISABLED - SMET 2
=R ZEMEA Amazon EC2 KT HIERS (IMDS) RIREUE .
EIAE : false,
BHIE :

« true— FEFERAIMDSFKIREGE S,
« false— A TIMDSIREUEIL,

ec2_metadata_vl_disabled-3*= AWS configX#i%iE, AWS_EC2_METADATA_V1_DISABLED
- BT 8, aws.disableEc2MetadataVl-JVM REE M : XBR Java/Kotlin

RIMDSV2K M |, BREERAKFITTHITERS A 1 (IMDSVT) EREE TR,
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKsH TR SEEE

@® Note
New SDKs A #FIMDSv1 , Rt A #FiRE, BEXEMES , FAEK 37E AWS
SDKs,

2RIAE : false,

BENE :
+ true— BEZIMDSVI BERH.
- false— IMDSv1 A& H.,

ec2_metadata_service_endpoint-*= AWS configX#HigE,
AWS_EC2_METADATA_SERVICE_ENDPOINT - /5% &, aws.ec2MetadataServiceEndpoint-

JVM REEH : IXBR Java/Kotlin

BRI RIMDS, WERIEE AWS SDKsH T ER R SR EC2K A T BIFEN R INLE

ERIAE : MR ec2_metadata_service_endpoint_mode &F IPv4 , MIBRIAR SRR
http://169.254.169.254, MR ec2_metadata_service_endpoint_mode & F IPv6 ,
NERIANH SR http://[fd00:ec2::254],

BHE : BRURI,
ec2 _metadata_service_endpoint_mode-*= AWS config3

1% &, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - }FEZ &£,
aws.ec2MetadataServiceEndpointMode-JVM REE M : XBR Java/Kotlin

M L im T LIEXIMDS,
ZRIAE : IPv4,

B%{E : IPv4, IPv6,

(® Note
IMDSIEHRHEEREFN—F7, THEITRERHEEER  REEARRIIFHEMLNMEHRE
ZF z*éXTIMDSft%H,#%xEﬁ#‘\AE Hit , MREHEENBEFERLREENELE , N
AMEETRBREMERNETIEREENEAEMEEN . NE , SHEABRZTIIRAEE

IMDS#R & 71
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KEHRUPNMEHERD TERFIE , FTOERBFPIEEERREENAE. IMDSEIERS
FRiume , A EEEERIERR.

IMDSIE P Z 24

RIMBERT , WRAREBERNIER , AWS SDKNSDKA 2z {F A S FEC23LHl T BB R S
(IMDS) k¥R AWS SEBHIE$H, BT AWS_EC2_METADATA_DISABLED HREFEIRE RN true
ARZAITR. XERUB TSR ENMEES , H i858 AJREME T Amazon EC2 £ T BiERS
R AIEMEH RE M,

(® Note
AWS SDKTeXLRENA , BE T ERERENEFF REH T2 EHIMDSRERERE.

ZH I S#EC2IMDS&E IR £
IR BN R R ERRTAEANRERGUREREFLEERAREFTE,

Linux 1 macOS

bl

£ Linux 8 macOS MEF AT ERA AT o B iREMMER

$ export AWS_EC2_METADATA_DISABLED=true

MREHFLEHIREESZ shell QEMNREERHRFAET , WATLLF LR SR MENEH shell BLE
X#H , BlEn .bash_profile, .zsh_profile = .profile,

Windows

5/ Windows WEF O EAL TR IREMFELE -

$ set AWS_EC2_METADATA_DISABLED=true

MREFLERREBESZ shell 2EMREEBSHPRIFFE , WANBAUTRE

$ setx AWS_EC2_METADATA_DISABLED=true
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® Note

Z setx BT AL ZENA T R shell 21F , AL EFEEFHMBHEFHITIT shell &g
5 E Mo

32 AWS SDKs

L TAARSDKsZFAETH PR HEMRE, B FINERTEEH, AWS SDK for Java M
AWS SDK for Kotlin ff — X FERIVMREBHIRE.

SDK X FEARESZER
b=
AWS CLI v2 =
SDKX F C++ =
SDK&EHA T Go V2 (1.x) =
SDK&ERAF Go 1.x (V1) e EFAHRE config XHRE , XIFFBMNEE X4 MEKKITH
B ; BZHE21E
SDK&H T Java 2.x =
SDK&H T Java 1.x T JIVMREEM : fEFHcom.amazonaws.sdk.disableEc

7 2MetadataVl A FEaws.disableEc2Meta
dataVl ; aws.ec2MetadataServiceEndpo
int Haws.ec2MetadataServiceEndpointMode 53

o
SDK3&H F JavaScript 3.x =
SDK3& A F JavaScript 2.x =
SDKXt F Kotlin 3Riji = TERAIMDSVIER,
SDKXF. NET3.x =
SDK3& A F PHP 3.x =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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SDK X BERESZER
b=
SDK3& A F Python (Boto3) =
SDK3& A F Ruby 3.x =
SDKX F Rust = THFEAIMDSVIE®.
SDKJ9 Hif B K 4 =
AT PowerShell & BuLUERAERBHPEXZEAIMDSVIEIR, [Amazon.U

til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

HEFSIERME

SDKsizft—Mit X BEX ST RELRHEEEN G Z. KREHEFTRATRHABENSEN , SN
AT FEFRRTUES GRS O REBEK.

f]20 , Ro IAM les Anywhere fffcredential_processRRKREW N ARFREUGRHESR, Extit
FRELE credential_process , isZ# IAM Roles Anywhere,

(® Note
UTABRHERT —MMABHERINERNTGT E , MREENPHBEZNSTRE , WA LE
RiZ7E. AWS. MRRIEEEE AWS TERF , BEARMERRAEF. NREML
W, N NBERERARERENZEHEIRR TEMEREXXF. BIAENWEELEIETE
REABAEANEFRStdErr , BRI M SDKs AWS CLI ATLAHRMIEFIERER , AET
RERHKRBARERNOAL,

FERAUTHERELLIhEE
credential_process-#= AWS configX#iRE

EESDKH TEARMBETHARGT , LMAERBRRECRANSHRIEZRE, ZREEE
TSDKREZEFANEF/GTHEMN. SSDKERAZERER , EaFHHREAEEAISONH
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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2. stdoutBEXREELANBEERRNREFEE . ZEESSSDKHITEARTHERITEH
BIEM &SR

(® Note

HEFIERMHER THIITERERHARE N2, ER , REEARIFHEMILNMEREZ
B, IoRERAEFTUERME. At , MIREFLEENEFEALRHEENZILE , WLAME
BRMREMEMNTIERAENEAEMBEEXHF, HE , SEHRBEIERAEEAZI AN
BMEEERD TEREL , TNERBHREEEANEESIERESE. QZRSEF IR,
A EEEEZUEXRR.

BERIULEFNERE

ENER-1MN72H&  HPEISSDKIFRITERRESITHEFHRE

K

%

« BEMXHEBREHRUATZHER : A-Z, az, 09, BEFF(-). TV (_). < (.). E#
(/). RBMT (\) Mz,

- IRBEEINHFEIEER , BHTERENXABEANGIS (") FEEX.

« MRSWEMTSHEITEZEH , WANEIS (") FZRFER, NEEREHIE , IFRE
FMEXT o

s FOEFHFETLESEMAETE, Fli0 , BFREESE $HOME =X SUSERPROFILES,

s FERENHRIEEN ~. * EUAEETBRERENMHE, IRFEELXXHE  MRELER
£ PATH MR BEENXHRFERZERF. BERRERSMSF

AR RAIERT % Linux/macOS EHIHE config X#HHRE credential_process,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

AR RBIE R T E Windows ERIHE config X#HZE credential_process.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

« INELTABEEXHPERE
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[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1

FEUETT R By A W

SDKETBREXHFIEENG S , AEMIEHHRPEIERE, TieRHAER - #FIREF , &5
EM S ESAAERSTDOUTHE U TIBERNISONS H,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
® Note

BEREANZAE , Version BHALIIREN 1, FEREEBMZEWHNARE  ZETESE
yi/I}S

Expirationfi@ — 1 RFC3339 XL AT EIB, MRZExpirationZAREIMNETEMNHEH
F o, NSDKBRIZEXLIEHE2FARFHNKPEIE. &N , FEMAIEREIE , AESEE SR ERH
1217 credential_process S XRBRIFEIL,

® Note
SDKT&GAEBABERBHFEFABEERIIE, NRFEZRET , WLTEANBHEH I,

AMHRALOEEFTRENRSD , BUSRERRTIEN £ £ HR
FA AWS SDKs

LT AARSDKsZFEARTBHHRNINEINEE. FIEHIHNEREEEH, XEEMIVMRSERE S
1’ E AWS SDK for Java &8 AWS SDK for Kotlin RH&,
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SDK X BEAHESER
#

AWS CLI v2 =

SDK¥}F C++ =

SDKERF Go V2 (1.x) 2

SDKERAF Go 1.x (V1) = EFRAHE config XHRE , HIFF B MNELE X4 NEREYTH

B ; HZHELIE

SDKEH T Java 2.x =

SDK&H F Java 1.x =

SDK3&H F JavaScript 3.x =

SDKi& T JavaScript 2.x =

SDKXt F Kotlin 3Rii =

SDKXF. NET3.x =

SDKEHA T PHP 3.x =

SDKi& A T Python (Boto3) =

SDKiEF F Ruby 3.x =

SDKX T Rust =

SDKH B B &< 45 =

AT PowerShell =

Process 12t #& 77


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR SEEE

AWS SDKs#Hl “T&” #rE{L T

TEZUREEENN —BHRIAME , FEEF S LHMMEREN S X TIESDKs, X —H A LR
BESMRIEBNNES DHNBEWESDKs, AMAREBTUAERBHREESR , BXRFAFE , BSHALE
#Y B 4K 1% ESDKAPI,

/A Important
FIEFTBHREEMSDKs I ANEE , EETRIEFHFAE L H.

F&

- ETKFHNLRTR

- NAREFID

+ Amazon EC2 EfI TR
« Amazon S3 EAR

« Amazon S3 ZXEiFE K
« AWS [Xig

« AWS STS XIFAHT R
« MikMimR FIPS

- IwRRI

- EAEERE

« IMDSE F i

- BiRdITH

s ERES

s BETRSHIRK

- BB ERIME

ETKFNLET K

ETKFNKET QEREHN AWS IKF ID KRELZFILIHEERIARS AWS RS BRIVERH , M
MABEARSEEN AT B, SEEAIEETIKF K AWS SDKL i 11 QY IR M AR S

FrfE(LThRE 78
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i, SDKEEZMENFEAETRANARTR , MARXREBLIETR. ETKFWARETSBER
HFhttps://<account-id>.ddb.<region>.amazonaws.com , Ef#i#fi<account-id>RIRH
AWS Ik ID , Bift<region>RREY ID AWS X

BAERT , K D RELBERMKEN , FATFUELHRT K, FERTBLELBERIE
£ | FETRETRRABNOS L. RESEAWEEREE , KA 1D HRBTLEF TR,

ER LA T A E L Ih &

aws_account_id-HE= AWS configX#i& &, AWS_ACCOUNT_ID - 3/ E3 &, aws.accountId-
JVM REE M : {XPR Java/Kotlin

AWS Ik Bfif. ATETRFNRSEHE. AWS IKF SIEMERNELTF 111122223333,

ETIKF R im B H A W LRSS REEFRFERMERE.

account_id_endpoint_mode-HE AWS config3(#i%{&, AWS_ACCOUNT_ID_ENDPOINT_MODE
-INEF E, aws.accountIdEndpointMode-JVM REE 4 : {XFR Java/Kotlin

WEERTESERXHAETERFNOIRSMEH , HESE TR/,
ZRIAE : preferred

BME

- preferred— In RN EIFEKF ID (WMREE ),

 disabled— E#fNiH XA TSI EKF Do

- required— HRLTNIEKS ID. WRIKS ID FAA , WESDKE| XK R.

FA AWS SDKs

LLTAARSDKsEBFEARTBAHBIRNINEMNIZE, FrEHIAINEREEEH, AWS SDK for Java
AWS SDK for Kotlin M —ZFHEMIVMARSEE HIRE,

SDK X SDKIA& ZEHEZEE
B BxH

AWS CLI v2 a

SDKXI F C++ a

ETKFHLRTR 79


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/

AWS SDKsH TR

SEES

SDK

SDKEHF Go V2
(1)

SDKEHF Go 1.x
(V1)

SDK&FR F Java 2.x

SDK&FR F Java 1.x

SDKEA T
JavaScript 3.x

SDKERAT
JavaScript 2.x

SDKX} F Kotlin &%,

SDK¥F. NET3.x

SDK&EFF PHP 3.x

SDKi&E A T Python
(Boto3)

SDK3Ef F Ruby 3.x

SDKXtF Rust

SDKJ H B X 45

AT+ PowerShell

M A#ERF ID

B AWS IKF AIHSANEF NARFERRKRITERE AWS S

2 Mt

fim ) o

fm

o

ol

D D Ho

7|

SDKiRrZA& ZEHREZEER
PR

v1.35.0

v2.28.4
v1.12.771

v3.656.0

v1.3.37

v3.318.0

v1.123.0

MARERF ID AFFRHET —RiR

BIARAARFEERARNAE AWS K. AWS SDKsT A |, REAAFERAIARLKE , RIEFGHE

B ID

80


https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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EREEFEEY, flf0, WEFLUESEERIESRFEH P HE AWS Health Dashboard LAKE—#R1R
&K VR LE B F 2 7 58 AR R Bk

ER AT BABLE L 2D RE -

sdk_ua_app_id-H= AWS configX#4i& &, AWS_SDK_UA_APP_ID - IMEEE,
aws.userAgentAppId-JVM REEM : {XPBR Java/Kotlin

HRERESBMANARFNE—F/FH AT RISENAEFFHMLENARRF AWS K- 1R
FTEiE AWS.

2RiA{E : None

BRE : BRKER 50 WFFH, AT ERFE. BFNMUTERF

. [+ * N
= -
i‘a - !\ Y $\ AN &\ Y +\ SoeN g RN Y Y |\ ~o

£ config XHHIRELEN R

[default]
sdk_ua_app_id=ABCDEF

Linux/macOS BT TIRENETZTEN RH

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows Bl s S TIRBENETEN A :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

NRESENFANSEARREYHNAS  EREEENZEH#TE N,
32 AWS SDKs

LT AARSDKsZFEARTBAHHRNINEIRE. FrIEHIHNBEREEEH, XEEFMIVMRERE S
1’ E AWS SDK for Java &8 AWS SDK for Kotlin RH&,

NARRF ID 81
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SDK X BEAHESER
#

AWS CLI v2 =

SDKX¥ F C++ B TXEHEMconfig .

SDK:EFF Go V2 (1.x) 2

SDKERF Go 1.x (V1) &

SDKi&F F Java 2.x B TEXEFEHZconfigXHiRE ;| T XHFHETE,
o

SDK&H F Java 1.x B

SDK3&H F JavaScript 3.x =

SDKi& T JavaScript 2.x =

SDKXt F Kotlin 3Rii =

SDKXF. NET3.x E TXHEHRETE,

SDKEHA T PHP 3.x =

SDKi& A T Python (Boto3) =

SDKiEF F Ruby 3.x =

SDKX T Rust =

SDKH B B &< 45 D

AT PowerShell B

B ID 82


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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Amazon EC2 L4t iz

Amazon 7E3R 6l EEC21Z2 Mt —I A N =4I T B ERS (IMDS) RS . ETHRAEXRUBRSZSNEZER
S # Amazon EC2 AFIERAPIERAEH iz, ZRECEEIAMBEN Amazon EC2 4| L8
REILER , 56 cHERSHEZE LA,

ER AT BEBL B L hEE

metadata_service_num_attempts-#£= AWS configHiZiE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - }MEZ 2

AEEEE T ZHNEF T HFERS L REEN | ERFITERN B
HiIAE : 1

BRE : KTHET 1 WEF.
metadata_service_timeout-}Z AWS configX#i&E, AWS_METADATA_SERVICE_TIMEOUT
-IMETE

EENMNEGITHERSRRZREN , REBRBINDH.
BERIAE : 1
BERE : KFHET 1 BT,

£ config XHHigEXLEMN A

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B R TIRENETEN R

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows Bl i S TIRENETEN KA :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKsH TR SEEE

setx AWS_METADATA_SERVICE_TIMEOUT 10

37 AWS SDKs

LTRASDKsFA T BB IEMRE. AMBEMRIFNMERTETH. XFERAIVMRERES
RiE AWS SDK for Java &£ AWS SDK for Kotlin R&,

SDK X BERNEZER
#

AWS CLI v2 3

SDKX F C++ &

SDKEA T Go V2 (1.x) B

SDKiEA T Go 1.x (V1) B

SDK&H T Java 2.x i

SDKi&E A T Java 1.x T8 XX 3¥F AWS_METADATA_SERVICE_TIMEOUT
%

SDK3& A F JavaScript 3.x =

SDK3& A F JavaScript 2.x B

SDKX# F Kotlin i% &

SDKX{F. NET3.x &

SDK3&H F PHP 3.x =

SDK;&F F Python (Boto3) =

SDK3& A F Ruby 3.x =

SDKX$F Rust =

SDKJ 8 B X 45 &
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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SDK ¥ BEFREZER
=
AT PowerShell &

Amazon S3 EA R

Amazon S3 [RFIBEFARIENS Amazon S3 EHBXAENERF R, BAK LTSN —HEK
BMEE K MAREZNAIF#E, 5 AWS SDKs , BRI UEF#EFERPFEAIF RS Amazon &
BB (ARNs) #HITAPIRIE , MAXHABIEEFHBEEN. SNATRHRENRE , SINERHE S
ARNMNE R HPREN R , HEA TR SARNFEX RKPutObject RINE|F#M. GetObject

ET7#AX Amazon S3 AR EZEEARNs , i52 @ Amazon S3 AFIEEHRNFEREZEA S,
FRAUTAEE B L IhEE

s3_use_arn_region-*= AWS config3 1% &, AWS_S3_USE_ARN_REGION - ISREL £,
aws.s3UseArnRegion-JVM REEH : {NBR Java/Kotlin, EEHEERBHEEE , iH5SDKEEZH
EHNEERNE,

bbiR B H R A SDKEMEA R ARN AWS X HERMEXELRT R, SDKRIET ARN
AWS X3 HEER G RE AWS IRREFFIRHVEERITO X AWS Xi BB L&A A RE R R
BErXEH. MRSXENL , WELEARBEENRE , HARKTEEEIRE,

ZRIAME : false
BENE -
« true— SDK AJ& t ARN he's AWS XiF ¥Ji&E % 2 T =& F ik bt & 0w 28T AWS Xig, 4l

b MREEERESw AWS XiF  —1 FIPS AWS X3 , BBAE405 ARN's T, AWS X
H. BN, FSEBEEIR.

« false— SDK FRAEFIRMELE AWS XiF £ fiE ik R BT,
#75 AWS SDKs

LTAARSDKs X FAETH R RN HEMNRE, AR HINBERETEZEH, IBEFAIVMREEK
RIE AWS SDK for Java &£ AWS SDK for Kotlin R&,
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html
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SDK *x EERESER
B
AWS CLI v2 =
SDKXS F C++ =
SDK:E I F Go V2 (1.x) £
SDKEA T Go 1.x (V1) = BEfEAHE config XMHRE , HAUTT /S MEE XA ISR Zh
e ; BZHAE,
SDKEA T Java 2.x =
SDKEA T Java 1.x = JVMAXEFERGEM.
SDK3&H F JavaScript 3.x =
SDKi& T JavaScript 2.x =
SDKX} F Kotlin k1% =
SDKXF. NET3.x B TEERELER  HENconfigHERLETHELTE,
SDKiEH F PHP 3.x =
SDK3&F F Python (Boto3) =
SDK3iEH F Ruby 3.x =
SDKX¥ F Rust 3
SDKJ H Bl K 45 )
BT PowerShell = TEBRERER ; REWconfigXHERETHEEZE,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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Amazon S3 Z[XigiF [ &

Amazon S3 ZXHEARREHR T — M 2RLHE TR , MARFAUERZLRTRIKBERANTS
/N Amazon S3 FERRIER AWS XiEfl, BUUEASXEZEARIKRNEESSENXEARARY
NZXBNRAERF  RAREHFAEAETETXENRAER.

ETHAXRSXEEARNESER , F55 Amazon S3 AAFEEHRY Amazon S3 Y Z XiF#EA
i

/AN 0

ETHAEXRZXEEAS Amazon BREF (ARNs) WEZER |, 5% Amazon S3 AFEEF
MERAZXIFEASRHER,

ETHAXUNBRZXEBEARNESEE , 55K Amazon S3 AFERMANEES XEEA L.

SigV4A EERATEEERXHFERNEARXY, ZEERSDKEIMBIKIREBHAWS EHETH
(CRT) B,

ER AT BABLE L 2D RE -

s3_disable_multiregion_access_points-}Z= AWS config3

% &, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - SREZE,
aws.s3DisableMultiRegionAccessPoints-JVM RGE M : {XFR Java/Kotlin, EEZERBHRE
EfH , ESDKEZZTHENEAKRNE,

R EAEH R ESDKARZREXEHIER, MRZREL , WRELEARBEENRE , HXE
HRZEIRE,

ZRiAE : false

BENE :
« true - FILFEABEXEEKR,
- false - FRAZXEEARBABXEEKR,

FA AWS SDKs

LTHAASDKsE FARETBHERNIIEMIRE, MMAESSHINEREEEH, XFEMIVMREEN
% iE AWS SDK for Java & 8& AWS SDK for Kotlin R&,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
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SDK X BEAHESER
#
AWS CLI v2 =
SDK¥}F C++ =
SDK:E I F Go V2 (1.x) £
SDKERF Go 1.x (V1) &
SDKEA T Java 2.x =
SDK&H T Java 1.x &
SDK3&H F JavaScript 3.x =
SDK3&H F JavaScript 2.x &
SDKXf F Kotlin i, =
SDKXtF., NET3.x =
SDK3&HA F PHP 3.x =
SDK3& A F Python (Boto3) =
SDK3& A F Ruby 3.x =
SDKXf F Rust =
SDK B B KX 45 B
T PowerShell =

AWS X5

AWS Xi EEANEEERNEEMRS AWS RS,

AWS X1 88


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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£ AWS X1 |, &I R AWS BRSS KRB EEREREXBNAR . X7 TRIEERYEEE N A
ARFEEENRAFERENNCE. XEREBEED, REMNEYE  ETR ER, AKX
1, ZeEB 0B RIG A BT 2 XEH MR mE TR R

RS AWS RS FRMESHEN IR XEARIK, BRIFCABER AWS RSREHBEH 8 , BN
E- MR 2N HREEMECXEFEHAEFE, /A0, Amazon S3 ML SHEC2XHEXEE
#lo FELEMRS (IAMBII ) %B XEEFIR.

AWS —iZE GEBXUTRENEE !

- ETHEXENERZBEANXR , HEFAARXBR KNSR  FSHAWS BSiKS.
- EEFYEE AWS RFAAEXENXEMRRIIR , SRS KSR

NEBERSEF s

ELURESF IR AWS BRSS , SDKSTEABNMNMEAZEFmE/FR. AWS IRFHIEC2 , IR EH N
ARFEEHRTLE , NEHRARFSE— Amazon EC2 BEF RN RKEZRSED,

MRERBEAGPXENEFRABEEXE , WEFHFRIAERAES AT REregioniRENX
He. BR , AUNEAENEFHNREXNREFT M RAES XEH, QX5 N REXEMETIZEE
BEEFLRNEMLFRE. FARBREZFFRARFMLEIRFPIEEN  ZXESETENE K
SDK ( EEFEN S ESDKIEERERSDKREE ) o

ER AT BABLE L 0 RE -

region-*E AWS configX#i% &, AWS_REGION - }REZ &, aws.region-JVM REE M : XIR
Java/Kotlin

BE AWS B3R AWS X ERAIRIAE. WXEA T REHREFEXEHNSDKRSER.
BINE . k. XAPBBELE,

BNE -
- TATFFERSHEMXFRE , BXIEK , FSHE AWS —&SEFH AWS RFiHS. Al
W, {B us-east-1 FMHRIREN AWS Xif ZEFRIF ( FBFFEIEMIELEE ) .

« aws-global NRXFART RZAEZFEMN L BLRTRNBRFEELRLHKTR , HlW
AWS Security Token Service (AWS STS) FL & i#h 8] 2 176 Bk %5 (Amazon S3) Service,

£ config XHHIREEN R

AWS X1 89


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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[default]
region = us-west-2

Linux/macOS B n F{TIRENREEMN A
export AWS_REGION=us-west-2

Windows BE G B 1TIREREETEN RA :
setx AWS_REGION us-west-2

RZHSDKsEE—N ‘BME" XNR , TATENARFRBPRERINXE. BXFHAEE , FZHEL
HY4$E AWS SDKFF X E15F,

B2 %#7 AWS SDKs

L TAASDKsZFHAR T BB IIEMRE. ABEERDHISMERIEIEEH, AWS SDK for Java
AWS SDK for Kotlin Iff — X #FHERJIVMEAEEHIRE.

SDK ¥ BIEREZER
£
AWS CLI v2 = AWS CLIv2 EHFHEMEAWS_REGION 2 BifEF+ I {EA{E

AWS_DEFAULT_REGION ( AANZEEEHULEH ),

AWS CLI v1 = AWSCLIv1 EHAWS_DEFAULT_REGION RNItBEM BRI
BTE,

SDKX}F C++ =

SDKERA T Go V2 (1.x) =

SDKERF Go 1.x (V1) = EFAHRE config XHRE , LT I8 MELE X4 E K Th
g2 ; BSHAIE,

SDK3&R F Java 2.x 2

SDKI&E A F Java 1.x =

AWS X1 90


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK X FEXHEZER
B

SDK3& A F JavaScript 3.x =

SDK3& A F JavaScript 2.x =

SDKXt T Kotlin K% =3
SDKXf ¥ NET3.x =
SDKi&E A F PHP 3.x =

SDKi& i F Python (Boto3) = SDKEfFEANIEMGAWS_DEFAULT_REGION RBHIFER

£,
SDK3& A F Ruby 3.x =
SDKX T Rust =
SDK B B K 45 =
AT PowerShell 2

AWS STS XA ixT |

AWS Security Token Service (AWS STS) BEAIEN £ 3KIRS , L AIENXBRGRM, Hp—L
AWS SDKsHIBRIACLIsEA £ KRS K inT & (https://sts.amazonaws.com) , MALNERX
RS LT A (https://sts.{region_identifier}.{partition_ domaln}) S ERIFR
HEXELRI (FHFRILILE ) K. HXx AWS STS KigTRHNESZEE , S HAWS Security
Token Service APIZEZ R KinT R, HE , AWS STS £ (AWS Identity and Access Management
Brigm) AWS XEh%SEE

AWS HEMERRIREERAXBLET RHAREENLRETT KRAWS XiE, IE@El D XHEFSmE
AXEART R, HIEMBESDKsTE#RMIFIIRE , BEFfE TEBMEREEKMNXGHESEL TTH,
BXEZEER  BSETXH /N,

NFXEFHRENSDKsMTE , B A UERUL T A REERE

AWS STS Xig£& i1 = 91


https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
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sts_regional_endpoints-3= AWS configX#iZi&, AWS_STS_REGIONAL_ENDPOINTS - ¥k

i::—ﬁ- =

% B 8 ESDKE T E in{a#5 E B T 5 AWS Security Token Service (AWS STS) #{EH AWS R

% Ro

ZRIAE : legacy

® Note

2022 F£ 7 A2 BRI A HSDKEERA T BRIA N regional, %ﬁH’JSDKIEH&ZIK
AR LMIBRILIEEH FEAregionalTH. ATHAMTEERRKNER , RIMNEBWER
REENARFRIFREMAregional,

BEME : (BWWE : regional )
« legacy— £/ AWS STS &ixT Rsts.amazonaws . coms

. reglonal— SDK ST EARAFEA YaEE XIEM AWS STS KixT =, Hlin , mMRFES
BB A EAus-west-2 , MM FATEAAEE AWS STS ZiFBIXFLIHT Rsts.us-
west-2.amazonaws.com , MAR£Bsts.amazonaws.com&ixT R, EEFAIRER @
LRART RRIXFER , LA LUFXIEHIREN aws-global,

£ config XHHigBIX LER A

[default]
sts_regional_endpoints = regional

Linux/macOS B s FITIREMELZEMN RHI
export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows BE G HTIREFETEN RHI

setx AWS_STS_REGIONAL_ENDPOINTS regional
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52 %#7 AWS SDKs

(® Note

AWS BEMCER R AT REME A XFL im T R R EERRN LT RAWS X,

TRILCETEMNSDKRIE :

« XFRE  REXHESTSEKERKHNHAZEconfigHEENHEEE,

- MIAREE | ZRENMIAME (MRXFF) -
« MARSEFIRBERSTSIHA : BIEERRIANGRHNRETTA , FF intE2EH BRI Ko
« BREFFIRERITH : HISDKE M ZER XEL

BREERTUTE :

- 2RFLEHT R:https://sts.amazonaws.com.
 BETEHNARFAWS XigEANEE.
« us-east-1( X3 ) : Ffus-east-1XFHL

« XELHRT R

SDK

AWS CLI v2

AWS CLI v1

SDK¥F C+

+

SDKERA T
Go V2 (1.x)

MINREE

TER

™

legacy

Zim

TEM

™

i\
A
rﬁ:l.’\
3

MINRS &
v B RS TS
X 35 i =
ERLIRT R
X 15 im =
X5 im <

e =

Ui T

Ll ==

Uiy 3

BSEFIwRE BERESER

BITA

R, BELETHLIARNLF/ERK,

REFEAREEXEN , 2L, TIREHEH
XKELETRREANRINERR N REEFEregional T Kiflin < , BLHIAXTITA,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs

AWS SDKsH TR

SEES

SDK

SDKERA T
Go 1.x (V1)

SDK:EA T
Java 2.x

SDKiEA T
Java 1.x

SDKEHA T
JavaScript
3.x

SDKiER T
JavaScript
2.X

SDKX} F
Kotlin &%

SDKX T
NET3.x

SDKEAT
PHP 3.x

SDK&H
T Python
(Boto3)

MINREE

Zzim

™™l

Zlm

™l

Zim

Zzim

legacy

RER

legacy

TER

legacy

TEH

legacy

legacy

legacy

AINRSS &= P
v B RS TS

W\

X 15 i =

ERLRT R

E ﬁ Jﬁ'ﬁ N

ARSS & i ]
BI1TA

HRRW

BEREZER

EFEAHE config XHIR
B, MIFF B MELE ST IS
MIhEE ; B HEXE,

WMRKREEFMAX
15 , MAssumeRol
e FMAssumeRol

eWithWebIdentity ¥¥f&£
m i%STS jﬁﬂﬁ PANAY
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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SDK MINREE BUARSEF BRSEFRE KIRESZEER
i iR BARSTSHw  IB1TH

W\

SDKEAT & regional X i3 = BEREXM
Ruby 3.x

SDKX} F 2 TERA X 15w R BEREW
Rust

SDKNETEX 7 FT&EHA X 13 % = BEREXM
L=

BT % legacy ERZFEHT R ERZ&HFEHTR
PowerShell

Nk Mim K FIPS

ER AT BABLE L 2h e

use_dualstack_endpoint-#= AWS configX#4iRE, AWS_USE_DUALSTACK_ENDPOINT - iR
EEE, aws.useDualstackEndpoint-JVM RSB : XBR Java/Kotlin

FREHKFASDKEEBIGHEKRLIRT RAEER, ETHREXRNERLXGETRNEZER , 55H
(a2 F#RS AP ER) P/ “F R Amazon S3 Wikt ﬁ%ﬁx|m4mwmﬁﬁ R
ATREEXSE,

ZRIAME : false

ENE :
« true— SDK T EFZHFEANHEKIE A HMEEFER, MRBRSFEENKR IR SM/ZH AWS
Xig , WEREF LM,

- false— SDK T EF AN IR R A HMEZEFKR,
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
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use_fips_endpoint-#= AWS configX#fi%iE, AWS_USE_FIPS_ENDPOINT - SMEFE,
aws .useFipsEndpoint-JVM R4E 4 : {XPR Java/Kotlin

FESHXASDKR TERBEIFIPSHEHRANIKRKIEER, HKIPEBLLERAL (FIPS) REER
HRBRERENZN—RILZEER, E&ﬁmm ESENHEUAR FLESRIBUTHE BN BN
EFFIPSIES A . SHEMTRE AWS iR , FIPSIHEREAE FIPS 140-2 BTLSE . 10
REATHREHBENRIZHAFEFIPSKIRET & AWS XiF , AWS HIAJgEakK, BHET
R 55 Y i BB B B - -endpoint-ur LI I AWS Command Line Interface BE IR E

Eﬁéﬁ?ﬁ’iELMTHﬂ EFIPSL im T S H 75 7% AWS X1 , HSRERRS X2 HFIPSL iR
TR, AXIDHFUTERRFLHRTRANESEE , HSH <<I£51¥_E02AP|7§%>> H AT Xk
(IPv4$l]IPv6) LT Ko

ZRIA{E : false

EME :
« true— SDK L EfFMFIPSHRAM IR R KIEIEFR,
« false— SDK T EFR L MFIPSHFEIMENIHKAKIEER,

37 AWS SDKs

LT AARSDKsZFEARTBAHBRNINEIZE. FIEHIHINBEREEEH, XEEFMIVMRERE S
% & AWS SDK for Java &8 AWS SDK for Kotlin R,

SDK ¥ BAEAIEZER
2
AWS CLI v2 =
SDKX F C++ e
SDKERA T Go V2 (1.x) =
SDKERF Go 1.x (V1) = EFRAHE config XHFRE , ST B MNELE X4 INEEY Th
fE ; BSH 21,
SDKEH F Java 2.x =

SDK&FR F Java 1.x

7|
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK X FEXHEZER
=

SDK3& A F JavaScript 3.x =

SDK3& A F JavaScript 2.x =
SDK3¥F Kotlin ki =
SDKXF. NET3.x =
SDK3& A F PHP 3.x =
SDK3&F F Python (Boto3) =
SDKi&F F Ruby 3.x =
SDKX$F Rust =
SDKH B R & 45 =
AT PowerShell =

lﬁﬁ I\\\k Iy-l

SDKsfE A /R R K T H RS H A ( URLsTHEIERAIR ) |, BRMAREREY AWS REFE
URLSHITE R, X#¥ , ZHRBHRALLBEIRMFTHNIRS. FERSZEEENRS. K , B
FZTHBENERERNGESKRSTANES. REFTARSE , RBESERZRIG R HAibR
B, Bl , 3¥F Amazon Timestream , SDK&DescribeEndpointsiE R RAANLKET R , RiE
FRAXELRRT LR IGERE , fliCreateDatabasem, CreateTable

ER AT BABLE L 2D RE -

endpoint_discovery_enabled-#= AWS configX#iZ&E
AWS_ENABLE_ENDPOINT_DISCOVERY - }/ 5 £, aws. endp01ntD15coveryEnab1ed -JVM R4
B . PR Java/Kotlin, EEEERBEHEEE , ESODKEEZALNEERNE,

FF B E>< M DynamoDB Y& im T S &
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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£ Timestream REE XML IHT R , £ Amazon DynamoDB 2 A&, Lthik BERIA
Htrued , falseEHFEURTRFZREFTERLLIN, WMERERRKIANtrue , Amazon
DynamoDB EREIAA, false

B¥E -

« true— XN TR K KN ZAENRS , SOKNBEHZHATLEHET Ko

« false— N TFmR/AKIARTENERS , SDKFNBEHZHATLEHT Ko

5 ZF#%A AWS SDKs

LUTHRASDKsEBEAFTBHHRWIIENIZE, FIERDHIABRITEFH, IHEFEMAIVMRERE 4
®iE AWS SDK for Java &8 AWS SDK for Kotlin R&,

SDK ¥ BEAREZER
£
AWS CLI v2 =
SDKX F C++ =
SDKIEAF Go V2 (1.x) 3
SDKERAF Go 1.x (V1) = EFAHE config XHRE , XTI B MNELE X NEKEYTH
gt ; BRI SE,
SDKS&F F Java 2.x = SDKEHAT Java 2.x AWS_ENDPOINT_DISCOVERY_ENAB
LED B, ATHEZELWN.
SDK&FR F Java 1.x T IVMAEZEFREE M.
i.’\

SDKi& T JavaScript 3.x =

SDK3& A F JavaScript 2.x =

SDKX¥ F Kotlin i

i

SDKXf T, NET3.x

fim
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK X FEXHEZER
=
SDKi&E M F PHP 3.x =

SDK3& A F Python (Boto3) =

SDK3iEH F Ruby 3.x =

SDKXtF Rust ¥ XX FEr Timestreams,
VAN

SDK B & < 4% i

FAF PowerShell

i

EAEERE

SDKsX#5— YA TR EZEASDKITANEMNIRE,
ERUT A ERE L INEE

api_versions-#Z AWS configX#HiRiE

—EatE] AWS BRSFZ 4T ZMNAPIRAL T FRERE. BIAMBERT , SDKEAK AWS CLI B1E
FERRFMPTHAAPIRA, EERMERASEAPIRARLABENIER | FEEHDAER BRI

Zapi_versionsi® &,
HRiINE : . ( FANRKRHFAPIRASDK, )

BHE: ZR—IMRERE , GEHAE—TRZITHE , BITHIR—1T AWS RS MNEE R AIAPIAR
T, BREER , BRI AWS RS U T #AEBELEAPIRA T A,

ZTBIARMRE T —MFEMNAPIRRA AWS configXHHH RS . XLEAPIRAXATESE
XERENEEXH TEITHR T, EMERSH S EER RS RFRAAPI

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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ca_bundle-= AWS config X #i%E, AWS_CA_BUNDLE - SMREE
EBERIMSSUTLSEZNEFANBESERE (FH . pemy BB XH ) HERE,
RIAME . L

BHE  BEEREREIELAXHE, MRFEERANHE , WRESLZHE PATH IMEREIEE
M X R P ERIZERF.

£ config XHHIREENRH

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HTRERGAEREZNBREFZHRXNARNFEESR , LT 2% Windows config XHHIREL
EHRE

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B H TR BRETZEN RH

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar0d5.pem
Windows BE G HTIREIFNETEN RH

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mard5.pem

output-*£= AWS configXHiRE
EELRMNKBRILAR AWS CLI FME M AWS SDKsH T E,
ZRIAE : json

BME :

* json— MR N FRISONE,

« yaml— # XL HFRHFYAMLEE,

 yaml-stream— i HBE RN ARMHAERCAYAMLER S, RRIFE R E KB EHIESE

A,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
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« text - HHXASNHRNDRBEFRETHRN XX TR B EE I XL ERR (W
grep. sed & awk ) RE A,

« table - HHRARBIER | ERZN +- UEKETHKILE, CERLARCBA2INEE
XA LEMRAERZHiR , ENFESERHTEZBLAER.

parameter_validation-}= AWS configX#i%i&

EESDKHR I ERBENGRITSHAEEGRITSH RN ERHITEIE AWS REHE S,
BRIAME : true
BRE :

* true - BINE. SDKERITEXNGTTZHITEFRRIE,. XEYTSDKHTEBINSHRR
B, R —LHER, SDKETEALERREERZAELTRNIER AWS BRFHRo

« false— SDK T EEFRTITSHRREIZAFASXNHATRIE AWS BFiHR. XEXHE
B AWS BFR[/ATRIEATEERAELTHEIE R,

37 AWS SDKs

LUTHRASDKsEBEAFBHHARWINENIZE, AR HIABRIEFH, THEMAIVMRERE 4
% iE AWS SDK for Java &8 AWS SDK for Kotlin R&,

SDK X BEHEZER
B
AWS CLI v2 ¥ api_versions AX#E.,
VAN
i
SDKX} F C++ =
SDK&EHA T Go V2 (1.x) E8  F%¥F api_versions # parameter_validation
ﬁj\
SDK&ERA T Go 1.x (V1) 88 A X¥F api_versions # parameter_validation o

7 BEFERAHRE config XHRE , ST B MNELE X4 INEREYTh
gE ; BSH L1,

SDK3& A F Java 2.x S
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK X BEHESER
#
SDKEH F Java 1.x B
SDK3& A F JavaScript 3.x =
SDKi& T JavaScript 2.x =
SDKXt F Kotlin 3Rii )
SDKXF. NET3.x =
SDKEHA T PHP 3.x =
SDKi& A F Python (Boto3) =
SDKiEF F Ruby 3.x =
SDKX$ F Rust Y
SDKH B R & 45 B
AT PowerShell e

IMDS & F~ i

SDKsfEAE M &E M B REARHITIEBSIRA 2 (IMDSv2) B, BXESELIMDSV2 , #2
5 (Amazon EC2 ff$555) IMDSV2eHY “G ", IMDSE i A8 SDKA M & 2 (a0 B F i Y
EXNRHTRE.

ERANT A EBE L IhEE

retries - EFIREEN KK A
E1T K T A9 18 SR B9 BN E 1R B
FMIAME : 3

BRE : KT 0 B9EF.
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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port - EFIRELEX RK A

=g o AN
2RiAE : 80

ENE : BF

token_ttl - EF IR EN KK A
KATTLHREFA,
ERIAE : 21,600 ¥ (6 /DAY, DEHEREATE),
ENE : BF

endpoint - EFIHELEX KK 57
Y4435 15 RIMDS.,

BRIAE : IR endpoint_mode F T IPv4 , MIBERINESK N http://169.254.169.254, MR
endpoint_mode &TF IPv6 , MIERIAWK N http://[fd00:ec2::254],

BRE : BHURI

REBAZIFUTIEMSDKs, BXHEMER , HSHENFESDKRIBE,
endpoint_mode - EF B BN KK A

Y& IR RAERIMDS,

ERIAE : IPv4

BEE : IPv4, IPV6
http_open_timeout - EFIREEXNRKA ( BMAIBEBEMATRE )

EFEEITITHYH
FMINE 1B

BWE : KT 0 HEFE,
http_read_timeout - EFREEN R ( BMABEEFITE )

RE—MIERO Y.
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AWS SDKsFf1TE SEREE
%ﬁi}\ﬁ 1 *9\0
BME: KF 0WHF,

http_debug_output - EFIREENRKA ( BMABEMTRE )

RERT AR EER.
%ﬁi}\ﬁ . %o

EXE : BXH /0O F , FlEISTDOUT,
backoff - EF IR EN KK A ( BFAUBEEMTRE )

ERXERZARENDHY , IFFFRENERDEATHRAR, XSBZRIANIEHREIREKE,
%ﬁi}\ﬁ : ﬁﬁﬁSDKo
BENE : AM7>SDK, AIUARHE , LA LEX BE LEHHBHN AR,

B2#7 AWS SDKs

LTHNASDKsFARTBAH RN IIEMRE. PRETSHISMERIEIEEH, AWS SDK for Java
AWS SDK for Kotlin f — X FERIVMREBHIRE.

SDK X BAERESER
#

AWS CLI v2 =

SDKXM T C++ )

SDK:EFF Go V2 (1.x) =

SDKERF Go 1.x (V1) £

SDKi&E A T Java 2.x =

SDK&H F Java 1.x =

SDKi& i F JavaScript 3.x =

SDK3&F F JavaScript 2.x =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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SDK X BEHESER
b=

SDKXt F Kotlin 3R )

SDKXF. NET3.x =

SDKiEH F PHP 3.x =

SDK3&F F Python (Boto3) =

SDKi& i F Ruby 3.x =

SDKX T Rust =

SDKH HT B R 45 =

AT PowerShell 3

BiR1TH
BTN BEEX WAL AMEBESDKs K HiF RS B KM REMNRE AWS RS,
EAMNT A EmB LA -

retry_mode-HZE AWS config3(#fi% &, AWS_RETRY_MODE - ¥’ 53 &, aws.retryMode-JVM %
SZEM . PR Java/Kotlin

EESDKEF A ETIEMAZHER,

HIAME  LERETENSDK, BEEFEWIEESDKIEEH AN SDKRIBELL T i HEIA
{Eretry_mode,

BENE :
« standard— ( ##& ) HEMNEXMNE AWS SDKs, WERTIFE—ARENERER , HH

FRBERXABUSGAREHRESTAMNRENE. BN AUESHANARFRLZEERH. B
JEmax_attemptsBHEEE , BN HER FERIANZRAZHREN =X,

+ adaptive— —MERERX , ERATHHEAL  SEREEXNIRUR B FFRER
REl, BRIFEERBNAZEFES  ENFRIUCHLEREXRA TSR NAERF. 5
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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B EstandardfadaptiveBEHERX 2 BHTEETHREZER, HEXERZRMERN , FKT
BERBTITH
- legacy— ( TH#E ) BETEHNSDK ( BEF LN ESDKIERR A SDKABE ) -
max_attempts-H=E AWS configX#iRE, AWS_MAX_ATTEMPTS - JFEZ £, aws .maxAttempts-
JVM REE 4 . XBR Java/Kotlin

BENEREITHRAZHIRE

BRINE : WRKREEE , WEBRIAMEEBRR Fretry_modeiR EME :

« WRretry_modeR legacy — EALNISEMIAMESDK ( BEEF LN ESDKIEEAREE
LAY #Emax_attemptsERIAE ) o SDK

« MRretry_mode@standard - E2iR =X,

- WRretry_modefadaptive - ZiIX =X,

BRE : KT 0 HIHF

f£standardadaptiveEif =X & B 3 1T £
BRIECHBEBCHAZEES , EMRNEBNEFEAstandardERXER, adaptive
@ Note

ZadaptiveR KRG EERIEGRIRS W RERHFRAVEERMLE iR, MRIRFIXHEF
g, MAMRARRAANRBEAB —NE/ M, BA—DNERPHRF TRSIEEXN FHEXRE

RHER,
Standard H3&EMN
NRARFRA : &3, NRARERG
1. IR R HUR,
2. BEPHLRREEHRENER , HE , BIEERM
BEE | LMERIEE RN RS RR AL E
Fiso
X 35 HT R LABK LE £ SDK R T HA B B it % 1A BR LABH L 7E SDK AR i HA 18] B i,
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Standard &R

£ B R A A 3 IR R ERAZSBBIFRN AR AR ARE#RED K
WAESREVNE |, AKRENGEIR 8 ANRY o] BE1E

KEFABIRE-RERZE , RAERER,  AHURGEHEENBFERER.

MBEERFEMadaptivetlBX |, NEWNARFHSAESETEZZREHN ST REETF K, X
MERT , NRERNABRELRNERSHRREERSH AWS RE. AWS RS AT AE H b4 E KR
HER o iJ:ﬁﬁ]J«XI 5% DynamoDB kS5 f5l. DynamoDB £/ AWS Xi3 Bin A FRHIERE
Rk, XERELZNRBEEBRN - NRUELEEMKREZRE, MRENKREBFEAR—INEF
JﬁﬁlﬁllﬂFﬁﬁi@ , HAXNER-ANRVBERZZRE , MEENEREXNTREMBERNBERER, 28
ﬁﬂfkiﬁi‘lﬁj 8 R egion-and-table S #E —MNEF ik, MREEFEHadaptiveRAIBRIBEINE

, BES R BEMAN AWS & IE 1E 5 F B BR S5 B9 SURS 8 R o

ERENKIAT

XEXIHA : AWS SDKsEATHEBKREREBNERXFERUK (EadaptiveERERT ) HAUZ
REERIEFR, EFARITHEEERBSDK : —MERTHEERN —NERBRTEFER,

- ERTHEFEBATAERESDKNENERER , NAEEPHBERE LENTHRERS. £
ERCHANFRBPRINGE  BREDEFTHRED I FER, RZHEANEFEREIZ , I
SDKFLERZFERK.

« ERERTEEFEB N EadaptiveERERA TR THEREHERNER, THREEREFERZIM
FREBTIRIW , ABRERSEEAREIELL |, SAsh2SHENERNTEIRE I FER.

LR RstandardfadaptiveFHERERNN S RARE

MakeSDKRequest() {

attempts = 0

loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)

return response

attempts += 1
if attempts >= MAX_ATTEMPTS:
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https://en.wikipedia.org/wiki/Token_bucket
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return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)
}
}

UTRRFHRBAFTALAUHNEZFHAEE
GetSendToken:

RN EadaptiveBEREXTEA, ETRNBERFRTEEERPRNTE, IRACHFTA ,
CHEHFTHENTH, ESDKARAEERTM AT NLERRAR A MALERF. FEBTHSHER
RIFZE P ISR REE N B ES SHENERETRE.

SendHTTPRequest:

WS BFFERKIED AWS, KZH AWS SDKsEHTTP A HiEReT |, EAEREZOEAMAEEN
HTTPE, BE , MRBERBATRHERMER , WEESFEAERE , BENRERBTEREEIRM K
W, WFAEEEFRER.

RequestBookkeeping:

WMRERKY , WFSEMMETEFEBED. XEadaptiveEWERXT , HRERTEFHBN
ERRLBRFWBIN WA TEN.

Retryable:
HSBRBEATAREEREATUERBA

« HTTPIRZES®,
« MRS IR B A9 48R KD,
- EEHIR , EXNBRENEAARBERSHTTPIA IR, SDK

ERT4EIR ( HTTPIRARE 400, 408, 500, 502. 503 1 504 ) FMIRHI4EIE ( HTTPRARD
400, 403, 429, 502, 503 #1509 ) HALLWE X, SDKEIRTHRESHERDRIRS P
ERBEEN,

MAX_ATTEMPTS:

RIANNBRAZHRABHBEBretry_modei® & , BRIFHIREFmax_attemptsBE=E,
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HasRetryQuota
LSRN EHATERFERTRINGHE, IREXTEEEERIZE , UF2ERBER,
ExponentialBackoff

MNTAUERNER , ERBENNERERRITEEIRIER . SDKsHER £ 3 /Y Bl = HliE K e
B, ATEEE R T AME 918 R 1K 0 R E SCRERRET A ( AR R ) -

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

ELEREES | UTEEA

b

random number within the range of: @ <= b <=1
r =2

MAX_BACKOFF = 20 seconds¥F AKZ#HAXKIHSDKs, ESHENIEESDKIEERFERBHTH
Ao

B2#%A AWS SDKs

LUFAASDKs X BAEBAHRNINEMIRE. ARSI AINEREEEH. IHEMIVMRERE KL
% B AWS SDK for Java EH AWS SDK for Kotlin RH,

SDK X BEHEZER
#
AWS CLI v2 =
SDKXF C++ =
SDK3EAF Go V2 (1.x) £
SDKiEA T Go 1.x (V1) B
SDK&H T Java 2.x =
SDKZEH T Java 1.x = JYMRSEM : #£FHcom. amazonaws . sdk.maxAttemp

ts fKK¥aws.maxAttempts ; fEFcom.amazo
naws.sdk.retryMode f&aws.retryMode .
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK X BERESZER
b=

SDK3& A F JavaScript 3.x =

SDK3&H F JavaScript 2.x B XEFEAEHRH,. FHRHINEHREERARATERXERNE

E X J73EIE I,

SDKX$ F Kotlin K i%, =

SDKX¥F. NET3.x =

SDKiEF T PHP 3.x =

SDK3&F F Python (Boto3) =

SDKi&F F Ruby 3.x =

SDKX F Rust =

SDKH HT B X 45 =

AT PowerShell =

BRELR

® Note
ATHBEMIENENHRNER “REMN AWS SDKsT & , BZHRIXENH.

AWS SDKsTf B T B 7] BATE [ 23X & KRBT B 3 BB MM AWS RS XFEWERNBREA. &
FERABRREF RS 2 HERFim EXNE#TESR , TR RS K& BIREATREIE R S HAT
R, RAEDHETREXNBERABRAPRRE TSR ER, WTESH , SDKHTELIERR
$MSDK, BR , HeIAIREMNRBIIRNEE gzip , ERRAELKY R

MREHNARRFERNR Amazon , NiERESE 0T8E45 518 A CloudWatch, CloudWatch 2 —Ii%
EAANN RS , eUAER, BEHRNEHNEIRELRENRERE, SBEEHNRSREN—IR
5l CloudWatch&PutMetricDataAPIB /3%,
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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fER BT 5 ABCE L I RE

disable_request_compression-#= AWS config X #HiZiE,
AWS_DISABLE_REQUEST_COMPRESSION - ¥ EZ £, aws .disableRequestCompression-JVM

REEM - NBR Java/Kotlin

FERKXASDKRTERBHEREERZIERERAR.

ZRIAE : false
ENE -

« true - XMBERESE.

- false- RABEEABERES,
request_min_compression_size_bytes-} = AWS config3X#
& &, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - SRS &,
aws.requestMinCompressionSizeBytes-JVM R&E M : {XPR Java/Kotlin

RESDKRITENERFHBERENWTENRN (AFZTRHEM ) . KB, MEBRBFETELXE
BEK, At , F2BE-ITR , FRITEHZBERNL, ZEITEER , ATRETZEMNER

RN BRESR
BRIAE : 10240 F75

BXE: AT 0% 10485760 =1 ( BEERE ) 2EHNERIE.

Bz F#% AWS SDKs

LUTHRASDKsEBEAFTBHHARNWINEMNIZE, FERDHIABRTEFH, THEMAIVMRERE 4
®iE AWS SDK for Java &8 AWS SDK for Kotlin R&,

SDK

AWS CLI v2

SDKXt F C++

SDKEMAF Go V2 (1.x)

SDKEATF Go 1.x (V1)

X BEREZER
B

=
=

=
=

fim

7|
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/

AWS SDKsH TR SEEE

SDK X BEHESER
#
SDKi&E A T Java 2.x =
SDKi&EA T Java 1.x B
SDKi& T JavaScript 3.x =
SDKi& T JavaScript 2.x =
SDKXJ F Kotlin 3K i% =
SDKXF. NET3.x =
SDK&HA T PHP 3.x =
SDKi& T Python (Boto3) =
SDKiEF F Ruby 3.x =
SDKX T Rust =
SDKH B B &k 45 B
AT PowerShell =

BETRSHNIRI

BSBENKRET REERM T EALEENLRET QETAPIERNER , AEZERRFFE, X
‘“‘b’z‘uﬁhﬁ%?i‘iﬁﬂii&“, 2. WRMEBE=FA#VPCIH [ RTEME AWS FFRIMR, TRVESR "”IJ
ATAUHRENES R, B URLANAREL iﬁ”ﬁv“, L AWS BRS5.

ER AT BABLE L 2D RE -

endpoint_url-#£Z= AWS config3#fi&iE, AWS_ENDPOINT_URL - }RiE3FF &, aws.endpointUrl-
JVM REEH : XER Java/Kotlin

EEEEEXHTEESFENNEREBIEEN , LREFEERATHERFERNER. LK]S
BEMERENBHERS KBS
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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B ERXENservicesEo P EMALIRE AWS config# Fﬂ?ﬁﬁmﬁh’z ER=BYES
W R. BX services THFTAEFEANAMERSZIFRAFRHANIIER , S |E%E$HE%E§JFE
REFRIRAT.

ZRIA{E : none

EME : AURL 2RIFLINAENEN . URLAUERESEEE— 1M HZNMNEERNWEBERA NG,

AWS_ENDPOINT_URL_<SERVICE> - /53 &, aws.endpointUrl<ServiceName>-JVM REE
% {XBR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , fE<SERVICE>MFE AWS RS #FiRE , NEERKZIREBEHE
YERET R, BXBETRESHAEFREZTENIIR , TSRS ETRS N m S BWFRAR,

R ERSHEASES AWS_ENDPOINT_URL FiREMFAILBiK A,
FIAE : none

EME: AURL BEHEANARZMNEN. URLANERESEESE MRS IMNEERNBRAHE,

ignore_configured_endpoint_urls-}= AWS configXX
% iE, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - }FETE,
aws.ignoreConfiguredEndpointUrls-JVM REE % : {XBR Java/Kotlin

IRER T 2HME BE KRB

FEE TRERENM , BHEARBIEIRISEAHLAS LRENTAESRNER. 0, £--
endpoint-url@HITSHFPMATHE AWS CLI th S ik RURLL R AT F inidE BN RL
+ ¥,

ZRIA{E : false

BWE :

¢ true— SDK I TEFeMHEZconfigXHFATRER AN EZTEPEEFABELEE
ETURL,

- false— SDK T EFARZconfigX I FETEPA A RENEMTHRSR.

£ A ERIR AL B R B i R

ENFERSHERBRBEIBEN LKET SURL , iHi&EAWS_ENDPOINT _URLL BREBTE,
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export AWS_ENDPOINT_URL=http://localhost:4567

BHEBFEBERNEH AWS RS N TFEEXLiRT RURL , &

FAAWS_ENDPOINT_URL_<SERVICE>¥f#E3FE, Amazon DynamoDB &

—serviceId’l\DynamoD o MTF RS , i RURLIFEZE EHAWS_ENDPOINT_URL_DYNAMODB,
i R AL % F 7 AWS_ENDPOINT_URL R ARFZIREN £ B

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B2 —HlF , AWS Elastic Beanstalk H—serviceId/fElastic Beanstalk., XEXIFHEH :
AWS R *Tl,\ﬁE:FAPIEiE’JhL\ﬁ FriEZEHKserviceldEMATXE , HEFBEFEKRE,
RIFEBEEATHERSH RS , MNHIRETE N AWS_ENDPOINT_URL_ELASTIC_BEANSTALK. B3
#%Eﬂ&%ﬂ’ﬁﬁﬁ%iﬁisﬂ’wﬁ% , B HBE T RSN SWRIRE,

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAHRE config XHEERS

EHE config X#HH |, endpoint_url AFARNEAZIM TR IHEE,

« endpoint_url B profile HIEEAFEZHAKNERIHR.

« endpoint_url BREF services BAFHRSZHRAFZRT , FZHR/AIEATEHZRS K HB
BER, BXEHRE config XHFFENX services THFMER , ESH BB THFHER,

LT REIERAservicesE X KREE AT Amazon S3 RS HEHELXBURLT aMATHREEMEBRSH
BENEZRLRTR

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BAREXHFTURAZAANRSEER R, M RAIEBE N Amazon S3 1R ERS4FURLs
EM L IHT 5 AWS Elastic Beanstalk £ — M A B EH, AWS Elastic Beanstalk &
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS SDKsH TR SEEE

—serviceId/ Elastic Beanstalk., XEXEHE : AWS RS HIRFE TAPIEREIRIR

&, SEZEMEserviceldBR A TRE , HEAMEFR/NE. Hit , REHFRFEZHER
elastic_beanstalk BEHFBRELIREIZRS elastic_beanstalk = , BX services TiHf
EFANMERSFRFZRANIIR , B2 REE T RSH iR SR IRE,

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

“REFEETAUEZNEEXHRER. Flin, FNEEXHEEREMEE SXHE T 7T UER 4
EH services EX :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

EHRETACHNKUEERENHFPEERS

MELNEEXHEEBRSIATIAMRAAGIIEEN source_profileZ BB ENETACNE
iE , WSDKIREAEEREXHFHNRSEE, ETMEAXKEACHEEXX 4, fltn, FAUTHE
config X :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]
source_profile = A
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS SDKsH TR SEEE

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MBEBERANMAGTRBHEREFFHA AmazonEC2 , ML i F#BMT Ahttps://profile-b-
ec2-endpoint.aws, MRENKBEOEME ARSI AKEER , Mk BT FEREMEESE
B, ZHRAT2BMIBEEXG A PENNLRHR[. EFLRRANEENH B £ , LFEEEE
EB B B FiRE endpoint_url, BX source_profile REMEZEL | BSHKAABRE
FREE,

RERVE TR

ZURERENALENER , EBHRFABE—MEIALEEM. X TAPHRITASEXN RAVEIE AWS
ARSS , MUE A AR P SRIE R 1{E -

1. ZRBHPIRFEFAHE T LRENTMENREDRL L THMOTMARE,

« X¥F AWS CLI , X2--endpoint-urlin TS HRENE, XTFSDK , EXMETURAE
ERFLARNEENSHNER AWS RS B HSEEN Ko

2. B ETHRSHWIMET ERMHME , a0 AWS_ENDPOINT_URL_DYNAMODB,

3. AWS_ENDPOINT_URL £ Rin R ETERHENE,

4. iZ endpoint_url iR BRREMNEBRELEHRE config XHH services 2o I REIRIRFH4A
To

5 #= config X#H profile FEIZEIEEMN endpoint_url RERMHMWE,

6. ¥ Rim SR EMBIAR SR URL AWS IRSS RREEAKN.

37 AWS SDKs

LT AARSDKsZFEARTBHFHRNINEINEE. FAIEHIHNBEREEXEH, XBEMIVMRERE S
1’ E AWS SDK for Java &8 AWS SDK for Kotlin RH&,

SDK X BERESER
B
AWS CLI v2 =
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https://docs.aws.amazon.com/cli/latest/userguide/

AWS SDKsH TR SEEE

SDK X BERESZER
b=

SDKX$F C++ =)

SDKERF Go V2 (1.x) £

SDKERTF Go 1.x (V1) &

SDKEA T Java 2.x =

SDKEA T Java 1.x &

SDK3&H F JavaScript 3.x =

SDKi&F T JavaScript 2.x B

SDKXf F Kotlin i, =
SDKX¥F., NET3.x =
SDK3&HA F PHP 3.x =
SDK3& A F Python (Boto3) =
SDK3& A F Ruby 3.x =
SDKXf T Rust S
SDKH B B K 45 &
AT PowerShell 2

1B E T IRSS BV im KAEYFRIRRF

BRMAUREMLER TRAPNIPRAFHEE , HESH BET RSB RS,
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsHM I E

SEES

serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder

API Gateway

fil

at
1

dal(
dal

dal

ar
al

ar
cl

ar
bt

aj

AWS_ENDPOINT_URL_<SERVICE> IfETE

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER

AWS_ENDPOINT_URL_API_GATEWAY
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SEES

serviceld

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

Application Auto
Scaling

fil

aj

yI
n1

aj
YA

al

aj
d:

al

aj

aj
ar

aj
ol
Ci

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING
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serviceld

Application Insights

ApplicationCostPro
filer

App Mesh

AppRunner

AppStream

AppSync

ARC Zonal Shift

Artifact

Athena

fil

ol
t

(0]

aj

al

al

aj

ar

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC

- AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT

- AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA
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serviceld

AuditManager

Auto Scaling

Auto Scaling Plans

b2bi

Backup

Backup Gateway

BackupStorage

Batch

BCM Data Exports

Bedrock

fil

al
g

al
il

al
il

b:

b:
te

b:

I«

bi

b«

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK
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SEES

serviceld

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

Braket
Budgets

Cost Explorer

chatbot

Chime

fil

b¢
gt

b¢

gt
ir

b¢
ut

ne

bt

C(

cl

cl

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

: AWS_ENDPOINT_URL_BILLINGCONDUCTOR

: AWS_ENDPOINT_URL_BRAKET

AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT

AWS_ENDPOINT_URL_CHIME
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SEES

serviceld

Chime SDK Identity

Chime SDK Media
Pipelines

Chime SDK Meetings

Chime SDK Messaging

Chime SDK Voice

CleanRooms

CleanRoomsML

fil

cl

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE

c. AWS_ENDPOINT_URL_CLEANROOMS

SI

- AWS_ENDPOINT_URL_CLEANROOMSML
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SEES

serviceld

Cloud9

CloudControl

CloudDirectory

CloudFormation

CloudFront

CloudFront KeyValueS
tore

CloudHSM

CloudHSM V2

CloudSearch

fil

I«

C1

a

cl

AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

- AWS_ENDPOINT_URL_CLOUDHSM_V2

- AWS_ENDPOINT_URL_CLOUDSEARCH
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serviceld

CloudSearch Domain

CloudTrail

CloudTrail Data

CloudWatch

codeartifact

CodeBuild

CodeCatalyst

CodeCommit

fil

cl

C(

al

C(

C(

C(

AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

- AWS_ENDPOINT_URL_CLOUDTRAIL

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT
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SEES

serviceld

CodeDeploy

CodeGuru Reviewer

CodeGuru Security

CodeGuruProfiler

CodePipeline

CodeStar

CodeStar connections

codestar notificat
ions

fil

C(

C(
I¢

C(
S¢

C(
I«

C(
il
C(
C(

C(
n:

C(
ne
i

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER

AWS_ENDPOINT_URL_CODEGURU_SECURITY

AWS_ENDPOINT_URL_CODEGURUPROFILER

AWS_ENDPOINT_URL_CODEPIPELINE

AWS_ENDPOINT_URL_CODESTAR

AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS

AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS
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serviceld

Cognito Identity

Cognito Identity
Provider

Cognito Sync

Comprehend

ComprehendMedical

Compute Optimizer

Config Service

Connect

fil

C(
de¢

Cl(
d¢
I

C(
Vi

C(

Cl
dr

C(
p-

C(
i

C(

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_COGNITO_IDENTITY

AWS_ENDPOINT_URL_COGNITO_IDENTITY_PROVIDER

AWS_ENDPOINT_URL_COGNITO_SYNC

AWS_ENDPOINT_URL_COMPREHEND

AWS_ENDPOINT_URL_COMPREHENDMEDICAL

AWS_ENDPOINT_URL_COMPUTE_OPTIMIZER

AWS_ENDPOINT_URL_CONFIG_SERVICE

AWS_ENDPOINT_URL_CONNECT
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serviceld

Connect Contact Lens

ConnectCampaigns

ConnectCases

ConnectParticipant

ControlTower

Cost Optimization Hub

Cost and Usage Report
Service

fil
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(0]
n

C(
mj

C(
S¢

C(

I
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we

ht

C(
u:

C¢

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_CONNECT_CONTACT_LENS

AWS_ENDPOINT_URL_CONNECTCAMPAIGNS

AWS_ENDPOINT_URL_CONNECTCASES

AWS_ENDPOINT_URL_CONNECTPARTICIPANT

AWS_ENDPOINT_URL_CONTROLTOWER

AWS_ENDPOINT_URL_COST_OPTIMIZATION_HUB

AWS_ENDPOINT_URL_COST_AND_USAGE_REPO
RT_SERVICE
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serviceld

Customer Profiles

DataBrew

DataExchange

Data Pipeline

DataSync
DataZone
DAX

Detective

Device Farm

DevOps Guru

fil

Cl

d:

d:
ne

d:

d:

d:

d:

d¢

d¢
I

d¢
Tl

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_CUSTOMER_PROFILES

AWS_ENDPOINT_URL_DATABREW

AWS_ENDPOINT_URL_DATAEXCHANGE

AWS_ENDPOINT_URL_DATA_PIPELINE

AWS_ENDPOINT_URL_DATASYNC
AWS_ENDPOINT_URL_DATAZONE
AWS_ENDPOINT_URL_DAX

AWS_ENDPOINT_URL_DETECTIVE

AWS_ENDPOINT_URL_DEVICE_FARM

AWS_ENDPOINT_URL_DEVOPS_GURU
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SEES

serviceld

Direct Connect

Application Discovery
Service

DLM

Database Migration
Service

DocDB

DocDB Elastic

drs

Directory Service

DynamoDB

fil

d«

dc
S1

d

AWS_ENDPOINT_URL_<SERVICE> INETE

: AWS_ENDPOINT_URL_DIRECT_CONNECT

AWS_ENDPOINT_URL_APPLICATION_DISCOVE
RY_SERVICE

- AWS_ENDPOINT_URL_DLM

« AWS_ENDPOINT_URL_DATABASE_MIGRATION_

SERVICE

AWS_ENDPOINT_URL_DOCDB

AWS_ENDPOINT_URL_DOCDB_ELASTIC

- AWS_ENDPOINT_URL_DRS

: AWS_ENDPOINT_URL_DIRECTORY_SERVICE

AWS_ENDPOINT_URL_DYNAMODB
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SEES

serviceld

DynamoDB Streams

EBS
EC2

EC2 Instance Connect

ECR

ECR PUBLIC

ECS
EFS
EKS
EKS Auth

Elastic Inference

fil

d»
S1

el
el

el

C
el

el

el

el

el

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_DYNAMODB_STREAMS

AWS_ENDPOINT_URL_EBS
AWS_ENDPOINT_URL_EC2

AWS_ENDPOINT_URL_EC2_INSTANCE_CONNECT

AWS_ENDPOINT_URL_ECR

AWS_ENDPOINT_URL_ECR_PUBLIC

AWS_ENDPOINT_URL_ECS

- AWS_ENDPOINT_URL_EFS

AWS_ENDPOINT_URL_EKS

AWS_ENDPOINT_URL_EKS_AUTH

- AWS_ENDPOINT_URL_ELASTIC_INFERENCE

BETERSHHS

131



AWS SDKsHM I E

SEES

serviceld

ElastiCache

Elastic Beanstalk

Elastic Transcoder

Elastic Load Balancing

Elastic Load Balancing
v2

EMR

EMR containers

EMR Serverless

fil

he

€«

I«

O«

O«

er

er
il

er

AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_ELASTICACHE

- AWS_ENDPOINT_URL_ELASTIC_BEANSTALK

- AWS_ENDPOINT_URL_ELASTIC_TRANSCODER

- AWS_ENDPOINT_URL_ELASTIC_LOAD_BALANCING

- AWS_ENDPOINT_URL_ELASTIC_LOAD_BALANCING_V2

AWS_ENDPOINT_URL_EMR

AWS_ENDPOINT_URL_EMR_CONTAINERS

AWS_ENDPOINT_URL_EMR_SERVERLESS

BETERSHHS

132



AWS SDKsHM I E

SEES

serviceld

EntityResolution

Elasticsearch Service

EventBridge

Evidently

finspace

finspace data

Firehose
fis
FMS

forecast

fil

el

fr

f

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_ENTITYRESOLUTION

- AWS_ENDPOINT_URL_ELASTICSEARCH_SERVICE

AWS_ENDPOINT_URL_EVENTBRIDGE

AWS_ENDPOINT_URL_EVIDENTLY

: AWS_ENDPOINT_URL_FINSPACE

AWS_ENDPOINT_URL_FINSPACE_DATA

AWS_ENDPOINT_URL_FIREHOSE

: AWS_ENDPOINT_URL_FIS

AWS_ENDPOINT_URL_FMS

AWS_ENDPOINT_URL_FORECAST

BETERSHHS

133



AWS SDKsHM I E

SEES

serviceld

forecastquery

FraudDetector

FreeTier
FSx
GamelLift
Glacier

Global Accelerator

Glue
grafana

Greengrass

fil
T

]

C1

C¢

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_FORECASTQUERY

- AWS_ENDPOINT_URL_FRAUDDETECTOR

AWS_ENDPOINT_URL_FREETIER

¢ AWS_ENDPOINT_URL_FSX
« AWS_ENDPOINT_URL_GAMELIFT
- AWS_ENDPOINT_URL_GLACIER

- AWS_ENDPOINT_URL_GLOBAL_ACCELERATOR

- AWS_ENDPOINT_URL_GLUE
- AWS_ENDPOINT_URL_GRAFANA

: AWS_ENDPOINT_URL_GREENGRASS

BETERSHHS

134



AWS SDKsHM I E

SEES

serviceld

GreengrassV2

GroundStation

GuardDuty

Health

HealthLake

Honeycode

IAM

identitystore

imagebuilder

fil

gl

he

he

he

i

ic
t
ir
de¢

AWS_ENDPOINT_URL_<SERVICE> IRIEFF

: AWS_ENDPOINT_URL_GREENGRASSV2

- AWS_ENDPOINT_URL_GROUNDSTATION

AWS_ENDPOINT_URL_GUARDDUTY

AWS_ENDPOINT_URL_HEALTH

AWS_ENDPOINT_URL_HEALTHLAKE

AWS_ENDPOINT_URL_HONEYCODE

AWS_ENDPOINT_URL_IAM

AWS_ENDPOINT_URL_IDENTITYSTORE

AWS_ENDPOINT_URL_IMAGEBUILDER

=
==1

BETERSHHS

135



AWS SDKsHM I E

SEES

serviceld

ImportExport

Inspector

Inspector Scan

Inspector2

InternetMonitor

IoT

IoT Data Plane

IoT Jobs Data Plane

fil

ir

il

il

il

il

(0]

i

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_IMPORTEXPORT

AWS_ENDPOINT_URL_INSPECTOR

AWS_ENDPOINT_URL_INSPECTOR_SCAN

AWS_ENDPOINT_URL_INSPECTOR2

AWS_ENDPOINT_URL_INTERNETMONITOR

AWS_ENDPOINT_URL_IOT

AWS_ENDPOINT_URL_IOT_DATA_PLANE

AWS_ENDPOINT_URL_IOT_JOBS_DATA_PLANE

BETERSHHS

136



AWS SDKsHM I E

SEES

serviceld

IoT 1Click Devices
Service

IoT 1Click Projects

IoTAnalytics

IotDeviceAdvisor

IoT Events

IoT Events Data

IoTFleetHub

IoTFleetWise

fil

i

i

i
al

i

ic

i
ul
i
i

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_IOT_1CLICK_DEVICES_
SERVICE

AWS_ENDPOINT_URL_IOT_1CLICK_PROJECTS

AWS_ENDPOINT_URL_IOTANALYTICS

AWS_ENDPOINT_URL_IOTDEVICEADVISOR

AWS_ENDPOINT_URL_IOT_EVENTS

AWS_ENDPOINT_URL_IOT_EVENTS_DATA

AWS_ENDPOINT_URL_IOTFLEETHUB

AWS_ENDPOINT_URL_IOTFLEETWISE

BETERSHHS

137



AWS SDKsHM I E

SEES

serviceld

IoTSecureTunneling

IoTSiteWise

IoTThingsGraph

IoTTwinMaker

IoT Wireless

ivs

IVS RealTime

ivschat

Kafka

fil

t

i

S¢

ic

i
ke

i
e

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_IOTSECURETUNNELING

AWS_ENDPOINT_URL_IOTSITEWISE

AWS_ENDPOINT_URL_IOTTHINGSGRAPH

AWS_ENDPOINT_URL_IOTTWINMAKER

AWS_ENDPOINT_URL_IOT_WIRELESS

AWS_ENDPOINT_URL_IVS

AWS_ENDPOINT_URL_IVS_REALTIME

AWS_ENDPOINT_URL_IVSCHAT

« AWS_ENDPOINT_URL_KAFKA

BETERSHHS

138



AWS SDKsHM I E

SEES

serviceld

KafkaConnect

kendra

Kendra Ranking

Keyspaces

Kinesis

Kinesis Video Archived
Media

Kinesis Video Media

Kinesis Video
Signaling

fil

ki
el

ke

ke
nl

ke

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_KAFKACONNECT

AWS_ENDPOINT_URL_KENDRA

AWS_ENDPOINT_URL_KENDRA_RANKING

AWS_ENDPOINT_URL_KEYSPACES

AWS_ENDPOINT_URL_KINESIS

: AWS_ENDPOINT_URL_KINESIS_VIDEO_ARCHI

VED_MEDIA

: AWS_ENDPOINT_URL_KINESIS_VIDEO_MEDIA

AWS_ENDPOINT_URL_KINESIS_VIDEO_SIGNALING

BETERSHHS

139



AWS SDKsHM I E

SEES

serviceld

Kinesis Video WebRTC
Storage

Kinesis Analytics

Kinesis Analytics V2

Kinesis Video

KMS

LakeFormation

Lambda

Launch Wizard

fil

i
t

N«

N«

i

kr

1:

1:

1:

Z«

AWS_ENDPOINT_URL_<SERVICE> INETE

: AWS_ENDPOINT_URL_KINESIS_VIDEO_WEBRT

C_STORAGE

: AWS_ENDPOINT_URL_KINESIS_ANALYTICS

: AWS_ENDPOINT_URL_KINESIS_ANALYTICS_V2

: AWS_ENDPOINT_URL_KINESIS_VIDEO

AWS_ENDPOINT_URL_KMS

AWS_ENDPOINT_URL_LAKEFORMATION

AWS_ENDPOINT_URL_LAMBDA

AWS_ENDPOINT_URL_LAUNCH_WIZARD

BETERSHHS

140



AWS SDKsHM I E

SEES

serviceld

Lex Model Building
Service

Lex Runtime Service

Lex Models V2

Lex Runtime V2

License Manager

License Manager Linux
Subscriptions

fil

1«
me

1

1«
me

al

al
nt

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_LEX_MODEL_BUILDING_

SERVICE

AWS_ENDPOINT_URL_LEX_RUNTIME_SERVICE

AWS_ENDPOINT_URL_LEX_MODELS_V2

AWS_ENDPOINT_URL_LEX_RUNTIME_V2

: AWS_ENDPOINT_URL_LICENSE_MANAGER

: AWS_ENDPOINT_URL_LICENSE_MANAGER_LIN

UX_SUBSCRIPTIONS

BETERSHHS

141



AWS SDKsHM I E

SEES

serviceld

License Manager User
Subscriptions

Lightsail

Location

Cloudwatch Logs

Cloudwatch Logs

LookoutEquipment

LookoutMetrics

LookoutVision

fil

dal

if

1«

1¢

1

1«

AWS_ENDPOINT_URL_<SERVICE> INETE

: AWS_ENDPOINT_URL_LICENSE_MANAGER_USE

R_SUBSCRIPTIONS

: AWS_ENDPOINT_URL_LIGHTSAIL

AWS_ENDPOINT_URL_LOCATION

- AWS_ENDPOINT_URL_CLOUDWATCH_LOGS

- AWS_ENDPOINT_URL_CLOUDWATCH_LOGS

AWS_ENDPOINT_URL_LOOKOUTEQUIPMENT

AWS_ENDPOINT_URL_LOOKOUTMETRICS

AWS_ENDPOINT_URL_LOOKOUTVISION

BETERSHHS

142



AWS SDKsHM I E

SEES

serviceld

m2

Machine Learning

Macie?2

ManagedBlockchain

ManagedBlockchain
Query

Marketplace Agreement

Marketplace Catalog

Marketplace Deploymen
t

fil

M«
Sh

Mme

M«

Mme
(o]
qt

C¢

el

M«
C¢

C¢
me¢

AWS_ENDPOINT_URL_<SERVICE> INETE

. AWS_ENDPOINT_URL_M2

AWS_ENDPOINT_URL_MACHINE_LEARNING

AWS_ENDPOINT_URL_MACIE?2

AWS_ENDPOINT_URL_MANAGEDBLOCKCHAIN

AWS_ENDPOINT_URL_MANAGEDBLOCKCHAIN_QUERY

« AWS_ENDPOINT_URL_MARKETPLACE_AGREEMENT

AWS_ENDPOINT_URL_MARKETPLACE_CATALOG

« AWS_ENDPOINT_URL_MARKETPLACE_DEPLOYMENT

BETERSHHS

143



AWS SDKsHM I E

SEES

serviceld

Marketplace Entitleme
nt Service

Marketplace Commerce
Analytics

MediaConnect

MediaConvert

Medialive

MediaPackage

MediaPackage Vod

fil

Mme
C¢
er

me
C¢
C¢

i

m¢
el

me

m¢

me
a

me
a

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_MARKETPLACE_ENTITLE
MENT_SERVICE

AWS_ENDPOINT_URL_MARKETPLACE_COMMERC
E_ANALYTICS

AWS_ENDPOINT_URL_MEDIACONNECT

AWS_ENDPOINT_URL_MEDIACONVERT

AWS_ENDPOINT_URL_MEDIALIVE

AWS_ENDPOINT_URL_MEDIAPACKAGE

AWS_ENDPOINT_URL_MEDIAPACKAGE_VOD

BETERSHHS

144



AWS SDKsHM I E SEEE

serviceld # AWS_ENDPOINT_URL_<SERVICE> IS8
=
i
5
5
¥r
i
%
&
A\
C(
fil
MediaPackageV2 mc AWS_ENDPOINT_URL_MEDIAPACKAGEV2
a
MediaStore mc AWS_ENDPOINT_URL_MEDIASTORE
e
MediaStore Data mc AWS_ENDPOINT_URL_MEDIASTORE_DATA
.
MediaTailor mc AWS_ENDPOINT_URL_MEDIATAILOR
O:
Medical Imaging mc AWS_ENDPOINT_URL_MEDICAL_IMAGING
M
MemoryDB mc AWS_ENDPOINT_URL_MEMORYDB

Marketplace Metering  m: AWS_ENDPOINT_URL_MARKETPLACE_METERING
C¢
N

Migration Hub m: AWS_ENDPOINT_URL_MIGRATION_HUB

mgn m¢ AWS_ENDPOINT_URL_MGN

BETRFHIHK 145



AWS SDKsHM I E

SEES

serviceld

Migration Hub Refactor
Spaces

MigrationHub Config

MigrationHubOrches
trator

MigrationHubStrategy

Mobile
mq
MTurk

MWAA

fil

m(

m(

m’

m

AWS_ENDPOINT_URL_<SERVICE> INETE

: AWS_ENDPOINT_URL_MIGRATION_HUB_REFAC

TOR_SPACES

AWS_ENDPOINT_URL_MIGRATIONHUB_CONFIG

: AWS_ENDPOINT_URL_MIGRATIONHUBORCHESTRATOR

: AWS_ENDPOINT_URL_MIGRATIONHUBSTRATEGY

AWS_ENDPOINT_URL_MOBILE
AWS_ENDPOINT_URL_MQ
AWS_ENDPOINT_URL_MTURK

AWS_ENDPOINT_URL_MWAA

BETERSHHS

146



AWS SDKsHM I E

SEES

serviceld

Neptune

Neptune Graph

neptunedata

Network Firewall

NetworkManager

NetworkMonitor

nimble
OAM
Omics

OpenSearch

fil

ne

ne

I«

ne
t:

ne

ne
N«

ne

O«

or

0]

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_NEPTUNE

AWS_ENDPOINT_URL_NEPTUNE_GRAPH

AWS_ENDPOINT_URL_NEPTUNEDATA

AWS_ENDPOINT_URL_NETWORK_FIREWALL

AWS_ENDPOINT_URL_NETWORKMANAGER

AWS_ENDPOINT_URL_NETWORKMONITOR

: AWS_ENDPOINT_URL_NIMBLE

AWS_ENDPOINT_URL_OAM
AWS_ENDPOINT_URL_OMICS

AWS_ENDPOINT_URL_OPENSEARCH

BETERSHHS

147



AWS SDKsHM I E

SEES

serviceld

OpenSearchServerless

OpsWorks

OpsWorksCM

Organizations

0SIS
Outposts
p8data
p8data
Panorama

Payment Cryptography

fil

0]

S4

0]

0l

i
0!
ol
p¢

p¢

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_OPENSEARCHSERVERLESS

AWS_ENDPOINT_URL_OPSWORKS

AWS_ENDPOINT_URL_OPSWORKSCM

: AWS_ENDPOINT_URL_ORGANIZATIONS

AWS_ENDPOINT_URL_OSIS
AWS_ENDPOINT_URL_OUTPOSTS
AWS_ENDPOINT_URL_P8DATA

AWS_ENDPOINT_URL_P8DATA

« AWS_ENDPOINT_URL_PANORAMA

« AWS_ENDPOINT_URL_PAYMENT_CRYPTOGRAPHY

BETERSHHS

148



AWS SDKsHM I E

SEES

serviceld

Payment Cryptography
Data

Pca Connector Ad

Personalize

Personalize Events

Personalize Runtime

PI
Pinpoint

Pinpoint Email

fil

er

AWS_ENDPOINT_URL_<SERVICE> INETE

« AWS_ENDPOINT_URL_PAYMENT_CRYPTOGRAPHY_DATA

AWS_ENDPOINT_URL_PCA_CONNECTOR_AD

AWS_ENDPOINT_URL_PERSONALIZE

AWS_ENDPOINT_URL_PERSONALIZE_EVENTS

AWS_ENDPOINT_URL_PERSONALIZE_RUNTIME

: AWS_ENDPOINT_URL_PI
: AWS_ENDPOINT_URL_PINPOINT

: AWS_ENDPOINT_URL_PINPOINT_EMAIL

BETERSHHS

149



AWS SDKsHM I E

SEES

serviceld

Pinpoint SMS Voice

Pinpoint SMS Voice V2

Pipes
Polly
Pricing

PrivateNetworks

Proton

QBusiness

QConnect

QLDB

fil

SI

qt

AWS_ENDPOINT_URL_<SERVICE> INETE

: AWS_ENDPOINT_URL_PINPOINT_SMS_VOICE

: AWS_ENDPOINT_URL_PINPOINT_SMS_VOICE_V2

: AWS_ENDPOINT_URL_PIPES

AWS_ENDPOINT_URL_POLLY

- AWS_ENDPOINT_URL_PRICING

: AWS_ENDPOINT_URL_PRIVATENETWORKS

- AWS_ENDPOINT_URL_PROTON

AWS_ENDPOINT_URL_QBUSINESS

AWS_ENDPOINT_URL_QCONNECT

- AWS_ENDPOINT_URL_QLDB

BETERSHHS

150



AWS SDKsHM I E

SEES

serviceld

QLDB Session

QuickSight

RAM
rbin
RDS
RDS Data
Redshift

Redshift Data

Redshift Serverless

Rekognition

fil

1«

qt

I«

rl

I«

I«

I«

T¢
d:

I«

S¢

Ie¢
0]

AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_QLDB_SESSION

AWS_ENDPOINT_URL_QUICKSIGHT

AWS_ENDPOINT_URL_RAM
AWS_ENDPOINT_URL_RBIN
AWS_ENDPOINT_URL_RDS
AWS_ENDPOINT_URL_RDS_DATA
AWS_ENDPOINT_URL_REDSHIFT

AWS_ENDPOINT_URL_REDSHIFT_DATA

AWS_ENDPOINT_URL_REDSHIFT_SERVERLESS

AWS_ENDPOINT_URL_REKOGNITION

BETERSHHS

151



AWS SDKsHM I E

SEES

serviceld

repostspace

resiliencehub

Resource Explorer 2

Resource Groups

Resource Groups
Tagging API

RoboMaker

RolesAnywhere

Route 53

fil

I¢
C¢

I¢
el

I¢

g¢

I«

T(
he

I«

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_REPOSTSPACE

AWS_ENDPOINT_URL_RESILIENCEHUB

AWS_ENDPOINT_URL_RESOURCE_EXPLORER_2

AWS_ENDPOINT_URL_RESOURCE_GROUPS

AWS_ENDPOINT_URL_RESOURCE_GROUPS_TAG

: GING_API

AWS_ENDPOINT_URL_ROBOMAKER

AWS_ENDPOINT_URL_ROLESANYWHERE

AWS_ENDPOINT_URL_ROUTE_53

BETERSHHS

152



AWS SDKsHM I E

SEES

serviceld

Route53 Recovery
Cluster

Route53 Recovery
Control Config

Route53 Recovery
Readiness

Route 53 Domains

Route53Resolver

RUM
S3

S3 Control

fil

T(
el
1

I«
el
(0]

I«

SH

T
d«

I«
S(

Il

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_ROUTES53_RECOVERY_CLUSTER

AWS_ENDPOINT_URL_ROUTE53_RECOVERY_CO
NTROL_CONFIG

AWS_ENDPOINT_URL_ROUTE53_RECOVERY_RE
ADINESS

AWS_ENDPOINT_URL_ROUTE_53_DOMAINS

AWS_ENDPOINT_URL_ROUTE53RESOLVER

AWS_ENDPOINT_URL_RUM

: AWS_ENDPOINT_URL_S3

: AWS_ENDPOINT_URL_S3_CONTROL

BETERSHHS

153



AWS SDKsHM I E SEEE

serviceld # AWS_ENDPOINT_URL_<SERVICE> IfEXTE
=
i
il
%
Fr
ik
4F
A\
C(
fil
S30utposts s: AWS_ENDPOINT_URL_S30UTPOSTS
S
SageMaker si AWS_ENDPOINT_URL_SAGEMAKER

SageMaker A2I Runtime s« AWS_ENDPOINT_URL_SAGEMAKER_AZ2I_RUNTIME

Sagemaker Edge si AWS_ENDPOINT_URL_SAGEMAKER_EDGE

¢
SageMaker FeatureSt si AWS_ENDPOINT_URL_SAGEMAKER_FEATUREST
ore Runtime - ORE_RUNTIME

t(

ir

SageMaker Geospatial si AWS_ENDPOINT_URL_SAGEMAKER_GEOSPATIAL

SageMaker Metrics s« AWS_ENDPOINT_URL_SAGEMAKER_METRICS

BFETRZHHS 154



AWS SDKsHM I E

SEES

serviceld

SageMaker Runtime

savingsplans

Scheduler

schemas
SimpleDB

Secrets Manager

SecurityHub

Securitylake

fil

S«

S«
al

S

St

S¢
al

St
ul

St
al

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_SAGEMAKER_RUNTIME

AWS_ENDPOINT_URL_SAVINGSPLANS

AWS_ENDPOINT_URL_SCHEDULER

AWS_ENDPOINT_URL_SCHEMAS

: AWS_ENDPOINT_URL_SIMPLEDB

AWS_ENDPOINT_URL_SECRETS_MANAGER

AWS_ENDPOINT_URL_SECURITYHUB

AWS_ENDPOINT_URL_SECURITYLAKE

BETERSHHS

155



AWS SDKsHM I E

SEES

serviceld

ServerlessApplicat
ionRepository

Service Quotas

Service Catalog

Service Catalog
AppRegistry

ServiceDiscovery

SES
SESv?2

Shield

fil

Si
i
Tt

S¢
u(

S¢
a’

St
al

S¢
St

S¢

S¢

sl

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_SERVERLESSAPPLICATI
ONREPOSITORY

AWS_ENDPOINT_URL_SERVICE_QUOTAS

AWS_ENDPOINT_URL_SERVICE_CATALOG

AWS_ENDPOINT_URL_SERVICE_CATALOG_APP
REGISTRY

AWS_ENDPOINT_URL_SERVICEDISCOVERY

AWS_ENDPOINT_URL_SES
AWS_ENDPOINT_URL_SESV2

AWS_ENDPOINT_URL_SHIELD

BETERSHHS

156



AWS SDKsHM I E

SEES

serviceld

signer

SimSpaceWeaver

SMS

Snow Device Managemen
t

Snowball
SNS
SQS
SSM

SSM Contacts

SSM Incidents

Ssm Sap

fil

Sh

SI

SI
C¢
m¢

SI

SI

S(

SK

C

SK
el

St

AWS_ENDPOINT_URL_<SERVICE> INETE

: AWS_ENDPOINT_URL_SIGNER

: AWS_ENDPOINT_URL_SIMSPACEWEAVER

AWS_ENDPOINT_URL_SMS

AWS_ENDPOINT_URL_SNOW_DEVICE_MANAGEMENT

AWS_ENDPOINT_URL_SNOWBALL
AWS_ENDPOINT_URL_SNS
AWS_ENDPOINT_URL_SQS

AWS_ENDPOINT_URL_SSM

¢ AWS_ENDPOINT_URL_SSM_CONTACTS

AWS_ENDPOINT_URL_SSM_INCIDENTS

AWS_ENDPOINT_URL_SSM_SAP

BETERSHHS

157



AWS SDKsHM I E

SEES

serviceld

SSO

SSO Admin

SSO 0IDC
SFN

Storage Gateway

STS

SupplyChain

Support

Support App

SWF

synthetics

fil

S4

St

Sk

S
a’

S

Sl
il

Sl

St
PI

S\

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_SSO

AWS_ENDPOINT_URL_SSO_ADMIN

AWS_ENDPOINT_URL_SSO_OIDC

- AWS_ENDPOINT_URL_SFN

AWS_ENDPOINT_URL_STORAGE_GATEWAY

AWS_ENDPOINT_URL_STS

AWS_ENDPOINT_URL_SUPPLYCHAIN

AWS_ENDPOINT_URL_SUPPORT

AWS_ENDPOINT_URL_SUPPORT_APP

AWS_ENDPOINT_URL_SWF

v AWS_ENDPOINT_URL_SYNTHETICS

BETERSHHS

158



AWS SDKsHM I E

SEES

serviceld

Textract

Timestream InfluxDB

Timestream Query

Timestream Write

tnb

Transcribe

Transfer

Translate

TrustedAdvisor

fil

te

t1

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_TEXTRACT

: AWS_ENDPOINT_URL_TIMESTREAM_INFLUXDB

: AWS_ENDPOINT_URL_TIMESTREAM_QUERY

: AWS_ENDPOINT_URL_TIMESTREAM_WRITE

AWS_ENDPOINT_URL_TNB

- AWS_ENDPOINT_URL_TRANSCRIBE

: AWS_ENDPOINT_URL_TRANSFER

: AWS_ENDPOINT_URL_TRANSLATE

t: AWS_ENDPOINT_URL_TRUSTEDADVISOR

BETERSHHS

159



AWS SDKsHM I E

SEES

serviceld

VerifiedPermissions

Voice ID

VPC Lattice

WAF

WAF Regional

WAFV2

WellArchitected

Wisdom
WorkDocs
WorkLink

WorkMail

fil

V¢

V(

Vi
C¢

Wi

Wi
N«

Wi

Wt
te

W(

w(

W(

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_VERIFIEDPERMISSIONS

AWS_ENDPOINT_URL_VOICE_ID

AWS_ENDPOINT_URL_VPC_LATTICE

AWS_ENDPOINT_URL_WAF

AWS_ENDPOINT_URL_WAF_REGIONAL

AWS_ENDPOINT_URL_WAFV2

AWS_ENDPOINT_URL_WELLARCHITECTED

: AWS_ENDPOINT_URL_WISDOM

AWS_ENDPOINT_URL_WORKDOCS
AWS_ENDPOINT_URL_WORKLINK

AWS_ENDPOINT_URL_WORKMAIL

BETERSHHS

160



AWS SDKsHM I E

SEES

serviceld

WorkMailMessageFlow

WorkSpaces

WorkSpaces Thin
Client

WorkSpaces Web

XRay

Bl ERINE

BB EREE ERRIATIBE , AWS SDKsT AN HE B IR ERETE XN, LI RRIAE,

ER AT AR B L Zh &E

H# AWS_ENDPOINT_URL_<SERVICE> IEFZE
=
i3
il
5
¥
I
&
A\

C(
fil

we AWS_ENDPOINT_URL_WORKMAILMESSAGEFLOW
e:
w

we AWS_ENDPOINT_URL_WORKSPACES
S

w AWS_ENDPOINT_URL_WORKSPACES_THIN_CLIENT
S,
i

we AWS_ENDPOINT_URL_WORKSPACES_WEB
S.

x: AWS_ENDPOINT_URL_XRAY

B EMRINE

161



AWS SDKsH TR SEEE

defaults_mode-3= AWS configX#i%i&, AWS_DEFAULTS_MODE - IfEEL &,
aws .defaultsMode-JVM REE 4 : XBR Java/Kotlin

FALLKRE K SANERESENNARFREECENER AN ENNARFRSLIRIH
FIAE. R AWS SDKsetting EBRFIRE—ME , MZEHRLZML L, MR AWS SDKsetting %
ERBREE , B FETIHMR , NI AN ZHNNARF LN EIEERETENIRIA
B, defaults_modeiR BA[REBIEUTAR : HTTPEFIRE., ERTH. BREFXFLHET 2if
B , R TIFEMSDKEXEE. FALIENEFIURBHNELFERAZSE S EFINHE
EZIAME. WRTETlegacy , RIMNEBNUEBEARR N EH R ARFHTNHSDK , BHREHEH
HAETRELEERESSERNABRMHAE, defaults_mode

ZRIAE : legacy
EE : will W EESDKshRABRIA N standard.

BNE
« legacy— RHEBRINZE , XERERMT , SODKHBEEI 2 H 7 2 FEdefaults_mode,
« standard - BRERSEFHHERINE , XERABEASEBER THRZTULLIET,

e in-reqion— ETHAHEERNME SN RAANNARFES EHNMLIL AWS RS MNE—1
#H AWS Xi5.

« cross-region— EFHREERXWE K SENAANNARFES EHLIL AWS RS EF
B X1,

* mobile - ETHHEERUE K SRENBINABRFEFTEHFHNMLIL,

« auto - ETFIEEREE  SEXKINEE, SDKERAMETRELEZREEYMNIRE,
BHIRNRETFTE AN , TERM 100% WERYE, MBELTEBEZTRREHRE | NEH
standard &=, auto N ATRESE LG TEIE , XARESTRIER, R B 3NIER X R B
ARFMEEXEE , RINBUERXNERE R defaults_mode iR,

£ config XHHZELEN RO

[default]
defaults_mode = standard

LTS IIREARTE defaults_mode BIETUHITIEAL -

« retryMode— #EESDKZEHMNER AN, BFSH Fid1TH,

+ stsRegionalEndpoints— EEMMSDKIEE AWS IRE ERARE 2R KM S AWS
Security Token Service (AWS STS), MAWS STS X & ix T Ko

B EMRINE 162


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKsHM I E

SEES

« s3UsEastlRegionalEndpoints— EEMASDKIEE AWS AT EiZus-east-1#[XH

Amazon S3 BEM RS 4

« connectTimeoutInMillis - EEEF EHITUHREZEZIRG , B 2K, MREF iR
SREWRIEEBEFEREE  NEFHEBRFREHEE RN,

 tlsNegotiationTimeoutInMillis— M&RIACLIENTHELLOKEEEIE FinfRSETLH
AHZBHIRBZA N L , TLSEF RN R KEE,

BENMRENRAMESBRIENNAREFIEREN defaults_mode ML, XEEBRREWNT ( ATEES

REZL)
¥

retryMode

stsRegion
alEndpoin
ts

s3UsEastl
RegionalE
ndpoints

connectTi
meoutInMi
11is

tlsNegoti
ationTime
outInMill
is

filgn | R&E

standard &=

standard

regional

regional

3100

3100

in-region

BN

standard

regional

regional

1100

1100

cross-reg
ion BR

standard

regional

regional

3100

3100

mobile =

standard

regional

regional

30000

30000

%iEMdefaults_mode@standard , Mf¥ N retry_modes ElstandardiV{E

( REBAXMretry_modeitM ) , I HstsRegionalEndpointssBitregional VfE ( RBH

M stsRegionalEndpointsikIl )

B EMRINE

163



AWS SDKsH TR

SEES

37 AWS SDKs

LTRASDKsZFATB RN IIEMRE. BRI FINMERTETH, XFERAIVMREREK

RE AWS SDK for Java &£ AWS SDK for Kotlin R&,

SDK
AWS CLI v2

SDKXtF C++

SDKEATF Go V2 (1.x)

SDK&EA T Go 1.x (V1)

SDK&F F Java 2.x

SDKIEHA F Java 1.x

SDK3&H F JavaScript 3.x

X

i

fim

7|

fim

7|

fim

BEREZER

SEAKRMLAL - stsRegion
alEndpoin

ts . s3UsEastl
RegionalE

ndpoints . tlsNegoti
ationTimeoutInMill
is o

SEAKRMEAL : retryMode

. stsRegionalEndpoin
ts . s3UsEastl
RegionalEndpoints .

SEAKRMAL : stsRegion
alEndpoints .

SEAKRILAL - stsRegion
alEndpoin

ts . s3UsEastl
RegionalE

ndpoints . tlsNegoti
ationTimeoutInMill
is ., connectTi
meoutInMillis ##H
connectionTimeout o

B EMRINE

164


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKsH TR SEEE

SDK X ZEXHEZER

SDK3& A F JavaScript 2.x B

SDKXF Kotlin &, vy

SDKX¥F., NET3.x = SHARMEAL : connectTi
meoutInMi
11is , tlsNegoti
ationTimeoutInMill
is o

SDK3&H F PHP 3.x = SEARMAL : tlsNegoti
ationTimeoutInMill
is o

SDK3& A F Python (Boto3) = SEARMLAL : tlsNegoti
ationTimeoutInMill
iS o

SDK3&HA F Ruby 3.x =

SDKXfF Rust S

SDK N HT L X 45 5

AT PowerShell = SEAKRMAL : connectTi
meoutInMi
11is , tlsNegoti
ationTimeoutInMill
is o

BB EMIAE 165


https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKsH TR SEEE

AWS ERiE17r (CRT) E

C AWS ommon Runtime (CRT) EE R EMESDKs, CRTIXZ —/NHM Y HEARNWERCERS |, B
CEEEHRE. BNHEHMANTRAMNFEIIGRE T EFNMENR/INESAZE, XEIHERBERAN ,
HEEFBEIIREZBHRE , SDKsATRE TEHFHNRBEA. MILNERE, BFER

« awslabs/aws-c-auth: AWS BFim & MR (fEERBRREEFNZLE (sigvd) )

« awslabs/aws-c-cal: MMFRHERA, 1BF (. . SHA256HMAC) MD5, E&SHA256% ., AES

« awslabs/aws-c-common : EXBIEEN, LE/RASRHBEE, BHPXEE, stdlib HXEHK

« awslabs/aws-c-compression : E4REE ( WK SHD/AERD )

« awslabs/aws-c-event-stream: BH4FEEAIE ( ¥Rk, BIE. BXEA. croftrailer ) . B4
R EMEESERAA (RPC) =

« awslabs/aws-c-http: C99 #1T HTTP /1.1 1 /2 & HTTP

« awslabs/aws-c-io: E$##¥ (TCP, UDP)DNS, E#&. E4E¥, B&. SSL/TLS
« awslabs/aws-c-iot: C99 K3 AWS ¥EXM = RS 51k & K

« awslabs/aws-c-mqtt : EATYWEHMN (IoT) Wit EREHE BEEIPY

« awslabs/aws-c-s3: I T5 Amazon S3 [RFEER C99 EXI , EERAREHRESEST R
Amazon EC2 I EHLE

« awslabs/aws-c-sdkutils: ATHBMTMEE AWS BEEXHNSRAEFE
« awslabs/aws-checksums: B A4 IE , AICRC32cEIR ZICRC32E MY 42T

« awslabs/aws-1c: B AWS ZBZHARARIER B Google Boring T1H AWS H Open SSL T B 1%
BRAEEFEFNBRABBERE SSL

e awslabs/s2n: C99 ERETLS/SSLIMY , ®RiT/DNIHIRE |, LAEERZEM

BT CRT Go # Rust SDKs z 4\ , EfttFr A RAER A Ao

CRTHkHi< R

XECRTEMK T — MNHXRNEBIRREAKNEXM G, NREFECRTEENFLWE , BLT
BXEXREREFLY. BR , ASHAFELHCHWIESSDK ( AWS SDKAIHN C++ = Java ) =
HiBESYWHBMIRZ SDK ( filth AWS SDK AWS EA T C++ HYIEX MK SDKEASDKT Java Ky AWS
YIERM ) RIGFICRTIIEE, HETEA , B SCRTHE” EENRBEFEIESCRTSDKEN S, X

CRTRBIKX R 166


https://github.com/awslabs/aws-c-auth
https://github.com/awslabs/aws-c-cal
https://github.com/awslabs/aws-c-common
https://github.com/awslabs/aws-c-compression
https://github.com/awslabs/aws-c-event-stream
https://github.com/awslabs/aws-c-http
https://github.com/awslabs/aws-c-io
https://github.com/awslabs/aws-c-iot
https://github.com/awslabs/aws-c-mqtt
https://github.com/awslabs/aws-c-s3
https://github.com/awslabs/aws-c-sdkutils
https://github.com/awslabs/aws-checksums
https://github.com/awslabs/aws-lc
https://github.com/awslabs/s2n

AWS SDKsH TR SEEE

XIS ESaws-crt-* , H " 2—FMSDKES ( Hlilaws-crt-cppsk aws-crt-
java)o

BT RCRTENZRMEBKRRNEE,

CRTHRHEIX R 167


https://github.com/awslabs/aws-crt-cpp
https://github.com/awslabs/aws-crt-java
https://github.com/awslabs/aws-crt-java

AWS SDKsH TR SEEE

AWS SDK 1T E4H BR

ARIAEBER T AWS BT EAEMH (SDK) MITE ( BEBHINYBRERHEF A TES ) HEPBUER
REEEGKBRR. AWS EHE AWS SDK M1 TERMHERH , HF S EXFHIEHEH AWS 1
API, ¥TheE, HEIRINEE. BHiIRBE. REWNTHAXHERNIF. EMETUBREKBXR, BEE
TRFRERENTIL, AWS SDK lRAEAXR AT T EESS ( fla0 Maven NuGet, . PyPl) , H4E
NFRRBRE. GitHub

FAVER WA PP HEE up-to-date £ SDK MRAS , AT EHIhEE, ZLEFMEEMBIAR, TEILH
SERATZIZEN SDK IRA , EREHREMFRAHAF BITRE,

RS2

S AWS DK R hRARA X.Y.Z 9K , Eh X KREZERA, #i0 SDK B EMA KA 1Z SDK #1T
TEAMSEFRMNER , UXFZES PRI ENER, O (flmE, Tk, RBF), 17
NJELREZE , MREIAZERE, NABRFEEEHN S LRI SDK iR, EFHLIRIE
AWSTRHN A RIS EEEM EERA,

SDK = ERr A4 a5 A Hf

EE SDK M Tools AR L EHIH 5 N EREARK , SR T,

« FREMBMR (FE OB ) - BRI , T SDK , FNEAFHEFER , ABNATRESK
BMRBEN, KREBREAERXSIAEREE, —B AWS BEEMRANRET MR , ERALUGH
I ARERA . RIFHUERHER , BNREREFEERFRT , HEFIREED AWS X

« EXER™H (GA) (51 HER ) - EUILHE , T2X$F SDK. AWS FHREEMA SDK IrA< , EhaiF
MRS ZE, DARSH APl BEMURERNZ2EE, N TITE , AWS FRHAZTESH WAL
HMANERIEENEIMAE, AWS Fx2# GA ixA# SDK £4 24 MR,

« HIPNE (B 2HER) - AWS RFE SDK AL EANED 6 MPARF LG, EILHE , SDK
HEFILEXE, BE , FFEARET M EERFIES GA WENERD.

- B (B3N ) - #EPRAHE , AWS F SDK IRARH N {XEFRXBEREENRZEF
&, SDK AW EF RS HIMBRS N API BH , B FSEHMUZSHXE, BRIEZHHHA , BN
#PEANRINSENESRN 12 MR,

B 168



AWS SDKsH TR SEEE

s TEHALIE(FA4MER)- Y SDKXBZHLILER , SRTBEREFRIRAR, 281K 01 RA 4%
SESAHTEEREM  HERBIFRIETE GitHub, GitHub FETRESER. AP ALBE
1THRE end-of-support & EEER SDK. RINBWAF ARBIFHEERA,

LUTR SDK EERALERAMWER A, HE8 , THERNNERNMESE  FEARD,

1R 4 7 B 5B

RZE AWS SDK HEREMB KR , SIINESETH. BERERE=ZHAENELR, XLEABIE
FEEESHXAMEZEEHHNHNEE X, BMNEXEENEE S LM E ™M end-of-support
NI

LTREBATFNEESE = HRBIUETDE :
- BERS (OS) : RHIBFE Amazon Linux AMI, Amazon Linux 2, Windows 2008, Windows

2012, Windows 2016 %,

« BEZITIERS : R~HIEFE Java 7. Java 8, Java 11, .NET Core. .NET Standard. .NET PCL
&,

o B=AEMEZR : RHIBFE OpenSSL, .NET Framework 4.5, Java EE &,

BN BER R EH X RN L IEX SDK EBTHIXFRED 6 MA AL SDK KB,
=, RS REENEBIm AR E.

(@ Note
AWS REETEINER SDK RANER TF LN RE RBHAY R F

EE R
PN BE SR RS

- BiemITE@OIKS KX —HEFEaAE , EMHRMNITIL LN %SE SDK AN X F. ZBF
ER R BER B ERIER 2 end-of-support , IEEEF R K , ARBARES

« AWS SDK X#4 ( lan API ZZ X, AF#EE. SDK =HmEHTEAM GitHub BIRX# ) BEE
T, LUERESNERAREEXALRSZEONAEFNES,

I A 169



AWS SDKsFf1TE SEREE
s KT —% AWS BEXE , #IiR T EF1ZE3HEEE end-of-support , HFE R 7 ZIEATH K,
- FRBECRME SDK & |, #5587 SDK X R4#Y &R end-of-support FEE$E,

EEFRMHFTRIESH AWS TENTRAEZRRAFIIRURENELFEREAYRHALHNLE |, BS
B AR AS 2 8 o

TBH 170



AWS SDKsH TR SEEE

AWS SDKsH T B4~z #

TEERT AMIIE AWS HA4TF R EH (SDK) TEMAREELP LR BRPOLE | LURBXNY
MR, BXEERRALSEMNEMAES AWS SDKsHl ‘TR REEREBER , BSHEF K
%,

SDK FERAK HETRTER NF&1TBER EE
AWS CLI 1.X DNFEAT 9/2/2013
AWS CLI 2.X NFEAT 2020 £ 10 A 2
H
SDKXtF C++ 1.x NHFET 9/2/2015
SDKIEHATF Go V2 1.x NFFET 1/19/2021
V2
SDKfor Go 1.x iR 11/19/2015 FEMBHEE
N
SDKERA T Java 1.x Hrdp 2010 £ 3 A 25 FEMBHBEE
H N
SDKERA T Java 2.x NHET 11/20/2018
SDKXt F 1.x FiEX#E 5/6/2013
JavaScript
SDKX F 2.X Hip 6/19/2014 FEMBHEE
JavaScript E=R/N-S
SDKXF 3.x NHET 12/15/2020
JavaScript
SDKX F Kotlin 1.x NHET 11/27/2023
ki,

SDK¥T. NET 1.x FLERR 11/2009

171


https://github.com/aws/aws-cli
https://github.com/aws/aws-cli/tree/v2
https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-go-v2
https://github.com/aws/aws-sdk-go-v2
https://github.com/aws/aws-sdk-go
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-go-v1-on-july-31-2025/
https://github.com/aws/aws-sdk-java
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-java-v1-x-on-december-31-2025/
https://github.com/aws/aws-sdk-java-v2
https://github.com/aws/aws-sdk-js/releases/tag/v1.0.0
https://github.com/aws/aws-sdk-js/releases/tag/v1.0.0
https://github.com/aws/aws-sdk-js/releases/tag/v2.0.0
https://github.com/aws/aws-sdk-js/releases/tag/v2.0.0
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-javascript-v2/
https://github.com/aws/aws-sdk-js-v3
https://github.com/aws/aws-sdk-js-v3
https://github.com/awslabs/aws-sdk-kotlin
https://github.com/awslabs/aws-sdk-kotlin
https://www.nuget.org/packages/AWSSDK/

AWS SDKsH TR

SEES

SDK

SDKX ¥, NET

SDKXF. NET

SDK for PHP
SDK for PHP

SDKEA T
Python (Boto2)

SDKEHR T
Python (Boto3)

SDKI&EHA
T Python
(Botocore)

SDKXF Ruby

SDKXF Ruby

SDKX$ T Ruby

SDKX F Rust

SDK HT B K 45

AT+ PowerShell

AT+ PowerShell

FF PowerShell

FEmMRA
2.X
3.x
2.X
3.x

1.x

1.x

1.x

1.x
2.X
3.X
1.x
1.x
2.X
3.X

4.x

S HTE R
FLEXEF

FLEXEF
FIEXEF

RIFRAT
FLEXEF
FLEXEF

RIFRAT

NHRTEH )=5

11/8/2013
7/28/2015
11/2/2012
5/27/2015

7/13/2011

2015 6 A 22
H

2015 6 A 22
H

7/14/2011
2/15/2015
8/29/2017
11/27/2023
9/17/2024
11/8/2013
7/29/2015

11/21/2019

FEEZERIENWSDKRITE ? Hla1SDKs , MNZESDKs, YMEMiZZ B HSDKsIREZE TR DS ERIERE

B, BEERAXREMIENY , FSRMEEIE AWS.

172


https://www.nuget.org/packages/AWSSDK/
https://www.nuget.org/packages/AWSSDK.Core/
https://github.com/aws/aws-sdk-php/tree/2.8
https://github.com/aws/aws-sdk-php
https://github.com/boto/boto
https://github.com/boto/boto
https://github.com/boto/boto3
https://github.com/boto/boto3
https://github.com/boto/botocore
https://github.com/boto/botocore
https://github.com/boto/botocore
https://github.com/aws/aws-sdk-ruby/tree/version-1
https://github.com/aws/aws-sdk-ruby/tree/version-2
https://github.com/aws/aws-sdk-ruby
https://github.com/awslabs/aws-sdk-rust
https://github.com/awslabs/aws-sdk-swift
https://www.powershellgallery.com/packages/AWSPowerShell
https://www.powershellgallery.com/packages/AWSPowerShell
https://www.powershellgallery.com/packages/AWSPowerShell
https://aws.amazon.com/tools/

AWS SDKsH TR

SEES

B R id s AWS SDKsHl  TESEERm)

TRERTEZENHERNBNER AWS SDKsH K TESEERE) . ERBAEXREINHEHEFTNEA ,

&R BT Bi% 1T 59 RSS Feedo

TE

§9 Swift SDK R IEIEBS =

SDKERAT Java 1.x R&EM

REEH

REMREHN

BARFUEEH. IMDSEH.

BRI E#

L

RAARBEIRESZE R Swift
SDK X #EF# A AWS SDKsE
*,

BE>AMEXZEFENIVMRA
SEERENIEMER AWS
SDK for Java 1.x.

AIIVMAR SR EIRE.

BEH T RAMLUIRESDKX
¥, BN TIAMB G ORER

o

Xt Amazon B9 £ 3FEKS,
IEFER IR E LAZFHIMDSv1[E
iE,

IEERNBERER/FERMIKR
o

BT HRAMKRSDKANITE
IheE , @4& SDK Kotlin, SD
K Rust 1 AWS Tools for
PowerShell.

EH TSDKsHMITEX#EZFN 5%
LSRTIA N

B

2024%9AH17H

2024 5 A 30 H

2024 3 A 27 H

2024 2 A 20 H

2023 12 A 29 H

202312 A 27 H

202312 A 10 H

2023 7H1H

173



AWS SDKsH TR

SEES

|AM &% {3 3K % B 5

SSOE#

REEH

REEH

EHTXL R E

ERERERNBSEH

B T RS AIAMBE R
B, EXESEL , BEET
%22 BAESBIAM,

B T HSSOS B BRSSO
iE$,

EFTEAEEM Amazon S3
ZXIFEASNIREFR,

E# T IMDSEFimMIMDSHE
RBHBWE. E#HT7THEE

2,
EMmIS# CodeWhisperero

FEH AR BRX — = AWS SSO
MEWFRT AWS IAM Identity
Center.

M ERTEE 1A E S
XEFNIRE

RIEEH T AIEE/LF AR
§J\O

RIEMENE —RE[LRE
EO

2023 2 H 27 H

2022 %11 A 19 H

2022 11 A 17 H

2022 % 11 A4 H

2022 9 H22H

20227 H 26 H

20226 A15H

20222 A1H

2020 3 A 13 H

174


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS SDKsH TR SEEE

AWS RiEFR

BEXARTH AWS RiE |, FH5H (AWS "ELxRSE) B py AWS L&,

175


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

AWS SDKsH TR SEEE

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

clxxvi



	AWS SDKs和工具
	Table of Contents
	AWS SDKs和《工具参考指南》
	开发人员资源
	工具包遥测通知


	配置
	共享config文件和credentials文件
	配置文件
	设置已命名的个人资料

	配置文件的格式
	节类型
	节类型：default
	节类型：profile
	节类型：sso-session
	节类型：services


	凭证文件的格式

	共享文件 config 和 credentials 的位置
	主目录解析
	更改这些文件的默认位置
	使用环境变量
	使用 JVM 系统属性


	环境变量支持
	如何设置环境变量
	无服务器环境变量设置

	JVM 系统属性支持
	如何设置 JVM 系统属性
	在命令行上
	使用环境变量
	在运行时



	身份验证和访问
	AWS 构建者 ID
	IAM您的SDK或工具的身份中心身份验证
	使用IAM身份中心配置编程访问权限
	步骤 1：建立访问权限并选择相应的权限集
	我没有通过IAM身份中心建立访问权限
	我已经 AWS 可以通过雇主管理的联合身份提供商（例如 Microsoft Entra 或 Okta）进行访问
	我已经 AWS 可以通过雇主管理的 AWS 访问门户进行访问
	我已经 AWS 可以通过雇主管理的联合自定义身份提供商进行访问

	步骤 2：配置SDKs和使用IAM身份中心的工具

	了解 IAM Identity Center 身份验证
	相关 IAM Identity Center 术语
	了解 AWS 服务 的SDK 凭证解析
	开始 AWS 访问门户会话
	SDK 如何获取 AWS 服务 调用的凭证
	会话过期和刷新



	IAM Roles Anywhere
	第 1 步：配置 IAM Roles Anywhere
	第 2 步：使用 IAM Roles Anywhere

	扮演一个拥有 AWS 证书的角色
	IAM扮演一个角色
	步骤 1：设置IAM角色
	步骤 2：配置SDK或工具


	扮演具有网络身份或 OpenID Connect 的角色
	使用 Web 身份或 OpenID Connect 进行联合
	步骤 1：设置身份提供商和IAM角色
	步骤 2：配置SDK或工具


	AWS 访问密钥
	使用短期凭证
	使用长期凭证
	管理跨区域的访问权限 AWS 账户
	仅为沙盒环境创建 IAM 用户
	确保 IAM 用户访问密钥安全

	使用短期凭证进行身份验证
	使用长期凭证进行身份验证
	有关凭证的重要警告和指南
	先决条件：创建 AWS account
	步骤 1：创建您的IAM用户
	步骤 2：获取您的访问密钥
	步骤 3：更新共享 credentials 文件


	为 Amazon EC2 实例使用IAM角色
	创建 IAM 角色
	启动 Amazon EC2 实例并指定您的IAM角色
	Connect 连接到EC2实例
	在EC2实例上运行您的应用程序


	设置参考
	创建服务客户端
	设置的优先级
	设置页面
	Config文件设置列表
	Credentials文件设置列表
	环境变量列表
	JVM系统属性列表
	AWS SDKs和 Tools 标准化凭证提供商
	了解凭证提供商链
	SDK特定和特定工具的凭证提供者链
	AWS 访问密钥
	与之兼容 AWS SDKs

	代入角色凭证提供者
	代入角色凭证提供者设置
	与之兼容 AWS SDKs

	容器凭证提供者
	兼容 AWS SDKs

	IAM身份中心凭证提供商
	先决条件
	SSO令牌提供者配置
	遗留的不可刷新配置
	IAM身份中心凭证提供商设置
	兼容 AWS SDKs

	IMDS凭证提供商
	IMDS证书的安全性
	禁用亚马逊EC2IMDS凭证的使用
	Linux 和 macOS
	Windows


	兼容 AWS SDKs

	进程凭证提供者
	指定凭证程序的路径
	凭证计划的有效输出
	兼容 AWS SDKs


	AWS SDKs和 “工具” 标准化功能
	基于账户的终端节点
	兼容 AWS SDKs

	应用程序 ID
	兼容 AWS SDKs

	Amazon EC2 实例元数据
	兼容 AWS SDKs

	Amazon S3 接入点
	兼容 AWS SDKs

	Amazon S3 多区域访问点
	兼容 AWS SDKs

	AWS 区域
	与之兼容 AWS SDKs

	AWS STS 区域终端节点
	与之兼容 AWS SDKs

	双栈和端点 FIPS
	兼容 AWS SDKs

	端点发现
	与之兼容 AWS SDKs

	常规配置设置
	兼容 AWS SDKs

	IMDS客户端
	与之兼容 AWS SDKs

	重试行为
	在standard和adaptive重试模式之间进行选择
	重试模式实现细节
	与之兼容 AWS SDKs

	请求压缩
	与之兼容 AWS SDKs

	特定于服务的端点
	使用环境变量来配置端点
	使用共享 config 文件配置端点
	使用基于角色的凭证在配置文件中配置端点
	设置的优先级
	兼容 AWS SDKs
	特定于服务的端点的标识符

	智能配置默认值
	兼容 AWS SDKs



	AWS 常用运行时 (CRT) 库
	CRT依赖关系

	AWS SDK 和工具维护政策
	概述
	版本控制
	SDK 主要版本生命周期
	依赖生命周期
	沟通方式

	AWS SDKs和工具版本支持
	的文档历史记录 AWS SDKs和《工具参考指南》
	AWS 术语表
	

