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- AEFIRIE—ILLEA  ATREELENNZEHNAUESSHRE,

o BIZIAMSEFIEL & 3 4 H i inCloudWatchReadOnlyAccess 5K B&

BHE2EN

1. 3TFF Amazon EC2 ##l4& , it A https://console.aws.amazon.com/ec?2/,
2. EREBEHEH,

3. XtF Name (&B#H) , MALHNELETHHER,

4. RBRAEGMEGIKE,

5. XTF Key pair ( #8X ) , BEBEHZRHAX,
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https://console.aws.amazon.com/ec2/
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6. X¥T Network settings ( NZIRE ) , HITUATRE :

a. XF VPC, &#E{RHIVPC,
b. XF Subnet ( M ) , EFELETFM,
¥4F Auto-assign public IP ( B3I 2B LAE IP) , 1%#F Enable (BA ) -
d. XF Firewall ( BFA3E ) , %48 Select existing security group ( BN ELRELH ) , REHE
BFHERREA,
7. EBREBEHEH,

o

J& 3 4

1. $TF Amazon EC2 ###lA& , Wit Hhttps://console.aws.amazon.com/ec2/o
2. BEERZRH,

3. XF Name ( &%) , WAL EBINE TR,

4., RERAEGMEHIZEE,

5. XTF Key pair ( BEX ) , EFEHNBHAX,

6. X¥F Network settings ( NZIRE ) , HITUATRE :

a. XF VPC, &#ERHIVPC,
b. XF Subnet ( ™ ) , EFEFLEFM,
¥4 F Auto-assign public IP ( B3I 2 EAF IP) , 1% Disable ( £H ) .

d. XTF Firewall ( BFA3E ) , %48 Select existing security group ( BN ELRELH ) , REHXE
fliEFET A,

7. [RBJF Advanced details ( @RFHAEE ) . IAMBIAIEEXH , FEFRENIAMEHIE E X H.
8. EEEHEH,

o

IR 3 : Jid CloudWatch 5 [ FX R

FEAUT SBREINZSEF T E1H B CloudWatch, 55 R AWS CLI s SR (TIbIR1E
CloudWatch,.

M7 8 CloudWatch X PR

1. EENTENL , FAATHSTRHBAXNRNEISSHRE | Hfkey. pemZBEH.pem X4 H
Fho

S8, 3 : it CloudWatch 1778 X BR 10
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ssh-add ./key.pem

MREWE —RERELE , RIENBZANORBI THE , ETUTes , RARER L—1

PN
T o

chmod 400 ./key.pem

2. MENTENEEINELEN., BXTIEE -A &, XFA/A (HlM ec2-user ) MELEH
NRE IP ik,

ssh -A ec2-user@bastion-public-ip-address

3. ME2FHEEISM, BLAEEXRGAFE (B ec2-user ) MKRHIKFLE IP bt

ssh ec2-user@instance-private-ip-address

4. BT HRERH| LEIT CloudWatch list-Metric s 55 X F--regionit , FiIEEZRLIEN
XiHVPC,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

5. JLoHE , 4N, XRABEEFEHYFVPCHEE CloudWatch M3EHI# 17151,

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

o

RESENIPINERE, SIBVPCARTRE , LFERER Ltlist-metricsii &,

S 4 EBREFHRNVPCAIRT = CloudWatch
FERLUT SR EIEEZETAVPClm A CloudWatch,
FoREMH

AAFREFANVPCLIRT SOIEZ £ CloudWatch, B0, Fil—5FK 2K HIZVPCCIDRXR
HHTTPSHRERAN,

A EIEVPCAimTI & CloudWatch

1. $TF Amazon VPC ##|& , Mt Hhitps://console.aws.amazon.com/vpc/o
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ESMERD , ERHR.

HEFE IR R

X¥F Name tag ( BFHRZL ) , BARKHE N

XiF Service category ( BRF 5 ) |, EF AWS RF

FFRS , HiEE com.amazonaws, region. Y512,

XF VPC , BEEFREHVPC,

XtF Subnets ( FM ) , EEFEATAX , ARERILEFN,

FNFLRELA , ERLKVPCHT ANREH,
. X FREE  EBRTLHENRAAFEZER ABIVPCE X AT BRI TAIE R,
( Ak ) BERIIRL | HIEEF Add new tag ( RINFHREL ) , RERAZRZHWRINE,

. IR *ﬂﬁ'ﬁhuﬂj Pending ( F42 ) . EREIT—F 28l , BEIRESETL
Available ( —IFFJ ) o REEE/LD HaVEtE,

© ©® N o g kM w0 DN

—_— e
N =~ O

FHBR 5 MiXVPCAImT K

—

Y

RIFVPCA IR T R 2B EEFERMMIER L6 K 1% F CloudWatch,
MiXVPCI® =

HEEHEP EIZTUT 9. T --regionit , FiEELLIEBVPCA T M X,
aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1
MRBKREES , EERERNENER , NFRRESEREET CloudWatch £ AWS PrivateLink.

mREBEFE|UnauthorizedOperationfix , BHARIZEHER AFIHRIKIAMAE CloudWatch,

MRFRERN , FPRIUELTAE -

RNZEZ2AH R FREH A CloudWatch,
. 12——reglon1i1ﬁ? BEEPEVPCART R XE,

/Q

IR 6 : BER

MRTBRELNTHECIENES L2 MNEE , AT SUFEM ER,

S8 5 MiVPCAIHT = 12
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2813261

1. §TF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/s

2. ESmERP | EERM,

3. BEBFHAMNREH , RBEMXIER Instance state ( SZHPRZ ) . Terminate instance ( & 1E3K
Bl ) o

4. YRGERREWIAR  ERLILE

MRLEFEEERVPCABT & , WUTEME.
BIRRVPCLA BT &

$TFF Amazon VPC #2#l#& , Mt A https://console.aws.amazon.com/vpc/e
EEMERD , ERRR.

EBRVPCAIHT o

ERRE , BMRVPCIRR,

RRHIHITEIAR |, WA delete , R/F%ER Delete ( MIBR ) -

o ~ w0 bh =
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AWS g% @B LA T A5 AWS PrivateLink

& AWS RS FEALET SR —1P. RIARSZHASZ2AHED | Kb @240 [0 2 8 BR 55 0% =070
BEMMX , VPCIXEEREFBEMEEVPCE AWS IRE ., MBHBMEFRFSLNMNERSESR | NI
FoE MR AWS PrivateLink Internet MxVPC , Bl A[REEBHNELZ S ERP AWS RE —F#HITIE
¥, VPC

A LAEAVPCART SR F 52 AWS IRS & AWS PrivateLink REIA R, BLEERABBRMN
MxBENAHEMNEENAEFEERNIER.

EM

BEERESNTAREEZEOVPCART RNE/ NIt i, BEESHRBLENEIE GB {1
%, BXEZEER | BHSFEAWS PrivateLink B4

ES

- DNSEHA
- DNSH#i
- FAA DNS

. FRMATAKX

o |Pibyb3EH

« AWS BRS 525 AWS PrivateLink

« AWS PR 1 OVPCA BT S 15 — 4
- BEEOKS

- BERENRSSHNIRE

o« MBREO RS

« MXRimR

iz

AT LA AWS IR B AR RS I S TiAR , el AWS RS EREREIIZFNLETR
AWS PrivateLink, ZABLREE 7 iX L%,
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BE 2B RS m [T

TERERTEGI0ME AWS RS B AHRSLHET LBTHR. AWS RE NAB FHFHSEHIE
R ENEHBEN Internet WX |, VPCARBHEHAZE AWS BF. AWS RS MNFAE TR #ISEHI I 7R
EFBRATIMNATX , REHEHEFH Internet MKXVPC , REBHAHE, AWS BEYXEREBIE
BRMMXE , EFRBETMLE, AWS

Auvailability Zone Availability Zone
Public subnet ﬁ Public subnet
. O
-3 : E
- g v Tl

BJX Connect AWS PrivateLink

TERE R 762 AWS RS Bid 5| AWS PrivateLink®, BE% , I2BEAOVPCKRHET S , AT
EZHNFRMVPCH AWS RS EREMFANMNEEO BB ERE, X3F0 AWS RE REFEHHETD
R MEEONFTAE IP #HUtDNS , AEFEALKE T R E2ZRNEREREFVPCAHET AMEEOMNFA
A IP ik AWS BRSS. AWS RS
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S
"""" AwilabiiityZone

ﬁ Private subnet

AWS RS BRI EZEEER. ZRFSETEBEIVPCART RREXNRRNER,
DNSEH&
REHE AWS RS REAHKFLET R, HiEEZWT,
protocol ://service_code.region_code.amazonaws .com
f5lan |, us-east-2 CloudWatch Al Bifh Y 22 HE 48 U% 17 S0 T PR
https://monitoring.us-east-2.amazonaws.com

5 AWS PrivateLink , A A FERAFAELR T RARSAERE, SEBEZEOVPCEIRT 2T, &
MN&BEXEMXIEDNSE# , BAIUFERAIXEZFE AWS RS KRB EHNVPCHITES.

BHEOVPCART RMXIEDNSEMRAUTIEE !
endpoint_id.service_id.region.vpce.amazonaws.com

XEDNSE B EEN T :

endpoint_id-az_name.service_id.region.vpce.amazonaws.com
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FEROBEOVPCAIRT S AWS BRS , WTEAS AFAAEDNS, £ privateDNS , &7 SAkEE A
ﬁ Lim T RHDNSEME RS A HER , BNEBESEOLVPCEHET R AREEE, BXEZER
2 the section called “DNS% #E&",

LA R describe-vpc-endpointsip & R % A 45T S FIDNS% B

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

LXT;&FFE%AEDNS% R Amazon O K% 2 CloudWatch B HR~¥l. F—1M%BEREXE
R, BETRW=ARERMET»KIFR. RE— 4\% BXERBHAEREX , ZXE M ENLEIR
RIE KRB Jaa,mlW%i%D HFAE IP ik,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoints.html
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DNS % #i =

RINAENEOVPCAIHT S AIZZHNDNSIZERE \ﬂ’Jo Hit | XEDNSEF R LNF AT, {8
= , RBAIBHIDNSERVPCNSREILIHT R MEEHEOMNFIE IP it | Jitk |, BRIEEENGE LR
TERSE , BNXLE P it FNEER T i R4 i#‘ﬁ%,”—:"\HE’*VPCo

FAA DNS

MREDNSHIFEOVPCART RS AFAEIThEE , H AR /ZAVPCTDNSENL A FDNSHEAT , KA
2REBIE — N RE AWS#E"“%A?E?%““IZQO HEXESERSHWBIADNSBHiCRE | ZicHEE
A EHBT R EHVPCABET aMEEONIAE IP i, Rt , MELNINERBAREF AWS RS &
AAHXEABETREAEER , WXEFERIAELESLFETRMNEED , MAEENXENARERF
BATEMER,

BINBWENVPCLIRT RE AFAEDNSE M AWS RS, XA A LARMEA A H RS KR SRIER
( PlEEE WER ) BT EENVPCE T R, AWS SDK

Amazon RIERME T —1E A R oute 53 Resolver BIDNSPR% 85, VPCRoute 53 854 B TR
WVPCHEBEHEREREXFHHITIER. BR , IRRTBEMNINEFEA Route 53 Resolver, VPCHIR A
M & 15 B VPCL IR T =, AT BAE A Route 53 TR KR In T S FETEEMAN, BXEZER

BSRAWS Transit Gateway 5 AWS PrivateLink 15 B Amazon Route 53 Resolver,

FRIAAT AKX

BRI BN TRAXEE - N FREVPCAERT Ro RIMNANEFMANLIFT LLIBVPCLIRT AW
FEO, BATRBR[ IP ut R R EFNPHNENVPCIRRIMEZEO S E P ik, iwn a5
A/ IP st EHVPCA T RN EREAHAFT2ER,

HEEFRESR , RS THENEYE | BITEVCRIBATERE :
* ABNMNVPCRETREBEDHATARX , AEXEAHKX AWS RS PERBLMTT R AWS B

I N O

« AVPCL T QBLERBDNSHE Ko
- £/ AWS BRSS EXEDNSE# ( RN 2 HLHRTT R ) BITHE,

TRERTEEANTHARXAH CloudWatch EBVPCLimT S ME#E O M Amazon 4K ifk o HEMF
R Y% )R CloudWatchfE A H A B K in T SVPCiF Al Amazon B , BAI&™R %ﬁ"*ﬁ |28 =
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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MEZEOMW IP tit, XEFEREEMBTAXFRNFTE, B2, IRTAX 1 ZH , WTHAX 2 K
BRI T £ B Amazon CloudWatch,

CloudWatch

..............................................................................

TRERTEMRNATARXS CloudWatch EBVPCKix T A M4 O M Amazon LK iF¥ &, ‘_—L’|Eﬂ¥
W R R ER HE A HKigT S VPCIF B Amazon CloudWatch B , 1L &EB—NMEEMN LK
TRENEED  FAWELREClI2ENR. ARG, RIS REBNIEER AMEEON IP ﬂ’g
ik,
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® | E

| VPC endpoint | CloudWatch

Availability Zghe 1

.......................................................................

g
g

..............................................................................

MRECEEREHAH , MALEREAR - TAXPHRIAMNEED |, RRENEH ERLIEE
AWS fRSS . At , BEARKMEZONLE XK IP #bil,
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@ |

VPC endpoint CloudWatch

..............................................................................

..............................................................................

IP tth it S8 BY

AWS R% BMEMI R XZFIPve B E A RiES , AT UPveEREFA AR S, XENES
IPv6 a] LLFHAAAAIR I RIDNSE#],

IPv6RZEOLIET =8 ANER
« AWS RS HOEHRRFIHm A AIPv6, BXEZEER |, iES R the section called “BEFIPV6X £,

s EORSHW IP it XBMMEZOKSNFMRE , TR

« IPvA— NEMN R R[IMEE A DEIPvAtEit, NEFFAEIZERN FMERFIPvAIESEREIR , F XL
priig
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« IPv6— NIEBR IR RAMEZEO D EIPveti, NHPTAEERN FMNAFMET |, IPv6d Z#ribik
I,

« Dualstack — fFIPv4FIPveit st 7 4R B IR R MEE O, NYFEEEN FMENEHFIPv4R
IPveith it SRR |, F ST FFLHIED,

MR OVPCE S XFIPv4 |, MisaMEEOESIPvAtbit, tNREOVPCHE S XEFIPve |, N =M
KIEOBBIPvOi, To3EBIN BB M5 R s 2 M & 4EZ O IPVORY i, 20 SR IE B IPv6 it 1k 1R v = Y
EiEN | BEEZEOBEdenyAllIgwTrafficHo

AWS RS 52 &/ AWS PrivateLink

LLTHREES AWS RS &£ AWS PrivateLink. BRI LABIZE —NVPCA IR T KA FIEREIIX LRSS |
REECINELBCHRSHEIT—HVPC,

EEAWS RS FIP R EEE , BEEE 2 ERMN RS AWS PrivateLink. RS EMII T EBECIR
EOVPCHART RIHEENRSEHN , ARBFECRTRFEELET R

AWS BRS5 ARSS & 5

81 53 4 2% com.amazonaws, region.access-analy
AWS Account Management com.amazonaws. region. IKF

I S #hAPIF < com.amazonaws., region.execute-api
AWS AppConfig com.amazonaws., region.appconfig

com.amazonaws, region.appconfigdat

AWS App Mesh com.amazonaws. region.appmesh

com.amazonaws. region. appmesh-envoy-mana

gement
AWS R AEFE1TE com.amazonaws, region.apprunner
AWS App Runner fR%% com.amazonaws. region.apprunner.requests
Application Auto Scaling com.amazonaws, region. NFARRF BN
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https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
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AWS PrivateLink

AWS BRE

AWS Application Discovery Service

AWS NREFTBRS

AL 5% AppStream 2.0

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

AWS Auto Scaling

AWS B2B #iE ik

AWS Backup

AWS Batch

Amazon Bedrock

AWS Billing and Cost Management

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region. KM
region.arsenal-disco
region.mgn
region.appstream.api
region.appstream.streamin
region.appsync-api
region.athena
region. FitEEES
region.rds

region. BEIEMItXI
region.b2bi

region. %17
region.backup-gatew
region.batch
region. bedrock
region.bedrock-agent

region. bedrock-agent-runtime

region.bedrock =17}

region. IK#

region. freetier

5. &BHRS
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https://docs.aws.amazon.com/application-discovery/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BRE

AWS Billing Conductor

Amazon Braket

AWS Clean Rooms

AWS Clean Rooms ML

AWS Cloud Control API

Amazon Cloud Directory

AWS CloudFormation

AWS CloudHSM

AWS Cloud Map

AWS CloudTrail

Amazon CloudWatch

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region. tax

region. billingcond
region.braket

region. JE&RE
region.cleanrooms-ml
region.cloudcontro
region.cloudcontrolapi-fi
region.cloud B %
region.cloudfor
region.cloudhsmv2
region. R K
region.servicediscovery-
region. BIERSE K
region. data-servicediscovery-fips
region.cloudtra

region. NARFES
region. NFAERFI#
region. &R

region. £S5 NHWHHEFE

region. BEAM GBS
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https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
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AWS PrivateLink

AWS BRE

Amazon CloudWatch B&

AWS CodeArtifact

AWS CodeBuild

AWS CodeCommit

AWS CodeConnections

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.internetmonitor-fies

region. Y&

/)

region. MR E KM 2R
region. MEREKNEEFIRE
region. MG 2R
region.observability
region.rum
region.rum-dataplane
region. &R Y
region.sythetics-fips
region.logs
region.codeartifact.api
region.codeartifact. 17 1%
region.codebuild
region.codebuild-fips
region.codemit
region.codemmit-fips
region.git-codecommi
region. git-codecommit-fips

region.codeconnections.api
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BRE

AWS CodeDeploy

Amazon P CodeGuru rofiler

Amazon CodeGuru Reviewer

AWS CodePipeline

Amazon Comprehend

Amazon Comprehend Medical

AWS Compute Optimizer

AWS Config

Amazon Connect

AWS Connector Service

AWS #2248

AWS Cost Explorer

AWS BASE AL Ty

AR5 B #5
com.amazonaws.
com.amazonaws.

com.amazonaws,
secure

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.codestar-connections.api
region.codeplo

region, codedeploy-commands-

region.codeguru-profiler
region.codeguru-reviewer
region.codepilin
region.comprehend
region.comprehendmedical
region. ItE{L{LES
region. BLiE

region.app MR

region. R4l
region.connect-cam
region. PAER
region.voiceid

region. 88
region.awsif s
region. BHIB &
region.ce

region. cost-optimization-hub
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https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
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region.emr-serverless
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
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region.schemas
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https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
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region. guardduty-data-fips
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region.healthl
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https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/security-vpc-endpoints.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
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region.macie2
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https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
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region.memorydb-fips
region.migrationHub-Orchestrat

region.refactor-spaces
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
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region.personalize i& 1T}
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https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
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https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
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https://docs.aws.amazon.com/ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
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com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.simspaceweaver
region. snow-device-management
region.sns

region.sqs

region.swf
region.swf-fips

region. states
region.sync-states
region. storagegateway
region.scn
region.ec2messages
region.ssm
region.ssm-contacts
region.ssm-E#
region.ssm-quicksetup
region.ssmmessages
region.tnb
region.extract
region.textract-fips

region.timestream.ingest-cell
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https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon Timestream for InfluxDB

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

Amazon Translate

AWS Trusted Advisor

Amazon Verified Permissions

Amazon VPC Lattice

AWS Well-Architected Tool
Amazon WorkMail

Amazon WorkSpaces

Amazon T/EZE R Z £ K e

Amazon WorkSpaces &% 7 #l

AWS X-Ray

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.timestream.query-cel L
region.timestream-influxdb
region, timestream-influxdb-fips
region. ¥%
region.transcribe

region. ¥%
region.transcribe

region. %
region.transfer.s

region. Bi#

region. EBEHHI 6
region. BRI R
region.vpc-lattice
region.wellarchitected
region.workmail

region. THEZEE
region.workspaces-Web
region. workspaces-web-fips
region.thinclient.api

region.xray

5. &BHRS
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https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
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EEF AN AWS R BF

& 7] LAfE A describe-vpe-endpoint-servicesin B & & X VPClw R M RS B Mo

BLTRRAIERT AWS RS EREEXEHHAXFEOLET R, 1% --query ETURH H R FIN RS &
o

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

THEHRRHHEE :

"aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
""com.amazonaws.us-east-1.access-analyzer",

com.amazonaws.us-east-1.account",

EERRBSWER

RIBIRFBFGE , B A LAEFdescribe-vpc-endpoint-servicestn S BB A X BN KR FE T SRS EME

JBNO

UTFRAEREXREERXE S Amazon CloudWatch O K HET S HEE,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

THRRHMHH, VpcEndpointPolicySupported R REA X Fin XK
B&. SupportedIpAddressTypes RARIIFHL IP kR,

"ServiceDetails": [

{
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [

{

"ServiceType": "Interface"

1,

"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [

"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [1],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

Ilipv4ll

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

EERXREHES -
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EEm KRR

ERITIREZSE2EXFLRIET 25K | 5B describe-vpc-endpoint-servicesin & H 1 2 #Y
{EVpcEndpointPolicySupported. AIBEHI{EN true F false,

AT RAIREEERFSREXFEEXBHNRR K, --query ETUR 5 H R &I
VpcEndpointPolicySupported BI{E.

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THRRHHEH,

True

BTFRBIZILT AWS BRS EREEXESXFLRRT KRN % --query IR HRFIN KRS &
Mo EfEM Windows S TIRAFEITHS T , BHBREAZNEFAENESS , FFITEEFHMN
BE®A A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true’ ].ServiceName'

THEHR R,

"aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
com.amazonaws.us-east-1.access-analyzer",

com.amazonaws.us-east-1.account",
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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TFRGIZIET AWS RS EIEEXEP A IFRIET RUREHN . % --query WLIUR i H BR &0 AR SS
Bh. EEM Windows s TR RFZTHSG T , BHIRERNFRHREABNESS , FRTEZFZHMN
\E&R A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THRRHHEH,

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws
amazonaws
amazonaws
amazonaws
amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.us-east-1

us-east-1

us-east-1

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.neptune-graph",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.redshift-data-fips",

.appmesh-envoy-management",
.us-east-1.
.us-east-1.
.us-east-1.
.us-east-1.
.us-east-1.
amazonaws.

apprunner.requests",
appstream.api",
appstream.streaming",
awsconnector",
cleanrooms-ml",
cloudtrail",
codeguru-profiler",
codeguru-reviewer",
codepipeline",
codewhisperer",
datasync",
datazone",
deviceadvisor.iot",
eks",

email-smtp",
glue.dashboard",
grafana-workspace",
jot.credentials",
iot.data",
iotwireless.api",
lorawan.cups",
lorawan.lns",
macie2",

neptune-graph-fips",
outposts",
pipes-data",

q",

redshift-data",

ERRARBE
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com
""com
n
n

com.
com.
com.
com.

.dmazonaws
.amazonaws

BEIPV6 X

&7 LAfE A L T describe-vpc-endpoint-servicesin S & & AWS % EEEXFHIPv6 R AT AL RN, 1%
- -query ETUR 5 RS RS & #ro

amazonaws.
amazonaws.
amazonaws.

.us-east-1.
.us-east-1.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.

refactor-spaces",
sagemaker.runtime-fips",
storagegateway",
transfer",
transfer.server",
verifiedpermissions"

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \
--query ServiceNames

THRRHREE

"aws.

aws.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1

us-east-1

api.us-east-1.kendra-ranking",
api.us-east-1.gbusiness",

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.arsenal-discovery",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.data-servicediscovery-fips"

account",
applicationinsights",
apprunner",

aps",
aps-workspaces",

athena",

backup",

braket",
cloudcontrolapi",
cloudcontrolapi-fips",
cloudhsmv2",
compute-optimizer",
codeartifact.api",
codeartifact.repositories"”,
cost-optimization-hub",
data-servicediscovery",

EFIPv6XIF
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

""com.amazonaws.us-east-1.datasync",
""com.amazonaws.us-east-1.discovery",
""com.amazonaws.us-east-1.drs",
""com.amazonaws.us-east-1.ebs",
""com.amazonaws.us-east-1.eks",
""com.amazonaws.us-east-1.eks-auth",
""com.amazonaws.us-east-1.elasticbeanstalk",
""com.amazonaws.us-east-1.elasticbeanstalk-health",
""com.amazonaws.us-east-1.execute-api",
""com.amazonaws.us-east-1.glue",
""com.amazonaws.us-east-1.grafana",
""com.amazonaws.us-east-1.groundstation",
""com.amazonaws.us-east-1.internetmonitor".
""com.amazonaws.us-east-1.internetmonitor-fips".
"com.amazonaws.us-east-1.iotfleetwise",
"com.amazonaws.us-east-1.kinesis-firehose",
"com.amazonaws.us-east-1.lakeformation",
"com.amazonaws.us-east-1.m2".
""com.amazonaws.us-east-1.macie2".
""com.amazonaws.us-east-1.networkflowmonitor".
""com.amazonaws.us-east-1.networkflowmonitorreports".
"com.amazonaws.us-east-1.pca-connector-scep",
""com.amazonaws.us-east-1.pcs",
""com.amazonaws.us-east-1.pcs-fips",
""com.amazonaws.us-east-1.pi",
""com.amazonaws.us-east-1.pi-fips",
""com.amazonaws.us-east-1.polly",
""com.amazonaws.us-east-1.quicksight-website",
""com.amazonaws.us-east-1.rbin",
"com.amazonaws.us-east-1.s3-outposts”,
""com.amazonaws.us-east-1.sagemaker.api",
""com.amazonaws.us-east-1.securityhub",
""com.amazonaws.us-east-1.servicediscovery",
""com.amazonaws.us-east-1.servicediscovery-fips",
""com.amazonaws.us-east-1.synthetics".
""com.amazonaws.us-east-1.synthetics-fips".
"com.amazonaws.us-east-1.textract",
""com.amazonaws.us-east-1.textract-fips",
"com.amazonaws.us-east-1.timestream-influxdb",
""com.amazonaws.us-east-1.timestream-influxdb-fips",
""com.amazonaws.us-east-1.trustedadvisor",
""com.amazonaws.us-east-1.workmail",
'com.amazonaws.us-east-1.xray"
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]

AWS RS AEOVPCARHT 215 —/

BT A2 O VPCin S BLUE R A H IR M XA RS AWS PrivateLink , B3F1F Z RS AWS RS,
BXBR | 5 the section called “#5” M 15 AR AWS RS

X TFEMNPEENFNFRMVPC , BINEFNFRIEZ - M IETRNGEED , ANEIE - FMit
HSEENRFAR IP #it, WRAMNEEORBHFREEENMEED ; LALEEN AWS IKFHhE
&, BEEBTEE.

LEERESINEABCRAINBELERH. AXESZEE , FEAEORIEN.

nE

- BIREM

« B2 VPC KirT |
- HEFKN

« ICMP

Bl R SR AF

- ERBAFIHRIIEH AWS BRSS IV EIRVPC,

- EFAFEINEEDNS , 4N B2 VPCE AADNSEH B MDNSHEN, BXEZEL , HSH
Amazon VPC AFEEEHPMNEEMEFDNSE .

- ZIPveREOLKIFETRER , AWS RS SAXFBEIIGRIPV6. BEXESER , S5 the
section called “IP s 3 H”,

- RAGFTAMEZEZEORR—INRL4A , AFREENBR RO REVPC. a0, 7 T7THEER AWS
CLI JRAERIEHTTPSER AWS RS , KEH XA T AEHTTPSRE,

- MRENEFRNLTHEMNEHN FRBACL , FRIEZMERBACLATF BN ERVPCHNA T SME
BEOZENRE,

« BH AWS PrivateLink BREE#M. BXEZEER , iS5 AWS PrivateLink FEt &,

B2 VPC Kim T R

FRAUTSRAEEZIIMNZEDOVPCLIRT & AWS RS,
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https://aws.amazon.com/privatelink/pricing/#Interface_Endpoint_pricing
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
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NEIBREOLRT R AWS RS

1.

2
3
4.
5

o

9.

$TF Amazon VPC #2#|A& , Mk A https://console.aws.amazon.com/vpc/e
ESMERTP , ERKR

EF AERR.

£ RE B EBREAWS RS

¥t F Service name ( FRF B ) , EERS. BXREZER , S the section called “5... &K
B RS

XNF VPC , BEFREVPCMRIERIN AWS RS

MRIEHEDSR 5 PIEET Amazon S3 KRS B , A EEBEFLAEDNSXE , i%ii?%ﬁﬂﬂiﬁ

B , S FAIDNSE#. ZEMHIiEER , ©XE 2 A3EE DNSXA AL T RERARLE.
HEEHN Amazon S3 M EH L irT RELEDNSHA AR L T RNALAERE, WRE /ﬁ*ﬁ_
Amazon S3 FIMXLirTT R , HEHEE TONSRAA UL GETREARE , WERREIENE
RN EERER.

MRELSHR S F , BAER Amazon S3 ZAMEMBRFERETRSEH , WEREAEMIRE , NS
%25 FIDNSE M, BUGRERINE, XHEATUBREALHBSLET QER (FlmEY
MiER ) BTRIEHVPCART R, AWS SDK

FNFFN  EREEEFACREINEEOAN TN, BUUASNTARERER—NFN. BEEMN
B—AAXPEREZNFN, BXEZEE , iHSH the section called “FMWFAATHX",

FIABRT , BRAVEFRFR IP BB Y IP bt , HEHSBEAHRANEZEOD, EEC®E
IP bt | EEF EE IP #hit”, EEE , FWNCIDRIRFHBIHA IP #it Mg — IP k4R
BHNEER , ALETEN LR T AMEEOEEE,

¥IF IP address type ( IP #iib3EH ) | AJMSATIRT APt (TR -
o IPv4A— Aim KM BEODEIPvAtbIE, [REFTBIEEN FREREIPv4bESEEH BRSES
IPv4iEREY |, F L&D,

« IPv6— Nim ]AMEEO D EIPvEiELt, NEFFAIEER RN F M H BRSSEZIPVvEIPVEis
REF , F XEFIIET

« Dualstack — fFIPv4RIPv6itbiit p ELAIm R & O, NEFIEREN FME R EBIPv4FIIPV6
e E | HERSENESZIPVvARIIPY6IERET , o I IEDT,

10. XtF Security groups ( 224 ) , EFEEESRLINEEOAXKNZEA, RIABRLT , Bilaw

KERRINZEAVPC,
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https://console.aws.amazon.com/vpc/
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1. XTRE , EATMEERABIREARRKNAMARRHTAERE , TERTEHRNR, ER
HIFRMNR , FERAENHBMARR, XZRSIIFVPCHR KRR , AT TR, BXE
ZER  BEH mRRE,

12, (WE ) BEERIRE | HEF Add new tag ( RINFTHE ) , RAERAZFREHNENE,
13. EEAE RS

ERABTTHREORSR

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

HETH

HEEESEAINTRTAR, i, BURMBRVPCART A, BR , CTLESHREN TR
REAVPCART Ko

ICMP

EOHRRN ping BRGHEWER, EAILUER nc & nmap S8 S RAH,

ALE 20O i R
RIEZFOVPCAIRT RE , BAUEHREEE,

%

o IS ERF M

- XBREL£4

. JREBVPCLIRT S EM
- SHAFAEDNSEMR

- EERE

YIS S

B UREARRNENTARER—NFHN, MBEZERNTR , RNLSELERNN MG 62K
AREEO ,#ﬂg%fr%m ML F Wb U SEE N FAE IP ik, MRERBRTFR , RIS HBREES
MEEO, BXEZER |, i5S M the section called “FMF AT A X",
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
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EREHaERTFH

1. FALES#VPCEGIE , Mt https://console.aws.amazon.com/vpc/e
2. ESMERP  ERRS

3. EREORR.

4. {KIX%EFE Actions ( #4F ) . Manage subnets ( EEFM ) .

5

BREFEEFEREIEERTAKX, RH@A‘J}%E ERE—NFN, BRINMERT , BAVERF
M P thuSEE A IP it |, HHESBEARKSMEED, ERNHAMEEDER P thit |, EiE
BRIEE IP bt | %Fiﬁ)\%lﬂlpvumim,alilqﬂm Nibik, WRAZIRET LRSS ZFIPV6 , A
LA A T R IPv6 it 11t 38 Bl A B9 b ik

MRENEFZLHET AWK HET AMEZEONTWIEE IP it , RINSAFHVPCAERT ALK
FEOBRZBRINEED, KEESENKT FRANVPClnRIESR,

6. i&# Modify subnets ( IEHFM ) o

FRABPSITERFH
» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

KEZEA

B LERSEEORANMEZOERBENEZSAH, ZE2AHNZE RIFNERRFEH AL M
SKIEONKREVPC,

EREHaERLE4E

1. AL S#HVPCEGIE , Bt https://console.aws.amazon.com/vpc/e
ESMEBRSD , BRHR.

EREORR,.

%32 Actions ( #4E ) . Manage security groups ( BEZ£4 ) .
BEFEERFEEEREZE4H,

1% Modify security groups ( & £4 ) .

2
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
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ERARTTERRE4A

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

YRIEVPCA In T AR R

R AWS BRS XIFLIHT RREE , WA REELET RNLRT RKRE, TEfMTRIUKREE | &
FIAVERATRRE/ILSHTREN. AXREZER , FSH HLRE,

15 F 22 15l & 38 i SR g

1. ITALS#VPCHEFA , Mk https://console.aws.amazon.com/vpc/o

2. ESMERP  ERIRR

3. EEEORR

4. {KIXI%E$E Actions ( #4E ) . Manage policy ( EEXKHEE ) o

5. 1%3%F Full Access ( T2 ) AATFRRSHITE LM , HEEEFE Custom ( BEX ) FHHibn
BE XK,

6. ZEERE.

{5 i 85 5 17 32 ol UK g

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

B AR EDNSE

BINBWENVPCLIRT RE AFAEDNSE M AWS RS, XA AILABRER A H RS KR SAIER
(BIENBERYIER ) BATEIERNVPCAIRT Ko AWS SDK

EFHAFEDNSEH , KR B HADNSEHEZFMDNSH#ET. VPCEBIEDNSEMG , FAE IP it
AREEE/NLSHFETHATH, HESALEDNSEHE , RIIZMNDNSIEREANEN., Hit ,
EDNSEHA T LT T,

{5 A #2 15| & 32 ot FA ADNS & #RiE I

1. ITALS#VPCHEFA , Mk https://console.aws.amazon.com/vpc/o
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://console.aws.amazon.com/vpc/
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2. ESMBERF , EFIHR.

EFRE OIS

ERRE , BRFAADNSE .

BRIFEFEERZHERR Enable for this endpoint ( AltHRBH ) -

MRRSF = Amazon S3 , ME L —FHRZKIET REF BA” LIEFRE DNSINN ALK IRT
REARE ., WREFEERIREFABDNSIIEE |, 1B/ER ‘DNSIXA ALK IETREARLE. W
FBRT Amazon S3 WEOKWmT /2, Z&EHAT Amazon S3 WXL iHT R , HFEBIERE
TDNSRAAULKIFHET RS ARLEWE , WET—FTHREEAN2KIFRER. BXESE
B | i5Z (" the section called “FA A DNS”,

7. i&# Save changes (REEX )

o g kW

{5 FA 25 5 17 32 o FA ADNS & #RiE I

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

BEIRE
FAIL QIR R TRIE , BB SR EIRBFAANZTENHEH’ TS,
EREH e EERE

1. FIFLE#EVPCIEHIE , MikHhttps://console.aws.amazon.com/vpc/e
ESMERD , ERRR.

EFREORR,

filRIE$FE Actions ( #¥E ) . Manage tags ( BEEHRZ )

EERNIMFE | H1EE Add new tag ( RINFTIRE ) |, AR ARSHENE,
BHEMBRTE | EEREFZNEANEALENE Remove ( MIBR ) -

1%£$% Save (R7F) o

S L R S

ERAWTTEERE

- create-tags # delete-tags (AWS CLI)
« New-EC2Tag# Remove-EC2Tag ( 3 F Windows # T & PowerShell )
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-tags.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
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BN R SS R IREE

LA BB U EREEORSAXNBESHNVIEE, Sl , SR UEEREREES
F 8 FoB 4,
5
- SIZESNSEA
o IR R A
- NINEARE

BIESNSEA

ERAUT LSRN BEHCIE Amazon SNS B HTHEZER,
EREH AN EORICIEEL

1.  FTF Amazon VPC ##l& , Bt Fhttps://console.aws.amazon.com/vpc/e
ESMERP , ERRKI

RO IR R

£ Notifications ( BH1 ) I+ £ , 4% Create notofication ( SIZEH ) o
£ “BA” PARN , ERSELIEARNIISNS E BT R,

E{THEH , BM Events ( B4 ) ik,

I

« Connect ( E# ) - RFEAZUNETEORKR., XemRFRHEBAZEEER.
* Accept ( ¥ ) - RFEHPEES TEEBT R,
 Reject (#E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAERR T O WS,
7. %$% Create notification ( BIZE4 ) o

ERABTIAEORSISIREA

- create-vpc-endpoint-connection-i& Al (JAWS CLI

« New-EC2VpcEndpointConnectionNotification ( & F Windows #J T & PowerShell )

=36 48 B UK

ERE QRSB IRE
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R SN N
7 N1 8] R B

@] Amazon SNS EZUR MG EIERE , AWS PrivateLink R SR RELRHEDN , WTHAR. B
XEZEE | BHSENTREIZN Amazon SNS FHRI A KA ? A aws:SourceArn
aws:SourceAccount £RFMEXRP ILEERE AR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"

7S 025 40 SR B
MREBFERANRINZESNSEDT |, MIKMSZ4AM R IR R AIEFE AWS PrivateLink 8 AWS

KMS APIIZ1E, LT RROIZAKRE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
}

"Action": [
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https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}

il BR 52 O i .

EAEVPCAURT QUG , ATLURFEMIBR. MIBRIE O um RUERFHIBRHis R &40,

ERAEEHARREDRS

1.  $TF Amazon VPC ###l& , Witk J9https://console.aws.amazon.com/vpc/e
2. ESMERP , EFRR

3. EEREORS.

4. EFRRE, BERVPCHE R

5 HRERTHITHEIAER , WA delete,

6. IEFEMIBR,

EABTITHEREDRR

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & A F Windows Y T & PowerShell )

ZEST S

MXVPCLixT R iR 5 Amazon S3 1 DynamoDB WA & | B L EEBRNMKXHIRE
NAT., VPCEHE MR LK iETT SFE AWS PrivateLink , MXVPCKigT S F~FEH,
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Amazon S3 # DynamoDB Rt X EFMXxmRMEORR, BXZFEMALR , BSRUTHSA :

« Amazon S3 IVPCKRimT mIEH

o W33 DynamoDB HIVPCK& iR T RKH

kit
==

ERAMXIRRIT 2R EEAFNEA.

>3
)

&
o

5
i

Wt
b

3
« SEATF Amazon S3 BRI R
 S&MAF Amazon DynamoDB #J M i &=

B
BRI LA@ Amazon S3 #1 DynamoDB M AB RS m KRB Mxim /G, ABLRLLR 7TixER %,
B B B M <7 (8]

TERE R TR aES E A ERS IR 21773 Amazon S3 1 DynamoDB. WA E F W #9345 F
Amazon S3 = DynamoDB HR 2N BB ZRFZSWERERMX , AEBEHBEIVPCIZES. FAEF
M # B 3K TS5 | Amazon S3 5 DynamoDB ZEFRE , RAREEN , REFREEBETHEERRN
K H, BEFELEFMHISEHIEES E Amazon S3 5 DynamoDB XX RE , BEE[RLE FMH
IINAT— A% , AL EFRFHRERAENZIRE. NATERB Amazon S3 5 DynamoDB I3
EBSERRMXE , EFSBFME, AWS
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=

B R < im RELAT 1R

TEERT 46 MENE MK is 2GR Amazon S3 #1 DynamoDB. M&EVPCE| Amazon S3 5
DynamoDB Y2 HEIMXLIRT R, B8N FMEHRBLANE —FKEH , ZEHEARSH
AR URS N EN MW RELEZEIMKER. BXELZEFEL , H2H (Amazon VPC AFE

) FRAWSHERRIIX.

Region

S
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B EH

PIEMXKET RN , ERENSANFFERVPCEER, UTHEERNB3MMEILEEN S
H&R, BMHERAHEARSHIRIIR AWS |, BIRRMXL KT R

BirfLE B#R
prefix_list_id gateway_endpoint_id
BB

« BULERRIMNAMNIENRARTOIR[ULH , EFEREXIMEREAN]. @8 HE RN
B, BREERXERKEK, HEBUHRRHARSMX R KBRS BRM KR KB, RIS ERE R
-3z

« EMXim /KRR BRI T MPNAERM<EHERZMXE QR RZES. REXLRK
HEXEKN FHANSSEALERSHR , MARMXIER.

- BEKRBALUEREE Amazon S3 Wik KK H , AT SAEEE DynamoDB Mk [EEH. EAIUES
NEHEXRPIMEBEERE— RS ( Amazon S3 5 DynamoDB ) Hin S H. BFEEE—PNEAXPHA
BBER—ARS ( Amazon S3 2 DynamoDB ) &Nk <RB& o

. i*zﬂ]@ﬁi BER &I i & AR B DKM IR RV B T X (RABIRITE). X T B i LB H AV %
HER , XEREATAR

- MREAE—ZBEBRRMXEEMEERKMHE (0.0.0.0/0) WA , waBEBEME LT Y XiE
FEY RS ( Amazon S3 5 DynamoDB ) 1 B Mt IR E Zv:ﬁ’f'ﬂiﬂl "—'TE’Jum; AWS kS R E
BRI 5% o

o LARREXEARS ( Amazon S3 5 DynamoDB ) F Bt RE SR E BEEBRMMx , BN a5
RBEETENXE,

- MRER—RXFHFELENEKRS ( Amazon S3 = DynamoDB ) I8EBY] IP it SEEMEEH |, MiZ
B L T im R B H.

ZeH

U AR S8 3T Y % i L 15 8] Amazon S3 8 DynamoDB Bt , EM1&ERAE AR RIH R RS, X
KA L EAXTMATHERFZHURE. UT2HEANN TG, ©5lARSHEIZETITMN ID,
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By E 73N i O35 El
prefix_list_id TCP 443
IXEESHIACLSHY F PR 483 0 e Vit H ARSI R E . AT RHWMMNEIREl, BFEEEMKZACLA

e
N s|ARRIEK , BAAUMNERRIIRFPIRIMRSH IP it SEH.

BirfLE /308 im ASEE
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

& AT Amazon S3 B M X< =

BRI LAE R MR L iRT RME S HVPCHXVPCLIRT /il E Amazon S3, BIEZMXAKRTRE , &

ALCHERMABERFBER , ATERMNEVPCEl Amazon S3 KYRE.
ERAMXIRKIT 2R EEMFNEA,

Amazon S3 B XM Xxim RAMENIRR. EAMXLKIRTR , BRI UMNER B Amazon S3VPC ,
CEEBRMMXINATIRZVPC , E EEZMAFATH. B2 , MXLXFETRTFTATFNEREME, H

fl: AWS X VPCsEF R ZHBI R MMMXHH TR, W TXEZR , BE4NEAZEORR , 5E
FEFIHNATER, BXREZELR |, 155% Amazon S3 AFIEEFH Amazon S 3 VPC KT mEH,

AE

- XESW

FAA DNS
BIEMXRIRR

£ A FEB RIS
KRERERH R
REBVPCAIRT mR
i BR ¥ ok i =

Amazon S3 Hix R
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=80

« MXHER/RELEBZRIAMENXETH, BSSEEN S3 FEMBATER XEM 812 M XK.

- MRZMFEHAM IR Amazon DNS BRSa5 , NI4T E R 5 FADNSEH B FIDNS# 4T, VPCINREFER M
= HCOHKDNSHRS S , BHR[E Amazon S3 X B IER EFAET N4/ IP ik AWS,

o XWFEIM R RTE Amazon S3 BISEHI | R4 E Y HIEM N A o iF# H Amazon S3 iR E,
BRI AME RS EHN F 5| A Amazon S3 HIFIZR5IZFEM 1D,

« B MACLXL T 2GR Amazon S3 BYSEHIEY F M R L& 470 S 33 i Amazon S3 BIRE. &R
BETE R EZACLI NI AR 5| A RIS |, 1B AT LAM Amazon S3 B I 4& %1% A 3REY Amazon S3 BY IP i3k
SBE,

- RESEANREEZEHR S3 FiEMH. AWS RS flin , RIMRSWEEEHRES A EXHNE
EE B REEERNEIEFIRETHIEHWEC2EHl, MRR , HRREHKXIFET LREAR
¥ AWS RS REFREAs3:GetObjectBET HIX LM,

o WFEIVPCAIHT KE Amazon S3 XA HHHIER |, BREEES RN FHEWREE P EH
Zaws :Sourcelp%tr, WHMEM aws:VpcSourcelp &4, HE , &0 LU BT 2R R 35 4 Lt
EC23:45 8] LAE T VPC L % s 1A 8] Amazon S3.

° H* 54&§%|Pv4umio

« Amazon S3 U ZIH 3k B = &0 F W RS2 G 8 RIPvA L st M A B IPvAt it 88 2 R R VPCRAE IPv4 it
e, IRRRRMERRE , T EHTFNTCPERE, AL HKIPvAbItFEETR2IRE, BWWEE
BB SIS WK AR A EETEAEERS ; TS BRGNS EIEET S B3 EFMIERE

Z| Amazon S3.

WAREETLET BRAEVPC, BHERE, WEHEVPNERE., VPCEHM < AWS Direct Connect &
B — I RIRVPCHREME M XL inT = 5 Amazon S3 BfE.

« BRIKFHRART N ZNXE 20 MRXIFR , ZEFAATFR, FINILRT LIBREN 255
VPC,

FAA DNS
£7 Amazon S3 BN XX inT RMEOLET R , BB EFADNSE LUMEIL LA
Route 53 Resolver

Amazon REERM T —NE A R oute 53 Resolver VPC BIDNSHRS 88, Route 53 #1284 B ST FA
EREXEHHPHNARMVPCEHEZMicK, B2 , IRTEEMINEBEA Route 53 Resolver, VPCRoute 53 £
BRI R AT EIAN | BB UM EBE Route 53 TR, VPC A VLRI EF in SR B A

Amazon S3 Hix R 59
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1 L& BIDNS & i3 % 2l Route 53 R85, H UEEHTESIR 295Kk B Route 53 HTESHIDNSE IR %
B 7S 3 P 48

IR Amazon S3 WE DK i T LELE ADNSIXI AL@ETBRLm T RAEARLEN , RiN201E—1
AVEEMTERA T Ko AWM AIRT S ALY Amazon S3 FIDNSEHAENT £ O L i1 KB FA
A IP thit, FAER ALIAS Route 53 fEATERAYIE KA MNE] Amazon S3 A RITE X |, UERK
DNSZE#Hf##VPCH 2| Amazon S3 AF IP #hiit |, iZib ik 97 & 5 B 2 M x LT o

FA A DNS

WREN Amazon S3 DNS WO KX ixT REEFE , B8 BDNS{X N A Resolver KimTi S BL & FA
B, MK B 7 i R 48 T 58 B9 7 4 B 48 B9 15 SR &R VP C A8 B iZ 32 O KRim 7 s 518 Amazon S3., EHit , &
FENBREAZEOKET ARLERBNHREEVPC , MAREAMNXLKETY A , TEXNHFNTER,

On-premises Region

data center

Private subnet

Gateway endpoint /@
D\ / 53 bucket
}@

VPN connection Interface endpoint

DNS{XFE A ¥4 Resolver Kig T mFAE

IR IBDNSIN A Ak Resolver KinT mEEFE , NKEARMERERMERAZEOLIFET 2GR
Amazon S3 , MR ERNVPCHE A MK LimT 2ihE Amazon S3. EIt |, B LMELKA , B E
RENEEEAMXIRRNRE  FREAZEORS.
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On-premises Region

data center
Private subnet @\\“
Gateway endpoint >@
I:’ 53 bucket

a e

i -

VPN connection Interface endpoint

BLEFAHE DNS

A ATE B2 Amazon S3 DK R RN AR BREOKX R TRZENHEEFMDNSERE, BXE
ZER , 55 the section called “8 VPC LT R ( BIZHEELE ) =X the section called “/F A
FAEDNSEH (RIEBEE ) .

Bl 2 M < i X

AT IRERERIERES Amazon S3 BRI XK S,
R A B 2 M o i

1. $TF Amazon VPC #&l|& , Mt Fhttps://console.aws.amazon.com/vpc/o
ESMERD , ERHR.

EF IERR

Xt F Service category ( BRSFER ) , 1EF AWS RS

FNFRS , ANILIREE KB = WX, AFIEE com. amazonaws., region.s3.
3F VPC , B EVPCHEAEPCIERSHN,

X¥F Route tables ( B¥H® ) , EBRHL[REFANEARK. RIEGEHRM—NEH |, FURSH
B bR EE R R MNEED,

8. XTXEE K ERZ2GRNRUAFMEZEABZEVPCHRINAAERRRITHERE. BN,
FIEE B E LM IVPCA I T RERE |, ZRBIRH ZRIEABILVPCH T QX B IRMITRER
RAENR,

9. (HNE) BERIFRL |, FIEE Add new tag ( BINFTHIRE ) , RERAZIFENENE.

N o g & DN
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10. EFEAIE KR

ﬁﬁﬁﬁn T Ol 2 P 5% i R

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

158 P 17 A SR B 422 361 15 )

ZAI R F AR REFMSEELR TR, VPCs, P i SEEFM AWS KX F @R AR, X
LERBIRIRIER — M RV SR R R AP E 15 R X RAY R EEE G,

Example 5] : BRHIXT 45 E i = 89 17 8]

BT LAE A aws: sourceVpce R4 ZHACIER IS ELRIHT SNIHRINFEMEKRE, BRIEFERAT
EEMNRXES , BUATEBRSFEREENREELTIEERNTHE. HEE , LREBET AWS
Management Consolef f 15 E K /PR LE XY 18 ERRY 5 7]

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

Example =4l : fFiFRINREHINISEDN VPC

A LAE A aws: sourceVpc condition Z54A 82 R &4 B 45 EVPCsIF B R M. MREBER—NrR
FERETZMNES , NIhREEEEBAVPC, KRIEBRRBIEEN , ENLAT RIEIEL F RIS ERE
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HEEEFHEB/VPC, HEE , LLFMET AWS Management Consolef 38 E R R AR IE X 18 E4E
HY i ],

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}
]
}

Example Rl : FREIXHFE IP bk S E &Y 7 (8]

&R LAfE A aws: VpcSourcelp 42 4A BIERHIFTASE IP i SBE M7 1 K. BRIFEREKE
EEMN IP bt , BN T RESEREENREELTIEERNITR. FEE , LEKET AWS
Management Consolef f 15 E K /PR LE XY 18 E MRV 5 7]

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],

"Condition": {

"NotIpAddress": {

"aws:VpcSourcelp": "172.31.0.0/16"

}

}
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}
]
}

Example =~ : BRHIXT 45 E 76 M HY 5 R BR AWS Ik

O LAE s3:ResourceAccount RU4RROIZEREE , A TRHIXISGE AWS IKF A S3 F#EHN
A, BRIE S3EHIBEM AWS IKFFTE , BN TR FERIEERIRERL I X LEFN T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}
KREREE &R

LU NEREM KR QARBKNIEAR, SEXKBERN , BIFAZRM—NEE , FURSHEN
R REEERAMEED, SEBUEXBKIEAREN , B4 B30 Mk BE R BBRR B,

EREH A xEREEAR

1. $TF Amazon VPC ##l4& , it R https://console.aws.amazon.com/vpc/e
EEMERD , ERRR.

IEFEM KRR R o

1£$® Actions, Manage route tables,

BEFEEFRIBUHERBHRK.

i%# Modify route tables ( S HE ) -

I T
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EABTITREREEHE

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

YRIEVPCL IR T LR

IER R MR L iR T RV IR T RUREE | X REHESIVPCEE LTI K1 E Amazon S3, FRIAZKEE
RUTLBR. ARXESEE , HEH R,

52 A2 | & B olin <R S

1. #TF7F Amazon VPC #&l& , Bt Jhttps://console.aws.amazon.com/vpc/e

2. ESMERP , EFRR

3. EEMXmR.

4. {KIRIERE Actions ( #4E ) . Manage policy ( EIERRE ) o

5. &3 Full Access ( T£1HME ) UATFNRSHTTEIHME , RHEIEEFE Custom ( BEX ) HH

B E R
6. EEFEF

TEEiAE Amazon S3 i 2 KR,
Example =~ : BR&IXI4FE F WA 7[R

BRI LA — N RBERAX AT AR E S3 FM. MREMNFER AWS RS R EHEMER S3 F&
RVPC , N ttTheedrE /A,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
1,
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"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

Example 5l : BREIFIHFEIAMA &K 17 B X PR
BA LRI ZR B EIAMA R IG RN R R, SHAMEA aws:PrincipalArn BE&R TR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:ro0le/role_name"

Example 5l : BREIXT4FE MK - A - R 5
18 0] AR 22 PR X 45 72 K 72 19 175 17 A% PR A 2R K o

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

R BR P < s ==,

AZEM KRG AT LORER R, ZHEMBRMXimRE , RIS FMERH R BB R LB,
MRBEATIHDONSEMKXLimT R , WEERBRMXLHT Ko

158 P22 4 5 T BR M 5% s =,

1. 3TFF Amazon VPC ##l& , it Fhttps://console.aws.amazon.com/vpc/e
EEMERD , ERRR.

iz R PSS

EERRE , BIERVPCIR R,

HRARTHTHIAR , WA delete,

R BR

2 -

158 A 20 5 17 1 BR P 5% o R

 delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & F Windows ¥ I & PowerShell )

i& B F Amazon DynamoDB HY /< i &

S 0] BASE A % 80 17 2L 17 (8] 2 B # DynamoDB, VPC VPCRIEMXKXWmT KRG , BRI LUFHERMR
%Hﬂﬂs—éq:lﬂl\] E*T FHTJ%LBU‘A«.\VPC IJ DynamODB E’Jl)lbio

ERAMXIR QT 2R EFEMFNZA.

DynamoDB it X #FMXin /R MEORR[R. EAMXKRTR , B LUMVPCHZ1#E DynamoDB ,
TREBRMMAINATRIRE , B EFVPCEXNEINFEA. BR , MXLKinT RFAATNEME, H
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EEHNSR, BXESZELR , HZHL L% DynamoD B VPC FF X E 18 H DynamoDB i 17
RE,

AFS

- EBEW

- BIEMXIHER
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o X TFBIEMKRiHmKRIFE DynamoDB BYSEH] |, R4 AN 45 /o iF# H DynamoDB BRE. &1
DERLAMN A 5| A DynamoDB KT 4 5IZRHY 1D,

- B MACLXLimT /A B DynamoDB Ky 2l B F M M 4& 2470 7o 1 3t DynamoDB W&, &R
RETE M EACLAN F 5| AR 4RI , {B A LA DynamoDB 98148 %! % F 3K EX DynamoDB 9 IP it
SEE,

- WMREFEA AWS CloudTrail 2% DynamoDB &4 , Nl BEXH B E RS FEAVPCE FEFIFEC2
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« MXim R EZFIPVATRE,
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BEHMITSITIFNTCPIERE, ZHERAARIPVAIIMNIEZETSRE, BIGENERIEHMX
WMANTERTENEERS. &, #TNEABREEZPI SO RGEEY B EFMEREE
DynamoDB.

s RIEETT AT BRAZVPC, BHER, XNEVPNIER, VPCERBMXE AWS Direct Connect i
% —intERVPCTEME A MXLimT R 5 DynamoDB BE{E,

- BHKFHNRIARIANTNXE 20 MNHXHR , ZEFAATRAE, S8IMNXLETLBRHHR 255

VPC,
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1.  $TF Amazon VPC ###l& , Witk https://console.aws.amazon.com/vpc/e

2. HSMERF , EERKR

3. ERUBRmS.

4. XtTF Service category ( RSB ) |, %EE AWS RS

5 XNTHRSE , RINTiESE RKE = WX", ARFEE com. amazonaws. region.dynamodb,

6. XF VPC, EEFEEVPCEHFIEIKIM,

7. XF Route tables ( BEH&R ) , BRH/EEANKEAR. BRIVFBEIRM—NEBE , HUERSH

Bt REERRRMNEEO,

8. XMTXRE A GARET2VHEANRUAALFABZELABIVPCIHIANABERFHTAHABERE, BN,
FEEAE XM INVPCLIRT QR | ZRIHZHZHEABRLVPCH T RN BRHATRIERT
RENR,

9. (W% ) BERMIFZ |, BIERE Add new tag ( RIFHFZL ) |, REEWA XN ENE,
10. EFEAE KR

AW TITRIRMXER

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

52 FH IAM SR B 422 361 177 [R] A PR
257 BB R IAM S B SR 2 4 IR EE | AMZS FE A 7 A58 7B 48 FE 44 8% 5 52377 15) DynamoDB . VPC
Example =41 : BREITT 452 8% S 19 5 )

AT LAE A aws: sourceVpce &4 4R G2 R EIFT 4 EVPCA IR T SR TA R VR B, BRIEFEAVPCIE
ERRIRT S, BT EHEIFIEL F RIS FH DynamoDB &R, It RARIRER — N AFENER
ﬁﬁﬂ)’ﬁ%lﬁl'ﬂﬂﬁﬂﬂ’]%ﬂlﬁ%@o

{
"Version": "2012-10-17",
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"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-11laa22bb"

Example R4l : RIFESEIAMA R 1TIHH

BRSIGERTERABEIAMASRITIHHARE. UTRERTFXEEIAMS S HRNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"
}
}
}
]
}

Example =6l : RAFRBHFEKFHVIGR

BABZE—MUAREBEKS WG RINRE. UTREQEEKSRHAFRTFIHREXR.
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}

RERBRH &R
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70N

AUEHREM X QURKNEE R, JERKEARN , RIPFEIFN—NEH , FARSHEW

HRREBERRAMEED, SEBUEXRBKIEHAREN , B4 B 3h BB R B BRm R B

EREE A xEREAR

1.

2

$TFF Amazon VPC #Z#|& , it A https://console.aws.amazon.com/vpc/e

ESMERP , EEKR
K IR R o

1% Actions, Manage route tables,
BREEEEFEFEUHLEERAR.

%32 Modify route tables ( EBEHE ) -

EABTITREREHEE

» modify-vpc-endpoint (AWS CLI)

- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )
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IERBAUREE M R 2 17 QIR IR 1T QUSRI | X SR ERZHIE N KT /X DynamoDB VPC Wik, #RIA
REATTETE, BXRESEE , FEH KAUEKEK,
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1.  $TF Amazon VPC ###l& , Witk Jhttps://console.aws.amazon.com/vpc/e

2. ESMERTP , ERRR

3. EEMXIHR.

4. HORIEF Actions ( #4E ) . Manage policy ( EXEKE ) o

5. 3%&$% Full Access ( T2 ) AT RS HTTEHE , REIXEFE Custom ( BEX ) HH 0
B E R

6. EERTF.

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

THE R E DynamoDB ik = R BE R B,
Example =%l : 7o RiEiGE

BRI AR — AN FRIBRHI RIRIFRIAY R, LA REER T 5 H MR DynamoDB FRAVX PR

{
"Statement": [
{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"
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]
}

Example 5l : BRHIXT 45 E = #9175 R A PR

&R LA PR BN 4$E DynamoDB MV 7 RN RAV KM, LA TR R F X $EE DynamoDB RAY 1
LI

{
"Statement": [

{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

EREST =

RTEM X i UG AT SR E M BR . B MIBRMI X iR B, BAT M -7 RIE% B 3 P I BR i B B
15 AR 4215 & M BRI X i R

1. FTFF Amazon VPC ##l& , Pt Jhttps://console.aws.amazon.com/vpc/e
EEMERD , ERIKR.

IR R IR R o

EFRRE , BRVPCIRR,

HRGRTHITHEIAN |, #A delete,

R BR o

2
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E A TITHERMX RS

» delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( A F Windows ¥y T & PowerShell )
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B E B 5
VPC IPv4 CIDR K ity
VPC IPv6 CIDR it
Application subnet IPv4 CIDR vpc-endpoint-id
Application subnet IPv6 CIDR vpc-endpoint-id

BENARFRS RN FRERER
It B% R AAME BRI B N ARF RS BR[O FTERERERIMX ARG E R R [HEEH,

BRI E B4R
VPC IPv4 CIDR 7R i
VPC IPv6 CIDR 2R i
0.0.0.0/0 vpc-endpoint-id
/0 vpc-endpoint-id

BEMX A BERH RN F AR HE

A RSP ERENRERILZRZLBRVE, WRRERBERN , NiRHASFHRERIE
INARFRS SR, IRREXRENARFRSSE  WANKFAERERET ERMMKXHERH.

BirfLE B#R
VPC IPv4 CIDR i
VPC IPv6 CIDR R i
0.0.0.0/0 internet-gateway-id
::/0 internet-gateway-id
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FRF M

BIBE—NMRFVPCERE , ETRARPELERNFREETHRERS. F—NFRATRARRR
Eee , S MNATRXAFTESRIRS.

ERITARTRRSZEBLEATAKX |, EEAES A Hdescribe-vpc-endpoint-services i T R 4 i
T RARS .

MR RBRMTHMEHN FRPACL , BRIFZMERBEACLATRGET AMEEOSHHNRERZ
BB FREVPC,

BlERR

BRBUTHR , 2 EEIRERS R LIRS MR AR IER.

fEREH A IR MX AP ERIRR

1.

© N o o ~ w N

HHF LS #VPCHESIA , Witk A https://console.aws.amazon.com/vpc/e
ESMERD , ERIHR.

EFE OIRR R

X FRE , EREANLBs ML imT RARSGWLBS.

X F Service name , MARSFH B , AFEE Verify service ( RIEARS ) »
FF VPC , R EVPCMNFIHRILHT RRSH,

WNFFW , FERE—NFRRGRBIHERAMEED,

XtF IP address type ( IP #hhbZE R ) | ATMBA R &I 3T IR

o IPv4— RimaMEEODEIPvAEHE, RYFTIEFREFIPv4AUSEER , o TRFIEIR,
o IPv6— RNimaMEEO D EIPvoitiil, REFTE MM —FME | IPveF X #EFIHEI,
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+ Dualstack — fFIPv4HIPv6itb it 7 BLA im S R HE O, NPk TR E s 2B IPv4FIIPveit 1t ST
Blat | IRk,

9. (Wit ) BEERMFRL | FILE Add new tag ( RIMFHRE ) , REAANZRZHNBIE.
10. EFCIRBIRS. FHRIRESH pending acceptance.

EANSTRRMXABEERER.

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( &M F Windows Ky T & PowerShell )

Bie i 3% F

FRAUTTRARSEAERERHBAKRVPC, XERXLRFHEENEATNAREFRSSHFNAWRER
TEZERE, BXEZEE |, 5SS the section called “BEH”,

EREHaEERKH

1. ITHALSEVPCHEH|A , Mt https://console.aws.amazon.com/vpc/e
2. HESMBEKD | % Route Tables ( BHXK ) -
3. NEERRMKEREHSK , FHRITUTRE

a. fRRIERF Actions (B4E ) . Editroutes ( REHEH ) .

b. MREXFFIPv4 , BEFARMBA. EEHFT , WANARFRSHZNFMIPVACIDRIR, Xt
TFE#H , EFEVPCLIRT Ko

c. WREZFIPVE , FEBRMEH, EEHEFD , MANARF RSN FMIPVECIDRIE, XY

FER , BBVPCARHT Ko
d. i%&# Save changes (REEX ) .
4. NIBENFARFRSSH|NFMEREHRK , HFHITUTRE:

a. fRXIESF Actions (#4E ) . Editroutes ( &REHEH ) .
b. WMREXZFIPv4 , FEFRRFMEH, EEFUEFR , HA0.0.0.0/0, T B, &HF

VPCAUmT Ko
c. WMREXFIPv6 , BEFERMEH. EEHFULEFER , WA ::/0, ¥THIR, EBEVPCAR
T Ro

d. i%# Save changes (REEX )
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5. NEEMXAHBERE[UNFRERRESR , FHRITUTERE

a. MXKIERR Actions ( #4E ) . Edit routes ( mEEH ) .

b. MREXZFIPv4 , FEFRAFMEH, EEFUEFR , A 0.0.0.0/0, 1E Target ( B4R )
T, EFRERMMNX,

c. WMREBZEFIPV6 , FERBHMEE, EEMRNVNEFER , WA ::/0, 7£ Target ( B¥r ) &£
o EEBRBRNMX,

d. %$® Save changes ( REFEEX ) .

£ A e 1T EB%

« create-route (AWS CLI)
« New-EC2Route ( & F Windows #J T & PowerShell )

BERE

IERBAN M X AE IS ERRm [RETIRS , USRI CHBRBALANTENHATO XK,
EREH e EERE

1. ITHALS#VPCEFA , MikJhttps://console.aws.amazon.com/vpc/e

2. ESMERT , ERiRR.

3. ®“EEOWR.

4. HORERE Actions ( #4E ) . Manage tags ( BEEB#HRE ) o

5. EERFMFRZ |, BikE Add new tag ( RINFHREL ) , AEMARSHREINE,
6. BHEMRFE , BEFRRIHNBMELNE Remove ( MIER ) .

7. %&$ Save (RE) -

EATTITERIRE

- create-tags # delete-tags (AWS CLI)

« New-EC2Tag#l Remove-EC2Tag ( & F Windows By T & PowerShell )
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
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A B PR < B 3 4 T 25 v R

RAxmRSE , SR EBER. BBRMXARIERKRELRBRERIMEED, WREBHRPFERE
B 3 R BV B, T TT SR M BRI 5k B T 2R i Ko

i BRI 5 S B H9 7 B i R

1. FALES#VPCEGIE , Mt https://console.aws.amazon.com/vpc/e
2. TESMBE®D , & Endpoints ( ImR ) HEBREN IR

3. {KIRIESF Actions ( #4E ) . Delete Endpoint ( MIBRIHR ) o

4. HEWHIANRED | % Yes, Delete ( 28 , B ) -

i BR R 5 S B H9 T B i R

* delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (AWS Tools for Windows PowerShell)
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B LA AR EEEBM RS AWS PrivateLink

R LLEE B C /MY AWS PrivateLink 38{LBRSS ( MNImKRIRS ) , HEHM AWS BFHE,

AFS

- DNSEHA

- LA DNS

- BXiEiAE

 IP thhb KR

- BIEAUTRZRHEZIFHARS AWS PrivateLink
- BEERSRS

- EEVPCAIRT RIRFHIDNSE

- BURSRSEHNIRE

o MiIBRIE SRS

iR

TERERTENMT AWS EHAM AWS BEFHAZRENRS , ARXEREF NMEZEREHNRS. ER
RS |, BRI LATEVPCHE R BRSS B im B M 4& A k39 #1285 #6122 Network Load Balancer, RJg , £
BIEBVPCAIRT SRS E BrHER I AEIDEES, BAIEEE AWS ZEB TR |, LETHITTERE
FNEHRS. EFRARSERE  ERUBZ—MEOVPCARET A , ATEMINMNEVPCAIKT SRS

FEENTFREENARET SRS ZEEILIEE, AROHHFERRERSERAENERIFEREH

HREERSWE R,
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Region

VPC endpoint Metwork Load
Balancer

HEIEERABTAY  BYSEEOFHATARX R IRERS.

DNSE#H1E

RS REEIBVPCEIRT RBRSE , AWS SR ZBSERLET [LAFERNDNSEN B, XEBIHH
EERUT

endpoint_service_id.region.vpce.amazonaws.com
LAF 2 us-ea DNS st-2 XK1 VPCA ix T MRS EH B ~HI -

vpce-svc-071afff70666e61e0.us-east-2.vpce.amazonaws.com

SRS ERAECIREOVPCART [, RN BIBXEMXEDNSER , RSEAEATUERARXLE
BEMELERT RRSHITERS, XERHREENOT

endpoint_id.endpoint_service_id.service_region.vpce.amazonaws.com

DXBREERDT ¢
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endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com

FAA DNS

RS RERFE RN HLiRT RIS KB EDNSER , UERSERE T LUEREIBDNSE Mgt
STRZRS. WRRSRUFFLEONSEMERELRT QIRSHEXER , MRS ERE T B
OL T B AL EDNSE /M. MABSREBREALBHREDNS , NRSEAETEREEZEEHNH
R R UAERVPCAIRT QIR LN HDNSEH. BXEZER , FSM EEDNSHE,

5 X 43 177 [E]

BEREBANE-IMEERERS  AE-EZIXFHOXFRREZES. RESEAEEQAIRL KT
REDER RS X

PR

« RABRAT , IAMEGKERESNMNXFERBLIGET QARSEABEXFHELETRLES. ERFEX
G RIFTERNNER , IAMER G o] L8122 R F X PRvpce :AllowMultiRegionfX FRAVIRERIIAMER
B o

- ERFIAMEAERIRLIRT RRFNAMEEN XFXENXE , EF
Flec2:VpceSupportedRegion& 4,

- EERHIAMEAHERRVPCHANTREENRFSXENXE |, B
Flec2:VpceServiceRegion& 44,

EEREM

- RSREHELTREREMATEXE , REFEFERINKET RBESHXEFXE,

« BHRERT RIRSSAAIUMNEREXEHTIER. ELEFEVNXBNISOXEERBER, N T
KUNR , BAMESIXERBLET QRS , ANBNLET KRS ERAEBEXEE R,

« BRSEAELTREBEMATEXE , RAEFRFEEEN LT RNERSXE, RAEFAEE , &
BURSEAECERAXBRNEENFREXSERRTERS . XEREZTREERNIERENER
HY AN o

« MRBSREBMIFNXEERREREA XS | WARSS /A& E 0 EFL T R T REFZ X
ERRSXE, FEE  XF2EER L XKEENRSXENAETLET QUTRILIET LIRS

- ATHREETAM , RUBNERERNERZEDFNTAK, FI8 , BXEHRAIEEZRAHAEMN
HEREEAMERN AKX,
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SEXER , AT AWS PrivateLink EE2 AT X 2 B HEXRE ., EFEERBEXEN®RER
i

- DNSE MK IFH AWS Marketplace BRE X i X5,
- ATCPZERENEE T BE N ENMEATITERET FEXEHE,
- UDPZ B X FE X R,

IP byt 28 B

RS RHEATLELIPV4, IPVeEMIPVAERMA MRS HEREREERS HKUPVE , BIEMAINE
i AR S5 BRI XA IPv4, MNRIEF AN X , WIAHE R E 0 GRS A IPvAR T B BRI BRSS |, RTHY
H TR & T BLUE R E A IPVeR 1 R &K AR SS

MEEZEOVPCIHAXFIPv4 , Nis KMEEOEGIPvatbit, WRFOVPCIRRZFIPVG , )mJM,‘J-'_'\H
ZEOEBIPvetbit, Fo5EIEE BEM G R im R M E51E OIPveRI bk, 40K & {E A IPv6ith tit 3R ik =
KEOD , FEEZEOERdenyAllIgwTrafficH,

IPv6 i RBRS B A ER

« KRIRT RRSHIVPCH F M LM B XEKAIIPVECIDRIR

im RARS TR MR EITE R L EATERK P it RE, BRFTEEHFRIPV6E. WRES
R EACEPIARA 2 $RAAFAVIR IP #baik | AT IPvEE it

IPv6 i 0L imT S8 ANER

. BT E RS A K IPVIE R,
C OB P i KBRS EOREN FTRES |, T -

 IPv4— NENIRKMEZEO DEIPv4EIt. REFIEIEEN FRETIPvAEISEREIAT , o XiFit
i/

« IPv6— NEMNIRK/AMEED DEIPvEEut, NIEFFEIEER FMXN FMET | IPv6 ZiFtik
Wlo

« Dualstack — fFIPv4HIPv6itb it o Bl 4R IRV I R & O, NYFIEEEN FRER EAFIPv4F
IPv6 it it ST R A |, o R biE I,
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DNSi2F# N im <Ay IP itk A

EORSXISHDNSIZR IP it R ARE 7T RATIBAIDNSIE R, EOIHSAIDNSIZR IP bR H
MHAEEORET SR IP U kBER | TR

o IPvda— RFAA, #XH XDNSEZF#BIE A i85, IP kR MM EIPv4E] Dual stacks
o IPv6— HFAA., hXFih XDNSEIBIZEAAAAIE T, IP kR UHEZIPv6ER Dual stacke

« Dualstack — BI1Z A FAAAAIEFFAE, XEFMXFHE . DNSIP it H %A Dualstack ( I3
¥®) o

BIER U T REZIRMEZIFARSE AWS PrivateLink

Lt EE O BERLENRS AWS PrivateLink , il K isT S B%. BERSEME , Moz
EENRSE 2 BEZEN AWS EAR2REZERE,

i RARS FEEM XA BIGE BRI MR AT E R, ANBGEREVKRERSERAENE R FEREKH
FENRS . EXMERLT , BFERARNERHBERCIBFERIRS. BXREAMXABIGERERK
RESNESZEERE , TSR HRENRZ,

A

W
7/ Em”

of
H
o
*

510

p=il

- SRR SARSS
- FEiR RS ARERSEHEER
- ERRSEREEZERSIRS

FEE

 WABSELSBREARSHXEATA, NRERSABXE B SHERANSZEEVPCESIEH MK |
58 P& & o] DA E Ab X 15 15 (0] S8 Y BR 55

- HRESEAEREEXRXBABRSHEENR , N REFINSRSEEBAENTARX, HRSEMH
BSERSEAELTAEMNKS P , us-east-la ETARX B AL REFN AWS K- &
TRMNEFRTHARX, BTN AZ IDs REBELM—RFBRESNTARX, BXEZEL , BSHA
mazon EC2 AP E®MIDsH I A A X,

- URFZEAEESENRANRELAEZEZERSH , ONAREFRENR IP it EAFHEEHRT R
WA IP it M ARRSEAEN IP ik, MREENEGERSE LB AREHN , WAUME

N4/
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M ARSL FIREVARSS fE B W ik FN42 O im B9 bk, IDsBEXREZEER |, 57 Network Load
Balancer AAF 18/ PRV ETL,

s — MNREZEAFEERRES — MR RBRSKE |, E—PMRERFZITE5EZANNE R E T <K,

s MR- NMHKRBRFZFESANANEHEHRGEERERE , NENsaMKZEOBE —NAF S E[EXEK,
HXRBWmAMEZEONE—NMNERZBIN , BINSENNERESNEFEOMENR —TARHH—
M XM EEER., KBRS EZEONMEREEFEERAEFERAFTEN AFEER. RIMNBUER
R RSB AEYESRERAERENMITESMNERARE XL ERBNAESESS , FAE
EB AT LA R Zh 5 A s 2 AR S5 o

« &1 AWS PrivateLink BR BB, BXxEZEE , 55 @ AWS PrivateLink Ei&,

FRF M

* VPCALZHARRT RERSEIE—1 , ZRENESIMNTARHPEDLRF - FN,

- BEFERSEAERBNEHVPCAIRT JIRFZQZIPV6EOLIKT K , VPCHF ML ERREH
IPv6CIDR#R

. EZENHE— Network Load Balancer VPC, ABNTAXKIEFRE—MNFWN , EiZFWNE |, RSN
AIHRSEREFER, IXIRERMNBLERE D , BB EZXKENELDHNTHAXHRERS,

« MREHNERHBDERETLLE  WELTAWKREES K IP AW AWBRE, HE , LERLX
X B RER AR LA MM A TfE AWS PrivateLink, BXEZER , S HMZ ARG ERA
FEEPNEZE4,

- EFENAKET RRSEBIZEZIPVGIER , EMNEAFEESSAERANHER IP iRk, BT
EEITHRIPV6E, BXEZER , F5H (NEAHHEI[AFEE) DY IP a3 A,

MRERBERBHWARA 2 FrL AR 1P bk |, B INE R LA EIPvEitE 1t

« EEINRHBRSHITRXTEHES , HREERIARGEREHRE. IREKBEMBEERAN
ARAXER B, N LS B X R 39 8 b #3568 A X EIDNS E 41 & 5 8 AR 55 49 AR 55 £ AR
., ERBEXSNHEEE  TRRNXEHEECATEA. AXESER  ESRNEATIGESRER
FiEEH R EXE R #5EE,

IR RBRS

BRUTHR , EAMEREHEERERIIRS
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e RS A ol 2w RS

1. #TF7F Amazon VPC #&l& , Bt Fhttps://console.aws.amazon.com/vpc/e
2. ESMBE®S , % Endpoint services ( ImRIRS ) -

3. i&#% Create endpoint service ( BIBIHRBRS ) o

4. XF Load balancer type ( S1839#853EE ) |, %&# Network ( B4 )

5

¥ F Available load balancers ( AIRAEKIESEE ) , ERESHR/RSFKEKH Network Load
Balancero EEFNFIEABHIEREANTAKX , BZHFMEARHEERNFAEE , SENT
AX, BNk SRSHEXEATAXP IR,

6. (H%)EFEENARETARFEREXFUANXEHRITAH , EMRSXKEHEREXE, EXE
Z{E8 , 53 H the section called “EE X5 i8],

7. £ Require acceptance for endpoint ( EEZZ USRS ) TP |, % Acceptance
required ( EEES ) MERFHEZIHIKRLBRSHIEZER, SNFEHEZXLEER,

8. XTF “BRATEDNSHEF , &R NI EDNSEMERSSR]E” LB RS 68 A & W LA A K17 B &
WIRSMFAEET , AEMAFLAEDNSE . DNSEN , RS EABEUUSEARMNLRTRET
FAIDNSE#. AWSTERSZFEREMLUERAFAEDNSEH 2 , RERUFSARIEMINERHE
ZEB. BXEZER , HSH EEDNSHE,

9. X¥F Supported IP address types ( X#HY IP itk A ) | ITUATE—BRE -

Or

o &R IPv4-E LT RIRS EZIPVAE R,

o« R IPv6-E LT SRS LEZIPVEE R,

o EFIPvAR IPvE-fE 4T R ARG EEW R AT Z IPv4RIPVEiE R,
10. ( W% ) EERMIRL |, H%F Add new tag ( AINFHFLE ) , RAEWAZHENRNE,
11. 138 Create (812 ) ,

N
ZV

Or

EARTTERIERRS

- create-vpc-endpoint-service-Fti& (JAWS CLI
« New-EC2VpcEndpointServiceConfiguration ( & F Windows #J T & PowerShell )

fEum RARSS AR ARS EREER

AWS ZHEAFTLET 12O LT QAZEREIENVPCAET RES. RSRERHBLIMITUAT
BRAES BEMBRS £ B RHIRS .
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o NIRAARFFNRS EREEZIENRIAURS. BXRESEE , S H the section called “&E
B,

- NREEAERELHRSEHRANIFNTAHAK , J«XEﬂﬂﬁT‘“’ﬂBﬁUL?&D RUEERENES. B
XEZELR |, i3 the section called “4E N RS FE A EEZETH RS

- EYBRSERAENIRAEEER, BXEZER , {555 the section called “#F HIELE#EIF R,

BN AR SS 2 B E B B im SR SS

AR S5 66 AR & ADEE BA T S IR0 32 O i SUAE R B i R
EREHEREORK

1.  $TF Amazon VPC ###l& , Mtk J9https://console.aws.amazon.com/vpc/e
2. HESMBERP , ERRKR.

3. &E fEKS

4. WNFHRHE , EFEFEANLBsHH LT KRS GWLBS,

5

EREZEMT , MARSHBF (HIE , com.amazonaws.vpce.us-east-1.vpce-
svc-0el23abc123198abc ) , REEBRRIIRSE

6. (Al ) EEZEILET SXIUAN l:ilﬁ':F' AANLKETARS , BEEREXE , EAEBEXE
KRBT A REEEXE., BXESEEL |, B3 the section called “BX 135",

7. XFVPC, EREVPCMNFIHRILET RRSH.
8. XNWFFM , EREETHPFCBRRANEEONFM,
9. XIF IP address type ( IP ##itZEH ) | ML TIET AP 1TIER -

o IPv4— Rim KM EEDO S EIPv4thit, XHFIEEEN FMEEIPv4tbitSEE A BLmT AR
SEZIPVAERE , F XEFLIET,

o IPv6— RimaMEEO D EIPvOtit, REFFBEEENFMRXAFHHBERIGET SRFIES
IPv6iERET |, IPv6F 23tk I,

« Dualstack — fFIPv4HIPv6ib it P ELA IR R N EIZE O, NEFTEREN FRE R EBIPv4FIIPv6
HakSEE H B AR iET SRS E Hj‘#%xlpvﬁmpv&ﬁ Rt , IR,

10. XY FDNSIEH IP RE | BN TR A FITIER !

o IPvda— RAFAA, #XHXDNSEFMBIE A i85, IP it ERMATRIPv4AEE Dual stacks
o IPv6— RFAA., X Fih XDNSEMBIZEAAAAIL T, IP kKT UTZIPv6ER Dual stacke
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 Dualstack — B2 A HAAAALERIAE, XERXEHA M. DNSIP bk 3 & 205
Dualstack ( M%) o

- BEEN-FIA, KEFMXHAEHOZE A AAAA 25 | X EFMXHDNSEFAIZE A DNS i2
F. IP #hut % H%FH Dualstack ( THER )

11. XF Security group ( 24 ) , EREERSNEZEOXKNLZSA,
12. EBRBIRBIK S,

ERBTTREORR

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( &M F Windows #J T & PowerShell )

EE I\\\ HE x
IR ARSI , AALEHRER.

5

- EENR

- BEFSIELERIEXR

- EENFIGER

« XEXFLAEDNSEH

- BRXEFNXE

« BT IP b RA
- EERE

BEMNR

RRMEZIRENASTHEBSEREHLERSERE (AWS ZREA ) ARG REHLET QIRS. B
W, TASEENRBETERTNR , A ESAEEZER ; EEAUNEEE WEAEART
R, A FHEZLEENREEEE R,

RANBRT , ENR[URSHEBESEAETTH. BEFTRMATFIRE AWS ZHEAIZEOVPCL
IR T RULE BTSN L RT RBESHINR, X AWS ZRARMKIR , EFEH Amazon HiRE W
(ARN), BATRFIRBIEZFR AWS ZHEARNs AR RHI,
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ARNsXt F AWS &+

AWS Ik ( 2REKFRNABEERIEA)

arn: aws: iam::: root account_id

y=:h=:)

arn: aws: iam::: role/ account_id role_name

AP

arn: aws: iam::: user/ account_id user_name

FIERKEMA — AWS K™

*

EREWM

« MRERTFABAGRGBK[IRSHNR , AR QURSEENEZAER , WEMEEN AFITERS
RBERE P it , ERELE,

- MREBENR , WA Wis[A5RS 2 HENEEINNEEE,

EREH A ERRRRSHNR

1. $TF Amazon VPC #£&l& , Mt Fhttps://console.aws.amazon.com/vpc/e

2. ESMBEHS , % Endpoint services ( ImRRS ) -

3. ERIERRSE , RE%ERER Allow principals ( SAiFEK ) TR,

4. ERMR |, iHiEER Allow principals ( A FEE ) » I TFERNPERA , BRAARNZIEA

o EARME—NEREA , FiERE Add principal ( RIMEIEA ) o FINEARF |, HIEE Allow
principals ( AFEM ) .

5. EMIBRNR , TEBZERK , REMKKIER Actions ( R1E ) . Delete ( #lBR ) o RRFITHIA
B, #iA delete , A/Fi%#E Delete ( MIBR ) -

£ A8 517 0 i RBRSS IR PR

« modify-vpc-endpoint-service-f R (JAWS CLI
« Edit-EC2EndpointServicePermission ( &M F Windows ¥ T & PowerShell )
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B HELERIFR

RRMEZRENASTHBEEEPLERSERE (AWS ZREA ) ARG RIEHLRET RIRS. B
W, AN EEENEEETHARETNR , HANESIEERER ; ﬁ’?ﬂ‘ﬂiﬁﬂlﬁlﬁf"ﬂ’]f%éﬂﬁ%
PR, FFHEZEEENREEEER,

B RR RIRSE BN B ERE 1%1%5}?0 BN, BRI FEIHELFER, NRETEZEEES
R, RS ERERTET R R

MRERTFARBALAR[UIRSHNR , HRHR[LUIRSEENEZAAER , NEEEN AEHBEERR
BAR P it , EREABH,

HERERGEZIRIELR , BoWBEH, EXEZEE |, S the section called “322Wim = RS
EHRIREE,

EREHAERERRE

$TFF Amazon VPC ##l& , Mt R https://console.aws.amazon.com/vpc/e
ESHBEES |, % Endpoint services ( ImRBRE ) -

b= Il e

1%&$# Actions, Modify endpoint acceptance setting,

R HEBR Acceptance required ( EE#ES ),

i%#& Save changes ( REFEEX )

o gk~ w N~

« modify-vpc-endpoint-service-Ft & (JAWS CLI
« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows By T & PowerShell )

e ZF B X HIELERFR

$TFF Amazon VPC ##l#& , Mt A https://console.aws.amazon.com/vpc/e
ESHBEES |, % Endpoint services ( ImRBRE ) -

B IR KBRS .

M Endpoint connections ( i RiERE ) EIRH , ERwR[IERE.

EEZEEER , MOER Actions ( #1E ) . Accept endpoint connection request ( 332 i SUE
EER ), BRBITEIAN , A accept , REERF Accept (EZ ),

o k~ 0 bh =

B IESERBR 98


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
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6. BIEIERER , B%ER Actions ( #1E ) . Reject endpoint connection request ( 3E45 i SUE 2
BR) . BARBITEHIAR |, WA reject , RF%ER Reject (4 ) o

FERTSTEI RIS EREER

« accept-vpc-endpoint-connections =} reject-vpc-endpoint-connections(AWS CLI)

« Approve-EC2EndpointConnectionsf, Deny-EC2EndpointConnection ( & F Windows W T E
PowerShell )

BENHBESR

BN EE R QRSHEXRBNAREER. NREAR[EEIRRURS , WETEBUEXRBKNEE
728,

MRENMEZAHGERERAE —NATAKX , MEAUNENERERESEATAR. F&RET /RSB
RAARARXE , RS EAERTBURZ A A XA FRRINE O VPCAIRT Ko
EfEARH TR iR RRS NS ES

1. $TF Amazon VPC ##|& , Mt Hhitps://console.aws.amazon.com/vpc/o
2. ESMBEHH , % Endpoint services ( ImRIRS ) -
3. ERIR®IA
4

k)X %4% Actions ( ¥4 ) . Associate or disassociate load balancers ( < Bk = BURE < Bk 61 &5 19
F)o

5. REFEENRRKRSEE, FlW
o EHRABEERNERE  UMEFESRIRS KK,
«  BRABGERNERE  MEFEERRJURSEUEREK, S4MEDEE - RABDES.

MREGRENABIEREA TS —NMITAKX , WELXERTE Included Availability
Zones ( BFENAAK ) To MRELET—FTHREFEER , ULAFHTAXE Ak AR

6. i%# Save changes ( REFEEX)

EFEARTTENR RSN AR

« modify-vpc-endpoint-service-fit & (JAWS CLI
« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows B9 T & PowerShell )
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/accept-vpc-endpoint-connections.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/reject-vpc-endpoint-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Approve-EC2EndpointConnection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2EndpointConnection.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
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BERIEH NRGEREAWTARKTEARARS  CREEARARSH D BASHHT,
REXABDNSE
AU IAEDNS B S KT ARSI B, XKFADNSEHE , BUMEDNSIRSE 5 L E# %

BHEE. ERFEAETUERALEONSERZE , RFREBLTARIEMINIRERAZER. A
XEZER , FSH EEDNSH A,

3

EREH A RLIRT LIRS BDNSH IR

1. #TF7F Amazon VPC #&l& , Bk Jhttps://console.aws.amazon.com/vpc/e
2. TESMBE®S , % Endpoint services ( i RRSE ) -

3. ERRIRS.

4. EFRME , ERFAADNSHE R,

5. 1% “MILBDNSEMERSXE , AW AFLBDNSE .

- WAXBIERDNE,
- BWAILAESAPERBES (420 *.myexampleservice.com),

6. i%# Save changes (REEX ).
7. WIPRSE , AEDNSEMAHBESEAEFERH. IRBRIPRSKRET , FAEEERSKIE

%, BREEET IR,

FEABTITERERT RIRSFHFLEDNSE R

« modify-vpc-endpoint-service-Bt & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( & F Windows #¥ T & PowerShell )

EREH & BHEBRIETRE

1.  $TF Amazon VPC ###l& , Witk J9https://console.aws.amazon.com/vpc/e
ESMBE®KS | %$F Endpoint services ( IwRBEE ) o

R uw RARSS

ERRE |, BUFFAEDNSE M E B FTEN.

RRFHITEIAR |, WA verify , RFERF Verify ( i ) .

o & w0 DN
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
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ERBTTREIERIETRE

» start-vpc-endpoint-service-private-dns-verification (AWS CLI)
« Start-EC2VpcEndpointServicePrivateDnsVerification ( & F Windows # T & PowerShell )

18 Y X 13

B S RA T ARSI R KAE, EFMMEKA2 8 AMELEMA. BEEBBRTEEN
T R IRSS B K

MRS , REEAETEUBFEEENRSKANFTLET R, BRREFT2ZWFHEEEN R
SXENAFTLHETR. YEBREMXER , RMNBUEIELK A ZXENEARAE LR T RIEE,

BB RIRT RIRS N XE

$TFF Amazon VPC ##l& , Wit A https://console.aws.amazon.com/vpc/o
ESMBE®KT | % Endpoint services ( IwREE ) -

TR IR KRR

ERRE | BRZFNXE,

BIEFZEFMEUHER ‘X8,

i%£$% Save changes (REE X ) »

o 0 K~ w0 N =

BN IP R A
ST A S RS S 1P KA
ZREE

EFEENLIRT QRSEBEZIPV6ER , EMENFERLAERANER P itRKA, BHEAHE
EXERIPV6E, AXESEE , BEMH (MEABIEHRASER) DAY 1P ik RF,

EREH B UEFN P it RE

1. $TF Amazon VPC #&l& , Mt Fhttps://console.aws.amazon.com/vpc/e

2. HESMBEHKT , %$F Endpoint services ( HRBEE ) -

3. EBRLKRVPCEHET SRS

4. fRORERR Actions ((324E ) . Modify supported IP address types ( 1820 IP #hut3EH )

BREEHRE o


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/start-vpc-endpoint-service-private-dns-verification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-EC2VpcEndpointServicePrivateDnsVerification.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

5. X¥7F Supported IP address types ( Z##Y IP ik A ) | ITUATE—BRE -

o &R IPv4-E AL T RIRS UEZIPVAER,

o« &R IPv6-E LT SRS LIEZIPVEE R,

o« EFIPVAR IPvE-fEL IR T R ARG BEB EI AT 2 IPv4RNIPVEiE R,
6. i%&$® Save changes ( REFEEX ) .

FRGTTIERIEN IP KR

« modify-vpc-endpoint-service-ft & (JAWS CLI
- Edit-EC2VpcEndpointServiceConfiguration ( & F Windows #J T & PowerShell )

BERE
ST AR ATARS | BB RS R SURIB A A BRA1T 2 %,
R4 A ER IR ARG WIS

1. $#TF7F Amazon VPC #&l& , Bt Fhttps://console.aws.amazon.com/vpc/e

ESMBEESF |, % Endpoint services ( iR ) -

EFRLVPCIHT SRS

ORISR Actions ( #4E ) . Manage tags ( BE#HZ ) .

HNFBNERMPIRL |, EIEF Add new tag ( RIMFHRL ) , AEHWANRSRBARSE,
BHEMBRTE | EEREFZNEANELNE Remove ( MIBR ) -

1%£$® Save (R%E ) o

N o o &~ 0D

E 25 & EIE iR RIEEAIRE

1. $TF Amazon VPC ##&l& , Witk Jhttps://console.aws.amazon.com/vpc/e

ESMBEHKT | %$F Endpoint services ( IRBEE ) o

ERLVPCIRT RIRS , AEERR[IERETF,

IR RIERE |, RFHOXER Actions ( #1F ) . Manage tags ( BEB#HFE ) o
NFENERMPRFE |, EEEFE Add new tag ( ZANFHREL ) , ARRARSEBNREE,
HEMBRARE | EERFZHEANELENE Remove ( MIBR ) -

o a0 K~ W DN
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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7. ﬁj:% Save ( 1%# ) °

ERZEH A TR iR RSN RARE

1. $TF Amazon VPC ##4l4& , Mt Hhttps://console.aws.amazon.com/vpc/s

ESMBEET |, 1% Endpoint services ( 2RSS ) -

ERVPCAIRT RIRS , RARERATER AT+,

EBEM , RFMHIKER Actions ( #4E ) . Manage tags ( EEFE )
FHFENERMOFE | HiEF Add new tag ( FRMFHFE ) , RAERANRSENIRSE,
BHEMBRTE | EEEFENREANELNE Remove ( BIBR ) -

1£$% Save (R%E ) o

N o o bk~ D

{5 FA 8 55 17 78 D0 AN BRAR &5

- create-tags M delete-tags (AWS CLI)
« New-EC2Tag# Remove-EC2Tag ( & F Windows By T & PowerShell )

EBVPCA T R RSHIDNSE #i

RESREHEFATUNELRT SRSEEAEDNSEM. RIZRSEHBES AHLET OFERSE
NAHT SRSEME. NRRSERBERAHLKIET SHNDNSEMEN K IHT R RESHFEDNSSE
o, NERSEAETUEAERNEFHNARFHRARLEN RRLHET /KRS , MEFHTE
W WMRBERKBBRSFEAEVPC , NMFABEDNSHIRS B FHDONSEMBEMT N IHLMELZON IP i,
BN, NHEDNSHIRF B/ ZDONS A MR A L HIFE S,

ERNLmT QIRSEEFLEDNSE M , KB MITEHIENRIEK BRI SR EZEH,
EREW

o —NERET KRS REER - LBDNSERR.

- HEAEBREOKLET RUMUERIENERSH , RIN2UB-MMEREXEHFESRSERE
KERVPC, BMNEAEREXFFLET —CNAMERIER , ZiEF LR T RIRSHFBEDNSE
REFBIVPCL I 11 KV XEHDNS A, ZEAE MRS LN HDNSEMAIXFERE , FABDNSERS
BRFFIE R ERAT 2w A LR O RY 1P it

- ERIUIEA , BLTRALHENBRNAHIRHDNSHE,
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-tags.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
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o SBRAILARE T, B0, BRI BARIE example.com , T A2 a.example.com. H/NDNSHRZE &
ZAa8 63 NFH , ENMNEENEKETFET 255 MNr/.

MERMMEAMFE , WABKUEFEHRE, Fla, RIREE .example.com HHKIET example.com,
MIE , BRI LU b.example.com FMAFAA BT, DNSTERSERAERUFERZBME , B4R
¥ example.com = b.example.com,

- Gateway Load Balancer 417 R X FFABEDNSHE #o

AT A R E

ENEE 5EBEIDNSREBEEN —AE B RS (DNS) iICFKMHXE, TXTDNSIERKE —MEMREX
BHEENTINEENIERK, HPEE—NEHM—ME, ENRIEIEN -2 , BLMIEDNSHR
SR ENEBH AR IF RN —KRTXTiE R,

HEMNELNIFHEONSKREPR MBI TXTIEREFEN , HEMENR IS Ko

WINERE , B LER Amazon VPC BH A EFHBRIDRENRS, ESMERH |, EF
Endpoint services ( iR RS ) » EFim KRS , H1E Details ( FHFER ) EIMFHKZE Domain
verification status ( B UPIRAS ) WE., MRERIFFESFEAE | FESF/LoM , AERFRES. W
REE , B UFHEHRIETE, EFRRE , RIEFABDNSEHRHE B FIER.

BIPRAS/E , AEDNSEMAIERSFEAEER, MRRIPRSREZN | fNEEERFEIEL |
BIEEET I,

MRWIPRAS R failed ( KW ) , ESH the section called “fif R 155 1iF (7] 71,
FRENE W A{E

BINAEREEETXTIERPEANBHFE, 0, £ AWS Management Console P E S, &
Big Rk , HEH SRS Details (FAELR ) %I-FH2EF Domain verification name ( Z 3 iE
H %5 ) M Domain verification value ( H¥UEE ) . SRR LAERA LT describe-vpc-endpoint-service-
configur ation AWS CLI st SRR XIEELR T RIRFSHFAEDNSEMEENE R

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61led \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

THERRHE, SIROIETXTIERNamert |, REFEAValueM,

HAT AR 104


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
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[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

flan | Ri%BAY A = example.com , # H Value # Name &1 H ARG HEFIR,. FTRETXTiER
RER =B,

Name Type =l

_6e86v84tqgqubxbwi TXT vpce: 16p0 ERxITt45jevFwOCp
i1Tm.example.com

BUUEEA Name ERNIERFE , RRERFEATREESEEAT,. B2 , MREHNDNSEHRBEF AT
DNSiZRZREMETE TRk , MTATLLEBE “_6e86v84tqqqubxbwiiim” , REZEIZFHFEH “example.com”
BiE, TXT

ERNBIUL_6e86v84tqgqubxbwii1m.example.com”Zf& , ARS 65 & A A “example.com”s}, ¥ 15
( #lan“service.example.com”=“my.service.example.com” )

[ YREY 3 & FYDNS AR S5 288 A INTXT — S iC 3%

B35 B DNSIRF 2R AR MTXTICFHW T EEUR T H IR EZRHDNSIRS . BHIDNSIREE AIEER Amazon
Route 53 = H g & E M.

Amazon Route 53
NABEREXCEZIER. FRAUTHE :

o W iBFEH" EETXT,

ETIL(®) 9, #A1800.

« X¥F Routing policy ( B8R ) , 1%#F Simple routing ( E#£EH ) .
3F Record name ( iBFEH ) , WmAEHHFHE,

Xt F Value/Route traffic to ( B/REHRHBZE ) , W ASKIHE,

[ YREY 1 & HIDNS AR S5 22 AN INTXT — %R 12 % 105
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BXxEZER , 25 (Amazon Route 53 FF R AR IER) FHEAESG & 62 ICFK,

— i3z

R ERDNSIRIEE N ML H B RENKST . REEHEHNEHABDNSIERNRE, Hil—FZEEK(]
RUENBHNENTXTIER, DNSIEREMKRSURFE 48 NIFTRENR , BEEMNRBEERS
%

BREEANUA , BEMAEHDNSREFREN I, TREHRTJLNE R RHDNSE R M4
B, WIRATEH , WA FESHEHEXLELTRENT mBRS

DNS/EERSRHE BT 3

GoDaddy AIN—RTXTiER

Dreamhost 0 B E X DNSigx

Cloudflare EIEDNSIEx

HostGator £/ HostGator /E¥DNSi2% eNom

Namecheap 0o 3 #9182 N AN TXT/SPF/DKIM/DMARCIZ 3% ?
Names.co.uk B SR EDNSIRE

Wix EEH Wix TXT KPR sk EHTid R

RETXTIEZRBERM

BHLERAUTSBRBIEENFAEEDNSE I ENBRIETXTIERER B IEWA M BB DNSHRS .
BIF1Z 1T nslookup i F , B BIXIFHFEEE Windows # Linux.

EREANEHEHRARSHDNSES S , BAXERSH[ISHIE up-to-dateFEH&Z . BHEHERE
BRE-—RiES LB HMDNSRS R,

RIEENTXTIER RS B X 2 ERIDNSAR S 85

1. EANATHTERENENEHRERSSR.

nslookup -type=NS example.com

RETXTIRRREEXRM 106


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
https://developers.cloudflare.com/dns/manage-dns-records/how-to/create-dns-records/
https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain/
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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RS EH TR TENENERESSE. ERET - TRPEAXLERFHEZ—-

2. FAUTHSRIUETXTIERRECERAN , Hbhname_server2EE L —SHHRINBHRS
%Ez_o

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server

3. HEE—SMEid K RIEFENFRHEREETXTEHtext =k,

EEMNWRGP , MREFEBES  WREESFEATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16pOERx1Tt45jevFwOCp"

FR IR A3 36 1IE [B) 5

MBFHBALTRRM , LUTE B 7] AR Bh I8 8 R (8] &L

- REZWDONSEEBRSATFETXTIEREBEMRPFEATNL. NREHNDNSEEBFTATFEAT
& , M AE BRI RPIEBRIER T ( HlI0 “_6e86v84tqqqubxbwiiim” ) o TXT

- RELEVDNSEEBFREFEBMMBITXTIERNRE. ELEDNSIEMEES BIFENE B M INE
TXTEEXHNEHEEHF. NBREGEES , BHECUBTXTEXNEHENRBERMI— MR, X&E
RIEHDNSIRERE | SR AL EFGZ M MBI TXTIERKT,

- RELEHVDNSEEFREEIDNSIERESRANNERANEEZR, RELARITICKVBEMHESHRIE
HONETLERN | RIIT LKW, REDNSEHENENTXTIEREERXANFERNEF
SENRE 1 ER NS R

- AFEEZEFZAXEHZN AWS IKF |, EMEAREEEZ RRIEEMNIE, MEEHNDNSIEEEFR R
FIEREZ N EEHEBRMYEBMNTXTIES , FREEHNDNSEHRBRBATFLNE —TXTIEERSE
ZANBME, fl , RSEH Amazon Route 53 BIE |, M AT UAEA LTS, DNS
1. £ Route 53 B #H|AF |, EBREEFE —NXE KU EZ i 8 B TXTIE F.

2. ¥F Value (B ) , BFINEBHENRE , ARSI Enter,

3. RN ENEMEE , REREFIERE,
MEEBHDNSEMHBEFRAFERNR —TXTRIERXIHZME , NERTUFERATXTEXNEEHEBRHPH

EXFHT XKW , B —RXERAMBER P RBRZERT—RBIE, BR , BRENE MK
R IR o

FR IR 35 36 I (7] B 107
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BEWIR RS B RV IRER

B ZBAUZERERIABSAXNBESHNRE, Sl , BRI UEERBREIEZHIEL R IR
F g F iR,

(F
« BIESNSEAH

o NINIA B SR R
o INZREA R

BIESNSEA

FERAUTHZRABHALIE Amazon SNS B HITHZER,

£ FAEH &N iR RS eI ZEA

1.

i

I

$TFF Amazon VPC ##l& , Mk H https://console.aws.amazon.com/vpc/s
ESMEEF , % Endpoint services ( ImRIRS ) -
TR iwm[RRS

£ Notifications ( @A ) I+ L , %% Create notofication ( BIZZEA ) .

£ “BA” FARN |, EEREEEIZARNAISNS EZ X M A,
E{THEH , BM Events ( B4 ) ik,

« Connect (E# ) - RSEAECETENRS, X2MRSREMEAIZEZEETR,

* Accept ( ¥ ) - RFEHPEES TEEBT R,
 Reject (#E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAERR T O WS,
1%£3$% Create notification ( 8IZ2EA ) -

wEITHIRRRS A EEA

- create-vpc-endpoint-connection-i& Al (JAWS CLI

« New-EC2VpcEndpointConnectionNotification ( & F Windows #J T & PowerShell )

BEWR URS B IRER
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
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R SN N
7 N1 8] R B

ESNSEBRIGEISKRE , AWS PrivateLink R FERRELHBEH , WTAR. BXEZER |, F
SR 4REIRA Amazon SNS EFRY A 5KEE ? EH aws:SourceArn 5 aws : SourceAccount
2 RFRHERILEAERE AR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"

s DN 27 £A 3R BE
MREERANERMBSNSER |, NKMSZ4A 1Y %R K g LS E AWS PrivateLink F 8218 A AWS

KMS APIRAE, LA 2R GIZH R,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
1,

N A [7) 5% 109


https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
}
]
}

il BR v < BR S5

SERRRIRS G, B LU EMIBR, Zlﬂ%ﬁﬁﬂlﬁﬁm T&zU&H: available = pending-
acceptance MW IR RS , WETTEM BRIK S

il BR i = AR S5 T 2 M BR X EX B A B SRR | L A2 m ARSE R B A M NARF RS,

£ A2 & & I BR ik R RS

1.  $TF Amazon VPC ##l& , Witk J9https://console.aws.amazon.com/vpc/e
2. E%ﬂﬁ%’*ﬁﬂlﬂ %3 Endpoint services ( %2 RE ) -

3. EHEIKAR

4. % Actions ( 97%1’!5 ) . Delete endpoint services ( il Bris 2RSS ) -

5. BRHBTEINR , #A delete , ATk Delete ( IR ) -

158 Al a5 = 1T M BRim RLUIR S5

« delete-vpc-endpoint-service-Eti& (JAWS CLI
« Remove-EC2EndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

T Bk R AR S5
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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BT ARIFEIVPCEIR AWS PrivateLink

BRI AEARRVPCART R (VPCERRFHR ) A TIHREMVPCHERPNER. BRAET AN
FABRREMIHEVPCHEIR , IMNBKIEE, TAEH., 4, NARFKETR, SHEBRE P it
Hh, XL AT REN T B —NVPCHAHIMENFAE FM AP, MRSERFRAHETR , WMSIHAE
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ESABKS R, SR LHEANKSSHEMKS P IAM XEEEANE T RFNREHOEME, &

SRS ERFMBETRFENRBARBUGERRIEN—¥ME. HERANGRL T AEER
AWS K/, AIEIKFHARNIAMEE R ESMEAZRASZE (AFHAR ) BT IHRFRANR, 414]

BEFETSMNRBHIMBIKNEUR TR, ER , RETHRVKBEDE —NKS R EERT
WERR , WFREZINNETEONERE. BXESER , H5H (AMAFER) IAMAE R EIKS

IR R AR

AWS PrivateLink RS XiF—fE TR BENRR | BNKRIRT K, iR KR4 Ete AWS E48]
LUE A SRR RS, BXEZELR |, B3 the section called “iff 2 K7,

B 173 AWS PrivateLink
TEHRRIRE 2

EE R WLAER AWS JSONKREERIEEW AN TR L. HRAY , WA EETT U T LARFRNITER
B, UREF ARG THIT,

JSONZEMActionTTER=MER T AT AT HERM P R SIEL L RAVERE, RBREBESXEKHN AWS
APIRERIE . WA —LEHIS | flaNgETERAPIRENRNRNIRE, A - EREFEERKP
MITS MR, LM IREMRNABKIRE,

ERBHRIEEREURFRITREBRENR,
ec2 tn B ZEE HRYIRE

Ry E L3245 AWS PrivateLink 2 Amazon B —ZB 29 EC2AP|, XLERBEIRIEFE A lec2B. BXEZE
B , 52 Amazon EC2 API & FHJAWS PrivateLink ##4E,

vpce % 22 FR Y IR 1k
AWS PrivateLink 12 #{XAllowMultiRegionfRIXPRAVIRME, LLREIREFEATIvpce,
HYBUER &R AWS PrivateLink

HRERRR 2

EE R WLER AWS JSONKEERIEEERBNTR ML, WHAY , WA EETTUX T LARRNITER
1, AREMAAZKHETHIT,

ResourceJSONKEE TRIEEEMAREN —NHZAINR, BAKMEE Resource
NotResource JtE, REMER , FHAREHN Amazon BFEEZF (ARN) REERR. N FXFRE
RRER (MHBRBNER ) WIRE , B ARIT LR E,
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XN T AXEFRRRNROERE (W HERE) | EEAEES () ENEANATHERR.

"Resource": "*"

B SRR S %248 AWS PrivateLink

XEFRETRSHRESRGR : B

EER W LAER AWS JSONKREERIEEE BN TR ML, HHMAY , WA EETTUX T LR RNITER
1, URIEMAAZRHETHIT,

£ Condition Jt%& ( =% Condition R ) # , AIEEEEAEMMNEH. Condition TERAE
W, BACEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFHESERPHE
HTE,

MREE-—MEAPEESZ D Condition THE , WEEA Condition TEFIEESZME , N AWS
EFAZHE AND BHEITH TN, MRENENFHREESME , NERZBORZER AWS WESF
. ERTFEUINNRZALTREABHRME,

ERRERMGR , SO ULERSUFEE. flW, X2 IAM AP ERAE IAM AP BRTIRCH |, &85
ARERTFHRARNNR, BXEZER , H2H (AM AFERM) P IAM EBITE - TENRF

V.5
X,

AWS X F2RAFHEHNBETRSHFGZH, BEEEME AWS £2/5FM4E , SR (AMAF
Er) FHVAWS £ /&M LT RS,

AT & 445 ETF AWS PrivateLink :

* ec2:VpceMultiRegion

* ec2:VpceServiceName

* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName
* ec2:VpceServiceRegion

* ec2:VpceSupportedRegion

BEXEZEER |, 3 Amazon BIEHZ4AEC2,
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ACLs7E AWS PrivateLink

T#EHACLs : &

mEEHE IR (ACLs) ZHIBLRIEA (KFAKRA, AFHAR ) BRGFAER. ACLsEETHIRA
REEREL , REEANITEHISONKES AT,

ABACE AWS PrivateLink
THEFABAC ( REEHPHIRE ) - B

ETEMMERES (ABAC) R —HETEME XN RNEDREK, £+ AWS , XEBHEMNIREL,
BRI LURHR S M BNAMSESS ( BFRRAR ) TS AWS BiR. AREHNRFRRIRERE —

#, ABACARSE , LRI BURITTABACEKE , RVFEZRFEANIREEAI]Z 15 B A 5 R £ R AR Pe B ad
HATHRAE,

ABACHERZHKHMHERRER , AP THRREERTEEINUNER.

EETHRZEEEHER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys RUHBERMBMAZHTEPRERZER,

MRENREN TEMERREBIFMBX=AFER , NN T RS , ZENR. MREMRSFNX
N T RBRREZFRAEX=ZAZAR , WZENETD.

BXEZEEABAC , B3R (IAMAF#ERE) FHEFAABACENEUNIE, EEETSIREL RN
HFIEABAC , B HIAMAFEEAPNEAETEMN I RES (ABAC),.

3§55 BHIE B &5 AWS PrivateLink
Y FIRFEIE - 2

HIREAIGFHEP B R , HL AWS RS FRER. BXAEMER , SEWL AWS RS ERATIE
BHEH AWS RS |, B2 W (AMAFIER) IAMARY & A T IEAHIES",

MREERRAF BNBEBZHNNEMSEZEZF , W AWS Management Console {5/ #9 2 i BHE S
fln , HE&AWS FEALTINE QUBEF (SSO) g#E#THEN , ZEBL B IRIGAHER. HE
AP amaREfls  ARYMRARH  BESEHARIGHEILE. BXRURACGHNELZER , HSH
CAPER) PHMNAMAFTIREIAMAS (2FE).

BRI LA AWS CLI S FE N 012 IGETIER AWS APl ARG , 7] LAE B X L6 I s 3iE 35 3 1T 15 8]
AWS, AWS BUEHABRERIGHHER L MAREAKBHRZRA, BXEZELE , ESEBW G
Z2UEBIAM,
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Y 5 AR <5 £ AUBR AWS PrivateLink

TERELIFRATE (FAS): 2

HEERIAMAF A BERNITREN AWS |, BEANEREA, HREARZLERSEH , RATESH

T—RE , ARETENRSHEH S —MRE, FASERERAZEANDNR AWS RSFEK AWS
ARSS @ RS R HIERWIER. FASREIRSBIFESHM AWS RS HARRKE ST RET KA

ERE , FRRHER, EXMHERT , ELHEFRTIAIURENNR. BAXEHFASHERNEK
RiFfE , BEREREA21E.

RS A AWS PrivateLink

xEFERSAE . &

BSAEEH-WMBSAA. KRREHITEEN IAM &6, IAM EE G ALE IAM Fa12, S
BREESAR, BEXEZER , 558 (AMAFIER) AWS REHH6IE A @ L6 ZERNR,

KRS X A AWS PrivateLink

XBRSHAXAE &

BRSEXRABRE - TEEINERS AR, AWS BRSRSAUKARREHTRENAE, RSHEX
AEHRELEND AWS K/ , HEARSHAE, IAM EERAATUEREREREBERSHEXSEHN
PR o

HTF 51 ERE RG] AWS PrivateLink

BRINBRT , AFAAEEEERIEH AWS PrivateLink B IRIIR, i1t EER AWS
Management Console, AWS Command Line Interface (AWS CLI) S3R#HITES AWS APl, ERF
RAPXPrERFRHATRENNER , IAM EE R A LGIE IAM K&, SEREEATNEARRM IAM XK
B, AFAURARERG,

E TR L RGIKE XA EIAME T S HIWJISONKE |, B RIAMAF BRI AIZEIAME
BE (EHIA ).

A<M AWS PrivateLinkEXWIRENERER (3RS0 EREENES ) NiFAEE , F2H (R
ESENSE) EC2H M Amazon #1E., BRMEH24, ARNs

R~

ET =


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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« EHEVPCin KSRV EA

- RERSAEEEFVPCLIRT SN GIE
« BEFEIRARVPCAIRT RS IEERFABEDNSHE #R
« BEFIAARVPCAIRT RERFEENRS EWH

2 HIVPCim S 1Y i

?ﬁl}\%/RT RPZTRERLETR. EAUER-METEONER  OAFRTEE, B #
AN BRIE RV R . RO

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}
BXREAVPCALT RIFHIXRFHHRMNER , EZSHthe section called “ii SR EE,

BIERS A ERGIVPCEIRT S A2

B LAMfEAec2: VpceServiceOwner &4 HEARFB R E RS ( amazonaws-marketplace,
T ID ) RIFHI AT UBIENVPCAIFET K. UTRERFEREERSAEEIEVPCAIHT S
PR, EEALRA , EFERXE., K/~ ID MERESHEEE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
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"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {

"StringEquals": {

"ec2:VpceServiceOwner": [
"amazon"

R HI AT LA VPCA IR T RBRS I ERYFARDNS B 5

A LAfEfec2: VpceServicePrivateDnsName & 4 A B IEESVPCA T R RS XX FABDNS
BRRIZH AT SRR B ILVPCL T RIES. AT RARFHERAIEELEDNSEHOEVPCL
T RRFSHINR, EFALTRE , FHRXE. KF ID MIFAEDNSE .

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [
"example.com"
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}

A LA VPC L w17 R SS 18 E /Y AR SS B 5

B L MEAec2: VpceServiceName R A ZARIBEVPCL IHT SRS A FRoR 1% & 0] LA 2 B VP CiR
Ro UTRAIBRFHEAEERSBHAUBVPCAET SRR, EFEALRA , HFERXE, K/ ID
MRS & #Fo

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

]

},
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServiceName": [

""com.amazonaws.region.s3"

]

}

}
}
]
}
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{£ A VPCim K< 3R B 12 Il X i /2 RY 7 (4]

LIRT QR 2 —HETRARVKE , BWLUREMMNEVPCAIRT K, LUEHIHL AWS ZIEA T L
FERAZARTRBELRETR. AWS RS

BRARKBTA2BEIRARETSONEBIE T HRNRE, flw , MREEAEOLET EED
Amazon S3 , M3EATLAE A Amazon S3 BRI KIZFINBEL KT R EVPCsK I T K15 [H
TN,

AES

- EEEW

BRIA U S SR

B O i SR

P 5% s S Y =4

FEHVPCAIRT SR

F 2B
i 58 M 2 B A USON S BE 15 5 MIAMBE R SO, B A@E — A Principal TTE. 1 AR A
1B 20480 DFEH (BREMK ) .

- ENVEEOSTMRLIT BT AWS RS , AT RN R IRT QKRB INE 2L T R, B LR
B BT i SR A o AN SRS MNdm RUR B, BATR A0 SR R

o HIEFTEHR AWS RS ZFiRA K, R AWS B FAXEHALED AFRKE , NERNATFIZRS
AR ET SHTELHRINR, BXEZELR |, 55 the section called “BEFif S F K IF,

o HEARUANVPCAIRT RIRS IR LIRT RET AWS RS , BIIA TR ZL KT [RFITELIGE
R

« N¥TFEIARGERNIFRAFNELE ETIXE (a0, aws:PrincipalAccount
aws:SourceVpc ) , BARBEFERABES (*or ?) M F XM ZER,

- ERAFHERGZENN  BLAESMNEEF 2R EEAZEDANERFH,

o HBERBRIZHFTEARNFIEER , WK 2ARNTAEZEKF ID BB , EFERNEZS
&
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BR A Ui =R B
A /R BB R T3 im S8 T2 1 R PR

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*'",
"Resource": "*"
}
]
}

2 O im UK S

BXARiET S FKBHN ARG AWS RS , i55Fthe section called “5.. £ RS, RENE—FSE
S AWS PrivateLink XR4#9 8532 AWS RS, IR AWS RS Z#Fim 2K | N E X IEE L RKE
Bl

P 5% i )Y E 4

NFMRIFER , BYIF Principal TRIZRERN *. BEIEEEN , i5FA aws:PrincipalArn &4
i,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}

MREFEAUTHRIEEESE , MFRNBERLEBZF AWS KFRAF |, MIFEZKFANAMERFNA
(=

"AWS": "account_id"
BxRMxim [ in LKA BSEUATHE -

« EATF Amazon S3 B =

ZRINE SRR 146



Amazon Virtual Private Cloud AWS PrivateLink

« & T DynamoDB Hi% &

EHTVPCL IR T R G

BRI T SBMEHN AWS RS WK, EEFTHARKE , CAFMNERTREE/L 96T s
8

FE R & S R SR SR

1. T Amazon VPC #£&l& , Bt Jhttps://console.aws.amazon.com/vpc/e
2. ESMERP  ERIRS

3. ERVPCAIRT Ko

4. HRRIESFE Actions ( #4E ) . Manage policy ( BRI ) o

5

1%3% Full Access ( T2 11 ) AAFNRSHITE LM , HEEEF Custom ( BEX ) FHin
BE KR,

6. EEFF
£ a5 1T E M i R R

» modify-vpc-endpoint (AWS CLI)

« Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

AWS BIIEE KB AWS PrivateLink

AWS EERBZHLUEMNEENILZ KK AWS, AWS RERBEZENTZELAGIRMENR , UE
BRIBFIRAAF, ANBesERNR.

FicfE , AWS RERB AT NENHEASRTFRENRNR , BAENTHAE AWS FFE
M. BMNBWBIEHETENEAZSNES EEARERE -SRI NR,

BIEEERAWS HEFRPENHONE, 1R AWS Fi AWS HEFRPENHNE , WEHLE
MiZKBATRBENMEZEREASHS (AP, ANA6 ), AWS YFRESEIRMERS AWS RS &
FAPHZETT AR , XBEUBEEH AWS EE R,

BEXEZER , FSH IAM IAM AFEEHH AWS EE R KK,
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AWS PrivateLinkAWS £ & KIS E

AWS PrivateLink

&E& AWS PrivateLink BiZIRSFRBERXLEEHRRK AWS HEFHKEFWEAEE. BEREEXIL
TUEZEMN BINIRE | 51T “ AWS PrivateLink XA4/7 £i2%” TWHE L WiT FRSSIR.

B DU B

AWS PrivateLink FF8 IR EREE AWS PrivateLink FF A IR iR H 2021 £33 A 1H
& AWS 1T E R E R,
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CloudWatch Y3 E#%r AWS PrivateLink

AWS PrivateLink &8 EOKIHET 2. Gateway Load Balancer Lin T S ML SRSHEES L
% 2| Amazon CloudWatch » CloudWatch R ¥FIEEL ﬁﬂﬁFE’JETIEﬂFﬁ' BIE (MRER ) BEXRER
BXRXEHELNSEITER. IFERANELREZENTE  MEBERIANZETERNRETLHNE. 8
ANEIE S AR < BRAY B (B B A ARV B A,

BAIERERRRIERGERBIERZT. fl, EAILLEI2 CloudWatch B REZEENIER , FHE
ZIEFRE H AN RS HSEE R B3 RE ( flNE R FER At RIEEA ) o

FoarmmBEORS. Gateway Load Balancer i R fifm RURFZ W IER. BEFR2KHMXim
¥ro BIANBERT , BFE— 2% AWS PrivateLink B &ixEiEHr , TEZSH /A, CloudWatch

EXEZEELR , 1§51 Amazon CloudWatch FAF 1§,

AE

« ImRERNEE

- mRRSIERNEE

- &% CloudWatch $E45

- EAMNER Contributor Insights N

mR R4 E

AWS/PrivatelLinkEndpoints & Z[HBEHE X O S Gateway Load Balancer i 2B T 55
¥Fro
E¥R iR

ActiveConnections HEENEZNTE, XBFELTF SYN _ SENT FIESTABLISHEDIR
/l_l\Eﬁ EEO

IRERAE  MRE—2HRNKE T RE,
SUHHIE - KFEAMSITIER Average. Maximum R Minimum,
©KE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id
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B iR
* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
BytesProcessed FEim AR RARS 2 AR FITH , REPLE, XRIERAEES

ENBENFTH. K2 GB HEME RIELE,
WEPRE  MRE—DHRAKRE T RE.

SUTHIE - REANSITHIER Average. Sum, Maximum
Minimum,

4*E

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id
* Endpoint Type, Service Name, Subnet Id, VPC Endpoint

Id, VPC Id
NewConnections B i R BT N EEERE,

BREE  mRE—DHARE T HRE,

SUHHIE - KFERANSITHIER Average. Sum, Maximum
Minimum,
$HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
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EFR HiR
PacketsDropped HEKIERFNBIECORE, MERAUTRLERRMEES. EEMNA

BEARKRIWKARSETFER,

REFRA  IRRE—DHRKRE T RE.

SUTHIE - RERAMNSITIER Average. Sum # Maximum,
“E

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

RstPacketsReceived InRWFIRSTHHESHE. EEMARBKRKERRSETFILER,
BEE  ImRE—DHARE T RE,
SiHBIE  RERANSITITER Average, Sum H Maximum.
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

BEif X LR, BEARTEE,

HE EPUN

Endpoint Type Him R B FFIR IR EIE ( Interface | GatewaylLoadBalance
I )o

Service Name RIRSS B IR e bR R

Subnet Id BT Wik s iR iR,

VPC Endpoint Id EVPCim [ & ISR 8E
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“%E

VPC Id

iR
BVPCIIE s BT

i RIRSSIEEMR ML E

AWS/PrivatelLinkServices & 2 H @EE <k 2RSS T S84

iR

ActiveCon
nections

BytesProcessed

[
Hi
[

RN E P IRE RN R RS EERE. EEMNTRAKRTE
iaﬁJ\ﬁﬁ@%%WE$ﬁo

BERE  EEIRABRSHRAE—2HARET RE.
SITHIE - REANKITIAERN Average Ml Maximumo,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

i R AR SS Mk =2 B IR F T8, WAL R

HREIRAE  EEIR/RBRSNERE-—DHARETRE,
SitEIE - FERANSITIER Average. Sum #l Maximum,
YE

e Service Id
* Az, Service Id
* Load Balancer Arn, Service Id

e Az, Load Balancer Arn, Service Id

oE-3 il

IR IRS R4 E
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1R

EndpointsCount

NewConnections

BN
* Service Id,VPC Endpoint Id
T4 Eim SR SS AV v R E
RETAE  EESHNERNEIESE,
SiHEIE - RFERANSITIERN Average Fl Maximum,
%HE

e Service Id

BYmANEFRE BN ERE, EENTREAREERME

[ 512 5% 2R Y B #x.

BERE  EEFHE/RSHIRR/E—DHARETRE,
SITHIE  FEANSKITIER Average, Sum Hl Maximumo.
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

IR IRS R4 E
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1R

RstPacketsSent

s

R
LR T RRSREIIKARSTHRESHE. EEMAERAREFEETT
IEH R B #Ro
WEFA  EEIRRBRSNERE—IHARET RE,
SITEIE - REANSGITITER Average. Sum Hl Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BEifEXLEER , EAUTHE

$E
Az

Load Balancer
Arn

Service Id

VPC Endpoint Id

iR
B A X FRE R SE.

B ARG AR IE i iR ER

Bim KBRS TRk iE R B R
BVPCim [UIEIE IR B

& & CloudWatch E#r

Al LA Amazon VPC #2244 . #4] CloudWatch = LT AWS CLI AR EEF XL CloudWatch

1EFRo

& & CloudWatch 3545
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£/ Amazon VPC ##H 8 EFEH

1. AL S#HVPCEFA , lﬂijtﬂyhttps://console.aws.amazon.com/vpc/o
2. ESMBHTP, EBHES. ERENIRS , AFIEE Monitoring ( 518 ) &I+,

3. ESMBE®EH , £4F Endpoint services ( IRIRS ) » EREBNIHIIRS , REEE
Monitoring ( 12 ) T+,

£/ CloudWatch 2%l 5 EFHEH

1. 3TFF CloudWatch ##l& , Pt} https://console.aws.amazon.com/cloudwatch/o
2. ESMERTP , EREER.

3. & AWS/@5PrivateLinkEndpoints& Z=[H] .
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