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s RBEHXR-RERBAMEBEERREYHHNFEER, MediaStorefRERFREKEE , AFTAFHITAE
MediaStorei®{E., LWLBUIRIEEFTERESEIER HTTPS #$11T,. BYARE2 % , BULiRESHEK
Ko

- BRFRERDZE (CORS) BER-AHF—EREHHNAF IR Web ERARXEREBEFNERE
B, MediaStore k5% EEF CORS XK,

o IEEBEK- L FFMediaStore 515 &)X £ 11 Ei#CloudWatch, MediaStore A 23X EFERISEBUER,

o DA A B HR R -1 H Y 4 4R B 'EMediaStore B 25, MediaStore N SR ETER WA £ B HIBUR,

AWS JtEH M B2 EKEMediaStore

BEARBEREFRMENBR , TEEXBRRTHRREERRENHHNEIER, AREK EEAH
MtINZEFREFHARR) AFFFEFTE AWS ElementalMediaStore#f e, BUREEELFIEHLERF
fr, ERMELAER HTTPS #1TRE, BURRR , BRI URERSHF T EENBEH,

BT UEEYHLERBRBE , KRS ERHTFEEMHNBH A, NHEIEEENFEH LR
% , WIREHREIGELYHRERIRHMER,

ES |

- BRBRBCE
- WMEBABFEE
- SIHIBEBEE

MRBRBE
ST AEAE R AT AWS CLI SARIRAE b i &R T 2 0 B

HEMAR|BR (E28)

1. BRMediaStoreE 2 & https://console.aws.amazon.com/mediastore/o

2. 1f Containers (A2f) EH L , BEASFERE,

REEFHEFEEMEEILE . BRI Container policy (R&HR) EERH,

NEEHE 14
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ERAEER

EERRAF[BE (AWS CLI)

- FEAWSCLIH , A get-container-policy ¥ :

aws mediastore get-container-policy --container-name ExampleliveDemo --region us-

west-2
LT Eplf#REmE :
{
"Policy": {

"Version": "2012-10-17",
"Statement": [

{

"Sid": "PublicReadOverHttps",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:root",

1,

"Action": [
"mediastore:GetObject",
"mediastore:DescribeObject",

1,

"Resource": "arn:aws:mediastore:us-
west-2:111122223333:container/ExamplelLiveDemo/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"

R BB A AR R

BRI LMRETRRARBERTNET , LA EVIRATHERBERNFBR, TNERFERS 5 7ER
24N
REAERR 15
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ERmMEARREBR (££8)

1. BARMediaStore £12 & https://console.aws.amazon.com/mediastore/o
2. 7 Containers (8%) EH L , BEERSRER.

3. 1#E{F Edit Policy ({REHXK). WERPNMMRETRFFAIRES , 552 Ethe section called “i 4l
BEEBE,

4. ETEHERE K RREE Save (7)o

HEEREAB|/BUR (AWS CLI)
1. BYER 6 MERSERBHBK :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadOverHttps",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal": "*",
"Resource": "arn:aws:mediastore:us-
west-2:111122223333:container/ExamplelLiveDemo/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"

2. TEAWSCLI # , A put-container-policy @% :

aws mediastore put-container-policy --container-name ExampleliveDemo --
policy file://ExampleContainerPolicy.json --region us-west-2

o sREEEE,

RERSRBE 16
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AWS Elemental MediaStore

ERAEER

SEHIRB|[BUER

T oI HI R T E A EFHEFMR BN R SRR,

&

- EHIRF[EE : AR

- EHIRBEBEEER BB HTTPS WAEEEUFE

- EHIRBBUR : BB HTTP 5 HTTPS WA EEZEE
- EHIRRBCE  BIRFEIEE - BUA HTTP

- EIBIAREBUR  EB HTTPS WEBIRF EEER

- EHIRRBER  AGKNBIRSEREFR

- BHRBEE ACNEIRSTEREFR

- EHIRBEE  REGFEUSE IP bt

EHIBI|/BUR : FEHR

RIERERE , AWS JTEMediaStore® B B Fff i1 T 51 4k E IR 0 E Y BUK -

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "MediaStoreFullAccess",
"Action": [ "mediastore:*" ],
"Principal":{
"AWS" : "arn:aws:iam::<aws_account_number>:root"},
"Effect": "Allow",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
"Condition": {
"Bool": { "aws:SecureTransport": "true" }
}
}
]
}

BRERERERY , AEEFTTERY, T8 , BAREEBE , RMRBRBHHNERESEZAR
RERRVERT -3, AlERSR L,

PR BBE
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BTG PIE M AR AR BR AT H A REITATE MediaStore REFH. BREREUEFNEEMLE
ReF , ERRAAER HTTPS EATERF,

I RIFBK | BB HTTPS WA B EEEFER

WEFIER AFFEAEER HTTPS @B RERYH. EBEAFEMNAEBZELH SSL/TLS E
METERNER : BEBSINEAEURERFAE (RBEANERAE). KREAXNEBA
PublicReadOverHttps, EAFFETAYH (MEFRRIEEREN * FTiEE) 1T GetObject M
DescribeObject BTN, BEXSEETLENEELERY , tHREBLAMLH HTTPS ETRE !

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadOverHttps",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal": "*",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"
}
}
}
]
}

BB ABEBUEE ; 3EIB HTTP s HTTPS W/ ABEEFE

L EEHIBER AR EE MG (WERREERN * FTiEE) #17T GetObject M DescribeObject #&
EFRL. EBRAFEAANETERER  SEMEREZEBSISNERAEURERERE CREANSE
A#E) :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadOverHttpOrHttps",
"Effect": "Allow",

BBIRERHE 18
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"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],

"Principal": "*",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
nhame>/*",

"Condition": {
"Bool": { "aws:SecureTransport": ["true", "false"] }
}
}
]
}

GRS EREE | BESMEEE - R HTTP

LS B ER AR ER FER HTTP FBREIM 4. EAFERBIRFFIEARTRS DNEREE
T FE. MHET—EEEFEM SSL/TLS BRN MRS LFAE

{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "CrossAccountReadOverHttpOrHttps",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::<other acct number>:root"
.
"Action" : [ "mediastore:GetObject", "mediastore:DescribeObject" ],
"Resource" : "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
"Condition" : {
"Bool" : {
"aws:SecureTransport" : [ "true", "false" ]
}
}
11
}

FHI A ESEK | BB HTTPS R EEIR P EEUIZE

I ETBIBER L FF I ENGetObject MDescribeObjectif e (MERBEERMN * FTIEE) HITIRE (W0
BERBEERN * FTiEE) #1TIR4E <other acct number>, BE S EHFIMEHEMSERYE , bFE
B HTTPS #1T4/E -

BBIRERHE 19



AWS Elemental MediaStore EREER

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CrossAccountReadOverHttps",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:root"},
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
hame>/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"
}
}
}

EHIARBR[EER | ABRYIEIRF FIFE

LS BIBER AFFEHMEM B <BEE RS> ARG (NMERREERN * FTEE) #1T GetObject
# DescribeObject #FFH. ERFF <HMIRIR> WIEMFEMEETIEFR (MRZRFEREME <
AEEWE> EENAB).

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CrossAccountRoleRead",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:role/<role name>"},
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
}
]
}

BBIRERHE 20
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SEHR|/BEK - ABKNEIRF TEEFN

L g BB R AR IR S FRURERIRE AR EMYH  REERERER HTTP BARR, E#ARF
HEREEEACNIRFETERSFR , EiB HTTP 5 HTTPS XKMIER, TEMMER W4

- F—ERRR R CrossAccountRolePostOverHttps, & RFFEEMYHHTT PutObject B4E
BE , YAHFEEZRFNEAFEAELETHER (MREXIRFERE <ACEE> MEENAR),
BREEEHFREHEXERYE , ERMRBHSEMFEMA HTTPS ETHRE (IRHE PutObject FEUER:
BXEIDE AR,

BmE  HEEEREFIENET AZTLEER PutObject , B REEERB HTTPS # 1T,

« E-ERRRZE CrossAccountFullAccessExceptPost, & AFEERYIEETRT
PutObject AW FIBIRIETE. EAFEEZRFNEMAEAEETILER (NMRZRFERET
<ABEE> MEENAR), LFIUREREREERER HTTPS ETRE.

BE2  FNEEBIRFEZEENIREE AT LIETT DeleteObject. GetObject E&FH ({8
PutObject BRH\) , MB T LLEIR HTTP 5 HTTPS #1T b FHL

MERER PutObject MEZERANHERR , AIRAXNTEER (RAEREE PutObject , &8
A BKARFBATERRTE HTTPS),

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CrossAccountRolePostOverHttps",
"Effect": "Allow",
"Action": "mediastore:PutObject",
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:role/<role name>"},
"Resource'": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
nhame>/*",

"Condition": {
"Bool": {
"aws:SecureTransport": "true"

"Sid": "CrossAccountFullAccessExceptPost",

EPHIABFBUER 21
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"Effect": "Allow",

"NotAction": "mediastore:PutObject",
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:role/<role name>"},

"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container

name>/*"
}
]

}

SIHIRRREUR | REIFEUSE IP ibit

L S BIBUR AR FENAT A AWS ElementalMediaStoreiREE B E RSB PRI HEITIRE. T8 , EXR
AR E MR PR IEER 1P #b ik S5E

HERIR I P RS EE B L5F 2 Internet Protocol Version 4 (IPv4) IP #3it#Y 198.51.100.* #5E , B8
—@Bis . —hN

Condition E#R# A IpAddress E& NotIpAddress &4 AN aws:Sourcelp &4  HARE
AWS B8, aws:sourcelp IPv4 BEFEMAZEE CIDR XL, MEFMEN , FSHE 1 IPib
HHEHFIBE 71 IAM FERAEEEHR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AccessBySpecificIPAddress",
"Effect": "Allow",
"Action": [
"mediastore:GetObject",
"mediastore:DescribeObject"

1,
"Principal": "*",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/

<container name>/*",
"Condition": {
"IpAddress": {
"aws:SourceIp": [
"198.51.100.0/24"
]

},
"NotIpAddress": {
"aws:Sourcelp": "198.51.100.188/32"

EPHIABFBUER 22
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AWS Elemental MediaStore EREER

AWS Elemental FRYEERKIFEE R D= (CORS) Bk MediaStore

BREERDE (CORS) BEE—BHX , EEAE—BREFENAFK Web ERRE |, Bt RN EHAE
FNEREE, B AWS tEFH CORS XiFMediaStore , & A LAfEEFIMediaStore , W HEEH# /L
&R EMediaStoreV & A .

® Note

MRBIFEFATERECloudFrontER EHR CORS XN BT OEAS , FHMEE AWS
TLE K 2 BiMediaStore ( BIEREBEFITAURE CORS WEER ) .

ZAEIR M CORS WHIE ., RIEEEHBMMAEER AWS Elemental RE{fH CORSMediaStore#Z#l4A |
= LARIE 5 . FAMediaStoreREST API f1 AWS 4B T ES,

FE

- CORS FARMIEE

- # CORS BURFIBE R
- 1R CORS BU%

- #®% CORS Bi¥

- Bk CORS Bi¥

- ¥} CORS BEHITHED
- %5l CORS Bi%

CORS fEFRAIFE
AT BfERA CORS M H A :

« AR 1 BREEEDE AWS Elemental FHIENE R FAMediaStore B 25 & # ALiveVideo, £
FERAERBERR (W http://livevideo.mediastore.ap-southeast-2.amazonaws.com)
HAERAFERE www. example. com, ZREEMEMAJavaScriptiRFAEMEE , BBRERENTR

CORS % 23
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AWS Elemental MediaStore EREEmR
REFERELASRMEA. GETHPUTER., BIERBEEM 1LJavaScript , BRI UERSRE LRE
CORS B3R , ARt B A IE L 2R Hwww . example . com,

« FR2: BEREBLEFRERH 1 PHEREKRREMediaStoreB 25 , EFEAF KRBT MRERNER,
IBAERE CORS HRUAFERAEBRAF T (*) KRR , BEMRIFENEREEFEEIAA.

7% CORS BURMIEER R

R EI PR A G S SRR E R 0 = (CORS) #HAEFTI®E AWS ElementalMediaStore A 25, CORS A FFE
AR —EREHNAFiR Web EARR , TUEREREZFNERES,

BERERRUAFTERFTER |, 51§ CORS BERHMEERR. CORS HREEZ LKA, ELER
IR B EPR ARF AT F AR R, SENREIENERE HTTP 5%) , UREMBREREEN.

B8 CORS BURMBERRN , AHEE (EERFFIEINNEE) REEM.

HEHE CORS B3R (X#R)

—

B BiMediaStore I % & https://console.aws.amazon.com/mediastore/o

2. 1E Containers (B25) HE L , BELEAHEYT CORS HEZBRENERE,

BERFHEFAEEEEIER,

3. 7t Container CORS policy (A28 CORS BUR) BB H , i#E Create CORS policy (1 CORS H
K)o

4. ik JSON #{XIBEABUIR , REBEEF Save (RF).

=B CORS B (AWS CLI)

1. BMER, EREER CORS BX :

[
{

"AllowedHeaders": [
nin

]I

"AllowedMethods": [
"GET",
"HEAD"

1,
"AllowedOrigins": [

#7118 CORS B % 24
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"

1,
"MaxAgeSeconds": 3000

}
]

2. FEAWSCLI A, M put-cors-policy o

aws mediastore put-cors-policy --container-name ExampleContainer --cors-policy
file://corsPolicy.json --region us-west-2

o sREEEE,

1% CORS B3R

BERFEERDE (CORS) BEER—EAFN , REAE—EEENAFR Web BAER , SRETERE
PRERED,

HEERE CORS BX (X2 A)

1. BIRMediaStore£12 & https://console.aws.amazon.com/mediastore/o

2. £ Containers (A8%) HE L , BELEMIAHE CORS R AN EH,

ARFMEFEAEPBER LI |, % CORS BURE R Container CORS policy (88 CORS B)
EEH,

£ TR CORS K (AWS CLI)
- FEAWSCLI A , £/ get-cors-policy ¥ :

aws mediastore get-cors-policy --container-name ExampleContainer --region us-west-2

LTI RERE :

"CorsPolicy": [
{
"AllowedMethods": [
"GET",

%1 CORS B 25
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"HEAD"
1,
""MaxAgeSeconds": 3000,
"AllowedOrigins": [

"y

1,
"AllowedHeaders": [
]
}
]
}
fm¥E CORS BUK

BRFERDE (CORS) 8ER—EAN , RRAE—ERBAFiR Web BAERX , SRR EHE
PREREB,

&= EfmiE CORS BUK (X#£A)

1. BRMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,

2. 7t Containers (A28) EH L , BELEREH CORS R Z2ABNER,

AEEFHEAEEMEEIER,

3. 7 Container CORS policy (B8 CORS BUR) [BEkH , i#iZ Edit CORS policy (#®¥E CORS I
K)o

4. HBERETEE , RRIERE Save (RF)o

= E4mEE CORS B (AWS CLI)

1. BMER, WERSEREN CORS BUX :

[
{

"AllowedHeaders": [
nmin

]I

"AllowedMethods": [
"GET",
"HEAD"

{m¥8 CORS B% 26
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1,
"AllowedOrigins": [
"https://www.example.com"
1,
"MaxAgeSeconds": 3000
}
]

2. FEAWSCLI A, M put-cors-policy o

aws mediastore put-cors-policy --container-name ExampleContainer --cors-policy
file://corsPolicy2.json --region us-west-2

R wREERE,

il kR CORS BUX

BERFEERDE (CORS) BEER—EAFN , REAE—EEENAFR Web BAER , SRETERE
FHNERER. RERMER CORS BREBRERFRERF,

HEMER CORS BX (X2 A)

1. BIRMediaStore£12 & https://console.aws.amazon.com/mediastore/o

2. 1£ Containers (B85 HE L , BEZLEMPRHE CORS R ABNERE,

Ao EFA B EBER R,

3. 1£ Container CORS policy (8§ CORS BUR) [EEH , i#1E Delete CORS policy (ftiEk CORS K
K)o

4. JEIZF Continue (#818) 2R , ARIEFE Save (RE1F)o

ZEM B CORS BUE (AWS CLI)

« FEAWSCLI A |, £/ delete-cors-policy ¥ :

aws mediastore delete-cors-policy --container-name ExampleContainer --region us-
west-2

s RAEEDE,

Bk CORS B 27
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¥f CORS BIEEITHIED

MREEFINESR CORS RN ARRBIFRBITA , FEBTILR  HEEETREL S,

1. HESRE#8 CORS HEMIMERSE.

WMEIER , 552 E the section called “#:48 CORS B&%",

2. FEALSEENTIE (P, BIERNEBASETER) , HNTENERVNLE, #EMMNERRN
CORS HEEL AR —ELHENERPERHN CORS KA, MTFAAR :

a.

BEREREHF Origin &5,

WMRRDIZE , AWS ElementalMediaStore FE#FERRABERIFHER , t FEELEFE
1A CORS [EIERE,

BEERPH Origin EBEELEEE AllowedOrigins BWEH —{# CORSRule TELYH
iEESH

Origin EREEHMEE, FTHIEEREE , BLARS AllowedOrigins FHY
CORSRule, filtn , &A% CORSRule FREARFRIR http://www.example.com , BIER
FE https://www.example.com & http://www.example.com:80 KR , LTS
fRRER AR RIR,

BERERFH Method (EHATERER , BIR Access-Control-Request-Method FIEE
B 755%) 2+4E AllowedMethods K E F —1E CORSRule T,

EREMER  MREREE Access-Control-Request-Headers 2 , AIFERE
#2 CORSRule ¥ AllowedHeaders ZHEFAWFEE , BB E 7T Access-Control-
Request-Headers IEH,

#if5] CORS B

T oA REEERFERDE (CORS) BiX,

ES]

- Zi{) CORS BUR : FiE#15 & ] #Y FMENfF EX

- 6] CORS BUX : 3 EME o iy B EUF X

bad 3713
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g1/ CORS BUR : Fi A #8E & W Y R EVF X

THIBER A S EBE N B E R AWS ElementalMediaStore 888, ERDEFIE R H RIBHEEN
HTTP 2% LK MERB A EEEREREBMAEEMN HTTP GET M HTTP HEAD ER, R ERE 7
AREGE 3,000 % , BEE—HEFNER,

[
{
"AllowedHeaders": [
nak
1,
"AllowedMethods": [
"GET",
"HEAD"
1,
"AllowedOrigins": [
e
1,
"MaxAgeSeconds": 3000
}
]

g6 CORS BUR : 45 EME 5 ATy EEVFE

THBERAFNBERhttps: //www. example. com#EH AWS T3 3R N BMediaStore &F 25,
ERTEFERE https://www.example.com B HTTP 28 , MBERE R SEERE https://

www.example.com B9 HTTP GET #l HTTP HEAD ExR, R %&#ERTERIREGE 3,000 ¥z
% BEXE-AHNER.

[
{

"AllowedHeaders": [
nmin

]I

"AllowedMethods": [
"GET",
"HEAD"

1,
"AllowedOrigins": [
"https://www.example.com"

1,
"MaxAgeSeconds": 3000

g4 CORS B3R 29
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}
]

AWS JTE Y44 B Hi BiZR MediaStore

HREERSR  SUNBRYYHEGBHEE , EBERAUEENAHERRTETRNER, EWHESR
IIEENFE LRE | AWS TEMediaStore S MR . BT UARBRTBEEZN WA E R TEX
o

B A LIS RE MediaStore EYHEIE—ERFBHR , EXYABBHITEFEIHE (A) RFRA R,
EHE AREEBSRPNYYE  HEENHEINEXSNERTEEFER S RPN YETE, NE
SHHMER |, 528 MediaStore EE,

Wit BHERREES AR  EERAERTFERNRAENHN LGB, (CEEEYH LS
BREREEBDME). BAURAG—ENHEBHERERIRSR BTN ESENGHESD
BERTHERS 10 BARA. NFESHBER  F2E UL BHEEN TH.

ES |

- AR BRI T

- BYHE R BHBERHIEE R
- BEYHERBHRBGE

- BV ERIBHBGR

o« MIBRYH 4 e iBHBUGR

- SEHYHERIBHBGR

W4 e B A BUR Y T

MBI BREEENHE AWS TEFRENEFRMediaStore B 27, WA EmBHBRE—H%
BERAUER , ELRASRENHNERBER. RATEAT—EAERR, SEERRJERBRR

BUNLR G —ENHERERBERERIRSE  ASAYAEHBEHABRRTESRS 10 BRA, K8
ERS YA o B H BRI E B B 4

W) A a1 S R R R A9 AR B
EANRY =ERAER
- ERMEY

W e B HIBUR 30
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o MIBRY 4
- HipiAHEHR

FRER

TR ERRNERENHELYRNBH, EERAREEEANREBREMRNEIRRNY
#to MediaStore ZRZHE 20 S ENKRE , F e BREAZRESR

TR MEERNVR S TAR

{
"definition": {
"path": [ {"wildcard": "Football/index*.m3u8"} 1,
"seconds_since_create": [
{"numeric": [">", 120]}
]
},
"action": "EXPIRE"
},

TRMEENRIB =B

« path: —#& A/ wildcard, ZAIAFEALIT S RESEMBRNIH. EATUER —HZE
EAFR, UEH () ®RT. BEEAFARKRZEIZ/FZ VEMAHES, FlE0, "path":
[ {"wildcard": "Football/index*.m3u8"} 1, &M% Football ERRFHFE
index* .m3u8 #3 (Hl4N index.m3u8. index1.m3us8 H index123456.m3u8) MFTEER., E—#
A2 LEE 10 @ BKE,

« seconds_since_create : —:i%A numeric., BAEENN 1-300 W 2B E, BB LUIAEE
BEFREAKRR (>) IARFER (>=).

« action: —5%A EXPIRE,
HETRMERRR WHeE4YREH) , EYHBHER R4 BRELEE,
(® Note

list-items BIERF ST ST HEFEHERRARBRFNH. A , ARRFEERAIMmBERH
HERAFGE HCloudWatchE4 , EE MBI &,

Y e B HBUR Y T 31
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i B 40 44

RBRMHRAESEYHREAELERNBEYN. EERNERBANRBRTNRENHS , IEEMEEL
REZB EMEERER, MediaStore REEFE 20 7 ENRKE T REAFTHNEEE , BYHRZ IS
E 24 N BB BERERBR FIBRR.

b B 40 4+ B9 R B AR U BB a0 R AR

{
"definition": {
"path": [ { "prefix": "FolderName/" } 1,
"days_since_create": [
{"numeric": [">" , 5]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [ { "wildcard": "Football/*.ts" } 1,
"days_since_create": [
{"numeric": [">" , 5]}
]
1,
"action": "EXPIRE"
}

BRI AR AIB = A5 -

« path : §%% prefix s wildcard, ZFAZMEERAFESHEA prefix M wildcard. MRE
EIRFERAME , BINES prefix B —{ERAl , ¥ A wildcard B 3 — @R Al , a0 LR FIFT
o

« prefix - MREREMPRIIEERRAWFTEYNHY , TUEEERA prefix. WRSEEZEH
("path": [ { "prefix": "" } ],), EERREREENASAEANENFIENH. B
—RAIRZALAEE 10 B prefix &,

« wildcard - MIRERERBEREBR/ABRBEMBRSED G , BITHEERERA wildcard,
ZAUERA—SZEEATFT , UEK () ®kT. SEAEAFAAXRZTEIZ/BENTAES.
fFlzn | "path": [ {"wildcard": "Football/*.ts"} 1, BAM Football ERRFFE
* ts BRAMWFTEER (Bl filename.ts, filenamel.ts , AR filename123456.ts), E—RAIHZ
ALLEE 10 8 wildcard B&E,
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« days_since_create : —fE5&A numeric., BAEENMA 1-36,500 K2 EMWE, BT LUEE
BEFREAKRR (>) RARFER (>=).
« action : —f&f% A EXPIRE,

EAMBRYHRE MHSELRANBE) , EV4HBHEMBRY G B TEEELTEERE, T8, R
YIHBE | IREHwEVEIEE, flwn , MREFEHBBRAIEE 10 days_since_create , EYHIEER|
%10 X% , WWIRFMT e E It YA E | BI6E i R MBRE Y 4

EanBHER

S EERRNSEYHRATIE—EEEHRBEITERN (A) EEBAFR UAXEG. 7
BE A RBEEBAFRTINYYH  HEGNEIWERSNEREEERFRSRTNOYHETE, NEH
MEF , 528 MediaStore E{E,

—BYHBBI ARFRLIR  ERELZSEBERERERIR,

AmERERAEARBRPNENS , IFEEMERLRAZA EHEERR, MediaStore &
ZHFRE20 7ENBESREAFTNBER  BYHRSTREE 24 NENKE T RERER[PBER,

A BB R AN BB AT -

{
"definition": {
"path": [
{"prefix": "AwardsShow/"}
1,
"days_since_create": [
{"numeric": [">=" , 30]}
]
1,
"action": "ARCHIVE"
}

4 BB A = E25 -

« path: 54 prefix ® wildcard. BFAEMBERAPESHER prefix M wildcard, WRE
EREAME  BXER prefix B —EHREA , ¥ A wildcard BEYEBEY S — @R AL
- prefix - MRBHFLEHBEENRANFMEYHEEE A RBEBLIR , BULUSRERA
prefix. MBBHAZTH ("path": [ { "prefix": "" } 1,), HEEHRERFEEEETE
BPEMAUBNFEYNHY. E—HRAZZTEEE 10 @ prefix &,
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« wildcard - MIRZRFLERBERZEBN (R) BREE , BEEWHBDE ARFRAIR , &
AR A wildcard, BAUEA—RZEBEAFTT , UER () XT. BEERAFR
REEARZEFETNEMBES. H0, "path": [ {"wildcard": "Football/*.ts"} 1,
EAR Football ERRARE *.ts BRAMAERER (HI0 filename.ts. filenamel.ts , SR
filename123456.ts), E—HRBAIHKZ AL EE 10 {8 wildcard B&&,

- days_since_create : —f25&4A "numeric": [">=" , 30].
« action : —f&&%A ARCHIVE,

g5

Hlan | B4 LiveEvents RS EMEFERI K : Football, Baseball, Basketball M
AwardsShow, ¥Eik#E LiveEvents ER KM YIH £ BEIBRATBEM TR ;

"rules": [
{
"definition": {

"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}

1,

"days_since_create": [
{"numeric": [">" , 28]}

]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [ { "prefix": "AwardsShow/" } 1,
"days_since_create": [
{"numeric": [">=" , 15]}
]
I
"action": "EXPIRE"
I
{

"definition": {
Ilpathll: [ { Ilprefixll: mnn } ]’
"days_since_create": [
{"numeric": [">" , 40]}
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ERAEER

]
I
"action": "EXPIRE"
I
{
"definition": {
"path": [ { "wildcard": "Football/*.ts" } 1,
"days_since_create": [
{"numeric": [">" , 20]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [
{"wildcard": "Football/index*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [">" , 151}
]
I
"action": "EXPIRE"
I
{

"definition": {
"path": [
{"prefix": "Program/"}
iF

"days_since_create": [
{"numeric": [">=" , 30]}

iy
"action": "ARCHIVE"

FRBREEENATER :

o E—IFBF AR AWS JTEMediaStore RMIBRF M ELiveEvents/Football1 & 3k
FMLiveEvents/BaseballX# xRz #% , ©fi#iE 28 X,

Y e B HBUR Y T
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- FERBISERLRIEE LiveEvents/AwardsShow BRI R P Z MY EB A 15 RULE# |
7% ELIBR

- FEERAUSETRERBE LiveEvents BEFEANEFHNYHFEBIB 40 K& , SHM
BR. EERABERAREREE LiveEvents BRHPEFHRAYHYE , URERFNNEFERKPE—IE
FHE

- EMERASGRBE Football ERKRPHFEER *.ts WYHEB 20 K& , SHMER.

« BRFHRAIERIREMBERFootbal IEEE X BRAMNE R Rindex* . m3u8z# , ffHEIB 15
#. MediaStorefi§iEL X RERET 16 &M EREL X4,

- FAERUSERRETYHEFEHER 30 X% , % Program ERRFNN4BEZ A FEiFERA

£

MENGEDBRBENES G , FSH WO DBRIE,
Y BHBURIE E RS

MHERBRBRTREEEERNHERERRS A, LEREBHEY , EEBHBEH
% , AWS JT&MediaStore R EMIBRYI#F, LWIRBHZEFE 20 7ENKE , FEBHBRERAES
o

NEABENIRBLEGERERNER , F2R UHEaBHBEN T,

® Note

ERMBRYHRE PMHEELRANEH) , EYHBHERMRY 4GB T E LT

B, FiB , REYM4HBE , REGCEIEEE, flin, mMREMBHRAUEE 10
days_since_create , E¥HHESRIE 10 X& , WIRFRASEH L4 WE | BEIGE R KM
BRIP4,

B L BHBCR (F28)

1.  BRIMediaStore =12 & https://console.aws.amazon.com/mediastore/o

2. 1£ Containers (B8 HE L , EELEAHEBEUMHEGBHBRCARNERE,

AEEFHEAEEMEEILR,
3. 7 Object lifecycle policy (M4 wBEIEER) B , iEIF Create object lifecycle policy (B Y]
HE AR BUR).
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4. K JSON X\ ABUR , A& R Save (7).

gy e BHIBUR (AWS CLI)
1. BYER 6 WERSERVHEmBEHEEK

{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [
{"wildcard": "AwardsShow/index*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [">" , 8]}
]
.
"action": "EXPIRE"
}
]
}

2. TEAWSCLI A, A put-lifecycle-policy % :

aws mediastore put-lifecycle-policy --container-name LiveEvents --lifecycle-
policy file://LiveEventsLifecyclePolicy.json --region us-west-2

e TREEDE, EREESKEERRERERR.
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WA L BHBCR

M E B ERREEENHERBETERENKE,

BEMHEwBHBER (F28)

1. PBARMediaStore 12 & https://console.aws.amazon.com/mediastore/o

2. £ Containers (B8%) HE L , BELERAENGESTBHRBRZBASENEHE,

REAEFMEFAREER LR |, YL BHEEERE Object lifecycle policy (¥4 aniBHIBR)
EERH.

EFWHEWBHBER (AWS CLI)

- T AWSCLI# , M get-lifecycle-policy W% :

aws mediastore get-lifecycle-policy --container-name LiveEvents --region us-west-2

DT gEfEREDE :
{
"LifecyclePolicy": "{
"rules": [
{

"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
1,
"action": "EXPIRE"

}
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fREE Y] £ o B HABCR

LEERERANYHEMBHBR. 718 , BTNEB LENRBRREERENHBR. LEEHS
FE 20 7ENKRE , TREEFTNEREAERSR.

mEY L BHBER (F28)

1. PBARMediaStore£12 & https://console.aws.amazon.com/mediastore/o

2. 7t Containers (g8 HH L , BEELEFEEMHLEGEHBR2AS=NERE,

Ao AT B EFER LR,

3. 1£ Object lifecycle policy (¥4 aniBHIBUR) EEX S , i#IF Edit object lifecycle policy (#mEE¥14F
4 B EBUR),

4. HBRETEE , RREE Save (7)o

R e BHIBUGR (AWS CLI)
1. BUER, WMERSEREFNMAHEmBHBER

{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
{"prefix": "Basketball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
.
"action": "EXPIRE"
}
]
}

2. TEAWSCLI A, A put-lifecycle-policy % :
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aws mediastore put-lifecycle-policy --container-name LiveEvents --lifecycle-
policy file://LiveEvents2LifecyclePolicy --region us-west-2

e RAERE, KWRFEKEERREZERS R ERRER,

i B 40 4 4 o B B BRER
MG ERBERER  LBESSBE 20 2ENHBY , THEETEASEE,
MR 4 B EIBR (E128)

1. BIRMediaStore£12 & https://console.aws.amazon.com/mediastore/o

2. 7t Containers (A88) EH L , EELERMBRENMGLESEHRRR AN ERE,

Rl EF EmPER LR,

3. 7 Object lifecycle policy (¥1#£amiBHIBUR) BERH |, 1EIZ Delete lifecycle policy (MR &E a8

BE).
4. EFE Continue (#78) RHEET , AR IEE Save (RF)o
I BR ¥ 44 £ e B HABUR (AWS CL)

£ AWS CLI /| i/ delete-lifecycle-policy &% :

aws mediastore delete-lifecycle-policy --container-name LiveEvents --region us-
west-2

Lt BRBEEREE.

S50 14 AR B BUR
TSGR BB,

S

- GBI BBBEE . E%@ﬁw #

- WO E BB  EEXAB

- B EBBBEE . Eﬁ:T%ﬁWMﬁW%HE

B

MIBR4 £ e B H R
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- EfYHERBEHEE ZERA
- EfYHERBHEE  BERES

SHMAE I BBUR | ARV ENBHY
LT B EEE MediaStore MIBRAF& T SIPTE R4 HI 4

- MHEREBRRENBRTEITREN.
« YIH1FHAE Football EHRIRH,
- M EREIES m3u8,

- MK EERHFPER 20 Y.

{
"rules": [
{
"definition": {
"path": [
{"wildcard": "Football/*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [ ">", 20 1}
]
},
"action": "EXPIRE"
}
]
}

A EmBBUR - EERNIBHY
LT RSB E MediaStore MIBRAFE T SIPRE R 4944

o Y EMIE Program BRI R
- MHEBRIER ts
- MHEERBPEBS X

{
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ERAEER

"rules": [

{
"definition": {
"path": [

{"wildcard": "Program/*.ts"}

15

"days_since_create": [
{"numeric": [ ">", 5 1}

]

},
"action": "EXPIRE"

SEHMEmBYBR  BRETEFRNFIELR

T BREHEE MediaStore ¥ #H 7 EHIEIB 30 X% , BUHBBHIFTEFR (A) REFESR, &7

BE A RBREERARPHNGF , ERFNFEINERSNEFREREREFRARFHUFTE.

days_since_create MU 4ZEF&A "numeric":

{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">=" , 30]}
]
},
"action": "ARCHIVE"
}
]
}

EHMEwmBRBER  ZERA

LLTHBEEEE MediaStore #1117 NS4 -

Il>=ll ,3®]°

EHIY B EBUR
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. EMHEBEE 30 K% | B AwardsShow BRI SRR KM A BB IR S (IA) G785

=

- MEREITER A m3u8 Y HFMIE Football ERIFKAEIB 20 WEIWH.
« MBREFMIAE April ERRAPEIB 10 REV#.
- MBREIEER ts , EFME Program ERRFEIE 5 RN H.

"rules": [

"definition": {
"path": [
{"prefix": "AwardsShow/"}
1,
"days_since_create": [
{"numeric": [ ">=", 30 ]}

]
},
"action": "ARCHIVE"
},
{
"definition": {
"path": [
{"wildcard": "Football/*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [ ">", 20 1}
]
.
"action": "EXPIRE"
.
{
"definition": {
"path": [
{"prefix": "April"}
1,
"days_since_create": [
{"numeric": [ ">", 10 1}
]
},
"action": "EXPIRE"
},

oL BERER
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{
"definition": {
"path": [
{"wildcard": "Program/*.ts"}
1,
"days_since_create": [
{"numeric": [ ">", 5 ]}
]
},
"action": "EXPIRE"
}

/M EmBHBER  RERER

LT HE BB EEE MediaStore R FIE R AR 1 REMRBBRANFTENH (BRHE
RN T ERR), MRRBEEREERRZBRE TEAYWH , MediaStoreSEBUIRAER 1 RE&EM
BRI, WIRBHRSEE 20 7ENKE , TS FTBRRERERS.

{
"rules": [
{
"definition": {
"path": [
{"wildcaxrd": "*"}
1,
"days_since_create": [
{"numeric": [ ">=", 1 1}
]
},
"action": "EXPIRE"
}
]
}

AWS Elemental Y 151ZE BIZK MediaStore

HAESERE , B UHBIEERE |, LAH AWS Elemental #$3EZ 1% MediaStore 23855
& CloudWatch, VB REERS 20 7EMEE M. WFESE MediaStore EEWRA , FS
B MediaStore IE&,

BERX 44



AWS Elemental MediaStore EREER

EREBRREETIER -

- ERBRERRASEFERERNRE.
- REFINECHEEBRENRR , AEMHBERBAER. IRBERIESRAY , ASERIBLEATE
THIRIE :

- —EMHEE  ERECEERETNYGH. ERTURREIEREE , ET6EER 900 #F
o ARFREHE 1 a-z. A-Z, 0-9, _(K#R). = (FiR). : (BHF). . (WWK). - (EFR). ~ (KE
). [ (EERHR) M (B5R). TEIBRAFT ().

- REFESRYHHENDHEHERE. 2B TRER 30 fBFT. ARFERR a-z. A-Z, 0-9H _
(JR#R)o

MENHFESZEHRA , CloudWatch ERT~BSEMFRINER R, flin , WR—ENGRFE
WM& Brulel AND #93RBlrule2 , Bl CloudWatch B RELFRANMEER L, F—EEF
ObjectGroupName=rulel HW#E , F_f@E%E ObjectGroupName=rule2 H#E.,

*RE

- FTEEEBRER

- BEEEBRX

- WREEEBX

- IEEBREH

M RERBUR

BEBREE1E AWS Elemental MediaStore &% #5 2 F B IEZEM R Bl CloudWatch, MFEIEIZEK
RWEH |, BB IEEBEEH,

FIBIERECR (F#£8)

1. BRE MediaStore & , #81t & https://console.aws.amazon.com/mediastore/,

2. 1E Containers (B85) HH L , BELEAENEEEZEBRCREBNER,

AR EFEEMERI LR,
3. 1E Metric policy (812 BK) EEH , i#1ZF Create metric policy (B IEZEBX).
4. K JSON HRIFABER , AERIEIE Save (FF)o
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BREREBR

BRIERA R A AWS CLI RigRA RN EREEEK.

WIS IR (2124)

1. BABXE MediaStore & , #8it A https://console.aws.amazon.com/mediastore/o

2. 7 Containers (A8%) EH L , BEERSR=ER.

REFHEFEEERLE. BREERE Metric policy (FERHEIR) BT,

mEEIEREBER

BEZEBIRZEE AWS Elemental MediaStore Ei%#4 I BB I5ZER R A CloudWatch, EEimEER
ERNEEZEBRR  FHEREEREZE 20 7ETEEN. MEEEBERNES , FSEEZBEEEH,
MEREEHE (EES8)

1. BARBXE MediaStore & , #8it % https://console.aws.amazon.com/mediastore/o

2. 7 Containers (A8%) EH L , BEERSR=ER.

3. 1E Metric policy (612 BUR) BB , i##Z Edit metric policy ({REEIEREBUR),

4. HTHEHERE K ARERE Save (RF).

EEBRES

T oI HI R T E6E A RFIFTEBNERBR.
ES |

- EEBCRES  REERES

- EEBRES  BEEBRES

- BEBRES  FRERNBREERES

- EEBRED  FREAFINREERER

- EEBRES  ERERBANNREERER
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EEBEREN . RRERIER

L EHIBER$E H AWS Elemental MediaStore B 1E A28 B RS 182X CloudWatch S, fi
m , 533 RequestCount i , LiIEESTEHARRFREMN Put BFREB. HE , BALUEHER
EA DISABLED,

HRLWRRFRERA , Fit MediaStore TEEBREEREZEE. HlM , BEFIH LB R[ANE
EERREHD Put FRBE.

"ContainerLevelMetrics": "ENABLED"

EERXREM  REBRER

& HI B R HE H AWS Elemental N MediaStore FE1E B 83 B UG5 EIX CloudWatch 23 Ei#&, It
4\, MediaStore FEZ A MBI EER KPHIYHEIXIEIE : baseball/saturday # football/
saturday. MediaStore FEREVIEZEMT :

- ¥fbaseball/saturday& R R ERE CloudWatch #E
A0bjectGroupName=baseballGroup,

« football/saturday ERIRHNFEREGH#E ObjectGroupName=footballGroup,

"ContainerLevelMetrics": "DISABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "baseball/saturday",
"ObjectGroupName": "baseballGroup"
.
{
"ObjectGroup": "football/saturday",
"ObjectGroupName": "footballGroup"
}

ERBRE 7
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EERRES - RBRERNBEEREER

Lt #8415  AWS Elemental MediaStore FEZTE AR B RS 5 2 &% CloudWatch ZE 35 Bk,
It , MediaStore EZEEMEREERRFYHMNEE : baseball/saturdayFMfootball/
saturday. MediaStore SEREVISEZMT :

- ¥tbaseball/saturdayER KA ERH CloudWatch #E
AObjectGroupName=baseballGroup,

- ¥ffootball/saturday& R KM EREHE CloudWatch #
EObjectGroupName=footballGroup,

"ContainerLevelMetrics": "ENABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "baseball/saturday",
"ObjectGroupName": "baseballGroup"
.
{
"ObjectGroup": "football/saturday",
"ObjectGroupName": "footballGroup"

}
]

EERX#ES  FRERAFTHNREERER

L& HI B SR HE H AWS Elemental MediaStore FEXTE B eaB RS IEZE /X CloudWatch 2R 5, it
4\ | iE MediaStore JEZIBRBYHHNERZBEEIYHNEE, ERAFAXRRYHGIUREERSEPH
FE K MEECHPAUAEEEREE , RETL .n3u8 BIEREREANT,

"ContainerLevelMetrics": "ENABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "*.m3u8",
"ObjectGroupName": "index"
}
]
}
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EEBCRES - EAEEHAANBREERER

L EEHIBURTE H AWS Elemental MediaStore FERZTE B 88 B RS I5REIX CloudWatch I Fi#.
s, MediaStore FEZEEMEERKWEE : sports/football/saturdayfsports/
football,

sports/football/saturday® 3 MediaStore EXRHWEE EHFHK CloudWatch
#EObjectGroupName=footballGroupl, HRREETE sports/football
ERRHPWYHFSEMMERA , Eik CloudWatch R RELYHHWEE

¥12 . —{@EH ObjectGroupName=footballGroup2 W#E , F-HEEH
ObjectGroupName=footballGroupl IR,

"ContainerLevelMetrics": "ENABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "sports/football/saturday",
"ObjectGroupName": "footballGroupl"
3,
{
"ObjectGroup": "sports/football",
"ObjectGroupName": "footballGroup2"
}
]
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AWS Elemental 89 & ¥l 3 MediaStore

ERRERRANE TR, SERAEMNKRES AR  HAXEEEY FENRRE D BERZRTNESR
RHE. BALNEYRS 10 EBRNERK (TEREEHREH).

ERRTRA | ETURBEE L ENHREE  TRRENK, T8 , BHRTRBEBNEHHE
Hike

FEBVHELEEZERNKR  BEEERNXRNER, MRERKDLKLERE , AWS ElementalMediaStore
SRV FREERRFP, MRERRFFE , IRBEELILERRK  BEYHFERERED,

fFltn |, REREE —EHR Amovies , RE LE—EHR Anlaw. tsFEAEEpremium/canada. AWS
ElementalMediaStore A% ¥4 F I 1E premium BRI KK K canada FERIKH, MREMEERRK
MAEE , RERSERFEL premium BERKF canada FERK , REKEBHYHZERIE canada
FERRD, MRERBIEE movies BEF (RERRK) , RENEEEYHERERSEF.

AWS ElementalMediaStore B A MIBRE R RPN & E — B4R , SEEBRBRZERR, REDLEH
BREMEXERR BN ZERR, flin , BEREE—EBTLESEMAER. &5 premium HWERK |, B
Hp@E—EE5H canada W FER K, canada FERRITE—EEA mlaw.ts HER, RE
MIER#ER mlaw. ts , BIRESEEMBER premium # canada EXIK, ttESMEBRBEEBERRER
R, RELFSMEREHEER.

£

- ERREBAL
- BYERR

- MBRERIK

BERREERA

RANRRBEES  BROTHER .

- EBARBEUTER : ABTE (A2). MNBEE (az2). BT (0-9). A% (). EFH (). EFH
() BOREE (-). FEAR (). SR (=) FIFH ().

- WEBEOMEE—EFIT. EXHRAER (Wfolderl//folder3/ ) FRFFo

- BBEDKRNE, flH, BER—EEBRNERNRPAUEES myFolder WERKRIURE R
myfolder WEHRIKR K RAELEBEE M,
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- WEBEHRXRERINENRRALARKE -, i, BAUEMEFRENERE (myfolder
movies/myfolder) & &N —EHA A sports/myfolder HWERIRK,

- EBAUUEAERXAFMEE,

- FAIEEBVERREMAETH®E

BIUYBERK
EALE LIDRRTRRNE, EEEUA LIEENR , BEERNRNSE, NRENREEE

£ , AWS ElementalMediaStore B Y FHREERKH, MEERKTERE , BIRESEIHER
R, BB ERERS,

WEFMEER |, 5520 the section called “ L EYH",

il BR & 4 3k

REEENRRZNE , B TURBRERRK ; BEEMBRSFUHNERR,

AWS ElementalMediaStore E & MR ER kAN KRE—EYHE , SEBHMBRZER K, REDEH
PREMEXERKRLLENZERRK, il , BEREE—BTEEMAER, B4 premium HERRK | 8
Hp@E&—EHE5H canada W FERK, canada FERRIE—EREA mlaw.ts HER, IRE
MIBRIEZR mlaw. ts , IR SEEFMER premium M canada ERK, LLEBMEBREIEEERARER
R, RELTESMERENBES

MEFFHMET , F2EMERD
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AWS Elemental B9 ¥+ MediaStore

AWS ElementalMediaStore EEBAEH R, B4 LEEZRBRBETHNER R,

£ MediaStore # , A LA HE. THNMBRWHE

 FE-BYHFBERRDERK, EEHEIYHEFTE., BHNBEEXERBEIYH  RETHE
S LY L {EZE MediaStore,

« TH - B HH# MediaStore BRI E MU E, ETEHR MediaStore BERMH,

» MIBR — #¢ MediaStore T2 BRI, LR SMERIMBRY M | & WU E YL MBHEBGE , KA
BrEENFERBRMRESRPNDH+.

MediaStore #EZ FREERER,
F&E

- FEYH®

- BREYHHEE

- WBEVMHNFEER

- TEHYH®

- RIBRYH

L&Y

B LEERESE , ARBRFNERR, EEBYH LEZTERR K FEEERARNVEEE, W
RERKERLKIFE , AWS ElementalMediaStore# M FHRIEERIKH, MMRERKRFEFE , AIRKE
SEIHERKX  BEYGHTFREED, IFEERKRNFMER , 52 BAWS Elemental F Y E £ 5E
MediaStore,

&I LAfE A MediaStore 32 A5, AWS CLI 3k &4,

MediaStore X EYHM ERER  EVEBSEYHRATE LEHREHPNMAETERBIEE, EEMFE
FRtIhee | BN EETTRAMERA streaming, BALEMEH APl EEYIHEE | FREWZER
B, MREBLZEEZRIIEELIZETE , MediaStore EHERTEFRE standard HAYWHH EE7 B,

BEETRAMENY4 DT EEIR 25 MB |, SR EETAMNYHKR/NREIA 10 MB,

e 52
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® Note

MHEREZBRETEFTE. BF. 9% (). K& (). BRER (~). EFHE (). F5E (=) M
B ().

HELEMMF (E72E)

1. PBARMediaStore 12 & https://console.aws.amazon.com/mediastore/o
£ Containers (A2R) EH L , BERBNEH, AENFHEFERBER LR,
212 Upload object (L EWIH),

£ Target path (B &) A, MAERKREER, a0 : premium/canada. MREFTIEEMN
BRAFEMERNREFREFE , RESEBEIZXERK,

£ Object (¥114) EB R , i#E1ZE Browse (BIE),
6. EEEFEENERK K ARBBE—EWHRLE
7. 1#31E Open (FARY) , AREE Upload (L),

> w0 D

o

(® Note
MRZBHRNERCEFERENNERR , BBEEKREERDAL LENESR,

=E - EYH (AWS CLI)

£ AWS CLI # , £/ put-object &, EBHAUITE TIEMSE : content-
type. cache-control (RFFFEMEZEFIVHHNIREITAR) UK path (BYMHERERSENEREE
Bh3),

(® Note
HEYHE , MELRE content-type. cache-control = patho

aws mediastore-data put-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --body README.md --path /
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ERAEER

folder_name/README.md --cache-control "max-age=6, public" --content-type binary/

octet-stream --region us-west-2

LT HfI#ERERE :

"ContentSHA256" :

"74b5fdb517f423ed750ef214c44adfe2be36e37d861eafe9c842cbelbf387a9d",

"StorageClass": "TEMPORAL",

"ETag": "af3e4731af032167a106015d1f2fe934e68b32ed1aa297a9e325f5c64979277b"

WARMHFNBE

BT LAER AWS TEMediaStoreE A RN FRER SRR LEREERRFHNIRE (MHENER
K)o TERRFHEENRTRIUENRZFERRFHNIEE, ERBFTRESLENRHFERK

IEE AT LAE A AWS CLI SRR R IR RV R BRI KBE,
EERARERRTNYHBE (F28)

1. BRAMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,

2. 7 Containers (A88) HE L , BEEELMERGEZERNRNBRNER,

3. WREBEEREEZEENRNER,

AEFERMBEIHE YR TREFREXERRFHNERRRD G,

EERAREERRTNYMHBE (E#£8)

1. BRAMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,

2. 7t Containers (A88) HE L , BEELMERGEZERNRNBRNER,

AEFEERBEIHE YRR EFREXRRTNERRE Y+,

EERGRESRTHNYHRERKFEE (AWS CLI)

EAWSCLI A |, Ef list-items @85

BIREE
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aws mediastore-data list-items --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --region us-west-2

AT g6l R ERE -
{
"Items": [
{

"ContentType": "image/jpeg",
"LastModified": 1563571859.379,

"Name": "filename.jpg",
"Type": "OBJECT",
"ETag":

"543ab2labcdla234abl23456ala2bl12345abl2abcl2al234abcla2bcl2345a12",
"ContentLength": 3784

3,
{
"Type": "FOLDER",
"Name": "ExamplelLiveDemo"
}
]
}
® Note

¥ seconds_since_create RAIRHNYH LRSI ESTE list-items EER,

EERAREERRFHYHRENRKBE (AWS CLI)
« TEAWSCLIH, A list-items 8% , YEFRNERISHEENERRER -

aws mediastore-data list-items --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path /folder_name --
region us-west-2

LT €@ RERE :
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"Items": [

{
"Type": "FOLDER",
"Name": "folder_1"

"LastModified": 1563571940.861,

"ContentLength": 2307346,

"Name": "filel234.jpg",

"ETag":
"111ala22222alala222abc333a444444b55ab1111ab2222222222ab333333a2b",

"ContentType": "image/jpeg",

"Type": "OBJECT"

(@ Note
¥ seconds_since_create RAIRRFNYMHTIEEZEE list-items EER,

WAV E A

LEBIETE , AWS TEMediaStoreEF R —LFMEEF , HlAEk B, ABFKRE. ETag (ERE
B) MABERE, s27THRIAERAYHENHEER  F2E8MediaStoref2 HTTP RREVEI BB,

EEZRAMHNFRER (E£8)

1. BRMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,

2. 7E Containers (R8f) EE L , BEEEEMERGZYHNERSRENEHE,
3. NMREBEMBENYHREREERKP  FREZRFEERNKRER K BEINEFIEMHERL,
4, EEYHEHNER.

AMEFAREMRBEIHR YR RN MEEER,

EERGYHNFHEER (AWS CLI)

- TEAWSCLI®# , £/ describe-object &% :
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aws mediastore-data describe-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path /folder_name/
filel234.jpg --region us-west-2

LT IR RERE :

"ContentType": "image/jpeg",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ContentLength": "2307346",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeestdd89ff7f555555555555da6d3"

TEHF

R

Ch

ALERAEERARTEHY4. EATER AWS CLI RTH—E¥#4 , IRETIDHFN -0,

HE NEYMH (FEE)

1. BIRMediaStoreE£12 & https://console.aws.amazon.com/mediastore/o

2. 1£ Containers (A8 HE L , EEELMETHZYHNBENERE,

3. MRLRETHNYHREEBAERRY  FREZZEENRERE , EXEFIZPHA/L,
4. BEYHNER,

5. 7 Object details (¥I#F##EF) EE L , i#{Z Download (T &),

EETHYH (AWS CLI)

£ AWS CLI # , £/ get-object % :

aws mediastore-data get-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path=/folder_name/
README .md README.md --region us-west-2

UTspIERERE :

"ContentLength": "2307346",
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"ContentType": "image/jpeg",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeestdd89ff7f555555555555da6d3",
"StatusCode": 200

HE NEYHER—EB2 (AWS CLI)

- FEAWSCLI # , £/ get-object &% , ¥ EEHE,

aws mediastore-data get-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path /folder_name/
README .md --range="bytes=0-100" README2.md --region us-west-2

AT gl R EEE -

"StatusCode": 206,

"ContentRange": "bytes 0-100/2307346",

"ContentLength": "101",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ContentType": "image/jpeg",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeeestdd89ff7f555555555555da6d3"

il B 40 4%

AWS ElementalMediaStorei2 it 7 B2 MR WA T EIRE :

- MBRERI. BEINER.
- BEAHEA-RMBRAF[ANFTENG. RALEFER AP I | AU IRE—i API A,

- FEYHESEHEE , MEEYHEIREFEHRMERY 4. BEFEINEM.

il B 40

BRI LAMER EZE AT AWS CLI RERIMBRM 4, E , SR EYHERBREE  EUHETR
FPNEEFZRHREBRBRYG  EZERUAMBRKBRANAE Y4+
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® Note

B IS BRE R IR Y — Y4B | AWS ElementalMediaStore ® B B il Bk it 2 8 58 LA R (AT £
ZERRLEBHNZERK, i, BEBREE—EBTFEEMER. 5 premium WERK | B
HPBE—EEAH canada WFERRK, canada TERKXBZE—EEE mlaw.ts HER,
MR EMERER mlaw. ts , BIFREERERFMER premium M canada ERRK,

ETMBRAE (THEE)

1. PBIRMediaStore£12 & https://console.aws.amazon.com/mediastore/o

£ Containers (A85) EH L , BEEREEMBRZUMHNERZERE,
MREEEMBRHYERERBER RS , FREZZENRER , EFEFIZMGA L,
EEYGERAEAINEE,

i#1Z Delete ().

o M w0 b

= EMBRYWH (AWS CLI)

£ AWS CLI # , £ delete-object i H,

g4 -

aws mediastore-data --region us-west-2 delete-object --endpoint=https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path=/folder_name/
README . md

e HREELEE,

=3
B

o

LEZERER  URRREFERRANAEYNG. RE , S EYHLEREREE , EUHRE
FEBRREFENREBMERYA , &G LUE R MR 4o

Het
I}

2)
E(A\)Y

H

B oX
| =

>
~

/

1
Aer (EEA)

it
He
%

1. BRAMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,
2. 1£ Containers (B8 HEH L , AR ESTHNRBBRIERE,

BERER 59


https://console.aws.amazon.com/mediastore/
https://console.aws.amazon.com/mediastore/

AWS Elemental MediaStore EREER
3. iEIF Empty container (FZ=& ). EHEEFRAS,
4., ENFHNUAPHARRLBLURRELEEFTTENARSR , RAREETA,
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AWS Elemental FH Z £ % MediaStore

VERZE AWS BREBEIEF. A AWS BF , BUUZRERNERNF ONMFEREE , ELEER
ATRERZEHRABHZIRMEES.

ZEMR AWS Ml cBWHEERE. AESEEEREHERATRNEZEMNERPHNLEM

- BEIRNZEM - AWS EEFREE FHIT AWS REHWERRE AWS Eix, AWS 11_7,;5_,4’1%1
2FEANERSE. FZHFEZAESEHARNBIBRMALZSHNENYE , MABAWS SRTEN—
. BETHERRN AWS Elemental & # 518 MediaStore , 5EZ2BAWS Aiﬁn'l'iﬂﬁelﬁﬂﬁﬁﬂﬁ
%o

- BElRN RSN - ENEFEORNEER AWS HRE, ShXAHHMRZEE K SFERNER
., BRANERNMBREENER.

AXHAIHBE T B EER BEAXBNEEERE MediaStore, T 5 ERER A MAIERE
MediaStore AR EEN L2 MNER AR, BETHROMERHEM AWS RE KRG EEZNRE
MediaStore &R

FHE

« AWS Elemental F# & #{R#E MediaStore

« AWS Elemental # Identity and Access Management MediaStore

- 1£ PEEKFIEEFE AWS Elemental MediaStore

- AWS Elemental B & # 55 MediaStore

« AWS Elemental F# 8 REEH MediaStore

« AWS Elemental FHE# L £ MediaStore

- ElBREEEREA

AWS Elemental & #B4RE MediaStore

AWS HESEERERAR AWS Elemental FH & BHRE MediaStore, MERFTIR , AWS BF
FREIHTE NEHERE AWS Eif, FESHECTHERSRBELLIEERATHEGE, RtEE
BEFEA AWS R WLZSHENEEREK, NEERBAENEEN A F2REREAE,
FAQUEBUNERHRENMHEBRENR , FSEAWS T2 EEE LMWAWS HESEFEERMGDPREBERE
XE,
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management () SR EBBIEAEIAM, W —R K SEEHEDISESRETK
HEKRMAENTT. RMACEZRERATIANREER -

- BEERFERZERE (MFA),
« {£/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 M Z&F TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEERI{EA CloudTrail R EH#EEL AWS SEEIH
EEH , B2 BAWS CloudTrail  ER&ERE) RHER CloudTrail #3,

- EF AWS MEMARAR , UREPHWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

« MRIEHE AWS BB T HIREH FIPS FH BFE 140-3 EREBRENZBREEMEAP , FER
FIPSim&h. ME R AFIPSIHHENFMESR , F2EBHEFREFZE FIPS) 140-3.

BEMEEBRCEUITESETFNE B iU FREIBRAET  HERRIABHBANFRL
B, BB BRI, ESHELMER MediaStore E AL AWS BR# £F EEAAPIAWS CLI, = K
AWS SDKs, ZBEZRBEIAABANZRUPBANEAERBAIREARGTERZE B, MREHK
URLIRHG A AR , MARBETERE PE2E A AEREFAURL , UBREHZARBFNFER.

BRI

MediaStore {# ¥ 7124 AES-256 JEE L INABRERSZNYHEH., BEEMHEH MediaStore LA T 5 HF
REEHR -

- BUBRBBER , URFHZABRTEER RGN EFIE, MEFMEHR , 552 Mthe section
called “BEFHE",

- BUBRRERRLE (CORS) BUR , LAFFEZEM M FEUEMN MediaStore ERNEBERIR. £HA
CORS , A LUAHHAEERBNAFRE Web ERAEREFRERETNEREE, MEFMAE
A, 552 Bthe section called “CORS B %,

AWS Elemental 89 Identity and Access Management MediaStore

AWS Identity and Access Management (IAM) 2 AWS fR¥ , Al HBIE B E 2 £ thinH ¥ AWS BR
WER. IAMEESSEHFETURE (BA) MIRE (EFFT ) REA MediaStore ER. 1AM
REMUREFER AWS RE K |, EEEAER,
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&

- BEER

- FRASSBE

- FABGREEFIVE

« AWS Elemental 20fAIfEH MediaStore IAM

« AWS Elemental 8 & 5 B BR 5K #85] MediaStore

- ¥ AWS Elemental MediaStore § % MFEE THED

BEHER

FE A AR AWS Identity and Access Management (IAM) € 8RR , BURAEEE D HITH IT/E
MediaStore,

RFIEERAE — MREFEA MediaStore RIERBTENER , AIENEEESATRUFMENEAE
BT, EEREAES MediaStore TIEERHIT TER , B EFEREANTAT. THEFINER
FRAHBEmEESFERERNT ., HEMEEFE MediaStore PR IEIIEE , F2E ¥ AWS
Elemental MediaStore § % MZEBGETHRIERER.

REEES - MREEEF/\F) MediaStore WER , B AIAEHEHE #I TR FZHUE MediaStore, L
=Y B BR 75 F A & FE/ZEX MediaStore (I THEERE IR, BEEXERBRERBEHN IAM BEE |, K
BELREEAENGTT. SR ERLNER  BR IAM NERES, EEE—DS THELFWNMA
IAM#EBL 5 MediaStore , 5528 AWS Elemental #1141 MediaStore IAMo

IAM EEE : IRERIAMEREES , EEETHRINREBRUEEFIVENFMEFA MediaStore,
EERRETLIE RERAALL MediaStore 50 AEBHBEREHIIAM |, 5528 AWS Elemental B9 &
7 B BUER 45 MediaStore,

e M & 2 B

BErBREBEEEAWS FHFSBRBANAR, BS4EALLAWS IRFIRERES Y. IAMERES DR
BT IAMBERERFE ( EA AWS),

U LMERERE P RREENER  UBESED AWS BB EDEDEA . AWS IAM Identity
Center (IAM Identity Center) £ &, BRBNE—ZASDEBE | LIREH Google = Facebook &
AER  MEBMSEINES, ERUBMEEP2EAR , FNEBE X CHREMEA IAM AENEE
o, BERERABSE AWS 3o FH B, feBEEEae,

BEHR 63



AWS Elemental MediaStore EREER

REGINEREBRRME , BB A AWS Management Console 5% AWS FERA O#f@th, MEE
ARGHAER AWS |, F2EAWS B A (ERAEER) PHNINAEAEHN AWS IRF .

MRELL AWS BRI AAEFR , AWS SREKBFZBEMH (SDK) Manw5IRME (CLI) , LAERE
B BABRURBREZESNEZBENFER. URETER AWS TR | AIXFEHITHEEFR, NFHE
RERFEBTEZFRNFAFMESR , F2RIAM ( £AERRE) FHAWS APIFERHEFRZ 4,

EREERAMNES P RES L , BT ERHEINZEHERA, flln, AWS BEELFERAZER
#F (MFA) RIESIRFHNZ M. EEE—T TH , FZ2EAWS IAM Identity Center  FA&EERE) H
WZEBZREIFM) IAMERAEERE) AWS PR ZEEZZEFHIAM,

AWS IRF RERE

EREY B AWSIRF , B8R —EZEASF DG , RS2 ATBEEFW IRFRIRAE AWS BRI ME&E
Ro WEDHA AWS tRF Theroot EAE | AIEIR A ERREIUIRFNE F B4t MBRFE AR
FHL MAEBETBURCEAERERAEER. RECNREAERRE  LRKERARAITREBHR
ERERITHER. WEFELURERAEFIBANEIBEFE , F2HRIAM ( £AEER)
MEZREHAEBFNER,

BS 55

REBKR , ERALEERE SRETECESFIHENERE  FAKRKEAER AWS R 25
DRHEBSREFN .

BeEgo_RRBEBLEFHEBK. Web 0 MHE. AWS Directory Service, & % /0B #5F
fAIEREB S 25 RIFIRHEEFE AWS RS FENERE, EBE 5976 AWS 1RE |, eMEEE
A, MACSRHEREAER,

HREFXEREEE , RPEZREEA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BUFEAENEE  EEUTNEZYELHEECNEIRFEFN—HEFERAENEE , LARFE
AWS tRFE M FEARER. WFE IAM Identity Center FIHHEIE A , 58S BAWS IAM Identity Center {
A& P EER IAM Identity Center ? o

IAM {3 & F B4

IAM EHER PERE-AESREABRNBETT AWS IRF 55, MRAE  RMERKERE
BRE A MIARERVEREZBNFHERFRHABEIAMNERE, T8  REERENEARFFEE
IAMEAERBBEAER  BERLWIAFIER, WEFEER , BF20IAM ( FAFEER) 1Y
EERMBENEARSENRREFNEER,

ERIDBE 64


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials

AWS Elemental MediaStore EREER

IAM B R —BIETE IAM FAEEANER, SELUBEESFE, SUUERARER—XAES
BEAEEEHT, HETEEEAEFAEFITNEFEEEARS. Hl , BULIEEREA W
#HIAMAdmins , WIRFEBEEE IAM BRENEEFT,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BACGHNENREHEARZEENA
BNE. EREHEKANKRYER K EBACERHBRERE. sEE-STH K F2HAM (£
HiEm) PHIAMEREFEAZEH.

IAM B

AM AER FEEREHFT AWS IRF N85, BHE IAM EAERL , ERTEEBEASE R
B, EEERE PIEEIAMAE® AWS Management Console , BAI LI EEHAEREIAME R ( EiE
B ) o BRI 5 AWS API AWS CLI 4 , SiEA BT RIBEABURL, WEEAABEENF
HER , FSEIAM ( EREER) PHRREACN S .

FRABEEAERN IAMAGETYERFIEEER

- BEBSFEAEFN — NFEOBESESERSTT , FEIAG , TAABGERITT. EHSEIHE
TEIRIERN , XF/7SHEACELBEH K UERTHACERNTT. NEBSACHWMEEENR ,
HF2EIAM ( EREER) PHAE=F80RMHE (HE) EVAE, MREMEA IAM Identity
Center , BRI LREFNTE, EERH S ERIJRTUFIHLAZR , IAM Identity Center 7%
FFAERE A EHEBEIAM,. MEEBRFAISHNENR , 52/ AWS IAM Identity Center A &5
ERERER

- WEFIAMEREFTT - IAMERESAGATUEE IAM 86 , EREIREEBNTEFTT.

- BIRFEEIE - SULER IAM A8, AFTRKRFHFNEAN (REEHNERE) FEEIKRFHNE
R ABRRTEIRFFIENEIERN, T8 , HREL AWS T , B EZEBEREEE
BER (MTAREAAEHANRE )., EETHEBIRFFINAGNEREBRRCENER , F2
BIAM R EERE) FHEIREERFIAM,

- BIRBEE - B AWS RIS FHAEM FrThEE AWS RIS, Flin , EEEREH WY 6 | KRS
BESEKE Amazon RE{TEARR , EC28 1 Amazon S3 REKYIHE. RIS AN FEN
U, FRARKACSFERARKERAGKRIITIIEE,

- BEAGFHTRER (FAS) - BEER IAMERERAGEEPHTEER AWS , BERRAE
Ao BRERRERBEE , SRUT BIF , ARETENRBEPHE S —EEE. FASEREA
W B EZFEAGTA AWS BRTE |, iES B TR AWS BRI RHEFRNFER, FASRBEERK
WEIFERE , T EREFR , BX EEAM AWS RE S BEREBUTR. ERIERT , B4EE
ERTEMEEENTT. WEREFASERENBRFAEMNES  F2REEFIIERE,
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. BEAE - BEACRAMBEREINA® ARREHTHE. AM ERE TR IAM AR
V. BRAMBESAR. DEHMER  BLSBAV (EREEE) FTHEYACUESFTE
TRAS AWS FRES .

- BBERAE - BRERACRERE NRBACEE AWS ¥, BRBITURERKRENTH
At RBEEFACEHRAEEN P AWS IRF | YHBRK#EES. IAM EESTRE , B
T RefmeE AR5 E S A B RYFT Al

« 1£ Amazon EHITHWEARER EC2 - BUUFER IAMAGREEBEEC2HTER LT EAEN
WERERF = AE R, LARIEH AWS CLI 5 AWS APl 553k, ERE EC2 #ifTERBAEREMESEN
B AR. BEM AWS ACERGEC2HTERYSHEMRGHFIEEARS , BB ERE
EHTERNBTERERE, BTEREAESSZAE , WHTE EC2 H1TEE LHTHWRE
XS EREAER. NEFHMAENR  BFS2EAM ( FAEER) PNEA AMEEEFIRTE
Amazon EC2# 1Tl L EITHERARER,

ERABREEFHE

FAEBEY BRI HEEE S HHEIR AWS RIZH AWS FHEFER. BER PHY4 , AWS
ERSGSREFREUEBE , SERHNT, EZFA (£AE. REAEI/CTHERE ) &
ARE , & AWS FHEELEE, BERPHNFIRERB AFRIEBFER. KSBBEEUISONX
 AWS FEXFHE F. MFJSONBERNAHEBNARNFHES , F2HRIAM ( £REER) F
A JSONBUR#E S

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEEREERE T o8
FEER#TURLE B

HERERT , ERENACREHT. BERTEAEHMRERUTEENRT , IAMEESLE
VIAMBER, A&, EEESTUKIAMBRHEEAE , FAETUAREAR.

IAM BUREBZBERNFTA |, EmEERMESERUTRE. flW , BEREEF B
iam:GetRole BMEM IR, EBKBURKEME AJLLE AWS Management Console, AWS CLIZ
AWS BUS BB EHRAPI,

B RBUER
55 HHERATEEE 5 WISONFTREH , SIMAMERE, ERERERAS, &

EHRRURHE G5 EMERSE TRYBLEERNTHLEDE, EETHENTELISSEBK , F2
BIAM ( EREERE) PHEAEFZEBRRESR HATIAMET A,
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BOBEBRAME-SOERABRBRIAZERR, ARBRSEZARINE—FRE, FAIAC, 2
ERRRBMNBCR , B LLEES DS EERAE. FENAR AWS IRF. SEBREE AWS %
ERRNEFZERR,. FETHNAEZEBRIARBREETRRE  F2RIAM (EREE
M) PHESZEBRRNMARBER BETEE,

BEREHR

NERABRBNBRELEZEERISONMNBE 4, EREBRNEFTEIAMA BEEBEN
Amazon S3 FEIBEX., EXEEREBRNEES , REEEETUFERACHREHEISEER
WEFEER. HRMNBENER  BREEREEN TR UUHZERATWEEAREMERSET
HITHEE, BXHBEEREBKRPIEEEE, TRAULIGSIRE, A%, A6, BEBIHERE
=; AWS IR,

BEREERRUAZBBEPNARBEK, SEEEEREBRAMAEARE B AWS ZEBXK.
TFHIZ 7B E (ACLs)

FHUZHEE (ACLs) £HIMLER (IRFKE. EAENAR ) EFFNMERNFFT. ACLs Ffl
RUERBERVBER |, AT EHISONBUERIAFER,

B

\

Amazon S3 AWS WAF#] Amazon VPCR X &E HIREEHHFIACLs, BEEE—D TH ACLs , FLH
{Amazon Simple Storage Service B A B15r) PWFEURFEE (ACL) BIE,

HtBREH
AWS X RHMBAERNBREE, EERRBETRERE RBRREER FENSKAFFT,.

- FARR-FUIRBRE—EERINE  SUUETHPRES P EBERITRFIAMESR (IAM £HESR
Al ) WRAHT, BUUABREETTIRE. AAELENTFISRERN S P B BRMHEFFTR
BRARE, B7 Principal MUPEECEAERACHEREBERUTEZEFFIRRRES. AE
EEBERTHNAREEHEETXAN. UFEFURARNFHEF K F2HEIAM ( EAFEER)
HIAME BT R IR,

o BRIEIEHBK (SCPs) — SCPs R AMBBAEMENL (OU) in. IBEZRAFFATJSONHBEE AWS
Organizations, AWS Organizations @ — AR ENEFEELLEHEE AWS 1RF 1 ZEM AR
%, MREMAMBEBPHFMEINGE , AITLUEREESBE (SCPs) EREEMASAMEIIRS. SCP
REKERFFEBNGT , SESEER AWS IRERERAE. WF Organizations F Y FEAHE A
SCPs , 558 RBAWS Organizations { FRA&EERM) PHREZEHBER,

- BREFIER (RCPs) - RCPs R /AR ERF P ERZ AR AFFAIJSONMBUR , MEAERN
EEFEHEZEBEERAMHBE. GRCPEFKERFFERNTA , L AIEXES TN EX

EABRERFEE 67


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS Elemental MediaStore EREER

A, BEAWS IRFIRFERAE  ERTCHAREBRENER., WE Organizations M KEFHER
RCPs , 8% AWS ¥ & WFEERCPs , 552 RBAWS Organizations { FA&EERE) PHERE
FHBER (RCPSs).

- TFPEERBUK - THERBERR —BERBEX , Sl EERREEAN S RNEVACSBEER
ENETRTFEERE  MASREE. MELETFMERNFITEREAENACH ST EBERNITE
FEERBURBI RS, FTAAILRAEREER, AEEEBRTWAREERGEERTZ AN, WEHF
WMER , F2H IAM EREERPH TERERBER.

SEBRER

REZERREEERIFRE  HERTANTISELAEN, EMHBLIER, B2 THNMAWS &
BREBBRBERRERBANFR , F2H IAM EAEEETNBCRFHME#EE,

AWS Elemental 204a/{£ /A MediaStore IAM

EEER IAM B2 WWIZEUE 2 81 MediaStore , 5558 7 MWRLEIAMIh BE AT B2 2B £ Fl MediaStore,

IAM & 8] LLFEBE AWS Elemental {5 #9Zh 82 MediaStore

IAM Ih&E MediaStore 1%
BoRBE =

BRBEBX =

BRB =

BRER =
BORIRH R RBEE) =

ACLs B

ABAC ( BEFHER ) %)

il =

EX Hial =
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IAM ZhEE MediaStore %12
REAEE =
RIGELAE =

ZERAT R MediaStore ME M AWS BRI TR B K ZEBIAMIIEEER | B2 BIAM R A
) ./ AWS BRIEIAM,

H & 9o BB MediaStore
TEEHEBEK 2

B BRRRETLGEED 5 29 JISONFFAIBERX M |, SIIAMERE, ERAEFARAE, 8
BRI H & 0 EAEGRG TREBLEERANTHLEDE. EETHRNFTELISGIBEE , F2
BIIAM ( ERAEERE) PHEATFZEBRES B IAMFTA,

£/ IAM 2 BEBER |, B IEEAFRIEBNBENER , UREMERG T RFFREEBEE. &
BEESSTERRPEETE  RASESEAZEENERAESAR, BETHETLIEIJSONEEH
ERANMAERE , F2EIAM ( £REER) PHIAMISONBETEZE,

1 & 7 B BUR € 5] MediaStore

£ EME MediaStore B0 BBRME ] , 5528 AWS Elemental B & 9 E B 5K €5 45] MediaStore,

R EIREBEK MediaStore
TEEREBXK : B

NERABRBNBRELEZEERISONMNBE 4, EREBRNEGHTEIAMA BEEBERN
Amazon S3 FEIFBEX., EXEEREBRNEES , REEEETUFERACAREHESEER
WEFEER. HRMNBENER B EREEN TR UUHZERATHWEEAREMERSET
TR EE, BXBEEREBKRPIEEEE, TRAULIGSIRE, A%, A6, BEBIHERE
=; AWS R,

EEMABIRFEFR , BUNEEEHMIRFEANAMEIIRFSN IAM BE , MANERSERBERMN
FitA. MEBIRFETREZEFREIK , RAREUGEEAN —¥. EXRBNERVRATENER
AWS tRF , FERFPNIAMEESHAARTERER (EAENAR ) FRERNT. HEB
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#E D BERRKEEIERRREFT, T8 , REFREPREAMEERFFNERETFE , ERH
FTEEFRINNETEBER. NEFAET , F2RIAM ( EREER) PHEIRFERFIIAM,

(® Note

MediaStore th X EREFHER , LEEMLETBER (RFE. £AE. AENBESESFER
&) ALERSLEHTEE, NEFMER , BFSEEEHE.

K B 2R B 4E MediaStore
TEHEHE: 2

EIEREE A LMER AWS JSON BERRIEEH AIUERAR, WHER , BHMEEBRE A BERA T oSt
EER#TIRLE B

JSON BURHY ActiontEEBRBAE AT LR R A HIEEB R P FHNEE. BRBFER R HEAEEB
AWS APIREHEIN B, B —LHI5R | Sl BHEFAPIRENERFTAEF, B —EFXF
ERRPHNZEEF, ELBENNBERSEREE.

HREERABERE TUTHBBEBENFTT.

& EEF MediaStore EIMEFE |, F2RARERESZEFHH AWS Elemental FEZ K EE MediaStore,

P BER B EE B ¥ 2 B MediaStore A T3IFH :

mediastore

EREE-RAXNTEEZEEFE , FRERD R,

"Action": [
"mediastore:actionl",
"mediastore:action2"

]

£ EMmIR MediaStore B0 BBEREH| , 552 AWS Elemental 19 & 9 B B €55 MediaStore,
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KB R &R MediaStore
TEBXRER: 2

EEE A LAER AWS JSON BIRRIEEHAIUERMAR, WHER , BMEEBRE A BERA T oSt
EEREATHL B F,

Resource JSON R TEZERTE BMEERNYH. AN ABEE Resource = NotResource Jt
£, RIEBEHEFEHE Amazon Resource Name (ARN) IEEER. BB ERSEERENNE
£ (BAEBRBHREFT) RIEEM.

HRIAXBERBRETINEE (BlwdHiRE) , FEABAF R () RETERXNEARMEER,
"Resource": "*"

£ EEF MediaStore ERER L HE HEEARNs , F2ERBEESEZFH AWS Elemental E&EH
&R MediaStore, &E 7 fRIET LAE AR EERIEEFSEERARNE |, 28 AWS Elemental &
M B E MediaStore,

MediaStore BEREREAF T %/ ARN :

arn:${Partition}:mediastore:${Region}:${Account}:container/${containerName}

ME B WEEMEAARNs | 5528 Amazon Resource Names (ARNs) AWS H IR #5573 %5 o

Blan | ZEEERARRPIEEAwardsShowA s , FEA T3] ARN :

"Resource": "arn:aws:mediastore:us-east-1:111122223333:container/AwardsShow"

A BUR R4 3R 5| 88 MediaStore
TERBEEBRFERTEEE . 2

EEEWLUER AWS JSON BRRIEEH T UAFHAR, twHi2R , MEEREERS T oA
EERHAITHLEBIF,

Condition jt# (8 Condition [E#R) AIEGIEEERAN E RN R, Condition TERERAE
B, BUUBRNFERAREEE FNREEER (FINERTIR) , REYWBEPWERENERPHE,
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BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

BHETUEREERGSFERRZNERE, Al , EULREFRAEEHRE AM FAEZBERE ,
RENERNFIRTXZIAM ERAE, UEFHAER , F2EIAM ( EFRAEER) FNIAMBET
i . ﬁ%ﬁ%u*%%o

AWS X E2EFR4REIBMBBEERMHREIR, EBEFME AWS £ER4FREIR  F2
BIIAM ( EREIER) PHIAWS SERFABTZREIHE,

£ EEF MediaStore R4 RSIBEE | F2RRKERESEFRH AWS Elemental BV &4 FE 5|8
MediaStore, ZE T BRETUFERFRGERSIBNEBENER , 528 AWS Elemental EEMNEE
MediaStore,

£ EM1E MediaStore B0 BBEREH] , 5528 AWS Elemental B & % B B 5k €5 45] MediaStore,

ACLs £ A MediaStore
*E ACLs : &

FHUZRHEE (ACLs) £HIMLEEER (IRFKE. EAERAR ) EFFNMERNFFT. ACLs Ffl
RUERBERNBER |, AT EHISONBUERXAHFER,

ABAC f#F MediaStore
Y ABAC ( BERHFWEE ) : #Ho

B RFEUES (ABAC) R —ERIZBMERF AN RERE, £ 7 AWS , EEBUHBARR. £
DR EREZIIAVER (EREHAR ) WS AWS BiR. RRBERBMNERRE NE—FABAC,
A&, BT LRFTABACHE , EXTRNERNTSHER PR ER LW RBE RFFRE,

ABAC BEBIRAREMENRE YRR EERRERSEEHNER.

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4G %58 , THENGRETESF , RUEBEA.

NRBBHEXESEEREENLF=BRGR  REZBRBMS , EH Yes. NRBBEERELE
REAEN SN =ERFS®R , AEA Partial,

MFE WFHMEFABAC , F2HEIAM ( EAEERE) THEAABACREERT, BERRETSRE
ZSBNHBRIEABAC , FSHIAM ( EREER) PHERBEEFEERSE (ABAC).
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B RS A E R MediaStore

TEGBRERE 2

ERGERBEERREAE L AWS RIS E1EH, MEFMAERA , 25 AWS RS 55 WL iR
BEAEHR , BZEIAM ( FREERE) RAWS R FH IAM .

MRE AWS Management Console ERFERAEZBNEZRUANTMALEEZEA |, IRTEFERANZ
REEEAER, i, B8 AWS FAATMNE—&A (SSO) EEFH E , XEFEEHEIHEEFE
AER, ERUSEREFSEATES , RARVNRACE  C2EBEIRIFER. NFERACKHH
HEF , F2EIAM ( FAEER) PRREEAETRIIAVMAE (EEE),

A LAEA AWS CLI 2 FEIEVEEREZAER AWS API, A% , BA U EAELERRAERRE
B AWS, AWS ERZBREELBRIFIEAER , MARFEARBENESHR. WEFHER  BFBE
MR L2 E AIAMEE,

Y % B 7% £ B 5F 7 MediaStore
T EEEFIRTERE (FAS) : 2

EREA AMERESAGE FRTEER AWS , FERRAZFTEA. EREARLERER , &7
T BF , RRETRNRBEFRE S —EEF. FASSERAFY HEFEAFFT AWS % , &
& BTRERE AWS R REFRVFBR, FASREERBKRIIFERE , T ERHEFER , BX EHM
AWS fi# = BEIREEBNTK. ERIFERT , ELAEEFATEMEDFENTA, WFERBFASHER
RHBRFAES  FEREEFRTERE,

MediaStore R A &

xEREAG R

BHACRIAMBBEENA® , TRAKREHTEE. IAM EES TR IAM REIL., &AM ERR
BAG, WEFAESA  F2HEAM (EREER) PRNELA BT EikiG AWS R,

/A Warning

SFERE AN e ET MediaStore ThEE, R BT MediaStore 1R 5|8 | FBEfREE
REAE,

B RS E & A & MediaStore
YERKEZAR . B
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RBELACRERE WRBACED AWS BB, BETARERRCATHENAS, BIHER
AEEHRESH B AWS BF , LHRRBHEA. AM EERTURE , BT EAREHELASH
T,

NFEBRUSREERBEGACNFMEN  F2EAWS EA WRBIAM, EXREPSHREE , Eha
ERBEFAGHETH Yes. BERER , LeRZABRBHNRBERFABXHS,

AWS Elemental ¥y & 4 B i K & 5l MediaStore

RIFTER , FAENACTEBEILRIE N MediaStore ERIVER, ffithEEFEH AWS
Management Console, AWS Command Line Interface (AWS CLI) 2 RT3 AWS API, &EEF
FEAEHMEERBTEENGTT , IAMEESURIIAMBR, A%, EEEUSIAMBEH
BEAG , FAENUREAR,

EETHEOMERSESENBEXHREINAME S BEBRNISONBE | BF2EIAM ( FAERE
B PWEMIAMBE ( £#4),

WE EENBEMESRERWFMER MediaStore , BIFEARNSEBEERERYN KX , B2REARBE
E2EZHRK AWS Elemental BWEB){E, BIREFGFHESI# MediaStore,

e

- BRREER

- £/ MediaStore £## &

- RAAEAEREMMBCHETT

HRREER

e RAERNBREVEHREAATUEY, FIHMERENRS+ MediaStore WEIR. ELBFET
RREREHN AWSIRFELER. ERRVIRES P HBRE , FEE T EIRERER

- FRIBER AWS SEBRRYERREERITT - eERBHATRTENCEAENTEESE  FEA
AWS ZSEREK , AR THSEREARS, eMTELN F6£H8 AWS IkRF. BfEREER
BEREARS AWS NEFXEBR , WE—DRDFH. WEFHEA , F2EHIAM ( £REE
) I AWS ZEBERR AWS EBHHBHZERE.

- ERRERRET - BAER IAM BERRET IR , RERTFHTEBAENTT. AEHIE
By, BALERERERG T TUEREERRINEE  EUBARKEERT. WFEEA IAM
ERFFUNFMER , F2HIAM ( £RAEER) PRBEMFFAIIAM,
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« FEMIAMBUE Bt R — SR ER . BTSSRI ERE , SRS HBERN DR FE,
Bl | EAVRBBE R RIS R AR RBLAER EESSL, MBFBRE ERAREDHE , £
7 LA 5 {65 4 S48 T 17 B AR AS B AR O RERR. AWS FRES | 120 AWS CloudFormation. M1EE5H4EE
F, BSBIAM ( EAEEE) FHIAMISONRETE : Hi

« {£/ IAM Access Analyzer B EHIAMBEE , UERZ £ HINEEIEEMFFA - IAM Access
Analyzer EREBEFNHNRENEE , FHEFESIAMBIRTES (JSON) MIAMREE. IAMAccess
Analyzer {218 100 EBERENTITHER , UGB ERELXLBEANBE., NEFHEHE
A, ESEIAM ( EFAEER) PEEA IAM Access Analyzer 5258 B,

- FESEFEERTE (MFA) - MRZHRHIFE IAMERAEDR PHWRFERE AWS IRF |, B MFA
DESEANZEM, BEEEFUAPHREMFARER | BEMFARGFEEERNBEE. WFEFHA
B, F2EIAM ( FAEER) PWEA L2APIFEIMFA,

WE FREBBNFEEAIAM , F2HEIAM ( £RAERERE) PHNZEHREEBIAM,

£ MediaStore &

Z E17HL AWS Elemental MediaStore £# & , B4 BH#HE —HREF T, ELFAMLBATFEIIHM
AR B MediaStore ERIVFFEMER AWS IRE, NMREEVHEEANEHFTERENE 2 HBUR |
AEREEZBENER (FRERAR) ME , TEAMEEZNFESERE,

HREH AWS CLI S ETFUNERE , BFREAHREILATT AWS AP, BRI, RAHK
FESR ERATAPINREBGHBAE,

ATREERAENAGDATLUMEA MediaStore T2 A |, t15E#E MediaStore ConsoleAccessts
ReadOnly AWS SEBUREZTER, MEFHMEEN , BF2EIAM ( FREEE) PHFIEFIGEE
ik

RFFERAERAMMAECHEFT

LtEEflE REMARIYBER |, FF IAM ERERRERIGMAERAES T NABRRZERR, K
ROEEEEE LTRUBFENETT , NEM AWS CLI = AR KR HF XN TR B ENFFT AWS
APl,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥} AWS Elemental MediaStore & 7 M FEHE/T S EZ &

{55 A T 51 3 2R 1 B S8 B0 BT A4S 1IE 6 A3 MediaStore 1 BFRIAEEEIH & R EEIAM,
£

- BEEE PHITEF MediaStore

o REEHIT iam : PassRole
« REEA LU AE AWS IRE ZELEH MediaStore &R

REELE PHITHE MediaStore
MREBNBEE  SHEREREANTEE , CNBERSLEEH , AEFEATEE,
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EmateojacksonAMERA B ERFER TR EREEBNy -example-widget ERNFEMENR , BR
BEM¥mediastore: GetWidgetFFaJ b , B4 T 5 & HIEES,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mediastore:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson EAFEFMNEHXK , LFFEM mediastore: GetWidget BIETE
B my-example-widget BiRo

MREBEEWHE) , BREEN AWS EEE, FHNEEESREENEERE.
REREE T iam : PassRole

MBRSRUNTEER  SHEKREEESIT iam: PassRole BifE , BHNBESLEEYN , ALK ACEERE
# MediaStore,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

AT EEBISEEREE R A marymajor Y IAM A FEFE S E A X2 A 7E MediaStore REITEIMERFEE &£,
BR , BEFERBREEERBEAGR TN T, Mary RERKACEEEZXRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREFEEZWGE , FHEEN AWS EEE, FNEESRHENESEE.
BREARF UWAHAE AWS IRF FEEFEB MediaStore EJR

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, EUEEZE LT
EEEMHDEZXAR, HRXEEREBRIFIZHEE (ACLs) WIR® , AT LUERELBIRRK
BFAEBFDENER,

MEE—FTH , F2EAUATRE .

- BEETH R MediaStore XEIELIHEE |, 552 E AWS Elemental 2018 {# F MediaStore 1AM,

- BETHROMAES AWS 1RF AN ERERAFEIE |, F2R8 (IAM E£AEER) PHAWS ik
F HEHAN % —EEFRPRAIAMER & FEE,
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s BETRINMIEERNEFEERMEHBE=H AWSIRE | F2BIAM ( A EIER) PWEMHFEE
BE=H AWS tRF ¥H.

- FETHNMEBRKE S0 RUEIE , F2RIAM ( £RAEER) FHNREAFIEBE/ARFEN
ERE (BESD ).

- EETHREAAGNEREBRRETERFEFNCENEZR , F2RIAM ( £AEER) FHEIR
FEREFHRIAM,

£ FE08EFNEEFE AWS Elemental MediaStore

AEFHEHIR AWS Elemental MediaStore RAVECERFESIRIRIE | AEEARRERZ S, ME
MediaStore SC8EMESIRREEMEF , FHSZBAWS Elemental Y EZIEFZESE MediaStore,

By B ME A AWS R AR FEM, o FH AWS Elemental MediaStore MIREENEEZ 25, BIE
ZMAWS FERAFRNWFTIEH 2 WEEZRER  UEERLESHBERFRRWEE, AWS BHEE
T ERERIBH MediaStore BRI B EBEEH,

Amazon CloudWatch 2/~

£/ CloudWatch 7 , £ EEENHEAABREE —EE. URESFEBEENRE , BHNEEXE
Amazon SNSEREE, AWS Auto Scaling Bl3k, CloudWatch alarms & X A& BER A4 E AR REM W A
B, XEARMECEEVHSTHEENRERE , TETUBE, MEFAER  F2EEH E
2 CloudWatch,

AWS CloudTrail B3

CloudTrail 124t AWS F{ERE. ACSREFTFKIEENEE AWS Elemental MediaStore., /A P
U E R EEA CloudTrail , 0] LAY B2 H B9 555K MediaStore, 12HEERM IP bk, EHERWALS.
REFRNER , URHMFHERA,. NEFAEA , F2BFEH SLHAPIERE CloudTrails

AWS Trusted Advisor

Trusted Advisor R REH T8 AWS EFHEIHNREER. & Trusted Advisor EEZHAWS
BRIE  ARERETEEMSEHERAR, AERKUTAMMNEE , Wi ALZSRAFIREEE, T8 AWS
EF & LAEE R E Trusted Advisor &, HEEEERLETETEINEF TURRFTEAE Trusted
Advisor B2,

WMEFHMER , FSBAWS Trusted Advisore
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#trusted-advisor
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AWS Elemental & #1525 MediaStore

EETH 2B AWS R EBESRTENGEER , F2EAWS ¥ A EEHERNRRBELRR
HEBHESRETE, WE-—MEN , 552 AWS Compliance Programs,

ERILAER TESE =& I|RE AWS Artifact, MIFRFMER , FSBRE T THIFHRE AWS Artifact,

A BRNEREMT AWS R BURRERNBRE, SLTANEREE  UREANEENER.
AWS R T FIERUBEI SR
« Z2EHEEE - EEMRAREFEIATIMTEREZER  YRUENERLESRIENSER,

« Amazon Web Services HIPAA F Z £ B SR E1E - th A R ERBP L T WAER AWS REITHIPAA
e ERNERER,

@® Note
W IEFTE AWS RIS HHIPAAF S EK., NEFHMED , FSBHIPAAS KRS ZE,

- AWS EHER - L TEFMAERENES TEEARENEENVE,

- AWS EFEHEE-ZEBERANAETHRARNETER, FEENERHARE WREEXK ,
AWS R XA IERMS BB S ERBN LB ( STBEAREENBEMAZA ONIST, XFFRE
¥L2EEZEE (PCl) MEIBRZEAR (1SO)).

« AWS Config BiZ& A B35+ Y AR AIFHE &R — AWS Config RS A ERAEBRHEAIE
%, EXEAFZHANEE,

« AWS Security Hub — & AWS fR# Al AL ERBH P L £ AREE AWS, Security Hub Ef L&
#l , ATREEN AWS ERERELNEZREB/ECRESLLERELENTEER., WEZENWRKE
Mi&EE | 552 Security Hub controls references

« Amazon GuardDuty - ERERENRERBEURNEBEES , Fit AWS BRI EREE AWS 1R
E. I/E&H. RENERNEBERSE. GuardDuty TLUEBRERESHEREMEHERN AR
HERIFERDSS , HEEFRRAREEHRER , i PCI,

« AWS Audit Manager — & AWS AR# Al B8 &% AWS AR , UL EEEREBEI AR , X
R ERNMEEEENHX,

AWS Elemental Y18 R 8E 1 MediaStore

AWS £EERRERUL AWS B M TRRSAEREZE., AWS B RHESEER S RARBEHN
THES , EEEHRRILE SHEENSHREBEEER, EBTAESE , BTURFERENER
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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EANENE ZUABESCcHEDREBEMASREDE. TRAESNTRAY, RERINERE
B, HBRE-HZEENFONERERREES.

m% AWS B fl TABLNBET , HSWAWS 2 HEBLIE,
BT AWS 2REBBIEZS . MediaStore BIRESEUEE . UHE = BENENBEABHBR,

AWS Elemental # Y E 58 Z £ MediaStore

AWS Elemental RZ &R , 25 AWS £IKME L LM MediaStore RE. WFE AWS T2 RBEUK
W AWS REERRENHEENR , F2HAWS Elxt s, EEFHERRELLNWREERRS
IR AWS BRIE | 55289 Security Pillar AWS Well-Architected Framework 58 E 1 22 HE R

Ea L A AWS B2 MAHAPIFELY | MediaStore iZEBMEKREFE . FHAERMLEAXIETIEE

- Transport Layer Security (TLS), EMFE TLS 1.2 FE=E TLS 1.3,

- BEEEXEIEMWE (PFS) WMBEEH , #la0 DHE(Ephemeral Diffie-Hellman) 2 ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARM (41 Java 7 MEFHRAE) KZEFXEELEX,

WA RS EFERATFREE ID FEE IAM ZEAEBBENAZTRNER/REE, SEF , BUUEA
AWS Security Token Service (AWS STS) EXRBFZ L BB REBEEHE R,

P RIEEEREA

BEREABEBRZ2MBEE , AP REHUTHFFTNERTURFH EEESH TN ERINITD
B. E HAWS , ERBERTREESRFNEABE. EXRERS (WIURE) WS —EERE (1
FPILBRS) B , AIRE S RAEBRBERE. AR URBEREREFT , LETEREERETANAE R
HEMEFNERKINEE, BTHEBEERRL , AWS RENTETMHMERBEMERBNER , ™
ELRBERECEERIRFPERNEFIE,

RPRBEERBEPFER aws: SourceArnM aws : SourceAccountEIFHARRES|8 | URE
AWS Elemental ¥R MediaStore 12t At RIFHETI. MREBLEE AT —EEREBS R FEUE
BAEt | RIS aws:SourceArn, MREEERHZIRE DN EREHE RIS EHHBEE | 26

A aws:SourceAccount,.

rEREREABERAERN AR , EFAEEXTEERARNN aws : SourceArn£ig
FREANRLE, MRETHNEERARNNZEAR , AINREBEREEZEER , B8t
B HWRNIPOEAEEERFET (*) Waws:SourceArn£ iR B R K5I 8ARN, 5

W : arn:aws:servicename:*:123456789012:*,

Ef TN 80


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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R Zaws : SourceArnfERNEE MRS ID , 40 Amazon S3 fEFRTEE ARN , &4 ZA 6 A Ry 8 & ik
HRARREIRRRHEFFT,

B{Eaws : SourceArn&A B = E &M [EI1F AR 5 MediaStore 4 CloudWatch BRI RE,

THEHIREBIAFER FH aws:SourceArnHl aws: SourceAccount &I EH AN B E 5| &
MediaStore , LARAIEEENRE ARBE,

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "servicename.amazonaws.com"
.
"Action": "servicename:ActionName",
"Resource": [
"arn:aws:servicename: ::ResourceName/*"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:servicename:*:123456789012:*"
.
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}
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AWS Elemental FHYES$= F1#Z 52 MediaStore

EEy 2 #E 3 AWS Elemental M E it AWS BERA RN TSEM., T AM MediaStore FREER E EE]
Do AWS IRETHIEEE T BEREEE MediaStore, $RFE5EE |, I 71 iHE & AL E B Eh4E -

» AWS CloudTrail @#EUE AWS IR F AR RFEHWAPIFILMMEEESM |, Wig BRFERIAELRE
E/ Amazon S3 fEFETEE. ARLAEBIFWHNERAEMIKRE AWS, ETHIWLAFGR IP #hit , AR
PO BERS, INEFMEF , 52 (AWS CloudTrail A &) https://docs.aws.amazon.com/
awscloudtrail/latest/userguide/,

« Amazon CloudWatch & AWS BB K AWS ERNEE LHTHEARN. S lURENER
HIgE, B BRTEREK , URBREER , EREEEEIAEENRERBNERKENEE, 6
m, &AL CloudWatch iE#E Amazon EC2HTEBMNCPURERHMER , Y EFERE B
HEITEE ., WMEFMER , 5528 Amazon CloudWatch & IER,

» Amazon CloudWatch Events 2 #t#if AWS EREZENRMEBLHR. —MMS , AWS REEHE
LWEBABBEHBARTE CloudWatch B , BEERTREEE—2ERLFERMIFME. CloudWatch
EA4TRAESSEHEDERE K RAZTURERAIRESFESH U EREELEEH AWS Ki§
BHMBREPHNEBEE, WEFMER , 5528 Amazon CloudWatch Events £ & 1EF.

« Amazon CloudWatch Logs TI Z&H# Amazon EC2¥11TE B8 A H b 3K JR EE42 CloudTrail, EHHE
AR AFEESR. CloudWatch Logs AT EER ARE RPN EF , Y EEIRERERBEANER, &
A LS EREREEEEMAMNREETE, WEHMENR , 5528 Amazon CloudWatch Logs
FERAEER.

& v UL B A% 8 E RHE G MediaStore B85, SEREBHTELEENEBITE. BR
RLERRMEE, BSNGRER, SUUERARRE AWS EEXZA+EM AWS BR. B
FIBEERN AWS AEMRERE , UREERFREE BB HBEEER,

*5E
. {#M EBHAWSITE MediaStore APIFEIL AWS CloudTrail

« MediaStore £/ Amazon E53%& AWS Elemental CloudWatch
« &5 AWS Elemental MediaStore &R

£ S28EAWSITE MediaStore APIFEIL AWS CloudTrail

AWS Elemental MediaStore 288 & AWS CloudTrail , tRIGERHERAE. BEHRKRHE AWS in.
CloudTrail captures FREREXEIERY 52 8% MediaStore, 1§ WAPIFELY FEHEEL MediaStore B4 |
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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SERBEEEM MediaStore il |, UKk RBEENBEHEWE| AFIL MediaStore APl, REEIIB
|, BRI LABRA CloudTrail S48 +ZF Amazon S3 f#1ZErE | A3 WE4 MediaStore, 1R
BAREREER , MARTAE CloudTrail R AENEHELEHEIREARFNES. FH KENER
CloudTrail , &7 LAKIER IR HEERAVEER MediaStore, EHEFERM IP shat, RHEFRWALE, BHE
ROBFEESE,

EEE—F T H# CloudTrail , BIBUWAIEREMA , B52E AWS CloudTrail FH &M,

FE
« AWS 8y st E MediaStore & F CloudTrail
- Ziffl : AWSITE MediaStore BEEERIEH

AWS 8y Tt E MediaStore & A CloudTrail

CloudTrail &2 AWS IRFE , EELWIRSE LBA . £ AWS Elemental A4 T ENEHE
B)BF MediaStore , R BN EEHE L LM CloudTrail R AWS EH — RS HREEH R,
B LAE AWS IRFE AR, BENTERENENH. NFEHAENR  F2BREASHEEEHERE
CloudTrail =4,

EEFERSEE AWS IREFHNEH , 3F WEH MediaStore , FBEIIERE, HRZRTZE CloudTrail

# BFHERRTE Amazon S3 A EETR. BIBTHER , EAEEREBURRE  RESEREME
AWS [EiF, EBHtEiE AWS 2 EIESME BENEHN , Wi AFERIFTELIEEN Amazon S3
TR, WA, BULRERM AWS R , SLUE—F 247 CloudTraill BEFEFRENSHERLHH
KT8, MEFMEENR , FSETIERE

« By BMAEIE
 CloudTrail XENRBNES

« X B9 Amazon SNS Notifications CloudTrail
o RZEEEEW CloudTrail BFFER , AREZEIRFZW CloudTrail BFEFER

AWS Elemental MediaStore X ##& T 5 1E5C 8% A CloudTrail BFERF N EH -

e CreateContainer

* DeleteContainer

* DeleteContainerPolicy

* DeleteCorsPolicy
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_CreateContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_API_DeleteCorsPolicy.html
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* DescribeContainer

 GetContainerPolicy

* GetCorsPolicy

e ListContainers

 PutContainerPolicy

* PutCorsPolicy

B-SEMAREXRNSLSELFRENETA. B3O EATHEEHE T5IEE !

- EEEARCERAEREHAEZABERELE
- RHEZFERE , RECATHEEARIBS ) ERENRREZERRE
- FAREEHEMAWS RIFEH

MEFHMEN , 5528 CloudTrail userldentity T3,

&7l : AWSITE MediaStore A ERIER

EBMtR—EHERE K TELLSBHURFEREXRAFREIEEN Amazon S3 f#7Er#. CloudTrail B
%*ﬁﬁ@‘%—ﬁi%1ﬂﬁ\lﬁﬁo EHRKXREEMRENE—FER , WS ESFRHERBE. BEN BB
KA., FRBBEMHBEN. CloudTrail BFERTRLRAPIFIAHEF#ERER | Rt FE UM
BEIEFET.

TH & HIFE R RE CreateContaineri®#{ERY CloudTrail BE6ER

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGHIJKL123456789",
"arn": "arn:aws:iam::111122223333:user/testUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "testUser",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-09T12:55:42Z"
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https://docs.aws.amazon.com/mediastore/latest/apireference/API_DescribeContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetCorsPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_ListContainers.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutCorsPolicy.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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}

I

"invokedBy": "signin.amazonaws.com"
I
"eventTime": "2018-07-09T12:56:547",
"eventSource": "mediastore.amazonaws.com",
"eventName": "CreateContainer",
"awsRegion": "ap-northeast-1",
"sourceIPAddress": "54.239.119.16",
"userAgent": "signin.amazonaws.com",

"requestParameters": {
"containerName": "TestContainer"
},
"responseElements": {
"container": {
"status": "CREATING",
"creationTime": "Jul 9, 2018 12:56:54 PM",
"name": " TestContainer ",
"aRN": "arn:aws:mediastore:ap-northeast-1:111122223333:container/

TestContainer"
}
1,

"requestID":
"MNCTGH4HRQJ27GRMBVDPIVHEP4L02BN6MUVHBCPSHOAWNSOKSXC024B2UEOBBND5DONRXTMFK3TOJ4G7AHWMEST ",

"eventID": "7085b140-fb2c-409b-a329-f567912d704c",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

MediaStore 8 H Amazon E532 AWS Elemental CloudWatch

& LAME A ES4 AWS Elemental MediaStore CloudWatch , E€WERBE RIS HEE A EIE
Z, & CloudWatch REBHEFTER 15EA , MELTUERESLENR , WEERM T H# Web ERAE
XBEFEHREE, FHUAUREZERERENET , EREELHEREEBARNKINEE, WEF
& , 528 Amazon CloudWatch E &R,

AWS 2 THERTE | HEREFE MediaStore, EIFRELES | IR FRENE BENE -

« Amazon CloudWatch Logs T &t AWS AWS Elemental SR EE, FHRAEEUEHN B FHE
£ MediaStore, EALAEH CloudWatch Logs RESIBFEA AFERNERAEXNRK, i ,
CloudWatch Logs ATLUEHFERAERN AP RAEMEREE , Y EHBRBBRLEENREREZ
BHEE, CloudWatch Logs ERAZM AFERETER  REFAFTEEFEERNR. flwm , &7
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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DERERRER AP ENXFEAE (10 "ValidationException") , ETEESEHE AR
IPutObjectfFEREE, KILEESMNFIER , CloudWatch Logs CloudWatch #ERHREZE
FIEEWEE, BFERNSEBENBRERNE,

« Amazon CloudWatch Events 12X AWS EREENRHKEH |, a0 MediaStore ¥, —Hxm
=, AWS RBESHELDENSEHELEES CloudWatch B4 |, BERUREEE—2ERERN
B, BALARRERBRLEEEL (fliiDeleteObject®HER ) , WHETHKAI —RNZ@EMEEH
B E R, CloudWatch B SERLERESERIEFIEM. I, CloudWatch Events & E &
BEREETE  YREFEEHXREVSERE , EBEAAEREERE, A R, £T2FNEEUR
REA.

CloudWatch B

FHRHEAE RPN HFI AN FERIBHEFMNG %K. FOREENTFZEAENIMEEER | 4
MEEMEIRFEZ. BT UHER T BENEFE | ¥ 7 HAERA MediaStore tRE, CloudWatch
EEELIRNE

- BEERERXEMEIRRN—RIBFEH,

- AFBEEREASHERE., ERNENEHRENAFEREH, EGERE LRAEIGG&KE
& MediaStore B Z WA K BB H/aws/mediastore/MyContainerName, &AILIEZ A
B, WEERASERENSR, TUBR—RBEFHEANBFERBENZEEE,

RIFFARR , BRESERMREAXKETSBH. SURREEBFRFANREBR , #IFERARK
B, 3BE 1 XE 10 F2ENREBE,

5% E Amazon FYEF 1] CloudWatch

£ AWS Identity and Access Management (IAM) 23 & , # AWS Elemental MediaStore 77HL
Amazon CloudWatch, BAAFITIELSR , TeeAEHNIIRF M CloudWatch A5, CloudWatch
S EBHRMHBIIRFHNIEE,

FoFF MediaStore 2B CloudWatch

1. BBV IAM B9 https://console.aws.amazon.com/iam/ £#2 &,
2. fEIAM EEEANEBEKF | BIE Policies (BUR) , R1%IRIZ Create Policy (B BR).
3. IEIE JSONZ5|ZEHBIAL ETHIBE :

{
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https://console.aws.amazon.com/iam/
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o

6
7.
8.
9

10.
11.
12.
13.
14.
15.
16.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:CreatelLogGroup"

1,

"Resource'": "*"

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/mediastore/*"

L BER SU R B& AWS 1RF PR EE R EMEEE MediaStore #37 B &AM B 5 &7,
BEEFERBEBIR,

£ Review policy (BREIER) HE L , ¥ Name (B1) , WA
MediaStoreAccessLogsPolicy , R&RIEIF Create policy (B BX),

£ IAM ERANEEE KD | 1212 Roles (Af) , REIZIZE Create role (B A ),
i#1F Another AWS account (3 —18 AWS 1RF) A&5EE,

SRS ID , A AWS #EHIIRF D,

BET-—F : #L,

EESHHF , A MediaStoreAccessLogsPolicy,
BEGTBURZEMZEN A B |, AEiRIE Next: Tags (T—% : BER).

iEE Next: Review (F—% : ®E) REEFHEAE,

H¥EAEEE WA MediaStoreAccessLogs , REBERVAE,
ERZAEF | BELREINAEHER (MediaStoreAccessLogs),
EAEK Summary (FE) HE L , 5#12 Trust relationships ((SEBEKR) ZH,
BEREEEBR.
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17. EBERXHAH |, BEFTALZE S MediaStore Fi#, ©REZMTAIR :

"Principal": {
"Service": "mediastore.amazonaws.com"

iy

BERRBEEREZMTAR

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "mediastore.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {}

}
]
}

18. i##Z Update Trust Policy (E#HSEBR).

R A Ry 7 HLRC %

RIFFAEE , AWS Elemental MediaStore T REFN B, ERERR LRATMEGRN , 8%
AP ERYHHEEE 5 MediaStore B5E# Amazon CloudWatch, ELFHBREAHARRHF
B E AP B R R NG, SEATHEISERER, EXPEENER , ARERN
REREMBH,

/A Important
7 MediaStore Bz LRAFNEEIEELENER. T8 , KEFREGENEMBFE
HEELE-—RETFERA. (BUABERREREL AFE. ) AWS TR2EE AFEEEN SR EE
E L EEWEHARENARE —RENEHENER,
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=R FIGE (AWS CLI)

« £ AWSCLI, £/ start-access-loggingm® :

aws mediastore start-access-logging --container-name LiveEvents --region us-west-2

s REEEE,

FRASRN R &

EIREARE LEHAEFEGEH#E | AWSElemental € MediaStore & 1E % ZELH 5= Amazon
CIOwaatCho %\Nngﬁ%ﬁ]ElEﬁﬂy H n%\ﬁﬁﬁ]alg H %T{/\ﬁﬁmo

= A FEER 4 (AWS CLI)

« 1 HAWSCLI, £/ stop-access-1logging@m+ :

aws mediastore stop-access-logging --container-name LiveEvents --region us-west-2

e wREEERE,

¥ AWS Elemental FHYFEL B 55 1T FE 2 B MediaStore

& AWS Elemental MediaStore 7ZE B 5% & IR 7 Amazon H 8 CloudWatch , 2B TR THERER
R RFT R

(® Note

SEISARUA AWS CloudTrail Logs At BhEE TR S HEBERZF o

Bk LIS ESIEEMN ..

ENfEE /A CloudTrail B , Bt E IAMAGTRERE , & BIUEEEHREHE. M

& ZI4£ CloudTrail B4, HEZH\, FoUEFE EEBRXNAE, F2H the

BUERTIERE, section called “5% & HIEF A

CloudWatch”,

CloudWatch B
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ERAEER

e N

&2 RXDescribeContainer API
#aR , (EEFEFE R Accesslog
gingEnabled Z#MW{EA False.
WA BREEREARETRIY
DescribelogGroup ., Createlog
Group . DescribelogStream

5 CreateLogStream MMz
MediaStoreAccessLogs SB& W
{£17] CloudTrail =

£ CloudTrail & £ , £EFZ
EdMediaStoreAccesslLogs At
B FEUERIERNSEH. CloudTrail
EHAREIEWTHIT

"eventSource": "logs.ama
zonaws.com",

"errorCode": "AccessDe
nied",
"errorMessage": "User:

arn:aws:sts::11112

2223333 :assumed-role/
MediaStoreAccesslLogs/
MediaStoreAccesslLogsS
ession is not authorize

d to perform: logs:Desc
ribelLogGroups on resource:
arn:aws:logs:us-west-2:1111
22223333:1o0g-group: :log-
stream:",

BREATRER ...

IAM &R EFE | 5
HEHE, FTASERE
R IERE,

AR LRERMATE
AC#%o

IAM B 88 AWS
Elemental B9 1EERESF A]
MediaStore,

FER ...

i
E'III,I
(@

BYERERER., FTUA
FEEBERNAER, FSHE the
section called “E%E BYET AJ
CloudWatch”,

RAAREEWEFE R, F2HE
the section called “Bx A FEED

%
Dy o

FEFIAMAE , LUES IEfRL
FAMEEERRK. F2E the
section called “EXE BYEFHJ
CloudWatch”,
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Buik RIREA[RE= ... EREEM ...

BRERIEAN -2 EEERSRN EHYIR B A BE 1 CloudWatch Fiz=& L+ , ¥

T BHFE, BEEREEEE BIRMIRFE R ERTS BEEEHA
MR F BEEEAERN B CloudWatch BEi¥8, SR

CloudWatch Bt %8, =, EREMNEE.
228 (Amazon

CloudWatch Logs f#

AEERE) A

BHER .
EEE —EBA | CloudWatchfBiE3E  RHIES T4 ERESSHAESSEESS
FEEEEIN A, BBSEEHSE  ® CloudWatch X5 MWEE,
EEEDRSH

CloudWatch Bt 8,
228 (Amazon
CloudWatch Logs f#
F#&1EFPutLogEve
nts ) P EH,

7HY H 5548

FEAFEREES — RS JSONKX L HEEREHER , HhEE AFSLEAR—EFR, BEPRUNIERF
ARERAE. TR EWIE R FCRA S BES

"Path": "/FootballMatch/West",

"Requester": "arn:aws:iam::111122223333:user/maria-garcia",
"AWSAccountId": "111122223333",

"RequestID":
'aaaAAAl111bbbBBB222cccCCC333dddDDD444eeeEEESS5FffFFF66699gGGG777hhhHHH88811i111999773333",
"ContainerName": "LiveEvents",

"TotalTime": 147,

"BytesReceived": 1572864,

"BytesSent": 184,

"ReceivedTime": "2018-12-13T12:22:06.2457",

"Operation": "PutObject",

"ErrorCode": null,

"Source": "192.0.2.3",
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"HTTPStatus": 200,
"TurnAroundTime': 7,
"ExpiresAt": "2018-12-13T12:22:36Z"

"Path": "/FootballMatch/West",

"Requester": "arn:aws:iam::111122223333:user/maria-garcia",
"AWSAccountId": "111122223333",

"RequestID":
'dddDDD444eeeEEES55FffFFF666999gGGG777hhhHHH888111111999jj7JJ1J000cccCCC333bbbBBB222aaaAAA",
"ContainerName": "LiveEvents",

"TotalTime": 3,

"BytesReceived": 641354,

"BytesSent": 163,

"ReceivedTime": "2018-12-13T12:22:51.779Z",

"Operation": "PutObject",

"ErrorCode": "ValidationException",

"Source": "198.51.100.15",

"HTTPStatus": 400,

"TurnAroundTime": 1,

"ExpiresAt": null

T5;5E0H A FERC M1 -
AWSAccountld

ARREEHBERNIRFEHIRS AWS ID,

BytesReceived

MediaStore falBR 25 PR 28R A X R AL T AE Bo
BytesSent

MediaStore Al IRESFTEIEERAX AW THE ., LHEBFHEERRIEZEERIZIEN Content -
Length REEME.

ContainerName
WEIFB RN AREE,

ErrorCode

MediaStore $852%5 ( 5170 InternalServerError), MRREHBRHLE | NEETR - Ft, A
EARAEES A& 200 (R T ERIERNEMREFABBREIERZ LR, NAESERERE,
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ExpiresAt

VIR IBE B EAFI R, LERRIBERAIASENEmBE B Kiransient data rule B X ERY B HA
R, thER IS0-8601 B , HERBRBEF R TN RMTE, NRENBHBRRE
EARYHNEREERSRAR SR LIEEAETERBERIASE | LBAUNES null, tHi#
NEBERRTHIRME : PutObject, DescribeObject, GetObject# DeleteObject,

HTTPStatus

[ FERY BEHTTPARRERS.
1%

SHITHVIRSE , B0 PutObject = ListItems,
B AR
BREPNERE , LARBYHNERLE. IREETSRARESE , AIgHR - £,

ReceivedTime

WEIFERNERE, IER IS0-8601 BHIRRE , BERIRBBFB R EHN RMEE,
EXRE

AREHERZIRFHFEHE Amazon Resource Name (ARN), &RAKREWER , EFES
% anonymous. MRESIBRBTTHATERAK , AW TSR AFPER. HREERE
3K , ErrorCode AIRER R AIIRERE,

RequestID

AWS Elemental B4 FE MediaStore , AN —Z B @SR,

KR
EREBEE I RFEH AWS BRI BB REB MR ER I, MRFENERRESEPF B
AR SRV HEES b HE A MR IR | LLEEERA Null,

TotalTime
REARSAEFENBERMRBHNELE (ms), WERKERBKREERWEERSG  STEIEE
BiErHEE —HUTHENEE,. fRAFRAEETHIESSHREEFE RAteRFAKRRIAE
RETIHERNRE,

TurnAroundTime

RIBERFERFT MediaStore LB EVH . WERRKIEERNERUTENFKERLE 58
B EEEE S — A TR R,
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BREP RN IERTsEBE T E,
EERERFEE —BREEREN

ARARNRENEE  E-—RHBRIGERSEINBERERN, HlU , sCBARRCHE , AIEET
RE —/PRARHZFER , TRALERKETR , FEATE, MREFHEE B KK , RikKAI8E
SREXNT—ENENER  FEATE, ERAEBERT  MNREZKBSEN , BEFHRIEM
E— S EF,

AARER B RXNREHFE

FHHREHERKEFEERNT. CEBERER/ERN BRCHPLHEERNBEB[NZIHFER. KSR
B BSSREBENRERENBNRARMY , BEALERM,

WA REFICENTREERGEARIEF. HEERN ALK, T8
IR, AERAARZTEFIERN, FHAFHNENERREETHRER
HBOFRA , BFENRHLFRRAEFRN TR K,

HEBREINGEWAENRKESHIAE , AWSAOHE ETANAERES ( LNIRENRAEER
HAWS Management Console) AJREEE —RZEAHRE SR FE A FP R FEEER.

FHREXANENRGTEZE

BRHR , RO ATEEEHEMN , REBFNAFHERN, LEBAZNEFMARHNERE , TEE
TR T B EMARAL.

EEREREEERZEZERA
ENEERE, #ABFRC

CloudWatch & &)

Amazon CloudWatch Events AI3ZEHELEN AWS RIS , YBESEERGSEY , fINERAEXTH
MEEREREFE, RUFEESEENHRE  RIETEBEENES LR EEHFSHARFEADET
K B 1E,

/A Important

—fiRME , AWS RBSEEVERNESHBIEEE CloudWatch £ , BRI AIEFTE—
DERERNERE,

i}

BREBIFHFURDF[BHRE , RETSEEBEMBEH CloudWatch

1. the section called “¥I 4 ARESEE4”
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ERAEER

2. the section called “BESRESTFEH"

WMEFTRELEHNER , 3528 Amazon CloudWatch,

ALAE B SRV EMEINT

« WA AWS Lambda B

A Amazon EC2 Run i+

K EHEEZE Amazon Kinesis Data Streams
B AWS Step Functions #RRE#ESS

B Amazon SNSERES, AWS SMS 175

##ig AWS Elemental {8 CloudWatch Events By — £ &545| MediaStore S35 :

- SEBIURERMA Lambda BHE
o MIBRYI4-BEEE0 Amazon SNSERE

WMEFHMER , 5528 Amazon CloudWatch Events {EH&EIER,

FE
« AWS Jt3& MediaStore ¥ iRES EEH

« AWS T MediaStore A RSRESTEEH

AWS Jt % MediaStore Y1 RESEEH
YHNRECEER (EVHC LESMERE) , S2RMILLEHL,

@ Note
BRI B 1 A5 R T B S B M4 R & 1 CloudWatchif8 5 B 3% th 4

METBEHEHMNERR |, 5528 Amazon CloudWatch,
M EEH

{
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"version": "1",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Object State Change",
"source": "aws.mediastore",
"account": "111122223333",
"time": "2017-02-22T18:43:48Z",
"region": "us-east-1",
"resources": [
"arn:aws:mediastore:us-east-1:111122223333:MondayMornings/Episodel/
Introduction.avi"
1,
"detail": {
"ContainerName": "Movies",
"Operation": "UPDATE",
"Path":"TVShow/Episodel/Pilot.avi",
"ObjectSize":123456,
"URL": "https://a832plgeaznlp9.files.mediastore-us-west-2.com/Movies/
MondayMornings/Episodel/Introduction.avi”

}

Wi EBER

"version": "1",

"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Object State Change",
"source": "aws.mediastore",

"account": "111122223333",

"time": "2017-02-22T18:43:487",

"region": "us-east-1",

"resources": [

"arn:aws:mediastore:us-east-1:111122223333:Movies/MondayMornings/Episodel/

Introduction.avi"
1,
"detail": {
"ContainerName": "Movies",
"Operation": "REMOVE",
"Path":"Movies/MondayMornings/Episodel/Introduction.avi",
"URL": "https://a832plgeaznlp9.files.mediastore-us-west-2.com/Movies/
MondayMornings/Episodel/Introduction.avi”

}
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AWS Jt# MediaStore BRESRESTEH

BRBENRECEER (ERSSCHMERMBRE) , BEBMLEEHF. METERREBEHNER ,
Amazon CloudWatch,

3
9
g

REFEEVT
{
"version": "1",

"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Container State Change",
"source": "aws.mediastore",
"account": "111122223333",
"time": "2017-02-22T18:43:487",
"region": "us-east-1",
"resources": [
"arn:aws:mediastore:us-east-1:111122223333:container/Movies"
1,
"detail": {
"ContainerName": "Movies",
"Operation": "CREATE"
"Endpoint": "https://a832plgeaznlp9.mediastore-us-west-2.amazonaws.com"

AEREBR

"version": "1",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Container State Change",
"source": "aws.mediastore",
"account": "111122223333",
"time": "2017-02-22T18:43:48Z",
"region": "us-east-1",
"resources": [
"arn:aws:mediastore:us-east-1:111122223333:container/Movies"
1,
"detail": {
"ContainerName": "Movies",
"Operation": "REMOVE"
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}

MediaStore f# /5 Amazon CloudWatch ¥51#&2E£#% AWS Elemental

IETLAE A BE3 AWS Elemental MediaStore CloudWatch , E €W ERKBER W ASHRE AT EE
Z, CloudWatch ERBHAITER 15@A , UELRTLUFIELENR , XFFREH T H Web ERTE
XNBRERIREE, BHAUREZERERENET , EREELREREXBASFNEE, WFEFH
&R , 5526 Amazon CloudWatch E &R,

¥ AWS Elemental MediaStore , A RER EREFETHFERMER , BEFBytesDownloadedIf{&
EEFBHHEES,

£/ CloudWatch & BEI5E
BEEgARBREaE=MIE  BRETEZEARTERNHEERS D E,

1. & A AWS Management Console 3 7E BRI CloudWatch F#2 & https://console.aws.amazon.com/
cloudwatch/,

2. EEBEBKT , BEE BE,
EFFEEET |, 1212 AWS/MediaStore i B 2=/,

BEEMBEENISEME, HlW0 , 282 Request metrics by container URBEESEERE
BBEZTRBRERNIEEZ,

£/ M4R1E4E AWS CLI
- HE@TRTRYP, FATI®HS

aws cloudwatch list-metrics --namespace "AWS/MediaStore"

AWS jt & MediaStore 1512

T&RFIH AWS Elemental MediaStore 3% Z|f 1542 CloudWatch,

(® Note
EERBREE  BXBABEEBEMEEZEREE | LA B1E1E MediaStore {HiXE Amazon
CloudWatch,
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ERAEER

BE

RequestCo
unt

LxxErrorC
ount

5xxErroxrC
ount

iR

HAEEHWHTTP MediaStorefE R & |, frigie@a
(Put, . GetDelete, Describe, ) Z#Zf@List.

By 5t

BUHE

- REFEH]

. YIHEEEE

BRHFEETER - B

¥ ZHAOHTTPFE REE MediaStore , B 4xx 83,
By 5™

BUHE

- REBEEW

- YIHEBAER

o EREFH

BRHFEETER - A

# ZHMOHTTPFE REE MediaStore , B 5xx $H2.
By 5t

BUHE

- ARl
- MHEEETE
- EXEH
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BE iR
BRI EF - BH

BytesUplo &% MediaStore RESIRHZERAT LENNTHEEE , BEEESER,

aded _
By : funi

BRHEE

- ARt ®
- MHEREERE

AU ER . T (BEBRNVULTER). BN (SEHBECTER).
EHIFTH. &/ME (HER P0.0), &AE (HHER p100) , EATH p0.0 E2
p99.9 M B B v &

BytesDown §t¥f MediaStore RERRHEZBE R TEHN U TEBE , EEEITEARNN.

loaded _
By : {uxil

BRMEE

- ARt H
- MHEREERE

BEMWFRETER - 9 (BEBROMLTHES)., BN (SEHENVZTHEE).
EHIFTE. &/ME (FHER P0.0), &AE (HEREH p100) , FEM[ISTH p0.0 £
p99.9 KB DI E
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ERAEER

BE

TotalTime

Turnaroun
dTime

iR

ke AR ENFERAEEBNEVH. WERK MediaStore HEUNFER IV B
BEHBAIE  BEIEEOENSRE—EUTEAL. RAFRAEETHIE
EXEREELE , Rt SR MA RS AERETILENAE,

B ER
BNHE

- Rt ®
- MHEREERE
- EXEH

BRONRETES : 159, KME (HER P0.0), HAE (HER p100). FM[MIT
7 p0.0 B p100 W B DL &

BRIBIZEVFE KT MediaStore BN EZEMW B, L{ER % MediaStore #EWFE K&K
B—EMTAHENERE  FEXCESE —EATANERETIE,

By E¥
BUMHE

- ARt E
- MHERARRE
- EXEH

BERONRETEN : 35, KNME (HER P0.0), JAE (HER p100), FEM@IT
1 p0.0 B2 p100 BB 71L&
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BE iR
ThrottleC ¥ 121 MediaStore WHTTPE KRB E S RE,
ount

By 5t
BRHEE
- ReREH

- MHEREERE
- EXEH

BRHEETEA : B

Z =2 AWS Elemental MediaStore &R

EBR—ERITEBMER , UERERIA AWS ERkiG AWS BElR, SEEBREMELS :

- ZH&E (Bl , CostCenter, Environment = Project), BBREED K NE,

- EAEN , BAERME (Pl 111122223333 5 Production), ZBEREEARA LEENFERESR
F, HEBEMER , EBEREI KNE,

BB BT U TRE

o EAIFMAEBEH AWS BR, 57% AWS IREZEER , Rt B LA R B A EREH EIRIERMERE
HES K UEHERSMEEN, Flu , &0 U HEBE N ERE RSB REBAWS Elemental MediaLive
# A B9 AWS Elemental MediaStore ##,

- BHHERY AWS A, & E AWS Billing and Cost Management &R #X L XA ELERK, AWS &
FRAEBRS BENKE  YRUEBAREIBEHREHE. WEFMEN  F2H (AWS Biling f#
AEERE) PHERAREYBEER.

LT &SRB R AWS Elemental E 5405 5 MediaStore,

AWS Elemental ZEHE R MediaStore

AWS Elemental MediaStore XEZRLRF M T HIER :
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. ##

WEFENEERBOFAENR

nl‘.H.

SREEER.

AWS Elemental MediaStore T # AWS Identity and Access Management (IAM) BI SAZE B EREHY
T B I Th BB,

BERa&NERED

THIE A4 E A IE5EBREE AWS Elemental MediaStore EiRERAESR :

- BEERNLRA 50 EER,

- IRE—EER, SERBSRLEARK—N , ESEEEEB R8T —AE.

- RAERRSIBRESR 128 il UTF-8 FZH Unicode F Jt.

- RAEBERES 256 fE UTF-8 XX H Unicode F Jt.

- AFNFRSEATR UTF-8 RTWRXFE, 8F, =%, BEEUTERFT . .. +=@ _/- (BF
#%)o Amazon EC2 R A EMETT,

- EERHEEFEIKNNE. BAREEYK  FRAEABEZEBNER Y —FEMEEREEPEE
ZERME, Bl SREEMEMA Costcenter, costcenter IR CostCenter , W HMEERER
HEWES, BRFBHUNEBEEAT -V KXNERE,

- EBEILFA aws: TEH , TREBH AWS . EFUHFRESMBRELFENERSBNE, Eit
FEHNER K TSEESEERRENERTER,

BEER

EBREHER LK Key M Value BHHAK. BILAERAAWS CLIZK MediaStore API R¥i8, fREEDR
MIBRELBUMNE, MEFERAERNHEREN , 528 AWS Elemental MediaStore APl 2Z LT
B8

* CreateContainer

» ListTagsForResource
- BR

« TagResource

» UntagResource
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EARBERF#E (CDN)

BRI LAER S HEERA RS (CDN) CloudFront 3RIZ 12 1K 7E AWS Elemental F I RE
MediaStore, CDON RREUEH ERBNEIKD MfARE. EEAEERRHENABEK , CON SHE
REAZEEESEEENEGH, URENABTERZEHPIRE , CON BELHRUZAET, IRE
MRA BB TEXEE , CON 2REN IR (FlaNEHN A MediaStore 25) HEZRAR |, WG H MG
ERE,

A

—
AW Cloud =
edge location | =
e — b
U edge locati
—— O]
L [
AWS Elem ental CDN such as Amazocn edge location
\ Media Store CloudFront

=
o AEFInE#E CloudFront 35RB#&HY AWS Elemental MediaStore & 2%
« AWS Elemental B2 HTTP {REX MediaStore Y E &)

AFFEE B CloudFront 52 #Y AWS Elemental MediaStore & 25

Bl LAE AL % CloudFront &IR1ZIE AWS Elemental 88 AT EH IR MediaStore, &
LUTHHEP—FESE

- FRFEKRFEUES (OAC)-(EE) MREAWS EiFZEMN OAC IhEE , FBEEAIL#EE CloudFront,
« A Secrets-TIREBAWS EiF A EH OAC IhEE |, 5E A Ii#EE CloudFront,

£ A IR A 7 HE S (OAC)

A LAE A Amazon RYRIRFEURS (OAC) Thee , EBREM T £ CloudFront 2R{R € AWS
Elemental 2k MediaStore IR Z £, &7 LLEH¥ MediaStoreZ2RJEHY CloudFront ERERHAWS
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FEEMA 4 (SIGv4) , WEREMEE&ER CloudFront FEZXEBESKR, &0 LUE CloudFront iB ¥ 2
A. API, SDK = CLI f7HW#Y OAC Zhee , mMEFEREZEHEINER,

WMERBMER OAC IhEERFFMIE A MediaStore , 5828 Amazon CloudFront FA 2% A E 15 P Y PR Hl
¥ MediaStore FRAYTFEL,

EFA A Secrets

MRBAWS BT ZE Amazon B OAC IhEE CloudFront , & A LUS B MY inE) AWS Elemental
MediaStore &28 , AR FEIER N E S REPFR CloudFront,

(® Note

MREAWS EFHZE OAC Thee , RFEZLEALINEE. TIREFFEELRFRE MediaStore
I fiF CloudFront A ARG , LAPRFIY MediaStore RS EE, EEER/REZTSMME ,
WFEBHAEEEECHHBZE., BB MediaStore A OAC , EAILUIERER SIGv4 % B
CloudFront B3R |, Wi HEZEZE MediaStore & LY , EEFAMNBIRER, ER T IRER
EREEBARZHBEREFER , # MediaStore M F R E AR EESE I CloudFront &
B K EiE,

JLFF&A CloudFront &M AR (BHE )

-_—

FETE LA L E BN MediaStore =32 &, https://console.aws.amazon.com/mediastore/

£ Containers (A2) EH L , BERHFEHE,

A

R HEF EmRER LR,
3. ERHRBERERT A MMNRTFHERIFEHERESERIE Amazon BIBIER CloudFront,

Example

T 55 R B ELUAER HTTPS T LAFHBEFRMNESIRE , FEELER, RATA
#FFGetObjectEAiEB HTTPS [ F]""%ﬁﬂii’mﬁ&%*ﬂ’gﬁﬁﬁ%E@DescrlbeObject s M, T
HEFIRAERRBELNIERE  RAREBEERER HTTPS ERE4E B O S ERHN Referer
EEEE | o FF CloudFront FEX MediaStore ¥115-

{
"Version": "2012-10-17",
"Statement": [
{
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"Sid": "CloudFrontRead",

"Effect": "Allow",

"Principal": "*",

"Action": [
"mediastore:GetObject",
"mediastore:DescribeObject"

1,

"Resource": "arn:aws:mediastore:<region>:<owner acct

number>:container/<container name>/*",

"Condition": {

"StringEquals": {

"aws:Referer": "<secretValue>"
},
"Bool": {

"aws:SecureTransport": "true"
}

}
}
1}

4. 7£ Container CORS policy (A2% CORS HX) BEH , EERAFTFEEFREMRNWBER,

@ Note
REEGEERCAEFIREREBRERR , CORS BES AVE,

5 FRETHIFMAER
- EERBBRNER RS, BT LT Containers (B8%) EEM Info () BERPHKIEEEA.
£ CloudFront , ERlin BB ARRBEARE.

- BERYGZ2BBTHNERREE, £9 CloudFront , EBAREKRE, FI= , EREEH
Eo. MEEBRRBEEWFMEN , 5528 Amazon CloudFront B3 A E15/,

6. 71E£ CloudFront , B3 % E A2t AWS Elemental RA R B MediaStore, RS EELREBE
SRR ENEA,

ks

A& E BIK INE MediaStore ez 2% , B AERTE CloudFront BESEFRHBERMGER HTTPS Ei§ , ¥
B E B ERRIBENEIERE,

# CloudFront EEREFER HTTPS ERFEEN AR , HP T2 Revirer 28 (X2 A) NWEIBE

1. BIBXZE CloudFront #5&,
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2. & "ERE, EEL , EFEWN MediaStore KR,

B REE

ESHEEFA M EERE HTTPS,

£ THBAIIEER) BERY , EE THEEE, .

HR TEB/, EE T8EE,  HME , FfEM<secretValue> B ERB[BR P E AR F
o

7. EE (R LRBEHE,

o g kW

AWS Elemental B2 HTTP REX MediaStorefy & &)

AWS Elemental A] MediaStore FZH¥# , UEB BT EEZRNBR I (CDN) EfEBE R MR
BUE ¥4 CloudFront, & —f%{FH & CDN T EEY 4R MediaStore , IRIE S E L LY 4R
BT B HTTP B8, HTTP 1.1 RREVYTAMIZEET £ RFC2616 F 13 B EE), ELEBEIRE :

- ETag (R BE]) -EREBEER MediaStore EIAE BRI — B BIRF. FEE%ER CON MRE
BESRSEHLERMBRIIHNERSIE. MediaStore LEE , SBBETagABBEYHEE—
B. SBaliEENFHAER , SHETH ETag B,

 Last-Modified(F A B7]) — LEBENERRMEXYWHH BHAMERE., MediaStore L&Y IFE
BEELE,

« Cache-Control (7 BH:]) — LWEEMNESEFYWHE CON EFCEECEEHE , BRI
RERE. E&FERA CLI S AP #¥4 L EZ] MediaStore Beshy , B UM I EER E AT AE.
TE—EANERERE HTTP/1.1 X MSARE, MREE LEYHRRERENRE , BIEERHSR
F MediaStore & [E SLIEHE,

REZFIRER RNERARFREERII4VFERRD, Sl , RRENBRAETFEEREREE
miBARE R, AL max-age 52/ 10, RRAMHEXMRIMAF 10 %, HE , RREFKET
EEERENRERIARE. BULUEERYHR max-age FRESH 31536000 KRR 1 FHRE.

RN EESK
BIRHHEER MediaStore

MediaStore 8FH RN ER (FEHEREHE (M1 RFC7232 HFFR)If-Modified-Since MIf-None-
MatchJEFHERNEEZTLHERE, EZKE , E MediaStore WEIEMHIGetObjectFEREF , BIfE
EFHEREEZER , REKREKERZER,
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¥ CDN HYRHEER

RFRHEARZEH CDN MediaStore AJ LUEBERE REBEFRHAF X ER304 Not Modified , 0
RFC7232 % 4.1 BiFiiR, ERXRTRMRETEEEHRTENYHARE , RABRECREFSHREES
:0EZ/keN

CDN (AR E HTTP/1.1 AN EHMARE) @8 ELRRERRRIRISETE M ETag M Cache-
Control ZH, EE# & CDN & MediaStore RIAARSBUNBEEHEYHFNETRER  BES
ELEYH EEERERTELEYHHCache-ControlZ 8 MediaStore,
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# tk PR 7 EE FE B SE A AWS SDK

AWS BEEF B E 4 (SDKs) BRARFFZRFIMNENRTES. =18 #SDKREA AP, BABEHIMI
f ERBRASEER MU MRENESEERARER,

SDK X

AWS SDK for C++

AWS CLI

BEAR Go ¥ AWS SDK

AWS SDK for Java

AWS SDK for JavaScript

iE AR Kotlin ) AWS SDK

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

EAR Rust B AWS SDK

EAR SAP ABAP By AWS SDK

EAR Swift B AWS SDK

RASEHI

AWS SDK for C++ IZ X 5 £ 4l

AWS CLI 2 584

EAR Go B AWS SDK X5 Ei 4l

AWS SDK for Java FZ X &£ 51

AWS SDK for JavaScript 12 =\, i &3 {5l

B AR Kotlin ¥ AWS SDK FZX G &1

AWS SDK for .NET 2R 15 &4l

AWS SDK for PHP 1215 51

PowerShell NG HI T E

AWS SDK for Python (Boto3) 2 = & i i

AWS SDK for Ruby #2 =\ i &i i

EBAR Rust B AWS SDK 2 52851

B AR SAP ABAP iy AWS SDK 2 58l

BEAR Swift B AWS SDK FEx 54l

WMENRKHISESH , 528 MediaStore FEH MR BT AWS SDKs,
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https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
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https://docs.aws.amazon.com/sdk-for-javascript
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
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https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
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MediaStore £ HEEZ 5] AWS SDKs

Ty IS5 R & a47 MediaStore &8t AWS BB EH () F£H SDK,

Actions RAEBEANBEABREE , LEERBPHT, HA BFSRENAFLHERRERE , B&
A AEEMEERGN AR DI BHF,

IMNEMBASEENERBEFNTEBE AWS SDK |, 528 5t RS i #EH AWS SDK, 4
FHEBSSAPWMHEEET , LR EBISDKIRAHEEME R,

X HE A
* MediaStore £/ HE A AWS SDKs
 MediaStore £/ K E1E AWS SDKs
« CreateContainer ¥t AWS SDKs, &£/ CLI
« DeleteContainer #& i AWS SDKE, £/ CLI
« DeleteObject & £H AWS SDK
« DescribeContainer ##t AWS SDK&, £/ CLI
+ GetObject ¥&E AWS SDKE fF CLI
« ListContainers & AWS SDK&k £/ CLI
+ PutObject &8 AWS SDK= £ CLI

MediaStore £ BV E A&l AWS SDKs

TH RS F) RE A AWS Elemental MediaStore ¥ # AWS EH HE AR # 2 SDKs,

#1451
 MediaStore £/ K E1E AWS SDKs
« CreateContainer & AWS SDK=, £/ CLI
« DeleteContainer #& i AWS SDKE, £/ CLI
« DeleteObject ¥& &t £/ AWS SDK
« DescribeContainer ##ft AWS SDK&, £/ CLI
+ GetObiject & AWS SDK=; £/ CLI
« ListContainers & AWS SDKEk £/ CLI
+ PutObject 8 AWS SDKE £ CLI
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MediaStore {5 K EI{E AWS SDKs

THRXBEF I REBWMAFER #1TEB] MediaStoreEi¥E AWS SDKs, BB TE — & EiE
GitHub , BRI AEE R FFREMATREABHE R,

THEHETEHREFEANIE, MEZTRBE | 5528 AWS Elemental MediaStore APl 2%,

kY]]

- CreateContainer #fi AWS SDK=}, £/ CLI
DeleteContainer ¥ fit AWS SDK=f, £/ CLI

« DeleteObject ¥Ht £ H AWS SDK

+ DescribeContainer & AWS SDK= £/ CLI
+ GetObject ¥&E AWS SDK= £ CLI

- ListContainers ¥ it AWS SDK=f, £/ CLI

« PutObject % AWS SDK 3 CLI

CreateContainer #f AWS SDK=; £/ CLI

THREASEH REUMFEH CreateContainer,
CLI

AWS CLI

THlcreate-container#E €@ HIHN A,

aws mediastore create-container --container-name ExampleContainer

B

"Container": {
"AccesslLoggingEnabled": false,
"CreationTime": 1563557265,
"Name": "ExampleContainer",
"Status": "CREATING",
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"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer"

}

MEFHMER , FSH AWS TE MediaStore R EBEPHEIRES,
MEAPIZFMAET , F52E AWS CLI 2 ECreateContainerd ) ,

Java

SDK B AR Java 2.x

@ Note
EREZINEE GitHub, SIRTEEH| , I T A MAE AWS 7255 fE iz EHEREM
H1To

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.model.CreateContainerRequest;
import software.amazon.awssdk.services.mediastore.model.CreateContainerResponse;
import software.amazon.awssdk.services.mediastore.model.MediaStoreException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateContainer {
public static long sleepTime = 10;

public static void main(String[] args) {
final String usage = non

Usage: <containerName>

e


https://docs.aws.amazon.com/mediastore/latest/ug/containers-create.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/mediastore/create-container.html
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Where:
containerName - The name of the container to create.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String containerName = args[0];

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

createMediaContainer(mediaStoreClient, containerName);
mediaStoreClient.close();

public static void createMediaContainer(MediaStoreClient mediaStoreClient,
String containerName) {
try {
CreateContainerRequest containerRequest =
CreateContainerRequest.builder()
.containerName(containerName)
.build();

CreateContainerResponse containerResponse =
mediaStoreClient.createContainer(containerRequest);
String status = containerResponse.container().status().toString();
while (!status.equalsIgnoreCase("Active")) {
status = DescribeContainer.checkContainer(mediaStoreClient,
containerName);
System.out.println("Status - " + status);
Thread.sleep(sleepTime * 1000);

System.out.println("The container ARN value is " +
containerResponse.container().arn());
System.out.println("Finished ");

} catch (MediaStoreException | InterruptedException e) {
System.err.println(e.getMessage());
System.exit(1l);
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}

. INEAPIGFHES , 528 AWS SDK for Java 2.x APl 8# CreateContainer #%

MEMBASEENERBEFNTEBE AWS SDK |, 528 5t R B EH AWS SDK, 4
FHEBSSAPWMEEET , LR EHISDKIRAHEEME R,

DeleteContainer &t AWS SDKE;, £ CLI

THREASEH REUMFEH DeleteContainer,

CLI
AWS CLI
IBRA 25
T%ldelete-containerZiflEMBRIEENRR. REERRIEEMAYWHE , BF A
A EEMmiBR,
aws mediastore delete-container \
--container-name=ExampleLiveDemo
ST EELR T,
WMEFHMER |, 5528 AWS JtE MediaStore R &S MIERA S
- WFEAPIFFAE , 5528 AWS CLI tn S 2 EDeleteContainerd /Y
Java
SDK B R Java 2.x
(® Note
EEEZWEE GitHub, SKEEEH , I 7T HWME AWS BXIFE 4 FEEFEPREM
1T,
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import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.model.CreateContainerRequest;
import software.amazon.awssdk.services.mediastore.model.CreateContainerResponse;
import software.amazon.awssdk.services.mediastore.model.MediaStoreException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateContainer {
public static long sleepTime = 10;

public static void main(String[] args) {
final String usage = """

Usage: <containerName>

Where:
containerName - The name of the container to create.

mn .,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1);

String containerName = args[0];

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

createMediaContainer(mediaStoreClient, containerName);
mediaStoreClient.close();

e
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public static void createMediaContainer(MediaStoreClient mediaStoreClient,
String containerName) {
try {
CreateContainerRequest containerRequest =
CreateContainerRequest.builder()
.containerName(containerName)
.build();

CreateContainerResponse containerResponse =
mediaStoreClient.createContainer(containerRequest);
String status = containerResponse.container().status().toString();
while (!status.equalsIgnoreCase("Active")) {
status = DescribeContainer.checkContainer(mediaStoreClient,
containerName);
System.out.println("Status - " + status);
Thread.sleep(sleepTime * 1000);

System.out.println("The container ARN value is " +
containerResponse.container().arn());
System.out.println("Finished ");

} catch (MediaStoreException | InterruptedException e) {

System.err.println(e.getMessage());
System.exit(1);

o MEAPIGEAEN , 5528 AWS SDK for Java 2.x APl 2% DeleteContainerd % .

MERBABREBENEXNBHOINTEEE AWS SDK |, 520 ALLREEE BHEEH AWS SDK, &
FTHEBISAFINMEBEES , LR L eI SDKIRAHFFHAER.

DeleteObject % £AH AWS SDK

TH R BEF REMAIEA DeleteObject,
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Java

SDK B AR Java 2.x

® Note

EEEZINAE GitHub, SRTEEH) | X 7 HENIE AWS X BEHIFEEEDREM
#17o

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import
software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;

import software.amazon.awssdk.services.mediastoredata.MediaStoreDataClient;

import software.amazon.awssdk.services.mediastoredata.model.DeleteObjectRequest;

import
software.amazon.awssdk.services.mediastoredata.model.MediaStoreDataException;

import java.net.URI;

import java.net.URISyntaxException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class DeleteObject {

public static void main(String[] args) throws URISyntaxException {
final String usage = """

Usage: <completePath> <containerName>

Where:
completePath - The path (including the container) of the item
to delete.
containerName - The name of the container.

mon,
’

e
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if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String completePath = args[0];

String containerName = args[1l];

Region region = Region.US_EAST_1;

URI uri = new URI(getEndpoint(containerName));

MediaStoreDataClient mediaStoreData = MediaStoreDataClient.builder()
.endpointOverride(uri)
.region(region)
.build();

deleteMediaObject(mediaStoreData, completePath);
mediaStoreData.close();

public static void deleteMediaObject(MediaStoreDataClient mediaStoreData,
String completePath) {
try {
DeleteObjectRequest deleteObjectRequest =
DeleteObjectRequest.builder()
.path(completePath)
.build();

mediaStoreData.deleteObject(deleteObjectRequest);

} catch (MediaStoreDataException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

private static String getEndpoint(String containerName) {
Region region = Region.US_EAST_1;
MediaStoreClient mediaStoreClient = MediaStoreClient.buildexr()
.region(region)
.build();

DescribeContainerRequest containerRequest =
DescribeContainerRequest.buildexr()
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.containerName(containerName)
.build();

DescribeContainerResponse response =
mediaStoreClient.describeContainer(containerRequest);

mediaStoreClient.close();

return response.container().endpoint();

- WMBAPIFFHEF , 5528 AWS SDK for Java 2.x APl 2% DeleteObjecth#Y

MERBABREBENEXNBHESINTEEE AWS SDK |, F2 IR EEEA AWS SDK, &
FEHLIEAPMNHEEEN , AR EASDKIRAHNFHEER,

DescribeContainer ¥ & AWS SDK=; £/ CLI
THREXFEFI REB MM E A DescribeContainer,
CLI

AWS CLI
BRB RN AR

T%|describe-container#flEE RIs ER T EFMAEA.

aws mediastore describe-container \
--container-name ExampleContainer

B

"Container": {
"CreationTime": 1563558086,
"AccesslLoggingEnabled": false,
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",
"Status": "ACTIVE",
"Name": "ExampleContainer",
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"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com"

}

WEFMER |, 528 AWS JTE MediaStore FAEIEERNBESSENFMEA,
. WIFEAPIFFHAEER , 5528 AWS CLI f5 52 #DescribeContainerf i »

Java
SDK B AR Java 2.x
@ Note
BEEEZIEE GitHub, SR TREH| , M T HEMME AWS BB JIFEEFEHRTE
17,

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.mediastore.MediaStoreClient;

A

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import
software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;
import software.amazon.awssdk.services.mediastore.model.MediaStoreException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/

public class DescribeContainer {

public static void main(String[] args) {
final String usage = non

Usage: <containerName>

e
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Where:
containerName - The name of the container to describe.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String containerName = args[0];

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

System.out.println("Status is " + checkContainer(mediaStoreClient,
containerName));
mediaStoreClient.close();

public static String checkContainer(MediaStoreClient mediaStoreClient, String

containerName) {
try {
DescribeContainerRequest describeContainerRequest =
DescribeContainerRequest.builder()
.containerName(containerName)
.build();

DescribeContainerResponse containerResponse =
mediaStoreClient.describeContainer(describeContainerRequest);

System.out.println("The container name is " +
containerResponse.container().name());

System.out.println("The container ARN is " +
containerResponse.container().arn());

return containerResponse.container().status().toString();

} catch (MediaStoreException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

e
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. INEAPIZFMES , 528 AWS SDK for Java 2.x APl 2#DescribeContainerd 9

MEMBASEENERBEFNTEBE AWS SDK |, 528 5t RS i EH AWS SDK, 4
FELSESAPNMHEEET , LR EBISDKARAHEEME R

GetObject ¥&E AWS SDK= £/ CLI
THRXBEHF REBMAIFER GetObject,
CLI
AWS CLI
TE&IH
THlget-objectEHERYH THEEEN K.

aws mediastore-data get-object \
--endpoint https://aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com \
--path=/foldex_name/README.md README.md

B
{
"ContentLength": "2307346",
"ContentType": "image/jpeg",
"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",
"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeestdd89ff7f555555555555da6d3",
"StatusCode": 200
}
T &30 W

T3lget-objectEAIERMHRN —Ho THEEER W

aws mediastore-data get-object \
--endpoint https://aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com \
--path /folder_name/README.md \
--range="bytes=0-100" README2.md
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B

"StatusCode": 206,
"ContentRange": "bytes 0-100/2307346",
"ContentLength": "101",

"LastModified":

"Fri,

19 Jul 2019 21:32:20 GMT",

"ContentType": "image/jpeg",
"2aa333bbcc8d8d22d777e999c88d4aa%eeeee4tdd89ff7f555555555555da6d3"

"ETag":

EHMMEER |, F528 AWS TE MediaStore FREIEETRN TH W4,
- WMFEAPIFHME , FZE AWS CLI 52 EGetObject Y

Java
SDK EAR Java 2.x

® Note
BEEZINEE GitHub, SIXTEEHE| , W 7HMMAE AWS BXHEFIFEFERREM
#}iTo

import software.amazon.awssdk.core.ResponseInputStream;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import

software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;
import software.amazon.awssdk.services.mediastoredata.MediaStoreDataClient;
import software.amazon.awssdk.services.mediastoredata.model.GetObjectRequest;
import software.amazon.awssdk.services.mediastoredata.model.GetObjectResponse;

import

software.amazon.awssdk.services.mediastoredata.model.MediaStoreDataException;

import
import
import
import
import
import

java
java
java
java

java.
java.

.io
.io
.io
.io

.File;

.FileOutputStream;
.IOException;

.OutputStream;
net.URI;
net.URISyntaxException;

e
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/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class GetObject {

public static void main(String[] args) throws URISyntaxException {
final String usage = """

Usage: <completePath> <containerName> <savePath>

Where:
completePath - The path of the object in the container (for
example, Videos5/sampleVideo.mp4).
containerName - The name of the container.
savePath - The path on the local drive where the file is
saved, including the file name (for example, C:/AWS/myvid.mp4).

[TRTRIEN
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

String completePath = args[Q];
String containerName = args[1];
String savePath = args[2];

Region region = Region.US_EAST_1;

URI uri = new URI(getEndpoint(containerName));

MediaStoreDataClient mediaStoreData = MediaStoreDataClient.builder()
.endpointOverride(uri)
.region(region)
.build();

getMediaObject(mediaStoreData, completePath, savePath);
mediaStoreData.close();
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public static void getMediaObject(MediaStoreDataClient mediaStoreData,
completePath, String savePath) {

try {
GetObjectRequest objectRequest = GetObjectRequest.builder()
.path(completePath)
.build();

// Write out the data to a file.

ResponselInputStream<GetObjectResponse> data =
mediaStoreData.getObject(objectRequest);

byte[] buffer = new byte[data.available()];

data.read(buffer);

File targetFile = new File(savePath);

OutputStream outStream = new FileOutputStream(targetFile);
outStream.write(buffer);

System.out.println("The data was written to " + savePath);

} catch (MediaStoreDataException | IOException e) {
System.err.println(e.getMessage());
System.exit(1l);

private static String getEndpoint(String containerName) {
Region region = Region.US_EAST_1;
MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

DescribeContainerRequest containerRequest =
DescribeContainerRequest.builder()
.containerName(containerName)
.build();

DescribeContainerResponse response =

mediaStoreClient.describeContainer(containerRequest);
return response.container().endpoint();

- WMEAPIFHEF , 5528 AWS SDK for Java 2.x APl &£ GetObject #y o

String
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MERBEABREENEXNBHHINTEEE AWS SDK , F20 LR EEE BEEH AWS SDK, &

FEBISAPNMEBENR , LR ETISDKMRAWFMEH.
ListContainers & AWS SDKE; £/ CLI
THREASEH REUMEA ListContainers,

CLI
AWS CLI
BRRBEE
T3llist-containers&ifflEREER IR BB FIEREEE,
aws mediastore list-containers
B
{
"Containers": [
{
"CreationTime": 1505317931,
"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com",
"Status": "ACTIVE",
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExamplelLiveDemo",
"AccesslLoggingEnabled": false,
"Name": "ExamplelLiveDemo"
b
{
"CreationTime": 1506528818,
"Endpoint": "https://fffggghhhiiijj.data.mediastore.us-
west-2.amazonaws.com",
"Status": "ACTIVE",
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",
"AccesslLoggingEnabled": false,
"Name": "ExampleContainer"
}
]
}
Bk
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WMFHMMER , 52 AWS TE MediaStore FREIEETNHEREEE,
. WIFEAPIFFMAEER , 5528 AWS CLI fp 2 ZListContainers® 8 o

Java

SDK #E AR Java 2.x

@ Note

EBEZIEE GitHub, SHZTEEH , W T HENME AWS EXFEH FEFEPREM
#}1To

import
import
import
import
import
import
import

/**

software.amazon.
software.amazon.
software.amazon.
software.amazon.
software.amazon.
software.amazon.

java.util.List;

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

auth.credentials.ProfileCredentialsProvider;

regions.Region;

services.mediastore.
.model.Container;

services.mediastore

services.mediastore.
services.mediastore.

MediaStoreClient;

model.ListContainersResponse;
model .MediaStoreException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class ListContainers {

public static void main(String[] args) {

Region region

Region.US_EAST_1;
MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

listAllContainers(mediaStoreClient);
mediaStoreClient.close();

e
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}

public static void listAllContainers(MediaStoreClient mediaStoreClient) {
try {
ListContainersResponse containersResponse =
mediaStoreClient.listContainers();
List<Container> containers = containersResponse.containers();
for (Container container : containers) {
System.out.println("Container name is " + container.name());

}

} catch (MediaStoreException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

- WEAPIFEMEEF , 552 F AWS SDK for Java 2.x APl 22 ListContainers#H#Y .

i

MERBABREBENEXNBHEIINTEEE AWS SDK |, F26 ALtLiREEE BEEH AWS SDK, &
FTHEBITSAFINMEBEES , LR L eI SDKRAHEFHAER.

PutObject & AWS SDK= £/ CLI
THRXBEF I REIMAFER PutObject,
CLI

AWS CLI
LEUH

THlput-objectEflEt LEERENTES. BALUEEERKRER , HHYMHEREE
BEEAR, MRERKRSEFEE , AWS Elemental Y4 MediaStore FHRIEEB R RF, MRE
BRAEFE , RESEIERK , RAREVMEFEHREER KA,

aws mediastore-data put-object \
--endpoint https://aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com \
--body README.md \
--path /folder_name/README.md \
--cache-control "max-age=6, public" \
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--content-type binary/octet-stream

B

"ContentSHA256":
"74b5fdb517f423ed750ef21l4ctbadfe2be36e37d861leate9c842cbelbf387a9d",

"StorageClass": "TEMPORAL",

"ETag": "af3e4731af032167a106015d1f2fe934e68b32ed1aa297a9e325f5c64979277b"

WMEFMED , 528 AWS jtE MediaStore FEHBEIEREF R - EW 4,
- MBAPIFFHMEN , 528 AWS CLI S5 SEPutObject i .

Java

SDK for Java 2.x

@ Note
EREZINEE GitHub, SIXTEHH| , I T HEMAE AWS 25 P fE Tz EHREMN
H1To

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastoredata.MediaStoreDataClient;

import software.amazon.awssdk.core.sync.RequestBody;

import software.amazon.awssdk.services.mediastoredata.model.PutObjectRequest;

import
software.amazon.awssdk.services.mediastoredata.model.MediaStoreDataException;
import software.amazon.awssdk.services.mediastoredata.model.PutObjectResponse;
import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;
import
software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;
import java.io.File;

import java.net.URI;

import java.net.URISyntaxException;

/**

* Before running this Java V2 code example, set up your development

e
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* environment, including your credentials.

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*/
public class PutObject {
public static void main(String[] args) throws URISyntaxException {
final String USAGE = """

To run this example, supply the name of a container, a file
location to use, and path in the container\s

Ex: <containerName> <filePath> <completePath>

man,
’

if (args.length < 3) {
System.out.println(USAGE);
System.exit(1l);

String containerName = args[0];
String filePath = args[1];
String completePath = args[2];

Region region = Region.US_EAST_1;

URI uri = new URI(getEndpoint(containerName));

MediaStoreDataClient mediaStoreData = MediaStoreDataClient.builder()
.endpointOverride(uri)
.region(region)
.build();

putMediaObject(mediaStoreData, filePath, completePath);
mediaStoreData.close();

public static void putMediaObject(MediaStoreDataClient mediaStoreData, String
filePath, String completePath) {
try {
File myFile = new File(filePath);
RequestBody requestBody = RequestBody.fromFile(myFile);

PutObjectRequest objectRequest = PutObjectRequest.builder()
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.path(completePath)
.contentType("video/mp4")
.build();

PutObjectResponse response = mediaStoreData.putObject(objectRequest,
requestBody);

System.out.println("The saved object is " +
response.storageClass().toString());

} catch (MediaStoreDataException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

public static String getEndpoint(String containerName) {

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.buildexr()
.region(region)
.build();

DescribeContainerRequest containerRequest =
DescribeContainerRequest.buildexr ()
.containerName(containerName)
.build();

DescribeContainerResponse response =

mediaStoreClient.describeContainer(containerRequest);
return response.container().endpoint();

- WMFEAPIFHMEF , H2E AWS SDK for Java 2.x API 2 PutObjectd # .

MEMBASEENERBEFNTEBE AWS SDK |, 5208 51t RS i #EH AWS SDK, 4
FHELSSAPWMHEEET , LR EBISDKARAHEEME R,
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