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EH MR S H A AWS CodeBuild £ , F Rtk S FAYfEM & W LA CodeBuild 42 & MBITHVIRE
CodeBuild APIERFPEFTER, EREEUERAERNBERAMHAANERTELLERST BT,
iz, BBRERBERN RRRILAHESEEZRARN,

- HABAEENTEEY - WREER HAZER AWSRAM , L HIRFHNEREEEATUEHLESR
WLEEIRF AU FIMEER, MREEANERAERNERARER IR BEEBREEES
g FREELERNBER , FREFERAKRFAPL

s WE-NMBEER LAERAWSRAM , BIATAHAZEER , ¥A&EEA—BEMNETER, £
FRAUNERAERNBERRALANER , TESKERNBREZEIELANESMEER.

- fHE - FH B AWSRAM , BREE T JSONEIAMBEES. AWS RAM £ ready-to-use
AWS ZSEHT , B URPREEEEZEFERLE,

FEBFER AWS RAM , BEZAUHA - LA ZEERERENERER, R EHEERER
AWS RAM € BB EL LUERAEBRNEER , URREBWFT, FHETUFL REIELEERT
GetResourcePolicy, ES@FETHIERER

« Amazon Aurora - EX|EEE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourcePolicies.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourcePolicies.html

AWS Resource Access Manager AR
« Amazon EC2 - REREBEMEATH

« AWS License Manager - {2 iE#H4E

« AWS Outposts — ZN¥ERERE B R, AR IE AL

« Amazon Route 53 — Ei% 157 8l

« Amazon Virtual Private Cloud - B FE#AIPvARtbit, FEIBE, FHEK. KREEFEE. EHR
BN SR REESHEEREE

AWS RAM E £ &R E R 6

MREERERRF HAEC2REZERMRBEEIR , AWS RAM EEA WM TARAIBUR |, Wi§HEREE
BERARAPIENEAREER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::123456789012:root"},
"Action": [
"imagebuilder:GetImage",
"imagebuilder:ListImages",
1,
"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:image/
testimage/1.0.0/44"
}
]
}

WMREERTE RIAMBAGHERELFEC2RERZERVEER AWS 1RF , AWS RAM &E4£M
TRAIRHBER , YHEZEERAAPESNEAREER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:ro0le/MySampleRole"

},

RERAEREE 10
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"Action": [
"imagebuilder:GetImage",
"imagebuilder:ListImages",

1,
"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:image/
testimage/1.0.0/44"

}

MBEEREBPAFTEIRSDR OU tIRFHAFAEC2MGEERMEER , AWS RAM 2EA M TAFRET
BER , W EEZEIERAATRIENEMRGBER.,

(@ Note

BBEREMEMA "Principal™: "*" , REMEA "Condition" TRRRHEFIRHFSEE N
B9 PrincipalOrgID., MEFMENR , FSEEH BEE "Principal". """ EEREBER,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": [

"imagebuilder:GetImage",

"imagebuilder:ListImages",
1,
"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:image/

testimage/1.0.0/44"

"Condition": {

"StringEquals": {

"aws:PrincipalOrgID": "0-123456789"

RERAEREE 11
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FA WEE "Principal”; ™" E &R EEF

B B8 ENERAERABR "Principal": "*"HE , BRERT IRFPISERNAEIAM
THREDE , WREE , A= ConditionTEEMMEMRFIFFAIR. BRI EBAVEFEEF

HY B t#EDeny RANEF R BRR FHFFA, T , FMEANSZBER, FFARRBRI THEREE

HERPHNEE Deny ( KRRV BHEN Allow) FEEH DenyR TEREREBRY BF 2 FEUERN
5L

&

WRETARTEESENRE , AEATLEBAEDenyBRAXN T EEELENBACAELRAEN ST K

. FARBRTERRICE , URSILTA.
ZEA

CTENTEETRVUEERAZETIXENEREM FHTHEE, ERBRUERLAR , B4 EEE
EHHERAAPEIENEEERERFEHAMESIEN T, SEFUSYHERBILUER HAERH
1TH—#8 actions#H &4 AWS RAM,

BRESEFRARATHWESEEREEEE —EXENT. SEZBVERAR  HPREEBERENE
BREMA—EZENFT  MEGEREENEREATENZERNT. BRERM  CFEERIMETE
MERAA  YEEHPSEER  ASEERHKTEANZERNT. SEFTAMERRE

AWS EEH
AWS BEHTRM BUAKEAWS  TEFRRARFRANHT, SASHAXENDREN
AWS RAM % EH— 18 AWS EEHT, HLERERLESEAWS ZEHT , KA — @2
EHTIRES AWS BRfE. BILRERE  TUER AWS FEH M,
BEEEHT

EFZERIRLRENHEENZENT , TEREEMLEBETEER LAERNERETHT
AWS RAM, #lin | &3 E PR %] Amazon VPC IP Address Manager (IPAM) (£ [E /Y EEUZEVE | iE
AHE R KRR TR IP thit, BRI EFZENT , ERBASEIKR P i , B&LHE
REMBAERABRSIERN IP thut HE, BUUERREERNZEER  ARTHHLAZERET
EHRFENFTA,

BALUEERAEPERERBENGTA , W ALRERE RS, SIN2EHRETSBNREBEES
W, MEEXRTUFIHERNFRE, ELFATAR-—HZEAWS RAM HA, EFZEHAIZ
EEEER

AWS RAM #% SEFIMATWA , REHANERBREUNERSERNBER,



https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html

AWS Resource Access Manager EREEmR
==
FERF AT RA

REFITNEMNRERERTAXRIEFINTRE, FTRAZMAEFERLANERE. SEZEF
— R —EEERBARMANRE, BB AWS BN ZEFAIMAR X ERBREHRSER
RERAENZER T, BUNELRSRIEBEERTERAZ 2o T7ME. AMAFTNERLRARN
ERBEAYEEREENZERFTHRE,

AWS ZEHFThRA

AWS REEE AWS BEHF TMATERE, SRLETHATD ARERARNRY, LRERER
EEHTRAEATRRRA,
BEEEHTRA

BALUREEFZENTNMERE., SAUBUFNERRE, $RERARESFARRAE , S
fiBR T~ BEAMERAAERBONRE, SEAFFZEFTRS TURAERE,

ECBVNEHNERAER , CAREREEXEFUNERRAE, MFEFAER , F2ELAWSE
TR Y HE PR S T E BT AR AN

HAER AWS IR

EEMH LAZEENER AWS RAM , BT T HIENME -

- £ FRAAEREE A AWS Organizations (ZF)
- BYERHA

@ fm&E
- EBAWSIRF MEER NN ETBAAER  T2E8FEAZEVERZIRFRERNF
Al SR ELEE,
- AWS RAM REFMRK. SHANTRIAEEMELERERLA AWS EiF 19 .
- BEERERKEENHAN OGN, MBEFMAENR , F2ETHA AWS WER,

ZEFFARA 13
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£ FRUAEREA AWS Organizations

EIRHR S B EEEF AWS Organizations , BAILFACREERHEAE R, BEREEE
Organizations , fEAE T URBERIRS A, FiB , MEEHIRSABABD , BIE T LAEEBIR S
WA/ OU AHFERFHA , MRS BEERS,

EEERBALAER , B4AKFER AWS RAM T2 &5 AWS Command Line Interface (AWS
CLI) REUFA A AWS Organizations, EZEMABPHLAERE , AWS RAM T&EIABFREF
Ao HABFHERAUERHAER , MEZEIEE.

ELEHEBTRAERLER , 8§ AWSRAM BEUBA WREEREA
f.AWSServiceRoleForResourceAccessManager, It&® 2EEH AWS RAM R
BB, XIRF AWS RAM 571 , BAEA AWS ZEBR REMHEFMBHEBNERE

FAWSResourceAccessManagerServiceRolePolicy,

MREFBEERZEFBEBR HAEROUs , BULMERERAAH, MEFHMEER  B2REAER
# B AWS Organizations,

RIKFF
BEYITTIIER , BLAUERA T THNABERERFANETAZIEA

« ram:EnableSharingWithAwsOrganization
 iam:CreateServicelinkedRole
* organizations:enableAWSServiceAccess

* organizations:DescribeOrganization

ER

- RAEMEBHNEERIRFANEZERIASIEAR | FRATELEDER,

- EBABERAFIEINRE, MEFFMER , B2 BAWS Organizations  fEAEIEE) FHRAEE
FHI T ThEE

/A Important

IBAAER AWS RAM £ A 5 enable-sharing-with-aws-organization
AWS CLI 5% AWS Organizations 2RE{ S WA, LWOIRREMLT

£ FRUAE R A AWS Organizations 14


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/cli/latest/reference/ram/enable-sharing-with-aws-organization.html

AWS Resource Access Manager EREEmR

AWSServiceRoleForResourceAccessManager fRIEEZ A, WREMFEH AWS
Organizations £ &= enable-aws-service-access AWS CLI a5 AWS Organizations B
WETEEFE , AIFEE I AWSServiceRoleForResourceAccessManager R ERE AR |
mBSEEEABALAER,

Console
EENEBTIRAERLA
1. 7€ AWS RAM £ AFHMBEEER.

2. RIZERAE XA AWS Organizations , R B ERERE,

AWS CLI
EENARTRAERLA

R enable-sharing-with-aws-organization T

a5 A A AMEMR AWS B3 , I AT AWS RAM X #8 AWS Organizations B [EiE e 3
Ao

$ aws ram enable-sharing-with-aws-organization

{

"returnValue": true

}

BUERAA
EELAARENER  BRIEREA, THARRFHEE

1. REERAANER,

2. HHEEHAAPLIENEAEREE  EEARZEREENZEFT .
- BEBUREHAP—ETHN AWS ZEFA. BANEFZERNT , BTN EFZERF T,
- AWS BUZEFFT AWS |, BUREZERARHI,
- ERFZEMAAREBTACHIENT , MHSENRZ2MELER.
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https://docs.aws.amazon.com/cli/latest/reference/organizations/enable-aws-service-access.html
https://console.aws.amazon.com/ram/home#Settings:
https://docs.aws.amazon.com/cli/latest/reference/ram/enable-sharing-with-aws-organization.html

AWS Resource Access Manager EREEmR

® Note

WREBRNZEFTEZERE , Bl AWS RAM € BBEETARNRAE. BREEFZEER
FERRER RS,

3. EELEFHERNER,

ZEBER

« MREHRFEMRETSELRATHN AWS BR , EBEAREMISHAERLATBRER , M
BR&E IR A

« BULEERAEHESNERERIN THAH AWS HER,
REELHEEERK , T AAER, EEEZAAELSHLANER,

-« AWS RAM 2EEEHM4 R, EFREEM PHERAAERE AWSIES , EXFTB X AREBUER
AWS Eif WHENEENESEER. HAXENSEER , BUURZERNBREEZRANIES
ENEM AWS B8 FEELER, BHAEE AWSRAM BENEEEHERRE (SRS )
EIJJIﬁ*EL;*EﬁE HERHELHE Rus-east-1FMITE, MFE AWS RAM F £ ERNVFMER |

B HeRERELY  HEERHER.

- MREHA IRF R PEBKH—E85 , AWS Organizations BEENEBHHLAERKA | E"J".}éi\
MNEBPHNEMEIENSABEEER_ANEIE K MEFSEHAZHE. CEEBATHAEELA
REPHNEASKRIMABRAANEBE  TERAEMMEIBRF R ?%E%,ﬁ\ﬁiﬁﬁﬂﬁﬁ
HX*EO

- MRECEBRBEFIALA  IEESEMEMEERFTARERA AR,

- MRAAREBRAER —MoNIRFRERE , EBREERNETMNSERSDELEHERL
R#FEL

« MRIEHE AWS IRF HEEABRAFMERAZN OV, AIZFAERFEEBFMERAE,
BHANRF EE B EE T AR A AP ERNFIER TXIRS v @5 £ 58,

. ﬂﬂ%"‘ﬁ%ﬁ%ﬁ—lﬁﬂlﬁﬁ {ZH OU hBKRIRFE |, AIZIRFHPNENEIBERBREERKE
/\;ﬁﬂyﬂ’]§/ﬁﬁﬂy*§o

- MRECEEERERFIXERFFIAVMHNALHERAELR  RARREBHIBEAIRS |, AR
FhEMEBHeXiEBXER]AFINERTIE,
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/A Important

EREARBE OU £ , BEXEETESHEERLAMNERSE , HAKRFPNFEEIHEH
BHERLATHNER, BTN EFRERRELAMEBNZETIMER. E2EA AWS
RAM E#ZF L AP ESEERNEREBRMER "Principal”: "*", IFFHFMAER , F2
B WS E "Principal™: " EERBEBEK T,
HFEARFPNEZETEATELNFRHAANER, HtEFNEBREBXEALEE S RFT
BREEZEENETE, BEBRXERT ERLAPERERARNsH Allow FEUE, &
RPN AT EEBEE R AMEBNZEIRIEENF A,

- BHEERIRFFIBRNER , UROUsRZABMEEERAST., LEEKRA B S EBIEH OUs
o EBUERSSFEEERAE, T8 , B LUHEEAR AWS 1RF ZENRE. IAMAET
REEBABNERE  MABRAANER,

(® Note

WHFFBERFEBUUNEAMAGHERERLH. IFETUEEELERALRAZERN
MHEBER , F2E LA AWS BEIR.

- HRTIERER SRt RNBEEZIEF , MNATIHEREENLR, NREEBEFBR 28
TEXEBHE e BIERER,

/A Important

HRAETIHFEFNHAERER , 88 12 /) BNEEESMAERLANERE. 120
R, BEERY  BERAETNSEREAEZIBSHURRE,. SREAEELIBESE

==
ABo

« Amazon Aurora - BRI E#E

« Amazon EC2 - REREBEMEATH

« AWS License Manager — 1Z#E#H &8

« AWS Outposts — ¥R BB R, BIEE MBS
« Amazon Route 53 — % 157 Al

« Amazon VPC - EF#EBIPv4tll, FEFE,. K, RERFBEE, ERFHE. EnEE
ZEEE AT

BUBRLH 17
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Console

BYERAH

1.
2.

FRE AWS RAM £ &,

A AWS RAM BREAEFEEREE - AWS E1F , AWS EBiFf BERERS8E8 AN TR
BERREEEN . FEEECSLHERNERLA , B%E AWS B # BREAZER
B (#EFEEEIEER ) . (us-east-1), MEHALBERNWFHENR , FSH EHEIKEFRME
b, HZEHER,. MREEEEERAZTIIELHER , AIXNEEEREENEZES , XH

REP (#FEmEdtEB ) , us-east-1.
MRERFHF AWSRAM , FREBEEZEEVERRAEZ, B8, FREHA . ERXAERT
EBEEBVERKA, https:/console.aws.amazon.com/ram/home#OwnedResourceShares:

ESR 1 BEEBERAAFMEAF , FITTEHE -

a. HHER A WABRLANELREERE,
b. HERT , BEENEEERAANER , TR :
- HRENEREE  ZEEHANEREE, SERUHABRBEGRAEMERE
&R,
- EEANBERBES , ENGEHAANERERSNZIMA R, ENHNERSEERN
ERTEBH.
MREEHARERETHEESAEBNER , AIERATARES ID (AZ ID) o 6By &4 B
BLEERERF ZENAHVE, MEFMAER  F2EAWSEFRN ATAHESE D,

c. (ER) AEREBREERZERAA , FERRTOARRRSIBNE, EFMEERR
MEEGER. AFEEESNLIR, ELEREEANER{AAELE , TERANERAR
PR EIR.

B Next (F—%),

LR 2 BREFAESEERAEENEE , SLLEES BYAZET AWS BER
FREVEN, ERRANFFZENT , IELTUAXENEREERVECHEFRZE
AtA, MFEFHMEA  F2EZEENEREL,

BEEVEFZENT , UEBHSHAEARMERNEFRZES
i, MEFHAES  F2HE BIUFTFZENT, THEFR , F&

g | C
RSB T A R E S S EY,

BUERAA 18


https://console.aws.amazon.com/ram/home
https://console.aws.amazon.com/ram/home#OwnedResourceShares:
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html

AWS Resource Access Manager

ERAEER

® Note
MEZHWZEFTEEZMERA , Bl AWS RAM 2 B BNEZFERMRAR. BRE5ERE
EESTERERRA,

EERTREENUANDE  FRARGBLZEFTHNBERER,
7. igj% Next (-F_i)o
8. HEISR3 BRTFIBHFEUE , FITTINEE

a.

RIFEFERR , FENAFETMALR , ERXRTEHRIEZE RN RLEFRER | SRoJLlE
B AWS 1RE NN EREAER, EFEFERETEBRNLANERER | 4l
Amazon VPCF#Eig, Bl EAMACNERELA - ENERER,

FERERARAREA/EEPH RFNEE K FERFELFEECNEBTHA,
HREFA , BT THIEME

. HEHLEMH. BB (OU) AWMEBH AWS IRF | BHRETEGAE. B8
BREENRRRR, R BREEF R SE 0S8 OB,

/A Important
EREERSS OU A , EREECSHEERLANIKRSE , LARSH
WArEFREEHFRHATNER. BTN ENEHELAMEBHANZE
FAFTER. EEEA AWS RAM EEFIXAPESREAERNEREBERFER
"Principal": "*", MIFFHMER , FSBEEAH WEE "Principal". ™" £ &
REBERT,
HERAIRPFPNERATSLHNFRHANER. HiRFHNEESMESL
BEHBEFTBREEZHENTRE, EEBRESARTFERRAZHERER
ARNsHY Allow f7EUE, ELEBEHPNFATREEAHEERLAMBHNIE
AR IEENET A,

« MRZEGER (ID W FEHo-) , RIBBBPATE AWS IRF FRYE R T UFIER
HA

BUERAA
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o WMREEE OU (ID LA Bi%Eou-) , BIZZ OU REFX AWS IRF HFTE A

OUsER Al AfZERE IR Ao

- MREZIEA AWS 1RF |, BIRAZIRFFHER TUFIRERLA.

(® Note

FRBBE B A B AWS Organizations BRUAE HA , BEEEAERE
WEEIIRFRTEET.

FEEERIL T EEERARS AWS tRFE ASH | IRIAMAGEERE, R
2, SRR RESER  YEATHXNFENXFHRREA ID =
ARN,

« BEMKID R IBEEZFEAARN , BEEBABNETTA |, BHEESEZEABRRMEFTA
]A, #F WA ID (HARAWSIRFE, A& OU) =t ARN ( BARIAMA B E
BE) , ABRBREHE, TANZEFEAEE, ID MARNBRU TR

- AWS IRF - ZEHi8 AWS tRF |, Bl A 12 (N EMIRF ID, #la0 :

123456789012

- FAM - HENIE AWS IRF BBEHHRE | FEARSN 1D, flm

o0-abcdl1234

- B (OU) - EEFHI® OU , 8 A OU WY 1D, Hin :

ou-abcd-1234efgh

- IAM B8 - FEFEBIAMAE  FRASBARNN . E/ATIIFE:

arn:partition:iam::account:role/role-name
Hlan -

arn:aws:iam::123456789012:ro0le/MyS3AccessRole

(® Note

EZEMBIAMABARNKIE— | BE IAMERATREAGTEE, FA get
role AWS CLI 8555 GetRoleAPIEIfE.

« IAM user- ZEEFIBIAMEAE , BRAFEHAEN ARN, FRATHEE :

BUERAA
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https://console.aws.amazon.com/iamv2/home?#/roles
https://docs.aws.amazon.com/cli/latest/reference/iam/get-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-role.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetRole.html

AWS Resource Access Manager EREEmR

arn:partition:iam::account:user/user-name

Hlgn -

arn:aws:iam::123456789012:user/bob

@ Note

EEARNERIBIAMERENH— | BFE IAMEZRAPREEREEE ,
A get-user AWS CLI i85 , 2 GetUser API B4k,

3
=

« BBEFA - EENEBRBETA , FRENZERABRE TAXNBTEFEERBER
Ao BA AWS BRI ERIERE, EHTIIFE

e service-id.amazonaws.com
5ilan -

pca-connector-ad.amazonaws.com
c. HRERMWZEFA K FRIALEENEZTALREBES,
9. B Next(F—%).

10. ZELR 4 MENEYH  BRERAENERHAET. " ESEXTAIRNER K FRE
REERONSRERNER  WETHENEE,

1. BRTERAAR  FERRYERAR,

BERMEZFAAVREREL T ENRKETETKER, ERERAERAER_MAz , FETHIL
BEF.

12. B LRERFTEANBHRERNER  IREFTRBREAZERAA, BUNUEEERAAH
FENEREENZENT , BARNXEERERZENTNRLERE, ERATEBHAAER
B, AAMBRERLAA. WEFMAET K F2EIZEHEBNAWSER,

AWS CL
BYERAA

£ create-resource-share i 5. NI TEEILE AWS tRF BABHIE HANER~EA, #
‘@& AWS License Manager & E#HRE , W R FHZERBEENFARZIEFT T,
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https://console.aws.amazon.com/iamv2/home?#/users
https://docs.aws.amazon.com/cli/latest/reference/iam/get-user.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUser.html
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html

AWS Resource Access Manager

ERAEER

® Note

MRERECERANERAZPEREREENETFZENT , KULUEARANEFZERF
ARBUFTNEFZEN . £ TEFXEFTARNY , RERBVEFRAE, NFFEE

A, F2REVEFXER .

$ aws ram create-resource-share \

--region us-east-1 \

--name MyLicenseConfigShare \

--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \

--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-abcl23 \

--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MyLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"
}
}

ERALAAWSEIR

= ERKEARZIRE AN EIRAWS Resource Access Manager , i85 T 5 T{E,

%

- ERELSHZNER

ERAHEAER

22
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EEEREZ B

MREWRMABRAANEE , ELREZIMAERIRANEE , ELREIMAZERLANZR

===
m, B

,,,,,,,,,,,,,,,
TE T 54 S50 550 50 350, 550, 350 S5, 55, 35 S5, 55, 35 S5, 55, 5

- MREBRFEBH—2F , AWS OrganizationsIt BRI ELEFrBAB L AR ThEE , AIEMPEE
FEREEBFIMEANEIR,

- MREEBREFNVHA , AIAWS IRFRIRFFNESRESEHNEHAAERNEFIE LK MEF

-

Console
[ FE B EE

1. EXEATHM[ERLA  ERHAH] HAWS RAMH,

(@ Note

ERAAERRVERAMANAWS BEBNVER TR, IRERESPFABETAPHER
HA , BUEFEAWS ESEAE LAN TR RFEYMERMERLA.

2. BELEHREFIENERAMBE,

MiIREE, (Status) MEEHEBMERAANZERE, MPendingERFECHEBEERH
A, BEEREZHIEREF,

3. HFENEER‘RAEBE K FENEFRHLA ID, RRRE (EIERAM] UESEF , SUEE
FERERHA] BB, MRGIEESF  MEIFINELER, MRLEIEF , Bd
LERER.

AWS CLI

EEMB  FIEHEFEANERALAEBHEE, TAN RGBS R2Eus-west-2EiTHIETT
WER—EERILZEPENDINGARRER AT o

$ aws ram get-resource-share-invitations
{

"resourceShareInvitations": [

ElfEE R EBFHE 23


https://console.aws.amazon.com/ram/home#SharedResourceShares:
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{
"resourceShareInvitationArn": "arn:aws:ram:us-
west-2:111122223333: resource-share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-

share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",
"invitationTimestamp": "2021-09-15T15:00:32.568000-07:00",
"status": "PENDING"

}
]
}
FBAIET — @S P EABEN Amazon EREHE (ARN) EA T — B SRS EREZZE
o
$ aws ram accept-resource-share-invitation \
--resource-share-invitation-arn arn:aws:ram:us-west-2:111122223333:resource-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll
{
"resourceShareInvitation": {
"resourceShareInvitationArn": "arn:aws:ram:us-west-2:111122223333:resource-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-

share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",
"invitationTimestamp": "2021-09-15T15:14:12.580000-07:00",
"status": "ACCEPTED"

BB RstatusB 2 FAACCEPTED, BEEZERAATNERBENHEZIREFNESHE
I

EHEERAENER

ESMAEREANEER  SUUEAAERITREEDE, ELBFSEEREAME, MEH
MER  B2ETHERA AWS WER, ERVEEESEERNREEESF API/CLI EXHFER,
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(&S
MREFRZHEMR , AIBEAWS BEFERBEZEESH APICLI s THEAEENER. MRERE
28N MELAEREENEREXEIRE (#HSEEIE) , us-east-1FERBPHEIRAWS
RAM , B4 ARBEMERARANAWS RAMEZ S, AWS EiF
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ERAZEHAWSEIR

&0 LAME FIAWS Resource Access Manager (AWS RAM) 33t A& E WAWSEAWSIR , AR FH
HELANER,

AR
- BEH2IKERML , HEEFHER

- EBNEKEREHERER ?

- ERDERHER
- PELBEENAWSEIR

- BELEEPEIHNERLHAAWS RAM

- £ PEVERHAE AWS RAM
£ PEHERIH AWS RAM
BREEPHHLAERAWS RAM
BELEPHAZERNESEEZEAWS RAM
i BR P Y ERHE AAWS RAM
. FHEELSHAN AWS B

- BEZNERERAREE
BREEEHANERRAE
BIBEREHANER
RBESHAANESEE
BEEREH

o BEREIR LA M RIRG

- NMAETERLE
- AWSERW R AIESE ID

HeXERME K HEEHER
A EFEEFHH AWS Resource Access Manager (AWS RAM) HfaE A EFH M RERNEE,

EREEBHNEIKMEN. ERLER Amazon EIREHE (ARN) 8y 5 M EHR A RE B ER 2 EEHER
EREHER, BERERBETAWS BE. MRERZAN , BEERELRM.
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EEMLKEREMERSE ?

B EIR

FAUHAZENASEERAWS RAMBZ EHH, ZEEENFRIZEECMHAWS Bl , AREHEER
ZEESY, FECHFELERNEELEREE K SLAKELERETXESR., flU , EEFHE
3 Amazon EMIEEE I (Amazon EC2) #1T{E#AWS Management Console , FFIZEEEHF
AWS B ETEENHTEE, MEMEH AWS Command Line Interface (AWS CLI) 2 37 4l
%, Bl'@¥E--regionZ 8, E{8 AWS SDK #HE B CHWE MM EIRIEEREFANEE,

ERERFERNEREEE, —ERINEARERREFUNERREDELE R R KNS
AREZLEF, EAREERERE , BUAER Z—ERRRRHARHER. EUREEZERE
BERUBVNERAEAS  USEAHINELERME, B, CEREREILREEH RS TR,

MRIEHEZHEHAWS CLIGTTAWS BEHFIEE T FRNER , EKELEEEL—E "E
B, RAINERNERNECHEE,

EREEEEEFRN Amazon EFETE (ARN) i , 885 RNEDIEES ARN FH 5 M E
WAL, Hltn , Amazon EC2 #TEEMEEHER. LEERN ARN EERELUREEPEFEEN
VPC T 5I& |, us-east-1

arn:aws:ec2:us-east-1:123456789012:instance/i-0a6f30921424d3eee
2IRER

HEAWSHREXFEMUELKRFBNER , EERZETURTMAM S ERAER. BFEAWS
B ELEHRENEZRATIEE. EEENSEER , FUEFERARBAWS CLIF AWS SDK E%

I8 E - -regionZ &,

2HERIE-RRAEFE—BSEERN —BHTEBRZEREZENRS., EEBERT , TEARE
HANEAZENEEREATRETRE, VDEAFNE—£ERY , BEETESIEM , HL T
T, URREFRWEBETILNEETMEE, o, EE4% AWS Cloud WAN BOMEREIL AS
BERE , XBREMECAEHE BN, cERABMERENE—., BEENSKEK,

£ ERMN Amazon EREHE (ARN) FE2EEiH, 5 ARN WENEFEREZW , SINTHEHN R
5l ARN FAFAE WAN B84

arn:aws:networkmanager::123456789012:core-network/core-network-0514d38fa6f796cea
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BERTERHE

AWS RAMZEHRH , ERAZREE. Rit , ERARTNESRERLAHEAWS BEENE
R, UREAZZENSEHER, SEETERVERAANBERERL AN ESE,

/A Important

BEl, BREEEENALESXBERE (HEEEZILE) BEHEVEREHERNERL
Fus-east-1, B#ALRAREZE-—TEHFRVERAH , BEZRBHEELAH CLIM
SDK #Exdiaiily , FALALHERFEERARELHER. HABESNRHEEAR
ERAR K MAEAREIENER.

HEHARAGEREPEINuUs-west-2EBHER , B4 HABAWS RAMEZRERESAEAus-
west-2WHEHPRBVERHAR, EELEVISTEAHEEFRNERLAAWS B, ERTEEH
Fus-west-2Mi&EiReu-north-1 , BLARVMEFENERAM. SEEZEREWEFEER
MERSHAE-BERHA.

EEEAWS RAME#ZE AR HASITER , B4EBAWS RAMERAREAMFEAIEEN A [E1EEE
REP (S BEELER) us-east-1, RE , EEENEZESHTEVERLA, ERESERAATHNS
HEREus-east-1EENERESHER.

BIERREREENAEFHNAWS RAMERAATRALBER  BEEARACR , eNAREEE
Ro BT LAAWS iR SR A SAGh B R s RSN X ZHEHBECAWS 1RFE.

ZBER

- ZEEAWSRAMEEAFTEVERHAAR LS4 EFRALELELACERN [EfF]. MRELES
e2HER , AMNEFRAEENEEGRELLA, il , EEHH AWS Cloud WAN O |
W BfEus-east-1EIHPEIEFRLA,

« ZEHEAWS RAMERATHRR[BEXRERHLA , S4ECRESEERLAN [EHF]. B , AWS
RAMAWS CLIF] SDK ¥ uZEREREEEDIEEe "EiF, FNERLAER, ZERIRSE
WEBELHEFNEREAR  BXAFRBENAEHERRI (H#HEEIEILE) us-east-1,

- ZEEAWS RAMERATRBESERUVEHSGEEERAAY B4 EFASSESERN [E
1],

- EEFEAWS RAMEZAFRBLFHERUEHMAZERLAS , EXACEHEEN A EHERR
I8 (#ES FEEEdbER) us-east-1,

BERDERAEES 28
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« BREEEENABESXERE (SRR BUIISEANEKRERNE R Hus-

east-1,

P EEEENAWSE R

& AT LAE FAAWS Resource Access Manager (AWS RAM) BERIRISEMF S EE R ABIEENER, &
HRANAEIHFNERLA. BURENERLAR , URRMBRTBEENERLAR,

FE
- RELEHPEBRINERHEAAWS RAM
- E FEVERAZE AWS RAM
- E HEHERLA AWS RAM
- BRSETFNHAERAWS RAM
- BREEDPHAZERNEZEEAWS RAM
- MBRFHER-LAAWS RAM

BESEEPEINERLHAAWS RAM
BAUBRERYNERLABEE, ZAlEELANERAREZHLANESEE,
Console

EERBLENERLAR

1. EXREPREM[ERLA  ERLA] RAWS RAMH,

2. HRAWS RAMEREAHFERIEEAWS E1F , JtI:E%AWS EBiEtEEANE AN TR
BEPEEEENLA, BEEEFTS2HERNERLA , BXAKEREAWS BEFAER
RED (S ETEEEB), (us-east-1), UM m—,,\;éﬁﬁ/ﬁaﬁnﬁﬁﬂﬁnﬂ B2 THLKRERME
kb HEEFHEER, -

3. NMRFERPEFRHAANTNZEEREEEEEARRENTINRZEERER , IEHEER
EENERE, ZuLlRZEEEERN REXSIPER] , BE-XREFTEZEENERR
b

g& , HREF-HZEHRA Managed BRIVERERLA , [(RE] MEER [WAN
E#. REXERERERRENNZIEEERRENESF , TREKCMNERARERKA
PHABEREE R,
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4. (BEY) ERAGESRUSHKEBEER~AR. KUUERAZEGRES  BULEMESEHE,
LU ARRET (HINERLAEEN—87) , LEFHEBPIERANFNERLR, &
BXFHRAEEEBBUERUNTHNEE, BE—EzR , SBUUEXFENTRESR
PETIERE, SR EGBUESNRERET  EXRIMENERAL,

5. EEEREAMNER’ANERE. I RASETTIERERLANENR

£|:

- BE —IHERLAELHE. ID. #EE. Amazon EIREMH (ARN), EY B, BER
EZS\ERIR P H A R 2 B TR RS

- SEENER —JIHRNERERAANZIEERR, ERAZEFESNSEEREER
Z A LAS — {8 Managed 5% 7], SEXEEMWERFSETEE R BN X EEERR
Ko, MRARZFERMA , IFZRESETR [EMATERRAE] B, IRERESER , Alg
RECEFERLRUEAFERRANEE,

- HABR —JHERAAPIENERER, BFEFRN ID UFERBEFHNRIERRSIER
LEEERERBHTEEPREER,

- HAESRE —JIHRAXRERNEZREE,
c BE —JEMNEERAAAGNERRBERY ; EETEMNMNEERARAT TS 2E5]

BRNER,
AWS CLI
EERGENERARR

BRI A ER S R - -resource-ownerEREAMIE R T £ Aget-resource-sharestE© , SELFLAER
EHREVNERLARNFMERAAWS RS,

T EHIFE R currentAWS B3 (us-east-1) FAFULANERLARAWS kRF, EERSE
EFREEFRINEREA  BEMA--region <region-code>28, EETETELHER
WERRAR SABAEEERSEBRI (HEEEILE). us-east-1,

$ aws ram get-resource-shares \
--resource-owner SELF

{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",
"name": "MySubnetShare",

"owningAccountId": "123456789012",
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"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-10T15:38:54.449000-07:00",
"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",
"featureSet": "STANDARD"

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/818d71dd-7512-4f71-99c6-2ae57aa0@10bc",

"name": "MylLicenseConfigShare",

"owningAccountId": "123456789012",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-14T20:42:40.266000-07:00",

"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00",

"featureSet": "STANDARD"

EHEIVEREE AWS RAM

ERAREHANER , FEVERAA. TIALEFNES

1. MREELANER,

2. HHEBEHAPLENESEAEREE  EEARNZEREENZEF .
- BEHBVREHP—ETHN AWS REFHA. BANEFXERNT , BN EFZER T,
- AWS B ZEFFT AWS |, BUREREREARHI,
- ERFZEMAAUREBTECHZENT , MHSENRE2MERER.

(@ Note
MREMNSEF T ESMERAE , Al AWS RAM € B BNEETERIRE, BREEEEEER
FERR B MRS,

3. EELEFHERNER,
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ZEBER

« MREHRFEMRETSELRATHN AWS BR , EBEAREMISHAERLATBRER , M
BREFRILA.

« BULEERAEHESNERERIN THA AWS HER,
REELHEEERK , T AAER, EEEAAEEHLANER,

- AWS RAM R EFMRE, ELEHEM PNERAAERE AWSIRF , ELTRLAREVER
AWS Eif WHENEENESEER. HAXENSEER , BUURZERNBREEZRANIES
EREM AWS B8 FEIELER, BHAEE AWSRAM BENEEEHERRS (MHSEIILER)
¢1ﬁ$ﬁL¥E§E tE N HE21HE Rus-east-1MTE, E AWS RAM M £ & RNHAET |

B HeREREL  HEERHER.

- MREHAM IRER PHABM—ZB2 , AWS Organizations EEZENEBLHLAESEA , E'J"J;E
WHESTFHNEAEIRASEHESERLANEIRE K MESEAEHE. CEABRBNEELA
IREFNZTEAGREIMABEREANEE  YEAREEMMESIERE R , T2ES /\Fﬁﬁﬁﬂﬁﬁ-
B,

- MREBEHREEFTALA , AIEESEAHMGETEARERLAE B,

- MRAAREBREB —FBoMIRFHTECE , IESKEERNEIMNEETHSHEFEHERH
AW EEL.

« MRIEHE AWS IRF HEEABRAFMERAZN OV, AIZFAERFEEBFMERAE,
BHANRF EE B EE T AR A AP ERNFIER TIRS ey @5 E 58,

. ﬂﬂ%"‘ﬁ%ﬁ%ﬁ—lﬁﬂlﬁﬁ {ZH OU hBKRIRF |, AIZIRFHPNENEIBERBREZERKE
/\;ﬁﬂyﬂ’]§/ﬁﬁﬂy*§o

- MRECEEERERFIXERFFIAVMHALHERAELR  RARREBHIBEAIRS |, AR
FhEMEBHeRiZEBXER]LAFINERTIE,

/A Important

EREERS OU A , EREECSHEERAANIRER , HAKRFHNFmEERER
BEFERAATNER. BTN FRERRELAMEBNZEIMESR. ERA AWS
RAM E#EZIHATBEERNEREBERFER "Principal”: "*", MEFMEENR , FS
BERA WEE "Principal": ™" EEREBIR P,
HttFEAIRFHPNERATS LA FREANER. HRFHNEEESXNALK T 2 BT
BREZEFEENETHR, SEBELEART ERLARMEBIERARNSH Allow FEE, &
RPN T EEBREE R AMEBNZETREENF A,
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- BARBIRFFABNAER , UROUsEXEBIEETERAE, LEEKRE B S ABINEBR OUs
FAEBATREIMEZTERAZ, T8 , UM EEAR AWS tkF XENRKE. IAMBEM
REEBABNERE , MAERAANER,

® Note

WBEERBERBANRAVACGNERAELR, NIFEETUEELETALACERN
*Eﬁﬁﬁ y nﬁ/ﬁ —.l- Fﬁ AWS E’})ﬁﬂ?\o

- BRTIERER SRt RNBEEIBFE , ANATIHEREENLR, NREEBEFBH 2
TEZBHE  AEABIEBEHE,

/A Important
HRAETIREFNHAERER 88 12 )V ENEBEIMAERLANBE. 12 /0
& BFEERY  BERAZTFNEKREREIRSICEER. BREAERLIBESE

==
ABo

« Amazon Aurora - BRI E#E

« Amazon EC2 - REREBEMEATH

« AWS License Manager — 1Z#E#H &8

« AWS Outposts — A< E K TR, B 0E U5 A5
 Amazon Route 53 — Ei% 17 8l

« Amazon VPC - EF#RIPvARHit, FEFE, FHKE. RERFNERER. GhFE. BaRE
ZHEE R

Console
BIYERALA

1. BB AWS RAM Ei2 A&,

2. HR AWSRAM ER{LAEFEEMEE £ AWS BiF , AWS B FRTIIZAALAN TR
FERREBEN . EEEFESHERNEREA , BH4E AWS EiF % REAXER
EB (#ESEEEEER ) . (us-east-1), MEHALEERNFHEN K FSB EHLIKERME
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tb HEEHER, MREEEEERAZTHEELEHER IV ABREEENEES , XEH
RE (#FEEEIEER ) |, us-east-1,
3. MREBERHF AWSRAM , BHhEBEHEEEVERAEE, /|, BhKLAH . EFRLAERH
EBEEBITERKA, https:/console.aws.amazon.com/ram/home#OwnedResourceShares:

4. HEHZBR1 BEEERHAFEEAD , T THIEME

a. #HHEE K BABRAANERERE,
b. HEERT , BEEENEEERAANER , TR :

- SHHENEREE  EEZHANEREE., SERTHAERFEGRAEMMERE

M &R,
- EEANEBERBES , ERNEEHAANERERSNZIMA R, EHNERSEERLN
ERTBHE.

MRLEHAEBSETHESMEBBNER , IEATARER ID (AZ ID) 1] # B &4 B
ELERERFZENMEHVE. WEFHAER  F2RAWSERH AR D,

c. (ER) FEXEREEZERAE  FEEBTHASRERSIRNE, BEMEEER
VEHEMGER, SEEEEHTR. CGEEBEEARERLALS  THARERLA
FHEIR,

5. igﬁ Next (-F_b]:)o

6. ESR2 BTEFVHSEERENEVE , ZULLEEK BYNZESFT AWS EHER
FREVEAN ZERENEFRPIZENT , IZL8UUARAXENEREREEVHCHNEFRSEE
FH. MEFMES , F2RZEENEREEE,

BRBVEFIZENT , UEBNSHRACERARIZRNEFZER
i, MEFHMES  F2REBEUEFXENA, TRILEFR , H&

g | C
RSB T TR E S S E,

(® Note
MEERNZEFTESMERSE , Bl AWS RAM & B BEEFARRA . £ RpeEEs
ERTARER R,

ERRTREFUANDE , FRARRLZEFFAIMNBEREL,
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7. igj% Next (-F_i)o
8. HEIR3 . BRFEXEEFHUE , BT TIEE:

a.

RIFEFERR , FENAFETMALR , ERXRTERIEZE RV RLEFRER | SRoJLlE
B AWS IRE NN EREAER, EFSFERETEBRNLANERER | 4l
Amazon VPCF#Eig, Bl EAMACNEREHLA - X ENERER,

FERERARAREAEEPH RENEE  FEBERFEABTHA,
HREFA , BT THIEME:

- BEMEBER. BBEL AWS IRF (OU) SIBREEL  FREBEEREREE. 88
BrASNERER, AR, BERNEERENESEIZEZ NI .

/A Important
EREERSS OU A , EREECSHEERLANIKRSRE , LARSH
WArEEXTREEHTFRHATNER. BTN ERERHELAHEHNZE
FAFTER. EEEA AWS RAM EEFIXAPESRAERNEREBERFER
"Principal": "*", MIFEFHMER , FSBEEA WEE "Principal". ™" £&
REBERT,
HERAIRPFPNERATSLANFRHANER. HiRFHNEESMESL
BERBEFTBREEZHENTIR. EEBEXEART ERAAPHEBER
ARNsHY Allow f7EUE, ELEHEPNFAITREEAHEEREAMBHNIE
AR IEENET A,

« WMREFEEM (ID M F%o-) , AIEBHIE AWS 1RF PR ERI A UIEFIER
HH,

- WREFEH OU (ID A FEou-) , BIZ OU AWS tkF B NWEBKRHE FIEOUsH
AR ERAA.

- MREEHEA AWS 1RF | BIRAZIRF A ER AT UFIERLA.

(@ Note
FARBBE B R B AWS Organizations ERUAE £ H , BZEEAEE
NEERF T SER.
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ERAEER

IR R L AR EAR AWS 1RF ASH | SIRIAMABHERE, X
2, BAARMENMBEE  YEATHNXNBFENNFHRRE@A ID K
ARN,

123456789012

- 108 - BEIE AWS 1RF BBHHNAE | FRABSKN 1D, Fli

0-abcdl1l234

- BB (OU)- EEFHE OU , FFWA OU #y ID, fian :

ou-abcd-1234efgh

- IAM A - ZEHBIAMAR K BWASCARNN , FHATYIES

arn:partition:iam::account:role/role-name
fign -

arn:aws:iam::123456789012:role/MyS3AccessRole

® Note

EEREIAMBEARNNK — | BE AMERATREAEEE. B gt
role AWS CLI @8 GetRoleAPIBE,

« IAM user- EEFIBIAMERE , FRAFEHAEN ARN , A THIFES

arn:partition:iam::account:user/user-name
fFln -

arn:aws:iam::123456789012:user/bob

- ZEMKID R IEEZFEAARN , THEEBABNETTA , BHESEZTEARIMEFTA
B, #F @A D (HAR AWSRF, & OU) =% ARN ( HARIAMA B E
&) , RBBREHME, TANZEFEAER, ID MARNBRXU TR :

« AWS IRF - EE#18 AWS IRF |, FF8 A 12 (v BAYRF ID, Hla

BUERAA
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® Note

EEMSARNIAMEAENH— | BE IAMEZRAPBRRERESE ,
A get-user AWS CLI f5 %5 , 2 GetUser API Bk,

3
=

« BRBEFA - EEFNEBRBETA , FRENZRABRETAXNBEFERERBEE
Ao BA AWS BRI ETRIEHE. £ TIIFE:

e Sservice-id.amazonaws.com
Hiln -

pca—ConneCtOI—ad .dMazonaws.com
c. HRAEBEMZETA A6 FHEIALEENETALRERTER,
9. igg Next (—F_i)o

10. ELR 4 MENEYH  BRERAENEARHAET. " EL2FEAMNSRNERE K FRE
BEERENSRERNERS  WETHENEE,

1. MRETERLAR  FEERVERHLA,

ERMEFATRERELDENRE T RTXKEB ., TERERAERERAMZH , BRI
s

12. BALERFTENBRERNEIR K IKEFTRBERAZERLA. BKUNESEERAEH
BENEREENZENT  BARNIEEBHERZENTHRLER, ERATEBHAER
B, AIARBRERLA. WFFMET  FEHRIZEEENAWSE R,

AWS CL
BYERLH

£ create-resource-share i H. FH S EEVLE AWS IRFE A8+ e LANERLH, #
F@& AWS License Manager IR #EHE , YR TFTHEREENERZIENRT,
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® Note
MREEREFARER—AZFEFEREENERZENT , EUERARENEFRZER

‘JERE&EE’\J%F:’%%‘#FEJO R TEEFZEHNTARNY  ARBIVERREE, MEFMEE
A, FBREAUEFZEH,

$ aws ram create-resource-share \

--region us-east-1 \

--name MyLicenseConfigShare \

--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \

--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-abcl23 \

--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MyLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"
}
}

EHEHEREAH AWS RAM

&R AR AWS RAM BLTFBI A REH PERALA

- BULKER, BRIEBHEELRINERAA,
- HRIEHEBHER AWS ZEAINEREE  SUNEEREIEAFTERARNSERENER,
- BEEEFERASNZEFIEANNERMRAR | &0 LUEH X E 5 o UER R,

- BULEBRERAAPBRIBIER  HEHHARERNEN, NRCHEFIE  TBEEZ
BERHAMAER.
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® Note

MRARARZEYW , WELEXEHREFRAANEREE  MREAAERN TR IURFE
BHA. IREFHAAESTXERFANEREE  SHRAR  BAEBAMLEBIEH
REERE. EHIBERT  SAERARAEEENELXARERAATBERIR, UFTIIEL
BFNERERBE A F2H BHEERLRAR TRES.

Console

EHMERAH

1.
2.

BEZE TEAFH AWSRAM HA  ERLHER,

A AWS RAM BREAEFEERKEE B AWS EfF , AWS EBiF B EEaA8 AN TR
BEREEEEN . EEEETE2HERNERLA , BXEAWS B # REAEER
B (HEFEEEILEB ) . (us-east-1), MEHALHERNFMEN , F2EELKREFRME
kb, HEZEEHER,

BRERLA , REBBEBSE

ELSR1 . BEERAAFHEET. REERLAFEENR , UAEEEFH TIMEMER .

a. (ER) sESFERLANER  SHFRESR.

b. (EA) EERERNEZERAA , FEERTEERERER , ARENERZHNKE
FHR, SEFTEEERLA, REELE PEESREAZERE (#FEEILE) .
(us-east-1) i , T EBERLFEIR AWS Management Console.

c. (ER) FERERHATBRER , FEEINERTESKRER , AREEZELZRID 3
) Xo

d (ER) FESESRNEZERAA  FEERT , 2ZAXFHRPAAERRS|E#MN
B, EENEZEAERRCIBNEY , FEENEER. ZKZAHE 50 BERK.

e. BREREFRHAATBERER K FEEBERTRIER K RARBEZENBR.

EIE Next (F—2),

(BA) 22R 2 BTEFTHSEEREREVEY K SULLEEK EUNZENT

AWS EEEREREVEE  BEREGNEFZEHNT , IFLAUEIBACHEFRZEN

A, MBEFHER , F2RTEENERED,

UM RERVEFZENT , UEBNSHACARAIZTRNERR
B, MEFMES  FR2REUTFZENT. TREFR A FRE
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| C
ARBRZEF T TR BERENENHELZENT,

ERETIZENFUANDE , FRARKRLZEFFAIRNBEREL,

7. MREBAERGERAZENZEFARATEEMNNERRAE , RIETLEREH SRR
A, EHEFRRRAE,

(® Note
EEESRCEARTFERRANEE 20 , B LUERIERE LR REUEMRAE
#o TR, BN AWS XEHNH , EERFERAEZR , BEAABRKEE , 8%
BB [E S eI B AR A

8. IEFE Next(T—2%F).
9. BRI BEAHFFINIE. REBRINER K XHRFEEH FIEMFEE .
a. (ZEA) FESERECRHARBERATRBNHLA K FEETIHP—EEE .
- EEREBNEH AWS RS SERIAMACSREAELARR , FEEAFRNASE

A,
- EERERAFARE ABETHHER AWS Organizations , FBiRZEEAFEEZBINE
A,

b. HBREFEA , FHTTHENME:

(1BA ) BEHE AWS 1RkF B@AHBER. AMEN (OU) KA , FRRMERER
ERUERMEBNERRE. ARBNEEMNENSETESHORETT IR,

/A Important
EREERMS OU A , EXEECSHEERLANIIRER , AR S
WArEXTRSRHFRHATNER. BTN EFRERHELAHEBNZE
FHMER. EfAS AWS RAM EEF AT B EERNEREBRER
"Principal": "*", MIFEFHMER , FSBEEH NWEE "Principal". ™" £ &
REBRT,
HttFEAIRFHANERATS LN FTRREANER. HRFHNEEESXNEAEL
BELBEFTBREEZEEN TR, EEBREXSARTFERRAEZHRERER
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10.
11.
12.

13.

ARNsH# Allow FEUE, ELBRTHFFA T EEREERAAMEBBNZE
ATA R IEENET

(® Note

FRBBE B A B AWS Organizations BUFEE £ A  MEGLERBERE
REFHNEEEDBEABTSETR,

BEEFERLL A EEERRB AWS IRF AHH |, IRIAMAGEERAE., HX
i, WABEWAELTRBMEAINGY  EEBTEENEENMIBERYBRTS
MXFHEF, FSET—EEE /F5RE.

- (BEA) FERIBBIFTEEIE  BRETAABEPREZBEE  RRGATE
ARNHY ID = , &% , BERTE,

MREEREA AWS IRF |, AIRERIRF T UFRERKA. BULLEETHEH—
EiEE,

- Hitb AWS tRF ( ERBEREERN ) - RERAUUEM RFER. RIRFHEEI &
AERANESRERNFITEE , BARBERNEIERTENAGNERSE , A%
BItiERF. ELFTTERBMMEERLANSEF TR ERNTT,

- WAWS IRF (EBREERE ) - EREBIRFINMAEACGNERES BB
FERAANZEFFAMERNFIE,

- MEEEEVEERERNNERAFBER,

A& BULIEBERILTRRMEHMIEFOUs, FENES.
- (BR) EEBRETIA , FEEIRNZETATHRIIETA , EMEKIRG R , REE
EEUHZERL.
B Next (F—%),
HEZR 4 RRNETT  REERLANERBFEER,
EEEFAMSRNERE K FESHEECERO2TRNER , ARETXENEE,

MREMZERF AN RRRAUINVARA | 8T SR EE A TR RARA SRR I B
ERTREBER  FERENERLA,
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AWS CLI
EHERLA
BAIBAEA T 5] AWS CLI i 5 RIS EIR L A

s ZEEEFTRERRE , IBERBAHI/INEEH , BBEH o5 update-resource-share, 'FEU
FOEENTREENEREA , YHEREAEANHABN IR, SXAHHIEERL
B AWS [E15] {5 F PR 70 2o

$ aws ram update-resource-share \
--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE \
--name "my-renamed-resource-share" \
--no-allow-external-principals

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"name": "my-renamed-resource-share",
"owningAccountId": "123456789012",
"allowExternalPrincipals": false,
"status": "ACTIVE",
"creationTime": 1565295733.282,
"lastUpdatedTime": 1565303080.023
}
}

- PEBERMEEZERAA , BFEH &9 associate-resource-share, T 5| € Il &S 74858 5718
EEENERLAH,

$ aws ram associate-resource-share \

--region us-east-1 \

--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el5235 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE
{

"resourceShareAssociations": [

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-

share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
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"associatedEntity": "arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25alf4el5235",

"associationType": "RESOURCE",
"status": "ASSOCIATING",
"external": false

s EEEEREAPHESIBARERERNIESNT , BFEH % list-permissions # associate-
resource-share-permission, HERILA+ , BAEREREARER—EZEFT. MREBES
BEEFUHEZCESETTINERER |, AIMXETE --replacei®BlE , FRIGHTE XKL
BA R

THEHlHSE 5 HiEAM ARNs Amazon Elastic Compute Cloud (AmazonEC2) F4#33& 1Y 3
EFAUH , ARFEAHP —EARNSKERIEEERLAPZERERMN B AliERk AWS ZEFF
A,

$ aws ram list-permissions \
--resource-type ec2:Subnet

{
"permissions": [
{
"arn": "arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet",
"version": "1",
"defaultVersion": true,
"name": "AWSRAMDefaultPermissionSubnet",
"resourceType": "ec2:Subnet",
"creationTime": "2020-02-27T11:38:26.727000-08:00",
"lastUpdatedTime": "2020-02-27T11:38:26.727000-08:00"
}
]
}

$ aws ram associate-resource-share-permission \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--permission-arn arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet

"returnValue": true
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- FERERLATBRBRER , BEA @05 disassociate-resource-share, TFHSEHESRIEEMNE
RERAFBEBRESR B Amazon ARN EC2F 85K,

$ aws ram disassociate-resource-share \

--region us-east-1 \

--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el5235 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE

{
"resourceShareAssociations": [
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"associatedEntity": "arn:aws:ec2:us-east-1l:ubnet/

subnet-0250c25alf4el5235",
"associationType": "RESOURCE",
"status": "DISASSOCIATING",
"external": false

s ZEBNERZTERAZMNER |, BMFEH oD tag-resource F untag-resource, TH|EHIE
ERFEEproject=1imalE EMERLA,

$ aws ram tag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tags key=project,value=lima

TogEHlprojectEREENERLATBRREIZS HER,

$ aws ram untag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tag-keys=project

BRGTRIETEELR .
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BEESEFHEAERAWS RAM

BRLURBREMERED  KEHANERNER, LFETHBEHEEMLANER, SLEFRME
ENERLAARE , UARTEFNELERNET2REHE,

Console
EERREEIHANER

1. EXREPREM "HERAH  HAHER, EAWS RAMH,

2. HRAWS RAMBEFEAWS B , AILFAWS EFREZEANA LANTHNABTERRE
BEN, "EEECLSSHME-—NHA KX EKESREAWS BEAXBERE (S5t
#). (us-east-1), MEHALBEFRNEBFEES  F2H "RL2REFMAL  HEEH
B

3. HHBBRHAMMNER A6 TIEATHER :

« ID, BIFERH ID RN RAERRSITR , MEEERERBEIEETBRER.
- J]E,

- EXHARBH — ERAAERN B,

- BRAAE g2 ERNERAY. e EERERAANEE  FREHT

- IZHEE - AFNERNISREYE. EEERERIZEE,

AWS CLI
EERGEEHANER

A LAE - -Tesource-ownersRESHMIER T list-resources #8% , SELFLAEREH AT # H
ZERNFFMER,

THIgEHIEEREWAWS B (us-east-1) FEBEEERLAPHNERAWS IRF, BEENSBSLEE
FREHPHLANER , BFFEH--region <region-code>Z#,

$ aws ram list-resources \
--region us-east-1 \
--resource-owner SELF

"resources": [

{
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R

"arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea26@e4cece",

"type": "license-manager:LicenseConfiguration",

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-

share/818d71dd-7512-4f71-99c6-2ae57aa0@10bc",

"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:41.081000-07:00"

.
{
"arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea260@e4cece",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/

a477t3b2-4001-4dcb-bd54-7c8d23b4T07d",

"creationTime": "2021-07-22T11:48:11.104000-07:00",
"lastUpdatedTime": "2021-07-22T11:48:11.971000-07:00"

BEPHAERNESEEAWS RAM

CTRVEFEERATL  CREATL , CREATLNETA. REUETAEETHEEHUH
Wiz A B TR EROB .

Console

EERBREHRAERNEZEE

3.

4.

EBEZFAWS RAMEZARH "THEAA . FLHEE, HE,

By A 2 B th AFAEAWS RAMEDR S Z FAWS Bl | FLEEAWS BEft iR AMNE LAWY
THABEEBELNR IR, LSRR 2NERNERRS | LLEANS BEHS

ZERI (S BT, (Us-east-1) i, NELALHEROHEEN BB
@R R EEEREH

ERRERUSKIBEESRE, SUNEAZEGERN K BUBE N ESHE, BEXFH
RUEEZZBUEMUNTHNFE, B @R EUNAKRRFROTRAESIRPETE
o B HMBESEREY  EFRIMENERR L,

HRBEFHEEISHESE K FTRASETTIENR
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- FRATE — ESHEENBBTE., BZE D URABFTNRABERRSIER  WETHEREEE

ABFRIEESEE,

- BRAAE — GREEIZHEARANERAARE. BEEEHRUABKERLZFENR
5% AR AR B% FH B R

- B — CRISBREHAANERBE, BEREVUBGAAERFENRRIUREHLAE
)

AWS CLI
EEBRRRECHRERNESRE

R LABER list- principal @& REVEEE B 5IAWS BiEistEFURF RN ERAAHS BN E
SHERE,

THEEHIEF| A FEIERF LIRS 27858 Region FEV 2 AN TS EE, &SP , TBH
ERWUIRFVER  LRERNEBAWS tkF , FAMETRERAAN -2, EL4AHY
EERLAAWS B30 6 R B

$ aws ram list-principals \
--region us-east-1 \
--resource-owner SELF

"principals": [
{
"id": "arn:aws:organizations::123456789012:0rganization/o-alb2c3dr",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/
a477ft3b2-4001-4dcb-bd54-7c8d23b4f07d",
"creationTime": "2021-09-14T20:40:58.532000-07:00",
"lastUpdatedTime": "2021-09-14T20:40:59.610000-07:00",
"external": false

"id": "111111111111",

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/6405fa7c-0786-4e15-8c9f-8aec02802f18",

"creationTime": "2021-09-15T15:00:31.601000-07:00",

"lastUpdatedTime": "2021-09-15T15:14:13.618000-07:00",

"external": true
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}

i BR P By E IR XL FHAAWS RAM

AL ERMREREE., EGRBRERLAR  RERLAMEBBOMAISREREREHLAER
Eﬁﬁﬁy*go WJ%Q/J?\/\FHT%WJB’%%FHE?EO

© BEMBREAWSE

MREFEMRTEEAWSERLATHNER , AWSERLERRRIEXERLANEM
ERAATBRZER , AMBRERLA

MR , MRV EREAEEAWS RAMEZRAHRFEHERATR , BEHREEEF ADeleted,
Console
MERERLEE

1. EXEETHMR[ERAA . ER#A] EAWS RAMAH,

2. HASEMAWS RAM Resource NameAWS [E1F , FEAWS EEREHA A LANTHRE
BEFREERAN, Z2EEF TS LHERMN Resource Name , BUESEREAWS EBig A XE
RE (S BTndbZfus-east-1), MEH AL Resource WEHAEH , FS2EESKERME
Lt HEEFHER.

3. EEUEEEMBRA Resource Name,

/A Warning
A AREUERER Resource Name, MIBRERAZTEMELER,

4. 1BE TRIBR.  ARERBIASPEE "MERL
RN ERLAASER/NFRER, Hibzal , EMATLETES PERASRERAIRE,
AWS CLI
MRERAE

& 1] LLfE A delete-resource-sharefin 5 KM Bk R B E E/ Resource Name,
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T 551 & % A get-resource-sharesin 5 BUS EMER#Y Resource Name (ARN), A& T©
fEdelete-resource-share A BRIEEMER L E,

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner SELF

"resourceShares": [
{

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",

"name": "MySubnetShare",

"owningAccountId": "123456789012",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-095-10T15:38:54.449000-07:00",

"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",
"featureSet": "STANDARD"

}
$ aws ram delete-resource-share \
--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/2ebe77d7-4156-4a93-87a4-228568d04425
{

"returnValue": true

FHEREH AR AWS IR

{5 AWS Resource Access Manager (AWS RAM) , B[ LARIRCHIEENERLAH, TEIHWHEA
BR, UREZHAERNEAER. AWSIRF ERTEEEFNHAAERE , REIUREE

RER

B $

- BRNEEERARBE
- BRELSHANERAAE
- BBHELHLANEIR
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- BREAHANTSHEE
- BERRERHEA

EXNEEERARZR

EECHMHARAER , ERAANBEEELEREHIBAEISHE, BEETUETIEMEEEAES
EEMBEERLA,

- ZIRFFTEAAES

- TELIRFHEBEN (OU)

- EHVEAIRSE

- HAXENERER K SHEE IAM AGRFERE

MRLFEBE APHEBMKAENERTL AWS 1RF A8 Z&REA AWS Organizations , HE2RUA#H
BANLATEE , AIGEFEIEE  ISEDNSHARERNTFIE., REEREANEFESES
WERA T BBFRHAAER. IREEVFEHENRREREESPBR  IRRRPHEAESEE
SEBAEEBRERLAFNZERNFEE,

MRERBHTIEP—EHMEZTERAA , CSRIMAERLRAYEGE

- HRBILARIIRS AWS Organizations
« KRB E AWS Organizations 3% B EE A RIIRF

MREWBMABRHAANEE  ELREITIRFHEARER, NMREEBEF  REEFIH
RBE IR,

HRTIEREE SRt RANKBTUESIMATIHEREEARNEBE. NRERFEEFIH
BEZBE  BFEREEHDEE,

/A Important
HRAETIFEFNHAERER , £5 12 ENRE T UESNAERLANEBE, &
12 /pE  BFEERH K MAERARTHN-REAETSRESHEUEREB. KinEREEE
BEZEH.

« Amazon Aurora-BiEE £ &
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« Amazon EC2 — BRERENEATH

« AWS License Manager — 1Z#E#HRE

« AWS Outposts — Z<#t #8EARE 3R , B 0E UG FNUE B,
« Amazon B&#R 53 — B &R A

« Amazon VPC — ZEF AW IPv4 i#bit, BISEE. FHK,. RESGEE, EnFEE. EaFE
ZBEA AT

Console
B FEE R & F Y858

1. BEEXRATW [EREA  ERAM] E AWS RAM Ho

2. HREE AWS RAM BRHLRAEFHE AWS B , HiEt7E AWS BE (EZEEA AN TN
BFEPEZEENHA. FEEFCS2HERNER—AR  BU4AKRE AWS B /%
BIRED (HEEESEdLAR). (us-east-1), MEHALFERVFMENR , FSRELKREFE
b, HEESER,

3. EECHEENERHABE.

"IREE L (Status) WEIEHEE NEREANSERE, MRPendingBRFECHEEERH
A, BEEREZHIEREF.

4. FREORERLAEF  FENERHLA ID, AREE (EIERALA] UEZEF  EE
FERERHLA] EBEFE, MRLIEEEF , EEIFINER, MRLEIEF  BAFN
&Ko
AWS CLI
B FE & IR L A RV BAER
BRI LAER T Bl an w5 RIER IR R EIRH AR EEE ¢

 get-resource-share-invitations

 accept-resource-share-invitation

* reject-resource-share-invitation

1. T3 E5 5| & %4 A fvget-resource-share-invitations % B 24 #EEN AT 8 A 4L £ i & f5F FH A58
EEE AWS tRF., AWS CLI queryZ2H A ZE SR AR BstatusiREAIEE

BEAREER =
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BIPENDING, MWEHIFETRKBEAERE 111111111111 B9 — (@855 B s @ AR EE R PENDINGHY B
BItRE . 123456789012 AWS [EiF

$ aws ram get-resource-share-invitations \
--region us-east-1 \
--query 'resourceSharelInvitations[?status=="PENDING ]'

"resourceShareInvitations": [
{

"resourceShareInvitationArn": "arn:aws:ram:us-
east-1:111111111111:resource-share-invitation/3b3bc@51-
fbf6-4336-8377-06c559dfees9",

"resourceShareName": "Test TrngAcct Resource Share",

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/c4506c70-df75-4e6c-ac30-42ca®3295a37",

"senderAccountId": "111111111111",

"receiverAccountId": "123456789012",

"invitationTimestamp": "2021-09-21T08:56:24.977000-07:00",

"status": "PENDING"

2. MEEBEIMNBE 2R , B TR , WEresourceShareInvitationArnfE T —1{Edy
SR ESEEE,

$ aws ram accept-resource-share-invitation \

--region us-east-1 \

--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49
{

"resourceShareInvitation": {

"resourceShareInvitationArn": "arn:aws:ram:us-
east-1:111111111111:resource-share-invitation/3b3bc@51-
fbf6-4336-8377-06c559dfees9",

"resourceShareName": "Test TrngAcct Resource Share",

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-share/
c4506c70-df75-4e6¢c-ac30-42ca®3295a37",

"senderAccountId": "111111111111",

"receiverAccountId": "123456789012",

"invitationTimestamp": "2021-09-21T09:18:24.545000-07:00",

"status": "ACCEPTED"
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}

MEBERI , FEE , OEBERstatus SR EFEPENDINGAACCEPTED,

MREAEEIEE RS |, FEEAERN S B 1Treject-resource-share-invitation @ o

$ aws ram reject-resource-share-invitation \

--region us-east-1 \

--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49

{
"resourceShareInvitation": {
"resourceSharelInvitationArn": "arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc@51-fbf6-4336-8377-06c559dfees9",
"resourceShareName": "Test TrngAcct Resource Share",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-share/

c4506c70-df75-4e6c-ac30-42ca®3295a37",
"senderAccountId": "111111111111",
"receiverAccountId": "123456789012",
"invitationTimestamp": "2021-09-21T09:18:24.545000-07:00",
"status": "REJECTED"

WA RS AN ERL AR

BALURREEREINER~A, ZUUEEREFSRETFEEHAER , URAMEETLADR
L&,

Console
EERAERLAR

1. BEEIRATH [EEHLA  EFHA] RAWS RAMEH,

2. EMAWS RAME R AREERBEAWS B, , EiLdE AWS EERERANAE LAY TR
XEFETREEENLA. EEEEAS2HERNERLA | CLEEBREAWS EFAE
BIRED (s BT 4L ER), (us-east-1), 1 %%ﬁ:‘-—?aéijﬁ/ﬁﬂﬁnﬁlﬂﬁnﬂ SRS RE R
H, HEEREE.
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3. (BEM) EAGERUSKRBEERLARE, KUNERZEGRKFG  BtE N ESHE,
LU ARRET (HINERLAEEN—87) , LEFHEBPIERANFNERLR, &
BXFHRAEEEBBUERUNTHNEE, BE—EzR , SBUUEXFENTRESR
PETIERE, SR EGBUESNRERET  EXRIMENERAL,

4. FEAWS RAMIZAZETRTHIENR :

- B — BRHANER,
- ID—ERELAWID, EEF D, BUBRREFRLANFHAEAETE.
- "PREZEL — RIEAWS IRFEREZM ID,
- REE - ERHAAWEEIARE, TRENEIHE
« Active— BERHARMEATBEATHER,
» Deleted-BMIBRERLAEELBEFEA,
« Pending-EZERLANBFBEESFORE,

AWS CLI
EERRERAAE

E#4--resource-ownerZ#EREAMWE R T A get-resource-sharesE FOTHER-ACCOUNTS,

THEFIREREMEREAWS BEEFUIRS L ANERAHBTEAWS IRF,

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba®-63df-4608-be3c-19096bleelbe",
"name": "Prod Env Shared Licenses",
"owningAccountId": "111111111111",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00",
"featureSet": "STANDARD"
.
{
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"resourceShareArn": "arn:aws:ram:us-east-1:222222222222:resource-share/

c4506c70-df75-4e6c-ac30-42ca®3295a37",
"name": "Prod Env Shared Subnets",
"owningAccountId": "222222222222",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-21T08:56:24.737000-07:00",
"lastUpdatedTime": "2021-09-21T08:56:24.737000-07:00",
"featureSet": "STANDARD"

BRREEHANER

BRI REAUERNLARER, ZAUUEIHMEFSRELEHAER  URBLEERLAIREE

Console
EERBESHLANER
1. BEEIHEATHW THEHEA . HAER, EAWS RAMH,

2. HAWS RAMAEEMAWS EiF , EAWS EFRA AN TR EES |, BEEEN. £E
BESELHEERN. AWS EBifjus-east-1NEL AL EHERNHMEAER K FSH TEHe %

ERME  AERFHER. .
EAGEGRGRSRBIELRER. EUUEASEGERYG Bt NESEHE,
4. TIHBEMEN :

c  EREEERBRBEEIERATRENER ID.

® o

ERAABH — REXHERN B,
- BRAAR — g8 RNERAAY. ERERRERAARNE.
#EE D —BEERNESEE D,

AWS CLI

HEMAEEHANER
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BUERSIRERN TREEREAZNEIR,

T Eflm R REBEREEAWS BEHRAS —BAERLANERLAFIERVEH
BEFAAWS RS,

$ aws ram list-resources \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

{
"resources": [
{
"arn": "arn:aws:license-manager:us-east-1:111111111111:1icense-
configuration:1lic-36be0485f5ae379cc74cf8e9242abl43",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-

share/8b831ba0@-63df-4608-be3c-19096bleelbe",
"status": "AVAILABLE",
"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:42.517000-07:00"

BREESLANESEE
B RRESHREERCMEEAANBE, S EEMMEREAZENERNERAE,
Console

BEREHZERNETA

1. #& AWS RAMhttps://console.aws.amazon.com/ram B E#E A&,

2. HAREBEAWS RAMEZERILZAWS Bl , FFAEAWS BEER T AN ALAN TR EES
BEBENHRE, EEEETSLHERMNERRE | B4 BAWS BIESEERI #HEED:
JtEB), (us-east-1), MFELPZLFERVFHMENR , F2HE "HLXEREL K HXZEEHE
EJ o

3. EEBEBEHKD , iB4E Shared with me (EBFKHA). Principals (ZE5FEA)o

4. (EBEMYN) BUUEAGRRGUSHREESREA. B EAZEGRGEYE Bt N ESEH
B,
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5. ¥ERASERUTE

%ﬂ

° i%;ﬁ% ID— Eﬁazu\/\ﬁﬁ EIJBEE_ IDo
- TERAZE, — FIBEEDEETMINERRAZYH, EERFURRERAENEE,
- B — IBHEFESHANERYE. EREERRERFENE.

2

AWS CLI
BRREHZERNEFTA
ZAILAGER list T2 HEEESRENESLAERNESEEFTEAWS RS,
T5Ig 5l e+ BREAWS 1kRF AR UEEFENIRFEARAERLANFAETAWS B,

$ aws ram list-principals \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"principals": [
{
"id". "111111111111",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba0-63df-4608-be3c-19096bleelbe",
"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T09:06:25.545000-07:00",
"external": true

BB B IR H

MRETFBEEFNHEEHLANER , EULRRREERLH. ECHAERLAR  SREEFR
/\Fﬁﬁl No

=i B B R L A Y SRk

- AEEEREARUBEAWS IREA B DEEHHA | ﬁﬁ’f‘%ﬁ:%ﬁﬁﬂ’]ﬁﬁ?ﬁﬁﬁﬂﬁﬁqﬂﬁ% , WX EERBZ
HAH, IRERBEBAWS IRFAMBHEEERLA , BCRARA , AIBERBERLAWS
Organizations . FEMEBRNERLAS BN,

BRERAA 57


https://docs.aws.amazon.com/cli/latest/reference/ram/list-principals.html

AWS Resource Access Manager

ERAEER

- BERFEERAR | HREN

AR 7%

Amazon Aurora

Amazon EC2

AWS License Manager

AWS Outposts

Amazon Route 53

Amazon VPC

S
3

BEREE

rds:Cluster
ec2:CapacityReservation
ec2:DedicatedHost

license-manager:LicenseConf
iguration

ec2:LocalGatewayRouteTable
outposts:Outpost
outposts:Site
route53resolver:ResolverRule
ec2:CoipPool

ec2:PrefixList

ec2:Subnet
ec2:TrafficMirrorTarget
ec2:TransitGateway

ec2:TransitGatewayMulticast
Domain

BRERAA
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MAETERREE

Console
EERFAERLH

1. BEEXRATH [ERHAA  EFHM] RAWS RAME,

2. HRBFEAWS RAMERLREFEAWS B , HFEAWS BEREZEAE AN THNAEE
TEFEENHA. FEEELE2HERNERAAR  BH4AKKREAWS BEAXER
B0 (#HEmZdbEF). (us-east-1), MEHALBERNFMAEN , F2RESKREFML
HEEHER

3. ENEEHRFENERLH.

4. 2E [REBERHA], AREEDHEF L RPEE [HH].

AWS CLI
EEMAERAA

# 0] LA{E A disassociate-resource-shareiE S KR B E B L H,

THEH R TEEAWS IRFHEF UG T AEH ARN EECERLAMEACERNFEE, £
AREBEREQZTSLERMRA < ERLRANBRB R AWS B

1. 8%, BNERLRABE , WHEEUEEERR 2ERA D ARN,

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba0-63df-4608-be3c-19096bleelbe",
"name": "Prod Environment Shared Licenses",

"owningAccountId": "111111111111",
"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00",
"featureSet": "STANDARD"
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}

}

2. A%, B ETH S URERERLE., FEE , KEXEEEENIRS
ID123456789012 , i REBUHEEEERLA (AKRF 1111111111114 /) WEBMHN ESHE
%,

$ aws ram disassociate-resource-share \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:111111111111:resouxce-
share/8b831ba0-63df-4608-be3c-19096bleelbe \

--principals 123456789012

{
"resourceShareAssociations": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-

share/8b831ba@-63df-4608-be3c-19096bleelbe",
"associatedEntity": "123456789012",
"associationType": "PRINCIPAL",
"status": "DISASSOCIATING",
"external": false
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Region us-east-1
us-east-1a E Availability Zone us-east-ic
I usel-azi '
Account us-east-1c F.'v'ﬁi'ﬁt‘i.:it}."él:ﬂe ' | us-east-1b Account
111111111111 > HeelE < 222222232222
us-east-1b Availability Zone ' |us-east1a
i usel-az3 !

HRELER , BT ELFIRTARBAWS B , E4E#B TR, flin, 5% VPC 71
B, HE—IRFH , TAEREBSEEBNERIFLEE, HR , EEMEAWS RAMAREMAHLZ I
BERKAWS IRF , RFAREE, EEMBHEMRAEIRREFIHAAERNENSEENEM  UEBE
2ERETRAEES. ATHYFREEE , WEEREAFEER AZ ID REBHEIRFHEBNERE
BB, AZ ID R AEBEEMA BE < EE— B —REBIFAWS tkF. i , usel-azl2EHE
HE[Bus-east-11 AZ ID , EES —EAWSIRF RV EZHER

O LA AZ ID RYEETEEIRFERES —ERFHNVEENE, flil , MREHES —EIRFHE AZ
ID & usel-az2 WAIAEEF# , Bl AZID th2 usel-az2 2 A EFHAHAWZIRE R T AER I F
#8, Amazon VPC XA ZE TR KN AZ ID , EAAEHFAWS CLl,

Console
BIRER SR AEEN AZ ID

1. BEZEFAWS RAMZEAFMHEAWS RAMEAEMH,
2. BALIESHN AZ IDAWS B T\ 88 AZ ID.

AWS CLI
WARIEWRS PR A RS AZ ID

T 5 #EF S ER us-west-2 BiFR AT A EITHK AZ ID , ARIEL[EE Y EE A A RAWS 1R
J=8
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$ aws ec2 describe-availability-zones \
--region us-west-2

"AvailabilityZones": [

{

"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",
"ZoneName": "us-west-2a",
"ZoneId": "usw2-az2",

"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",
"ZoneName": "us-west-2b",
"ZoneId": "usw2-azl",

"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",
"ZoneName": "us-west-2c",
"ZoneId": "usw2-az3",

"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

"State": "available",

"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",
"ZoneName": "us-west-2d",
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"ZoneId": "usw2-az4",

"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"
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A BAERELAR
B\ EBRY IR @
FiH =l

_ RSB BA SRS EEIIE S £ AL SRR, W
EHEET  BEREEEE,

iy
-/

- BRAREBRHAREBIRS XA LEENER,

ALEAT  AWSRAM X AWS ZEFFANAERER  BHtR+F A
FZEHAY RERFMEBREEUIXEEFZEN,

64


https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create

AWS Resource Access Manager

ERAEER

CIR>E: 8
FHRHAA

©

- EENERXEERERFX

®

- WEENERIXBEERATERX

HORCO

Amazon API| Gateway

EFF,

EHLIE

- BRI HARERNER AWS IRTS.

- SERE A BN ER AWS R

WA LAE A H A T % Amazon API Gateway &R AWS RAM,

EREENENX EARG

15

wEeRE

apigatewa
y :Domainn
ames

SPEVANEEREA
B, WEEHM AWS IR
F SREmEs A

IS A Z @bk P Y Rk
HEE NBEERE
APls, INFEFMEF ,
#2E (Amazon API

A LAER GIE>N:=E=
IAMBER  #BREAAER
ENAGE  WIRFH
HA

®.0.0.0,

] 244

* A AWS

MRS

=]

™
-/

-

TR
EFEE
2

A BAER AR
BERH
A

b

Amazon AP| Gateway

65



AWS Resource Access Manager

ERAEER

ERBEMENX ERARM
i

Gateway F% A B35
&) HHAPIEEAPIs
FEAE BRI BEE
B

AWS App Mesh

] LR
IAM{E F3
ENAG
HA

BRI LAMER £ AT % AWS App Mesh &R AWS RAM,

EREENERX EARG
i

B SR T BB |
WEEM AWS IEF T

appmesh:M MR, AR

esh RAERE RIS
TETE [ — BB
AWS 1ES B, ME
HMET  BBEAWS
App Mesh ( &
ISR RAERERE
1o

AWS AppSync GraphQL API

CIP>:=
IAMfE A
ENAE
H*H

©,

ALAERE WBMER ATBAEERAR
HEAE BFFRE  BXaH
HBRSH R A

A

ALAEE  ABMER ATBAERRR
@A FFRE W BIEH
HRFE  FFE A

H

©.0.0

BE=a0)
HH AWS
MR

7|

& LAMER H AT % AWS AppSync GraphQL API &R AWS RAM,

AWS App Mesh

66


https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-custom-domains.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html

AWS Resource Access Manager EREEmR

EREENERX FEAXRM AJLAEE AILAEEE AR ATBAEERR
5 IAM{E A BN EFFXE HBERH
ENAe WRFHE W )5
A A
GraphyQL API Manage AWS AppSync
GraphQL APIs&H | @ @ @ ®
appsync:A WEE M AWS RS = 5 5 5 %
p1s EHEBHEAR. &
FELERF LA AWS o] B2 {1
AppSync APIs , &2 A AWS
SL#R— AWS AppSync W&o

BB —EBDAPI |,
B ORI LA EVEE 2
PR EIRFAPIsZ B3R
BZEFEBHERNE
. MEFMEA , 57
28 ( AWS AppSync
FR&ABER) BPHE
3APIs,

Amazon Aurora

wal L E R #£ AT % Amazon Aurora &iE AWS RAM,

BEREEANEX EARG CIE>N: AILEE ABEA A LA B AR
% IAM{E A HENE EFFRE BEREH
ENAE HRFH A A
£ A
ERERSE EHFREVNEEERE
®E , WEHEHEMAWS
rds:Cluster 'IJE}E EJ?J&"\E’\J%E%&J%FHO z E z =
EAEZE AWS 1RF

BEHLR, ETXEW
EREES. WEFMA

Amazon Aurora 67


https://docs.aws.amazon.com/appsync/latest/devguide/merged-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/merged-api.html

AWS Resource Access Manager

ERAEER

EREHENERX
i

AWS Backup

IEESY

& , F2E (Amazon
Awmaﬁﬁ%hﬁ>¢
A AWS RAM
Amazon Aurora ¥ 17

REER,

] LR
IAM{E F3
ENAG
HA

BRI LAE R KHEA T 5 AWS Backup &R AWS RAM,

EREENER
%

BackupVault

backup:Ba
ckupVault

15 A =4

SEPEVNEERER
PRfRERTEE , WigH
EEH b AWS IRF =
BWABHA, thi#EE
AZEZERFRRTE
(%@ ) ERNERE
7. MBFHMEA , F
28 ( AWS Backup B
BABIERE) PHEE
REEREFERS.

Amazon Bedrock

CIP>:=
IAMfE A
ENAE
H*H

©

ol L {E A £ A T % Amazon Bedrock &J& AWS RAM,

E
P

QIE>N:=E =
HEE AR
HY IR 5
A

A SR
H* A AWS
MR

CIR>N:8-
RN ED
HY IR 5 2E
A

©

BE=a0)
HH AWS
MR

AL
BFEE
2

L
BEEE
S|

A LABE AR
BEEHL
H

o] BAER AR
BEEH
H

®

7|

AWS Backup

68


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Managing.Clone.html#Aurora.Managing.Clone.Cross-Account
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Managing.Clone.html#Aurora.Managing.Clone.Cross-Account
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Managing.Clone.html#Aurora.Managing.Clone.Cross-Account
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Managing.Clone.html#Aurora.Managing.Clone.Cross-Account
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Managing.Clone.html#Aurora.Managing.Clone.Cross-Account
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html

AWS Resource Access Manager

ERAEER

BERBFHENER EEESY

]

EHEED EREVNEEERE
B WEEHAM AWS IR

bedrock:C }5 EE!’@?E’\J.%E%&J%FH

UsiEonliogell OE B2 Jal e iE 3
N Al ERAEXFERAMERE
M EFTHED, mMESFM
& , 528 (Amazon
Bedrock £ &5F)
FAS—ERFHA
BH,

AWS Billing %58 IR 7%

] LR
IAM{E F3
ENAG
HA

©

E
P

QIE>N:=E =
HEE AR
HY IR 5
A

®,

ReeEB
C AR
REd AWS
RE #
Ho

AL
BFEE
2

©,

A LABE AR
BERHL
H

®

ol

& L MER =T % AWS Billing View Service &R AWS RAM,

EREEMENX ERAEM

%

HREEMAR SRRV MEEAIR
BEmiR , WEHAM AWS

billing:b BE 5 AR AR i 1

tllingview — garmpemmtisis
BUBAERKEIRF
FHRBENMER AWS

WILE, WEFMEE
# , FESEAWS Cost
Management { fEF#&
Er) PRIEEA Billing

CIP>:=
IAMfE A
ENAE
H*H

®

£

CIR>N:8-
RN ED
HY bR 5 2E
A

®,

Ree#EH
[=3: 0F1:F
e AWS
bR
Mo

o] BAER AR
BEEH
H

®

L
BEEE
S|

©,

&)

AWS Billing #:45% R %

69


https://docs.aws.amazon.com/bedrock/latest/userguide/share-model.html
https://docs.aws.amazon.com/bedrock/latest/userguide/share-model.html
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-view.html

AWS Resource Access Manager EREEmR

SRERNER  EREM AN WL AR WLER
® AMER @A  EFSE  KIms
ENAE  WESR  HA m
5 =
View BSIRAEEER
#R.

AWS Private Certificate Authority

EaLAER £AT % AWS $A%F CA EJE AWS RAM,

BERBEHNER fERRAI A LAEE Al L AEEH Al LAfE A Al LAEE AR
s IAMfE HEAS EBFREZE KR
ENAE R R P Fral H
HH H
METHERER AIENHEBHN AT LB
# (CA) SHMERRE (CAs) B @ @ ® @
I MEBAERER P b3 £z =
SE-PERSE M (PKI) , LCAs
SEliileat SEE A AWS 1EF = AR
eAuthority IR L A BT #+H AWS
ZHMIREH AWS MR

Certificate Manager #9
FEAERITHILA CA
HEB M X509 BFE.
MEFMER , F2
BAWS Private Certifica
te Authority { fEF & 18
M) FRVZFEIFAE CA
ik

AWS Private Certificate Authority 70


https://docs.aws.amazon.com/cost-management/latest/userguide/billing-view.html
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-view.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/granting-ca-access.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/granting-ca-access.html

AWS Resource Access Manager

ERAEER

Amazon DataZone

BRI LAMER £ A T35 DataZone &R AWS RAM,

BEREENENX FEARM
i

DataZone 4313, EHhEBEVNEBRREE

, WEHE fth AWS 1R
data?one: F SREMEEL A,
Domain IS AR S ERF 2L

Amazon DataZone #3
. MEFMER
528 (Amazon f
AEERE) P4 E
= DataZone Amazon
DataZone »

AWS CloudHSM

CIP>:=
IAMfE A
ENAE
H*H

®

B ER KA T 5 AWS CloudHSM &R AWS RAM,

EREENENX EHARG
i

AWS CloudHSM  SHEE AWS

=4vi) CloudHSM {&#fn , 82
HAlr AWS 1RS A8

cloudhsm: ARG, ETR

Backup %18 AWS 1S F {5
A& WIRIB R85

&F  AEATCHRE

A] LA R
IAM{EE F
ENAE
HA

©

LA E
RSN ED
AR =
A

©

A BAE{E
il M
AWS ik
Fo

GIE>N:=E=
AR NS
HY R 5
A

©

wm

ALAER  ABAEERR
EFEXE B
AT E H

S ® & ® =)
ALAER  ABAEEAR
EFERE HBEEH
AT HE H

©.®,.

wm
wm

Amazon DataZone

71


https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html
https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html
https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html

AWS Resource Access Manager

ERAEER

TREAANER  EAR e ALEE  AWLER AR
% AMEER MA@ EEET HxEs
ENAG MRS B F
£ F
E AWS CloudHSM #
£, MESHAEA , B
ZRBAWS CloudHSM
(EREER) g
I AWS CloudHSM {i&
%,
AWS CodeBuild
WA LA A KA T % AWS CodeBuild B AWS RAM,
TREAAER  EAR Gt ALEE  ALER TSR
B IAMBER MA@ BEFEST HxEs
ENAG MRS B F
A F
¢ BYEE WBEATE
TR, EEA AWS
el IEE REMERLAE @ 5 @ 5 @ 5 ® =
:Project =, ETHESMEAWS
RE I EAERIEER ] SRAEAA]
WABBIER , L ATE $H AWS
BE, MEHMEA R
E2:E AWS CodeBuild
<ﬁm%h@>¢mg
AitAER
R B4R BYMERE , WES
i ©,0.0.0
codebuild IR B M AWS =
:ReportGr MES SRR
oup ﬁ%ﬁmoém%%

AWS CodeBuild

72


https://docs.aws.amazon.com/cloudhsm/latest/userguide/manage-backups.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/manage-backups.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/manage-backups.html
https://docs.aws.amazon.com/codebuild/latest/userguide/project-sharing.html
https://docs.aws.amazon.com/codebuild/latest/userguide/project-sharing.html

AWS Resource Access Manager

ERAEER

EREENENX EHARG

%

18 AWS tRF H #£H
ERBBRERERER
5, AREEREH R
ARAER. REEYX
% 30 XA A AR |

ARERBHETB A AR
o MEFMENR , B

2B AWS CodeBuild

(ERERER) THE

AHERESR.

Amazon EC2

] LR
IAM{E F3
ENAG
HA

Ba LAMER £ B T%) Amazon EC2 &iE AWS RAM,

EREENER
i

RERE

%

ec2:Capac
ityReserv
ation

IEESE]

EFEUNEERE
RE , WEHM AWS
RE REVABEA
REBE, EUES
& Amazon EC2#11T
EE8 AWS RS BaE
IEPEZERERE,
MEFHHEN , F2HE
{Amazon EC2fE R &
Em) PHEARAR
ERE,

A] LA
IAM{E F
ENAE
®A

®,

ABAERE  ABMEA
HENE BFERE
HRFE FFE

A

] 244

H* A AWS

MR

ABARE ABMEA
HENE EFRRE
HRFE  FFE

A
®.®
o] R4

HA AWS

MRS

A LABE AR
BERH
H

A BAER AR
BEEH
H

7|

Amazon EC2

73


https://docs.aws.amazon.com/codebuild/latest/userguide/project-sharing.html
https://docs.aws.amazon.com/codebuild/latest/userguide/project-sharing.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html

AWS Resource Access Manager

ERAEER

EREENENX EHARG

%

/A Important
MRETHEH

ARERENAR

BRRGHE  H#
ABRETERX
B, tNRBLESE
BER, BFEA
EEAETHB

EREFRE

Amazon EC2%,
7188 , AIgL
AEEBSHAK
HREFEEITER
BB, HMES
TEBERERT
EBERTE

Amazon EC2%
BEEThREHLA
BRERERFE
HARERE,
BT LAEE IR &k
BHWERLA ,
D EEFERER
BRTERZA
EEEESE ,
DRSS,
THHER B

SmEY - ER

HARBER.

] LR

IAM{E F3
ENAG
HA

QIE>N:=E =
HEE AR
HY IR 5
A

T
BFEEE
S|

A LABE AR
BERH
H

Amazon EC2

74


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#sharing-cr-prereq
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#sharing-cr-prereq
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#sharing-cr-prereq
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#identifying-shared-cr
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#identifying-shared-cr

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

%

ERAITER

ec2:Dedic
atedHost

B A

ec2:Place
mentGroup

SPEREMERE
Amazon EC2E A £
B WEEH fth AWS 1R
F REmEMtAE
BOHTEREE, &
AIEZ{E LA Amazon
EC2#1T {88 AWS 1R
F MEREPEEN
EREH, mEFEE
#A , F2E8 (Amazon
EC2EREIEM) F
WERALASEAER.

E4ER AWS 1RE RS
HEEZBEEN B
., BAILARE AN
fE{TR = BLE) Amazon
EC2#4T{E %8 , 3640
ARAEkBHH, 0
ETHMENR , F2H

{Amazon EC2fE A&
Em) PHLAENRE
#8o

EC2 RIREIER

AT LAE A # A %I EC2 Image Builder &R AWS RAM,

CIPN:E QIE>N:=E =
IAMER  #B&ISAED
EMAE  WiRFH

H*H

] B4R
A AWS
MR

A LE
BEBE
S|

A LABE AR
BEEHL
H

®.0.0.0.

0.0.0.0,

] SR
A AWS
MR

EC2 B EESR

75


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dh-sharing.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-placement-group.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-placement-group.html

AWS Resource Access Manager

ERAEER

ERBEMEN  ERARM

%

T

imagebuil
der:Compo
nent

BERE TS

imagebuil
der:Conta
inerRecipe

R {5

imagebuil
der:Image

SEHFEMNEERHE
WEEH s AWS IRF
AR AEET

. BEEMAINER

BREKEC S FEATELE
EWEBENRAETH,
WEFMRES , F2H
(EC2MREZ B RS A
FiEE) PR ARE
BEFRER. EC2

SEPEVNEERRE
7, WEEAL AWS tR

F sUEavasit M. €

AR A LAEA
FAEERN X4 RER
ARG EE. WEH
MmER , F2H (EC2
MRGEEEREHAERE

M) PRHAABRGERS
&R, EC2

SETRVNERREM
& , WEHEA AWS tR

F sEmvamsistma. &

T DA A AR
H{#H Image Builder
BIEC2HIBR &, W
FHMER  F2R
(EC2B G ERREH

©.0.0
0.0.0.0,

0.0.0.0

ALAERE WBMEA ATBAERAR
HEAE BFFRE  BEaH
HMRSH R A

A

ol

] SRR
A AWS
MR

Y/

] SR
A AWS
MR

i

A B4R
* A AWS
MR

EC2 B EESR

76


https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

3
EISE) ARG
BEEER, EC2

2 1) g B ERGE
%, WEEM AWS 1E

imagebuil E SRM 0

der:Image EUREERRAUE

Recipe T8 % TE S 0 ST R

HAMIFEER, WFEFEAH
B, T2 <<EC2H9{
BEREREHAEER)
PHHARGEERE
Ro EC2

AWS End User Messaging SMS

] LR
IAM{E F3
ENAG
HA

©

m

ABAERE  ABMEA
HENE BFERE
HBRSH R

A

0.0

] SR
* A AWS
MR

BATLAE A H A % AWS End User Messaging SMS &R AWS RAM,

EREENENX EARG

-3
OptOutList #37 OptOutList 3 &2
| AWS #EF fRER

SmS-volce fb 2£R, BALHER

ropt-out- OptOutList L& E ftt

list ARATLUGREN B
BERLFERAENERER
S AWS tRFE |, &b
Mo EfrfEER

TARAVIRRE. WEEFM

A] LA R
IAM{iE F3
ENAE
HA

®

Z

AHEE  ABMEA
HENE EFFERE
HUBRSH R

A

0.0

A SR
* A AWS
MR

A LABE AR
BEEHL
H

®

ol

A BAER AR
BERH
H

®

i

AWS End User Messaging SMS

77


https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

%

PhoneNumber

sms-voice
:phone-nu
mber

K&

sms-voice
:pool

& , F2H AWS End
User Messaging SMS
(EAERERE) Bk
AXAEIR,

BUNMEBSFERE ,
LAEEE fh AWS IRF =
BHEBER, ET
EZECHALAER
BRES AWS IRF i
AL, MFFHMEER ,
5528 AWS End User
Messaging SMS ( &£
AEER) PHEAR

BUYNEELR , JHE
Hfth AWS RS &M
EEHAERE, EE
ZEEALHAEE AWS
RF EEAE. MEF
HEF , F2E AWS
End User Messaging
SMS ( EAEER)
FHEALAER.

] LR
IAM{E F3
ENAG
HA

ALAERE WBMER ATBAEERAR
HEAE BFFRE  BXaH
HBRSH R A

A

®
©
©
©

®

7

] SR
A AWS
MR

©0.0.9.

A B4R
* A AWS
MR

AWS End User Messaging SMS

78


https://docs.aws.amazon.com/sms-voice/latest/userguide/shared-resources.html
https://docs.aws.amazon.com/sms-voice/latest/userguide/shared-resources.html
https://docs.aws.amazon.com/sms-voice/latest/userguide/shared-resources.html
https://docs.aws.amazon.com/sms-voice/latest/userguide/shared-resources.html
https://docs.aws.amazon.com/sms-voice/latest/userguide/shared-resources.html

AWS Resource Access Manager

ERAEER

EREHENERX
i

Senderld

sms-voice
:sender-id

EEESY Al LA EE
IAM{E F
ENAE
H#H

B I MEE Senderld

W EAH A AWS IRF =}
BHERIL A, ENE
LEFEAEA AWS 1R
FE B#EAE Senderld,
MEFHMBER , F
289 AWS End User
Messaging SMS ( {&
AEER) PHEAR

®

Amazon FSx for OpenZFS

QIE>N:=E =
HEE AR
HY IR 5
A

©

] B4R

H A AWS

MR

BATLAE A # A T % Amazon FSx for OpenZFS &R AWS RAM,

EREENER
1]

FSx HRE[E

fsx:Volume

A] LAER
IAM{iE F3
ENAE

:IEESY]

EPENMEE FSx
OpenZFS HRE |
WEEH i AWS IR
REWMERKLA, E
AZEZERFIER
FSxAPIsCreateVol
ume I FEALAKRE
TH) OpenZfs TRER R H
TERERECopySnaps
hotAndUpd
ateVolume . M

GIE>N:ZE=
AR
HY R 5

©.0

RJLABEME
i %A

AWS iR

E.

A LE
BEBE
S|

A] BAfE A
EFRE
AT HE

A LABE AR
BEEHL
H

©.9.

A BAER AR
BERH
H

i

Amazon FSx for OpenZFS

79


https://docs.aws.amazon.com/sms-voice/latest/userguide/shared-resources.html
https://docs.aws.amazon.com/sms-voice/latest/userguide/shared-resources.html

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

%

AWS Glue

ETHMER , FE2H
{Amazon FSx for
OpenZFS A EEmM)

] LR
IAM{E F3
ENAG
HA

B AMER H A T3 AWS Glue EIfR AWS RAM,

EREENENX EHARG

13

EX B %

glue:Cata
log

aRE

glue:Data
base

EEPREREHK , I
B2 AWS RS &M

HEBLRAERENER
RNPEER., EFE
ERAEEZERFHE
BHITER. WEFH
B, @2l CAWS

Lake Formation B3 A

SiEmM) PHE AWS
lREHAER B FEER
RNERE,

SPEVNEEERE
ZERE , WEAWS
WRF SEREBL A
ERERENEZREN
RNES OET%E
RE#T , AR K

CIP>Y:=
IAM{E A
ENAE
A

®

®.0.0.0

7

ABAERE  ABMEA
HENE BFERE
HBRSH R

A

AHAEE  ABMEA
HENEE EFFERE
HUIRSH R

A

©.®

A B4R
A AWS
MR

®

A LABE AR
BEEHL
H

A BAER AR
BERH
H

ol

7|

AWS Glue

80


https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/on-demand-replication.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

%

glue:Table

B, EiFFHA (ETL)
7% , A Z{ERFH
‘ENEHER., MEF
WMER  F2E CAWS
Lake Formation B A
EEmE) PHE AWS
IREHXAER B HER
RMERE,

EPEVNEEERB
HERK , WE AWS
RE AR ABLA
EREHERKRTE
Amazon S3, JDBC
EHRIR. Amazon
Redshift, &85 3R F
Hith & pFEREHE R
RWHPEER., ETZE
F A ET B S ER
FEENERERNNE
HAMETLER, WFEF
MMEN , F2E CAWS
Lake Formation B#3& A
EE®E) PHE AWS
lREAAER B HER
RMERE,

AWS License Manager

WA LAE A H A T % AWS License Manager &J& AWS RAM,

] LR
IAM{E F3
ENAG
HA

®

™

QIE>N:=E =
HEE AR
HY IR 5
A

] 244

H* A AWS
MR

ABAMER ATBAERAR
EEEE BEREH
ATE H

©
®
®

] SR
A AWS
WRF o

AWS License Manager

81


https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html

AWS Resource Access Manager

ERAEER

ERBEMEN  ERARM

%

Rl

license-m
anager:Li
censeConf
iguration

SEPEINMEERER
RE | WEEH {th AWS R
F REWHERLA,
IS A] B R 1T LA S
ZETEBBHRAAE
BHNERZERESRL
AWS IRF ., MEFME
#A , F2H (License
Manager # i & 155)
FH License Manager
PR REERE,

AWS Marketplace

] LR
IAM{E F3
ENAG
HA

®

BRI LAMER £ AT % AWS Marketplace &R AWS RAM,

EREENEX ERARM

15

Marketplace
Catalog &

aws-marke
tplace:En
tity

By, EEMHEAA
B AWS tRE WE

# AWS Marketplace.
MBEFHMEA , F2

B AWS Marketplace
Catalog API 2ZH &
BRI A AWS RAM,

CIP>:=
IAMfE A
ENAE
H*H

©

7

E
P

TALEE  AWLUER  TLLER
A EFEE  BEIm
MRS BT A

A
©.®.®,
AT

#£ A AWS

B,

AR AWLEA  TLLER
AT EFEE BT
MIES BT A

A
©.®.®,
EELZD

A AWS

B,

AWS Marketplace

82


https://docs.aws.amazon.com/license-manager/latest/userguide/license-configurations.html
https://docs.aws.amazon.com/license-manager/latest/userguide/license-configurations.html
https://docs.aws.amazon.com/license-manager/latest/userguide/license-configurations.html
https://docs.aws.amazon.com/license-manager/latest/userguide/license-configurations.html
https://docs.aws.amazon.com/marketplace-catalog/latest/api-reference/resource-sharing.html
https://docs.aws.amazon.com/marketplace-catalog/latest/api-reference/resource-sharing.html

AWS Resource Access Manager EREEmR

AWS Migration Hub Refactor Spaces

&L MER H A T % AWS Migration Hub Refactor Spaces &R AWS RAM,

BEREHEAEX EAXRG A LA B AR ALfEAR AR
5 IAME A BENAE EFZ¥E BXREH
ENMAEe  WiRFHx A A
H#A A
ERZTZHRE $#1I Refactor Spaces
RIE ,UEAEREE @ @ @ ®
refactor- #&# Refactor Spaces E E E =
spaces:En AR, "iEdT
vironment HE M AWS IEE 5 o] LB
FRAIR S £ ARE, il A
ETMEZE AWS RS AWS i
M ERERARER Fo
HEABRXNHEEEA

. MEFMEN , F2
BAWS Migration Hub

Refactor Spaces ( f#
AEER) PHEA £
F Refactor Spaces IR

# AWS RAM,

AWS Network Firewall

wal L E R R H T 5 AWS Network Firewall &8 AWS RAM,

AWS Migration Hub Refactor Spaces 83


https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/sharing.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/sharing.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/sharing.html

AWS Resource Access Manager

ERAEER

ERBEMEN  ERARM

%

B X i B

network-f
irewall:F
irewallPo
licy

B RIEE

network-f
irewall:S
tatefulRu
leGroup

network-f
irewall:S
tatelessR
uleGroup

EhBIMEEH N
BR | SWERE M AWS
RE REMABEA,
IS O] AR A8 P Y Z EINR
EHA—-#HAERNA
REEE, RENERIT
Ao MEFHMER , #
28 ( AWS Network
Firewall BiZg A B35
F) FPEYH AR KK
FAE B BEE,

SHPEVNEEEMRE
MAEARRERBNEE I
B H fth AWS IRF =)
BHEBEA. EE
PERT N ZERF
AWS Organizations %
A — &N R AR
MENRE. WFEFHA
&, #2828 (AWS

Network Firewall B2 A

EiEE) PR X
st BCR A AR B B4R

AWS Outposts

] LR
IAM{E F3
ENAG
HA

©

©

AT LA E R REH T 5 AWS Outposts &R AWS RAM,

E
P

E
P

ABAMER  ATBAERAR
EEEE BEREH
AT A H

QIE>N:=E =
HEE AR
HY IR 5
A

©.0.0

] SRR
A AWS
MR

ol

©.0.0

] SR
A AWS
MR

ol

AWS Outposts

84


https://docs.aws.amazon.com/network-firewall/latest/developerguide/sharing.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/sharing.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/sharing.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/sharing.html

AWS Resource Access Manager

ERAEER

EREHENER
i

Outpost

outposts:
Outpost

AR RERH R

ec2:Local
GatewayRo
uteTable

N

outposts:
Site

IEESY

EhEVNERE
Outpost , I E& AWS
bR AR PR E At £E
A, EvZEZERFE
WA, SPEEW
Outpost £33 F#5%
MEBSHITRE, MFEFH
HWEF , F2EAWS
Outposts ( EAEE
Y PRFERAEA AWS

Outposts &R

SR NEIEE AR
REHRVPCRIE | 3F
B AWS 1RF BB+ H
HitnEHA, ETE
Z B 5 28 3 B A PR
EMVPCEEE , WARR
RERNERNEER
. MEFHMENR , FZ
EIAWS Outposts {
AEER) PHAHA
Outpost EiR.

B FMEE Outpost
Byt , W AWS tR
F B8R H Ab A s
H#A, EEZER
FEXRABLEILRN
B Outpost , WK E
Outpost ER ML 2
BH o &R, mEEF

] LR
IAM{E F3
ENAG
HA

®

...

®

7

7

QIE>N:=E =
HEE AR
HY IR 5
A

®,

ReeEB
C AR
REd AWS
RE #
Ho

ABAMER  ATBAERAR
EEEE BEREH
AT A H

©.®

ol

ol

/\EbE

C AR
R E AWS
WRF £
Ao

©.0.0

A BAER{E
i %A
AWS 1k
FO

ol

AWS Outposts

85


https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html#sharing-resources
https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html#sharing-resources

AWS Resource Access Manager EREEmR

ERBEMENX ERARM A LABE ALAERE WBMER ATBAEERAR
i IAM{E A HEAE BFFRE  BXaH
EMAE  WRFHE A H
H*H H

HWEF , F2EAWS
Outposts ( A&
Y PRFEAEA AWS
Outposts &R

Amazon S3 on Outposts

BRI LAMER #£ A T %] Amazon S3 on Outposts iR AWS RAM,

EREEMENX ERAEM CIP>:= ALAEE  ABMER ATBAERRR
% IAM{E A @A FFRE W BIEH
ENMAG  WiRFH FW A
H*H H

S3 on Outpost £ Outpost EZ37
&1 Amazon S3 f#
S3-outpos R, TR z z £ &

ts:Outpost 2, EUEZEIIRS

EHAMEEINE JaN-ched=
 Outpost , WX & C RS
Outpost ERMAUL 2 FEE AWS
B o ElEsH, nEF bR 3t
HEF , FBEAWS Ao

Outposts ( A&
) PRIEAEA AWS
Outposts ER.

AWS EREE

BRI LAER £A TS AWS BEREE &R AWS RAM,

Amazon S3 on Outposts 86


https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html

AWS Resource Access Manager

ERAEER

EREENEX EARA

15

miR

resource-
explorer-
2:View

ERENFEE
Resource Explorer #
R, A AWS IRF #
BPHEM LA, &
AEZEACNEH
E AWS tRF #B2IF
RAEIR BIRFEHN
EiR. MEFMEEA ,
FE2EAWS BREE

(EREER) FHE

F Resource Explorer

B

AWS Resource Groups

] LR
IAM{EE F3
ENAG
HA

ABAERE WBAMEA ATBAEERR
HEAs BFFRE  BEaH
HRFE FFE A

®.0.0.0,

BRI LAE A H A T 5 AWS Resource Groups &R AWS RAM,

EREENENX ERARG

15

EREHE

resource-
groups:Gr
oup

EPEMEETH#
EIREE , W AWS
bR RSP RYE A £
Ao EREZE AWS
RFE AR BIN
Amazon EC2 A%
BE$4E AWS License
Manager, NZEF$4H
&F , F2EBAWS

A] LAER
IAM{EE F3
ENAE
HA

®

£

ALAERE WBMER ATBAERRR
BN FFEE - BEREH
HUBRSH R H

H

©.0.0

A SR
* A AWS
MR

i

AWS Resource Groups

87


https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html

AWS Resource Access Manager

ERAEER

EREHENERX
i

IEESY

License Manager { {#
BAEEE) PHEEE
JREEAR AWS License
Manager,

Amazon Route 53

] LR
IAM{E F3
ENAG
HA

B LAMER £ A T %) Amazon Route 53 &R AWS RAM,

EREENER
%

Route 53 f#1i%
T DNSE5 A f& 35
R4

route53re
solver:Fi
rewallRul
eGroup

IEESE]

£PEIMEE Route
53 Resolver DNS
Firewall # AIF#4E , 3¢
EEH b AWS IRF =
EBWHEBHEA, ET
ZZERFHLA—ARF
%, i EFEERLB
Route 53 Resolver K&
HDNS&E#., WMFEFH
& , F2[E (Amazon
Route 53 Bi# A 815
M) FHE 2BHA
Route 53 fEHTEIXDNS
By X AR BIBEAE AWS
R

CIP>:=
IAMfE A
ENAE
H*H

©

E
P

QIE>N:=E =
HEE AR
HY IR 5
A

CIR>N:8-
RN ED
HY IR 5 2E
A

©

A BAEE
il A
AWS ik
Fo

AL
BFEE
2

L
BEEE
S|

®

™

A LABE AR
BEEHL
H

o] BAER AR
BEEH
H

®

7|

Amazon Route 53

88


https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-group-sharing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-group-sharing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-group-sharing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-group-sharing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-group-sharing.html

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM
i

B FEE Route 53
Profiles &£/ , It &2
Hft AWS tRF Zi &
WAL A, ErE
ZERFEH Route
53 5 ERDNSHERE
Profiles | %1{& VPCs.,
MEFHMER , FS

B Amazon Route 53
Profiles Amazon Route

53 FEABREE,

Route 53 Profiles

route53pr
ofiles:Pr
ofile

TR R Al EPEVNERFNE
N Al
RE AR ABLA
iE AT RS AR S ASDN
SEHRERLEE IR
(VPCs) EIXEI A,
EhEEBMEXAA
FEZRK B E IP thit,
MEFHMEN , F2HE
{Amazon Route 53 B
BAEERE) PWEE
i L AFEMEXHL
AWS R FEFHH A
A,

route53re
solver:Re
solverRule

, WELH fh AWS

A LABE ALAERE WBMER ATBAEERAR
IAM{E A HENE FEEE W BEREH
EMAE  WRFHE A H

H*H

©,

] B4R
A AWS
MR

®,

A BAER{E
i %A
AWS &
E.

©.0.®,

©.0.0,

N

Y

Amazon Route 53

89


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/profiles.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/profiles.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-rules-managing.html#resolver-rules-managing-sharing
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-rules-managing.html#resolver-rules-managing-sharing
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-rules-managing.html#resolver-rules-managing-sharing
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-rules-managing.html#resolver-rules-managing-sharing

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

%

EH A

route53re
solver:Re
solverQue
ryLogConf
ig

EHhBRINEEEHA
7, WEEH fth AWS R
F SEMEa/mtA. &
AEZ{E AWS IRF #
R EH fIDNSEHC 8%
VPCsEIEHRFEEHH
o MEBFHMEEN , B
2/ (Amazon Route
53 R ABIERE) *
MELE M HAMTER
B IR AHRE AWS IR
Flo

A LABE ALAERE WBMER ATBAEERAR
IAM{E A HEAE BFFRE  BXaH
EMAE  WRFHE A H

H*H H

9.0.0.0

Amazon Application Recovery Controller (ARC)

BAILAE A A T % Amazon Application Recovery Controller (ARC) &j& AWS RAM,

EREENENX EARG

13

ARC #&

route53-r
ecovery-c
ontrol:Cl
uster

SHPEINEEARCE
%, WEEH M AWS R
F SEmEBtREE
o EAEZERFEE
—HAEEPEES
E AR AN B 42, ST
B A4S R M M AR P oS
MEEMAE, mEFH
& , F2[E (Amazon

5 &
AREA
A AWS
15
LR AUMEE  ANER TR
AMEER  BEAS  ERFEE  BImst
ENRE MIRFR  HA A
A A
1(::::1' EI(::::J' EI(::::J' EI(::::)'%§
AREA
* A AWS
15

Amazon Application Recovery Controller (ARC)

90


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/query-logging-configurations-managing-sharing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/query-logging-configurations-managing-sharing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/query-logging-configurations-managing-sharing.html

AWS Resource Access Manager EREEmR

ERBEMENX ERARM A LABE ALAERE WBMER ATBAEERAR
i IAM{E A HEAE BFFRE  BXaH
EMAE  WRFHE A H
H*H H

Application Recovery
Controller (ARC) Bi%& A
EiEF) PHNBEIRFH
iz £ 8

Amazon Simple Storage Service

Al L ME R &£ AT %) Amazon Simple Storage Service R AWS RAM,

EREAMERX FEHXERG CIP>8:! AINEE  ALUEA A BAEE B
3 IAMfE A HEAS EBEFEFZE BKExHf
ENAE MHRFHX A A
H*A A
FERE EFEINERE S3
Access Grants #1T1& @ @ @ @
s3:Access B IS AWS 1B s s s s
Grants F REMBELR, &
A 3% 2 AR 5 A 4R A A B2 {EA4A
BREAER. MEFMA HH AWS
B , B2E Amazon WRF o

Simple Storage Service

EAEEREPR S3
Access Grants EEtRF
FH.

Amazon SageMaker Al

&L MER H A T %) Amazon SageMaker Al EJR AWS RAM,

Amazon Simple Storage Service 91


https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants-cross-accounts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants-cross-accounts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants-cross-accounts.html

AWS Resource Access Manager

ERAEER

EREHENERX
i

SageMaker Al B
%

sagemaker
:Sagemake
rCatalog

SageMaker Al If
RERFAE

sagemaker
:FeatureG
Toup

IEESY

RBERE - RFFIRP
BEH & #& SageMaker
Al B & FIESE8E
HERNTIREMFA
RTHMIRF, 8FF
EVER | BLIIRFHE
AER LR E s
EHA RN A,
MEFHMES , F2HE
{Amazon SageMaker
Al & ABEmME)
RS R P Thee BEAE AT IR
EHMNFE

(® Note
A ERREMIFE

= SageMaker
Al H iy {& Bl FF
LI

HWRFE - RFFIRFHE
REREFREFFAIRTH
bR~ , SUZERThAE

HER, —BERTEN
B EERFINERE
AR EEA L AR
ThReE . WEFMEE

#A , F28 (Amazon
SageMaker Al iz A&

A LABE ALAERE WBMEA ATBAERAR
IAM{E A HEAE BFFRE  BEaH
EMAE  WRFHE A H
H*H H
‘:::::’ z ‘::::]’ = ‘::::]’ = ‘:::::’ e
] SRR
A AWS
MR

©

®
©
®

] SR
A AWS
MR

Amazon SageMaker Al

92


https://docs.aws.amazon.com/sagemaker/latest/dg/feature-store-cross-account.html
https://docs.aws.amazon.com/sagemaker/latest/dg/feature-store-cross-account.html

AWS Resource Access Manager EREEmR

ERBENENX  EARM ] LAER ALEEE  ABEA ALK
5 IAMER  #E#NE EFEXE BEREH
ENAE WIRFH W A
HHA A
iEr) PRVESIRS IhEE
BE AT RRIENFEL.
(® Note
A ERFREMIFE

= SageMaker

Al 9 18 B 5F

A,
SageMaker Al £/ Amazon
JumpStart SageMaker Al @ @ @ ®
JumpStart , &7] £ £ E &
SRR LEE Llsagemaker:Hub £
+Hub hEYNEE | LA EELL0
—4Efh AWS RS 1 A AWS
Hit A, MEHM LIk

&, F2E (Amazon
SageMaker Al B3 A
Ei5/E) PHEAT
EXRETEEFHERE
#17HL JumpStart,
SageMaker

Amazon SageMaker Al 93


https://docs.aws.amazon.com/sagemaker/latest/dg/feature-store-cross-account.html
https://docs.aws.amazon.com/sagemaker/latest/dg/feature-store-cross-account.html
https://docs.aws.amazon.com/sagemaker/latest/dg/jumpstart-curated-hubs.html
https://docs.aws.amazon.com/sagemaker/latest/dg/jumpstart-curated-hubs.html
https://docs.aws.amazon.com/sagemaker/latest/dg/jumpstart-curated-hubs.html
https://docs.aws.amazon.com/sagemaker/latest/dg/jumpstart-curated-hubs.html
https://docs.aws.amazon.com/sagemaker/latest/dg/jumpstart-curated-hubs.html

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

%

AR REHE

sagemaker
:LineageG
Toup

Amazon SageMaker
Al AIREEVEEF
MEREREE , 2L
BERATHRERE L%
MEAR. EEMPHE
2 AWS RS = 1RF
HAREREE, EAE
{8 AWS t1RF A &£
AERRERERZREE
WER K UEHRHFH
JEMEE%O MBFHME
#A , F2E8 (Amazon

SageMaker Al BEE& A&

1R PHEIRERER
B,

] LR
IAM{E F3
ENAG
HA

©

E
P

QIE>N:=E =
HEE AR
HY IR 5
A

©

] B4R
A AWS
MR

AL
BFEE
2

A LABE AR
BEEHL
H

®

i

Amazon SageMaker Al

94


https://docs.aws.amazon.com/sagemaker/latest/dg/xaccount-lineage-tracking.html
https://docs.aws.amazon.com/sagemaker/latest/dg/xaccount-lineage-tracking.html

AWS Resource Access Manager EREEmR

BREENERX ERARA A LA B AT CABEE AILAEA A BAEE AR
1] IAM{E A HEAS EFERPZE W BEXEH
ENAE IR B ] A
#A A
SageMaker Al #  Amazon SageMaker Al
2t gt @ @ ® ®
BRI EE (ML) s P 7 =
SEAIEL G HA R EER |
:ModelCard B ERASE, & A SRAE
B EHA AWS 1R A AWS
F = iRFHASNER &S

+ , UERMBEER
EN ZIRFRIE, 1EF
EAWS IRF SRR <
N ML EBFERESZ
mHM RSP, MEFMA
&, F2E (Amazon
SageMaker Al BHEE A &
M) Y Amazon Al
EH <, SageMaker

SageMaker Al £ &8 Amazon
HEHEBEH  SageMaker Al
624 Model Registry , = £ £ =

&AL sagemaker

sagemaker :model-package-
Sngell g group EFREIA

ckage-gro WE , WEHA £
up AWS RS BAGER#E

B, WEFHME
#A , m2E (Amazon
SageMaker Al B3 A
Ei5/) PH Amazon
Al Model Registry,
SageMaker

Amazon SageMaker Al 95


https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-registry-ram.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-registry-ram.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-registry-ram.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-registry-ram.html

AWS Resource Access Manager EREEmR

BREENERX ERARA AT LA ER AINEE  ABAERA A BAEE AR
3 IAM{sE A HEAS EFERPZE W BEXEH
ENAE WIRFHE W A
#A A
SageMaker Al € %iB Amazon
B SageMaker Al Model @ @ @ ®
Building Pipelines , & E E E &
sagemakex UK. BB
SPalpElne {L MEE end-to-end A B AR AT
HEEBIERE, K A AWS
B HA AWS 1R RS

FRIEFLXAEE,
DERMEBTREN
ZIRFXRI, EA&ES
& AWS tRF # £
ERREEBREHITH
MEAEA , L AHEER
Hitutk PRk E, F1H
EREE, MEFEE
# , 7m2HE (Amazon
SageMaker Al BHE A&
5 B Al EEBIR
FX#&., SageMaker

AWS Service Catalog AppRegistry

EAILAE R H B T %I AWS Service Catalog AppRegistry &R AWS RAM,

AWS Service Catalog AppRegistry 96


https://docs.aws.amazon.com/sagemaker/latest/dg/build-and-manage-xaccount.html
https://docs.aws.amazon.com/sagemaker/latest/dg/build-and-manage-xaccount.html
https://docs.aws.amazon.com/sagemaker/latest/dg/build-and-manage-xaccount.html
https://docs.aws.amazon.com/sagemaker/latest/dg/build-and-manage-xaccount.html

AWS Resource Access Manager

ERAEER

ERBEMEN  ERARM

%

FEAREX

serviceca
talog:App
lication

BEEE

serviceca
talog:Att
ributeGro

up

BIAEAER , XFEH
TRIEHE[E AWS R
RHRERZEAERXHN
&R, BHM AWS 1R
F SRS A e A
B, EEZE AWS
RF M FEHEER SR
REARREMERE
RNHEBER. NEF
& , F2E Service
Catalog fER & BT
MWEIERRER,

BUBMHEAE , XFEH
CREREEERARER
MENPEER, HE
fl. AWS IRF = &AHE
MEABMEE, EF
ZEZE AWS IRF
FEREREBMERAE
WIEERA. MEFH
& , 728 Service
Catalog A& EEH
MESBMEE,

] LR
IAM{E F3
ENAG
HA

®

®

7

“

QIE>N:=E =
HEE AR
HY IR 5
A

®.0.0

ReeEB
C AR
REd AWS
RE #
Ho

®.0.0

/\EbE
CRYAE
R Ed AWS
WRF £
Ao

ABAMER  ATBAERAR
EEEE BEREH
AT A H

ol

ol

AWS Systems Manager Incident Manager

EALAE R KA T %) AWS Systems Manager Incident Manager &R AWS RAM,

AWS Systems Manager Incident Manager

97


https://docs.aws.amazon.com/servicecatalog/latest/arguide/create-apps.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/associate-attributes.html

AWS Resource Access Manager EREEmR

EREANERX FARM EIP:E ALAERE WBAMER TTBLEERRR
5 |AM{sE BN FESE BxEH
EMAR WIRFHE B9 A
HH H

Btig A s R S M B TR EAE

AFISHETE) , dEa
Ssm-conta Hfth AWS 1RS i @ 5 @ 5 @ 5 ® £
SAESolelilet: BBt P B4 A ¥
ct WER. ETHLS ] SLAEA

AWS iR MIRIES4 A AWS

MRS AENSE, o i I

EHEER , E2R

AWS Systems Manager

Incident Manager & F

ZISEHRRERA AR

AT E FEETE,
B FEE T & ErhE Y NEEEES

8, WEEHM AWS IR
Sl B REEBLRA. @ 5 @ £ @ £ ® =
ents:Resp 1E A EIELE #& Amazon
onsePlan CloudWatch & R A SR

Amazon EventBrid H A AWS

ge BHFRA AWS 1R RS

F BT EETE

WEEREEHEE

BRIENH. Bt

ALAFEGE L H it 4

EE AWS tRF. 0
THMES  F2E
AWS Systems Manager
Incident Manager £ F
ERErEP R EAH A
AT EERE

AWS Systems Manager Incident Manager 98


https://docs.aws.amazon.com/incident-manager/latest/userguide/sharing.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/sharing.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/sharing.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/sharing.html

AWS Resource Access Manager EREEmR

AWS Systems Manager 2872

& LAMER H A T3 AWS Systems Manager Z2EZHIEE R AWS RAM,

EREANEX  FEARS ] LUER AR AEA ATLLEERR
5 IAMER  EENAE BESE  KBIBEH
ENAG  WIEFH{ %W F
£ F
2Y BY 8%, EAT
REFHMEREER | & @ @ @ ®
S8 PELENL LEESE, §5. S E £ £ =
SN SMX# LA R AR BE A B
B TERRBRHSE, AT SRAEAA]
B AWS IEF = $H AWS
BHEBH R S8, RS
IETEZE AWS IRF
MERERBERTS

HEXBIRARRESR
£, MEFMEER ,
ESBIAWS Systems
Manager { fEF &5
M) PHEAEAZ
.

Amazon VPC

EAILAE A # A T % Amazon Virtual Private Cloud (Amazon VPC) &R AWS RAM,

AWS Systems Manager 28 ZHE 99


https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-store-shared-parameters.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-store-shared-parameters.html

AWS Resource Access Manager

ERAEER

EREHENERX
i

EFHAIPVARY
b 31k

ec2:CoipP
ool

IP Address
Manager (IPAM)
£E

ec2:IpamP
ool

IEESY

£ AWS Outposts Z2 gt
BES , SRESREM
A BB EEE
A, AWSEBIBAE
FHEA IP thit E[EA b

HEER[E,

EEHAN P ihuhiE
BAIPIBEMEE | 12
MABBNIPERE
Outposts F#H8EE Y
B, B LUEE L
Ht 38 R4S Outpost LY
&R , BlIAEC28 1T
Be. EREM P bt
RFEAEEBEREF
BEE IP it i 7R ER
E. MEFHMER , F
ZBAWS Outposts fif
RAEEEYTNEFES
B IP fizdik,

SrhEHEf AWS R

F. IAMB&ZF£A

E , EBEES AR
B {y (OU) *£ A Amazon
VPCIPAME[E AWS
Organizations, & AJ
ZIELEFTACIDRsHE
EERERS BRSSP
AWS W &EJRVPCs , fl
wm., WMEFMEN , B

A LABE ALAERE WBMEA ATBAERAR
IAM{E A HEAE BFFRE  BEaH
EMAE  WRFHE A H

H*H H

®.0.0.®

ReeEH
[=Y:0F R
HE AWS
WRF 2t
Mo

ol

9.0.0.0

] SR
A AWS
MR

ol

Amazon VPC

100


https://docs.aws.amazon.com/outposts/latest/userguide/outposts-networking-components.html#ip-addressing
https://docs.aws.amazon.com/outposts/latest/userguide/outposts-networking-components.html#ip-addressing

AWS Resource Access Manager

ERAEER

EREHENERX
i

IP Address
Manager (IPAM)

ec2:IpamR
esourceDi
scovery

FHEHBE

ec2:Prefi
xList

IEESY

2/ (Amazon VPC IP
Address Manager £ f
EEm) PHEA HA
IPAMEE AWS RAM[E,

EEM RAERR
RAWS IRE, &R
K2 —& Amazon
VPCIPAMTT4 , IPAM
A EEMNEEERN
BERFHNER. W
EHMER , BB

{Amazon VPCIPAM{E
AEER) PHEAE
RHRR

EPBRINEEFEE
B, WEEH fth AWS R
B S E R A
EEZE AWS IRF
SEFTHBFEEHE
B flanvPCR 4
BHEMN FREEAER,
MEFHHEN , F2HE
{Amazon VPCfER &
Bl YWEARAT
BHEE,

] LR
IAM{E F3
ENAG
HA

®

®

£

e

ALAERE WBMER ATBAEERAR
HEAE BFFRE  BXaH
HRFE FFE A

A

©.

A BAER{E
i %A
AWS &
E.

0.0.0,

] ST
A AWS
MR

®.®

™
iy

Y

Amazon VPC

101


https://docs.aws.amazon.com/vpc/latest/ipam/share-pool-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/share-pool-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-ipam.html
https://docs.aws.amazon.com/vpc/latest/userguide/sharing-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/sharing-managed-prefix-lists.html

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

%

¥ 3

ec2:Subnet

EFEINEE B
%, M AWS IRFE #8
AR, E
AEZE SHERARE
RNER AWS tRF BE
FEFEEK VPCs,
IEEERTE Amazon
EC2#1T{E8. Amazon
Relational Database
Service (RDS) &¥}
EE. Amazon Redshift
E £ M AWS Lambda
HE, MEFMEER ,
528 (Amazon VPC
EREER) PNEA
VPC#H,

(® Note
EEEEVER

HEHIETF
W, BRT 2
4\, BELEH
A ec2:Descr
ibeSubnet

s #
ec2:Descr
ibeVpcs &F
AJram:Creat
eResource
Share o

] LR
IAM{E F3
ENAG
HA

®

7

ABAMER ATBAERAR
EEEE BEREH
ATE H

QIE>N:=E =
HEE AR
HY IR 5
A

®.0.0

ReeER
[=Y:0F R
FE AWS
WRF 2t
Mo

ol

Amazon VPC

102


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

%

REEE

ec2:Secur
ityGroup

REHRSEZ

ec2:Traff
icMirrorT
arget

A] LA
IAM{E A
ENAE
#+A

FEER TR A

HA, BRAEHL

FAECEINTF

B

EFEINEBRLZ B

8, WERHAM AWS IR
FE SN AastA
EUESE SREH
AR EM RN EE
3 AWS RF BAE#,
MEFHHEEN , F2HE
{Amazon VPCfER &
Bl YWHALZEH
8o

©,

EPEVNEERER
SEER, WERHM AWS
WRF GBI
IEAEZE AWS IR P
R GERERERHER
ﬁ¢mms 5 5 RS
EEHR, EHRZEN
REREGBEE. NFEFH
WM& , F2E <<IJILE
RRERE) PHEBIRSE
REFEEE R,

®,

ALAERE WBMER ATBAEERAR
HEAE BFFRE  BXaH
HRFE FFE A

A

®.0.0.

/\EI:,E
[=9: O IEE
B AWS
WRF 2t
R

©0.0.0.

] SR
A AWS
MR

b

b

Amazon VPC

103


https://docs.aws.amazon.com/vpc/latest/userguide/security-group-sharing.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-sharing.html
https://docs.aws.amazon.com/vpc/latest/mirroring/cross-account-traffic-mirroring-targets.html
https://docs.aws.amazon.com/vpc/latest/mirroring/cross-account-traffic-mirroring-targets.html
https://docs.aws.amazon.com/vpc/latest/mirroring/cross-account-traffic-mirroring-targets.html

AWS Resource Access Manager

ERAEER

ERBEMENX ERARM

%

B EE

ec2:Trans
itGateway

SHEVNEEEHF
B, WEEHM AWS iR
F SREmBEMEA,

EREZE AWS RS
KHEREEBHLA, £
hEBENERFE , £
H VPCsHIAZH B
B2 BT, WFEFFM
& , 52/ Amazon
Transit Gateways # #Y

HAEHRE, VPC

(® Note

FEEERNER
HERTSEN
FE , BT 2
4\, BELEHE
A ec2:Descr
ibeTransi
tGateway &F
Aram:Creat
eResource
Share

] LR
IAM{E F3
ENAG
HA

®

™

QIE>N:=E =
HEE AR
HY IR 5
A

©

] B4R
A AWS
MR

A LE
BEBE
S|

A LABE AR
BEEHL
H

®

i

Amazon VPC

104


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#tgw-sharing
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#tgw-sharing

AWS Resource Access Manager

ERAEER

EREHENERX
i

BERREESHE
=

ec2:Trans
itGateway
Multicast
Domain

AWS Verified
Access Et4R

ec2:Verif
iedAccess
Group

IEESY A LABE
IAM{E A
ENAE
H*H

SHEUNEEEHR

EZEEABE , W
HEEH A AWS IRF =}
TR, EE
SEEXBEPNZE
AWS IRF FFMFIEUHE
S B4R PR B S BFAE 3R
R MBEFMER , 5
2/ Transit Gateways
EEPHNERALRAZH
BB,

®

™

SHPEVNEE AWS
Verified Access &8 ,
REBEH M AWS IR
RENEBHLAR, EF
ZZERPPHERRE
XNEA—HE-HLHA
AWS Verified Access
Imeh. MFEFHER

, EZBAWS Verified
Access ( EREIE
M) PHEB XAEHN
AWS Verified Access
40 AWS Resource
Access Manager,

©.

Amazon VPC Lattice

BRI LAMER £ AT %) Amazon VPC Lattice &R AWS RAM,

WNEE  WHER WS
BEAS EESE  BIms
WIEER B m

m
©.®.®.
A ST

HA AWS

B,

0.0.0,

] SR
A AWS
MR

DA

Amazon VPC Lattice

105


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#multicast-sharing.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#multicast-sharing.html
https://docs.aws.amazon.com/verified-access/latest/ug/getting-started.html#getting-started-step5
https://docs.aws.amazon.com/verified-access/latest/ug/getting-started.html#getting-started-step5
https://docs.aws.amazon.com/verified-access/latest/ug/getting-started.html#getting-started-step5
https://docs.aws.amazon.com/verified-access/latest/ug/getting-started.html#getting-started-step5

AWS Resource Access Manager

ERAEER

EREHENERX
i

Amazon VPC
Lattice FR#%S

vpc-latti
ce:Service

IEESY

EREVNER
Amazon VPC Lattice BR
%, WEAE A AWS
RFE ESEA, EF
ERBHEEESZIRF
RIEPER, RENE
£ service-to-servicel
Ao MFEFMEA , 55
28 VPC Lattice {8
EEEPNEALAE
Ro

AT LA B2
IAM{E F3
ENAG
HA

®

®

Amazon VPC EHhEITNER
Lattice FR#E#@H  Amazon VPC Lattice
BRFS#RE , WEL{E AR
vpemdaticl AWS 155 &3t A,
CEBSAEAE E AR BB E
SIS ESIREEERER,
REFEE service-to-
servicel@ffl. N FFAH
& , F2[E (Amazon
VPC Lattice fER &5
M) PHEARAE
o
AWS Eig WAN
oL ER £AT% AWS ElRWANE R AWS RAM,

7

“

ABAEEE  ABMEA
HENE BFERE
HMRSH R

©.0.0

] SRR
A AWS
MR

©.0.0

] SR
A AWS
MR

A LABE AR
BERHL
H

ol

ol

AWS Eif WAN

106


https://docs.aws.amazon.com/vpc-lattice/latest/ug/sharing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/sharing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/sharing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/sharing.html

AWS Resource Access Manager

ERAEER

EREHENER
i

FEIHRWANRZ LM
%

networkma
nager:Cor
eNetwork

IEESY

SEHERINEEEIR
WAN#RZ/OMEEE |, 3B
H@g A AWS 1R
F. EUZEE—ZEix
WAN#Z DB ES £ %218
AWS IRF ZEUFI#ZE
FH, MEFMEER ,
E2B AWS EiFWAN
FERAEEmPHLA
DA

] LR
IAM{E F3
ENAG
HA

©

E
P

QIE>N:=E =
HEE AR
HY IR 5
A

©

AJLABEME
i %A

AWS &

E.

AL
BFEE
2

®

™

A LABE AR
BERHL
H

®

ol

AWS Eifi WAN

107


https://docs.aws.amazon.com/vpc/latest/cloudwan/cloudwan-share-network.html
https://docs.aws.amazon.com/vpc/latest/cloudwan/cloudwan-share-network.html

AWS Resource Access Manager EREEmR

EIEEEAWS RAM

EHFAWS RAM , SEEMNEREMESTE : SAWSEENERNEFEENER,

SEENEREENAENMHER~IATNERENTE. EUERAAK , XEHHERLATS
ENEEERERIEECEFEAWME Managed R, SEEERTHRIGERATENERAHERHN KR
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Rl . MAFIEREMAEAEENTHAWSSEEER , B EgFETSESEEHRETRN
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- H— REETIRRAEEREENEBRAANENR,

TEARRERRRTRER  FEE TR
BEREEESE Managed 717 , #EHE R THIER :

TEENEREE — SEEERNEE.
- EREE — EXEEERERHNEREE,
TEENERED — SEENRRRAWSEEENERERETFZEENER.

- BBHAAN - EXEEEREEBNER—IARE. IRHARTF , AIETIERE-RFTRE
REETIEANER-AARRE

- ERAMEE —BXEERRARBMNERAABE,
R EEWRRRA — M NELERE AN EEERRA,

RINSEERER 109



https://console.aws.amazon.com/ram/home#Permissions:

AWS Resource Access Manager EREEmR
"FEE) — BERAEMEENAWS IRF RIS,

- RAFFINERESEE —ZERAARESAFEFEBATNESHEELHAWS
Organizations.
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AWS CLI

HERATHNZEERRNVFREAAWS RAM

I&AT LAE A itk list-permissionsan S ERB AT HAWS EFAMRURE B EREANSEERRBEE,

$ aws ram list-permissions
{
"permissions": [
{
"

"arn": "arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",

"version": "1",

"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",

"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",

"creationTime": "2022-06-30T13:03:31.732000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:31.732000-07:00",
"isResourceTypeDefault": false,

"permissionType": "AWS_MANAGED"

"arn": "arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",

"version": "1",

"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",

"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",
"creationTime": "2022-11-18T07:05:46.976000-08:00",
"lastUpdatedTime": "2022-11-18T07:05:46.976000-08:00",
"isResourceTypeDefault": false,
"permissionType": "AWS_MANAGED"

I

. TRUNCATED FOR BREVITY ... RUN COMMAND TO SEE COMPLETE LIST OF
PERMISSIONS ...

"arn":
AWSRAMVPCPermissionsNetworkManagerCoreNetwork",

"arn:aws:ram::aws:permission/

BREEERR o
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"version": "1",

"defaultVersion": true,

"name": "AWSRAMVPCPermissionsNetworkManagerCoreNetwork",
"resourceType": "networkmanager:CoreNetwork",

"status": "ATTACHABLE",
"creationTime": "2022-06-30T13:03:46.557000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:46.557000-07:00",
"isResourceTypeDefault": false,
"permissionType": "AWS_MANAGED"

. {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",
"version": "1",
"defaultVersion": true,
"name": "My-Test-CMP",
"resourceType": "ec2:IpamPool",
"status": "ATTACHABLE",
"creationTime": "2023-03-08T06:54:10.038000-08:00",
"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",
"isResourceTypeDefault": false,
"permissionType": "CUSTOMER_MANAGED"

B LlfElist-permissionsAWS CLIG S - -queryZEH K HEBERIEEZ EEERMY
ARN, THgifleehR@myt K FHEpermissionsfEdlERPETEFAEERBNTE, KM
EEERMRAFLEEERPESER ARN B , U EBEX A 2N JSON &E,

$ aws ram list-permissions \
--query "permissions[?name == 'My-Test-CMP'].arn \
--output text
arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

KIEGCREBNISESEERIRN ARN 2% , B U TH S RENEFMAER , Z2EH JSON
R RI3Z Fget-permission,

$ aws ram get-permission \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",
"version": "1",
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"defaultVersion": true,

"name": "My-Test-CMP",

"resourceType": "ec2:IpamPool",

"permission": "{\n\t\"Effect\": \"Allow\",\n\t\"Action\": [\n
\t\t\"ec2:GetIpamPoolAllocations\",\n\t\t\"ec2:GetIpamPoolCidrs\",\n\t
\t\"ec2:AllocateIpamPoolCidr\",\n\t\t\"ec2:AssociateVpcCidrBlock\",\n
\t\t\"ec2:CreateVpc\",\n\t\t\"ec2:ProvisionPublicIpv4PoolCidr\",\n\t\t
\"ec2:ReleaseIpamPoolAllocation\"\n\t]I\n}",

"creationTime": "2023-03-08T06:54:10.038000-08:00",

"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",

"isResourceTypeDefault": false,

"permissionType": "CUSTOMER_MANAGED",

"featureSet": "STANDARD",

"status": "ATTACHABLE"

EREREVNEAFEFZEENEREAWS RAM

AWS Resource Access Manager(AWS RAM) A& UL AN SEERERREHED —HEAWS
Managed #fR., Ti8 , EEZEENERITEELIACNRAFARIIRHELONERER, EHFP
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AHANEIRAWS RAM, filtn , SR ERS Amazon VPC IP [uutEE 8 (IPAM) K EH FEFEUE
R, ABBIIERREERE IP bk, BAUARBASEUEFEERRUER P it , BEEZRRHE
LB ABIRFIERE IP it EE, SUTNERRKEERNKEER AR TFTRIEERNFTT.
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BIUERFZENA

EFEENEREBNRAWS BE. FHELAEEENERFELILEFEEER.

Console

1. BTTIEE—E]:

- BEEZEENERE  AREE [(BYFFXEENER].
- ERREEFRATHN [(BUFFEEER]) HME.
2. MFFFXERRFMEN , FWAFFIEENBRERE,
. BEREUNZEEEREANERER,
4. BREBEHER , BUUERAFTFHILEREHATHELEESR,

- BULLRE [EAZEENER], MERARGZEERRNBF,
- ERBARERDPENHBCEZMFEUBRESR , UFSLBHFER.
« {E/ JSON #m %5 255 8 S sk £+

5. (BEM) FEXEEMNEZEENER  Fitl "R A ASRERNE, B#F "THEE
B, UHEEMOER, EFERESLDER,

6. ERTHE , FREBIEFIEER]

AWS CLI

- BITEVERGT , YEEER, FEFZIEEEREANEREE , URBKREELARI

THEHlH SR imagebuilder: Component & RER N Z ERRER,

$ aws ram create-permission \

--name TestCMP \

--resource-type imagebuildex:Component \

--policy-template "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]}"
{

"permission": {

"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
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"version": "1",

"defaultVersion": true,
"isResourceTypeDefault": false,

"name": "TestCMP",

"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",

"creationTime": 1680033769.401,
"lastUpdatedTime": 1680033769.401

BIMARANEFEFEZEA

NREFZERRNEARFIBRLESE  LUBRYZERRRATRE, ETEXELRGNERL
A, RegdRkREALEFERERNFERLA.

BESEENERZSUUERERA , BERERBHERRA.
Console
BUNMANEFZENT

1. EEEZEENERELE,

2. &k "EFEE, GEIETENERFE  INSLERENTFZEERERER,
3. RIEFEMNERFMERNEEMN [XEENERRAE] BERT , BEE [BIMWRE].

4. BHRRBEHA , EULERRBLRERR JSON MRERRHE B RBEN KA.

B LURE [BEAZEENER] , MERAREGNRAIER,
5. BRERE , FREREKIN EIMMRAE]
AWS CLI
BMYHRANEEZERT

1. REBEAHBEIHIRANWZEFTH Amazon Resource Name (ARN), EiBFE - -
permission-type CUSTOMER_MANAGEDZ NI EEERUMETERFEENERRIIT
LR 1E,

$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED
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{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}

2. ¥EE ARN 2% , o LA create-permission-versionfE ¥ IR E#H AV R B4,

$ aws ram create-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--policy-template {"Effect":"Allow","Action":
["imagebuildex:ListComponents"]}
{
"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"status": "ATTACHABLE",
"resourceType": "imagebuilder:Component",
"permission": "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]1}",
"creationTime": 1680038973.79,
"lastUpdatedTime": 1680038973.79

B SR AR YRR AN SR R
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BEETERINMEAET FEERRNERRAE

BRI S —EE F EENBRRARE S RRRA

Console
EEATFEENRERRERNERRA

1. EEEZEENHEREXE.
2. Ik TEFEE BEITENERBE  JESLERENEFZEEERER,

i [(FFEENERFEER] REN [ZEENERRE] BRT , FATHXNBERER
TE AR ARE MR

4. BE "RATERRE, .

5. EWRARHRE K FHRALFELURIRAEALREFEEERZMEMERLANER
R, MREBEE , FRE 'RERERRE, -

AWS CLI
EEATFEENERREMNERRAR
1. BBRFAAKBEREABRBRAN MRAEElist-permission-versions,

THlgEflen S EMBEEZ ERMRMN B BTRE.

$ aws ram list-permission-versions \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP
{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "1",
"defaultVersion": false,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",
"resourceType": "imagebuilder:Component",
"status": "UNATTACHABLE",
"creationTime": 1680033769.401,
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"lastUpdatedTime": 1680035597.345

"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",

"defaultVersion": true,
"isResourceTypeDefault": false,

"name": "TestCMP",

"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",

"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",

"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346

}

2. BRAHEREATEREZER , B LA Zset-default-permission-versionfE2,

$ aws ram-cmp set-default-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--version 2

MRRY , ST EEEEMEE . &7 List-permission-versionsBX T , WHESLATIZR
ABdefaultVersionfUREEHREAtrue,

il BR 2 = S R R RE PR R 2K

BEZUUBEESEEFIEERNAMERAN, ERATBRENRE , METBREENRE , LS
HBr. SEEMBREFZERROERRAN. MERORAELZHEPRETRESHMENE , XEE
T2 MERZ BT EER E M BREYAREE,

Console

iERE P 2 EEAVERRA

1. EEEZEENEREXE.

2. &k "TEFEE, HESITENERBE K ESFEFIEEERNEBUREER BRI ARA,
3. FHEEEMPERAVRAT R AR
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4. HEEEMN [RE] BES , BEF BABRNERLAER R5IRR , EERTHEMAREMLLR
Ko

MREEMEBOLR  ELAXBERFEENBRRA , = seMBRILARZA
5. BE "hrA, Mo AR TRBRERA, o
6. TERERTHIFEA BT | EEN [MER] UREFIEEMBRILRANEFEEER.

MREFBERBRILRANEFZERR | FRE [HUH

AWS CLI
I BR & 5 2 EREPRAY AR AN

1. FEAY4Elist-permission-versions 2 SAREEL AT A B9 MR AS 3515
2. HBRAHBzE  BFEEERASEIRMIGelete-permission-version,

$ aws ram-cmp delete-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--version 1

MRERY , ST EEEEME LY. &7 List-permission-versionsBX T , WHESLZMA
rHEasEREY,

MRE FEENER

MRTEEEZFEENER , mMATERS , B LUEEMBR, B EMBERE R Resource Name 2
VEBNEFSEER, MERNEFEERERSEM/NERHELR, Hlkzal , SMATUE TSEE
EREXEFERES "EMERL AREE,

Console

EEMREFZEENER

1. BEFISEENERRERE,
2. &k "EFEE, HEITENERFE  IBSLEMRNETFZEERRER,
3. HENFFEEEMNERZY , FHAZEENERBFEDS 0 EEBHEA,

3
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MRMAFEEIEEEREBBNERRA  ALEARMAER—AAERS —BXEEME
R, RES RelE.

4. HE[EFRERRFMER RENALA  EE MRIEER].
5. HBTEFHRET A | BF (MR UMBRZEENER.

AWS CLI
iERE 5 2 ERER

1. fEM--permission-type CUSTOMER_MANAGEDZ BN EERRLUETESEFEENE
R, UESRELEMBRZZEEZRRHN ARN,

$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED

{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}

2. BHAEMRZEEERMN ARN 2& , FEESSBRM UM ERER.

$ aws ram delete-permission \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP

"returnValue": true,
"permissionStatus": "DELETING"
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AFAWS 32 & T8 1Y £ PR 58 £ 2 BT iR A

BESAWSEM UM INEREERAE cERAANAWSE EEREIR, AITAWSHIRER , €21
AWSE EERRIFIRE, 2 EEREENERAATSEDEMAEAZEEERNRIR
R, BLRARREMSEERAANZEERR, LENTRALESR  UEEKBEEAZERA
R BisHE2E,

Console

BELFEER—EEE HEERARABBOER , X EHED—ERZEEREAERER
RESNIRAR , Z2HageaRs s AN RRER —EEE, SERTENERAAEANE
ARAB BN IR AR

b5k, BB BIRASRIS T R R | BRI R AT LA B el R RIR SR (BN A ERRAE] &
.

BEZZRBENE (EFERIABE], ERENSR 2 F , B UEFREMIERRBRARA
LA A L TR R A

ERENRER-—ETEE ", UEEBEZH , RRTEREFEE,

(® Note
&R BEM TR ARAS |, T B RIE R E E AR,
HREFEENER  EESEREFA/ERRA R | BRFEEEBZRARESEAR
BRABESEMRAERZERAA. Al REEH T HERRAVER , ARZRER
FREEEER , IS BT ARANIEE R TARRA . HE , BANBIUTRENIIRAE , REHE
HIEER/ERRAE, JTEHT—EREZR  EREEMERAA  UEARENTERR
o

AWS CLI
EHZAWSEE R ARA

1. get-resource-sharesfffl - -permission-arnZHHATHS , AEELEETHTN I ERRH
Amazon ERATE (ARN), EEEH T REE FBL A% Managed RN EFRHLA,

plan , THElGR T EEEER Amazon EC2 REREBNERAWSR EXTHNESEERLAE
EESHIESN
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$ aws ram get-resource-shares \

--resource-owner SELF \

--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityReservation

BWHIESSEERLAN ARN , EFEUEHX Managed #ERZH E D —EE K,

2. ¢t F—ERTHEENSEERLA , T Sassociate-resource-share-permission. ‘&
LA$EE--resource-share-arnEEFMMERLA. IEE--permission-arnEEFHHIAWS
Managed #R , UREELEEMHLAUEAXZEEERNRIRAMN - -replace828, &
T HEEERETRE ; RES B BEAFERRAE,

$ aws ram associate-resource-share-permission \

--resource-share-arn < ARN of one of the shares from the output of the
previous command > \

--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityResexvation \

--replace

3. HEBESR 1 pRESTHERPKEINEMEResourceShareArniE S EE L —ESRP IS

A
T o

EHFEAZFEFZETFINZEZE AWS RAM

EESEHAEERARGEEHDEIHFTAWS BE W ., YIIMEESRERSSEZFSEHT,
E b ENEREREE AWS Resource Access Manager , 5828 T A AWS HWE IR,

TR EEAZERERANFFZENT, ERECEFIEFTHEAE-—FEEE T,
EFREMFUAET IR
- ARLEBEEEBHENRERSIR

* aws:PrincipalOrgId
* aws:PrincipalOrgPaths

* aws:PrincipalAccount

- ARREIREEREFMAVRE SR

* aws:SourceArn
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* aws:SourceAccount

* aws:SourceOrgPaths

* aws:SourceOrglID

* aws:PrincipalTag/aws:
* aws:ResourceTag/aws:

* aws:RequestTag/aws:

(® Note
PERBREETEE €8 EIEAKaws: SourceAccountiB,

EEERIVEFFTN

WEREGE , FRETIER AP FEIEENBROARLEREERFINBEEEEEAEER
AWSIR,

HEETENAKBRIEERNSEER BUSSSEENTN , YRYERYEN, NERAE
5, BB 272

BYERAAR  EUMBAWSSEENERELEAANESEEREEEVER, MRAIEENE
[REBZERE , RFERAA -—ESEREE/ARNRA.

BYERAMAZ® , AWSRAVEFEASEENHERRELEN MNESELAERNEFRE X,
TEERRIVRAUERSEETHIER .

Effect

EHRALlowEEDeny B HABRATERNESREER, BNZEENERMS , MRKE
=Allow, MEFMEF , FSEH (AM EREERE) T8 Eff ecto
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B

FREIRERITERNELEFE, ETLLEAWS Command Line Interface (AWS CLI)AWS
Management Console SRAWS API RV EEF N EIE, BIERAWSERER. MEFHEFR ,
28 1AM EREER PR EE,

Condition

3

FSREVUMKREFAATNERED. REAEHLAREREMNT —BREANRZEM, £H

EFRREELBERETRRBENTFR, S0, EFUMWAZERBERBBEANT IP it &E
HReE , REBELFHEBZSEEZRTRBNEAENT. IFFBRENFRES , F2R

(AM EREERE) PHAWSEEHRFAT TR, NFERBEERGNFMAER  F20 (RBER
B2E) PFHAWSIRBZNEF, BREFRARSIE,

(® Note

FAEAREF S EEORRASAWSER RN X EHRED.
MEHRRFRE S ERHRERER 2 REQEBNER , HSWE T EAEFSEHTW
Z 8 AWS RAM,

STEENERER

BYERAAR , SUNEEZEENER , LESESEERAATNESEEREEMAMB, AWS
ZEENERBAWSEREENRBESR , LHAEEAWS RAM, ZAUEEITHEZEECHEFERE
BR.

-« AWSEZEEHER — SBEAWS RAMXENEREHHAE —ERZZEEERTA, RIFCHARERE
Heh—{EH M Managed #R , & RIFEEX Managed #ERREANRERERWHEPR, FE5% Managed #
REAXESERNEFRA , UAREEEENEIR. X Managed ERAZETSEHEHTHR
K ERENERNSTEEE, Hl0 , M Amazon VPCec2:Subnet ERER | ARSI EHER
RFERHIT FINEE -
 ec2:RunlInstances

e ec2:CreateNetworkInterface

* ec2:DescribeSubnets
FERRAWSE EE#ERNERBERATY

¥ AWSRAMDefaultPermissionShareableResourceType=\ : Hl0 , ¥R Eec2:Subnet/REE
# | FERAWSE EERERA BB AAWSRAMDefaultPermissionSubnet,
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(@ Note
ARZEERRESEERRNERBATE. AEZERNRR (THREFERIELER
FRETENHGZIEEER ) FRBINTEER , EETERR , ARIZETELA
RO (BlanERREAEERFR) NEE, FAZEENER K EREFEBEAWSHEFEEHAA
UAEZERA , Ed—ERRNEZERERMRA.

fitn | EELAAERKRIETEFE (ReadMWrite) SEEERNMEEZ EEERNERERE , &
TURERZEFEHZEEERNEEERY —BEFRAMH, AR , B LUEAKR Managed IR
AREMFEZASENBERNERIA  LERERESDERNME.

(® Note

FIBEAWS RAMZ EZ L —EAERZEEERNAWSERE, BA ik [ZEENERER
E] EEAWS fR#% R SEEE N AER, tEREMASETA Managed #EFRAY FFAH
B, oE A EEREEBRNTMERLA , URERBAFEADESHELAH (WMRE
). MEFHEET , F2EBAZTEEER,

AT EHMSEEERNVER K ELELEREARK , AWSRAME BB ERAAREE
WERENERNTARER, IRXE  Stullfk EHSEEER) EELBE [BYR
FESEEWER],

- EESEER —EFEENERELARSNHEENSEEER , F L2 EBBRIEETEBHLERER
TEFERHEAERATHEIEAWS RAM, Hlin , E£A8ER%E) Amazon VPC IP (Uit EEE (IPAM)
EENENEEVER , BB REEE P i, B EHRASBRYEFEERERIIER IP
ik BEEMIBEMBARASIRSIERN IP itEE, SUUERSEEBRNZEER K RBF
EHREZEER LEHTERPTENTT,
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FE4HE AWS RAM

MERZE AWS EREBEIERF. ER AWS BF , EXBZNERTONBERER  BZRBETRE
REEHBEBEFER.

ZEMR AWS Ml cBWHRBER. HESEEE BUEHERRERNLZENEBERANLZ S

- ERHREM -AWS BEEREE PHT AWS RIEHWERIRE AWS Eif, AWS HRHETNUZE
2FEANRERE. £ AWS e EF  FEAREZEEEHAIFRLRERMANLLIIN. EETHE
FAM AWS Resource Access Manager (AWS RAM) & #HR5TE] , ESRE AT EIEERANAWS R
%o

- ElRTeM - ENEFBORNREER AWS BRTE, G4 AHHEMRREE  SHEMNBEME,
R BN ERNBERERNER

RN M HBE T BAIEER BREARBNEEEE AWS RAM, T 5 E/EHR P MARE AWS
RAM U EEMNELLNEREE, B THROMER AWS H bR Ri% B REZF{RE AWS
RAM &R

FE

- FHERRE AWS RAM

- B MEFREE AWS RAM

- £ PEAMEIE AWS RAM

- AWS RAM HHIHR1EAE

- PHE#RKELZSE AWS RAM

« 17HL AWS Resource Access Manager 1 F /) E i 26 (AWS PrivateLink)

R ER{RE AWS RAM

AWS HESEERBHARN PHERRE AWS Resource Access Manager, AR AR | AWS ﬁ
ERBEIITIE NEBERREK AWS BEin, FEEHEBTHERRELREATHNEFIE, |
REEFFER AWS R HEZRSEBNEBRTE, IEEREBIAENFAENR  F2 Eﬂﬁﬂl‘%ﬂﬁg
FAQUEBUNERHRENMEREENR , B2 EAWS T2 EEE LWAWS HESEEREFGDPREFEE
XE,

RRRE =5
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ATERMREREN , BMEBRERE AWS IRF BFE , FEH AWS IAM Identity Center = AWS
Identity and Access Management ( ) BREBRIEAEIAM, Mt—R , SEEAEHRISEERE
EREEHFSENGT. RACEREEATIHANREER

- HEERFERAZEEZRE (MFA).
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 M 2= TLS 1.3,

o M RE APIFE A ESEE ASE AWS CloudTrail, INEE A CloudTrail #ZEHEEL AWS SEHINE
A, 5528 AWS CloudTrail EA&ERE FHER CloudTrail £ 3,

- EF AWS MEMRAR , UKk PHMBEERZEHE AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

« WMRETE AWS FBWFINER FIPS FH HFE 140-3 BREBREN ZHWZFEMEAP , FEM
FIPSi®. WEAAFIPSIHMMNFHEN  FEEUAETEERFR®E (FIPS) 140-3,

B RZIBRCBETEREFNE B4 SRERBBEN , HEEERS B HEERN X FRA
o, flInE B, ETEERER AWS RAM s H i AWS RS A EEAEAPI AWS CLI, = B
AWS SDKs, ZBEZESEHERAXNFRUFMANEMAERNE TEEARTERZE BFE. NRES
URLIBEEHEERES , MUEBREE PP ETESRIFEN , URLLIBE Y ZARBIHER,

W& o2 MEREE AWS RAM

AWS Identity and Access Management ( IAM ) 2—%& AWS R , AT HBIEE 8 R4 s ¥
AWS ERHFH, EEERIAMZEFIERLURE (B2A) NRE (EFFY) FHAWS R, &
BERIAM , B LE PEVESE  flnAe, FAENEHEAWS IR, SUUEHELFRER
AWS ERBTERNTA. EANUER IAM MEZEENGE, NEEENEIBIAMBENFHEE
7, BF2E IAM EAEER PNEEIAMBEE,

E3:]

- AWS RAM A EF IAM

- AWS RAM #J AWS ZEBUR

« £ AWS RAM W RIS ER AT

« EAR AWS RAM R &4 IAM BUE

- AWS Organizations 1 K9 R 12 5 BUE & 5] AWS RAM

- EREREHLA AWS Organizations
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AWS RAM Z{AIEA IAM

BRIFFARR , IAMERRBEUHE R AWS RAM ERVFFA, HEAFFIAMEREL TERERILHIT
%, FHOTTIET—ESR, ELBFERTEARBEERNAPIBMENFTT,

ERREMFERE  FNEEREECNERAE, FETAR !

- FEEERAEMEAE AWS IAM Identity Center :

BYRERSE, BHRE AWS IAM Identity Center fE &R F1 BV ERESE RPETRE,
- IAM EBE D REEE PEENERE .

BUBMSEINAG, FERE IAMEREEE PAE=F87RHEE (BE ) BVACHETR.
- IAM EA#E :
- BYSNERETREINACG, FEE IAMEAEER PAAVEAEEY HENIET.

- (TER) BBREEMNNEERE  REAENEEEAERFE, FHERE IAM ERERER +
M AIMTIEEEAE (F2E ) PFHET.

AWS RAM REEE AWS ZEBR , BRI UERABLERRRBRAFZEAENTR. WFELEBRN
E¥:%EH§§H nﬁ e BﬁAWS RAM E’J AWS %E&%o

ﬂﬂ%"‘*EEF’fﬂii&}“%ﬂ&%{Eﬁﬁ%E’Jn‘F—I BUREIAMERATEBECHBER, NERYBEY
BEEZZEIAMAGNFERENHERBEERNR , 5528 AWS Identity and Access Management £ &8/
A BUR M EF ATIAM,

THEERHEZEIAMET TR AWS RAM W EFFMAER.

RE

- BRER
« Effect
- BfF
- BiR
- IR
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BERER

IAM BF T LR R EE THIBRIARNISONII X4 - R, BE. ERMEHE. IAM BEREERHA T I
Xo

{

"Statement": [{
"Effect":"<effect>",
"Action":"<action>",
"Resource":"<arn>",
"Condition":{

"<comparison-operator>":{
"<key>":"<value>"
}
}
1]
}
Effect

MRERRAXEHBRREAFNIERBERATEHENTT, TRRNEZHE : AllowH Deny,
BF

EERRIRNIEE AWS RAM APIBER AFF SR TN EE. ZEATBENTREFE | F2H 1AM
FEHEER P EEMNEE AWS Resource Access Manager,

&R

ERFEAXEREEZHREE AWSRAMWER, BEEEREXNPIEEER , LEEEAEE—H
Amazon Resource Name (ARN) ., MIEAFERNTEEE , F2H8 IAM ERAEER #1 EBHN
&R AWS Resource Access Manager,

Rt
RERRRXAER, EMTHRNE - P TEBRREANKRE. AWS RAM XETHIRHEREIE

- aws:RequestTag/${TagKey} - AIEMRBEFERETLEEEREEBSR/NER , YEFEEN
=

- aws:ResourceTag/${TagKey} - BIHHBREFERHITHEREEEEMNESR , HhaELE
BRPEENERSE,
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THEFFEGERERBFRISEZNEFRRTEEMNER  HEREBA "HEE, HEA TH
%%J o

"Condition" : {
"StringEquals" : {
"aws:ResourceTag/Owner" : "Dev Team"
}
}

« aws:TagKeys - EEXERARBYRFLERLANERSR,

« ram:AllowsExternalPrincipals - BIERBFRFNERLAREAFENABERBILA, HH
FBE FIEAEH AWS IRFE 5438 AWS Organizations, MREFFEA False , BIE R aEEEMEEE
BHRFRALERLA,

« ram:PermissionArn — B REFERPARNIE ENFF I REEBEBRRHIEEHNARNT B,

« ram:PermissionResourceType - BIFABREBRFEENTFIREEAREEBRPIEENER
¥R, FATHAEREREEPRE TR EEERER,

« ram:Principal - I EREFERFTEENTEARNY REFESBEREHIBEENARNES,

« ram:RequestedAllowsExternalPrincipals - BIERRBEEREREE
allowExternalPrincipals 28 , URHSIBESHESELEBRHPIEENE,

- ram:RequestedResourceType - QI EEH TN EREERAFELEBRYPEENERER
TR, FATHAAEREAEEFERNRNEEERER,

 ram:ResourceArn - BB RIEFERATARNNERN REFEARNZBEBRFPIEEN -

« ram:ResourceShareName - BIEABREBERAMBTHERLACBREHELEREREENF
&,

« ram:ShareOwnerAccountId - BIFEHAHABRBEHERET2ERLANIRE ID 5B , FEEBEBKH
FEEWFES,

AWS RAM HJ AWS ZEBR
AWS Resource Access Manager B Bl 2 fit 7 & {EAWS RAMZ EE YKL |, AR EEFTR,

AWS ZEBR
« AWS ZE K : AWSResourceAccessManagerReadOnlyAccess
« AWS ZE K : AWSResourceAccessManagerFullAccess

« AWS ZE K : AWSResourceAccessManagerResourceShareParticipantAccess
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- AWS ZEHZE : AWSResourceAccessManagerServiceRolePolicy
- AWS ZEBEN AWS RAM EFIEH

HELEREEF , B = EBERHMNE IAM B, BENERE , URTER, FEFNRE—
BEXRMEREIEAWS RAMBRBH R EZ AR,

AWS SEBREH AWS BYMEENBIBR. AWS REHRKNRIERATSERERARSIRM
ATE, MBI SABRAASRF ARG EA E. BHENAG,

FARCiE , AWS ZEBRTRIEREABRECARIINKEERT , RRAECMAIHMAE AWS FF
A, BMEBLERCARIEBNESETICR , UMEE—-FSRDFFA,

FEEEYAWS ZSEBRPERNTT, MR AWS B AWS ZEBRPERNGT , ENESRE
HEREENMETRS Y (EAE. HFEANAR), EHETN AWS R A AP BETHREA
BBERAE , AWS RABESERM AWS ZEH K.

MEFHMET , F2E (IAM FERHHZIERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
access_policies_managed-vs-inline.html#aws-managed-policiesF #J AWS ZEBK,

AWS ZEBUER : AWSResourceAccessManagerReadOnlyAccess

& T #& AWSResourceAccessManagerReadOnlyAccess BUREEE| IAM B9,

I RA R EEENERL AREEBRRERAWS 1RF,
TEBEFETEMNVERRAITIEEGet *HE List*18F, ETAREEMERERLEMED,
SEE e

B RIE LT,

« ram— AIEFBHEERBIRBAAEE ERLANFRAER,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ram:Get*",
"ram:List*"
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1,
"Effect": "Allow",
"Resource": "*"

AWS ZE B : AWSResourceAccessManagerFullAccess
&A% AWSResourceAccessManagerFullAccess BURIEEE IAM &5
RARETENERFIUE  URESIEREFMEENERLAAWS 1RF,
TRBER FETEAERRMENE — HramiRiE,

e =g

LEBERBE LT,

« ram— AFESRERVIBAEFAERLANEMET , ELEFABHAWS IRF,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ram:*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

AWS ZEHE : AWSResourceAccessManagerResourceShareParticipantAccess

& #% AWSResourceAccessManagerResourceShareParticipantAccess BUREEE IAM &
AN

H\

o

HRATRETSEREEIHEBELAANEREAAWS IRF |, WRREHEELERLARNFAE
o EFRHEMEBELERAEMNEED,
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TRIBR TET - LRRRMENE —HramRi.

AT A EF A E A
BRI EU T,

« ram— AFETBDREESIJIERERLAEF , URREEIRFHEACERELANFRENR.

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ram:AcceptResourceShareInvitation",
ram:GetResourcePolicies",
ram:GetResourceShareInvitations",

ram:GetResourceShares",

ram:ListPendingInvitationResources",

ram:ListPrincipals",

ram:ListResources",

ram:RejectResourceShareInvitation"

1,
"Effect": "Allow",
"Resource": "*"

AWS ZEBUER : AWSResourceAccessManagerServiceRolePolicy

FAWSE EHHKAWSResourceAccessManagerServiceRolePolicy RAEEE T BI1E B #Y BR IS E#E
AGEEFEAAWS RAM, ZEEMN, E0EE, SosimiBRit R Al

ABERREMAWS RAMEEHBEBNEEFTIE., EARAZENES

AWS RAMAIAWS Organizations, AWS RAMEBE B1 1 & BH RIS EE A
BAWSServiceRoleForResourceAccessManagerZ IRE B AN EEEHERZABREIIRFNE
A, Flin , EEIEAWS RAMIZEFHI A

CEBRT ABEER K ETorganizations:DescribeMorganizations: ListiR BB RR
FEMERANESE,

HARBER

AWS SEHE 133


https://console.aws.amazon.com/iam/home#/roles/AWSServiceRoleForResourceAccessManager

AWS Resource Access Manager

ERAEER

LR LT,

- organizations— AFESHEERKEREABEBNEF K SFHEBEN , ARAWS tRFEME

= .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListParents",
"organizations:ListRoots"
1,
"Resource": "*"
.
{
"Sid": "AllowDeletionOfServicelLinkedRoleForResourceAccessManager",
"Effect": "Allow",
"Action": [
"iam:DeleteRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/ram.amazonaws.com/*"
]
}
]
}

AWS ZEBRMN AWS RAM EFIER

WIRE AWS RAM FREER AWS SEBRSEURNEMNFMAER. IFFBRLEASENEBHRE
B2 , 55T B AWS RAMX RS iCs HHl LAY RSS HE,
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g8F R =p::
AWS Resource Access AWS RAMEZ##HBRANSE 2021 £ 9 A 16 H
Manager EFREBHIEE HIREE  WHREMEE,

FH AWS RAM WIRISEE AR

AWS Resource Access Manager €1#H AWS Identity and Access Management (IAM) B9 fR #%1E
AR, REELACREEEFEZEAWS RAMBRBEHK — IAM AR, REKELZACGHTELE
£, AWSTHEERREFUEMAWSIRIEFTAWS RAMEN FTE IR,

BHEFAGAREAWS RAMEERERTE , RRETEEFDHELENER. AWS RAMERH
REEFACHER , RIFESAER , BUARAWS RAMEEERAERKERZRAG, ERNFAISEEE
BURMEFFRIBUGR |, T B EF W BERE A R Efth IAM B8

MERRAIEREEGFACHEMRKENER , FSB RE IAM EERN AWS RIS , S
Service-Linked Role (fRISER A R) METRA Yes (B) Wk, BEEFERENR , LIREXRIEHN
PR 758 4E B B3

AWS RAM fRIGERE AR

AWS RAMfE I E 2B £ FHAWSServiceRoleForResourceAccessManager B8 E K RIS ELE A
. AWS Organizationsit A EE&REAWS RAMIRE R BB ER A ER , Sl EIRFEEN
K@tk P AT ENEBEN,

RERBEFACEEETIREREZXAE

+ Tam.amazonaws.com
% 5B AWSResourceAccessManagerServiceRolePolicy WA ERFERIEM ME RS EEAE I
AFFAWS RAMEHEEMEIRTR TSI EE

- BiF  BMEVERRBHEETANHERDE, IEZENEEBE , B NE IAM T2 EPREK

® : AWSResourceAccessManagerServiceRolePolicy,

HERTEEABARBAWS RAMA AT , ZE8 (IAM BR |, finERE, BEllAe) 4EE
REUBKEEACHNER, WEFMAET  F2HE (AM EHEER) PREBEEA G,

ERARBERAE e
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B WIREEREAERAWS RAM

BIAZEFHEY —EREESEAC, ELEPHEBARBRAWS RAM AIhsEAWS Management
Console , SEAAWS CLIZK AWS API EnableSharingWithAwsOrganization1E SEHI IR 5 I #1T
B AWS RAMEAZEIRKERZAE,

Filenable-sharing-with-aws-organizations AEEWIRE R R ERE A,
MEEMBRIREEE AR |, BIAWS RAMABEERFABEBFMERNER.
A AWS RAM REREEZEAE

AWS RAMT 7t ¥ 184w 88 AWSResourceAccessManagerServiceRolePolicy RIS EE AR, RAER
EERTHESSERBELAC  FMUSELIEENACGCARBFEAGER, Am , BUMEH IAM R
REAGER, MEFMES  F20 (AM FREER) PHHFERKSEEAE,

Bk AWS RAM W RIS EFE AR

A LAEA IAM 324, AWS CLI 5 AWS APl RFEIMIBRIEKEZ A E,
F/ IAM FEIMRREEEAE

5 IAM 34, AWS CLI 3 AWS API 3B

AWSResourceAccessManagerServiceRolePolicy RIEER AR, MEFHMENR , F2H (AM
EREER) PORBREREEEEE,

AWS RAM R EFA BN ZEESE

AWS RAM X BEFMERMEBRENESPERAREELAE. WEFMHEN , F28H AWS A1

Amazon Web Services —fix2 & [R5 2,

EARN AWS RAM BV &34 IAM Bk

ATEAE IAM BEHH , AWS RAVMEH AR EERNEEER | URELILA
IAM BUR Y &5 451

. BHl 1 ATHBAREER

- HHl2: AHHERABTEERER

. I 3 : FREIEAILE AWS IEF
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https://docs.aws.amazon.com/ram/latest/APIReference/API_EnableSharingWithAwsOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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gH1: AFHAREER
B LAERA IAM #ERRBERRFI ERBEM S EEREERL AR,

flan | THBEASEBRFAEEEEN Amazon EREE (ARN) £ AMBTEERE, MEBERTE
BResourceArnZ 8 , AEWNRFERIEZHS Y , AEERStringEqualsIfExistsAFF@ER , ©
M{EEEIEER ARN ST£ITH,

EBEMBURAMEMER. . . IfExistsBEERANEZER |, 552 H... IfExists|AM & 155 P B R4+
BE T,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:ResourceArn": "arn:aws:route53resolver:us-
west-2:123456789012:resolver-rule/rslvr-rr-5328a0899aexample”
}
}
1]
}

g6l 2 RFFHAREERER
IEFLAER IAM BURFR & £ BER S EERAE R E R H AN,
Bl , THRAUSESREERBBELABMH[RA

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:RequestedResourceType": "route53resolver:ResolverRule"

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IfExists
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IfExists

AWS Resource Access Manager

ERAEER

}
]
}

gfl 3 : BRFISASIBEA AWS 1RF
EATAGER IAM BURARFS L E B EAWS 1R F HAWSHEBABA BB ER.
Bl T3 1AM BUR TR 1L E BASAAEBHTBAWS IRF ZERAA.

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "ram:CreateResourceShare",
"Resource": "*",
"Condition": {
"Bool": {
"ram:RequestedAllowsExternalPrincipals": "false"

}

]
}

AWS Organizations F #Y BR %5 5 & B R &6 AWS RAM

AWS RAM ZERFHEZHIBER (SCPs ) . SCPs BIEMMEEBMP TRENBER , UEEZEBTFT
A, SCPEEME AWS IRF &EH 2 UETHFIE SCP, SCPs AIREEFRHFEBTABIRS
RV AT FRTAI LR, fbfIRT LA BYIEREMR AWS 1RF ESTEBIFEUZHIER, MEFMER  F2H

{AWS Organizations EAE1EFE) ARG HIBEE.
DERMG
EEFEH SCPs , BB XHIT T IIENME

- RAASIEBAFTE YR, MEFMEF , 528 AWS Organizations £ A& B F YRR AR TR

FREZh&E

- BUA SCPsUAEMBAEM. WMFEFMEF , 526 AWS Organizations £/ & 5 EANF

ABRERE

- BIUBFEESCPsH , MFEET WFHMEASCPs , 5528 AWS Organizations fEA &SR FHE

j%ﬂEﬁSCPSo
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_inheritance_auth.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_type-auth.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp-create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp-create.html
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Bl 75 122 il B SR By 8 41
AR
o Efl1: BhIEASRHEA
- 5162 B FRAEESIREEBNSBIRFNERLABE
- 5163 AR ERFHEAREERER
- 5164 P EEEABIEBENVEA
- 56l5 EAMEESEIRHA
TogEf R RET ARG ESTFEREENEEEE.
#i6 1: BHLEAAERH A
T5SCPRARAMILEERAERE L AFEAAERAEEBATHNEIRIANERRLA
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ram:CreateResourceShare",
"ram:UpdateResourceShare"
] 7
"Resource": "*",
"Condition": {
"Bool": {
"ram:RequestedAllowsExternalPrincipals": "true"
}
}
}
]
}
2 : BprLUEERAEEZREABINBIRFNERL A BE
TIHARESCPHELEZZERFINTMEIBESIEAERLANES, HLXARFXAZERES

¢EﬁﬁﬁmﬁﬁAﬁT§E$ﬂn,lﬂT.%%@&Po

{
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ERAEER

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "ram:AcceptResourceShareInvitation",
"Resource": "*"

}

g3 AR ERFAABEEREE

T5SCPEAZF IEF111111111111F1 222222222222 BN FNERLR |, LA Amazon EC2F

BEREIRFEEERRAERARELBEH,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"ram:AssociateResourceShare",
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:PrincipalAccount": [
"111111111111°",
"222222222222"
]
},
"StringEqualsIfExists": {
"ram:RequestedResourceType": "ec2:PrefixList"
}
}
}
]
}
&if5) SCPs
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g6l 4 PhERBEEBHEBEVHA

T3ISCPRARWRILERAEEZY HEERBREMEABECHAERNERAA, FHETUEAWS
WP EABPHEALR  wANBEAMACSHERAELA,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"

1,

"Resource": "*",

"Condition": {

"StringlLike": {

"ram:Principal": [
"arn:aws:organizations::*:organization/*",
"arn:aws:organizations::*:ou/*"

]

}
}
}
]
}

g6l 5 EAFREETRHAA

T5EEHISCPAFERAEEEBEBo-12345abedef, BB ou-98765Ffedcba. F AWS tRF #
AEF111111111111,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"ram:AssociateResourceShare",
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {

&if5) SCPs 121



AWS Resource Access Manager EREEmR

"StringNotEquals": {

"ram:Principal": [
"arn:aws:organizations::123456789012:0rganization/o0-12345abcdef",
"arn:aws:organizations::123456789012:0u/0-12345abcdef/ou-98765fedcba",
"111111111111"

]

1,
"Null": {
"ram:Principal": "false"

EAEIRHLA AWS Organizations

MBEEFERAHLAIIEE , AWS Organizations E A B EEHEE@EBEBREMEN (OU) HAER ,
BT LMER L AThEE, E&8ERELAREAWS Organizations , FIEMHEMBE OU #fEREBIME R
AT BE , MABLERSN OU EXEHAERNFEE, NEIRE (EBBFENEEZE R AWK
TEZIXE 6 BSsRBHEERLAELRER,

EEZEZHAHH AWS Organizations

1. fEFAAWS Organizationsdisable-aws-service-accessAWS CLIa 5 f£AWS Organizations i 251
W FEE,

$ aws organizations disable-aws-service-access --service-principal
Tram.amazonaws.com

/A Important

BB ERAZETNEEERAWS Organizations , BAN T SEESRFMEERLAF
Bl , YAEHELHLAERNFEE,

2. /A IAM £ AAWS CLI, = IAM API 2/
BRAWSServiceRoleForResourceAccessManagerfR#EfR AR, MEFMEN , F2E (AM £
AEER) PHRBREEEEAE,
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https://docs.aws.amazon.com/cli/latest/reference/organizations/disable-aws-service-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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£ B AFMEIE AWS RAM

B RHE M AWS RS RTEM, ATAM AWS RAM FIRMEENEER D . BEZK AWS R
ROFEH I WEERER  UIEERESHAEREERETHE, AWS RHEMET BRER
AWS RAM BR[O EEESH

Amazon EventBridge

12 near-real-time#i& AWS resources. EventBridge enables BEI{V EHEREEE B EF N RHKE
HER AREATUEREELEHE  RESAARERSESHLBEHEMRE AWS FHEB
B, MEFMER , FS2EAWS RAM FF ES2 EventBridges

AWS CloudTrail
FEL 3 RREETWAPIFILMBESEY |, Xig AFER AWS tRFE BEZZIEER Amazon S3

AT, EULERAES NERENRS AWS, ETHFUKNIRIR IP il , URFUKNER, 0
FHMES , FSHEA AWS CloudTrail 28 AWS RAM API Y,

AWS RAM £ E5#2 EventBridge

& 7] LA A Amazon EventBridge® FH S ESEHERE BEEHN AWS RAM, KRB HWEH AWS RAM
2L EventBridge IE PRI AR RN E . B LAERE EventBridge RESIZFEHI WA BZE |, LIEfE
EHERRARENSH, ERAAHEGEIRTERAAGIRENIREERAABREHNESE,

ELEVEMHENE  RER aws.ram,

@ Note

APMOEBREENR  EEEXBEURNELSEHN ., RABEIARELEN  BEEEKAEHHE
Ho R AWS RAM EREBHEARBEER  REFERAZR, T8 , eakagRk , 18
BREZRBESH

WMEHMER , 5528 Amazon EventBridge £ & 1B/,
gHl BEREAAXRMER
ZRAERMBEBTHOEMIRE LA Amazon EC2RERBH RS, EXRMERBERENEHZE,

BR , MRETHSHATERE WAELRGES , AITREREHIITHARAERPSRNERS
%, MRARRERR, MEHMRFPNERAEEARBEREF —EARERFENAITERE , R

HFsrosxMES 12 143


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#sharing-cr-prereq
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Amazon EBRFERFC R —KREC2ENE , MEXMNTEREABENTERRS, EFEEEIHSR
TEHIRI AR AN

EEERERARAKY , 5555 E Amazon EventBridge 3R 8 , LAEE AWS RAM &Rt A &k 1R ER

18, THXZEREFFER Amazon Simple Notification Service ( SNS ) ER& , £ EventBridge %R &R
HAKXKFBEAEXETBE. W% Amazon FIEFMEASNS , 552 B Amazon Simple Notification
Service BB ABEM

BYRA, R ERARRBFERE

1. BARX Amazon EventBridge F#5& .

2. EEEERF  BERA K ARERAUBES , BEEVYRA,
3. WMARAMEBNERER  RREET X,

4. BTEBEBHEXSR , ARBEBFTEX (JSON MRERF ) .
5. HBEIWE FTHEHES

{
"source": ["aws.ram"],
"detail-type": ["Resource Sharing State Change"],
"detail": {
"event": ["Resource Share Association"],
"status": ["failed"]
}
}

iZE Next (T—%).

SHYER1, EAEERE T, #E AWS R,

EEMER T , BIESNSERE

SHYEE | RELERMBASNSHEE, EBXACHFE.
10. BET—E , ARBREET —E UEEZURREVERE,
1. ERYRERIRER  FEEEVYRL

12. RERAEHR  MRENFTRVFELLAEHRA. NELE K FRERNSESNERZS  REE
ERA .

© © N ©

REMARBRA , EAXHM AWS RAM HERH AH S @ 8% M B4 A B ESNSE .
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https://docs.aws.amazon.com/sns/latest/dg/
https://docs.aws.amazon.com/sns/latest/dg/
https://console.aws.amazon.com/events
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BB UERBELIRE Amazon EC2EZAHMRAATERE  URSARATERETHAAN
bR P FE.

=]

£/ AWS CloudTrail 524 AWS RAM API 0y

AWS RAMEEESAWS CloudTrail , IRIEtHEAE. ABFIRAWSKEFTEREZ BIERIFEEKAWS RAM,
CloudTrail #&HFrE API FEIEEERAWS RAMASE 4, RIS FER AWS RAM EEEETH
FEY , AR &% AWS RAM AP IR{EM RN IR, mRERBHR |, 57 UIFEEIE CloudTrail
EHXZELIEEN Amazon S3 E7FETER | TENEHFAWS RAM, BIfEREREBR , BHKATUE
CloudTrail XA B L RHEP AR EMH. FHH CloudTrail WEMNER , SLHEE AWS RAM 12
HEVEER, BEFBER IP bk, FRE, REBROVEE , UREMEFHEA.

EZENMEEENESEN CloudTrail , F2BAWS CloudTrailfE A& /.

AWS RAMA Y E EA CloudTrail

CloudTrail ERZUIRFAWS tREK , RFEIEEHRA. LAAWS |, BETFERAWS RAM , Rk
EEHE CloudTrail SEEGHEDEHERICHED, BOLUMKR, BSANTH AWS IRF WRHEH.
MEFHMET , F2BEA CloudTrail S FRRICHERESH,

MEE AWS 1RFE IRERIEEETEHMNGHE (28 AWS RAM HWEH) , BELIEM, HRKREE
CloudTrail # AFE R E Amazon S3 fE7FETHE. RIFER , ELAEIRABIURERR  BREE
REIFTE AWS BiF, ZEREELHERE AWS FEEFMERENES , U AFERINEREE
#9 Amazon S3 EZATEE. AL , BRI LIEREHMAWSIRE , U —F 5 M FMEEE CloudTrail B
FIRENEHER. NMEFHAER A BFSETIRE

« B3 AWS tRF KK
« AWS ARFEEE CloudTrail SL#ERE

« EREH Amazon SNS EHI CloudTrail
- EWZEEEI CloudTrail B 5FERKEIEWZEIRFEH CloudTrail BFER

FTEAWS RAMEIEIH "TAPI 2% f2# CloudTrail Y2 &7E "AWS RAMAPI £
Z, . Bl , ¥ CreateResourceShare, AssociateResourceShare &
EnableSharingWithAwsOrganization EiFE HIFFAYETE CloudTrail B ERPEELIER,

BEEHAIAFEEHS TS TEHY LR EFRBELENEA,

« AWS 1R FAREES

A AWS CloudTrail 528 AWS RAM API 0y 125


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#identifying-shared-cr
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/ram/latest/APIReference/
https://docs.aws.amazon.com/ram/latest/APIReference/
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« AWS Identity and Access Management (IAM) A EHBEE G5 FEAERUENERZSRHE

- IAM ERAERHNEHZTLBE,

- Hftt AWS BR#.

MEFHMENR , 28 CloudTrail userldentity JTHE,

T ## AWS RAM BitiEZ=1EH

BHR-EEE , ERBHUERERNEARNSELIEER Amazon S3 #F&rE. CloudTrail B
BRES—ELZEEFRER. —EAEHAEARREHNE—FR , YISHEREE. FRHBHM
B, BRBEEEMR, CloudTrail BFFERIIFMAAE API Iy ERERISEF , Rt T g UEM
BEEFLR.

AT & & RCreateResourceShareE#EMH CloudTrail BEE1EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "NOPIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/admin",
"accountId": "111122223333",
"accessKeyId": "BCDIOSFODNN7EXAMPLE",

"userName": "admin"
},
"eventTime": "2018-11-03T04:23:197",
"eventSource": "ram.amazonaws.com",
"eventName": "CreateResourceShare",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.1.0",
"userAgent": "aws-cli/1.16.2 Python/2.7.10 Darwin/16.7.0 botocore/1.11.2",
"requestParameters": {

"name": "foo"
.
"responseElements": {

"resourceShare": {

"allowExternalPrincipals": true,

"name": "foo",
"owningAccountId": "111122223333",
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/

EXAMPLEQ@-1234-abcd-1212-987656789098",

A AWS CloudTrail 528 AWS RAM API 0y 126


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"status": "ACTIVE"
}

"requestID": "EXAMPLEQ@-abcd-1234-mnop-987654567876",
"eventID": "EXAMPLEQ-1234-abcd-hijk-543234565434",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

AWS RAM F Y1k 1ERE

AWS £EREREEEL AWS Eif B AESATOEEN. AWS EiF 22 E 256 B RHNER
AAREE , YAERREE, SWEENSERBESENBBEEERL, EBTRARESE , BrrERFTEE
ENERARERNERE A REAECTARS EEHRELE K mMASREFTE. THESNTHM%.
BREREIFERESD , IBRE—RZEERP LN ERERREES,

WFE AWS B Ba I EENFEER , F2RAWSEREMEE,

PR EBREEZ S AWS RAM

EAZER , AWS Resource Access Manager 23| AWS £ ZEHNRE, NMEFEAWS &
2RI LA oM AWS REERRENER , 52 E AWS Cloud Security . EEEAERRELSMY

M EREBEBREFTEN AWS RIE |, 552 B Security Pillar AWS Well-Architected Framework A iy £
RERE

B LAMER AWS B MRVAPIFEILY AWS RAM ZBHEBEFEN . FAERSEAIETIER

- Transport Layer Security ( TLS ) » EMFEE TLS 1.2 M B TLS 1.3,

- BEEREFM@WE (PFS) WMZEEH , Hla DHE ( Ephemeral Diffie-Hellman ) 3%
ECDHE ( Elliptic Curve Ephemeral Diffie-Hellman ) . BARHK (M Java 7 IEHBERA)AZEHE
ELEEN,

A HEFRABEIAMEZTAMREBRNEIREE ID IRBENEBREBHER, RE , BTLUEH
AWS Security Token Service (AWS STS) UEX ERRZ £ BEUKEHER,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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7£HY AWS Resource Access Manager {7 H ik 2 (AWS
PrivateLink)

AT LAEA... AWS PrivateLink £ &RIVPCH 2 B RIZFA A E# AWS Resource Access Manager,
BT LARA R AWS RAM SIF R EERAIVPC |, R EFEA EBAMEE , NATERfE , VPNERZZR AWS
Direct Connect E#, EHHNHTEEVPCAEELHA IP ZatEIATFE AWS RAM.

18T BOEIB A — B4 O im R M LA AEE |, B AWS Privatelink, BRI SR E iR R
RNSETERFEIGERBRENEH, ELRRFRETENERNTE , THABENHREN AR
AWS RAM.

MEHMER |, FSBFE AWS RIS 8B AWS PrivateLink 189 AWS PrivateLink §®.

O F EE1E AWS RAM

RENNEIRSEZE AWS RAM |, B TEES1E, B AWS PrivateLink 18/,
AWS RAM X #3E18 47 [ i B W 14 H FT B APIEIE.

VPCim B SR H 2 8 AWS RAM, BRERIER T , T2 AWS RAM AFFEB T Hiw .
BT EREH AWS RAM

WO L AT HEE B HikE AWS RAM 8 Amazon VPC ##l& 3 AWS Command Line
Interface (AWS CLI). 21FFMEF , 2B E AWS PrivateLink 5/,

BN ERE AWS RAM A THRERE -

com.amazonaws.region.ram

MEEDNSAENMHEIREBARE , B LLAPIE AWS RAM FERE MW EFHDNSEHE., 4

0 : ram.us-east-1.amazonaws.com,

#3 I8 09 97 THI Ui 26 2 ML i R BUR

ity B SR A RS AT AR B M E IR B IAME TR, TR UGB R A L FT T B FE AWS RAM BiB# M i
B BHEEHAFHEIR AWS RAM RIEHIVPC |, #8 B E & in BRI M N2 O imE .

ImMBOREIEENTER
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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. AUBTEENETSESE AWSIRE., IAMERAEZENIAMAR),
- ATEITHENE,
. AHBITEMENEIR

REAFE 2R A IR R R M2 G AR A9 B AWS PrivateLink /.

g4 : VPCim B KB AWS RAM actions

LT REImMBERNES, EEKLRAMMBMTERIER , SR TH HNFEHE AWS RAM
FEERLFEESRENTE,

{
"Version": "2012-10-17",
"Statement":
[
{
"Effect": "Allow",
"Principal": "*",
"Action": [
"ram:CreateResourceShare"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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¥ W REEETHREZE AWS RAM

FRERAHPNEN , HEEZEFEESER AWS Resource Access Manager () B E R &A=&
AWS RAM,

« $5ER ¢ THEHVIRF ID AEER AWS BT

« #858 : "AccessDeniedException"”

« §8528 : "UnknownResourceException"
- EREBEENTRE HRARERERER
- EENMIREFETIHRAER

- $HER  BIBRF

« REBTH 5 — @Rk FERWEBE
- BEEHAVPCF R

$535 . TIBHUMRF ID REEMN AWS B&

eV

ERSEARSTHIRFSEMEN () HAERK , ZFWREEE TENIIRS ID TFE AWS RER
EFJ o OUs

JRHA

nREFIRL AWS Resource Access Manager #l 2 &S
BRFAWSServiceRoleForResourceAccessManager , KEIHE M RIEZ A E , BITJsE 2 84 i858
AWS Organizations,

BRI R

FEENMBEVMENRBESGASG ST TISRRERRS  RRBXAM.
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https://console.aws.amazon.com/iam/home#/roles/AWSServiceRoleForResourceAccessManager
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/A Important
B 8= A TEEFHE AWS Organizations , AN TR ERMEEREATEBER , L E
S H A ERNFEE,

1. ERAEAEEMTIAMNAGREREZR ABBHNEEIRF,

HEZE AWS Organizations £ ARG EME.
EE RAM,
EEFAZEENTFE.

HESAWS RAM £ AFREEH.
EHEU 5 B EE 2 B AWS Organizations , REIBIERFERE.

o a0 A~ W b

BB ERZAEAER AWS RAM £ iR FMOUsBMHH HAEIR.

§558 : "AccessDeniedException"

=B

EXRAAERIREERLAR  £FWBFEEES MR,

S
A

MRLEAERELENFIREVERLE | BIMee W EILLEER. ERERHREZEIEN
AWS Identity and Access Management (IAM) ZFEAZBERWEFAI T BT, tBAIsER BRI AWS
Organizations 12 #|B % (SCP) ¥ &R EMNRHIMBEEEERE R AWS 1RF,

R R
EERUEEE K FHEERESNERE. BHERAR .
- FREERAZEMEE AWS IAM Identity Center :

BYREREE, BB AWS IAM Identity Center fEFA &SR FM B IUERESE RPETRE,
- IAM EBE D REEE PEENERE .
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https://console.aws.amazon.com/organizations/v2/home/services
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