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« FRIAMBERFEGRE—SREEFE | S LUSKREFBEEEER | URSIYEBENERNFZEL
flan |, B AREBERIGHRIEEFBERRBLAMEA FiASSL, MRFBIFE F£HARKEE , HI
wn AWS R#E , Bt ] LAGE A R R F EZEUHE AWS CloudFormation, MNEFMENR , F2E
IAM fEF &SR PHIIAMISONBUER TTE « R4

- M IAM Access Analyzer B ZHIAMBUR , IR R £ BIHEEFT A — IAM Access Analyzer &5#
BIHOAMBENER |, BEREBIAMBURES (JSON) FAMREEX. IAM Access Analyzer
RAGER 100 EBERENIRENES BT RELXSBEEANER., NEHEET , 28
IAM & IERE FHEH IAM Access Analyzer B FEBUR .

- EEZREE0HRT (MFA) - NREEZEE IAMERAEDSR BEAENRG AWS IRFE | BB
MFA LESHENN LT LM, EEREFUAPHREMFABESR | FEMFAREREEENBE, NE
HMEN BB IAM FERERRE PREA ZEAPITFEIMFA,

ME PREEBNFREAAM , F2H IAM £RAEER PHZLHEEHKIAM,.
AFHERAERGAM B ST

WEHREBIMARIBER , AFEAERGEEZEZTHAMERESWARNZIERR, KBEXSEHE
FiEA EEREESRER AWS CLI 2 ARBRERETH X ERILEBERNEFT] AWS AP,

{
"Version": "2012-10-17",

5 7 B BRE 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS re:Post Private IRAEEES

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

R R

NBRBEEXERCEUNEENER, SUNEESABRBRAREEAE. FHEHIACE. THIBERESE

B REUAIETREAIT AWS re : Post Private BIERIFF A, MFERRBERN —MREM , F2E AWS
IAM ER&EERE FHEEIAMBER, EALLEHA AWS Management Console, AWS Command Line
Interface ( AWS CLI ) =X AWS Identity and Access Management APIZRZE 37 F (3 #r 9 #r BUR

X

« re : Post Private #9158 17 EUiE

- T2%FH re : Post Private
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS re:Post Private

FEREEEER

re : Post Private B M B FZEURE

THBEREREF IAM Identity Center 1 re : Post Private 32 & & W EEEFEE,
EHITEHFEG re : Post Private B,

"Version": "2012-

"Statement": [
{

10-17",

"Sid": "VisualEditoro",

"Effect":
"Action":

"Allow",
[

"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:

"sso:

"sso-
"sso-
"sso-

SSO:

Sso:
"sso:
Sso:
"sso:

DescribeRegisteredRegions",
ListDirectoryAssociations",
GetSSOStatus",
GetManagedApplicationInstance",
ListProfiles",

GetProfile",
ListProfileAssociations",

directory:DescribeDirectory",
directory:SearchUsers",
directory:SearchGroups",

"repostspace:GetSpace",
"repostspace:ListSpaces",
"repostspace:ListTagsForResource"

1,

"Resource": "*"

5E41FH re : Post Private

BEBUR Se AT A

THBERER TEFIER T IAM Identity Center ] re : Post Private AN ERAE., LBEKRAKE
FA&#\1TFIAE re : Post Private EfE,

RERBR



AWS re:Post Private IRAEEES

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations",

"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance",
"sso:AssociateProfile",
"sso:DisassociateProfile",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"kms:ListAliases",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",

"repostspace:*"

1,

"Resource": "*"

AR 15



AWS re:Post Private IRAEEES

AWS AWS re : Post Private ) S&BE

5 AWS R EBCRARMIEFAEEAE. HFEANAS  LETREEREER. BUIAVEFEZE
BRFBESEHMNERAE  SENERREAMMAMENTT. £/H AWS XEBRREAP], BLBR
WMEBRRNERARS , I EENIRFHER AWS . IF AWS SEBRNFMEF , 528 IAM &£H
Ei5ME HPHAWS ZEBEE,

AWS BRI EHZBNER AWS ZEHR, BEERE AWS RERKRTWFT. REBHETRERSHKE

fBEF AT E AWS ZEBER , UAXEMIEE, LERENENSFECERBERNTE S 2 #5 (£

., FEANA®), BMEMUNEIFIRETAR , REZBTERER AWS ZEHR, REFLSHR AWS
ZEBRRPBRAFT , RLBREFTTERERBNFT,

A, AWS T EBEZE RE2ERRBNZTEBR, #li0 , ReadOnlyAccess AWS ZEBRRH
B AWS BRIEME R MEBEFEE, REMBITIAER , SHNREMER AWS FIEHEESF T, W
EHMENR , BFSH AMEAERER P AWS ZEBUE,

T

« AWS ZEBE : AWSRepostSpaceSupportOperationsPolicy
- AWS ZEBUE . AWSrePostPrivateCloudWatchAccess

« AWS re : Post Private Update to AWS Z &R

AWS ZEBE : AWSRepostSpaceSupportOperationsPolicy

LB S FF AWS re : Post Private RIS, EE M RIEIB re : Post Private Web ERRERNEYH
Support ZE4l,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:ResolveCase"

AWS SEHE 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS re:Post Private

FEREEEER

1,
"Resource": "*"
}
]
}

AWS ZE B : AWSrePostPrivateCloudWatchAccess

WK ALFF re : Post Private IRIGHEE R 2 # = CloudWatch,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate",
"AWS/Usage"

AWS re : Post Private Update to AWS ZEHE

B B ARSI E S LB T LUK re : Post Private & AWS EHREEHNFMER, MEHEEE

ENEBRE , FRIRXFELEEEHE FARSSHE,

TRREB 20235 11 A 26 Hitre : Post W EZEHRERENEEFH.

AWS SEHE



AWS re:Post Private

TRAEEER

gF iR H HA

¥BUR - AWSrePostPrivateCl  #SERIBME WS EEER 2023 11 A 26 H
oudWatchAccess CloudWatch

FBUR - AWSRepost AWS re : Post Private FAWS 2023 & 11 A 26 H
SpaceSupportOperationsPolic ~ XEINREMNF ZEBR

y

re : Post Private BHIRIEHEEE  re : Post Private FAtRBHE 2023 £ 11 A 26 B
AWS ZEHEXHNEE

¥ AWS re : Post Private Identity 1 Access 1T #[E5

AT EARHGEEZLEFIEIEFE A re : Post Private f B o] 8218 28 E RREEIAM,
&
o REFETE re : Post Private P EI{TEIE

o REEHIT iam : PassRole
« REEARF UM AE AWS IRF FEFEHA re : Post Private EJR

REMETE re : Post Private P #{TENE

MREWRER , FHERERENTEHE , CHERLAER , AFFERTINE,

EmateojacksonAMERBERFEATRAREEBny -example-widget ERNFHMER , B

HEMrepostPrivate:GetWidgetFF Al , B34 T HIEEREH),

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

repostPrivate:GetWidget on resource: my-example-widget

FEHRBERT , BDAFEH mateojackson EAFENWEHR , LFFERM repostPrivate: GetWidget B

YETZE my-example-widget BiRo

MREFEmE , FHIREN AWS EEE, ZNEESRHELNEERRE.



https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol

AWS re:Post Private IRAEEES

REEH T iam : PassRole

MRBIRTEEEE | RTBEEHTiam: PassRoleEE , BINEEHBER , TeEELBUER : R
BERAAE,

BE AWS B# A EEREACEEGERE K MAREVFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EH& A marymajor IAMBIEREESHFERA EIEATE re : Post Private RE{TEIMER , 284 T 58538
#Hl, B, BHEBRBREEFRBEACE TN, Mary REKAGEEEZRBHNFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREEERE) , BEELZHN AWS EEE, FNEEBEERHENEERE.
BEREAFT U AE AWS IRF FEUERK re : Post Private &R

BENRN—EAE  BEMRFTNERENEEBATNAEFIENER, LU UIEEZ R
EEENHENEXAR, SRXEEREBRNFIRGEE (ACLs ) WERHE , B UERELBUR
REZT AEHERNFEUE.

MEE-STH , F2RUATAS

« ZEET# re: Post Private RAXEIELINEE , 552 F re : Post Private 2{aI £ 1AM,

- BETHRNMEAWS 1RFE EEBEN ERCBRAFIE  F260 IAM EHEER PHES AWS
RE AN S —BERTAAMER ERHUFIE.

- BETRINMIBERNEFIERMEBE=H AWS IRFE | E20 £AEER PHWEHFIUERE=
55 AWS tRE #E&. IAM

- BETROMEBS s HMERMUEIE  F28 IAM E£REER PN ANTRFENERAEREFR
B (8BS ).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H IAM EAERERE PHEBEIIRFE
REFEUAM,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS re:Post Private IRAEEES

AWS re : Post Private 945 15 238

EETHR 2B AWS ¥ ERESHATENEGEER , F2BAWS R KERTEIRRBELRER
HERETE, MFE-—MRENR , F28 AWS Compliance Programs .

O LAER TEE=ZHFREEZIME AWS Artifact, NEFHMEF , F2EE TEIBRSE AWS Artifact,

BHEER KNESREE AWS BH BURREBNHRBE, BLANERER , URBRKEENE
Bo AWS RETIIERUBEIER

- ZEHESGHRREAFER - EERNBEREARERBEER , WRHEL AWS 22 EERA/EMNELEIR
EHRBSER,

« Amazon Web Services FHIPAAZ B SR EHE - AR K ERB LT MMAIER AWS REIZHIPAA
e ERNERER,

(® Note
WIkPATA AWS R BHIPAARTE B, MEFMEN , FSHHIPAAEGKREREESE .

- AWS ERER - W THEFRANERETREARENERNVE,

- AWS EFEHERM - ZEBRSANAETHRARNETEE, FEERERAESEARE (2EH
KEBEEFMBAMATRA () NIST, XFFEXLLEEZEE (PCl) MEBREECEAR (1SO) )
REER AWS R XM ELZ L RENREEL.

- AWS Config B¢ A Bigm iy £ AR AIFTE E )R — AWS Config RE S ERBERSHFERI
B, EXENFESR,

« AWS Security Hub — & AWS R¥ 2 RZ S REMN L ERIR AWS, Security Hub fEFZ £
#l , TEFEEN AWS BRI BELNEHER/EETELLEREENGEER, NEXENRE

Mir&EE | 5526 Security Hub controls references

« Amazon GuardDuty - BBEZRELNRESEEARNMERES , #itk AWS IR &8 AWS IRF.
THEESH, ZRNERNEBERE, GuardDuty TUUEBRERESRERRAEERNASENE
R, BBEEREESHERDSS , flm PCl,

« AWS Audit Manager — & AWS R AT GBI B EREZ AWS A& , UELEERRKBN A , U
REFERMEREEN T,

EREERRE 20


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS re:Post Private FRAEEES

AWS re : Post Private Ry {E R EE

AWS £ ERMEERI AWS EBE M TAEESEZEE, AWS EE RHUZEEER 2 RBNREREN A E
B, ELEFHEELEE. SHEAEBNSENHBHEEE, EBTAES , SR ERENEAER
NERE , s TRESBEBREREMASRETE. TRAESNTHE, FEEINRERED ,
HRE-RZEERPONERERREES,

WEAWS B MATAESHFMES  FSEHAWS S HEREIE,

AWS re : Post Private P EBREL S

EBZEMRIE , AWSre : Post Private %] Amazon Web Services : £ F# 8 A K EH TR AWS
HEKRBRZLEFRE,

BA LAERA AWS B2 MHAPIFELY | FEIBHEKTFE re : Post Private, FFim4 A& Transport
Layer Security ( TLS ) 1.0 iEHRA, RMEZRER TLS 1.2 LEMMRAE, AFREXEXEES
EXREERZME (PFS) WEBEM , Hl10 DHE ( Ephemeral Diffie-Hellman ) = ECDHE ( Elliptic
Curve Ephemeral Diffie-Hellman ) . RARE N Java 7 MEFIRAR)KZEZEELER,

A | A AFEHE AWS Identity and Access Management Z:EA BB FIEE ID MR ZEFEE
WRFBFER, HE , BALUEA AWS Security Token Service (AWS STS) UEL ERHEZLBHEIUE
EFER,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS re:Post Private FRAEEES

RE: s&kRaFAANECER

AWS RE: AAMXEAAREEEMX , BUUEEEESNIRSPEAELEEX, AWSE &M Re:
FAANBEX B SEHBEUUEIHNIABE X EMFA Re: post B K/NERAWSTETEFRELEE (5T HI
BART).

Service Quotas

LUTREWRFHN "EH AR, WAWSTEREZE, BALAERA "Service Quotas FiEARKRIRTE
REEE, EEEEYT AR, SEEZERESEE.

BiR 54 R EIEGES
AMABEE : th¥ 3 LR F B g & A FA =
A Re: A X R K
Ho
REBIARE  BBEEK 10 SEBIA REWEK B
N K/ (LGB AE
) : POST,
EEF A RE : BBK 100 Z#FE RE : POST ey
) RER AKX (LGB
BEN ),

AP| g7 R i

THERRHEERR Re: AMXHESEEZRNBERS. ELEBRLEN,

BE KRR ER BERR
CreateSpace 1 1
ListSpaces 10 10
GetSpace 10 10

Service Quotas 22


https://console.aws.amazon.com/servicequotas/home/

AWS re:Post Private

FEREEEER

BF
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
Sendlnvites
TagResource
UnTagResource

ListTagsForResource

K¥EmrER
10

1

10

10

1

10

10

10

BRE

10

100

100

10
10

10

AP 8575 R 1

23



AWS re:Post Private IRAEEES

B, SREMBITEMFASE re : Post

ZEiFRBA 2N 1E re : Post Private 1R AFREN, REMBEETFAE AWS re : Post,

&

- BYHHVFAE re : Post

« & re : Post Private A Support RHIZE M EENFEE
- A BRENEEMSEHEFIUE AWS IAM Identity Center

- BHETZHFE re : Post

- BEEHETENFE re : Post

BEIHHFAE re : Post

BEEVHNFE re : Post, FEBETILR .

1. 7£ FARK re : Post Private 2 & https://console.aws.amazon.com/repost-private/o

2. EEEENEEL | BEEVINE re : Post,

3. MRZERAKRABIRFERE IAM Identity Center , 5812 $F Open Identity Center . FEE&f& AWS IAM
Identity Center &S FHAFIHIIIER.

4. HEZMNF B re : Post EE L , #HHEE A RIFENEARIZENEERIFEERE. NRECAEHN
WREER REBEAR , AIEEAER RBERREH,

5. EFFMEA T , T T 5IEE

SHEEE |, WAFLAE re : Post IE—&ZE,
(IBA) 8RR | WATLE re : Post WE R R,

SHEEFTFEE | WAFRIENBITERE.

6. (BA) EEBTERMBRRE , FEERME T , BREITNRRE . A%, ST TIE—F
=

EHEIRIBAWSKMS£88 |, 5#HL AWS Key Management Service £# 5, Amazon Resource Name
(ARN) ,

8-

BIFHFAE re : Post 24


https://console.aws.amazon.com/repost-private/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html

AWS re:Post Private FERAEEER
BIEBIAWSKMSEi8 . A&, B3I AWSKMS £if
7. (BA) EXERGIEZESHREFEHRE T , EEAL re : Post BA R FEUE,

® Note
B A LAER M FAE re : Post Z & BRRILEIEIE,

HR FETEHERRBIAMAR  FEIAMERES YEYFHNAE  FEARSIISHRENRE
IAMA &,

5§~
BEEIAVERA FEYFNAS,

MRBERBRUFAE  HER PHETREL IAM A€,

MREBRECRARANREAC  FEESITAALEEANABARNN . #RTRAXBEFEE
ﬁ@lo

WMEFHMENR , FFSHEE re : Post Private # Support 51722 3 #1 E2 W FEUE,
8. (BA) ZEE T , BEWEER . ARWATIENR :

st ets  WMALHBITERSE,

EE D K WALHBITERE.

EENEEZSER K FEEFTETER .,
0. BEEITI re : Post,

BREESENEEEREILFIE re : Post, BALIEMREBMU P IZFIE re : Post WikEE, BIUFE
re : Post ¥ | REEMNUERERET ,

BYFE re : Post KIWEE 30 78, EEMNTE re : Post ERHER , MEMUSERRL . £7
UERERERSIEBE TS HAFE re : Post AWSEAEK FRAFRFEFAE re : Post, &AILAEMRE
THE , ERERSIEBTWEFE re : Post B EFT F#EHE,

BAFKFAE re : Post 25


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS re:Post Private FRAEEIER
B re : Post Private 7 Support 2252 37 & 18 iy 2 EURE

&8 L AWS Identity and Access Management (1AM ) & | LAEE AWS re : Post Private ¥t
Support RAIBIMNEENEFEE, AR EAEHIT TS Support EjE :

* CreateCase

* AddCommunicationToCase

* ResolveCase

BiIUIAMAE2#%  BEIAVMBERERZEERAG  ZEACEETHELBEMENGTT. BALE re:
Post Private X2 A HE I FAH re : Post FEELL AR,

& A re : Post FNEAEERERFIAMA BN MEERF,

/A Important
MBEEEFEIAMEGSHIAMEE , IENEFESERZTHBEREMNTE re : Post,

3

EBEESEREEREYELHVAMABHEE,
&

« FHAWS ZREBXRIIBIEFZEHE
« EHIAMBER

. B3 IAM AT

. HED

EH AWS REBRRREVEFXERRX

BERTAGT , BALERA AWS XEHXRN EFZEHX,

® Tip
MREFEFHRIBE  BRENAH AWS ZEBEK , TRBEERF, SEBRXREEBH%
B FRERIETA Supporte BAREFHENBR, WEFMEEA , F2HEAWS ZEBX :
AWSRepostSpaceSupportOperationsPolicy.

& Support REIE I FEE 26


https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_AddCommunicationToCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_ResolveCase.html

AWS re:Post Private FRAEEES

AERLER  AENAGEYEFEERR. WEFERIAMEZRES PHISONBUERFERR

A re : Post Private B EZFZEHXR

1. & A AWS Management Console It 7 BIRUAM=ETE & https://console.aws.amazon.com/iam/.
2. EEEERYP , BEIK

3. iZIZ Create policy (BRI BUR).

4. EIE JSON E5|EH,

5. E ALK JSON , REEMEI[ISONFERFARE, EAIAFEREGIBEER,

6. BET-F: &R,

7. (BA) BUEAEREATREY  BPEERFEIECK,

8. EET-F: wmK,

9. HEREABXEEL K @MAR®E , Hll rePostPrivateSupportPolicy# iR (&),

10. MERERAUERTRRANTT , RREFEUBK .

HWBERERAC T UKRIMNEE, MBEFHMEN , F20 IAM EAEER PHELIAMBE (F2
&),

15| AMBUR

BRI L T HEHIBEREEZELZNAMA R, LBERAFACHES FIEXEEENTES T Support.
R AEREMNE re : Post % , AF re : Post FH{EMIERAEHEHENEF,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications",
"support:ResolveCase"

]I

i HIIAMBUE 27


https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS re:Post Private

TRAEEER

"Resource": "*"

}
]
}

(@ Note

307 re : Post Private By AWS R EBKBE , 2 E AWS AWS re : Post Private 8y ZE K

%,

& T LA T BUR LA BEREF I Support,
NESEBENRE , F2H (RERESE) PR TIESR

« AR AWS SupporttV B 1E, BRRIFH S8
- Service Quotas W EI#E., ERNFRH LB
. WEE, BRANFEHRSIE AWS Identity and Access Management

By IAM AR

BUBKRE , BOEEIIAVARG  REBEBBEREZEEZA®, BULUE re : Post Private 1 AFE

SLFAE re : Post BhEEHAE,

3] Support REIBIMNEENEE

1. & A AWS Management Console It 7 BIRUIAMZETE & https://console.aws.amazon.com/iam/.
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"Service": "repostspace.amazonaws.com"
I
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"

]
}
]
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-11-06T21:37:447Z",
"eventSource": "repostspace.amazonaws.com",
"eventName": "CreateSpace",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

iy

"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
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"eventID": "30a6bc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012"
"eventCategory": "Management"

T 5§55 B8 R R #IRegisterAdminE) ¥R CloudTrail sL4%IE R

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:1972",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-07T21:24:23Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "RegisterAdmin",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {
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"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SP1YNZE-ylQEmAXpmEXAMPLE"
+

"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-

errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "el873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

TH&EHIFE R REListSpacesB#EM CloudTrail 528 E 8B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",

"arn": "arn:aws:sts::123456789012:assumed-role/User/user",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2023-11-09T22:28:237",
"mfaAuthenticated": "false"

Iy

arn": "arn:aws:iam::123456789012:role/User",
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"eventTime": "2023-11-09T22:38:3472",

"eventSource": "repostspace.amazonaws.com",
"eventName": "ListSpaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c04f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-af@®b-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

THIEHIFE R ~EResolveCaseBI4ERY CloudTrail 5C8%3EH ., Ea]LAEALLEE8%ER F
Msourceldentity TR RFMBIFBRIEHNFERE,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDJQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"
.
"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"
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+
"sourceldentity": "28e17330-10f1-705d-7cba-3a62a6bl0e2e"

}
I
"eventTime": "2023-11-17T21:46:447",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseld": "case-123456789012-muen-2023-75d2c35481b96357"

iy

"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"

iy

"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbes4-c8d5-4d61-a016-e076de272fff",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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