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AWS SDKs fl TEZE1Er

iT% SDKsHl TEZEBHAANRTRENERHAEXNERAH - LEERINGE
NEFEE TIIMEEER

o fERE - fAEARA configM credentials ERVIRFEEIRERZE AWS SDKsH T &,

s BOBRFHETFH - BUSNENBR T EE B AWS MR #1752 8% AWS R%.

- RESEZ -TARSIRENEENIMERENLRENSE,

« AWS —fi&#11TH (CRT) BXE - #FmAE MALANILA AWS #1TH (CRT) EXEBE
SDKs.,

« AWS SDK M T EHfERHE WE KBFAREM (SDKs) M T ERY AWS #BBIRMARAES | 21F
ITEVM YIS (10T) SDKs R HE Bk,

ZX AWS SDKs fl TESEZEMEERABANZE SDKsM TENERAER ., BR7T HEBRNEM

Bz, EEFEREEAN SDKE TEMNISEER. U TEANERTEEGMHEBEMEEERT SDKH
TE:

NBIEFI R AEEN RN EHNT -
. (L SDK s T & AWS SDK 1 T Bt EHE
« AWS Cloud9 4HAE
. AWS CDK

AWS CDK S RBEER
» AWS Toolkit for Azure DevOps
. AWS Toolkit for JetBrains AWS SDK T St BH R

* AWS Toolkit for Visual Studio
* AWS Toolkit for Visual Studio Code
» AWS Serverless Application Model

* AWS CodeArtifact

* AWS CodeBuild

* Amazon CodeCatalyst
« AWS CodeCommit



https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/vsts/latest/userguide/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/
https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/codeartifact/latest/ug/
https://docs.aws.amazon.com/codebuild/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/
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MREERNR RIEFVEEERHAT -
+ AWS CodeDeploy
+ AWS CodePipeline

« AWS CLI iHEE
» AWS SDK for C++ .
S BFR/EFIN
 AWS SDK for Go
- AWS SDK for Java RESE
+ AWS SDK for JavaScript AWS —i#1/788 ( CRT ) Bt

- BEAM Kotlin B AWS SDK
« AWS SDK for .NET

« AWS SDK for PHP AWS SDKsH T ERAXZE
+ AWS SDK for Python (Boto3)

 AWS SDK for Ruby

- EARM Rust B AWS SDK

- BAR Swift B AWS SDK

* AWS Tools for Windows PowerShell

AWS SDK M T EH#EBUR

FEZAEER

MENHEERRERAEN 2 TENBIE AWS ,
H2E AWS A,

Amazon Q Developer %A Al BT ERNHFEEIE , AIHBBETHR, BE. BREMNRE AWS E
AREX. ATIREHWEESE AWS , Amazon Q WEEEEIEASRE AWS AR , UEXERTE, 7
TESENER, MEHMET , F28 (Amazon QB AEFAERERE) FHMER Amazon Q
AR,

T E/RERIE A

AWS B &3\ BBIIRE (IDE) Toolkit EABERXNMIEFRIhEE , ATZEEEFR M AWS IR

IDE, Amazon Q IDEAMBERFIERIETEEN PRALER Al 1HBIIDE, MFESE IDE Toolkit
WEEHER , SR LR Tookit FAEIEM. EEE—F 7HRNMAE REH Amazon QIDE , 5
28 (Amazon Q B A E15F) RHEA IDE Amazon Q £,

3
¢

REEZENITE AWS, NEXZENHEBEENR ,

MEAEER 2


https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
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AWS IDE Toolkits #1 Amazon Q TSR EMEFEHA Fimi&RER | LB AR AWS Toolkit F
Amazon Q IiRAHMEEIREK, WENERSE/LEE AWS Toolkit 1 Amazon Q BIERE R

EE#— 5 THFTE AWS IDE Toolkits 1 Amazon Q FTUUSERERIE R , 528 aws-toolkit-
common Github EZEHH commonDefinitions.json 3.

wZE = AWS IDE Toolkits 1 Amazon Q #EF HREFTURSEAYE B B BRIV EFMREFA , B2 B T % AWS
Toolkit GitHub EFEEH M E R X4 -

« AWS # B Amazon Q B Visual Studio Toolkit
« AWS Toolkit for Visual Studio Code VS 2R 1 Amazon Q ZE{HE#H
« AWS Toolkit for JetBrains #J 1 Amazon Q /A #¥ 23 JetBrains

* Amazon Q for Eclipse

H[1E AWS Toolkits FRZEIEV$EE AWS BRFE AT Re 2 SR A FimE R ER . WESEMEE AWS
BBARENERBEENFREN , F2REREBNSERBAWS 8 X4 ERE,.

TEMEENEA 3


https://github.com/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
https://github.com/aws/aws-toolkit-visual-studio/blob/main/Telemetry/vs-telemetry-definitions.json
https://github.com/aws/aws-toolkit-vscode/blob/master/packages/core/src/shared/telemetry/vscodeTelemetry.json
https://github.com/aws/aws-toolkit-jetbrains/blob/main/plugins/core/jetbrains-community/resources/telemetryOverride.json
https://github.com/aws/amazon-q-eclipse/blob/main/plugin/codegen-resources/definitions/commonDefinitions.json
https://docs.aws.amazon.com/
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HERE

5 AWS SDK fE A AWS g A BT E (fla1 AWS Command Line Interface (AWS CLI) , #&A5L
B2 AWS RS API BB, B2 , EERIREZE , BXEAFEABTHERBEMENEEEE SDK =
TE,

LERARFETHIEE -

- MBI AP NERENREEN, REERARMEYH AWS [AIR[HER, EHALEFT AWS #
RENE S, YA EBEAEAEBNERERA, AR, ©UURELKAFFHTHRE,

o BAREH AWS CLI 2 SDK tMAREBER, FIEERWNE (ZEWE AWS RIS mE) , SAK% 4
fRERE RO RN EtERFAER,

B SDK HTEHZESERR , BUUAEAELERFRELENIINREEA. KERFHR
SDK T ERM—/Y , BLESRZTEWN SDK I , LB IAIERZ G EZNFAER.

BR , RZH AWS SDK MITEHZFRAMETERRVEMRE (KBAFLUIN) -

« HA AWS EFREERE — HAconfigMcredentialsiEREE LA AWS SDK I E
EEBINRENREALN. FAGLERKRREFENIENEAEZXIUEANRE. #
FconfigfcredentialsiERHP MR EHEISEREEMEEA . EAZSEERENH , BTNUE
BETANRERENETRANERTER, E4FEA AWS TEUAGSRFER SDK WA AWS
API B , BRIV EERARZBENRER , UAREAMLHEAERE, HP—EERESEERR
EdefaultiE , YEEGARAREEECANRERFEEERA. A2ZEERA T EAUREE
ELERFHNERE.

- RESH — RERTEOTUREEFERBRNRESH T, #RE—XIARF-ALERNRES
B, ERERAYPTNERBER , CRATUERMEREEL,

AERNHEMEE

- # H config # credentials &R

« H Acredentialstg Econfighlig ML E
- REBHZE

- JVM REEEMXE
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H#F config M credentials X

SN

M AWS config Ml credentials BREBE—ERER. REER—HERERE , UEBEYHERTE ,
B AWS Command Line Interface (AWS CLI) AWS SDKs, FMEMTEFER, AEESEREIRE
B, MEEFEAXSRERERFRE SOKTENRELER, ELERE "#A, L HOWESTEFHE
WEMEARER., BEFZBSDKsERBIRE,

HHAconfigficredentialsiERFEMIFER , EEZEASCIFER (UTF-8 fmlF ) . SMEAEE
BA IN EREHER,

R R

/A configM credentials BEANREEIFEREEMEEAR, BAUE BERFERSERE
&, UBMTENREMHLRE , LEAZTRNEARIRE,

MRAREERERE [default]FRER , REES TS SDKHTEREFMEANE, SR @
BIRVERERE , WMEKRBEHESE, SEREEHITURBENEAEXNRGERATRNRENE,

(@ Note
[default] RRRWENBZER. LEEREEHE , default BASDKINREAE KIE
ERRERE , AIER FANERRERE. CT2RERNTERERMGHEMRERE. WRE
FE[default]FREEBPRETRLIER , EREERREEPRE , AELRFEHAERRER
B, TEREXE,

REEBRERE

[default] REEBMSEERRERAUFERE —EERP, £HTIIREREZIERN SDKH
TEASTEABREANREERE. £/ B, 8 ERXBRlESEs©ARIERERE AWS
CLl,

BBRET I EHD —IERERZE UL INEE -
AWS_PROFILE - IRIZEEE

BENRESENTCAERRERS "%, B, TESDKERBM AWS CLI i HESFERAZRE
EHHERE.

#H config M credentials %R


https://wikipedia.org/wiki/INI_file
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EBHOSIRERESEM Linux/macOS 4 :

export AWS_PROFILE="my_default_profile_name";
FEB TR ERESE M Windows #f

setx AWS_PROFILE "my_default_profile_name"

aws.profile - VMEHKBHE

£ £# SDK for Kotlin JYMFISDKIE A Java 2.x B9 A |, A LAEREaws . profile RFGE
., SDK B REAF IR , RIEBRXBHERRE , SHEFEAEEREERBPHERE, SDK

for Java 1.x T X B RKEB 4,

® Note
MREWERBRNURATZARARINAKRS L, RARBE—EEAEERER , Mk
BRRER. ARRERGEBHRETHEM AWS EREXHN , SEEPHAH, Fit,
MREMAEHHEARIXNWRAGERER , IRGEEFRHEHEMA. RTHLEERR ,
REHAconfigERPTEREERER , AR ELWEXRTRERERER , NEEARE
APEARRERER. NRENEGBHAMENEERGRECNEAREN , AITMERR

BRYHIVMRME M RERE B R,

#HREAE RAE
config BEBHEMRBEER. EREEENRELS  BEFEIREHBERERIAL,
config IR MM THKRMML PR -

- EEBRFHFAEEBIEA setting-name=value B —fF X,
o BULESINFEBEERHFR (#), BN LFEE,

NS g Fic)
ERERRREBEAZRERSNT. BERERIIASEER ([) RENGEE]. £E%RA , FER
BRBRFNERNBITEE. BUNERAFTE, BF. EFHR () - MRR (_) , BTEEAZEE.

EEL e
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ERER : default

gEpHEEREEY . [default]
[default] R—FEEprofile ERZFIBHERTERE.

TEUﬁ{ﬁUEﬁmEﬁ[default]'”**;?E’JEZIKconflgﬁ o TERE reqgioniiE. T2 EREZTET
F—EERERALNFIBERE , BRUZEEN—

[default]
#Full line comment, this text is ignored.
region = us-east-2

EEFEA : profile
EHIEERESY . [profile dev]

profile ERERIIZRERAWAREE , BULEHETRANRERS, EBEE-—S THERRE
&, FORRERE LN -,

THEHEREAprofileERERYIME A ZE’“EEconfigE’\Jﬁﬁfooo HITZREFEE S —E
EBRERALNAERE  SBRHERREEN—

[profile foo]
..settings...

BERERBHCOHERTEEA , SN TIEF PsINRENFE, BBU-—HSEEKEHETE
1% F SR ERRF A 2 M B

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

EERFER : sso-session
FHIERERZRY : [sso-session my-sso]

sso-session BERERIIGHE —HRE , CARZEREREUFER #T AWS B AE R AWS IAM
Identity Center, MEREE—BEAESD EﬁséE’Jnﬁlﬂﬁaﬂ E2BIAM & SDKS TENE LT

EEL e 7
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PEE. HRERZESIE/EY ELEsso-sessionEE , HA sso-session 2&5|# , M sso-

sessionEEBMNEBE B , il sso-session = <name-of-sso-session-section>.

THEHl e ERER , ZREEEMEANRE "my-ssoSampleRole" B F#F , BLS "111122223333" 1R
Fo "™ IAMAENER AWS BFE. profile BEEHH "my-ssos sso-sessionEBHE=2EMA sso-
session&@UEESE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

EERFEA : services
EPIEERERY . [services dev]

(@ Note

services AHXERBREN KRBT , BEERAN SDKsHMBEUIENTE, #EEEF
LEIhEE R B BAMNIERY SDK , B2 6 A AWS SDKs LAEUS AR 545 E /Y I o

services ERERVE B —MARE , AIFE AWS R BRW BT IRE., HAEHRS|IBEYHE
EHservicesBE , HH services RE5I# , MservicesERMNEBBE B , #lM services =

<name-of-services-section>,

services BEREM<SERVICE> = {TE—THHFER , HF <SERVICE>R AWS BRI FBIRFE

518, AWS RIS SRBIFRUAPIERY AER  serviceld FERBMAEEKERARE , XHE /D
FIBEFRARNE. MEEFH services ERFFEANFEREEINTSIBIEE , F20 RESER
BRI, RSB SSAMBEEERERE , BEREEMN Y EREIEMEZERE,

THEFIEA servicesERRFZTEmD , LAREY IRFREHN Amazon DynamoDB 5K, £
"local-dynamodb" services BEXH , M services®i® , KBWBE profileEE,
AWS FR7 BRI & 5|8#% dynamodb, Amazon DynamoDB fR#& F[EEk#E1T Bi#dynamodb = .
FREERENIIBIEEXFERD , WiBHARKRE.

EEL e 8
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[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

WEETHEAEN AT | BEHBBEERE.
BEAEMERERX

EENRAlcredentialsBEEconfigiERMWAAER , EREEERFEFZ —Fprofile, £
FREZEBECFARRESEBES, TIHEHFABRTES NEEEERcredentialsiEEfoo,

[foo]
..credential settings...

RETIERS "W BBRERETBEFEMIE credentials ER

i : aws_access_key_idaws_secret_access_key, H aws_session_token, HRELRTE
A IR ELAconfigE R , ERMERECHELBBRERETER N credentialsiEEH, W
=X 6 SAREEABAERRE/EBIMNET,

THgEGEREE [default ]FREEMWE AR credentialsiER, ©EERE aws_access_key_id,
aws_secret_access_key# aws_session_token ﬁi:iax;zo

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

ERBREBE credentials BERPFEHEZRERER "defaulty , WENEMREHSEEAIE
FREREEBZconfigEFNEMARESH. VEMERELHELAEEEZBZRERNEE
AERERTHNEREESEXRIERF,

HAcredentialsfERconfigME\ERNVE

HAcredentialstEXE AWS configfER 2R 7T AWS SDK MITEAREFANMNFTER. EX
RAARHIRES |, IH SDK Eiﬁﬁ%:ﬁiﬁ&&#f“qﬁﬂﬁa’g AWS CLI s s BEIfEA. filan, Eiﬂ?é a2
VEK L , 7 Amazon BEHEREEHHITER L ETRRE,

EARPEERR 9
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BEES

E SDK T EHTH K TEREELEERIFATMITAWERRE, MEREREAKREE , SDKHIT

=R QQE_LEZIK*Q

KR BRURBANERRD | awsEHEBRNUREhomeHEAEERRKAP,

EERT ARUENERERE

Linux 1 macOS ~/.aws/config
~/.aws/credentials

Windows %SUSERPROFILES%\.aws\config

%SUSERPROFILE%\ .aws\credentials

THEENE

~EREUTRERTHRER ST

- PR
- RERVE/RFABENDIRER. EEAL , ~/LB~\BFENTEE B &,

REFB&EK , SRETIEH
- (FTE¥A) HOME IRIZEEH
- (8B ¥ A) USERPROFILE IRIEEH
- ($REFA) EIEHOMEDRIVEMHOMEPATHIRE &2 ($HOMEDRIVE$HOMEPATH)
- (B SDKRIETWR ) SDK X TESANERECMTTIEREE

WMRTEENGE , MRERECHRREETEAENER & (HIW , ~username/) , MEFENT AERAE

BEZBHER% (B0 , /home/username/.aws/config).

PEELEERNEARNE

BRI LER TR —EREBR SDK A TEHABLEERNUE.

X B SRE@iTE
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ERRREH

BRLBRETIRREH  RELERNNVENBBREARELERBE

« configXHIREEE | AWS_CONFIG_FILE
« credentialsX#IRIEEE | AWS_SHARED_CREDENTIALS_FILE

Linux/macOS
A BATE Linux X macOS E#ITTIIEHESRIEEERNLE

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

B LUEIBE Windows E#IIT TS setx ERREEERVE

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

NEEARELEEERENFHRES , FSH

En

BE2HXE,

\\\
%ﬂlﬂ
émh

A JVM REBM

HRAE JVM E31TH Kotlin AR SDK AKREAR Java 2.x By SDK , A LARRE T 5 JVM RiEB
M BELEERNVENABITHTERBEEEABRE

« configX# JVM R#BEM : aws.configFile

« credentialsXHRIEEE : aws.sharedCredentialsFile

MEFBUNAETE JVM REBHMIETR , 552 MBthe section called “HIAIEEE JVM ZREBEM", BEAR
Java 1.x WA EH T ZEEBLER LE’I‘.*..O



https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx

AWS SDKs f1 T2 BEES
RESEXE

RESHREMHZ -EFEREEABRRANER  BEBSARGRETBRNET R L HRERAER
H, MFEAZH XENRELBEFESDKs , F2H REEHEE,

BEIRAE TIRF

- MREBFEFARBEESHIECRTE , ISBESHHEA AWS configflcredential sERHPHRERR
AMEfI{E,

« MREHE AWS CLI v B5I LERA SBRIEERE , CEBRREAHERFEHTEEERPHRER
HYEfIE.

AR ER IR R
THIEARBNTRERERERERERY,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

REREBUEBEEANYE , B3 Shell TERBRRREISZBBRALBRE, 4T
BUE Shell EBIIESBHRRERY , MEMBRRN TR ESEEY,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkulWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

R set RRERAVULVECANE , EIE AN SRTALARERT  REILH 2N
RERTRNEAL, £ set:BTRAVY , @REA NS HRTLERBALERTHHE
BUNFER SRR TERETEANE. TEVBLATHHERERTHRLSS Shell



https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQOEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

WMREIE PowerShell RAHFREREEHY , MARNEHIATR , EREEE 8l TEREBRNVFERRE
NREEZE, TEEZRESEEELEME PowerShell Ml s FIR T TERBRTFERE , BEHE
FERPHRAEEARIRERE. IE , BUUSBEHIEEEN PowerShell XERE , LAFRE
FiB AR PowerShell THEEBHNEE, MEREFERESEIBEIERBERBZCMNGFMRENR , &
28 PowerShell 34,

EMRF[RESHEE

MREEAEARBEBETRE  CEFAMRERREBNEE, RBENESR  SUEHHEE
ERBDPYITHEABEATENRR , LEFENFIRREEH , BUREERTIR

fign | £/ AWS Lambda , EREEREREEE. NFFMEF , F2H (AWS Lambda F#
ABEIEE) PHEA AWS Lambda RIEEH,

HEEARIFRED , CBEULUESDKRERE THRMHESIRT |, & serverless.yml EERPEK
EREEH., WF serverless.yml BRNEF , F5S B Serverless Framework 34 — i B L

===
ax fE o

EROERABERTIRRETHTRREY , ARHFERE—L , fINEESNHTHRFEEH DK
Lambda %], FHLSREMEANBTREL NG , HERRBINEELN , AREEHEM
BR &,

JVM R B &

JUM REBHRET S —&S% , AT JVM EH1TH SDK (HlanF) 35 E4HAERIE AWS SDK for
Java FE#. HEAR Kotlin B AWS SDKINE SDK X #EH JVM RIEBMEFE | F2EEESE,

BB TIEF

- MREFERAH VM REBHEERE , CEBEEEREEYHPRINEME , HRELH AWS
config Mcredential sERHPHEREEIHANEIE,

EARRRREBEERTE 13


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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- MREERHERBEEBYIEERTE , cEBERRHLA AWS config McredentialsiERFHERERE
A NE[E,

IAIERE JVM REE 14
BAUSES RRE VM KB
EweiTL

ERSHUAGTE , £javam 5 LERE JVM RitEH. -DERFLARBREEXNRHNE , T
T oastERAREAFiRET AWS BiF £HFRE.

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MREFERESME VM REBYE , B RIEE-DSH,
EARRER

MREFEFRM@TFIRUA JVM RATEAER | A BUERIAVA_TOOL_OPTIONSIRE B BIREL
EHHEE, A EE Java BUTHER EHIT AWS Lambda BXREBRAR JVM F#TRABEE
RTIFEEA.

THIE IS e H A R AFIRET AWS Bifl £8RE , RIECHBREBEBEIHTHNE.,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

RERESHELEFEANEE , ER Shell TERRERIETEHABERAEMRE. &7
LATE Shell WRABIEE TP REZH , REMBERRN THERERFBEEN.

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

Rset RERERELHUSLEFMANE , EXEFN "ESRTIF.) BRERGER , UESRE
ERTENERL, AsetxRBFERREY , ERERN ' TRRF . BWREENEERNITIE
TRBREBUNME "HTRTIFL. BREETEANE, TeXEEHTHTERCHTHEM

75 Shell,

WAERE JVM KRB 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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BT

BT BEBFERAN TS FHEISystem. setProperty FAEETHERBHRE JVM RFEB
i 8

System.setProperty("aws.region", "us-east-1");

/A Important
FER1L SDK REAF w2l , BEREREM JVM REBY , SRIREAFRUREEEAH
{8,

WMAERE JVM RFEEM 15
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5 o BRRE B EY

ERER BREAWS B, B4 RBVEABRE NE2RES KX AWS BRI, S0 MRIRIRRENETH
WEFEE AR AEAFRE AWS BRIVENRET AWS FH.

EXRMET BBV 2RFEE (FE F AWS)

- IAM & SDK= TENSZHF LD EBE - ERLEREER , HMEZRSE AWS Organizations &
IAM Identity Center £/ REZEFTE WFEE AWS 1RE, BHLE FEIFEHE AWS IAM Identity

Center, £/ Microsoft Active Directory, £/ SAML 2.0 &7 12#t%& IdP ) , SERIBSEA 1dP
EAWSIRE, EERELNEFHREXE IAM Identity Center , 58S FHIAWS IAM Identity
Center i 2 71 B #8Amazon Web Services —fi&2&,

+ IAM Roles Anywhere — 2 A] BAEF IAM Roles Anywhere £ FEVSREZEBE | IAMARTE 25

BITHRERESE. FRNEARINEIEAE AWS, ZEEFH IAM Roles Anywhere , BRI THEEH

AR X509 BF.
. [ AWS BHEETAE - EALUEE IAMAR® , TEFEETREELZFE AWS NER,
« AWS FHE 8 — ARER A HER AL I AWS BRZ £ A HbiRE,

£ AWS BRHPHIT 2R ABHN & 2 BT EER

MREWERNBE LT AWS , BRANEDRERHEGERAERN, flln, MREHNEAEXRER

Amazon Elastic Compute Cloud £ , ¥t BB —EERZEREBEBNIAMAE , AR AERS EERRM

WERRER. B8 , MR LA Amazon ECSE Amazon EKSZASS |, AliER WERZRIEMEE K £8

SRAFITHREXBIAMA L B BES B EAISDKERRE &,

o { Amazon EC2 #{TEEHMNIAMEE — FH IAM B Amazon EC2E{TEE F R4 TER

B,
« A LAEA AWS IAM Identity Center AR ERETARE BEE) , 5200 :
« AWS CloudShell fEf #E# & #1T AWS CLI &5,
- TPEAVBHEREXREREIRBIEZE , FEEMFEH Amazon CodeCatalyst,

BB Web B S REELITEDERE - THHAFRE Web BAEN

m

MREEZVFTEFHNTHEAEXIAFKE Web EAER AWS , FREZNEARER , UE

£/ Web &5 BEBIREFERIEE AWS 2B,



https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
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BT Web e 57 , ERTEFZREUHIIERARE , IEBLBCHERES Y. Rz , EREXE
AEATLUERANZNWAIG p1RMEE IdP ) & A, Hla0EHA Amazon, Facebook, Google SEAH Al
OpenlID Connect ( OIDC ) % IdP B A, A TIZKWE »RFBER , RABRH AWS ZER , U

MEZERFPNRERZSERE  UMREZIAMEEFTINAE |, SIERAE 78 &R AWS RS,

EETHRUNMNARZY SDK TEREMNIER , #2828 EBEEE Web 5% 3 OpenlD Connect B A
B,

HRATBHERARER , FZEMFE A Amazon Cognito . Amazon Cognito BEE D REBRER , X AEH
TRMOBEE T, MBEFMENR , B2 IAM EAFIERE P4 Amazon Cognito FARITEIEATRE
o

BRFREENFEERA
IAM EAEEMES TIEBEE2EH AWS ERFIRNEN

« IAM B9 (ERE, FREFHENAR) - TH FEINERES AWS,
- FNEZLHEER IAM - RIBLESEERE FE AWS ERAEXNEEENLZSES.,

Amazon Web Services —f#52Z EE T HEBNEBRERAE

- TERIWEESEN AWS BFE - FRFEANEXRAFINESREZENERER,

AWS 23R ID

K AWS BB R ID i AWS 1RF g CREEREERINEM . HARAWSIRF RELREL
AWS 2ERNASE  YASLERRHEZLAR , BEEHN AWS ZER ID RREEABA. EATLL
FH EAAWS BZER ID |, LUFEEEAE T EMRI , 6170 Amazon CodeWhisperer 1 Amazon
CodeCatalyst,

« AWS EA £ FREREEHHN BEAAWS EERID: THRUIMARLMNERA AWSEERID , 17
fi# Builder ID 2HHA R,

« CodeWhisperer £ EAEIEBEHPH CodeWhisperer 1 AWS T E4H - Builder ID #1758 - T#
#n{a] CodeWhisperer £ AWS Z# 3 ID,

« CodeCatalyst = — AWS Z# 5 ID £ Amazon CodeCatalyst fFFH &/ - T
CodeCatalyst £ AWS 24 = ID,

AWS E#=R ID 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codewhisperer/latest/userguide/codewhisperer-auth.html#codewhisperer-auth-builder-id
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept

AWS SDKs f1 T2 BEEE

IAM & SDKE}, TEM B 2 LB 9 5RE

AWS IAM Identity Center 2TEIEAWS EE R LR RKRHE AWS EAERNERF E. flW0,
ERGENAKBERRE—F. MRERE AWS ER E#1TEE | 420 Amazon Elastic Compute
Cloud (Amazon EC2) 5 AWS Cloud9 , HRfIEZRERARZREMERE.

EAHEBHRRED , BGHEIL IAM Identity Center 7B , A AWS FEA OMBIEA REEEEH SDK
= T & AWS CLl,

« AWS ZEA O 2B FE)E A IAM Identity Center 8 Web &, HI#EINURLA d-
XXXXXXXXXX.awsapps.com/starts your_subdomain.awsapps.com/start., &EA AWS
FERAOBLE , ZUURGEEAREAERE AWSIRF WAG, WREFFER AWS FEA O/
HEG SDK/tool & 7 B2 FF P TR VA RE(E

« AWS CLI AASRE SDK=, T & , LAFEH IAM Identity Center & 2 B 5 SRAPIFE WGV FE RS, b —
RURFEEHEWLH AWS conflg1’;§ REBIEH SDKSH T EEHELHATEXNBRMER.

{5 IAM Identity Center 2 ERZ = X5 1EEY
SR BYFRENEREEENGISE

MR KRBUA IAM Identity Center , 5528 AWS IAM Identity Center £ & BRI EA IAM
|dentity Center,

BETIED-EHERFIEN AWS BAER,
&R EEIB IAM Identity Center 2 3 7 EUE

1. 1Bf& AWS IAM Identity Center EFA & 5P WY £ A FEEE IAM Identity Center B %2R EFEAE
TFEVE , TSR E N EE R,

2. AdministratorAccess FUETEANREHHE, ke K BEEFEAALES
HPowerUserAccessiF A& , RIELCHEZTCALBNEN BETHFE,

BRBREMBEMEREFE A& FHEEESR IAM Identity Center B #185F |, BEX :

« EEBEY Admin team B4R , 553 Dev teamBii , W E 2 B WRAPER LB A,
- BUL\ERARENERE K BEXAERKRERENEEFHDev teamBil,

« BEHEBYAdministratorAccessiHF s |, BB M PowerUserAccessH s , W EZEBMWER
AR ER LS,

IAM B 7 0B 5 B e 18


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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&, ERZERTHIER :

« Dev team &#H,
« ftinPowerUserAccessiFaI$ZE Dev team&ifl,
- BHNEHAECHIEE Dev teamBiil,

3. BHAOW@EWLIETHEREA , LEE = Adninistrator B AWS tRF 12
IHPowerUserAccess., fEF L&/ PowerUserAccesshF , i5iZH SDK,

EKERAWS ZBHENEZEENBS I oIRME (B0 Microsoft Entra =% Okta) ZEX

AWS FBEN G REEAORUEZA . NMRENEREEES 2R FT& PowerUserAccess ( FIE
AB) 7, RSB EEEENM AWS IRE B MIFFTE, BSEHFVERRE  FREARETTE
FEHE AR EFTHF RN FEIRFRIREE,

HEBEF, TREELETEARR , AINTRANFIERRE, FETHEEEABEFIE  Fhis
&/ 1T BRS K180,

BERLREH AWS ZBEHENETEEN AWS FHA QM EFE

EiB AWS AWS EZRA OMBEEA . EEREEESER T PowerUserAccess (IR AB) #R ,
LEEICERTIN AWS IRF FFFAE. S28EFTERERE , FRFEARKTIEFHHIUER
AT AN FEIR P RYEIE,

RO AWS ZBHBNEFTEENBS S 2RHEFI
SEBARIEH 1T ERS KR8

HER 2 . §%E SDKsHM T ELLEHA IAM Identity Center
1. TERFEMEs L REHEIH AWS CLI,

a. FE2BAWS Command Line Interface  FRAERRE) PN ZE N EHRZIIRAL AWS

CLl,

b. (E#EA) BEEREAWSCL REEREEHE , BRBGSRTIF LY Taws --versionis
A
T o

2. BAAWS ERMAOMAM, BHEFVAESREHLILENR , URLEBREAESESES FE4FHE
5,581 EUFEE., nRR2E , FE BRRLSRENAWS FEA O URLttps:/

console.aws.amazon.com/singlesignon/,

5 IAM Identity Center 5% 22 = 38517 EL 19


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/singlesignon/
https://console.aws.amazon.com/singlesignon/
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a. £ AWS EERRAOMUMNIIRFERSIZEBF , ENEEENERIRE, EEREFERENAR,
BEENSHRIUIESHRINEAEZR NS EEFTENEXRFNR. FHAELEES
BPowerUserAccessiFAIE , BN EHNETEYUEARRRIEKERF T ENEAEFT
%,

b. ERERIEHEAHED , EEMacOS M Linux = Windows , EEBGRAGHIEEX R,

c. 1#EE IAM Identity Center BEAE RIS , UEUS T —BALERATERN Issuer URLF SSO
RegionfB. & : SSO Start URLTAEE BE#{FMIssuer URL,
3. £ AWS CLI s SIRRHF , #1T aws configure sso@mv. HEERE K WALE L —ESBE
PIRERFEREE, MFTEL AWS CLI e FHFFHAER , 2B FMHaws configure ssofBEFRE
RERE,.

a. &#H¥1RR SSO Start URL , WA EAR BUSM{EIssuer URL,
b. HRCLIREEEZR A RAEBRECEMBdefaul tEERA . WENMAREEER (E8) R
EEREMEEBRRESHNEN , F2H BilE,
4. (ER) £ AWSCLI @ HRTRH , #1T aws sts get-caller-identity e AERIEAS
WIERER S S, REESETEREMN IAM Identity Center FF A &,
5. WMREMHEHPE AWS SDK , SDKEERBRREF A B EARER.

a. ¥REL SDKs, SSOOIDCENMALH SSOM SHMEHIIEELNERRESN , T8EFEH
IAM Identity Center BB TE . WMEFHMENR , FSEAEMWEE SDK,

b. WMRELBDEHRE WFEE AWS , FFWBEHA AWS credentialsEREZEEEM AWS
FHEE, GLEBRIMAFEEAEER , SDKH TESER THEREHUEHBEIERFM
£/ |IAM Identity Center & A& H,

WMFRAT #E SDKsH TEMFAEAMEHRBECRALAENEAER , F2H B#E IAM 55505
DB

REZENTERBRENE , ENEFNEKASBS , M SDKH TEKER S P RIFER, BEESE
EREREMBEEFIRA MY TR , 5BEA AWS CLI R#T aws sso loginfifo

&) LA B EE R IAM Identity Center ZZERA O #8v5 TERSER IS B REFF T SEE TSR ISERFR, 8
AEREUUBTEINBNRE K 2RETEEBAER FHEA AWS CLI, WEFHMEEN , BF2E
{AWS IAM Identity Center EFA&5r) PRI T ERE :

« |AM Identity Center TYEPE ERISMBRFRA - SR EME A E AWS FEA OB TER RN EHERE
- FUETIERBRISERD - e TERBEFERBD

5 IAM Identity Center 5% 22 = 38517 EL 20


https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html

AWS SDKs f1 T2 BEEE

T SDKsH T EMFTE IAM Identity Center IR EREMNFMEF , FSBREIEREIAM Identity
Center EAERIRMHEDB

BRER IAM & 75 0 & 77 B e

IAM & 9 Fr /OBy ¥ B 1R =X

UTMZAEYETHREERNBREMEEAWS IAM Identity Center, #H¥ &85 BF B , AWSSDK
APl IRAX A EEAE IAM B2 R OFENEE. MEEMERBREEE,

TRETERBBRIL 2BVER.

IAM & 73 BIh 0B B FEH API BT R
a4 Bl A SS0 AR TAWSE—F A, BEH

W& , 1B sso APl @& =R
SREBERKRER , URMEE
WA, MEFMER , F
ZBAWS IAM Identity Center
FEREETH IAM BEoFHO0E

IAM B 0ERA ARBREE—BANEES,

EEXREA

AWSTFEHA O #8¥E URL IAM & 7 # O R P
EEM URL , #I
Whttps://xxx.awsapps.
com/start . EALAER
IAM B 7 0B ARRREE AL
AO#u,

IAM B %5 FROFERAOMELE BRESR RUAESESERTARE,

FERE T/EREER SDK £ R EB A 2RAWS BR 7% 13

FTREALEY 1AM THEREER . £

R 1AM 82 0 & 5 5RE 21


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
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IAM & 55 35 B BBEN API £ iR

FEAFNRT , BAEEHE
EEEREES TAGTER

EQJ o
FEPREESTR AWS EAEH SDK EE AR KZHAWS IR
. T P L
BE 4R sigv4 AWS R S8R ) . 7E3E

EXFwP , BUeSEIE
RS TABRRE .

IAM & 5 O BRERMEE SSO RBEREMKE WAMERISRREE | Bl HThae
By 28 R AR AR

R R SDK ST/ HRF E AWS IRIE

IAM & % iy APl R RER B AERRIRA sigv4 BAER . KZHAWS RER sigv4 APl , B
— L HISER , IAmazon CodeWhispererflAmazon CodeCatalyst. LA FEREAEIB X B A 2 EATRE
NEXNBAWS BRI I AYFREE AT FAWS IAM Identity Center,

RUE) AWS f7ERA O 4835 TAEREEY

- BBRFEAGHRERERATERERRBBRER.

« fEF AWS Command Line Interface (AWS CLI) FfJaws sso loginfgt. MREEREEA S
M TEREER |, ESMEFN IAM 5 25 50 TERE.

- EXCHBFNIERRR  Z8KEIRE IAM 5P 0N EREERENFNFEEM. AWS CLIERE
FAFHEE SRS EERH SSO &7 JSON X4 |, WFEHE A4t SDK FA.

- MRZEREEATHIERE , AWSCLIGTTEEREAREN ITFEER , Y ERE TFRERE
RN, EEBRBUMEE IAM BP0 TERBHRE | 2 BAWS IAM Identity CenterfE
ZEMTPHNBREFAEAWSERA OB TERENSERE,

- THEBRRELREERE 90 X , MEDHEEZANER,

SDK ZfEXSAWS BRI I LB =

SDK A E B ERFEEHLEFFIRE RAWS RIEFRESFEER. SR EHAAWSconfigREE
A IAM B LBEAERBNE  IAM B2 O0RERARBNERAREANEAER,

B IAM 555059 RE 22


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html

AWS SDKs f1 T2 BEEE

- BAAFIRE  SEENTEFSEHITHERTK.

HEEMA IAM &5 HR0E—F AREE sigvd APl B AER , SDK A 1AM & 2 .0 FEUEREE
IAM TEREER, It IAM TR B AERE TFERER , B8R 1AM A B REHYE SDK AVAWSTFE
.

- BERETFERISERBRE LR IAM &2 .0 TR RSERERE.

- EEBRBNAERERRE TR BRISERRE , 552 BAWS IAM Identity CenterfE i &8RP HYER
ET/EREER IS,

- AR, EARZE AWS SDK API X #Feh | BIREAWSE R th AR M sigv4 88,

BREZ AT SR IAM &5 F 4 API EE E SDK, getRoleCredentialsSDK B Fim ¥4 &
R 1AM A& RFIAWS BRI , HIZER Amazon S3 5 HERE FHRFEE. AR TS
BECFERSEERENTRE , ETERETFRRIIBAAL.,

TEREREIBMENR

ERAKSSO ERRHEERE  SERAENREENEHENRIER IAM 55 P OREHNS/ N SFEE
o

- MR SDK EREAECRHFHESHEBH , Bl SOK #ERARHTEEAEBEEFNIBTHE. 1AM 5
DHROELEREMBEEEZSH IAM &5 P O0FEA OB THERRISERE, MREMEEE
BEARIBH |, IAM B2 R O0E %S —EFRERETEE.,

- WEBERTTRARENBEERA AP RNERETHERE  SUBTHAFRAFREE,

1B , R 1AM F 5 R OFIRA QMBS TERREBH |, AITSRENNFIER. Eitt , BXEH
EREFESE, RERGAFENRIERFRE TERERERE , B (MAFEKEE
X)o

EMEILFAFRNEXNBHEE IAM F2PO0TEBRIMRIAYRT. ERRATEREUE
REEFERE . EEHAAMNHBTEZE , ENRBREEZLENNE P indt R BB EMBRE,

ER—-T , & SDK FEHNEREFTER , SDK EAREZSAEMNERNRERE , AFEHELR
H, BEMAEEARNTAPREREABHRENERRAFR , ERALRE, WRKTIFENE
%, Bl SDK /Y IAM & 2 /0 API UERSHT B AE R, EFMA APl , ERBEHBTHE. MRFH
EREBH , SOK eEAEMEE#EER K IAM 52 P O0RBEGHBFEER . MREN IAM &
2RO FIAO@EN TERRERBHE , AlgRELER,

B IAM 555059 RE 23


https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html

AWS SDKs f1 T2 BEEE

|IAM Roles Anywhere

BRI LAMER IAM ABBEERS IAM FNERES2ZEAEE , BRRENSBITHMARES. BSNER
BERAEIHEEHAWS, EEEEMA®AER IAM AR | BN I HEEHRLEFERH X500 BF. EHNEiRF
EEEEZEUBENLZSE  LUEKIAM AEREREACHNEAERIREHE,

SR BRERE IAM B

IAM AERERE-—ENSEMNITZIEREIEFNRREAERN G EAWS, SEHSHE
BREEENEY , LESGEE AM AGHNERREAER, LACARERXBEA IAM AREEE
TEORER  THEEHEEEM,

MEHREFTHEE. AM AR IAM AEREREENSE , 528 1AM SAWS I|dentity and Access
Management&FEREFEA M T HEEE L EEHEMARERE.

3

(@ Note

IAM BEEEEAEEEPHRERENR IAM A2t 5REFNBIEES. CHEHAE
AWSconfigX ¥RV EL B R

TBR2: BEFEA IAM AR

EERIAM BEEENSHERZEEAER  BEA IAM SEEREEMNEAERHBETE, BEL
BEE IAM BeEFMSNEEBRERF.

METHERIHHERTENER , F28 (AM BEREERAERERE) #1 "RREMAWS Identity
and Access ManagementB IS HEZEEAER, .

HEIZEIB AWS SDK £/ IAM BERERENERZEEAERAWS CLI, &7TEL
EHAAWSconfigiERFPi{Tcredential_processi&E. SDK FIAWS CLIZ &
Fcredential_processREENREREFRHREHE, U TETREREN KRG

#credential_process,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BT Efcredential-processtn v & LEcredential_processiREMBTHERE JSON B &
ERERE,. FEE  ETEBOSETH  EREERIEER. XTTEFEUTSH

IAM Roles Anywhere 24


https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html

AWS SDKs #l T& BEES
« private-key— #HEERZAEZSBHERE,

« certificate— BEHEE,

* role-arn— EMBERZEREZAEH ARN,

« profile-arn— FRERMN ARN , T AEEABIRHEE,

* trust-anchor-arn— FAREEZETHBMN ARN,

EHNEREESRZRHEBRENALZ B, FIE={E ARN EETUKER, AWS Management
Console TP EHIZEE R —EHAconfigER , XERSRENREHE T BT BFRE.

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

NEEASBHNEMIHE TENSMEER , 5528 L GitHubty 1AM AEBEEZAEREF

BB SDK BEEREASMERBRRHENFMES  F2RAEEEFREREEETRN,

A AWS BRETAG

BERALTRERA —HEFLZEBEAERRER AWS BA g2 HMER TEEAFRNER, B
REEAERNBEENESE® D, AETHNERBNLLFTHAER. EEE—F 7 #H AWS Security Token
Service (AWS STS) APIFER , 2 BIAWS Security Token Service API12E i E1E,

ZERE SDKE TELUREAR , EXNALBRURBAIERINEEAR,. IAM ABHAE Amazon
Resource Name ( ) ME—BIARN, SESRAMBREVEERER. £/ AN EEERT-E

2 AWS IR SiHth AWS 1RF . BEEH#—F THRIAMAS , FS60 IAM FREREE YWEAIAVA

Bo

HAIAMB %R  MREZIZABEME , BWNURE SDKH TEUEAABR T,

(® Note
AWS REE R 8 T AEfE M EEin R WEREEH AWS EH,
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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BEIAMASR

RBIEACK , S AWSSTS BO—ERKLRLBR. ELBERAS —EARER  AXRAEABEHE
BITHHTERSRR. ECHE—EIRFHN AWS BF , BENEABRXZEFIRS —EIRFPHE
R, BREEERERERENEEAE,

TR 1 REAMAE

EFERTEN SDKE TELUREAR B4 BEXZEUSBIERBEINEEAR, IAMEAAG® H—&
BIAEARN, AEHES —EEREYEEHE  BEELN RFARARBIREFR, BERE , &
20 IAM FREERE PR EIIAMAR,

SER2:.ESDKsy T &
AXE SDK={ T & , ¢ credential_sources B{§BFEsource_profile,
ff£A #% Amazon ECSZ&23. Amazon EC2#{TEBHIREEZ H credential_sourcelEERE,

£ source_profileR{t%E —EREEIEBERHE. source_profilethXEAGER  ERRTE
ENEE  ZESFEARENALREBEES —HEAE,

ELERERPIEELIEBR , SDKEH TESEHABEITEER AWS STS AssumeRoleAPIF
W, EEFBRRTACKENNEAREEE , FERLMH AWS configiERFPIEE T HIEREE, WE
BERENFMEN K BSRBETACEAERREMHERE -,

- role_arn- REZESR 1 FEIIAMHAE

« BR7E source_profile® credential_source

- (#H) duration_seconds

- (#H) external_id

 (ZA)mfa_serial
ZH)

« (#H) role_session_name

THEHEREAconfigE RAMEREASERMNERE

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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credential_source = Ec2InstanceMetadata
NEFMERTACBREREERENFAHET  F2RLAEREETACEAERREHEFN .

B{EEEHE Web &% 5 OpenlD Connect A&

BRAGHIEREA—HRFZEEAERRER AWS B EELFINER. ELHREFEEAERHE
N&# 1D, AEEHNSBNRLFHER. EEE—P TH AWS Security Token Service (AWS STS)
APIFER , 528 AWS Security Token Service APIZE I B 1E,

EERELN SDK, TEUREAR , EXAXEUSBNERTINFIEAE. AMEAGHAR
Amazon Resource Name (ARN) it —#&5l, SESRHMEREVEIER. FA AGNETER
ATEER Web B2 1R E &= OpenID Connect(OIDC) SAML SiBtE. EEHE—S THIAMVAR  F2H
IAM EAEEETFNRIAGNAE,

£ FREIAMARRERSDK , IRZACRERBELENS T RHEE , BULE - S RE SDKEBEZ
A , LEEEE AWS BAEH,

(® Note
AWS REEK 2| aEME A EiZim B R ELRN AWS [EfF,

£ Web &% = OpenlID Connect Bi&

RO LAERRB AR E D REEN JSON Web B (JWTs) , #l#0 Login With

Amazon, Facebook, Google , LAfEA EN5REF AWS & A& BlAssumeRoleWithWebIdentity,
REFEAARIME , EEIWTsTEERA ID FHRNEFRFH. SR UEHARE WRZBEABEHES
H B2 EE (IdPs) JWTs{TOIDCHY |, #I20 Entrald = PingFederate,

MR EAEA Amazon Elastic Kubernetes Service , SLIIEE A R A Amazon EKS# & iV 5@ iR 1R
FBIEETRNIAMA®, Lt Kubernetes ThEER D MIWTsEIERH Pod , REBELLEAERIZHERAR

EVSEREF AWS BEAE R, mMFELL Amazon EKSHHEEMNFFMER , 5528 (Amazon EKSEAEER)
PHIAMBREIRFH AR, TR , SREFENREE , IREH SDKZE , BREXA Amazon EKS
Pod &%

SR RESITRHENAMAE

HRERAINE IdP BREBS |, FBERAIAME 7 R2HEE B AWS S8 1dP R HERE, EWHEIM AWS
WRFE ML 1dP 2 BMEE. ERE SDKUAEER JSON Web #HL (JWT) ETE S BE 2R , BH4EA
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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KBREFPIRME (dP) MAREFEIZERAMH AR, EERTELIER , F2HEIAM ( £HEE
E) BH A Web 5% 5 OpenlD Connect Federation ( £##4& ) Bu A€,

SER 2. 5RE SDKe{ T &
# SDK=, TEREAMFERARE B JSON Web #HL (JWT) AWS STS #ITH 0 BE,

ERERERETPIEELERR , SDKE TERHEBAREITEHEN AWS STS
AssumeRoleWithWebIdentityAPIMIY, EEMFEA Web BE o HEBAMERAEREREAER , FE
HHA AWS configiERFPIEETHEEE, NEELRENFMEN A F2RRERITACEAEREH

HRE—H.

- role_arn- REZESR 1 FEIIAMHAE
« web_identity_token_file - #£5\%F IdP
« (3#H) duration_seconds

« (iIHA) role_session_name

ULTRAMconfigiE RIBEMNES , UBEEE Web STHAG :

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:1r0le/my-role-name
web_identity_token_file=/path/to/a/token

(@ Note

HRATHERRER , FZEME A Amazon Cognito, Amazon Cognito B &2 KERR , I
BEHITRILBEA THE, T8 , Amazon Cognito D EEEFTBEHE SDKsH I EZLE
NEFR , MEEME D REE -, ZEFH Amazon Cognito API , 387 SSDKIEHNEE
HEXEFRTE Amazon Cognito IRFE A Fik. MERLRE FH AWS SDKs , 52 E (Amazon
Cognito B A Bi5rm) hMEXIEE 6,

NEFMBEREACEAERERERENFRES K F2RALEEREEIACEAERREH/EIN

E2 Web &% & OpenlD Connect Bi&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
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AWS FHL £
EREERH

BMERLE SOK RTEREASEAIAM £ SDKH, TEN S5 H O F 0 RFER TEMBRGERBD
BIE,

B , EEEERE SDK RTENHRDR  B2REAENERETRE,

e RHAFERE

/A Warning

AERLTLEK K THREAREICHEEERNE , F2EH IAM EREETS Y RE.
it BEEABSIENS 2RMEE , Hlan AWS IAM Identity Center,

EEFE AWS IRF

EAZEMBEER , RIMEZHELE AWS Organizations & 1AM &2 hOEERA ANEE AWS 1R
F. MEFHMEN , 220 (AM E£HAEKE) ¥ IAM AN Z M HEER,

WA LEE D EBIP ORI ERAE, A Microsoft (ERF B &, £/ SAML 2.0 B9 RRMEE
(IdP) , RAEBIAEEE IdP BEE., AWSIREFERAEF—ELZE  BUUAFEAERHE-ZAE
B, B ARHBMTSEERRE (MFA) , YHEAREAERETEER AWS 1EF . S8 IAM £
AETE , IAM FAESTRANREEAER , AJEESEMN AWS ERNEZ 2R,

EHYDPB/REREY IAM ERE

MRIEFRAE AWS |, SRR IAM ERHE , AREATCRATHERBEARRITRANAE
AWS . 2ERAUERAEERENERE  BERMAEBEBREDEREZINEAE.

HRUTERARS , £PFARER IAM ERAETRREESE AWS :

- BTAGER AWS SDK ST & | WEANRIRE AWS R FIETIRE,
. BITHRNESE., TENEMTFTXEAIZRARENEELER , HAZEZIN—BD.

WRLIELERAEFVNER AM ERE | BRRERE AM 55 PLRBA FHIREE, AWS
IEF MBERMET  FSEFH AWS,

AWS FER & 29


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/identity/federation/
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Z2W IAM FHEEFEIRLSE

LEZER R IAM EFAEENER. FEE IAM EAEEREPHEFHEBPHES . MRERA
HER™MHERT IAM EREFDNEER , FRRENFNER,

IAM EREEHSREMEESAMEMOEA AWS credentialsiERd, FOERNBEHFHET IAM
FREENSR, F7EEMRREAGEELRRITE AM FREFHESRNEZERE. HABIE

( BlEnFIRIE R git-secrets ) AIAEBEEEPEBRBEERRKE Git FRE. WFEFHEF , F2HE
IAM EREEMTN IAM B2 (FAE,. FRAEHANAE).

EERE AV EAEUBEAER  BH EARBBAERETRE.
ERENBRETRE
EHEEHRE SDKR TE , BUAMV & SDKS TEW § 540 50 BBEERER T RS EREEE

R, T8 , BAERIER AWS FRMAOBPEHRAENEREAER, FELRRBEN K EFFE
BREBE., LULERERBPEARKERE , WFERRBUHENRESHNE,

BREEYK ERLNEARXFEARTIVERNNERER K MIARFHERE ZFAERERINE
ISR FRER -

- AWS iBERF , %I04 Amazon Elastic Compute Cloud = R #1{TEHEX AWS Lambda.

- BAERRERMEELEPNS —EiRE , §lw IAM & SDKH, TEN S 9 F 059 RF,

- BFEHA EFREREEENEREAER,

AR AWS FRAOMHGEHEINEHEAERNRBEEZAERER

1. BEUHAEAEHER.
2. HEEABHMERD A MLTIFAZNENT , BEREGMR LEFTNEREAERRL,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. MEER, EREHE~/.aws/credential sEZTFEREBNAKERRK L, HERIE SDK
FITEEREESCEZRERBFERAN [FER] RERE,
4. B A AWS ZERA OB,

EHEE 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html

AWS SDKs f1 T2 BEEE

5. MEEELFHEANEREMBENETR , £ AWS FRANBUHERIAMBEEAER.

a. StHEFRERTNISERE 4  BEAGIAMERE , UBFERAZRERNEEE, LAGEEESR
¥l PowerUserAccess=, R AENEBE,
b. S¥NEFZERHINIR 7, BERNFBSRERETEEEN AWS ZEAERERRE K ARER
AR,
6. BMERNBAEHLIGH A credentialsiER, NMELRFEARER , IFEEEL
HdefaultiREEEZR. B BREZFLUUTAR,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONC

7. f#1F credentials &%,

E SDKEVURBAFRE  ceFrMELmiFERRE , YHHESEFERERAEM. $B, 5a FrMEIAMA
BENRESAEGREAEHNNENEE. RREERER 12 M,

FRBRAS® BEESHIET.
EARBAZRABRETRRE

/A Warning

ATHAZ2EAR HREABEIEHAEEERK , FUEAIAMERAEETE S BRFE.
i, BEEABASIIEENS 5I2MEE |, Al AWS IAM Identity Center,

MREFER IAMEREHNTRENE , BIFZIREFH SDK TESFEHAHEA AWS credentialst
RHPHRBIAMEREEAERETE 7 BR. BRETEFNLZSKEERIAM , RREHRE IAM
Identity Center S HE i EKFE AE R,

BENEEZEESMNIESL

BRES

EEANOTHIE SRR A BRI AWS HR. SELB A BRI T HEAE 410055 7 B RS
BLIES,

REEAER 31


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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- BUNOTHREEENSRIAZAENEANALNEARIERP, MRETNMEREMT , AlE
BRELBZAERNER , fin, EELEERIINERFER,

- BENOTHEMNEREHFT T ST EEAERNESR,
« FHXE , FHRIEHXH AWS credentialsiEREFMEMEABER S S UM FEREE,

Z2EEBENEMES

MEMALZEEE AWS BEN—RETH , F2E FEE AWS ERESBNHEEBAWS —KSZE,
BTSSRI  BFEEBTYEE

« &% 1AM Amazon Elastic Container Service (Amazon ) {E##H £, ECS
« ¥ Amazon EC2HITREIEB LETHERARIXER AMAE,

FORMRH - B AWS IRF
EEFA IAMERAEFE AWS R , BFE AWS tIRF M AWS EAER,
1. EBiIRF,

BEEYT AWS IRF |
FERABE?,

2. BEUEEFERE,

2B AWS Account Management 8ZEmMHPHIAFT | BEE—IX AWS

BREMREMRERSE (BRUNAIRS) RENEETRAERE, ke  FEVEEERE
MRS, 30 IAM £ R B ¥E E R AV B 3 B IR fE A A P,

BUEEMCAERFLCEZAFEEN R K FRLBHENRERAEIRSE , ARCHAEEIRS
BEHMEA,

ELRFHTESHE LHTHE , AWS SE LHTEARN AWS, REEKRE , EREEVESE
EERNERE, FUSIREAR. NEFAES , F2R (AM EREER) PREAREER
AT Ao

FHER 1 BAEWIAMERE

IAM EfE FERERETHNELIAMVERE (X548 ) BERBYENERAE. IAM BIIAMER
EHEF

REEAER 32


https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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- BEBRGEERMAEHAEEEHE AWS Management Console, JE Al A RIREERBLIREDH
THRERXEE AWS AR7E HHEER |, HlinkZE AWS CloudTrail 2 B FSUSHER LEZE Amazon
Simple Storage Service , EEEEENGREREE,

o« SFHRRERFA - FrANEE  EREEREREE , T BANAEE AR RG L ERE,

« KZE "API) SDKEZREMEA Amazon S3 RIFEAEHl, ZEZEAREREHTEFR
Amazon S3 , FFENEEZZIWFEAEM AmazonS3FullAccess BUR,

- BULRBZEFEERETIRRIEBRNZASER,

SR 2 EENERZER

1. HEIAMEZANEBESEHKSD  EREAE  AREIELIHRINERAEUser namel .
2. EEREEEL  ENRZLBREE, ZF , TFNERT , EHELFNER,

3. HHHEEBEVUEFHSBLSE 1, ZEGDIRME (CL) RAMERE, EMERELHESELE AWS CLI
M EEEANMEREE £ ®SDKs,

4. HERUEDESRIR 24  GARARBRLENT -5,

5. HHWRIUFHMERIEI, BWTH csv BF , URFERIAVEREFENER/NLEEFTNE
W.csvER, BREERAILER.

/A Warning
FEAEENREEERFEELEEAERNEZ S,

6. iZH Done (5EM)-

$EB3: EFHAcredentialsig s

1. BIUFARMEAN AWS credentials B8R, EEER2ZMR Linux # macOS RFE LAY
~/.aws/credentials  Windows L # SUSERPROFILE%\.aws\credentials., MNEFME
A, FRRAEAEREENVE,

2. BUTXFEHEBEHAN credentials EBER, &M ID BNEFRSIBEMKBEBENTR
B .csviERPHE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE

REEAER 33


https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
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aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
3. MEE=R.

HHAcredential sERRENEAERNRERAR. EEHALUREARESE K B2 AWS
FHEiE LUINESRESEER, ERELHBFERANGE  ERMEZELF[REBRT IAM Identity
Center REMERBRAER, ELEBERTFEHRARE 2% , FieB " tAcredential siEEMERE
LRE,

£ 5 Amazon EC2 #{TEEMNIAMAE

AEPIHEIREE R Amazon S3 FEUER AWS Identity and Access Management & | LAEEZE
E| Amazon EC2 #TERHNEREXNREA.

ZE7E Amazon EBMIBEE TR ITEE F#1T AWS SDKFERARX , FEIIAMAR®  REKZA
EHNFEERF Amazon EC2 #1TEHE., MEFHMENR , B2 B Amazon EC2EAEEFEEC2HHY
Amazon IAM B &,

BY IAM A8

£ AWS SDKEEARX eegFMELD —E AWS BRI UsTEIE. BIUIAMAS® , UREHIT
FEREXMENSERER,

WREFSEITRZE Amazon S3 HEGFIERNW AR MAE G, 5218 AWS SDKEEE T Amazon
S3 FEH " AL HEBRE,

1. & A AWS Management Console Y BBIAMER A |, LA https://console.aws.amazon.com/
iam/,

FEEERT , ERNAG , ARENEVY AR,

Y [BEEEMER] , £ [EENEREDR] T=#E AWS R

EFERARABIT , BIE Amazon EC2 , REEET -5,

R , FREBEEEESIRE Amazon S3 BRI R , RRIEWMT —%,
WARABHNER K ARENEVAG, FLIER , RRELRIE Amazon EC2 BHIRIEEE

To

o o b~ w0 DN

IAMEC2# /TR AL 34


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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FiE) Amazon EC2 H1T{ER I IEEELNIAMBE

BAILLEC2# T Ti8E , FALNIAMBEE FMENE Amazon H1T{HEE -

« Bf& Amazon EC2 A EIEEFNIRERBHTEE, T8 , EREREISEBZH , BHTTIE
1E -
- TE [ERFFMER]) TF , Y IAMBTEERERE] , BELAE L —SHEINAR,

EIBEEFREIAMA Amazon EC2 &€ , B LIS EEREXEE R Amazon EC2 #1TEE , mBE&EH
FERRERX A Amazon S3 IRIEHEEVZEVERR.,

Connect ZEC2#1T{E §&

Connect | Amazon EC2 #1TE R , MESERAERERIIZHATEE K RABLANTEAESX, BELE
MEITERE  SEEQGESEBE key pair (BA) TMEAZSRELRBINER ; tFEPEMESR,

BRI R BT EREER NI ERHTIIE/E  Connect Z Linux #1T{EEE =K Connect | Windows #
TEE, EER  BUERMNANEERER M ER T TEE,

(® Note
£ Linux 2 macOS it £ , B UFALZ2BBTTREBARER . &ZEHEE key pair £
Hscp , BALMERATHIES : scp -i path/to/key file/to/copy ec2-user@ec2-

XX=XX=-XXX-XXX.compute.amazonaws.com:~.

3% Windows WEFHIEH , 2 RKEREEHE] Windows #ITERE.

3
¢
b
e
‘=I:|l_{

MREFERBR AWS Toolkit , BHE A LUER Toolkit EIREHITER. MEFMENR ,
R TEENBEEREER,

E#TEEC2ER LHTEAREN

1. BENERAENEREANMEBEERE) Amazon EC2 #1T{EEE,
2. REERER  YHEREISTEREFZRSEK ENERMERE.
3. (BEMN) BmREAEAREFEAAMAGRMNERRE.

a. & AWS Management Console 73] Amazon EC2 ##%| & https:/
console.aws.amazon.com/ec2/,

& Amazon EC2 #{TEE I IEEELNIAMAE 35


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
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BEES

b. EENHITHERE.

BEBE. 22t REBREENVAVBE,
HRIAVMAS®  FEEEAVEERHBAMEE,
BiE [EFAMB B,

BR#ITERAREN , YREEERRERR.

= ® o 0

EHTEEC2E LHTRARER
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RESE

SDKs APIs & RIS EFES AWS . WMAEEREMDETAPIFMUAEN —LEEXK  SFES
PEE. ERTRAS. At , SDKsEFBEMMNRE , LUBSHARGERNERE., EEEESE REE
BLEANRE , UEIREERAREHRENE,

BEE TS HPRIERRENFAEN

« AWS SDKs 1 TEZE{ EFIRHE - BZE EEAME REFRMEESDKs,
« AWS SDKs#1 T EfZ#{V et - B2 E ZEELWE RIHEESDKSs,

2 M AR %5 A F i

EELURERARTANER AWS R , 5FASE SDKsE A A B IwER /4 AWS RS, Fln , R
EHEARNEFEEZRE Amazon EC2 , BIFERAREX €31 Amazon EC2H Fim¥)#F LA EE 3 AR B 1T 57
Ho A& , BULER REAF KR REFER AWS R, EAZE hSDKs , REAFHYHR
ALY A EXEAGRNERNSEBKELTNAFE , Y EATENERYEENRBIESY

RIEREIRF

SEBREAREASH XEAY SDKsERRZEENTRE. BRREHAEMELMINGE AWS R, G
SDKs#HA—RIVE (HRF ) ETRE , USKLERENE. UTRREEHEBTIEF

1. BB REAFIHAR S LRENEMAREE , HELATAEMERE,

- RUREMMIREMREETRE , YETURBEEAZUANESRERELTEE, HR
AWS CLI 2 AWS Tools for PowerShell , EEHRAZEG I FHANSERESEFER. HR
SDK , BAREIEIR AT AR A B EEHIL AWS R AFRRERBYHRBRENSEER , ARt
LATE RE L@ Bl BFRRTEAPL,

f£PR Java/Kotlin : ERE RENIVMAFZEBE, MRERE , ZEHAK

RERESY, WROHRE , XELARFEAF K.

ESDKRE REMHEAcredentialsiER, MREBHRTE , AFREFEHAE.,

REMHAconfigER, MRFRERE , Bl SDKEFEAE,

« AWS_PROFILE RE£# Haws.profileJVMRZFE 147 A HIE ESDKE AR ER,

6. SDK RAIBASFRHENEMARERETFEKEEA.

ERF R,

kg

o & 0D
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® Note

BHL SDKsHl TEARESUTRNIEFRE, I, #9 SDKsH TEXEHMFBEENERS
B FHE, Hlan , AWS SDK for NET X#E & A SDK Store FIEEARIR, WFE SDK=, T E Mt
—RHENFAET  F2RAEBEEFERHN SDKE TENESEIER.

IEFEREMLE S EZBALBEHMA X, HlIn , MBREHERAconfigERPRERER , REE
SDK= TE%&MEHMT 2% , TERINEAE. EXRT , WREEcredential siERPHER
E, AEgfRAT , MTAREconfigERTRIMBE, MREEARENERERESEY , AISES
credentialsM config BEPHKEE. && , ERERIE (AWS CLI i HISERAPIZE ) T
EABTHREEBEEXT WA ME.

RERMHE
AEENRESEERTNEDHARE TS ERARENTARE, THENRIIHELHE

FRERRE., REEE , UKk (EAR Java M Kotlin SDKs ) AIERN 2 S\ AR ENEENIVMER
E. BEFEPHNESEEEIENSHEAIHENREEE,

« Config BRFREFE
e Credentials ERIZEFE

. REBUEE

- JVM REBHEE

BEBERRHAEINEFE—EER , HPIHARREXNENRE. HREERE , KEETLUE
BAREMEEHAEER  ABBRERELEY , N (EBAHR Java M Kotlin ) FREJVMARBEBIER
REEH, BEREDSIHERFREA LT ERTFENRMEES E. HABLIEFTE , BERWN
fARRE , B IEEEMAR.

RAKEEERE , IRANGE , MRTRNEMBHE , RELER. THERTERENERE,

plan , RFIREEFREBHEDREREFNERE,

disable_request_compression EHIFRENERASEETHIIER -

- REEXNBENBNBRBER =ESHTE. BAE-H%:

- fFF EARREREERPERE disable_request_compression

REEHE 38


https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html
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- A BHEEARESE AWS_DISABLE_REQUEST_COMPRESSION

- W&, WREFA Java = Kotlin SDK , FEEA BEREAIVMAKB K
aws.disableRequestCompression

® Note

AR EEEEEA B REMBEENFZE , BS2EFSRENIER K KASHE HEMH
—HISDK, MREEEBEREAB ARG PEREMLRE | B2HENISESDKIERSBAPIZE,

s MRBFEBEMENE , ERTERRA false,
s HAMRERENHE—ERES trueM false,

ESEDEEENKRS  MEREERRMBEME AWS SDKs,

HERKRETREN EASDKZEERE LS HMERE, Supported ERMEGUTIERTIEER

* Yes - SDKFTEAMRERTERE X &,
« Partial - XERLRTE 6 STARBMER, BHM Partial , EANEIESEHRE.
* No- FXEFMHRE. EFSETEABFEATUEBRMAENINEE , CREEHFZENHAN

b S,

ERAEREER TE o

Config ERFRES

TRAPFIENREATAELA AWS configRFiER. EMRLEN , EXERE AWS R
. SDKs Ml TEHM AR ER —NRENMREZY. EEEEFEBAANSDKIEXENRENRE
28, F2HARBESDKH T EIER,

BREBB A&
account_i R B 2w Bh
d_endpoin

t_mode

api_versions — AR REER TE
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aws_acces
s_key_id

aws_account_id

aws_secre
t_access_key

aws_sessi
on_token

ca_bundle

credentia
1 _process

credentia
1_source

defaults_mode

disable_r
equest_co
mpression

duration_
seconds

ec2_metad
ata_servi
ce_endpoint

ec2_metad
ata_servi
ce_endpoi
nt_mode

Al E
AWS R &R

R = 2 B
AWS TFERE iR

AWS FEE iR

—HRHEERRE
BESREMRE

BRACBRREHRE

ERHERETHE

ok R e

BRAGBEEHRE

IMDS BRIEHtE

IMDS BRIEHE

Config IBRBEEE
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RERH

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_

endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

mfa_serial
output

parameter
_validation

region

SHEA
IMDS BRIEHtE

Ui b PR R

AR 75 45 TE Y Ui 6

BRACBREHRE

AR 75 45 TE Y U 6

BRTA
Amazon EC23 1T {E 8 mh & & ¥l

Amazon EC2# 1T {E B mh & & ¥l

BRAEGBIEREHE

— X AEREER TE

— R AEREER TE

AWS [&iF

Config BRERERFE
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BRERRE FFAERA

request_m R B E

in_compre

ssion_siz

e_bytes

retry_mode BHTA

role_arn BEACBERERMESE
role_sess BERACEBRIEME
ion_name

s3_disabl Amazon S3 Z [EiFFEUE
e_multire

gion_acce

ss_points

s3_use_ar Amazon S3 17HU B}

n_region

sdk_ua_app_id FERER ID
source_profile BERACREREHE
sso_account_id IAM Identity Center BEIRHEH
sso_region IAM Identity Center B iRt &
sso_regis IAM Identity Center B IR &

tration_scopes

sso_role_name IAM Identity Center BEIREE
sso_start_url IAM Identity Center BEIREE
sts_regio AWS STS &5 2

nal_endpoints
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BRERHE SHHEA
use_duals i & FFIPSis 2

tack_endpoint

use_fips_ 3B A FIPSin 2
endpoint
web_ident BEACBHEREHRSE

ity_token_file

Credentials {EFREREEE

TRAPFIHBREATAELA AWS credentialsiERFPIER. EMREEHN , SXEME AWS R
. SDKs Ml TE AR EE—NRENRREH. FEEFEEAANSDKIEXRNRENRE
2Y , F2ERISESDKR T EEM,

BREBR EF e
aws_acces AWS ZE £ 8
s_key_id

aws_secre AWS FEI£8

t_access_key

aws_sessi AWS FEE 8
on_token
RABEEE

THRSDKsFILAS Y XENRALY, CMELEN , SHEFAE AWS . SDKs R TEHTH
EW—WREANRSEY, EESERAARSDKIEZENREMNRSEY | HSWLISESDK
R T RIS,
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BEES

RERH

AWS_ACCES
S_KEY_ID

AWS_ACCOUNT_ID

AWS_ACCOU
NT_ID_END
POINT_MODE

AWS_CA_BUNDLE
AWS_CONFIG_FILE

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN_FILE

AWS_CONTA
INER_CRED
ENTIALS_F
ULL_URI

AWS_CONTA
INER_CRED
ENTIALS_R
ELATIVE_URI

AWS_DEFAU
LTS_MODE

Al E

AWS FE i

b 5 Y i BE
R = 2 s

— R AEREER TE

HHA configM credentials EEHNNVE

R BEREHAE

BB et E

Ao BaeftE

Ren B et E

BEMRETER
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RERHE SFHMEER
AWS_DISAB i8Rk B #a
LE_REQUES

T_COMPRESSION

AWS_EC2_M IMDS BFERMtE
ETADATA_D
ISABLED

AWS_EC2_M IMDS BBt E
ETADATA_S

ERVICE_EN

DPOINT

AWS_EC2_M IMDS BFEiRitE
ETADATA_S

ERVICE_EN

DPOINT_MODE

AWS_EC2_M IMDS BRIEHtHE
ETADATA_V

1_DISABLED

AWS_ENABL kI EA
E_ENDPOIN

T_DISCOVERY

AWS_ENDPO FR A5 45 E By i Bh
INT_URL

AWS_ENDPO BR 75 45 7€ 1Y v 26
INT_URL_<

SERVICE>
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RERH

AWS_IGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

AWS_METAD
ATA_SERVI
CE_NUM_AT
TEMPTS

AWS_METAD
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE
AWS_REGION

AWS_REQUE
ST_MIN_CO
MPRESSION
_SIZE_BYTES

AWS_RETRY_MODE
AWS_ROLE_ARN

AWS_ROLE_
SESSION_NAME

AWS_S3_DI
SABLE_MUL
TIREGION_
ACCESS_POINTS

Al E
AR %5 45 TE Y Ui 6

ERATA

Amazon EC2H{TEE P EER

Amazon EC2% 17 1B #& Fh 4 & 8l

HH config M credentials BEER

ok B e

ERTA

BERACBREHRE

BRAEGBHEREHRE

Amazon S3 Z[E I FHUE
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RERH AEEA

AWS_S3_US Amazon S3 17H %,
E_ARN_REGION

AWS_SDK_U FERE ID
A_APP_ID
AWS_SECRE AWS ZH &8

T_ACCESS_KEY

AWS_SESSI AWS ZH &8
ON_TOKEN

AWS_SHARE HH configf credentials ERHNVE
D_CREDENT

IALS_FILE

AWS_STS_R AWS STS [EiHim 2
EGIONAL_E

NDPOINTS

AWS_USE_D i & FFIPSin 2,
UALSTACK _

ENDPOINT

AWS_USE_F i & FFIPSin 2,

IPS_ENDPOINT

AWS_WEB_TI BEABRRIRESE
DENTITY_T
OKEN_FILE

JVM R B EE

& AT LA AWS SDK for Java # B AR Kotlin B9 AWS SDK ( 2L BE&JVM ) FATHIVMERK
B, MENAEEIVMBRZEB MM IS Rthe section called “HIAEEE JVM ZEBM" , F2E8 .
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aws.accessKeyId

aws.accountId

aws.accou
ntIdEndpo
intMode

aws.configFile

aws.defau
1tsMode

aws.disab
leEc2Meta
dataVl

aws.disab
leRequest

Compression

aws.ec2Me
tadataSer

viceEndpoint

aws.ec2Me
tadataSer
viceEndpo
intMode

aws .endpo
intDiscov

eryEnabled

aws.endpointUrl

Al E
AWS R &R

55 Tk
B RS

H# A configM credentials BEEMNMUE

ERERTER

IMDS BEIRMHE

2
%
=
&

IMDS BRIEHtE

IMDS BRIEHtHE

IR IRE

AR 75 45 TE A U 6

JVM RiEBHEE
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RERH AEEA

aws.endpo PR 8 45 E Y i 26
intUrl<Se
rviceName>

aws.ignor AR 3% 45 7E RV i 6
eConfigur
edEndpointUrls

=n/—

aws.maxAttempts BRTA

aws.profile H#H config M credentials #EE
aws.region AWS [EiF

aws.reque i R B AR

stMinComp

ressionSi

zeBytes

aws.retryMode ERTA

aws.roleArn BABRRIRHESE
aws.roleS BERACRERMHE
essionName

aws.s3Dis Amazon S3 Z B FHUE
ableMulti

RegionAcc

essPoints

aws.s3Use Amazon S3 1FEV B,
ArnRegion

aws.secre AWS ZEI£8
tAccessKey
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BEES

aws.sessi
onToken

aws.share
dCredenti
alsFile

aws .useDu
alstackEn
dpoint

aws.useFi

psEndpoint

aws .userA

gentAppIld

aws .webId

entityTok

enFile

AWS SDKs #1 T

Al E
AWS FEE iR

H# A configM credentials BEERMWMUE

S ENFIPSiHE,

EiHENFIPSIHEL

EAEL D

BRRAGBIREHEE

BRECBREREMRE

HEBBRHHCRELE—ROERE  LEFS PLMERNIRERSDKs, f—HMTRERS
B HATRIBE L B D RIBESDKs, FEREBTHUERABFES. NEFEET , F2HEH

4% SDK API,

/A Important
W IEFR A BRI ESDKs X BT A 18R , EEHERANFRIE L H.

ES]

- THRBRREHAENE

- SODKEEMTEEENBREHEN

BEBRREME
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- AWS ZH£#

- BEAGEAEREME

- RERBRME

« 1AM Identity Center & A ERR &

- IMDS BERHE

- BEFRERMHE

THRBRRHEEE

FiE SDKs#A—RIMVE (HRF ) ETRE , USKRATARE REFRNERERE AWS R,
REBTRHBER , RENEFLES, LRAERSBHABRRERMREE,

EREP—ERECBREHER , AWS SDKs—Z2ERFBMFELBEDBUEE. REBER
HEFTRENEAERAENRERR K ERCEETEATERME, SDK ATHEETFTERIN
HERR.

HAZE FTEANTEESDKEBAE , EEMEF S THIRIER

BRREME iR
AWS FH S AWS IAMER ZZENES8 (50 AWS_ACCES

S_KEY_ID #1 AWS_SECRET_ACCESS_KEY ),

B Web 5% 5k OpenID Connect BtEe FERMBWATEDREE 1dP ) B, HluEHA

-EEAERRBREE Amazon, Facebook, Google S{EAE OpenID
Connect (OIDC ) #Z IdP E A, ERAKE (JWT) B
JSON Web ### AWS Security Token Service ( ) &
IAMA &K FFRATAWS STS,

IAM Identity Center & A & RHEH & £t EU8 8% AWS IAM Identity Center,

BEAGEAEHREHRE WEBIAMAENETE , UEGHM ERNVFEHE. (Bl
AENRRERE K AREAZ/ECNERERE )

A BREREHE Amazon Elastic Container Service ( Amazon ECS ) #
Amazon Elastic Kubernetes Service ( Amazon EKS )
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BRRGE sk
BE. SEERRHERAEFNEELEARIHRE
.

EERBRIE BITEERME. EABCANEFTSENER , BF

IAM Roles Anywhere,

IMDS BEE#HtE Amazon Elastic Compute Cloud ( Amazon EC2 ) #{T
BERREREEE. SAVMACESEEC2HITHEERIER
B, ZACNEREBEAIHATERPHITHEXNGBER
o BEZFEIB Amazon EC2HFEE R RIS EIE.

HREPNEBESR  EZEERREENFEZ. REEEABIEENE—EELX. T8, 4F &R
BEYM XA config M credentials B8R, MEFMENR K F2RREELIERF,

SDKAFEM T ESENBRREMHEHE

HEEXE SOKRTENBERRRMUERFMENR , FRTHIREZELN SDKHITE :

« AWS CLI

- SDKEAR C++

« SDK for Go

- SDKIEAR Java

- SDK E AR JavaScript

- SDK #E AR Kotlin

- SDKEAR . NET

- SDKEAR PHP

« SDK for Python ( Boto3 )
- SDK E AR Ruby

« SDK for Rust

- SDKEAR Swift

- HAR BWIE PowerShell
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
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AWS EH £

/A Warning

ARTEEZLER HREEARRBICAEEERE , FOEAIAMEREETS S RE. H
it BEEABSIENS 2RRMEE , Hlan AWS IAM Identity Center,

AWS IAMERENZEE @ LLEESLN AWS EAER, AWSSDK EREIFHAEL AWS HEAE
BIREFEBAPIZER AWS , BELEN TEEREHALT S B A EFEEN AWS EFRNER, BE—EF
B , aws_session_tokenZBXRTRHEBHETBEN, TEZFEHARBEAER,

(® Note
MR AWS EEEMBEEELHEHEAER , AWS IR ERBEABRNARE , BENT
FERTEZIRE,

HA AWS credential sSEREZEFEREAERNEFNEZRNE K FRACREEARENRRE &N , i
HHAconfigERA SDKIFERE D B

EEE—STHAWS BEAERNERAFIEE  BF2EIAM (FAEER) PHAWS 222 A ER
MEBIAMERENEZIRSE,

ER T 5IERE L IhRE -

aws_access_key_id - £/ AWS configiERi&E, aws_access_key_id - &£ AWS
credentialsiERETE (EFEMAGE ), AWS_ACCESS_KEY_ID - IRBEEE, aws.accessKeyld -
JVMERZEB 4 : PR Java/Kotlin

EEBAZEAERN -0 UREBEAEN AWS FHER,

aws_secret_access_key - 2| AWS configiER5%E, aws_secret_access_key - &

Fl AWS credentialsiERERE ( BEM L ), AWS_SECRET_ACCESS_KEY - IRIFEH,
aws.secretAccessKey - JVMRHEBM : ER Java/Kotlin

EEBAZEAERN —Bo ARBEERAEN AWS REER.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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aws_session_token - £/ AWS configiER:i&E, aws_session_token - 2 AWS
credentialsiERRTE (EBEMNAE ), AWS_SESSION_TOKEN - IRIZEEE aws.sessionToken -
JVMEZB 4 : PR Java/Kotlin

BE AWS TERERER K HARIBEAEZAERNN -5, Z2WTILE , MAKIIBERAE
EEEEAERN - , UREAR, REELFHECHENREBRE , TEETERRT
. TR, RARERLE—EFEABRELELEAEN K MIRPEAER., NERLER FBE P
H’\Jiréﬂiﬁ:ﬁi%lAMo

WMFMAESELERREA |

u

w2 EAENBRETRE.

£ configD credential siERPERESLE X EENEH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAH@OgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

BB S HRERESEEM LinuxymacOS &4l :

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

BB W AR ERREHBM Windows £l :

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

B HAE A AWS SDKs

LATFSDKs A X BRI THEEMERE., i MEME D HIAAMRR. AWS SDK for Java F iBE AR
Kotlin B9 AWS SDK EX B EMIVMRBRKBHERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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SDK % fRAEREZEA
B
AWS CLI v2 =
SDK B AR C++ r TXEHHAconfigEZR.
SDK for Go V2 (1.x) =
SDK for Go 1.x (V1) 2 BEFAHAconfigERRFRTE , BLAFRMRERBEREA ;
FSEIERE.
SDK for Java 2.x =
SDK iE AR Java 1.x =
SDK for JavaScript 3.x =
SDK for JavaScript 2.x =
SDK HE AR Kotlin =
SDK AR . NET 3.x B TXEREEH,
SDK & A PHP 3.x =
SDK for Python (Boto3) =
SDK E AR Ruby 3.x =
SDK for Rust =
SDK E AR Swift =

B AR BT E PowerShell 7 TXERESE,

BEAGEAERREHRE

BRAEGHREA—EARRKZEEAERREN AWS B EiFRNER. SERKEAERNARE
W& ID. REENEH/BNREFREN,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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BERELN SDKH TEUREAG , EX4AXEYARIEREINEEAEG. IAMEEHASR
Amazon Resource Name (ARN) E—#5l. AE@RAMERRVEEER. €A SEeNZEITER
ARER AWS IR, 5 —1f8 AWS 1RF ., Web &7 24t & = OIDCHSAMLEES

BEIAME G %R  MREZZAGEE , BALRE SDKH TEREAAGR TN, BEER
iy, FBEMATHERE,

WMERBERAELRENES , F2EAXEEEH AWS BEREACHH .

REIAEEAEREMERE
FERATHIEBRELIhEE
credential_source - £/ AWS configfERERE

1£ Amazon EC2%11T{E &&= Amazon Elastic Container Service ZRENEA , #5E SDK= T E T
RIANEFHTNBAER , LUEBEEER role_arn Z2BIEEN AR,

JEERE : &

BNE :

- IRIE - I8 SDK= TERMRIRIES B AWS_ACCESS_KEY_IDF AWS_SECRET_ACCESS_KEY#
ERBE

« Ec2InstanceMetadata — 3§ SDK= T EFHIAMEZZEC2HTEEIZEEN A KREE KR
B

« EcsContainer — 87 SDK= T EFEHIAMERZZIECSASEN AR KIMEREEAESR,

I8 ESEEE — AR E T FEFIEE credential_source M source_profile,

£ config BRHPRELIEEURTEAEHIERE Amazon HEHIEC2 :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds - £ AWS configiER%E
EEABGITERBRNRAFERRBE AR AEN).

IRERABEREREE BEALKESIER,

X3
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
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TSE 3600 B (—/INE)

BRE : ZENEE TR 900 ¥ (15 7 ) F/ALRENTERRSERRE LRERE (&%
AE 43200 B 12 /N ) o WFEFHMER , F2HEIAM ( £AEERE) THREASH THEEER
BB E L RERE.

£ config BRPREMNEH
duration_seconds = 43200

external_id - #H AWS configiE=Ri&E
EE—EE—ZRNT  F=FAREEEFIRFREAE,

WREEBARREREEE BRTAC , BACHNEEIBREE WERKEXxternalld, EREER
EACE  EEWHIEEZE AssumeRole B4EM Externalld 2%,

TARRE : &,

BRE : F2EIAM ( EAEERM) PHNMEE AWS ERNFERERTE =5 KEMANE D,

£ config BRHPREMNEH
external_id = unique_value_assigned_by_3rd_party
mfa_serial - 3t/ AWS configiER&E
EEERERTIACHLEARANSERRE (MFA) RENBBIRFHR.

REACKAMLE  HPZAGHNEERRETEREMFAR S RBNHRSE . NF WEMEFMFA
wF2EIAM ( EREER) AWS FIZEZZHEIAM,

TEERE : &,

BWE: ZETUREEEBNFE (5 GAHT12345678) , SLEBMFAZEE R Amazon
Resource Name (ARN). BI#%&XARNA : arn:aws:iam::account-id:mfa/mfa-device-
name

£ config BEHRREMNEH
W EBIRERE BIRFEMyMFADevice BU W AFAEMANERMFAZE , BA
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mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn - &£ AWS configfE=R5&7E, AWS_ROLE_ARN - IRIZEE % aws.roleArn - VMEAFKB
% : R Java/Kotlin

EELZARYITEARBREREFRZBRIENAEH Amazon Resource Name IAM (ARN),
ﬁgﬁ . /ﬂ&%o

ERE  ZHESERIAMARARNY , BRXWT : arn:aws:iam: :account-id:role/role-
name

WA, BEXEEETIHEP—HEE :

« source_profile - #5Bl% —EEERE A ARSKEFENRERTRIACZHINEAE
o

« credential_source - A BEIRREHBAINBZEAER |, FEEZE Amazon EC2H TR
RN EAER , 5 Amazon ECSEESHI1TEEE,

- web_identity_token_file - EAXE &2 RALEH(EM OpenlD Connect (OIDC) #HE &%
RBHtE K HEETHH Web EREXTRBNEAEER,

role_session_name - 2/ AWS configiERi%E, AWS_ROLE_SESSION_NAME - IRIEE S
aws.roleSessionName - JVMERZ KB : EBR Java/Kotlin

EEEEZIACTARBNER., LEBSHREHELTFRBMERBIER AWS CloudTrail
BEY , EERKREEERA. WEFMEN , 52K AWS CloudTrail £ AEEREFH CloudTralil
userldentity JT#,

RRME  ERZ2H. IRETRHMNE  INRREERTAE , TFEREBEEDEL,

BME : E AWS CLI = AWS APl R&KREHWAssumeRolelRE ( HIRE
ZAssumeRoleWithWebIdentity#®4# ) B, R4 RoleSessionName 28, LESHAR
A EHNEE A EFEHAE Amazon Resource Name (ARN) B9 —#84% |, WHERALREERHA 2
R 1EM CloudTrail BEEEB K —ZB2

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config BRPRENEH

role_session_name = my-role-session-name

BREAGRMHE 58


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS SDKs f1 T2 BEEE

source_profile - 3t AWS configiERRE

EES—ERERE K HEAENARBIRARERED role_arnBEAMEENAR, BE
THRWMMIER A AWS configfllcredential sERFFEHRER , H28 £H config A
credentials X,

MEBEENRERELRRIACEER  ASEACHERFRE , AXT£BNTEAER. B
SDKBFIER BEAERMNRERER K ResLitEE, AeEESSEMN AWS CLI 5 AWS API
AeTERERRMAZRS—/ G, BELEN, NEFRENR , F2EIAM (FREER) FHA
BB,

JEERE &,

BYE : XFFH , B configfl credential sERFERNRERBBER, BEXEEBH
HEREErole_arnHIEE WE,

BESEER —ERREFERFIEE credential_source # source_profile,

HEEERPRENSESG

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam: :account:role/ROLE_ID

FEXRBNEF P , ARERGEH SDKE, TEBBEHELBRERNEAER, ERERT ,
BEREREEFA EBEHMNEAEBHEN T EIAM Roles AnywhereRE{S B9 AWS E A ERISDK, A
%, CHEABEFEABEREBEAERRER AWS R, BEENAGNEEGEZEIAMEFTHR
K, UAFBERWEXNTHT , 0 &5 AWS IRER APl 5. RERKNNSESEARTE
CloudTrail B AEIERKERRE,

HRE_EACEEES , WRMEE Amazon Elastic Compute Cloud $11T7{E#E FEEARER , B
CREZZEAERAREEZ —EAE , BITLERATHIERE,

[profile A]
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source_profile = B
role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

REEAGERAREA Amazon EC2HITEBMEAERBEREENAE , XABBOEAER,

web_identity_token_file - 2t AWS configiERi%E, AWS_WEB_IDENTITY_TOKEN_FILE -
IRIEEY, aws.webIdentityTokenFile - JVMERHKBEM : EFR Java/Kotlin

EEERNRE , AP 82 RBEXE 2.0 OAuth #24t#E 3 OpenlID Connect ID & 47 2t & 49 7BV
Bo

WEREBEBMER Google, Facebook 1 Amazon & Web Bt& B0 1Rt &E KA & 2 8%, SDK 5
FARAESIESHFAMERNAR , XEREFWAssumeRoleWithWebIdentity R MRS H i
AWebIdentityTokens| &EE,

ﬁ%ﬁ . ,ﬂ\io

BRE: HEXARBRENERERE. ERMLFATE 2.0 OAuth FRFHH S 2 iRAMUERMBEN
OpenlD Connect F£F, HHBEEEHR[AEHRNEFN THEE &,

E2 RV A AWS SDKs

LATFSDKs A X BRI THREMERE, Bic MEMZE D HIAMRR. AWS SDK for Java M iEH R
Kotlin B9 AWS SDK # X B AJVMA KB HEIRE.

SDK ¥ RN ELES
B
AWS CLI v2 =
SDK B AR C++ % credential_source AX#E, duration_seconds X%

2 ¥, mfa_serial ™%,

SDK for Go V2 (1.x)

fim

BREAGRMHE 60
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BEES

SDK

SDK for Go 1.x (V1)

SDK B AR Java 2.x

SDK B AR Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK B AR Kotlin

SDK EHA R PHP 3.x

SDK for Python (Boto3)

i
SDK EBAM . NET 3.x
il

SDK @A Ruby 3.x

SDK for Rust

SDK B AR Swift

# T B PowerShell

e BEREMAE

WXt

BEREZEF
EEFAHAconfigRRE , BLARBRBERRFA ;
2B TERER,

mfa_serial A X%#E., duration_seconds FXiE,

credential_source FX#E, mfa_serial FxX#E, X
EJVM%\I LE’IEO

credential_source FXiE,

R RERHEEARFN AR LEARNEEERE. WEFRMHEE Amazon Elastic Container
Service ( Amazon ECS ) # Amazon Elastic Kubernetes Service ( Amazon EKS ) BEFRHE
. SDKs EREIBGETHR RMRIEEMHTTPIR B EABE.

BARirER
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https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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MREEA Amazon ECS , BfIEZREEAETKIAMAGRNEBEREH.

REMITER M, RER , Amazon EECSHRE SDKsHl TEARIMBE
FHAWS_CONTAINER_CREDENTIALS_RELATIVE_URIMIREZEZE ., EEECSAILIIAEERE Amazon ,
:52: B Amazon Elastic Container Service B3 A 358 FWEBIAMEE,

WMEREER Amazon EKS |, BPIEZEFEH Amazon EKS Pod Identity ReiEBER R, HIE

R, T, BIURME, TEEFEAMNTERME. &8 Pod MIAMA R EREE Kubernetes
RFIEIEFiEEEE  LEBEEARXNEE. BEHE—2 7 # Amazon EKS Pod Identity ,

5528 Amazon EKS &5 F# Amazon Pod Identity, EKS :RE# , Amazon &

EKSE%XE AWS_CONTAINER_CREDENTIALS_FULL_URIM I EFARESEFEH SDKsH
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE IRIFEEH ., MEREENA , 552 B Amazon EKS
{F A& 5 Amazon Pod Identity F1HYEXE Amazon Pod Identity {CEEFES |, ATV SR EAE ML B
Amazon EKSE £ EREXIAMEFRIEKS, EKS AWS

EFA TSI E L ThEE

AWS_CONTAINER_CREDENTIALS_FULL_URI - IRIFEEE
BEAREREBESDKEFE AN TEHTTPURLIG S, ESEEBMEK,
ERE &
BE¥HE : B¥URI,

EE  MERTER NWERAZEAWS_CONTAINER _CREDENTIALS _RELATIVE _URI , RE
TEAWS_CONTAINER _CREDENTIALS RELATIVE URIKRZEMFIEFEA,

EBWSIREREZEHM Linux/macOS &4l
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
7
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - IRIE&H

EEEFRBESSDKEEANMHHTTPURLIGR . XESH M WTER Amazon ECSE#E
#169.254.170.2,

TAERME : &
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BRE : BRHEH URI,

EBmOSIRERESEM Linux/macOS 4 :
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - IRIEEE

D FiEERERER. MEARELEH , SOKEEEERRBHENHTTPER LERERER
o

TARRME : &
BRME : F&H,

EE  MERER MEBNRIFEAWS_CONTAINER_AUTHORIZATION_TOKEN_FILE , R
TEAWS_CONTAINER _AUTHORIZATION_TOKEN_ FILEXRERERFEFEHA,

BB SHRERESEEM LinuxymacOS &4l :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - :RIZEEH
EEERNEHERRR , AP sHXFHNRETR.
TERRE : |,

BEWNE : FH,
BBHTIREREEEH Linux/macOS Al :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

B HAE A AWS SDKs

T5SDKsZ EARF BRI THEEMERE. i MEME D HIAAMRRT. AWS SDK for Java F B H R
Kotlin B AWS SDK & X BFJVMR LB HERE
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SDK X BEREZEA
B

AWS CLI v2 =

SDK BAR C++ =

SDK for Go V2 ( 1.x) =

SDK for Go 1.x (V1) =

SDK B AR Java 2.x 2 AWS_CONTAINER_CREDENTIALS_FULL_URI
AWS_CONTAINER_AUTHORIZATION_TOKEN  tfR
Lambda SnapStart for Java »

SDK E AR Java 1.x & AWS_CONTAINER_CREDENTIALS_FULL_URI A
AWS_CONTAINER_AUTHORIZATION_TOKEN AR
Lambda SnapStart for Java .

SDK iE AR JavaScript 3.x =

SDK i& A1 JavaScript 2.x =

SDK i# Al Kotlin =

SDKBAM - NET 3.x =

SDK i# AR PHP 3.x =

SDK for Python ( Boto3 ) =

SDK i A1 Ruby 3.x =

SDK for Rust =

SDK B R Swift =

EAR BT E PowerShell =
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart-activate.html#snapstart-credentials
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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https://docs.aws.amazon.com/powershell/latest/userguide/
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IAM Identity Center & A& RHEH &

It & 5 BB SIS E A AWS IAM Identity Center RESERRXIE AWS FRF HIE—Z A (SSO) 17E
.

® Note
£ AWS SDKAPISL#F | IAM Identity Center B2 A ERHREHEBASSORAERIZHE,

X F 1AM Identity Center 2% , Z& A LA AWS configlERAWBREERZER. WERERARE
#2%E |AM Identity Center FFHLA OBV, EFEMAERKIE IAM Identity Center #1T & 5 BRER , A0
WL EZERERBERAMARNEREAEN, BETH NARARSDKEEREEAER
WHEHMAR AWS BR¥ B3R , FF26 B IAM &5 /0 5 7 8.,

&EiB config #ERELE IAM Identity Center TN EME :

« (EHE) SSOEREMEERE - ERITFERGERE, 2FY B TERREERBNXE,
- BETUEMBERERE - FHBER 8 NS TR,

HEEMEMRREF  EFEETFERBHEERZEA,

THMmEREREEEEE IAM Identity Center B E &R -

« AWS IAM Identity Center {§ i & 55
« AWS IAM Identity Center A A#3IEAPIZE

WMFERAT 8 SDKsH TEMAFEANERBECHLERNBEAER  F2REE IAM 55505
DERFE

DBERH

& WABSERRA IAM Identity Center, SIERAIAME 2508 9 BRFEHWFMHENR , FFSEAWS IAM
Identity Center { EAEERE) PHEA AWS IAM Identity Center,

E\‘I_ul
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® Note

HE , MFZTBNORFEGFNLEEPFARANSELXAconfigRERE , F2H
51 EFRHAIAM & SDK=, TEN B D F 050 RF

E B

Xa

SSO HERRHEHERE

EIRFERASSOZFIRMEMHRER BN AWSSDK S TESEHEFHBE T/ERER , BERERTE
B AL, IEITERRSFERBNSREFERBNFMEENR , 52BAWS IAM Identity Center

( ERAEREE) PHERE AWS FEA OMEFH IAM Identity Center A AR TERERISER
@O

config IEXH sso-sessionEBERE AR AREESSOTFIEMMEREYH S E , AR TARENE
AWS B AE R, % config BRRXTWFHEN , F28 HEERE,

THHAconfigE REH|FEAdeviRERRELE SDKE TE |, BLFER IAM Identity Center B2 AE
o

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

FREHHERIBERE sso-sessionEBRIAGHBEREREIER, —#MS , sso_account_id#
sso_role_name A4 ZE% profile@ERHERE , LAE SDKALAFER AWS B A &R, sso_region,

SN

sso_start_url®l sso_registration_scopes #4ZB7E sso-sessionEBERHERE,

sso_account_id # sso_role_name YW IFESSORERENFIERFIHETE, MEEWERRE
RNAEAXEERR T 7RI AWS RE B , IFFEERK AWS EAER, BB 5o RER—
BEH7HTTPRBMS A FABARRSERCENLLFR. BEER/NT , sso_account_id
sso_role_name WIEMHEEH., FSBEL AWS RIS 58 , YERERE X EREFZFRE,

IMEESRES HW—3PDsso-session, Scope 2 HHIEE] OAuth 2.0 [REIFE AR EFEHEIR
FHERL 5'EFJIJE’J%ﬁ@ﬂ%sso_reglstrat1on_scopesi%1§’—(§']&mﬁﬁﬁﬂ@ﬂ’ﬂ%iﬁﬂﬂgo
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BEES

T O REE M ZERERBEEFEAMERBMNsso-sessionflRE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BoBREBEFTERIME~/. aws/sso/cache B & THHE K HEAUTFEEEREBAERNERS

B
BERTAEREENERE

ERABRTTEMBRENER  FTXEEDFHERERE, RMERL

Ao

EEFHERTUENREHRRE &

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

BRI LAMER sso_start_urlfl sso_regioniRERIEERERWERE A ORI,

sso_account_id#l sso_role_nameiX EIEEF A,

THIgEFERE config RPN HEHLEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start

HAERERTIEE

SSO #ER iR EHEXRARE

IAM Identity Center it FERg
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sso_region = us-west-2
sso_account_id = 111122223333
sso_role_name = SSOReadOnlyRole

BEOBRBEFHTEMREE~/.aws/sso/cache B THEEE K HEBL AEBNERS

Msso_start_url,

IAM Identity Center & A &R R HERE
£ T3 B IHRE LN EE -

sso_start_url - £/ AWS configiERi&E

URL @& 8K IAM Identity Center 81T &#URLSFZEA O#Bh URL, MEFHMEA ,
EIAWS IAM Identity Center  EA&EERE)Y FHIEHA AWS FEA O#315,

T
s

EESHIE |, BB IAM Identity Center 24, MREXRR. SHAWS FHA O URL.
o WE , #2220 kxBIE AWS CLI , Ba ek BEHAAWS 217E URLEVE,

sso_region - 2 AWS configiERi&E

‘@& |AM Identity Center A O#u5 =4 AWS B8 B9 , FRENETFERUA IAM Identity Center 2 BIi#E
R [EE, EERERTER AWS BIFER , WA JURE,

WmE AWS BiE RERBHZEEE | 528 P EEIREAmazon Web Services —fig2£, &

EESRLE , FBFRKIAM Identity Center T2 &, BREBERBRNSKES,

sso_account_id - 3t AWS configiERELE

%18 AWS Organizations R AWS tkF #TBAR S BT 2 WEIE ID,

EEESFAAKRFMNBE |, 5B811F IAM Identity Center EIE AW RBAWS IREEHHE, EAlLL
FEAWS IAM Identity Center A O#BMLAPIZEREEFFEA ListAccountsAPIT LR A AR FIEE,
flgn | BATLAREAY AWS CLI J53% list-accountso

sso_role_name - £ AWS configiER&E

HEAACBHTITERRBIAM , EXFEAZELENGT. ACXEAFRER AWS IEF IBEEMW
Hsso_account_id., EAABER , MIEAE Amazon Resource Name (ARN),

ATATEERIAMBUR N BRI T A BURER R | X ERER EHHIBEREFEUBR AWS 1RF,
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EECESE WA IEEE AWS IRF | FHi1E IAM Identity Center T2 & W FHBKAWS iR
FHEHE., #EZEAWS IRF ERKXPIIHNERFTFAERZE. SR IZZAWS IAM Identity Center
AOBIEAPIZE R  BEFFA ListAccountRolesAPI M AT AEFAI&E/EFE, Hln |, &7 LAy
AWS CLI F3% list-account-roles,

Zosn oo

sso_registration_scopes - £ AWS configiER:EE

ERER NENSEEFRER D EEsso-session, EABRAUBR—RNZEEE , Mk
HERAESNEFIEAERNARE FHEBE, sso:account:access HARTF WH/NEE , F#E
£ 1AM Identity Center FREEVSENEEREN, NETHAENEEREBENFE , F2EAWS IAM
Identity Center  fEAEEM) FHNFIEHE,

ELHEEETERBREEECIMOIDCAFRHNETA , UKk AFIREERNFEER ., SEREFER
IAM Identity Center & A 5L 1R EH 2o

WEREABRAREMA A TEHNEBERE, FHEMERERITHERER
Fsso:account:accessEE&E,
B2 A AWS SDKs

AT SDKs A BRI THEEMERE. i MEMZ D HIAAMRR. AWS SDK for Java F iE AR
Kotlin # AWS SDK £ X BF TJVMR KB HRE,

SDK % fRENEZER
B
AWS CLI v2 =
SDKIEA R C++ =
SDK for Go V2 (1.x) =
SDK for Go 1.x (V1) = BEFAHAconTigEREE , B ARREHERBEREA ;
FSEIERE.
SDK E AR Java 2.x & credentials ERPHZEHEEE,
SDK EAR Java 1.x B
SDK for JavaScript 3.x =
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SDK % REHEZER
B
SDK for JavaScript 2.x =
SDK iE AR Kotlin =
SDKEAM o NET 3.x =
SDK E AR PHP 3.x =
SDK for Python (Boto3) =
SDK i A1 Ruby 3.x =
SDK for Rust B ERBERTIERBEERE,
i)
SDK iE AR Swift =
BAR WIE PowerShell =

IMDS FFEMHE

Instance Metadata Service ( IMDS ) RHHTEBHNER , BULIAREEXNEEATHIE
TEE, METHERMNFMENR , F20 Amazon EC2E A& RMFEASTHEESESE

o Amazon EC2IRMAIHETEREAN T EIRE K TAMTERRESENLTNERA. NRH
TEREEZAR  AURM—EHXACERNEFE. SDKs JAFEAZNHERBNERE L EA
HESBRERUEE N -9, BERSEARTERBPEERRESE 2K (IMDSv2) , IMDSIER
FEHAIERBREREZSN RA. MRERELEHANERG (HTTPEEEREE 403, 404, 405) Mk
B, IMDSv1 A€ A/ERE,

£ T3 FHRE L INRE -

AWS_EC2_METADATA_DISABLED - IRiES &
2B EHMFEA Amazon EC2 Instance Metadata Service ( IMDS ) REVBEE.
JEER{E : false.
BERE -
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKs fl TE ZEEE
« true - EZEH IMDS BB,
« false - £ IMDS HU5 B,

ec2_metadata_vl_disabled - 2 AWS configiE Ri&E,
AWS_EC2_METADATA_V1_DISABLED - iRIZ# ¥, aws.disableEc2MetadataVl - JVMRFEH
&R Java/Kotlin

WRIMDSV2A M , REFEABTEEHEERRIESE 1 iR (IMDSV1 ) EARIER,

(® Note
#1 SDKs A RIMDSv1 , Rt A RIERE, WEFHMEN , FORERK E AR M
AWS SDKs,

JEERE : false,

ENE -
« true - FEZIMDSv1A{EIE &,
« false - IMDSv1AEZRE.

ec2_metadata_service_endpoint - £/ AWS configfERi&E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - IRIE# %, aws.ec2MetadataServiceEndpoint -
JVMARGEBYE : E£R Java/Kotlin

#%2IMDS, WEEEE NI ESE2 AWS SDKsAmazon EC2E{TEE P ERNTERMNVE,

FEERME : IR ec2_metadata_service_endpoint_modeZ R IPv4 , BIFERIGE A
http://169.254.169.254, WIR ec2_metadata_service_endpoint_modeZF R IPv6 ,
RIFEERIEN B http://[fd0O0:ec2::254],

BRE : B URI

ec2_metadata_service_endpoint_mode - 2t AWS configiE
ZRE%XE, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - IRIFEE &,
aws.ec2MetadataServiceEndpointMode - JVMRFEB M : R Java/Kotlin

#Y i R X IMDS,

%«EE&E : IPv4,
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B%{E : IPv4, IPv6,

(® Note

IMDS BREREHER N—82 T @EREHENE, T8 , RAELRIPHEMBEERHREZ
#® , TEREIMDSBRREME., Fit , MREFLEAEARRHENER  ELARERESP
BREMEMNERRERE K EATENREE. HE , TERERRRAESHEABRRD
BEREEEOERNERE K MEEEABHEEIMDSEBRERHUENER. BANERYRHEA
5 i B [ 2 48 TE OB 8 2R

IMDS BENZEH

RIZTERR , B AWS SDKAREERERR , SDKEERFEH Amazon EC2 Instance Metadata
Service (IMDS ) R#EEXAWS AGHNRE. AFAWS_EC2_METADATA_DISABLEDRIZEEEERE
% , B EALkTAtrue, ENBLEFRLENMEREE , WiEH A 5E&EE Amazon EC2 Instance
Metadata Service WA ZEEMBBHN L2,

® Note
AWS SDK EER BB A Fin KR T & ARIMDSHEURE , FmiELEERM.

= Amazon EC2IMDSB &

REMRESHN A ABRNREEFEANERRR  UAREREFLELEFEBFE.
Linux & macOS

£/ Linux X macOS WEFAIERA T IS REBELIREEH

$ export AWS_EC2_METADATA_DISABLED=true

MREFLEWZEEZE Shell TERBRNRRENTRB2ERFERE , EUUS LRGTHFHIEE
Shell R EE#E R |, I .bash_profile., .zsh_profile®} .profile,

Windows

5/ Windows BWEF O LAEA T AT SRR ELNIREESH -

IMDS {4 fEm
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$ set AWS_EC2_METADATA_DISABLED=true

MREFLUREEZE Shell TEMBMAREFT B < EFEFE  ATAXA TGS

$ setx AWS_EC2_METADATA_DISABLED=true

® Note
setx WP T EEEREZBAIM Shell T/EFEER , NS EEEHHAREFHFARK Shell , BF
FTEEN,

B A AWS SDKs

LATFSDKs AR X BRI ThHREMERE., BiC MEMZE D HIAMRR. AWS SDK for Java # iEH R
Kotlin B9 AWS SDK E X BFIJIVMA KB HRE.

SDK * BEREZER
&
AWS CLI v2 =
SDKEHAR C++ =
SDK for Go V2 ( 1.x) £
SDK for Go 1.x (V1) = BEFAHAconTigREREE , BXERREHEREREA ;
E2RIERE.
SDK E AR Java 2.x =
SDK E AR Java 1.x T JVM REFEEBME - £ com.amazonaws.sdk.disableEc

4 2MetadataVl T3F aws.disableEc2Meta
dataVl ; aws.ec2MetadataServiceEndpo
int aws.ec2MetadataServiceEndpointMode AFX#&E
Mo

SDK i#E AR JavaScript 3.x =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SDK % REHEZER
B
SDK iE AR JavaScript 2.x =
SDK iE AR Kotlin = ATHERAEIMDSv1E,
SDKEAM o NET 3.x =
SDK E AR PHP 3.x =
SDK for Python ( Boto3 ) =
SDK i A1 Ruby 3.x =
SDK for Rust B TEAIRIMDSVIE,
SDK iE AR Swift =
EAR I E PowerShell = Bt HREAREXBHHIRIMDSVI{E [Amazon .U

til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true o

BFRRREHEE

SDKsA BRI fE A RFIRHLEMBRRAEEEN T E. WRABTHREHRBTER , SlHRERETE
ENBEREHEIGRE K RENRTDSHANREERES,

Flan . TEAIAMEER, Acredential_processRRREWEREXNMESHEEAER, &
Ecredential_processst¥ It ARETEE , 552 BIAM Roles Anywhere,

(® Note

L TFERBRNBRIBREFIEREN S L , MREENN T HITEHE | BIaseSERALLS
E. AWS, MRBEERY AWS FTEER , FAHMFERRME. WRFEAHIEE , &
ZEAEARECNEEXRENZ M REERRERARECSUEHEE, BERENBITRFE
ITEFREEATAMBETStdErr , BASDKsH AWS CLI AT AR SRRt MEF | EM
AHEKEHEERRACEENERE,
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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£ T 5118 B iRRE L IhRE -

credential_process-#£ = AWS configiE RRE

EESDKETERRGHTHARG T , LELSHNEEANRERE. LRESDKEEEST

MHNEX/IETHEE, ESDKRARAZRERK , C8FFERERKISONBIRE A, stdout BFT#EMH
ELAURERAELER. XEFAETSSDKH T E A ARBEFENTE.

® Note

RERFRRBREAERN —Ho T MEREREHE, B2 , REEARRIPHEMBEERMRE
ZERIEREERBRIRME. Ait, MREFEEAEALREHENRR , ELARERESD
BREMABRNRREMLE , IEATEANRER. HE  FTERERREUEEREDRR
BERHKEELDERNEE  MRERABTEECAREFRERRE. BN ERMYRE
P i B B 43248 E B8 3 SRR o

EBEREFERNAKRE

RENERFSE  HPSESDKHHABR T ERREHTHERRER

- BERANEREBRAEATIZTHEK : A-Z, a-z. 09, EFHE (), K&E (). T (). ERE ().
RFEHR (\) FZEHE,

- NRREHEEREBEESER , TBNRENERZBEUE S| (7)) B,

- MRSBHLWASBEIEEN , IR THRBUES|R (T, ) FF. EREEBRE , MIEHA,

- BOEFEDAESEMABESEY, fl, TS E$HOMER SUSERPROFILES,

s FUNRETERRIEEE~, * A BAEEXTERCREREREE, IREEREREE  RK2E
HAEPATHIREESEEENERNRASKER ., BRBEERR , BCEEMTE
AT RAIZER T 7 Linux/macOS LR HZEconfigX4hHERERE _ #Hi=E,

credential_process = "/path/to/credentials.sh" parameterWithoutSpaces "parameter with
spaces”

T EHIFERE Windows LRI AconfiglERPRERRRER.

TRARHER
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credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

- IEBEARERTEE

[profile cred process]
credential_process = /Users/username/process.sh
region = us-east-1

BEEANARGH

SHBREEPEENHFASDKETHT , AZRREERHBRERNER ., BEENTT (ERE2ES
BER - E#MER) HSEELESTDOUTHE T FIFEERJISONSE H,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
® Note

BEANImRBRE , Version Ro|#MARES 1, EFEEELEBEEMZIEE,

Expiration®#8RFC3339E XL KRB . WRExpirationEB A FERIEMNBES | A
SDKBEREFETEMEENRARE, T8, FESRAAEHRHER K mMESEFBEHZH
Efi#l{Tcredential_processi S REBEHFEREBELFHER,

@ Note

SDKTEHRATRRACREN AN —HKRINBEEEFRE. NRFERE , BLAEN
HEFFEEE,

AREFAREEFEEME , URTHIUBRFEERR.
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¥ A AWS SDKs

T %18 B SDKs X BEARF B IR TNREMERE. SETEEMEAIB D BINER . ERIVMRFEBERES
2 3 AWS SDK for Java 1 @A R Kotlin B AWS SDK RE&,

SDK = BENEZEH
&
AWS CLI V2 =
SDK¥JR C ++ =
SDKEAEE V2 (1.x) 2
SDK¥REHE 1.x (V1) = BEMFAHAconfigERERE , BL BRI EREIR AN
; 2B TEFEER.
SDK#TR U 2.x =
SDKE A TUEE 1.x =
SDK¥i/ JavaScript 3. x =
SDK¥# JavaScript 2.x =
SDKE R BHF K =
SDK¥f. NET3.x =
SDK¥f PHP 3. x =
SDK¥iA Python ( HERE =R
3)
SDK#IRALE A 3.x =
SDKER =
SDK& Hi B K 45 =
1B A # T & PowerShell =

i

P
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1 T2 BEEE

AWS SDKsH T BEiE%#4t,IhaE

IO EEA—NWTERE , Y B EFZ TP HLAMEEIN 5 X EESDKs, E-FE— BT
URESZEmSEHNEEDNEMESDKs, FTERERUUERIEFEE  B2REZNERBLUER
SDKAPIEEHE B

/A Important
W IEFR A hEERSDKs AT B RE , EEWREP AR S A XK.

FE

o IRF AR BE

- BFERAIES

« Amazon EC2 #1T{H
« Amazon S3 7FHUE

- Amazon S3 Z @i FEUE
- AWS [EiF

« AWS STS [E 13 2

- EHBIIFH FIPS

- WMBRE

. —HRAEHAERRE

- IMDS A Fim

- BERITA

- SEREBEME

- R EiRS

- BEERHRETER

& = B s 3

e 5 B Bh 62 SR BY AWS 1R ID LR ILThRE 2 BRI HY AWS FRHS FEREXE , RBIREER
BMENTEES. EAEAXIEURFAERRIEN AWS SDK, BERIEMHE MR
SDKEBEBEBMEAURFAERNRR K MARESMRR, RFAERNIRIEERA B

BRE(LTRE 78
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Rhttps://<account-id>.ddb.<region>.amazonaws.com , £/ <account-id> B BIEH
AWS IRF ID , T <region> MR BIEK AWS EiF

RIBTER , IRF D EEEEFRIANERRMIFRE, REFRE , tEREBEREN , TRE
SFERBBETNT L. BRBEEANBRREMRE  I&F ID WRRAEFE.

£ T 5B IRERE LI &E

aws_account_id - 3 AWS config#ERi&E, AWS_ACCOUNT_ID - IRIEE %, aws.accountlId -
JVMEAFEB 4 : E£BR Java/Kotlin

AWS 1RF ID, ARIRFRIREEEH. AWS IRF ID (AN 111122223333,
RE R IGERA A AR L RIEIRMHFEFIERMREE

account_id_endpoint_mode - £ AWS configiERi&E,

AWS_ACCOUNT_ID_ENDPOINT_MODE - IRIZ&H, aws.accountIdEndpointMode - JVMA KB
% : R Java/Kotlin

WEREARELERBFAURF AERNIRIEAH , WEBLUEFAERNFA,
JEE%{E : preferred

BME

- preferred - WHET S ANIES ID,

+ disabled - E#ENIKETEZEIRS ID,

- required - IWENBEIDERE ID, MEIRS ID EEMH , SSDKIBEEEE,

B fY#R A AWS SDKs

LT ARABRSDKs X BAF BRI THEEMERE. B MEMZ D HIANAMRR. AWS SDK for Java M & FH
7 Kotlin 8 AWS SDK E X BERJIVMARKBHRTE,

SDK X H#SDKHx f(REESEZE
B AR

AWS CLI v2 =

SDKEHAR C++ a

T=ETT T 79


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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il

SDK

SDK for Go V2
(1.x)

SDK for Go 1.x
(V1)

SDK i#EH R Java
2.x

SDK @A R Java
1.x

SDK EAR
JavaScript 3.x

SDK EAR
JavaScript 2.x

SDK i# B Kotlin

2

DKEHR® - NET
3.x

SDK E A PHP 3.x

SDK for Python
( Boto3)

SDK E AR Ruby
3.X

SDK for Rust

SDK B AR Swift

BRARBWIE

PowerShell

fim fim iy Wo R Mt

o

Hm o HD

17

7|

1£ SDKh
AR ERAT

1.35.0 ki

v2.28.4

v1.12.771

v3.656.0

v1.3.37

v3.318.0

v1.123.0

(CEEEES

R 5 2 i B
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https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs #1 T& SEREmE
FA 55 5 1l 1%

B— AWS IRF A2 EZEFEAREN ARBITERTR AWS k&, EAE ID °IEE 55 HE R
FREARENMER AWS 1RFE. AWS SDKsHIRETFEFEARERERE RTEEZFBEFRRT. 4
o, tETLLAEEREES FEH4FH AWS Health Dashboard LAME— 55 Bl W LE fE A 12 =, B2 3@ AN AH B3
B,

£/ T 5118 B sE L Ih&E

sdk_ua_app_id-#£= AWS configfiEEi%E, AWS_SDK_UA_APP_ID-RIZEE,
aws.userAgentAppId-JVM RFEBM : R TUE/RH4EHK

IRERERETEERARANE—F&  LENBEERAEATNBLERAREN AWS tRF BTE
#a AWS.

JEE%{E : None

BRE : BARER 0 WFHE, RFERAFZE. BFNTIEH®RF
S R N T T T

FEconfigERAERELEREH

[default]
sdk_ua_app_id=ABCDEF

BBGSITHRERESEM Linux/macOS R4l :

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

BBTTITREREZEN Windows 1Al :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MBRTESHFERAN shell EERKREBNZYE , BSEE % HHE,
¥ A AWS SDKs

T%|38 B SDKs X EARFEF AW ITHEEERTE, FTEEMEMZ 2 HIMER . FERAIVMRKE LR EE
Z 3 AWS SDK for Java # B Kotlin 8 AWS SDK R&,

CEETS =
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SDK * HERNEZES
B

AWS CLI V2 =

SDK¥fA C ++ 2 FAXBEHMconfigER,

SDKEAEE| V2 (1.x) =

SDK¥AE# 1.x (V1) &

SDK¥ A JTUEE 2.x B FAEZEHAConfigERRTE | TXERESE,
2

SDK¥ AT 1.x )

SDK¥i#4 JavaScript 3. x =

SDK¥§ 1 JavaScript 2.x =

SDK#} A BH45 K =

SDK#. NET3.x B TXERESH,

SDK¥ 74 PHP 3. x =

SDK¥{/A Python ( AEBEE £

3)

SDK¥IR4LE A 3.x =

SDK¥ A &% =

SDK A& Hi B KX 45 Y

FRK T & PowerShell &

R A AL 82


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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Amazon EC2 #{T{E 5

Amazon EEAHTERPEE LR IMDS) FVHTEEE LEC2IR M RT, HEE - T HILRE |
26 Amazon EC2 R EREREHTNEAYTEEFEHER, ERESREIAMAER Amazon EC2
YITEEE CHEINEAERE , BATEETRENRBERTHAZ,

£ T 518 B iRRELLIhRE -

metadata_service_num_attempts-#{= AWS configiE RiLE,

AWS_METADATA_SERVICE_NUM_ATTEMPTS-IRIZ£ &
WEREEEEARITERTRENRBENERNE , RRZNEEANBER R,
EE

BENE: KRFIER 1 BEF.
metadata_service_timeout-= AWS configiE 5% E, AWS_METADATA_SERVICE_TIMEOUT-
RIZEES

EEEREATERFRENBRKENERE , RSP H.
fas
BRE : KREFR 1 WEF

ERERPREELE confighVEf) :

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

BB TT

SERIEBEEM Linux/macOS R4 :

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

BBGSITRERESZEEMN Windows R4l :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

Amazon EC2 #1T{E 88 83


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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¥ A AWS SDKs

THIH B SDKs X EAETBEF RN NBEMERE . TR EMEAEB D BFIANER. FRIVMAKE LR EH
¥ 2| AWS SDK for Java M &AM Kotlin B9 AWS SDK R&,

SDK X BEREZEA
B

AWS CLI V2 =

SDKEA C ++ &

SDKE REZ| V2 (1.x) &

SDKEI A EH 1.x (V1) &

SDKETA T 2.x &

SDKE AT 1.x B {EX & AWS_METADATA_SERVICE_TIMEOUT
g

SDK¥i/ JavaScript 3. x =

SDK¥$1A JavaScript 2.x P

SDKE A RHFM D

SDK%. NET3.x &

SDK¥ A PHP 3. x =

SDK¥iA Python ( HERE =R

3)

SDKERALE R 3.x &

SDKH A& &

SDK% 8 B X 45 &

ARE T E PowerShell B
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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Amazon S3 1ZHU 2,

Amazon S3 R RMFEEERE Amazon S3 FEFIREBNERFR. FRHEAE—/REAIF
RE , TEREFHMN  MAREZEREEE. B AWS SDKs , BAI A EEERL A FEER
Amazon EJR AT (ARNs) EITAPIRE K MARHEEEEERE. eMUTARSEEE , flEHR
FGetObject EVBLARNE L {E B EREEU 4 , A FEEARNE Y4 FTEPutObject EEE,

EEH—F T H Amazon S3 FHELBARNs , 5526 Amazon S3 fEA &SR Y £ A FELE,

£/ T 5118 B sE L Ih&E

s3_use_arn_region-% = AWS configiEZE&E, AWS_S3_USE_ARN_REGION-FRIZEE,
aws.s3UseArnRegion-JVM RFBMY : ERME/AHIM, EEZERBPEEE , FEEZEZHEH
B ESDKR A,

LEEREE R A SDKEMAFER ARN AWS B ZEBERNEEIRI, ZSDKERE ARN AWS E
5 BRI AWS 2 BEATFIRNEE AWS EiE UM IEREAERAMNES BFW, MRE
BIRY, AIKBEENRERT , AREREEERE,

JEE%{E : false
BWE
« true— SDK FFARNM AWS EiF BEmHEMAEEFImEER AWS EiF, HI5 : mREAE

IwEERE AWS [EfE 2 —1@ FIPS AWS Bl , AIETAALTEARNN AWS EiF, &/E, #&E
AR,

« false— SDK FHEFIHMNEE AWS [EiE B2,
FAHE AWS SDKs

T 518 B SDKs X BEAF B IR IAEERE, SETEEEAIBDHINER. ERIVMRFEBERES
5 3| AWS SDK for Java 1 AR Kotlin B9 AWS SDK R &,

SDK ¥ R EZER
=

AWS CLI V2 =
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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SDK % fREREZEF
B
SDKEIAEES) V2 (1.x) 2
SDKE B 1.x (V1) 2 BAEFEAHAconfigERFRE , L ARBMRREERADEE
; 2B TIEFEER.
SDKE A TN 2.x =
SDKH AT 1.x = JVMEREBEAZXE.
SDK¥i#4 JavaScript 3. x =
SDK¥#4 JavaScript 2.x =
SDKEARHE K =
SDK%. NET3.x B TEEEEELIERF ; A= configiEREEENREEH,
SDK¥f PHP 3. x =

SDK¥iA Python ( AERE =R
3)

SDKEIRALE R 3.x =
SDK¥ A% y
SDK& TR X 45 B
ARKIE PowerShell B TERBEEEXEXIERF ; HZEconfigiEREBTNIREEE,

Amazon S3 % [E 15 F B,

Amazon S3 ZEFHFIEREMT —ELXkimE , EFRAEX AN ZE R EZ{E Amazon S3 f#FETE
HEER AWS BiFl, BRUERAZEGENE  FRAE-EEfFEANEEREREEZRHGERE
X, RETEH T A AT ELEARER,

BRE—S THZEETFIE , 5268 Amazon S3 EAE ISR T A Amazon S3 FH % [E1HFEUR,.
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
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EEH—F THZEIGFEE Amazon ERE T (ARNs) , 2 Amazon S3 FAEIEREPNFERZS
B AR B K,

BRE—S THRINMAIENZEEFIE 7528 Amazon S3 EAEEMANEES EEFEH

SigV4a BEEZRAREBLHEFERNEBEE, WEELZRSDKEBHAWS —i&EI1TH
(CRT) BXE.

£ T 5118 B RRE L ThRE -

s3_disable_multiregion_access_points-#= AWS configis

ZEXTE, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS-IRIZEEE,
aws.s3DisableMultiRegionAccessPoints-JVM REBY : ER/TE/R4EHK, EEZEERBH
BEE , BEEEAHENEESDKRS.

LR EAEFI R ESDKAREERE BHER, RERTRY , AIRBEENREEL , RABER

iﬁ%%%ﬁl_o
JEEX{E : false

BEWNE :
« true— FIEFEHAEEFFER,
- false— FRAZEFSFRERABEHER,

A M AWS SDKs

T %18 B SDKs X BEARF B IR THREMERE. SEEEMEAIB D BINER . ERIVMREBERES
2 3 AWS SDK for Java # i@ AR Kotlin B AWS SDK RE&,

SDK % REREZER
B

AWS CLI V2 =

SDKH R C ++ =

SDKEREE| V2 (1.x) =

SDKE R B 1.x (V1) B
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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SDK % REREZER
B
SDKE AT 2.x =
SDKEA T 1.x B
SDK¥R JavaScript 3. x =
SDK¥R JavaScript 2.x B
SDKETARHE K =
SDK¥{1A. NET3.x =
SDK#H PHP 3. x =
SDK¥{#A Python ( AEBEE £
3)
SDKEIRALE A 3.x =
SDK¥ R i =
SDKEHT R X5 &
EAK I E PowerShell =

AWS [E1F

AWS B 2 BREETHRNEEZH S AWS R

EiB AWS B , B AFREBERVASEHIE RS AWS R 1 . EERBENERNERARRE
BLENMENERESENEMNCERREATREN. BHRARERD, BREMEMKERED |, t
ARRIEE, /A BE , BAUEMHEREER , MRrETRAATZESPEZE,

RZEAWS R SERFERSEHIE EEHMEEE., RFECHEFSH BRHNEREE  FUEE—HBE
HHEIWERTEEREMEAM Ei5 AWS R, 6120 , Amazon S3 fl Amazon EC2X B 5 [E1E4E
B, BERK , Hla0 1AM |, BEEEER.
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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- EETHRESNRNZBNER , UARREARAESARMNEE  F2HEAWS BHmE .
- FERAEE MAEXENESNREN B DEE AWS R , F2REEBRIEAECE .

B R A F i

EELRREETAREIR AWS RIS , FA55E SDKsEA A BB BI/E AWS R, BIZNEC2 |, fn
RIEVEABRAZEEREN Amazon |, BWEARERNEEITI Amazon EC2R Fin¥ {4 LLEERZ RIS HE1T R
Ho

MREAB A AAREEAF RN ES , IAFKRESFEAER TIRERENESE , ARA
region., i , AJSASHEHMEMESI A Fin AR ER FinVEA T EE. St rXRERSE
ERZBERBAFENEMALERE, BEXAEAREXAFKNESMLHABEE , ERHHEN
SDK ( FEREMN S ESDKIERE SDKHNEXBTER ) .

£ T 5118 B RRE L hEE -

region - # AWS configiRi%LE, AWS_REGION - IRIZEEE, aws.region - VMRFEBM : ER
Java/Kotlin

BE AWS B ZEAR AWS FFROVERE. thEEARKRAENZEFEHNSERBSDKH REEHE
Ko

TARME 8, BLARBIEERE.

BME :
- MR TANEAESNRE , MAWS —ix2E FHAWS RIGHEEFHRH, Hla , Eus-
east-12HIHERES AWS E1E ZBIRE (#FRBIAED) .

« aws-global EERTEFHREZI , XE/B£EHIKENRELH%E , 10 AWS Security
Token Service ( AWS STS ) #1 Amazon Simple Storage Service ( Amazon S3) .

# config ERPFREMEREEH

[default]
region = us-west-2

EBmSYERERESHM Linux/macOS 44l :

export AWS_REGION=us-west-2
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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BB AR ERRE A Windows £l :

setx AWS_REGION us-west-2

RZH SDKsEER A%, U , TARKEARAEABRRERREL. NFFHEEA ,
B4 E AWS SDKFH# A E1EF.

2
W
&

B HAE A AWS SDKs

AT SDKs X B A EEFTRMI N REMERE ., G5 TEMEB D BIAMRR. AWS SDK for Java M BRAR
Kotlin B AWS SDK & X BEAJVMR K BIERE.

SDK Y BEREZEHA
B

AWS CLI v2 = AWS CLIv2 £ FHIMERI{EAWS_REGION 28I , E%&fER &
H9{E{A{E AWS_DEFAULT_REGION (SHREMEEE ).

AWS CLI v1 = AWSCLIv1 AWS_DEFAULT _REGION E AL BMEARAEZAS
FIIREEE,

SDK B AR C++ =

SDK for Go V2 ( 1.x) =

SDK for Go 1.x (V1) = BEFAHAconTigEREE , B EMREEREREA ;

B2REIFEREE.

SDK E AR Java 2.x =
SDK E AR Java 1.x =
SDK i#E AR JavaScript 3.x =
SDK i& A1 JavaScript 2.x =
SDK iE AR Kotlin =
SDK EAM o NET 3.x =
SDK E AR PHP 3.x =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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SDK ¥ fRERESEA
B
SDK for Python ( Boto3) = ESDKEFAAA NIREESEAWS_DEFAULT_REGION ZRiE
24l A=]: 8
SDK i@ AR Ruby 3.x =
SDK for Rust =
SDK 1#E AR Swift =
EHAR BT E PowerShell =

AWS STS [EFimF

AWS Security Token Service ( AWS STS ) R#£IkMEHKRE. HL AWS SDKsH #kFEFZCLIs
FEALERESE (https://sts.amazonaws.com) , B BERAEESRERE (https://
sts.{region_identifier}.{partition_domain} ). £EFEREEZEEHRL (#HFEE:
b3 ) [BiF. wEFE AWS STS i FMER , 5528 AWS Security Token Service APIZ#
MinS, RE , B LAE FAEER AWS STS i) FE2EEE AWS [Eif ., AWS Identity and
Access Management

AWS REBBRB| A BRIRHLRELN AWS EiFfl, BEUNAZEERHNEFLEFERE
W¥h. WIEFTA SDKsH TEHMIZEULRE , BEE MEERLHKNEZRMHNTRA. WEFHEE
7, FE2ET &

HRXELREN SDKsM TH , FFALMER THIHFRRE Hee :

sts_regional_endpoints - 3t AWS configiERz&E, AWS_STS_REGIONAL_ENDPOINTS - IR
REY

WEREISE SDKE T Em{aiRE AWS Br#E F2REE AWS Security Token Service () R BV IR 2
AWS STS,

FEE%{E : legacy
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
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® Note

2022 F 7 A2 BBITH P EHMSDKEERAHASTER A regional, FHWSDKEERRA
AREEBRILERELFEAregional T, ATRAILBENRRTE , BHERESET
feregional EFEARERFHEBRMEA

BEME: (BFE : regional)
 legacy - fEfA <13 AWS STS i % sts.amazonaws.com,

- regional - SDK= T E—EFEABAIREREHN AWS STS in¥h. fla0 , MRAF
MR EBMEMA us-west-2 , Al MFTE R AWS STS Y [Eigin 2 #1Tsts.us-
west-2.amazonaws.com , MAE£iHsts. amazonaws . comii B, ZEEAERALRENE
B, BFEREEELEHRY , BULUEEERRA aws-global,

£ config IBRPREELENEH

[default]
sts_regional_endpoints = regional

EBDSIRERESEM Linux/macOS 4l :

BB AR ERREBA Windows £l :

setx AWS_STS_REGIONAL_ENDPOINTS regional

B B AWS SDKs

(@ Note
AWS REBR R BT EEA RERMIRELRN AWS EH,

LTERKRBERA SDKFK TE :

« XERE  REXESTSESRMNHAAconfigE RBEMRIRTEH,
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK AR EE EREBREHAE BREAFRE EEIEZENA
| i BESTSIE E175
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SDK for Rust & N/A [ 15 FAREHK
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L
SDKEAR £ N/A @15 FAREHK
Swift (Region) i
2
BAR = legacy 215 % B 4 35 i Bl
HWIE
PowerShell

& 3 B ER IR B FIPS
AT HIE A BRE L INAE -

use_dualstack_endpoint-£= AWS configfERi%E, AWS_USE_DUALSTACK_ENDPOINT-IRIE
#E aws.useDualstackEndpoint-JVM RFBM : R TE/RHEM

SRR ASDKEERBEAETEHBIRY, ZEHE -5 THEIEIPVANIPVeRENEH B
2 5E2E Amazon BEREFEREEREREFEPHNMER Amazon S3 € B IRE, EHBIREER
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
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aws.useFipsEndpoint-JVM R BEM : 2R TUE/RHSHK

MRS EASDKHE TERRS

BEEREFIPSHERENRE . BMBEFREFRE FIPS) R—#

XEBRFHENRENZNRZEER, BUTHEE, SFERBMH, FHRLE Z SRR BT ML S A B S
FBTFIPSER TEINERLE AWS imF. FIPSIHAEARE FIPS 140-2 WTLSHBEERXE, MR
ERMALEE , BENREFTFEFIPSIHE AWS BiF , &% AWS FUTREE AN, RESER
B --endpoint-urli®E AWS Command Line Interface BE ILEE.

BERATEERT HIEEFIPSIHBA EMbT R AWS B , FF2 R KRS E 2D AIFIPSIHE S .

W& Amazon EHIE
%ﬂlF’VG! B,

JEERME : false

B¥ME -

ARSI B FEMERR |, 5528 Amazon EC2 API SZ M EH & (IPv4

* true— SDK H T E SR EREEEFIPSHESFRENIHE.
« false— SDK I TEFERBREEEFIPSHEREN RS,

# A AWS SDKs

T %18 B SDKs T BEARF B IR INREMERE. ETEEEAIB D HINER. ERIVMRFEBERES
5 % AWS SDK for Java 1 AR Kotlin B9 AWS SDK R &,

SDK

AWS CLI V2

SDK¥IA C ++

SDKEREE| V2 (1.x)

SDK¥ B 1.x (V1)

SDK¥ AT 2.x

SDK¥ AT 1.x

=
=

i

fim

fim
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK % REREZER
B
SDK¥R JavaScript 3. x =
SDK¥i 4 JavaScript 2.x =
SDKH A BHF K =
SDK¥/. NET3.x =
SDK¥ R PHP 3. x =
SDK¥i/ Python ( IEBERE =R
3)
SDKHRALE A 3.x =
SDKEI R =
SDKAH R X 15 =
EAK T E PowerShell =

SDKsfE Ain MR RFIRK R (URLsSUAEREEER) , AFNREFUATEBENEY AWS RIEEE
URLSE{TE X, & , ENRBAULBBRAFTN IR, FERKIEEEHRES. Hkith , BRI LE

HITHRBRPREERREERENMBHERNESTAKE., MRNTARER EXBgCEAREFEIEM
%, Bl , B Amazon Timestream , 212 i SDKHEEA] A im B #DescribeEndpoints&K , A&
BEAELIRHBTHITERIE , fliiCreateDatabasemCreateTable,

£ T 5118 B iRRE L IhRE -

endpoint_discovery_enabled-} = AWS configiER:&E,

AWS_ENABLE_ENDPOINT_DISCOVERY-IR¥E#E aws.endpointDiscoveryEnabled-JVM Rk B
% ERMNERSK EEZERABPREE K FEEZHENERLSDKAR,

Bk 8RR DynamoDB HYim Bk K
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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BEES

EEERPEEIRIIRER , M Amazon DynamoDB F I 2IZAK, WEREER
Btrues , falseRBRBRAEERHMEEME, BFEBRBERERAtrue , M Amazon

DynamoDB &R fEz% 4. false

BME :

* true— SDK B EEBERRRBMHERANRBERRKR,
« false— TSDKERBERRRIFMSHEANRBRRIER

A M AWS SDKs

T %38 ESDKs EARAFEF AW IHAEERTE, FEEEMI 2 HINMER. FAIVMRLE L E
Z 3 AWS SDK for Java Hl i@ AR Kotlin B9 AWS SDK RE&,

SDK

AWS CLI V2

SDK¥A C ++

SDKEREE V2 (1.x)

SDKERAEHE 1.x (V1)

SDKE AU 2.x

SDK¥ AT 1.x

SDK¥§ 1A JavaScript 3. x

SDK¥tR JavaScript 2.x

SDKH A BH45 %

SDK#R. NET3.x

i

fim

EEEALAconfighRRE , EUABRRBERMAIIL
 ESE TR,

¥SDKR Java 2.x fEFAWS_ENDPOINT_DISCOVERY_ENAB
LED MIIRESBERMHE,

JVMABBUETZXE,

I BRR
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK * HEREZEA
B

SDK¥ R PHP 3. x =

SDK¥iA Python ( HERE =R

3)

SDKEIRALE A 3.x =

SDK¥ R B OEXE TERERL .

SDK & HT B K 45 )

1B A # T E PowerShell =

— A REER TE
SDKs 3% — LR E R B SDKAT B I —IRFRE.
(M T5IE B ERE I8 -

api_versions-#Z AWS configiE R E

—L AWS RBSHEZS EAPIRAE , UAXECIHHERME, BMBBERT , SDKM AWS CLI £
FEEASMONTAAPIRE, EERBEAPIRFTARENER , FEENEAER+GER

Zapi_versionsikig,
TEERE : &, (RFAPIRAHFEHASDK, )

BRE : ER—ERERE , RER—EAXZERETETER AWS RENEFEANAPIRE, F2
BSCHF LT 88 AWS BR# , LA T METRLEAPIMRAS AT Ao

EREGFAMERE T — @4 EMNAPIIRZE AWS configE RPN R, ELAPIRAERARES
EELRENRERTHTHNG S, T MEMIRKN G SESEHZRENRITRAAP,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

—REE 99


https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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ca_bundle-3*= AWS configfE=RE%E, AWS_CA_BUNDLE-IRIFEE
EERUSSUTLSERFECXAN BT BRELLRE (.penBEEAREENER) NER,
RE &

BARE EEXERERERERERE. IRFERERERE K RRSERAEPATHRESEEEMN
ERRASHRER,

HconfigE RARELEREH :

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HREERREERRNERZARENSAREMTRE , LT Windows LR configiERPER
E L ERYE ]

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

BBRSTRERESEMN Linux/macOS R4 :

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output-H= AWS configiERRE
BEZENKR{LFX AWS CLI FH M AWS SDKsHI T &,
FEER{E : json
BRUE :
* json— BHRABFISONE,

« yaml— BHRXAFYAMLE,
« yaml-stream— BWHEERIBXNILAYAMLF R, RRAMEEE XD ERIEF,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/

AWS SDKs #1 T& SEEm™
« text -BHMRKARZITU Tab PRV FHE, EHNEREERE N FRERS (W
grep. sed % awk) IEEEH.
« table- MEHMNBRARFEAFT +- EARFRERNERE. CBEUL "THFEAEFEAR, KX
REREA , EERALEMERAERZEE , EEREEX S ERTER.

parameter_validation-}= AWS configfERi&E

EESDKRTLERARERREDTISE , ARBBHEHBEEE AWS REHE.
FEEXE : true

BENE :

« true - . SDKRIESHTHTISBHNAF RRE. EGMNSDKEIERFZSHR
BEN , WiHE—LiEiS, SDKRTETLUERERNER , RAERBEEREEE AWS REiH
2,

« false-SDK T EEMGTITSHBAI N TREDTITSEH AWS RIEHE., FrLltt AWS
R e ESRBIERERIEIEEEMNNFER.

# A AWS SDKs

T 58 HSDKs X EAREEHIHRMNINAERERE, EERE M HINER. FAIVMRARLRKB 4L E SR
% %] AWS SDK for Java # AR Kotlin B AWS SDK R &,
SDK % BERNEZER
B
AWS CLI V2 &8 api_versions X,
ﬁj\
SDKH R C ++ =
SDKEREE| V2 (1.x) E8 api_versions I Hparameter_validation FXi#,
i)
SDKEREHE 1.x (V1) &8 api_versions I Hparameter_validation FTXi#,
7 BEFAHAcCoNTigEREE , AL ARRERERERAIIE
; B2 R IIERER.
SDK¥ AT 2.x &

—BRE o


https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK * HEREZEA
B
SDK¥ AT 1.x &
SDK¥##4 JavaScript 3. x =
SDK¥§1 JavaScript 2.x =
SDKEARHE K D
SDK#. NET3.x B
SDK¥ 74 PHP 3. x =
SDK¥i Python ( IEBRE =R
3)
SDKHRALE R 3.x =
SDK¥# A5 )
SDKAHT B X 45 )
BRI E PowerShell )

IMDS H F i

SDKs A TR ERFREFEHTERBPEERRKE 2 K (IMDSV2 ) AFik. NFE WFME
FIMDSV2 |, 5528 Amazon A E R FHER IMDSv2 , EC2 IMDS A Fig Al i#EBSDKERIBE
BRMEN AP IRARYHFETRE.

£ T HIERE L IRE

retries - AFmEREYHKE
EARBFERNEANEHAEHDRE
FEERME : 3
BRE : KR 0BT,
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html

AWS SDKs #1 T& SEEm™
port - AFIRMAREYIHKE

i B Y IE IR

FEER{E : 80

BWE : BF,
token_ttl - AFIRMAREMHRE

ERTTLE .

FEERE 121,600 % (6 /B, RADEREH ).
ENE : BF,

endpoint - AFHERYHRKE
/Y% 25 IMDS

TR : MR endpoint_modeZH IPv4 , BIFERMHES http://169.254.169.254, MR
endpoint_modeZ R IPv6 , RIFERRIHEEA http://[fd00:ec2: :254],

BRE : B URI

REH XETHIEESDKs, WMEFEFMEF , F2REHNIESDKENHEMR,
endpoint_mode - A FimiEEYHKE

#y i B4 I IMDS,

FARRME : IPv4

BAWUE : IPv4, IPV6
http_open_timeout - AFIRiEEYHRE ( BBILEMTRE )

EFHERABVPDE
FARRME 1 18

BNME : KA 0B =E,
http_read_timeout - AFRMEARYHRE ( BBAERTE )

ERNNERADH
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ﬁ%ﬁ :1*9\0

BXME: KR 0WEF,
http_debug_output - AFIREEYHRE ( BBIEEMTRE )

ARE A MR SR AV B &R0
FRRE : &

BXE  B¥H 1/0 &%, Fl STDOUT,
backoff - IS HERMHME (BBALEHTR )

EERSEFRENEBEEBCEEAKENDE . EEBRARIEBIREER,
ﬁ%ﬁﬁ : {K ﬂﬁ;SDKO
BERE : ik MESDK, AIARBES MW BFTEHE,

B A AWS SDKs

LATFSDKs A X BRI THREMERE ., BiC MEMZE D HIAMRR. AWS SDK for Java # iEH R
Kotlin B9 AWS SDK E X B IJVMA KB HRE.

SDK % fRENEZER
&

AWS CLI v2 =

SDKIEAR C++ B

SDK for Go V2 ( 1.x) =

SDK for Go 1.x (V1) £

SDK i#E AR Java 2.x =

SDK EAR Java 1.x =

SDK i#E AR JavaScript 3.x =

SDK i#E A JavaScript 2.x =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/

AWS SDKs f1 T2 BEEE

SDK % REHEZER
B

SDK iE AR Kotlin )

SDK EAM o« NET 3.x =

SDK E AR PHP 3.x =

SDK for Python ( Boto3 ) =

SDK i& A1 Ruby 3.x =

SDK for Rust =

SDK B Swift =

BAR BWIE PowerShell =

EHTA
ERTHSEAMSDKE MM X BHEFNRE AWS R,
(R T FIIE B SR A

retry_mode-H=E AWS confighE R E, AWS_RETRY_MODE-JRIEEE aws.retryMode-JVM R
B Fﬁﬂmﬂi/ﬂ%ﬂ‘

IEESDKEHABABTEERAEAN .
FARME | HEREREHSDK. MELN S ESDKIEFE S SDKRIHEN BFEEretry_mode,

B¥E -

« standard— (2%) BHEZNERFAE AWS SDKs, WERNBEERN —HEREER , X8
BREEEHREUSACTAENEBES. HEXEARSHEHFEAER, RIEPERE , T8
FERALERNWERERER X Bmax_attempts H=R,

« adaptive— EBARBHREARFINESRER  HP I EEEEXNINEUR BB A FiRE
LRE, RIFBPMORHEAEINEAEA K FATERZHAFEAERFALESEN., 0FE
EZEH , F2MEEstandardMadaptiveERER, EEERAEERMUN , eaaRE
future 1T Ao
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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« legacy- ( TH#E ) BREREMWSDK ( FRELHN ERSDKIEMNEASDKIRITE ) »
max_attempts-#£Z AWS configiERRE, AWS_MAX_ATTEMPTS-IRIEEZE aws.maxAttempts-
JVM R B - 2 PR ITUE/RHE MK

BEEHFRETHERRE LR,

EERE IR REEWE , HEFREBRRretry_modefkEfE :
- MRretry_modeR legacy — FRIFEREHBRFMESDK ( max_attemptsERFEBER TRE
ESDKHY S ESDKIERARBE ) -

- WRretry_modef standard — #T=XRER.
- WRretry_modef adaptive — #T=RER.

BHE : KR 0 BEF

i##ZEstandardfadaptiveEFER
BMEBREFEAstandardEFHEN |, RIECEREECNFERASF X EESadaptive,
(® Note

ttadaptiveBABRERFERHRB ATRSRFAZRNVEERLAAF v, WRTERM
MREHMEERERMEENAFR , A —EERTHERAIESLEEN TN HBERNFER.

R EPEv
AR EARS : 28, FERRERFABH

1. YWIHEE T 8=
2. AFmASFHE-—BR , EERAES
DERBEEFIRNBREERRDBIEERF

Yo
XSRS |, LABr L ESDKAH BT EE. XEFEEE |, SRS L ESDKR BRI ER.
B WERER B B IE B, ERABERAFREFERERASABNERYE

PR B BK , LAHRENGEE 18 ANRY AT BE1E o
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% B R
KETRIEESE —RERER  RAEH. ARSI RIE B AR B,

MR RBRBFEHadaptivelBR , FNEAEIA X EEBBERETERFINSEERFRITNAE R,
EEBERT , EREAREZHEERERMTAE AWS IRFE. AWS RIE AJABENANHE |
I AREHFER, FEFKMILL Amazon DynamoDB g A6, DynamoDB £/ AWS &1 in L #5h
B RUABRFER. EERELZNRBEESF BN —BARTEELEMRETRE, MREHNENEFE
FAHENAFRREFRMEER R , BHEP - BERKRNERGZRRS , AIFEHEAEN 2R
BFFIEERRMNERE, BHNRBERXEFTBSE R egion-and-table $E —EEFik, MREEFE
Fladaptive X BRI E/NILE , FSRERASR AWS ErTE A 2 R XHIER.

ERRAE RS

FREAE AWS SDKsHIA B RRER B RZERFRUR ( HadaptiveEREERXANBERT ) B
LR BEFR, METEEFHBBEASDK : ERTHERBNFBRBTEEFRER,

+ 3 Token (BT ARHB R SSOKEERSMER , MUEE S HMRE LA THEg, T8
SERZ HRERATERSIE | YEBRADRELILEDHERE. NRERERBERRT
AIFSDKEERER.

+ FERE Token FHAEARadaptive BERM , UREHEBRIER, EREFRZY , Bt
ERBTERSE  LRRERERNDREE B EREQ RS SRR TERR,

LT RstandardfadaptiveEHEXNNSMABNRE -

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)

BRTA 107


https://en.wikipedia.org/wiki/Token_bucket
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sleep(delay)
}
}

UTRERBRIETFEHANAGNESHEE
GetSendToken:

FRERMNadaptiveERAR N, WHREBRECHEERBPEDNTE. URTETTH , E8F
F—ETH, ESDKAREAEBREAUEFRIY , MTARER. EETH Token ERIFEA Fim
INERCEHE , UBERENEREHIEA,

SendHTTPRequest:

ISR ERERBEE AWS, & AWS SDKsEAERAEREENEAHTTPE , FIRHHTTPER
REECRARAEER, —HKMs  WRERES/BRERMAYR , BEMRERRETFHERMKRR , A
SERERER.

RequestBookkeeping:

MRFERAY , THEERMNETEEFFEET. E8RadaptiveERER |, K *E Token FREMNIE
REERBUIINERERERN,

Retryable:
S RERBTIHEERERESWUAEFHDE

° %HTTP%E\EI%O
- IR EERERRE
- EIRERR | ERAKRKEIR B RESDKHHTTPE BT EIHE MR,

WAESEES ( HTTPHRAERS 400, 408, 500, 502. 503 #1504 ) FEFEEE ( HTTPIRAERS
400, 403, 429, 502, 503 #M 509 ) A aLEFR ., SDKERTAREBRRBRREFNWEHMABEIE—E
HE,

MAX_ATTEMPTS:
RN BRAERAREHR Eretry_modeiRE , BRIFMHimax_attemptsREBE,

HasRetryQuota
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BEES

LSRR EATHEFRBENTE, NIREXSTHERBAZ , AITEEHEBK.

ExponentialBackoff

HRAERNER  SEABENIEBWMBARTEEHILIE. SDKsERBEN —EHE2@maaEs
B, TIESEEBE NS EERCEERERNSFEE URREM)I

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

EEREFEZF , THEEA :

b

r =2

random number within the range of: @ <= b <=1

MAX_BACKOFF = 20 seconds¥iM AXZESDKs, 52BN EESDKIERSIRAIELAHETHER,

# A AWS SDKs

T5I1EE SDKs X BEA TR YRR E, TEIMEMI D FIMER. ERIVMARGEB R EER
3| AWS SDK for Java # AR Kotlin Y AWS SDK R &,

SDK

AWS CLI V2

SDK¥{A C ++

SDKEAEE| V2 (1.x)

SDKERAEHE 1.x (V1)

SDK#TR U 2.x

SDK#TR T 1.x

SDK¥§ A JavaScript 3. x

X
B

=
=

¥ fD  AOD

fim

fim

RERNEZE

%II

JVMEHBMY : FHcom.amazonaws.sdk.maxAttemp
ts KX&aws.maxAttempts ; fEMcom.amazonaws.sdk.
retryMode M &aws.retryMode .
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SDK % REREZER
B

SDK¥§ JavaScript 2.x B IERERERRY. SHBNES&mA , UREAWANWEET

FEEE,

SDKH A BHE K =

SDK¥/A. NET3.x =

SDK¥R PHP 3. x =

SDK¥{R Python ( IBRE =

3)

SDKHIRALE A 3.x =

SDKEI R =

SDKAHT R X5 =

EAMIE PowerShell =

(® Note
FERTHREREMBNFEERAMENEER AWS SDKsREWT , FE2HEKREREH.

AWS SDKsH T E A BUEAFE R BIE T B BBEA MET AWS % ZFRRBHENENHET, £

HEHEEERB 20, EBEAFRLNER , TRERVEZENERBAFTNERBBNER ,
UERBDRAREAPIRBREMERKMNER, HREBHE , SOKEHTESZMBRHENZENR

REHEASDK, BR , ERAJReM RIS 5IRER gzip MK , 184§ future TTREERR.

MREWERARERNER Amazon |, i@ RBHEE4551E A CloudWatch, CloudWatch 2 —EES1R A
AHEMRE , LLEHE , BENSHNERNREERNIRERE., SERBHRSIEXEH < —
CloudWatch# 2PutMetricDataAPI & 3%,
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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£ T 5118 B iRRE L IhRE -

disable_request_compression-#= AWS configiE R E,
AWS_DISABLE_REQUEST_COMPRESSION-IRE#E aws.disableRequestCompression-JVM R
B - ERTUE/RHEM

HREEERISDKH T ER A S EFEEER 2 B A S,
JEER{E : false

BXE

« true— BEARAFEREME,

« false— F|AeEE AR REBHE.
request_min_compression_size_bytes-*E AWS config#E
207 AWS_REQUEST_MIN_COMPRESSION_SIZE_ BYTES-IBIE®E,
aws.requestMinCompressionSizeBytes-JVM RFBM : ERTE/RHIM

RESDKH TEEBEHFERETBNK/DAN (UFZHAEN ) . BRER , MERETTEEE
BER, Rt , SITEBENTREEERMN. KEISER , BEARIENZENFERKN,

FER%
BME : 1A 0 B 10485760 LTl 2 BWEEBE (2EER).

FRAEM AWS SDKs

THIH B SDKs X EA T B H RN NBEMERE . TR EMEAER D FIANER . FERIVMARIREEREH
¥ 2| AWS SDK for Java # @& AR Kotlin B9 AWS SDK R&,

SDK X fBEHNEZEA
B

AWS CLI V2 £

SDK#R C ++ =

SDKRABEE] V2 (1.x) £

SDKEAE#M# 1.x (V1) &



https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/

AWS SDKs f1 T2 BEEE

SDK % REREZER
B
SDKE AT 2.x =
SDKEA T 1.x B
SDK¥R JavaScript 3. x =
SDK¥R JavaScript 2.x B
SDKETARHE K =
SDK¥{1A. NET3.x =
SDK#H PHP 3. x =
SDK¥{#A Python ( AEBEE £
3)
SDKEIRALE A 3.x =
SDK¥ R i =
SDKEHT R X5 &
EAK I E PowerShell =

AR 545 E Ui

BEFERMREVREEZCEALCEZNRMREEAPIER , WEREFFBEFE, ELRERH
XEAMIRR, VPCunE M D A A EE AWS RRRR. TRNERTANIENEERE,
SERBAURLA B AEERE AWS FRFE.

£ T 5118 B iRRE L IhRE -
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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endpoint_url-H= AWS configiE 5% E, AWS_ENDPOINT_URL-IRFEEE, aws.endpointUrl-
JVM R - ERTUE/RHF A

EEEEREETEERFAREEAEER  IRESEEARMERZEERNIR. EAEEK
ENRBIFERMS BRI IR,

B ERXENservicesE o R EMALERE AWS config AR BB ERERE BRI mEHHE
R, WEE/pservicesHHFFERFHANFERKEEBRNFESIREE | FSEREESE W E 5
.

JEE%{E : none
ERE: AURL BREBENVEENEH, URLANEZEMEHESTE —AZABRCERNERET
.
AWS_ENDPOINT_URL_<SERVICE>-IRIZ#E, aws.endpointUrl<ServiceName>-JVM RFEBIE :
{2 PR JTUE/RH45 4K

AWS_ENDPOINT_URL_<SERVICE> , fE<SERVICE>WM# AWS BRT& B AI16 , SRS ERBWEET
Wi, MEMEREEFERESHNEE , F2H RS EimEHER TS,

WSS Ei e B TP AWS_ENDPOINT _URLERE B9 fF{a 4 18 i B
JEE%{H : none

BRE : AURL SHEBMNEEMEHE, URLTUEEMHIEEE — RS ERTERNBET
o

ignore_configured_endpoint_urls-* = AWS configiE
ZRE%E, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS-IRIEEE,
aws.ignoreConfiguredEndpointUrls-JVM RFEBM : R TUE/RHS M

L ERE AR B REPITA B AT in R AR R

AR, BRILREAMN  FEEAEABIRBAF KA PRENEMAABRKE, Sl , 28F
6--endpoint-url ST HE AWS CLI TR EREURLEE Fin &R B B E R

JEER{E : false

BENE :
« true— SDK T EFRER A AconfigE RFIRESEFEIE M B T ARERIE LI Ein 2
URL,

« false— SDK T EEFEAHAconfigERIREEF TN EMTAEAERENRR,
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AWS SDKs #l T& BEER
15 IR IR B BG4

EERMARBHNERBHEBRIMURL , R

AWS_ENDPOINT_URLEIEIRREH,

FH}

export AWS_ENDPOINT_URL=http://localhost:4567

EFERHREBEENESR AWS R ZBiTwEURL , 55EHAWS_ENDPOINT_URL_<SERVICE>IRIE
#%. Amazon DynamoDB B —1{BserviceId#DynamoDB, ¥RILERE , WHHURLIREZE
AAWS_ENDPOINT_URL_DYNAMODB, ItimEhEVE SEIER S MAWS_ENDPOINT_URL &%t bt BR 75 5% E AV
1w E,

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

EB S —1E4%HIF , AWS Elastic Beanstalk B —fflserviceIldfJElastic Beanstalk. FFLALE AWS
R EBAFRERAPEEE  serviceIdBBA TEIRBMMEERYREMEFRE, BERTEL
RIEHIRE: |, HENIRIESE AAWS_ENDPOINT_URL_ELASTIC_BEANSTALK., MEMERKSER
REHNFE  F20 B SERAEAEHR.

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAHXAconfighE R TR E
EHZconfigXHHF , Aendpoint_url AT R #bE AR T EAITEE,

- endpoint_url BEE—EAEE , profileFZmHRALERiHS,

« endpoint_urlfiEfEservicesEBRANRBAFNBTERBT , IR R HEAZELRREZHN
ER, MEEHA config BEHER services EERWFME , F2HE HEEEER,

THEFIERAEservicesHBRIZTEAN Amazon S3 IR ISURLERE , URRERARFEEMR
BHBEIT2KIGE -

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS SDKs f1 T2 BEEE

B EETLURESERENmE. WEFETNMURLsS Amazon S3 FF%E R4S E i 2

AWS Elastic Beanstalk 7£E —{B#& &+, AWS Elastic Beanstalk & —{lserviceIdfElastic
Beanstalk., FTEALL AWS FRTE EBFE2EERAPIERY | serviceldBBA TEIESRMAES
BIBRIEMERESE, At , REEEBFZRBE S | elastic_beanstalkit Bk RIEHEREE TR

felastic_beanstalk = ., MEEE services ERFHEANFAEREEHINIELSBNEE B B2
B BRFE 4S5 E ik BH AV 3 RIS o

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

IRSEEI D AR S EEEXHPER. fln , mEMREE A TS EH aift Mt ERERAR

MservicesES :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

EAACHEEEREREPRE R

MBRLBHHREEEEEBIAMBRAGEIAENsource_profile2HREUABAERNRRE | A
SDKAGHHEENREEEARBHELE, crEFfAEEEENACHNRER. flun , FATIH
A config X :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS SDKs f1 T2 BEEE

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
profileB

services

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MR BEHREEBAEREAFEF I AmazonEC2 , InEEET Ahttps://profile-b-ec2-
endpoint.aws, MRENEXNBTREAEMBREZREER , REBETKETSERTAEEE. ik
BABITARER AFERNSH R, EEZHRBHRERBEN , FEEEEE B RERES
EXE endpoint_url, I source_profile REMFFMEN A6 F2HETACEAERERSE,

RENELIEF

LEREMNERE AT RRER |, ESERERSELER —EE. HRIEENAPIFFIY AWS B# , TH
Y IEFF AR EE —EME

1. ERIBERBE Fin LRENEMAERERELRSEHE LR EMEMRE,
« N AWS CLI , iERH--endpoint-url@ TITSBIRHNE, HHNSDK , B 2B A LR
AEEEHLRRENSBHNER AWS R EFIHHEEHR,
2. RS ERBESHATRMNE , fIZWAWS_ENDPOINT_URL_DYNAMODB,
3. AWS_ENDPOINT_URL £Fin BIRIEESHFTIREMNE,
4. endpoint_urliRE&EMA L AconfigiERservicesERAMNRIERAIE S8 TATIRENE,
5. HEAconfigiERFE#EEendpoint_urlEprofileMEREFTIRHENE,
6. tHFEEMEMTER IR R URL AWS R JEEA,

¥ A AWS SDKs
T5I1E H SDKs X IBARE BRI AR T, SERAMEMEIBOBIANE R EAIVMAFB ML E
= Z| AWS SDK for Java 1 i#E AR Kotlin B AWS SDK R &,

SDK %
&

fim

AWS CLI V2
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https://docs.aws.amazon.com/cli/latest/userguide/

AWS SDKs f1 T2 BEEE

SDK * HEREZEA
B
SDKH#A C ++ a
SDKEAEE| V2 (1.x) £
SDKEREHE 1.x (V1) =
SDK¥ AT 2.x =
SDK¥ AT 1.x =)
SDK¥3 JavaScript 3. x =
SDK¥ /A JavaScript 2.x B
SDKE R BHF K =
SDK%&. NET3.x =
SDK¥f PHP 3. x =
SDK¥iA Python ( HERE =
3)
SDK#IRALE A 3.x =
SDK¥ A )
SDKAHTEL K45 e
& A T 8 PowerShell =

IR 75 45 XE s R Y 58 B B

NMFEEBENAREMEEATRPENBNENR , F2RBHEEERR,
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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BEES

serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder

~

WHIRAH

fil

dal
1

dal(

ar
al

ar
cl

ar
bt

AWS_ENDPOINT_URL_<SERVICE> IRIE£H

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
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BEES

serviceld

API Gateway

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

fil

aj

al

yI
n

aj
YA

aj

al

d:

al

al

aj
ar

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS
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BEES

serviceld

Application Auto
Scaling

Application Insights

ApplicationCostPro
filer

App Mesh

AppRunner

AppStream

AppSync

ARC Zonal Shift

fil

aj
ol
Ci

dj
ol
t

aj

(0]

aj

al

aj

aj

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC

: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT
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BEES

serviceld

Artifact
Athena

AuditManager

Auto Scaling

Auto Scaling Plans

b2bi

Backup

Backup Gateway

BackupStorage

Batch

fil

ar

al
g¢

al
il

al
il

b:

b:
te

b:
T

b:

AWS_ENDPOINT_URL_<SERVICE> IRIESH

: AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH
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BEES

serviceld

BCM Data Exports

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

Braket
Budgets

Cost Explorer

fil

b«

b¢

b¢

b¢

gt
ir

bt
Ut

ne

bt

C(

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

: AWS_ENDPOINT_URL_BILLINGCONDUCTOR

: AWS_ENDPOINT_URL_BRAKET

AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER
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BEES

serviceld

chatbot
Chime

Chime SDK Identity

Chime SDK Media

Pipelines

Chime SDK Meetings

Chime SDK Messaging

Chime SDK Voice

fil

cl

cl

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_CHATBOT
AWS_ENDPOINT_URL_CHIME

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE
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BEES

serviceld

CleanRooms

CleanRoomsML

Cloud9

CloudControl

CloudDirectory

CloudFormation

CloudFront

CloudFront KeyValueS
tore

fil

AWS_ENDPOINT_URL_<SERVICE> IRIESH

c. AWS_ENDPOINT_URL_CLEANROOMS

I«

C1

ar

@]

- AWS_ENDPOINT_URL_CLEANROOMSML

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION

. AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE
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BEES

serviceld

CloudHSM

CloudHSM V2

CloudSearch

CloudSearch Domain

CloudTrail

CloudTrail Data

CloudWatch

codeartifact

~

0B W IR A CHE

iR

Al
(o
fil

AWS_ENDPOINT_URL_<SERVICE> IRIESH

- AWS_ENDPOINT_URL_CLOUDHSM

c. AWS_ENDPOINT_URL_CLOUDHSM_V2

cl

cl

C(
dal

- AWS_ENDPOINT_URL_CLOUDSEARCH

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

- AWS_ENDPOINT_URL_CLOUDTRAIL

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT
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BEES

serviceld

CodeBuild

CodeCatalyst

CodeCommit

CodeDeploy

CodeGuru Reviewer

CodeGuru Security

CodeGuruProfiler

CodePipeline

fil

C(

C(

C(

C(

C(

T«

C(
S¢

C(
I«

C(
il

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER

AWS_ENDPOINT_URL_CODEGURU_SECURITY

AWS_ENDPOINT_URL_CODEGURUPROFILER

AWS_ENDPOINT_URL_CODEPIPELINE
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BEES

serviceld

CodeStar

CodeStar connections

codestar notificat
ions

Cognito Identity

Cognito Identity
Provider

Cognito Sync

Comprehend

fil

C(

C(
n:

C(
ne
i

Cl
d¢

Cl
d¢
T

C(

C(

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_CODESTAR

AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS

AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS

AWS_ENDPOINT_URL_COGNITO_IDENTITY

AWS_ENDPOINT_URL_COGNITO_IDENTITY_PROVIDER

AWS_ENDPOINT_URL_COGNITO_SYNC

AWS_ENDPOINT_URL_COMPREHEND
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BEES

serviceld

ComprehendMedical

Compute Optimizer

Config Service

Connect

Connect Contact Lens

ConnectCampaigns

ConnectCases

ConnectParticipant

fil

C(
dr

C(
p-

C(
n

C(

C(
(0]
n:

o]
mj

C(
S¢

C(
I

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_COMPREHENDMEDICAL

AWS_ENDPOINT_URL_COMPUTE_OPTIMIZER

AWS_ENDPOINT_URL_CONFIG_SERVICE

AWS_ENDPOINT_URL_CONNECT

AWS_ENDPOINT_URL_CONNECT_CONTACT_LENS

AWS_ENDPOINT_URL_CONNECTCAMPAIGNS

AWS_ENDPOINT_URL_CONNECTCASES

AWS_ENDPOINT_URL_CONNECTPARTICIPANT
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BEES

serviceld

ControlTower

Cost Optimization Hub

Cost and Usage Report
Service

Customer Profiles

DataBrew

DataExchange

Data Pipeline

DataSync

fil

C(
We

ht

C(

C¢

Cl

d:

d:
n¢

d:

d:

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_CONTROLTOWER

AWS_ENDPOINT_URL_COST_OPTIMIZATION_HUB

AWS_ENDPOINT_URL_COST_AND_USAGE_REPO

¢« RT_SERVICE

AWS_ENDPOINT_URL_CUSTOMER_PROFILES

AWS_ENDPOINT_URL_DATABREW

AWS_ENDPOINT_URL_DATAEXCHANGE

AWS_ENDPOINT_URL_DATA_PIPELINE

AWS_ENDPOINT_URL_DATASYNC
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BEES

serviceld

DataZone
DAX

Detective

Device Farm

DevOps Guru

Direct Connect

Application Discovery
Service

DLM

fil

d:

d:

d¢

I

d¢
T

ni

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_DATAZONE
AWS_ENDPOINT_URL_DAX

AWS_ENDPOINT_URL_DETECTIVE

AWS_ENDPOINT_URL_DEVICE_FARM

AWS_ENDPOINT_URL_DEVOPS_GURU

: AWS_ENDPOINT_URL_DIRECT_CONNECT

AWS_ENDPOINT_URL_APPLICATION_DISCOVE
RY_SERVICE

- AWS_ENDPOINT_URL_DLM

BR A4 E I B

130



AWS SDKs #l T&

BEES

serviceld

Database Migration
Service

DocDB

DocDB Elastic

drs

Directory Service

DynamoDB

DynamoDB Streams

EBS

EC2

d«

d«
S’

d

d
3

el

el

AWS_ENDPOINT_URL_<SERVICE> IRIESH

« AWS_ENDPOINT_URL_DATABASE_MIGRATION_

SERVICE

AWS_ENDPOINT_URL_DOCDB

AWS_ENDPOINT_URL_DOCDB_ELASTIC

: AWS_ENDPOINT_URL_DRS

: AWS_ENDPOINT_URL_DIRECTORY_SERVICE

AWS_ENDPOINT_URL_DYNAMODB

AWS_ENDPOINT_URL_DYNAMODB_STREAMS

AWS_ENDPOINT_URL_EBS

AWS_ENDPOINT_URL_EC2

BR A4 E I B

131



AWS SDKs #l T&

BEES

serviceld

EC2 Instance Connect

ECR

ECR PUBLIC

ECS

EFS

EKS

EKS Auth

Elastic Inference

ElastiCache

Elastic Beanstalk

fil

el
ni
C1

el

el

el

el

el

he

€«

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_EC2_INSTANCE_CONNECT

AWS_ENDPOINT_URL_ECR

AWS_ENDPOINT_URL_ECR_PUBLIC

AWS_ENDPOINT_URL_ECS

- AWS_ENDPOINT_URL_EFS

AWS_ENDPOINT_URL_EKS

AWS_ENDPOINT_URL_EKS_AUTH

- AWS_ENDPOINT_URL_ELASTIC_INFERENCE

- AWS_ENDPOINT_URL_ELASTICACHE

- AWS_ENDPOINT_URL_ELASTIC_BEANSTALK
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BEES

serviceld

Elastic Transcoder

Elastic Load Balancing

Elastic Load Balancing
v2

EMR

EMR containers

EMR Serverless

EntityResolution

fil

I«

O«
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il
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el

AWS_ENDPOINT_URL_<SERVICE> IRIESH

- AWS_ENDPOINT_URL_ELASTIC_TRANSCODER

- AWS_ENDPOINT_URL_ELASTIC_LOAD_BALANCING

- AWS_ENDPOINT_URL_ELASTIC_LOAD_BALANCING_V2

AWS_ENDPOINT_URL_EMR

AWS_ENDPOINT_URL_EMR_CONTAINERS

AWS_ENDPOINT_URL_EMR_SERVERLESS

AWS_ENDPOINT_URL_ENTITYRESOLUTION
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BEES

serviceld

Elasticsearch Service

EventBridge

Evidently

finspace

finspace data

Firehose
fis
FMS
forecast

forecastquery

fi

fo

fo

AWS_ENDPOINT_URL_<SERVICE> IRIESH

- AWS_ENDPOINT_URL_ELASTICSEARCH_SERVICE

AWS_ENDPOINT_URL_EVENTBRIDGE

AWS_ENDPOINT_URL_EVIDENTLY

AWS_ENDPOINT_URL_FINSPACE

: AWS_ENDPOINT_URL_FINSPACE_DATA

AWS_ENDPOINT_URL_FIREHOSE
AWS_ENDPOINT_URL_FIS
AWS_ENDPOINT_URL_FMS
AWS_ENDPOINT_URL_FORECAST

AWS_ENDPOINT_URL_FORECASTQUERY
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BEES

serviceld

FraudDetector

FreeTier
FSx
GamelLift
Glacier

Global Accelerator

Glue
grafana

Greengrass

GreengrassV2

fil

C1

C¢

AWS_ENDPOINT_URL_<SERVICE> IRIESH

: AWS_ENDPOINT_URL_FRAUDDETECTOR

: AWS_ENDPOINT_URL_FREETIER
¢ AWS_ENDPOINT_URL_FSX

« AWS_ENDPOINT_URL_GAMELIFT
- AWS_ENDPOINT_URL_GLACIER

- AWS_ENDPOINT_URL_GLOBAL_ACCELERATOR
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