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WEEA IAM Identity Center £ EZANRE , F2HEAWS BA (FEAEEE) FHEA
AWS FERA O3k,

EREFIEGEHMERE
1. 7 IAM Identity Center 7 , BV BRBREAKEERF IREERNFTIIE,

MERTR , 5F2E (AWS IAM ldentity Center A& ERE) hWELFIE,
2. BEAERRERE K ARYERFEERE-—ZEAFIVE,

MERT , F2HE (AWS IAM Identity Center A &) PHVFTIEEE,

a8 7% FA 2R B A Security Lake FYIRF

Security Lake B2 & AWS Organizations , AEBMEABPZERFH BFEKE. MREEERBBE
F Security Lake , &2 7B A Organizations BEIRF RIEEZ KA Security Lake BIEE, A% , &
PEAFHAEREEENEAER KA Security Lake, FIBRERFE |, W AMPIEA Security Lake,
MEFHMER , FFSBE Security Lake AWS Organizations R{EH EEZEIRE.

RNE , BUUBTBABEBIBE RS A Security Lake , T AEE Organizations B4

BB Security Lake By E EE18

XA Security Lake 281 , 5FZE T HIEE :

- Security Lake IRItERBEE NG , ERXRTEATURYERAWRE BFRE AWS BE, BEEE
FIE BN EFHFRA Security Lake , BRI LLUEEE A BN EHIEE, B UHgEERES ,
BER S ERGEAEIE—ESE,

- BRELEFMAZEN BEUA Security Lake AWS [E1F], MREERM , BMEEEREEBEHANES
A, Security Lake B Af AN EERERRKREIEETHHNER . MR Security Lake REFFEXE
WESHHA K EREEZERSPEACHMREREERNEISRE,

- BREREFMREFA Security Lake B , ERREMIRFEIBR WRBERA
fBAWSServiceRoleForSecuritylake, WWABEE AWS R KREFUHM NRELZELE
BUHNEEA . MERBEFEALEFELXNFAES  F2H AM EREEREPHNER R ES S
B, MRERA Security Lake A& ZRAY Security Lake E¥E S |, Security Lake BT HEE
RERFHTEVRBERZESE,
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« Security Lake %18 Amazon S3 I HE. BUERHHEEITEIF | FHENSEH S3 YHEE. &
FEETFELRANHEESFEEENCAFTERINEER M,

- MREBLESHAAAREEESE R Security Lake , IBAERSTHIER Security Lake A il BREX [ 13 49 ¥
F& AWS Glue EHIE,

FRAEEARA Security Lake

R EBER B AT EIB B A FERTE Security Lake AWS Management Console, E& #9—384% AWS
Management Console , Security Lake EIR A RREEHCWAFIER , YBIETERHFIEN A X
= AWS Identity and Access Management (IAM) &€&,

HER 1 FRERIR

Security Lake ERRBFERIFUKREN F KEBFE AWS 1RF MSHER AWS Bifl, FHREELER
KRB EFHE Security Lake INEMLEE R, ERBEEMELE FRMPREEN AWS RFE M 5HE
Ho MFEHIE BRI RRAVFFMER , 552 1€ Security Lake FE BT RIEREE R

RERRREES

1. ¥ https://console.aws.amazon.com/securitylake/ BARX Security Lake &,

2. FAEEALAN AWS BiF EEEE , BENESE., @UNAEMARER s EEMNEM4ES A
Security Lakeo

3. EERBEM.
4. SHEEEIABNSEHRE  EETHIES—ERE :

a. HREENFERR AWS R - EFRIZEZMRIER | fEF 23 CloudTrail - S3 BRI EH., ER
K AB#EKE CloudTrail - S3 EREH RS AIBEFERAERST, EEHEUMKER , 3B
EVREEV4S E AWS RIRIEIE,

b. HEEUAFE AWS RiF - EALLEE | B LLEE — S EERMERY B FMNE4RIF,

bﬁa"]

(® Note

ERE—IREWRFHPRA Security Lake B , FTEEEH AFSNEBHRETHKEERAE 15 KR
EXAHN -2, MEAERTERNFEAER , 28 REAENEERAE,

5. &HEIRA | BREERTHEE A FNE4 RN ERRIFERA .

EREEE 9
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/A Important

MRLBREEREEEBTRAFRE AWS BSRRFMENAGT |, BHIEEHN
Security Lake BEE &, MFFHMENR , F2EEMALHT I,

6. S¥HENESE , EEETEXMAXENESNEEEIENAFNSHRER, IRERERKER
B, FENERTHERERN B

7. SHEBRBEFR , BEUFHN IAM SHERAREN IAM A6 |, Z Security Lake BREKEEH R
£EH , WKHMEEENER N, EERA Security Lake WATEEEH , AEEA—EHE,

8. lgj% Next (-F_i)o

SR2 ERFRERENERRED (ER )

B AR E &% E Security Lake EHERIH Amazon S3 R , UREHRENNFERE.,
HANEEREESREHREZEARENER. ELEREASR. NEFHHEEN , F2 BﬁSeourltx
Lake PV A mIEHEE,

RE R FNRBRE
1. MREBEREHRZEERESSHIRE RS FEENRLESPREFEREES. EE
RARSNMEHEMHERMNESE, EUURE-—RSEAREBE.

2. SHENEEREFEER , #IF Amazon S3 REEFEHEE. ARMRETEANA S EE, NMREFEEREHR
ZEEHRI S —EARFRER  FRUEREHE (UXAEN ) , ARBENEESE, 1%%%@%*
R, MHEEH , Amazon S3 A5 HMIBR. 0F Amazon S3 EFEBIFMREHNEFMER
B0 REEE,

3. MRZLEF—ESRPENTELESE 6 HARKFE , FELHFN IAM 86  FERABREEN
IAM £ | ##F Security Lake BZEEHEZERMEFT,

4. BEE Next (T—%)
HR 3 mBANEIERM

& Security Lake #&{EHIEERIRIR, EHREBEE , UREHNRERE. AR, BAENER
#o
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HEMRENEIE R

1. B Security Lake B , BB AFSNEHRE. BiF, SREFHMNFEFEL.
2. &I Create (B3),

BUYENERMZE , 8 Security Lake TR A LBIRHEEE, EERHAERINEE RS
E. FTREMHBEANBENBS,

BEDRERSETAE 14 RNEERE , ELBEF T E Security Lake fRFE =X Amazon S3 #7778
B, NEERESERENEMEFMET , B LLIaTE Security Lake £ AMBEEET,

R4 mENEHEECHNER

BBz % , B LUER Amazon Athena SR LIRS K43 M & AWS Lake Formation & ¥}
EMERRTNER, EEEH - AK |, Security Lake EE B ERERRIF IR FEARBA
Security Lake WA &, AEELXAEFER M. MEFAUBRNFHEN , F2H Lake
Formation A&F IAM 5T A]£E, MERFSELECTHFUMIER , 5528 ( AWS Lake Formation B
ABEE) FRERERERSFERTER B &,

HER 5 BAUFIRAE

BYERNc®R , BRI RELRAER, FTREJIEBEREFE Amazon S3 fEFFEHH
VG REAERHRIMAER, MFTREENFMENR , F2HSecurity Lake FEYFT B EEE,

ARERERET 5 N A Security Lake

A EBRAMAARERNERET A NBA BB R Security Lake, Amazon Security Lake API 7] &
DR ERETH NFH Security Lake tRF, ERMER, HF , BAILER AWS iR TE - AWS
Command Line Interfacez AWS Tools for PowerShell - 2 AWS SDKs 3R#ZEX Security Lake,

FR1 B IAM A&

MRELENERFT A RNE Security Lake , BI24AZEE Y — L AWS Identity and Access Management
(IAM) A& , THEERELNERM,

/A Important
MRS Security Lake £ A REUAFEZE Security Lake , AIFFEERIIEL IAM A€,
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MREGEHFM T —RZEEE , AIXEAE IAMFEVAR (EFEEUNETESEDEN IAM AGFH
MmER ) -

- BIYBFIRE - BEIRBRRREZBUNANRIE AWS IRHE , AT ERHEIAZE Security Lake.

- EVERFERFENIRE - EAFTNTRETUEERENERAFE S3 U4,

- BEYEREHTFIENGTIEE - EAEFIMNITEE TLER Amazon Athena FARIERE Security
Lake EHE R

- XERERE - REREEEHRAEZE WER AWS EiF,

BAULABRENAGE  FBiE#E AmazonSecuritylLakeAdministrator AWS 2 & B Z & F KA
Security Lake WA®, LWBERR FEEFA , AFFEFTAMA Security Lake M ZEXFi A Security
Lake E'flﬁo

E# AmazonSecurityLakeMetaStoreManager AWS 23 &R #E Security Lake EHE RN SE
B3R, Security Lake BELIBR , FREXEME., HHRMNFARKREVNRHRBFNESHERLN
(ETL) F7,

B 2 - BUA Amazon Security Lake

EEBLRERRET A NBEA Security Lake , 55 A CreateDatalake Security Lake API BV #R1E, TR
BERAKN R AWS CLI, 5B#1T create-data-lake 5. EEMNEFERD , A configurations ¥
#regionfI A 2RIEEEEZERKA Security Lake 2 EIFN BT, MERHNAEEE , T80 B
Amazon Security Lake i 2l AWS —f&&:#&,

gl 1

THEH G SETE us-east-1F us-east-2EIFHH A Security Lake, EEMEREEF |, thERH
#EFEH Amazon S3 SELBNE, YHEE 365 REZBH , YHEE 60 XEERAE ONEZONE_IA
S3 FEER, LEHI 24 Linux, macOS & Unix 81t , YEARME () TEEF T RRETE
38

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1"' \

S B8 2 . BUA Amazon Security Lake 12


https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonSecurityLakeAdministrator
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
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--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/sexrvice-role/
AmazonSecuritylakeMetaStoreManager"

g 2

THEHGFSETE us-east-2EFHH A Security Lake, & RHHEFEHE AWS Key Management
Service () PRI EFZESWEITMEAWS KMS, MHETE 500 RK&BH , mYWHEE 30 K&
A GLACIER S3 EEF8EA, EFIE & Linux, macOS = Unix #=1t |, W EARFHER () 178
B RN E AN,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"}, "region" :"us-

east-2","lifecycleConfiguration": {"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"GLACIER"}13}}1' \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/service-role/
AmazonSecuritylakeMetaStoreManager"

(® Note

MREERA Security Lake , WA EFE#[EIFHRIRWAHRERE , 7FFEH UpdateDataLake #
£, REWMRAFEA AWS CLI , BIAB update-data-lake 5. EMEH CreateDatalakei
E.

HER 3 FRERIR

Security Lake R ZERRUAREHN M IWE RS AWS tRF MIE4ER AWS [EiF, FBKRIELIE
TR BIIRFE E Security Lake IWERER, BRRABEMFAELIE RRMEEEEN AWS R AR
Ro MEFIEBFTRIRVIEREEN , B2 B1E Security Lake FHY B RIFRMEE R,

EFEUBAFFI AR ER DL BESRIR , FBEMA Security Lake CreateAwsLogSource B API 1
B, SHEIE{ENRIR , $87E sourceName S8 EEM —E., BEMHFERAHGSE , SRFENWEER
FAEERSE (accounts) BAFEMA ()sourceVersion,

(® Note

MBBAEBRPEEZRALE , Security Lake ERIBEHBRNSE  BENBEREAZEE
RROFTERFRMERS, fltn , MRERZBBAIZEIR Security Lake BEE |, M HIEHEBR

HER 3 REFRR 13


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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accounts 8% , Security Lake B ENBREAZABINAAERS . kit , WREHERR
sourceVersion 2% , Security Lake B ENERERAZIEERFENIERE,

MREBFERBEEL M KRBA Security Lake (RS , AIZ 4R, EEMAIEES , FE
EregionsfES|{EEELRSRUA Security Lake BWEE, ¥ , AT EEHREA Security Lake ,
REBRREREBHFER.

ERE - IREWRF PR Security Lake B , FRARIM BREMEBARFEDBEKA 156 REEZ AR
—80. MEABRKRTENNFMER  F260 REREMALERA,

FR4: RERTFERENELEE (EH)
IBALAIE E 8% B Security Lake B E B Amazon S3 fEER , URERERNNBRERE, &

A EERABREHREHREZERENER, EEREALR, WEFHMEN , FZS B Security
Lake RV EMIBHREE,

= EE A Security Lake RUARENEFTARAERBEBE , A CreateDataLake Security Lake
AP| fig1E, MREERKA Security Lake X EEXRBHZBHE , 5 UpdateDataLake 4 , M3k
CreateDatalakei®fE,

HRME—RMF , FEAXENZ2HREECRENERRE

- FEEERMAEE , FFEA region MUREELEKERNEHRERAERENET,
fEreplicationConfiguration¥ffregionsf@?|d , EEBEAREESN EEHE. NFEHK
S5 | 5528 P8 Amazon Security Lake imZAWS —fix&#E,

- FEETERNWRERE , 5FH lifecycleConfiguration 2 :

« ¥ transitions , IEELEWN S3 YHFHREHE Amazon S3 7RI (days) PRIERXE

(storageClass),

- #t¥f expiration, EBEEERMYHR , FREMAREFEE , £ Amazon S3 HREATFWHIEXRE,
ENRBHERE , S BH , Amazon S3 A5 H MR,

Security Lake A8 ENRBHREEMAELEconfigurations¥Hregionty MUFIEENE
o

Bl LTS ERIER , Hd #8 ap-northeast-2 MAEME, us-east-1 BEHEEER
BB ZE ap-northeast-2[EiH, LEFESHITEZERANYHET 10 RNBHARE,
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration”": {"expiration":

{"days":103}3}]1"' \

--meta-store-manager-xole-arn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

BRECBIENWER, £/ ListDataLakes #4E Security Lake API SAREER1E = {8 [E 13+ BB
Security Lake F1&# & BB E o

MREBVERAREEBERIERR , BULUER BB HISNEE ListDataLakeExceptions &4E , M FEH
BENE A EFI SRR CreateDatal.akeExceptionSubscription 46, MEFMET , FS B U ERHM
REHITHEDE.

S5 mENEHEECNER

BUERHZ% , BOLIER Amazon Athena SEE LIRS R 4R F1 & AWS Lake Formation & ¥ E
MERRPNER, EEURBKRFTHRNBA Security Lake B, T2 HEBRFERERBRIFT., DY
BERHMEHEEIRS AWS Lake Formation #4ZBASSELECTH A FAERAREHHEER EMNEBRN
IAM B, BeELNEEEERDTENE, MEFTEBHRWEEMEN , 55208 Lake Formation &
B IAM FFAI2E, MERTFSELECTFFAIMNIETR , F2[K  AWS Lake Formation B A &) +
WERERERFERTERE &I,

HER6: BMFIRA

BYENERA 2R |, S LEETREUNAENESR. FTEEJEBERFE Amazon S3 f#F
RPN YHNERERNRIAES. WEFTRENFEEN , 5526 Security Lake FHIFIFHEE
H,
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£ Security Lake AWS Organizations F £ EE ZEIRF

B LAE A Amazon Security Lake #8218 WWEZ £ BFMNEH AWS tRE., AT HEBEE{LAEGLS
ERENERE |, mZUBRZE BN Security Lake B2 S AWS Organizations.

£ Organizations 1 , BRARBUEBHVIRFBAEERF . BE4 Security Lake B2 Organizations
BE K BEERFXEBEMHABHEIR Security Lake EEEIRF,

ZK Security Lake B & W LABUA Security Lake Y AR &R S 5% E Security Lake 828, ZEMHNE
B8R LAERA AWS B Security Lake PR ( ERMMIE EEEABERS KSR ) P, £EE
ABPWERRTNESH., ZRNOEES A LIELE Security Lake , LB BIWEFEBIREHN BFENE
H®aEH,

ZIKEY Security Lake EE S AT AFHIEABIR SR PR BN SHER. Eit , IR BAERE Security
Lake RN K BRFHENER ., MEAIURFIIRECEARBK SRS AESERNETT,

BERBBHHZEIRSRA Security Lake , #BBERIRF LA L BBBIEEZIRE Security Lake &
EERF, ZIRWEESEZALURBBRAMERE Security Lake,

/A Important

#F Security Lake RegisterDatal akeDelegatedAdministratorAPIZR S8 8F Security Lake 1ZEUE
HUAE#E , S EEM Organizations WEREES,

MREFE A Organizations APIsEEME RN EE S , WJREE LK IhE L Organizations KYBR
EiEAE, BERRTEYRE , FEA Security Lake APIs,

MERTEARBHOAEREN , 5528 AWS Organizations FAEIEE PN ETMEEHELE.

Z Ik Security Lake BB ENEEEZEEE
A FTIRE  EEREEEREIREE S Security Lake FHTAFR :
ERNERSEMEEEFHMERE,

ELRBEUEREEER , TENAZMA Security Lake HEEEFENEREES,

Z Rk Security Lake EXEENEEEZEEETE 16


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator.html
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KRMEZREA Log Archive IR FEXE A Security Lake ZIREES,

Log Archive IRF R ARMEEMNHEFEMEZEHEB A AWS 1RF 89 . IRFHNFEBEEERR
DEFERE  fINERABNZEER , LETERAE, RMEZBEH Log Archive IRFERXE A
Security Lake ZREEES , MELAUBRKRELLHEBAFZTNEY , URABREZERE.

A, RMEBRE—ERINEAZETUEREFR Log Archive 1RF . FELIZREEZN , R
£ F&H EEFH Security Lake WWEKHNER , B LG FIF18 A Security Lake 5TBE, WIEHEH
BT EMNEF , 5520 Security Lake RHFTBIEEE,

MREFREH AWS Control Tower BR#& , BITJ 8828 Log Archive 1RF . 0% Log Archive RS Y
HMER , Bl 22 SE 54 P Security OU — Log Archive 1RF . AWS

HEREE —BAEREES.

BREMBBAREE —EZE WM Security Lake BEEE,
ABEERFTHERERNEES,

BiIZ AWS 22 BEEBBRNZEERFRL , ENEREERFTERZERNEES.
ZRNEEESXARERPEBE—E0,

EEMBREZE K ERONEEERFEEZBEERE Security Lake, BH B ERBTEEBHNERE
HE  S#EMA Security Lake EBEFBRAEBHNEIRS,
IAM EEEZE RS EEMENTT

EEZIRA Security Lake EE B , MU EBWBRUA Security Lake BIFFA , YW EA T I ERBFRIR
& 5l HH B9 B £ AWS Organizations APIEE,

& LATE AWS Identity and Access Management ( IAM ) BERERF B THBERR , AR FELEH
A,

{
"Sid": "Grant permissions to designate a delegated Security Lake administrator",
"Effect": "Allow",
"Action": [

"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",

IAM EERREBESFMENFT 17


https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

]I

"Resource": "*"

FEEZE IR Security Lake BIEEWHIERERSE

BESNFIRAZE , BEBIEEZERN Security Lake BEXEBIRF . R GEMBEERFS AU AHERE
EEMNEESIRF, EREERFTEREEABNERERSIRF,

(@ Note

- HHBMEEIRF B[ Security Lake RegisterDatalakeDelegatedAdministratori®
ERIEEEIRAKY Security Lake EIEEIRF ., T &EFEB Organizations 3EEZEKY Security
Lake %IEEO

- MREBELFEBNBREES  EXALBBREINZREES . AR, BULUEEN
MNEREES,

Console

1. 1 BARK Security Lake E£#8 & https://console.aws.amazon.com/securitylake/o

E RSB EERFREREE A

2. -« WREAREA Security Lake , FHEMFEBRFER , REREMA Security Lake EH LIEEZEIR
B Security Lake B2 &,

- MRER/A Security Lake , FFEFEEE LIBEEZMRH Security Lake BES,

3. EHEERERGS MRS T , BRERTHM AWS Z2REZREEENIRFE (B=R ).
RNE , WMALREIEEAZR Security Lake EEEZIRFM 12 M8 AWS 1RF 1D,

4. BEER. WREKRMA Security Lake , AIIEEEZ RN EE SR ELE N EEF HXIRF R
F Security Lake,

EEEIRA Security Lake BE S X HIFH SRS 18
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API

EELURERRGTARNIEEETRNEES |, BF A RegisterDatal akeDelegatedAdministrator
Security Lake HV#R1EAPI, B4 ARMBBMEERF WA #1E, MREEHANZE AWS CLI, FH
17 register-data-lake-delegated-administrator 3R B#EBEEIIRFH i H. EENERHP , £H
accountId BERIEE AWS tRF EEEREBEREESIRFMN 12 LERS ID,

fln , T5 AWS CLI S E2EEEMRNEERE, LEHIE &Y Linux., macOS 5 Unix #&3X1t |, I
FERARFE () TEEFZTRKETEM.,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

EMNEEESHLIRZEHREFEBKRSN AWS BFENS4ER. FHLER , BERFHE
Z FIEREF | Security Lake & B B)EFTIRFE FEUAE AWS Organizations, 5 AZREES , &
A[LAE A CreateDatal akeOrganizationConfiguration &4 Security Lake , APIZ & , I REE A

AWS CLI , BI#11T create-data-lake-organization-configuration fi ¥, &t A LAEFER g EHIR
FH S ERRERE,

f5lan , 5 AWS CLI s H'® B BHEFRVAEBIR S P RUA Security Lake 1 Amazon Route 53 ###T
EXEHHFF. AWS Security Hub & R H Amazon Virtual Private Cloud ( AmazonVPC ) i
EHFNES, EHIEEE Linux, macOS = Unix 1t , SWEA KRR () TEEF RIS
AR,

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}]1"'

EEBERRFIEEERNEEE %R , EEEUAMBMBBMANMERE Security Lake, EZIERHA
FEXE Security Lake , SUKNEEBHERIRSH AWS AFEMNBHER., MBEFHMENR , FSEE
Security Lake AWS R 1t IKEE#,

EALAE A GetDatalakeOrganizationConfiguration #24E , LLERB4E#AE B si 3 K E R FEREMEEAE
o

BKRZERE Security Lake EEE

REHEBEERS T EBRREBMNEIR Security Lake EEE., MRLEESFHBNEREES ,
ABRENEREES  AREEFNEREES.
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake-organization-configuration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html

Amazon Security Lake EREEmR

/A Important
BBRZE KM Security Lake EEEESMBRENERM | X EAEBPIRS R Security Lake,

&ML ER Security Lake TR ABEHBBREMNEES, ELEBRARUEBRARAHARNT.

EEUERARGTANBRERNWERES |, 55 A DeregisterDatalLakeDelegatedAdministrator Security
Lake HYIRVEAPI, ZBAAHEBMEERFUA BR1E. MREER AWS CLI, FF#IT deregister-data-
lake-delegated-administrator 2R AR EEIRFH @5,

Flan , T35 AWS CLI ST S BB EBRZE IR Security Lake BE &,

$ aws securitylake deregister-data-lake-delegated-administratoxr

EEREZRNEEESETE , E2EMNERFHNBBERRE , BEA
DeleteDatal akeOrganizationConfiguration Securlty Lake HYIRYE , APIZE |, tNREER AWS CLI,
Al delete-data-lake-organization-configuration i s, RAERRNEEES AR FHEMBMMNSELEE,

fflzn , 7% AWS CLI s s EFLERMAEBNFTEERS B BUE Security Hub AERFER. &
REEEFHIIRIER , TRERSE TS Security Hub SR RERZTERH. LHEHICHYE
Linux, macOS =% Unix 81t , WHEARFER () TEEF TRKEZ UE M,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"SH_FINDINGS"}]1}]1"

Security Lake ZEFFE

A #B#BERE Security Lake # , AWS Organizations B IER S A LUEB Security Lake BUA ZEER
7, ZEEFEAE Security Lake EVIAMBRBEREAE , Y ELNABRHEKRFPRREBITE
., WMFEFHME , 5828 AWS Organizations A EIEE P AWS Organizations E2E A AWS
R HEEEA,.

BEEBEERFNMERE |, B LME FEH Security Lake I ZE1EEE AWS Organizations, #1%E
ERASEEEINIETR , 5528 AWS Organizations £ A&/ K 2040 5UH 5 A S EEFE.

MRFIREESN AWS 1kF EF. BENER K 2REFAZEENFIG
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access

Amazon Security Lake EREEmR

B Security Lake RHY[E 1T

Amazon Security Lake AJLARE AWS EiF BRARBN L2 BAFENEH. BRESERESE , EEHR
SEFBRETREN Amazon S3 @ iFIFEYF. BAUATRNERFEEFENERHHERE (i, FTRHN
REMRERE ) . BEAIUEE—SZEREEE , LEHREZEARFNESR.

BREEFRE

Security Lake AJAB Z i WEER AWS EE, EEERERVINME | THRBNARESARESE
SREEY, BEELRERFNFEAE , YR T ZBEEEEHN B BiikiE,
Console

REREFHMRE

1. 1 BARK Security Lake E£#8 & https://console.aws.amazon.com/securitylake/o
2. EEEBERKT , EEES. EHEEEELR , A EA Security Lake Ky [EE B,
3. ENEE 6 AREBEFEUEEZXESNFHENA.

API

EZEMSBEESF BFESHMEE , B GetDataLakeSources Security Lake BYIZ/EAPI,
MRIEERRE AWS CLI , 5E#IT get-data-lake-sources S, #H¥ accounts B8 , EE—=
Z{E AWS 1R IDs i AFE., MREMWFERKI , Security Lake E{EE B 5I [EFFIELIIRFHY
RER , @FE Security Lake IETEREHRE AWS RIRWEER , UREERRAME, MRERTE
accounts 28 , BEE 3 S BRI EE P ERE Security Lake ZFIEIRFE Y HFEWEAMRRE,

fflzn , 7% AWS CLI i S EHELE sl B RIS ERF M BFENEME, LLEHIE e
Linux, macOS = Unix &1t , WFEARFHR () TEEF TRKIE TE .

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

T% AWS CLI s w5 HigEEEHPFIAIRE M2 BMARIR B EARRE, WEH S e
Linux, macOS =% Unix 81t , WHEARFER () TEEF TRKEUE M,

$ aws securitylake get-data-lake-sources \

REBE KA >


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html

Amazon Security Lake EREEmR

--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'

EEYEREEAEZMA Security Lake , 55/ ListDataLakes ., MREFHZE AWS
CLI , #4117 list-data-lakes 855, &¥ regions 28 , EE ESNESNKE , HlEE R
(#EEEEdLEB ) us-east-1 Eif, WEEFHNAEEE , F2 8 FH Amazon Security Lake i
BAWS —fif2#E, ListDatalakes BRERSEERBEFRPIEENSEREEA Data Lake fHREER
Eo MRIEKRIEEES , Security Lake EE[EFE A Security Lake [E15 H & #1589 AR B8 M 4 58

B

ax E o

flzn | LATT AWS CLI S8 B°R eu-central-1 EFHERANAREMNBERERE, HEH CEHY
Linux, macOS = Unix &1t , WHEARFHER () TEEF TRRIE TE M,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

SEEEEE
BESRERFNGZE , WERELETIREHN —DZEELRBHPHERE AWS EiF,
Console

1. 7 BARK Security Lake F 15 & https://console.aws.amazon.com/securitylake/o
2. HEEBEHKT  EEEHE,

3. EBEHEHE A AREERE.
4

EH <Region> RATRIRFHNERRFEZIG R , UHEREERENZIZER RN o
&

SHENERREER , REFREBR  AENERFERETERN,

6. HAER 6 EEMMIERIFREEHNER, EBRETUERNERGIEEER AWS ER
WEEK , T AWS IRF (SERFH WERDBERE, WEE—-STH , EFSE Ei Security
Lake ER.

7. FEREERAREESR K FESEERTRERERE (ERET ). RREE Modify
(), AENRREEERD , BRETEREE, ZENEMESE , Y@ Security Lake 12H#
BEZERBETSERNNT. ThR 6 FERREURTFRE,

o
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lakes.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://console.aws.amazon.com/securitylake/

Amazon Security Lake EREEmR

API

EEURRFRFT AR EHERMNEFEERE , 5F A UpdateDatalake Security Lake BV VEAPI,
MEBELBFERAH R AWS CLI , 5E#IT update-data-lake i, #¥ region B8 |, EELEEFH
REZBENESNRE , FINEERD (#HSEEILT ) us-east-1 BiF, MEESHREEE ,
=28 T/ Amazon Security Lake i EZAWS — g2 £,

FAHMSBREECESENSAZRENHE , FlI0MNE LMW (encryptionConfiguration)
MRFEE ()1ifecycleConfiguration,

fflzn , % AWS CLI i & E# us-east-1EEMNERBHMRBFZEBIEIRARE, EH DeHH
Linux, macOS =% Unix 81t , WFEARFER () TEEF TRKETEM,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]1"

£ Security Lake HEREEHE[EIT
REESEAHRE RS HEMESNER. EEREERTHHEFAEDSRER.

MR Amazon S3 HIRE , FXEREFFZE SR (CMK) MEEFHERNEFE S3 TEME ( AR
) BEERM.

/A Important
MREREY T HIIRR , ATHRERBIRREBERESEBRM , Security Lake B EEHE
WEFIRRNSEEBTAMANSEER, ERELIHRER S3 2 EERBERANER
#1T , W0 EEFTR.

FiggEEECH , BB LTE AWS Identity and Access Management () F Y METEN AR
IAM :

- IAMEBEREEN A6
« IAM AR AWS Glue 2 EIEHN AR

e
it
i
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices

Amazon Security Lake EREEmR

® Note

B 18{# A Security Lake E32 A8 , Security Lake R XRELENELIAMACSFERABRENA
B, T , FEFEH Security Lake APIE} B , A EEINELAE AWS CLl,

IAM EREEN AT
WIAMA SR FEF A4 Amazon S3 , AEZ{EESHE B RKIF B EMEH,

EERFELNT , FEIUFTE FAEIAMBNA®SecuritylLake , Wi FHEHIBREZEEARAE,
£ Security Lake FE U EEEIFHE , B EFEHEH Amazon Resource Name (ARN), FEILBUE
i, sourceRegions EFEERI[EHSE, , destinationRegionsEEA[EHE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration",
"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

}
}I
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ERAEER

{

"Sid": "AllowS3Replication",

"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

B TIEEEREREZLNAE , SLAFF Amazon S3 BIEXAE :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

MREEHRE AWS Key Management Service (AWS KMS) WEF ZE S8R MN% Security Lake &

B, RTERERERDOFFIZHN , EXERT TR,

IAM ERHEEN At
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"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

.

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]
},
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",
]
}
I
"Resource": [
"{destinationRegionKmsKeyArn}"
]
}

MEEEARNFMERN , 528 (Amazon Simple Storage Service fEFEIEM) FWEREF T,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-repl-config-perm-overview.html

Amazon Security Lake EREEmR

IAM FARAEEM AWS Glue D EIENAE

HIAMA B &R T Security Lake AN 2 EREFHMEZERX AWS Lambda EEIWVFFA , LM EHME
HEEN S3 YWHH AWS Glue P EIE, MRFEILLAE  FTERERELIRELYHEBREN.

EERTELNT , BEIAA WAR AmazonSecuritylakeMetaStoreManager ( A EEE E N
A Security Lake BREV AR ), WFLAGHNFHER , SFWEOIBEK , F2R TR 1 EY IAM
A,

£ Lake Formation £ &7 , ZEXAKB TSR , LERHEEES IR
FAmazonSecuritylakeMetaStoreManager&fd :

1. 71 B3R Lake Formation 312 & https://console.aws.amazon.com/lakeformation/,
2. LEBFEAEFD?EA,

3. WMRHBEOOMERA Lake Formation 15 |, SBEELES R 1 FEVUSERNFERE , RARBREH
MR,

4. MBELIBEBRINBOOMER Lake Formation 188 , B 1T T SILZBHRERE Lake Formation EE &,

1. FEEBERFHNHFATT , EEEEACNEIE, EXRAHENERIEESERY , BEE
EEES,

2. EEEERNEEBHFERRD , St HAVEREN AR  RELE
3 AmazonSecurityLakeMetaStoreManagerlAMBY & & | SREZIBIERE,

WMESFERHERSTHNFMEN , 528 ( AWS Lake Formation B ABIER) HFHELE
BHEES,

FiE R =

BELREFNFIRGE  WRBTISRFETRES.

(® Note
EFAUSENEMEZARARE, T8 , REESTER? —AREEANERED,

Console

1. 7£ BARK Security Lake F 12 & https://console.aws.amazon.com/securitylake/o
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https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://console.aws.amazon.com/securitylake/

Amazon Security Lake (EE
2. EEBERTHRET , EEREESR,

BERY , RREFFTERERES,

EFERAERIENEMES., MREVBEFNESAREEY K FERLIER,

MREREE-RFERAEE  HRBREFHN , FEYFTNAMAGSERAREAVMAS ,
& F Security Lake BZEEFHEEERNFF,

6. THR&E A6 FEERT.

o bk~ ©

BB A LATE A Security Lake FfTiERERE ., MEFMEN , F2 B Amazon Security Lake A
.

API

EEURRKGT AR FEERLES , 55# A UpdateDatal ake Security Lake BR/EAPI, TNRIERE
PR AWS CLI , #8117 update-data-lake 55, EFERF , A region MUIEELEKER

EREEEESNES., £ replicationConfiguration Z&8regionsfE%|d | IEESEER
EiFH EHAE. NEERESAIEEE , 5528 PM Amazon Security Lake imBAWS —fixSZE,

il , FHlasSEap-northeast-28REARMBET, us-east-1 EFELERERZE ap-
northeast-2EiH, WEHHtbEAFIBEERHNYHIE 365 RVIBHAHIM, &4 2%
Linux, macOS = Unix #&X{t , MEARFHR () TEEF RIS TEM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":3653}}}1"

ST MED A Security Lake KE#f G IE!. HEERM , HEM CreateDatalake BIE (
% , MR AWS CLI , Bl create-data-lake®® ) . MEBEMANERERQERDHFME
#A , %2/ Amazon Security Lake AF9,

ENSBRERARESE
BESRENFISE , KB THIEER , 7 Security Lake FEF R BREEESE,
Console

1. 1E BARX Security Lake F 18 & https://console.aws.amazon.com/securitylake/o
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/securitylake/

Amazon Security Lake RS
2. EEEERTHRET , BEEREESE,

i#1Z Modify (f&2X).

HEZEFREBEESNERESR A FERBEESN JPEEEHMNERESR,

EEBREELESE K FEREERENERIITREBR,

TR®E , FEERE

2

API

EELURERFRGT AR EEMLES , 5BF A UpdateDatal ake Security Lake BI#R/EAPI, TR EME
FIR AWS CLI , 31T update-data-lake 5. EEWFERSD , FHXENSBIRIEERAR

=

&

- EEFWERMES , BHEH region MUREEEFEESAN EHNRE.
ffreplicationConfiguration¥#fregionsf@%|h  EESEEREEFSHNEFHKE , UE
MER, WEEHAEFE , 528 PH Amazon Security Lake imBAWS — 2%,

- FEBREMES  FEH region MUEEEBRESNEHARE, ¥
replicationConfiguration 28 , EVEEEME,

Flin | FHGmSER us-east-1M R EABus-east-2EREE ., ERMEEEESHEE K 58
ZFap-northeast-3EMET, EHISE¥ Linux, macOS 5 Unix &Rt , ¥ EARFHE ()
TEEFTRAETEM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3_ MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/sexrvice-role/

AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™:

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"'
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html

Amazon Security Lake EREEmR

Security Lake RV KRR EE

RERRE—REEENAFTNEN , FETE Security Lake PRBBR Z£EEHAEE
(OCSF ) ##BiER T ESHERl. Amazon Security Lake AIAR ZFERRKEAFNEHR , 2
FEREXE AWS BRI ME =5 B KR,

Security Lake 8 RIAKRER L#ITHEE, BRMBA (ETL) OCSF F# , UEREHRA
Apache Parquet 1§ X FfEBHER, BER , Security Lake B RREREFEREEEERH AWS IRFE
A Amazon Simple Storage Service ( Amazon S3 ) REFETEH AWS [E1F . Security Lake 5
ERARBENESRAEEE TR Amazon S3 #EFITH. SEAREHSEEN S3 RFHRIIEHE
BIBIFE , M Security Lake B4R BB ERKENERZE R —HTEH AWS Lake Formation Bl &
H,

*rE
« 7£ Security Lake AWS BR# 1t IWEE R
- ¢ Security Lake FH BRI REKREER

£ Security Lake AWS fR#& F{t WEER

Amazon Security Lake AJ AR T3 R4E B WE BB 4 AWS BRIE

« AWS CloudTrail EEMEREH (S3. Lambda)

« Amazon Elastic Kubernetes Service (Amazon EKS) #&# H &
- Amazon Route 53 Resolver £ A&

« AWS Security Hub BRE;&EE

« Amazon Virtual Private Cloud (Amazon VPC) 2 B &

« AWS WAF v2 B

Security Lake & B E)S It & R EI B 7 Security Lake HFRBBRB L& & 1EHIA%4E ( OCSF ) M
Apache Parquet 13X,

® Tip
% E 7 Security Lake F #7138 —ERZE LRRBEMA BFERIR , EFFEE D IR EE LR
Y ECEk , Word CloudTrail EEEHRN. MREEELREPDHRERSE , IFTTERER

# WEER AWS BRF 30
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$%#HRE | BN AI1E Security Lake FASH T8 A AFERIR. Security Lake EiBFE L BEEMNEH
BR, EERELRKRIER,

FORMRAE - BREFTH

& E7E Security Lake #7318 AWS RIS MARR , EXERELENF, BEEEEZEZARTIER
R Ar AWS Identity and Access Management (IAM) BRR E BT T HISHERZFT -

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable
 iam:CreateServicelinkedRole
* s3:GetObject

* s3:PutObject

BEA®EA M S3:getObjects3:PutObjectF O M FHMRGMNE REE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"

1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}

FORMRM - BREETH 31
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}

BB ET AR WEAFREMELH AWS R |, WiSHEXZERN AWS Glue EREME XK,
MREFER AWS KMS £ETERVENARSFZHME , BHFEE WEFTkms :DescribeKey,

#8 AWS BRFE A 3R

g AWS BRI MARIRE , Security Lake EEBHRRPUREZ L AFNEH, SLERRBIM
£ Security Lake H#TIBR4E BN AWS BRIE KRR, MFEMEBIIRFNIET , FF52H & Security
Lake F Y BET RRKEE R

Console
F AWS BEOR (E2A)

£ https://console.aws.amazon.com/securitylake/ BAREX Security Lake E3#2 &,

4,

1
2. HREEERPEERE

3. EMEEWEER AWS RIS 1, REBBERE,

4. ERFHREEET , RARR , ARBRNEZZARNERBEIRNER KRS, BiEE
#% , Security Lake EHEUR TR KN E R KR,

/A Important

MREREEREEBFHFRAFIRE AWS HEERREFTEN AR , FHIZEN
Security Lake BEE 8., NHFHMENA , F2REHMAEFT T,

EEFRTHAHIERNERRERAE , RS EEMTEERE. WENAREBEENGE
&R , 5528 Amazon Security Lake FHETREEE,
NE , B LIREBEENETIRAE , XEHAARERMEENFTE L8l RIFMRA,

5. EEHERYP , BEREBZRERRERWES, Security Lake B RIRUEFMEEH P ATE KR
FH&EH,

6. BE KA.

API

F18 AWS BE53GR (API)
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html

ERAEER

Amazon Security Lake

EEURERRET AT AWS IR M AXRKIER , 356EA Security Lake CreateAwsLogSource By
APl #24E, INREFERKE AWS Command Line Interface (AWS CLI) , 55#11T create-aws-log-

/0N

source @5, sourceName M regions BHEZE, HE , EUUERENSEERFIBIFE

accounts=H4FE sourceVersion,.

/A Important
BRENTFTIRHESHE | Security Lake BRFRONSUSREMES. i, MRE

== AN

TREM accounts 28 |, IS EERAZEBPHNERBIRFE,

T3 &a 55738 VPC Flow Logs A ERFMESPH KR, LEH SEHE Linux, macOS =
Unix #8316 , XFEARMBER () TEEF TREE TE M.

(® Note
R IRAS I 55 SR E B4 18 R R Security Lake B [E1E , SIS SR BIEERR, B UEZE
A RA Security Lake REEREEER , MEA regions SEIRIEELRESRA Security Lake
Y (@15

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

WS RIFESHREE
EECNFRL , BRESRNETE B A BT R B RSKEMIR S RIUR R,
Console

043 B B AR A R

1. ¥ https://console.aws.amazon.com/securitylake/ B EX Security Lake £ A&,

2. EBEEKT , BEIKRF.
3. BHEEBEERFEMINETLE  UEFAFNERSKA T WL B,

G RIRE S HIRAE


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
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Amazon Security Lake EREEmR

API

EEMSBEREE S BFESHIEE |, A Security Lake GetDatalLakeSources B APl 84k,

MRIEEAIR AWS CLI , FE#1T get-data-lake-sources . ¥ accounts 28 , B LU
— %@ AWS 1R IDs IEERFE. MRENFERKI , Security Lake BEE B #I R E LMK
FHMRER |, B3E Security Lake IETEREHRE AWS KRN EER , UREERFENARE, WREXRST

& accounts 28 , FIEE 3 B B EEHFPERE Security Lake ZPFT B RS BN EAERE,

f5lan , F5 AWS CLI sn 2RI E sIEFHIEEIRFH BHEEWEARRE, LEHIEeHE
Linux, macOS = Unix &1t , WFEARFHER () TEEF TRKIE B,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

£ Security Lake FEHAEFFH

MREZERFMEANERRRENERFMENABHFITRER — # AWS
Lambda EHE{H Amazon Simple Queue Service (Amazon SQS) 175l , BHBEE
¥rAmazonSecuritylLakeMetaStoreManagerV2 A& 2 T H & REREIE RPN E K,

BEREERENGE , WRRESENCNACREH T , YRVHNER , UREEE RSP MRAN
AWS BFERETHNER. ER—XMEEE , RAFITNERE BBEMAERRNERKIFERA,

Console
EMAGHTYT (EHA

1. £ https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &,

EAZ K Security Lake EEENEAEREA,
2. TEEEBEIRD , A Settings (RE) TiIZE General (—#%).
3. EEEHMAGHT,
4. ERBEFERESRS , BT FIEP—IF

- BYNERAFNERBEEE — B LUEA Security Lake B HY
AmazonSecurityLakeMetaStoreManagerV2 B,

- ERAEANEBREAR — EUURBEAREBEETRERANRBEAE,
5. BEEHMH.

EHAGHT
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API
EXAGEA (API)

EEBLURERRGTAREHFT , BFE A UpdateDatal ake Security Lake APl HViR{E, EEFEH &
¥EF A AWS CLI , 38#11T update-data-lake @55

EEFHERNWAGNT | B EERE AmazonSecurityLakeMetastoreManager BUER#E B,

filE% the AmazonSecurityLakeMetaStoreManager A

/A Important

KAGHAEHZE %AmazonSecuritylLakeMetaStoreManagerV2 , SEARRERHESE
EBE , BBBREAmazonSecuritylakeMetaStoreManagerAf, BREELERF 4 N EF
BBRAR,

MREREBBRAR | BHALMKPMERANazonSecuritylakeMetaStoreManager A& AWS
Lake Formation,

KR T 5B | £ Lake Formation 12 & BBRAmazonSecuritylakeMetaStoreManager A,

1. & A AWS Management Console , A% 7 https://console.aws.amazon.com/lakeformation/ B &
Lake Formation X#4&,

£ Lake Formation AN EBEE KT , BEEEEAGNTHE.
3. AmazonSecuritylakeMetaStoreManager REFEEFHBE .

#% Security Lake #Er AWS R A RIR

BELNFIRSZE  YRBTISRBREEXEN AWS IR Security Lake HRiR. BRI AR —=
ZERSNRER, EEBBRRIREE , Security Lake EF I RIEEEFHMIRE D RRWEESE |, 576
EELBRRGFIATHER. Ti@ , STEEMARTLUFER Security Lake EBBR Z Al R RIFEN &
B, BAREMERELIETREBREEXEN AWS R RiF. MEBRBIIRFEWERENR , FSHE
#& Security Lake P8 BE] RIRWEE Bl

Console

1. 1E https://console.aws.amazon.com/securitylake/ BAEX Security Lake £ &,
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Amazon Security Lake (R
2. REBERPIEEZRIR,
3. EEURR , REBBEEH.
4., BEEGEEILRIERWEERE EiF, Security Lake #5F 1L R UK S5k B P& [E 13 Fir
BIRFHNEHR,

API

EEUBRAFFT A B AWS R MARKIER , 55 A Security Lake DeleteAwsLogSource B9
AP| #2146, IREFEHB R AWS Command Line Interface (AWS CLI) , 58#11T delete-aws-log-
source @, sourceName Ml regions BHEZE, HE , EUUEBKRNEERSIAIEFE

accountsZ4FE sourceVersion,

/A Important
EEED TR IRMEBHAE | Security Lake ERFBMRINSHUSREM/E., Sl , IRE
TRt accounts 28 |, AInTEEAEEBTHEERSSE.

THEHEHER VPC Flow Logs , #4318 E iRk S M [E 15+ B IR

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts='["123456789012",
"111122223333"]',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"

THEHIEBER Route 53 A8 E ik F MEE I HRIR,

$ aws securitylake delete-aws-log-source \
--souxrces souxrceName=ROUTE53,accounts='["123456789012"]"',xegions='["us-east-1",
east-2"]',sourceVersion="2.0"

n

us-

LRgEH| 2 &H# Linux, macOS = Unix ETHRRAL , WEHRFR () B1TFTRRE TR,

Security Lake A #Y CloudTrail =4 B

AWS CloudTrail 12t &R F#Y AWS API FEILFE SR 52 8% , BIESEA AWS Management Console, the
AWS SDKs, @H5TEMSE AWS IRIEHEITH APl 4, CloudTrail t 7] 38 58 Bl HR L fF F & A0
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Amazon Security Lake EREEmR
REHZ A AWS APIs , AR X E CloudTrail BYRR#E, MIUAYRIR IP thit | AR I EFRE, WMFERF
B , 528 (AWS CloudTrail fEA &R https://docs.aws.amazon.com/awscloudtrail/latest/
userguide/,

Security Lake A LA EEER S3 I Lambda B9 CloudTrail EEE4# CloudTrail ER =4 BB B
#5o CloudTrail BEXEE4, S3 EREMHM Lambda EREHR Security Lake FHI = BB I RIE. K
I, BEEEP —EEMEAEENMN AFERREsourceName ¥ , TMEETEANE, EEEH , EA
BHEESEH , AZSRATHE PERYMTHERRIE AWS tRF. CloudTrail ERIEH , B A
ERTERE , SETEL PERLBTHNERREE AWS IRF, ELRIEEERAETH,

# E £ Security Lake FRINEE CloudTrail EEBE4 , B4 AZLE —EREFNFE A CloudTrail EIE
EHH CloudTrail ZEFEMBRE, VEAHHERBMALE. WREEHM REPERELHE , BIF
TESFLHMAERE , BIA 1L Security Lake RS HEH I A HFHRIR. Security Lake EBB I HEENSE
HhER  BEEEELRERIER,

ZEEHEHES A FERRZEEER{SEE— Amazon Simple Storage Service (Amazon S3) & 1E
BT AWS 1RF ., tIRE2EIB CloudTrail T2 A BEE S EFHIEH AWS Control Tower , AIFRFEE
#— S EE,

- WZEEIB CloudTrail BEXMEEEBHMER , 5F2BAWS CloudTrail { A EEE) T AHEEE
B M,

. WIEFEIB B AEEIERMEF AWS Control Tower , 552 EIAWS Control Tower { A EIER)
R fE A 528% AWS Control Tower Ei4E AWS CloudTrail,

B 184 CloudTrail B4 18 A RRE |, Security Lake &3 BIFIA KRR CloudTrail B4 HES. ©E
BEYBEENEHER , EER CloudTrail LA CloudTrail B MERIE4,

Security Lake T2 EEER CloudTrail 4L ER AR CloudTrail #HAE, HEEEEEIE CloudTrail
EHNERNRE , BXEMEA CloudTrail RBEEEARN APl, WFFHMENR , FSHEAWS
CloudTrail { fEA&IER) RHFER CloudTrall E4HE $ 50 @A =4,

THEERM GitHub REFEEERZEZELESE | LAERHA Security Lake @1a[#§ CloudTrail E4E%#( A
OCSF,

OCSFGitHub 1 E& for CloudTrail =4

« JRIFARA 1 (v1.0.0-rc.2)
o FORRRA 2 (1.1.0 b )
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Amazon Security Lake EREEmR

Security Lake F#Y Amazon EKS #¥# B

B 8% Amazon EKS Audit Logs #AXRIREF , Security Lake BRI E T Elastic Kubernetes
Service (EKS) BEEHF 1T 2 Kubernetes &R E#ITEBHIRAE M. EKS Audit Logs A] 13 BY & E R
Amazon Elastic Kubernetes Service W EKS &K BT A58 5 8,

Security Lake #EiB % B EEMEKSHE & BFFER , BE3ER® Amazon EKS 2§ FHC & sEELA
Word & BRFEH, HWEFHNRATEEFNNRE , -2 EEEN Amazon EKS #4ISFEE
$RAARE, MEFFHFMEN , F528 (Amazon EKS EHEEE) FHI Amazon Word 2%/ F E & #%o
EKS

Amazon EKS #&# H &€ <& OCSF v1.1.0, % Security Lake #{l#§ EKS Audit Logs EHREE(L
A OCSF W& , 528 Amazon OCSFGitHub Audit Logs Z=4F (1.1.0 it ) ) EKS 17 E R Ryt
8%,

Security Lake F#Y Route 53 T2 & A&

Route 53 2\ &5 HFE =B H Amazon Virtual Private Cloud (Amazon Word) RERFTIR HH
VPC DNSE#, EA A THERAREINEELN , U KRELZLRE.

B &£ Security Lake F #7318 Route 53 T2\ &3 H M B RIREF , Security Lake €3I EIFARIER
BYBEENEHSER , BEEH Route 53 WELHBEFAREIEHAF.

Security Lake T2 EEB &M Route 53 A& , E T EXERENBITENEHR&KERE, EEEEHEMN
EXEHBH , B4 AEH Route 53 REEEA., MEFMEF , F2E (Amazon Route 53 FIEE A
BiEmM) FNEERBRNEXEHCHERE,

THFEREEESEN GitHub REFEER , 5189 Security Lake 211d#% Route 53 HEFEEEEL A
OCSF,

Route 53 Hi6# OCSFGitHub 17 &

« RIFARA 1 (v1.0.0-rc.2)

o HRRRA 2 (1.1.0 ik )

Security Lake F#Y Security Hub & E

Security Hub AERZRAHBE T # AL MRE , AWS X JEERBLRLEXZENREELR
BEMWIRE, Security Hub REBERRUERERR , TIFHEHEM AWS REE=ZFEREEHNES ,
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Amazon Security Lake EREEmR

AR &% Security Hub 32T MZE, Security Hub & LAF8A AWS Security Finding Format (ASFF)
NWEEKNEEBESE,

B 181t Security Lake H##8 Security Hub FAEERMARIRE , Security Lake &M BN #7EB E I
BEBENEHER , BER Security Hub WEFAER R, Security Lake W AT ERFE R ASFF Hif
# 7£ Security Lake PEBABR R L EBHEIREE (OCSF ) (OCSF).

Security Lake T BB &/ Security Hub BEFE R EEM Security Hub 5%2E. EEERE Security
Hub BEEEE |, M A Security Hub R E#EA. API = AWS CLI, MNFEFMENR , FFSEAWS
Security Hub { EA&EERE) FHFAERERE AWS Security Hub,

THEERM GitHub REFEERZELHESE | LR Security Lake f11AI# Security Hub BEFEF
#4t A OCSF,

Security Hub FAE# R OCSFGitHub &

o RIFARA 1 (v1.0.0-rc.2)

« FRMRA 2 (1.1.0 iR)

Security Lake FHYVPCHi12 A 7

Amazon VPC 9 VPC Flow Logs Tt SHEUEAIREFREHBE N2 IP REMNMHEEEER.

B &£ Security Lake #7138 VPC Flow Logs #4&XIREF , Security Lake & 3 ENF RN EER VPC
Flow Logs, BEEBEIBEER/NARERFER , EER Amazon VPC A VPC & B

Security Lake T E2EE&H VPC Flow Logs S & &M Amazon VPC iR, EEEELNRER
i, BAAFEA Amazon VPC BRIEERE. MEFHFMEENR , 528 (Amazon VPC B ABIER™) F
W AR AR B &

THEERM GitHub REFEEZEZELESE | T# Security Lake 20{A# VPC Flow Logs Z#1{t &
OCSF,

OCSFGitHub Flow Logs B VPC 17 &

o RIFARA 1 (v1.0.0-rc.2)
o FRRRA 2 (1.1.0 kR )
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AWS WAF Security Lake 8 B &

E81E Security Lake #7118 AWS WAF % B RIRE , Security Lake & BIBAUERFE. AWS
WAF 2 Web FERREXB ARG , TAREESREAFEELILEAREIN Web B3R |, UREHEIH A
BHEFEE. RENEFATIEREN AWS EIR AWS WAF $ZUK Web fERIVEFE. FBERVFEMER , LU
MEERARTR RN FRER,

Security Lake AWS WAF EiB¥E I BE®EMN AWS WAF BEEER , Bt A B, LEFMNET
TEHENNRE , TS EREGM AWS WAF #HRE, MEMMER AWS WAF RREERAREXER
HEFMER , 520 ( AWS WAF B AEIER) Y 1018 AWS WAF 1E1E,

/A Important

R EEEH Amazon CloudFront 7 fifiA PR EREE AWS WAF | BIXAEREZEI RSP
( #FEEEdbEB ) LAKEER Security Lake REY £ 18 B &6,

AWS WAF HEFEfE7E OCSF v1.1.0 #2 X#&, % Security Lake 14§ AWS WAF HESSEH1Z%E4L
A OCSF W& , F2BAWS WAF HiEH OCSFGitHub #FEEH BT S2E (1.1.0 i) .

BER AWS BR#E A 3R

BELNERSZ  YKETISEBREEZEN AWS R Security Lake iR, BRI ABER—=
ZERGHRE, EXRBERIREE , Security Lake 2 IERIEERFHIIRS PR RFEWEE R |, 5T
EELBRRGFRATHER, i@ , STEEMATLAER Security Lake TEBBRZ BT RIF U EH &
Bl BREGHELETREBRELEXEN AWS R RiF. MEBRBFIRENEEER , F2HE
# Security Lake F# BT RIFEBEE R

Console

1. ¥ https://console.aws.amazon.com/securitylake/ BEX Security Lake £ &,
2. REBHRPERERK,

3. EBHURR , AREEZFR,
4

ENEEFLERERBIEERN Eif. Security Lake #F LR AR E R B FE [R5 H AR
RIRFHNER.
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API

EEUBRAFFTAXBER AWS R HARIE , 55F A Security Lake DeleteAwsLogSource K
API ##4E, IREFEHBR AWS Command Line Interface (AWS CLI) , 58#11T delete-aws-log-
source i, sourceName Ml regions BHEZH, IE , EULUEBRNEERE ABE

accountsZ4FE sourceVersion,

/A Important

EREG TR RMBEE | Security Lake BRFRRONSHUSREME, fim , mRE
FRHE accounts 28 | A TEEAZEBTNEMERSE,

THEHIETBR VPC Flow Logs , #4185 E iR 5 A [E 15 H #Y 3R

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"] "' ,regions="'["us-east-1", '"us-east-2"]',sourceVersion="2.0"

THIEHIEBER Route 53 A5 E ik A MEE A K HRIR,

$ aws securitylake delete-aws-log-source \

--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

FiREEHIE ¥ Linux, macOS = Unix EITHERL , YFEARFHR () BITF T REE B,

# Security Lake 1) B ST AR L EE Y

Amazon Security Lake AJSARRE =75 BRI RRWEBF NS4, Security Lake BFIRIRZR—&EE
=HRE , UL E BENEHEEZE Amazon Security Lake, BixE R 8] , BETRRSAERH
HNEHEREFARME L SEBIEREME (OCSF) , 4 Security Lake BIIGREER , BF5E
[E. parquet EREXNIW4G X NFEREER,

SHESEBETRIE , Security Lake S RET51BH
7 Amazon S3 fEFErRB PR RFERMAE —HNFE,
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« 7£ AWS Identity and Access Management (IAM) FEY A | RFEFTR
BRERBAERN, LACHFAIRREHEA W AWS ZEBERMER

EAmazonSecuritylakePermissionsBoundary,
« B3 AWS Lake Formation & xR KM HIREE A Security Lake B ¥4

« FRTE AWS Glue lE@EX R D EIRFEER, €a#FEX AWS Glue Data Catalog B ERIREA .
tLEHBREFTNRRER LG BHEESR,

(® Note
1B Z A LATE tRF HETIE 50 BB FT B &R,

E BT RIFFTIEE Security Lake , XEFETIHER, REMBELERTESHENRE , LT
HETHRESMERRH,

4
a
]
Be

- BW - BETRRSBRESAEER B A Security Lake , MBI REKFENFZTE T AN —4E S3 Y
., HSRESZEERERNRIE , ZEZKSEH —WHERERLT S EBHARSEE (OCSF) =48
Bl BEBIRIR. Security Lake EEIIAMAE , AFFBITRIRZEA S3 REHETNIEENE,

- 1BX - RBEFTREWENEE S3 YHEIERK LA Apache Parquet 1&2%,

- FERBEIR - HEKWOCSFEHERIEERZE Parquet XY EE5C8%. Security Lake X8
Parquet 1.x f 2.x Ko ERBEEA/NERT A 1 MB ( XEBHE ) . ERFIEBEXNTEKR 256 MB
( BfE ) - B Parquet IHRKBHE , & FEH zstandard,

- DE -YHLEKRESE. AWSIRE, #1T9ZleventDay, WL BAFBsource location/
region=region/accountId=accountID/eventDay=yyyyMMdd/.

s MHEKNPFIER - FIXE Security Lake WIEREZE 5 7ED 1 A4 ACEHERE:, IRER
I AK/NEEiB 256MB 288, ¥4 FI K/NERRBERIEI Security Lake for Query Performance, RiEfE
BETRRER AR T & Security Lake 3WHE,

- BEF - 8@ Parquet BN Y |, EHREREEHERF , LURDEHERH AL,

(® Note
5/ OCSF BeE T EREaF BT KRR EE $HB0CSF Schema,
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1E Security Lake H#EE BT RN S EIEER

ATRESHENERNRENER , 58] RIRHIEZE Security Lake i , BFIFERE DS N4
FMAPER :

Y BARRRIE AWS B, AWS tRF., R HB#ETDE,
- DEIEERBRENEXS

/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

EESPIREIEBEBNEFPBES aws-security-data-lake-us-west-2-1ake-
uid/ext/custom-source-name/region=us-west-2/accountId=123456789012/
eventDay=20230428/,

THEERA SIBREHZEFEANSE

- Security Lake 7 BFI RIRE B Amazon S3 REFErEREHE,

« source-location-S3 REAEFEFEPBIIREMNFE. Security Lake BAGIEERRH A S3
MEERELFET , BEXFEHEERERE—H,

- region-ER LEAWS BiF B Hd, flm , B4AEH US East (N. Virginia) #&ER
FEEXERE (#EFEEILER ) R Security Lake fEFETE,

« accountId -SRDEIEHHICIEFTBA AWS IRF ID, B SRR EERIMEEHE AWS | B
BERHFE , Hl0 externals external_externalAccountId. FBFRAKGEER , &
ALUB R B ALREREFEEEMA 2R |, IDsUREHEME D EERKIDsHE AWS WIRE
IDsER /A ERIR - 3% 4 E 3R,

« eventDay - E#MUTCEREEER , BE AN E , BXA/EFTFH (YYYYMMDD), fIRFEH
EEHHEBRTEETENEE S4B L2 ESBUTCHREBREERE .

£ Security Lake F#718 B 7] IR ST IR R AF

¥ BETRIRE , Security Lake BEIIAMAE , AFRFKERBEAERATHNERNVE, A
BHEBEREN AmazonSecuritylLake-Provider-{name of the custom source}-
{region} , H#¥ regionz AWS [EiF BEHIGEHFTRIEMN o Security Lake B BEREZEE AT
ERERINAR, IREEEATEZE AWS KMS £8INZRE R4 |, Security Lake th B EH

HREL BT RIRR 29 Bl R TR 43
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kms:Decrypt# kms:GenerateDataKeyFFAIMNBREEZAR, LABNFTRERHES B
AWS ZEHBEMEREANazonSecuritylakePermissionsBoundary,

*RE
- BREERTH
« BIIAMABLLRET Security Lake RFETRBAVENE AFEHE (API AWS CLIF] —F 8 )

BREEATH
HBEETRORZ A, ARBEEERT TIBENT.,

EERRENET , BEA IAM REREEIFIAME SIAMBEER, RE  SELEHEDINE
S BERITHEMEBEETEER | UHIE BT RE,

E“I_ull

BT

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

« iam:GetRole

« iam:PutRolePolicy

+ iam:DeleteRolePolicy

« iam:PassRole

+ lakeformation:RegisterResource
« lakeformation:GrantPermissions

 s3:ListBucket

s3:PutObject

ELEBEEREERBITIRRKERFZNEYN | SHEXZERN AWS Glue EREMEREK , WiEH
ZHAE Amazon S3 #,

MREFERA AWS KMS €#ETERANARSEFRNE , BHEFEE kms: CreateGrant,
kms :DescribeKey#l KIFFATkms : GenerateDataKey,
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/A Important

WMREETEIERA Security Lake TR AFIEEFIRE , EUUKBT —EXRIEE &£
Security Lake F #7138 BHET 5R)E. Security Lake XA RME{CWAMER , YR REEIFT
BEXEAMNACSFEARENAR,

MR IEETEIE Security Lake AWS CLI APIZE #Ti8 BRTRIR , SBEE T —ESBREL IAM
A, BLAFF Security Lake FETREMEMN B AFEE,

BIIAMA & LLEF Security Lake fEFETEEMN B AFEUHE (API AWS CLIF H—2
B )

RIEHER Security Lake APIEL AWS CLI ¥ 8 BRT IR , SFHTELIAMA B LR T AWS Glue FF
", BRI RRERLEBER PN EE, L5 EEREMERLUKRE Data Catalog FEIL
MEHERRNLESEE,

BiIAMA®R 2% | BB EEAER Amazon Resource Name (ARN) , FBEFTI8 BET KR,

BABEREE arn:aws:iam: taws:policy/service-role/AWSGlueServiceRole AWS ZE K

Ho

EERTFLENGT , CEXAEACGPEUI AR TIARREEK , AWS Glue fREEX HUAF &8
STHCRERERESR | I AWS Glue Data Catalog M /EFHERK,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::{{bucketName}}/*"
]
}
]
}
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BETIEERE , AWS IRF LA A , EMRERNEE ID B EAS

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

MREFEBEITRENEF Y S3 HEITEEAZEFEEMNE AWS KMS key , BEXLE T HIBEEK
EEEAANKMSE®ECE

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"
1,
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"
]
}
1,
"Resource": [
"{{ARN of customer managed key}}"

£ Security Lake P #738 B E] KR

BIUIAMAGLILA AWS Glue EBEXE , FBAKER T SIS BTE Security Lake #7318 BET 2KIR,
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Console

1

2
3.
4

API

1£ BARK Security Lake E£$& & https://console.aws.amazon.com/securitylake/o
FAEEALAN AWS BiF EEEE , ERNEER VBT RENEE,
FEEERTREZRIIRE , ARBEEV BT RR.

EBIIRFHFMHEARRD , MABTRENSEHE—EB, A% ERERBITREREE
% Security Lake FWERIEROCSFIVE 437,

HRAWS tkF EEBABRFTHN  WAKBABSNE4ZERH BFTRITAWS 1kF
#Y ID FILEB ID,

HREEEFEN , BEAUNERAFTNREAR  SFERARENREAERIR T Security Lake MY
FEFH AWS Glue,

121 Create (B1),

EELRERRGTARAFIEEETRIR , 55 A Security Lake CreateCustomlLogSourcefJI24EAPI,
£ AWS [BiF BEE Y B REN FEA B1E, REFEANIE AWS Command Line Interface

(AWS CLI) , EE#1T create-custom-log-source®i o

HENFERP , FAXENSBRIEE BRI RIRWERRE

« sourceName - EERFNER, EBLAZEEHME—E,
« eventClasses - EEE—HZEOCSFEHER , HRRKFHEIXEZE Security Lake FWERIE

B, 0% Security Lake P EMARFOCSFINEHEREE , RS RHEMER LB EERE
1 (OCSF),

« sourceVersion-H¥ , IEE—EE , FAFRERG A BT REERNIFER,
« crawlerConfiguration - #EEZLEVARIUACSAER ZIAMA B Amazon Resource

Name AWS Glue (ARN), MFEEIIAMBENFMATER , FSERIE 55T RR TRES

* providerIdentity - IEERIREH RS BFNEHEAERHR AWS &2 FHEB ID,

THEpleEREREBNIEEAFREERS D , SBFTRFEFEABFRIF, LLEHISEHE
Linux, macOS = Unix &1t , WFEARFHER (\) TEEF TRKIE TE M,

$ aws securitylake create-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE \
--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \
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--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

& PEH BT REER AWS Glue

£ Security Lake F#i8 BETRIR# , Security Lake 23 AWS Glue [ERER, CREXNSEEE
B BTHRIR, REERER , XEAERRKREA AWS Glue Data Catalog.

EMEBRFDUTREBEN , REN BT REERHRREERHMRE | AiEE Athena MEME R
BNERANEE. BEME  NREFTRENAGABRERLETIE-—BE , CRSIBTRABEN !

- ERER S EFNERERM.
- EREEEAstruct ERERNNHE - RS MM,

MEHTRBEANET , 5528 ( AWS Glue HEABIER) PHVEERE AWS Glue [EaEFE,

Security Lake MR EHERSFPRENRRER. MREMBRBFTRE , WREFHEERRE
VEAMREEBHEFTRIE , BREMREEBHCRREN,

X EOCSFRYEHE R

Open Cybersecurity #E#E1#HR 2248 (OCSF) B4R BET RIRAFIEE Security Lake FE R
B, XENSHERNBENT :

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,

EiRI=HEP Y 48


https://docs.aws.amazon.com/glue/latest/dg/schedule-crawler.html

Amazon Security Lake EREEmR

EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,
PATCH_STATE,
PROCESS_ACTIVITY,
RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
SECURITY_FINDING,
SMB_ACTIVITY,
SSH_ACTIVITY,
USER_ACCESS,
USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
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PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,

USER_QUERY,
USER_SESSION_QUERY,

// 1.3 OCSF event classes (Win extension)
PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

#% Security Lake fHlER BET2KIR

MIBR BETHIR |, LS LS E R HREIX E Security Lake, EEBERIIRE |, Security Lake €& 1

RIE\EEEFHMEFFHRFREER , FTHEELBERRRMARER. TiB , FTBEENR UL
Security Lake TEBBRZ AR RFWENER, BREEAELIERRBREIIRE. NEBREEX
EMEF AWS BRI , 5528 7 Security Lake AWS 7§ 1t WWEE L,

£ Security Lake HiBR BT RIREF , BAAFEARIREFER Security Lake R ANBHESERIR. K
FRAESTRESERRFEBSEEN AFEEZE Amazon S3,

Console

1. 7£ BARK Security Lake F 1% & https://console.aws.amazon.com/securitylake/o
2. EAEEALAN AWS EiF ZEER , ENERTBRATRRNEE,

3. ESEERYT , BEEEITRF,

4, ERLZEBBRHEITIRIER,

5. EEFEHUHEMBRTRIR , RERREZMERAH#EZEEE,

API

EELUREXRETAAMBREETHRIR , 556 A Security Lake DeleteCustomLogSource Y I24EAPI, 20

RIMFEAM 2 AWS Command Line Interface (AWS CLI) , 55#11T delete-custom-log-source @i
£ AWS B P ERSEERERBTREN BIE.
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EIBNFERS |, FH sourceName ZEIECEMBRN BT RREHE. RIBEBTRENERE , I
5/ sourceVersion Z¥ , iSMRNEBER G AERE BT REN B EERIRA,

THEHIE R Security Lake MR BT B & RIR,
I ETHIE &4 Linux, macOS = Unix 1L , ¥ EARFBR () TIEEZ RIS TE M,

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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Security Lake FHVFI R & B IE

Amazon Security Lake FTB & SEUA R B Security Lake B BB, B 78I R AN EEZEER
FRREEY , ZAUASEARFRRETBEEHERNTFIE., WERFENFMER , FSE Security
Lake PRI RIREE,

Security Lake X EMBEENITEEFR

- EEREA SSRETERE  RESBEAEARFEER ZERTFTIENERFIGT B E RERER A
Y., S3BIBTER  FTHESEBHERNHTTPSHYEKRIFUHNELN, RE , TEBRHE
Amazon Simple Queue Service ( Amazon SQS ) {T¥|REHFTEEBTBHMYWHHNEN

- BEREHN - EEEHEFENFTRE TLIER Security Lake IWENE R, BLFTBEZ (A Amazon
Athena ER# , BiZEH S3 MEFITE P A AWS Lake Formation E#l 5k,

FIBIE REEFEAWS EBif BEERUTRERZERN FHREER.,. EEETREFIRREZHEES
MWER , ZANEERTRERIAREERENER  IEFHGESAHEMER., NFEEEFNE
BMESWEFMER , F2H 12 Security Lake FHI[EIF,

/A Important
Security Lake 7AFFAEEFTFHEMENRFEHE LRA 10, EFEER AWS RIEM BT HRR
FFERE

£
- & Security Lake ;B &N ERFE
-« B Security Lake 77 B & #Y & 5 77 EUHE

B8 Security Lake 5T B &M ERZE

EERE A S3 fH1FITEE | ¥ Amazon Security Lake FRRER EAEREFEENTRE S WK
BEFYHEA, BIBTHER , FTREFEBMMRMAN HTTPS IR BN EIFNHHEHN, HE , FTBEE
A LAEBERF Amazon Simple Queue Service (Amazon SQS) 1751 3R U 237 ¥ 4 K9 B A,

FIREERER 52



Amazon Security Lake EREEmR

EWHE A Security Lake ERUBE | FTEE W EIZRIREAF Amazon S3 Y4B A, FTEE ATLER
ZH S3 ¥ |, WiEBET R S5 Amazon Simple Queue Service (Amazon SQS) 1T BIZ W4
TR B, LETREAE CreateSubscriber B accessTypes 2ES3H A1 A AP,

&

* 1E Security Lake FE VI EFERFEHE 2T B &R EREH
* 1 Security Lake PEV EEERFRENFIRE

« £ Security Lake P EFHERIFT B E

« # Security Lake BEBRERETRE

£ Security Lake H 2 EEE R FEE 25T BIE R KRG
BB ITETER T BRI | FBETE Security Lake FE Y EFERFZEENTEE,
s |

BERBEMET , BEA IAM RBEEEE IAM 55/ IAM BER, RE | SELBERPNERET
Bl (FFAl) BMEBEETLER , EL4RERNENBABRHRBRFIRE,

EREFF T RRBT T I

« iam:CreateRole

« iam:DeleteRolePolicy

« iam:GetRole

* iam:PutRolePolicy

* lakeformation:GrantPermissions
 lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
+ ram:GetResourceShares

« ram:UpdateResourceShare

BRTY ERBE I, BFEEHNIT THEMERFFA
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+ events:CreateApiDestination
+ events:CreateConnection

* events:DescribeRule
 events:ListApiDestinations
* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqgs:CreateQueue

* sgs:DeleteQueue

* sqgs:GetQueueAttributes

* sgs:GetQueuelrl

* sqgs:SetQueueAttributes

H{SET B & RISNED ID

HERVNITRE , BRTIIEEN AWS IRF ID 25 , BFERREHENED ID. S8 ID RFTRER
HiIGEAIE— MBI R Security Lake E/$5ME0 ID MEEHZ U NFTEE IAM A, EEH Security
Lake E A FIEIR API 5 B FTRER , A LUEMASNED ID AWS CLI,

WMFESNER IDs WFHMER , F2HE (AM EREER) PRNEES AWS ERNFRERTE=5K
EFA AR 1D,

/A Important

WMREETEIEA Security Lake TR ARFIEITHE , EUUKBT —EXRIEE &£
Security Lake FEV EEERFEEMNEIRIE. Security Lake A RMUBILHAPER ,
WEIFELEN IAM A6  SIRREERABENAE,

MR IEFTEIE A Security Lake API 5 AWS CLI ¥1385TR & , BEET —RBL BRI IAM &
BRI A EventBridge APIB B,
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B IAM ALY A EventBridge APl Word B #9ith (API AWS CLIFIE—5ER )

MREREIR API £ Security Lake AWS CLI , 1E AWS Identity and Access Management (IAM)
REIVAE , BT Amazon EventBridge FEIL APl B Byt BYEF 0] |, MeAS Y0438 X ZI IEFERY HTTPS
I B o

Bt IAM Atar%  BEERABH Amazon Resource Name (ARN) FREE M ETRE ., MRITE
Z#% Amazon Simple Queue Service (Amazon Word) TR ER R EZR EHER | ITEER
SQS IAM& & AWS Lake Formation, MFELEREREFERSGZE (FEIEE ) WHMEHR  F2EE
¥ Security Lake 3] B ENEHFEHE,

KBTI BEEEZEN IAM AR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"
]
}

B THEEBRFREEZEN IAM B2 | LLAFF EventBridge B EZA R

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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}

Security Lake E BB IAM A€ , RAFFFIHERERHFENER (MRERRITH
BATE , Bt Amazon SQS fPHIEwMAEN ) . LLABZIES B AWS ZEBERR

#ZAmazonSecurityl akePermissionsBoundary,

£ Security Lake FEV EFERFEENIRAE

BETHHP-EFIGE , UELTENEERSNERAE AWS EBEH.

Console

1.

2
3
4.
5

© © N O

£ https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &,
SERAEEA AN AWS BE ZEINE , ERNEERVYIREN BiF.
EEEERP , BEITRE,

HEITREEEMRL  BIEEITRE,

WMETREFMER , FAATREZBNZANHER,

ESEEBEAASGEERNER AWS B | BEEEN,
$HE B EEAEAAOR | R IBITRIE AR A N TR,
SHERERMAE | BIE S3 AW EREERNER.
HWRITHEEE | BIREITEEN AWS IES 1D FISAE D,

(A ) MEBBEHNFMET , WREFLE Security Lake B FTEE T LABRH YA E AN
Amazon SQS 175 , FFEE SQS 175, MREHE Security Lake iEi EventBridge A% & Al
BxE HTTPS im ¥ , FHEING] Biw .

MRIGERGTEIR R , BB EIT T HIEME

a. BAFTHRE. BRHRHEXNES TIE http://example.com, EH AT LEEM 1R
£ HTTPS €8 ABH HTTPS £i&1E.

b. SHRBEEFEE , BIAHW IAM BEHFEAREGH IAM B |, 124t EventBridge I API
HEMEEER |, Wi BAEEE ERN SR,

WMEEYFH IAM BENER , F2REL IAM A& LA EventBridge APl Word B #9
o
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subscriber-data-access.html#subscriber-external-id
subscriber-data-access.html#iam-role-subscriber
subscriber-data-access.html#iam-role-subscriber
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10. (BA) #HEER K BWARS 50 EREBRIEREITHE,

ERREAUERLEREFERE AWS ERNEE, SEAEEHFISXENEBRSIEN
BEANERE, EBUHBEUTENFREL,. 2BNEERER, NFE-—STH , F2H
Z 50 Security Lake ERo

11. iE#E Create (B1I),

API

EEUBAFGFTARNELEEERFEMETEE , A Security Lake CreateSubscriber B API
B®E, MREFMEHBR AWS Command Line Interface (AWS CLI) , 558117 create-subscriber 3

PN
T o

HENBFERD  EAELSBATREEE TIERE

« $¥ sources , BEEZLFEITHEFRNEERE.

« &% subscriberIdentity , IEEFTEEAREFEREFEELN AWS RS ID FHEZB ID,
« &¥ subscriber-name , IEEFTREN B R,

« ¥ accessTypes , BBIEE S3.

g4 1
THEHESEIERFB AWS BEAHPERFEERN AWS TR E |, IIERENEETRES

VAN
o

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscribex-name subscriber name \

--access-types S3

g2
THEFEZITFIE R AWS BEFPEHNFTRE , JRERITRENEETRES D

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"customLogSource": {"sourceName": custom-source-name,
"sourceVexrsion": 2.03}}]1 \
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--subscriber-name subscriber name
--access-types S3

EIREHI B EHE Linux, macOS = Unix ETHERIL , WEARRBR () BITF R KETE M,

(1BF ) BuFIEEZ%R , A CreateSubscriberNotification HR{EIEEMMEATERBE A
ERAFENGTRE , LS EAFEITRERRNRIE. MREFEARZE AWS Command Line
Interface (AWS CLI) , F#{T create-subscriber-notification 5%

- FEBREREASGE (HTTPS inR ) 3L Amazon SQS 751 , 78
EsqsNotificationConfigurationZ#ME,

- MREBRFFEH HTTPS inZhEH , B8 EhttpsNotificationConfigurationZ28MI{E,

« &t¥ targetRoleArn #{L , IEELAWUAARN EMtbMELH IAM SEH API
EventBridge »

$ aws securitylake create-subscriber-notification \
--subscribexr-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

£ EHS subscriberID , 55 Security Lake ListSubscribers 8 AP| &4, MIREFEANZ
AWS Command Line Interface (AWS CLI) , F#11T list-subscriber T

$ aws securitylake list-subscribers

EEXBEEFITEENEHSE (Amazon SQS 1755 HTTPS %% ) , BZEH
UpdateSubscriberNotification #4E , & , MREFEHH R AWS CLI , FE#1T update-subscriber-
notification 8%, BB ATLAEA Security Lake FEABFBA S L | I WA HEHE LERFIEE , A
BBRERE,

)4 38 &I FR 5. 52 451

TH&HIFETR CreateSubscriberNotificationi#/ERY JSON B R REBHEA,
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"source": "aws.s3",

"time": "2021-11-12T00:00:00Z",

"account": "123456789012",

"region": '"ca-central-1",

"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"

1,
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
},
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
.
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}
}

£ Security Lake FEFEREFTBE

A LEREETREFRANKRERERIINE, SHTUAITREEERIGEER, EBRETUE
EMERGERERE AWS ERNER , iEiIRE. NFEE—F TH , F28 =52 Security Lake &

3
o

BERP-—EFRAZE , YRR TIHTREEREGTENFHRIE,
Console

1. 7E https://console.aws.amazon.com/securitylake/ BIEX Security Lake £ &,
2. EEEERYP  BERE

3. EBEEGETRE.

4. EERE A RERITTIEATEE

. EEEFTHENIOR , HiE B RAEHIORE S B RATRE,
- EERTHELERIREEAR  FERRERTREELEAN,
5. ZR  BEEMRE.
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API

BEURARGTHAEMITRENEREFRERIR , 556EA Security Lake UpdateSubscriber K9 API
B®E, MREFEHBR AWS Command Line Interface (AWS CLI) , 55#11T update-subscriber &
To BEENERP , £ sources BEREELFETREFRNZERIER,

$ aws securitylake update-subscriber --subscriber-id subscriber ID

MFRBE AWS tRF SABBABEBAETRERE , SR ListSubscribers B, MREERANRZ
AWS Command Line Interface (AWS CLI) , 88117 list-subscribers 5%

$ aws securitylake list-subscribers

EEMBISEITEAENBAIERE , A GetSubscriber #4E, #1T get-subscriber @5
To Security Lake #EZEREEFTRENSBMER, S0 ID MEMER. MREFEABIE AWS

Command Line Interface (AWS CLI) , &#11T get-subscriber @55

EEEHIEEBENEBESE |, 556 UpdateSubscriberNotification 4, MMREFEHHZ AWS
Command Line Interface (AWS CLI) , %117 update-subscriber-notification 5. Hlan , &AL
AETBIEEEMN HTTPS im® , S HTTPS i B t1#: %] Amazon SQS 751,

% Security Lake BERERIFTEE
MREFFHLEITEE R Security Lake BVAE R , B MBI IS BBRITEE.
Console

1. 7£ https://console.aws.amazon.com/securitylake/ BEX Security Lake £ &,
2. ESEERKT , BEETESE,

3. EBENEEBRNIIRE.

4. EBEFEMBR , REEEFTEE. EASMIBRETEE MATE MHEBAY B AR E .

API
BRIZEN RS, AT THHP —RRE

- EEMBRETBIZEFMFTEMEIENERE , 55FEH Security Lake DeleteSubscriber 8 API &£, 0
REMFEHM 2 AWS Command Line Interface (AWS CLI) , 5#11T delete-subscriber a3
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-subscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-subscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriberNotification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber-notification.html
https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-subscriber.html
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- EERBITHE , BELERREHNETEE |, 556 Security Lake DeleteSubscriberNotification
# API B1E, MREFEHAKZ AWS Command Line Interface (AWS CLI) , EE#11T 11T delete-
subscriber-notification 8%

‘B Security Lake ;1B EN EHFEUE

B EEHFIEMNGTEE A LLEH Security Lake WENER, ELFTREEMEA Amazon Athena %
RIS EEEH S3 HETE P A AWS Lake Formation BRI K., H A Security Lake WEEEHS|IER
Athena , BR LA LAE B B M EMRIESQL , #I20 Amazon Redshift Spectrum 1 Spark AWS
Glue Data Catalog.

FTREEEA Amazon Athena ERRIEE S3 RFRTHE P AWS Lake Formation ER R KRER
LETRBEEE B accessTypes SELAKEFORMATIONH B % CreateSubscriber APl

® Note

FER\UAREAFIERTE=FTRE. NFHHEECHNERTNITERANESR
2R IR 4 BENEHEECSHER,

3

*RE

- 7E Security Lake FEV EEEHFEH 2T B &R £ REHF
« 7£ Security Lake PRV EEEHFEENITEE

* 7E Security Lake FiREE S EHFIHENIIRE

£ Security Lake R E B EHFEREZ TR & MY SR R4
BB R ST T FI R | T BETE Security Lake FEV EEEREFEEMNITEE,
EREETH

BUVEAEHTFIENTIRE A , fRIELEFHIT T IBESZTENT.

ETRBEWIT , BEA AM RBREEESHAME 2AMGEE, R  HEEREFWEART
SIEAERTNBEEEETLR | BT B A SR FIEnITNE.

e iam:CreateRole

« iam:DeleteRolePolicy
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« iam:GetRole

« iam:PutRolePolicy

* lakeformation:GrantPermissions

« lakeformation:ListPermissions

* lakeformation:RegisterResource

* lakeformation:RevokePermissions
+ ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare

/A Important
BREI &

- WMREFTEIFER Security Lake TR AMBEEEHFIHENFIRE , EAUBBET—F 1
18 =T Lake Formation EE E5F 1], Security Lake SRV FIEXEIAMNAE® | HAXK
LBERARENAL,

- MNREFTEIERA Security Lake CLI APIS, ¥ E S EHFEHENTRE , FEET —BLR
DA IAMS BIREH Security Lake B,

BYIAMBBLLEH Security Lake X ( API #1 AWS CLIES R )

£/ Security Lake APIZ AWS CLI $EHFRER TFIIRER , LFEEVEA WA
AmazonSecuritylLakeMetaStoreManager, Security Lake f£f Ltk & &3R5 AWS Glue 2 EI[E
FEH AWS Glue ERlRk, LAREERULEAR BEVHIAMAE,

5 Lake Formation EXEE5F 1]

BIRFEEN Lake Formation B EFF I #8 ZEFARFE Security Lake A MFETEEIAMK A
&,

B LMKB T 55ER | #§ Lake Formation EEEFIEFENAE

1. 7£ FARK Lake Formation F 12 & https://console.aws.amazon.com/lakeformation/,
2. LEBFERESIEA,
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getting-started.html#prerequisite-iam-roles
https://console.aws.amazon.com/lakeformation/
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3. WMRBBEOOIA Lake Formation 115 |, S EEZES B 1 FEVUSERNFERE , ARBEH
WA,

4. WMREBEEFINEIDMA Lake Formation BRE , 5FHIT FIILEBREXE Lake Formation BE &,

1. EEEERTNAAT T , BEEEEACNER . £ Datalake EEEERY , BIFEEFERE
g,

2. HERERHEEBHRESRT , #HIHAMERENAE | BIFEFH Security Lake TR B RFE
ANEEEAE  RRBERT .

MESLEFERNEE S ANFMESR , F2E AWS Lake Formation BZ A B8 HRVEL ERHH
EHEE,

IAM BN BEEERERTIIREFTIECERNEMERRSELECTHEIR, MENAHITIIEENTE
N, 5828 AWS Lake Formation FZ A BiEM PMNEHAERE RS ERFER H &,

£ Security Lake FEE EFEHFEENEIEE

RBERGOSE  EB N TRYAAEWFIENTEE AWS B, THERMERAWS B

RURRG FEWEN. BBRUTRE  CEEHATEHEN AWS IES ID A ID. S 1D £
TR ERGUAENE — BB, MBS WRMAAIDs | HSH IAM £ EIEF H 0 AWS HF
FRAET E S B NAEAAS D,

® Note

Security Lake 7% #& Lake Formation BStRF &R L AE 1 k. EXEAE Lake Formation E51k
FERHLAEHRASE 2 IRHBE 3 iR, WTEIEIB AWS Lake Formation == A = EHBEIRF IR
KEREM LS ER AWS CLI |, 552 BIAWS Lake Formation B3 A 235/ 8 0 B AH TR A o

Console

1. 1£ BARX Security Lake F 18 & https://console.aws.amazon.com/securitylake/o

BAZRNEESIRS,

ERAEEA LA AWS EE ERE  BNEEZVTREN B,
EEBESEET , EEFTRE

EITREEEL , BEEVIITRE,

SHEFTTREFMER | GAFTRESBNBANER ,

o ~ w0 b
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps
https://console.aws.amazon.com/securitylake/

Amazon Security Lake (&SR
ESERBHEARZBERNEE AWS B , BE&EEB R,

Y BAFBMEHRE | BEEFE Security Lake EEEEHERBFITSHRE,
SHEERFES L | B Lake Formation BFTEERE L EHFEE,

HRITRERRE , FRETEEN AWS tRF ID ISR ID,

(EA) $HHER K WARS 50 AEBRETGITEE.

ERREAUERLIEREFERE AWS ERNEE., SEAEENTSLENERSB/NE
ANERE. ERAUBBEUTRARNER, 2BNEEER. WHEE—STH A F2H B
Security Lake &R

10. iE#E Create (E1I).

© © N o

API

EEUBAFGFTARNELEEEHFIHMNEIRE , A Security Lake CreateSubscriberky 4
APl, INREFEHK R AWS Command Line Interface ( AWS CLI) , %117 create-subscriber @5

PN
T o

HENFERD  ERELSBAFTREEE TIERE

- ¥M accessTypes , B EE LAKEFORMATION,
« ¥R sources , FBIEELFEE Security Lake EELOEHERBF T ENEETER.
« ¥R subscriberIdentity , IEEFIREERAREHREERK AWS 52 MIE ID,

THsEfERTEFEEITRES s 2HE AWS BEFEHFIENITEE., LEfSY
Linux, macOS = Unix &1t , WFEARFHER (\) TEEF TRKIE TE M,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \

--access-types LAKEFORMATION

REBIRFESKRAR (FTEESR)

Security Lake £/ Lake Formation Stk FERI R L ARZEITREEH T, BB Security Lake
FEA, APIR FEN EGEHEFEUENETBEER AWS CLI, Security Lake &3%&iBfE AWS Resource
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-subscriber.html
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Access Manager ( ) FERIYEFRHLA |, EHFTRIE LA BB Lake Formation ER R EFAWS
RAM,

ECHEREHTIENTEEETRERENMRER |, Security Lake BBV FNERLA, WMFF
HHER , FFSEIE Security Lake FiREEEEHTFIENFIEE,

ST EEBRET SILBRELA Lake Formation ERIERFHE R -

1. ZE2ERAR - FTREV AR ELEVSRERERELEMNESR resourceShareName
resourceShareArnfl WERHER, BETIHHEA-—EEWNSZE :
- WREEAF AWS CLI , 2R EZRE WERTLHEFE AWS RAM,

« ¥ API |, B A GetResourceSharelnvitations APl, & resourceShareArn#l &
#EresourceShareName , AESRERMNERLA, FH AcceptResourceSharelnvitation 1% 3% 8
ZEAPI,

ERARBESHE 12 /M ERBE , AEXEE 12 /MERBBWIETEE, IREFEBEH , £
fB187E PENDING MREFET A, EEZBEFEITERFELAEFRNEIE, BB 12 /K |, BMBR
Lake Formation ;] #& , AREMNEIUFIEE , LEEBHINER~LZERE,

2. BUHAERENERER - FTEE XA AWS Lake Formation ( WIRFEAEEE ) X AWS
Glue (MR API/AWS ) M H A Lake Formation ERENEFREECL, WERELSK
FTRENRFERARAERNE, BEETHIHD—BEFREE
- MEFEBMAWSCLI, F2E HEASERE PHEIHA Data Catalog ERENERER,

AWS Lake Formation
- RPEZRITBEE LR B —HERECreateDatabaseAP| , AFHERER BB XK,

3. B HAERRK - Amazon Athena 2 BRI AT A EZESEERIEK , M Security Lake WENFHTE
BHEaHHEl, ETREN FHTNEH AWSIRE , MEAEEANRASEFTEERE, &
AT LA 4| B © Security Lake 1R F A &RV EEZEUE,

NMERFERFFAINGEMENR , 5528 AWS Lake Formation BAZ A B3/ F# Lake Formation &
HEBIREERHE A,

£ Security Lake HiREEEEHFIENTEE
Security Lake X BH EFEHFIENIREETRE. SURETRENERE,. BB, & ID.

I8 (AWSHRF ID) METRERACERAN BFRER. BREERIENGE , RARERSER , £EIH
PiRESREMFIENEIREE AWS B,
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® Note
Security Lake 7% #& Lake Formation BStRF &R L AE 1 k. EHEAE Lake Formation E51k

FERHLRAEHRASE 2 IRBE 3 iR, WEIEIB AWS Lake Formation =i A BEHBIRF MR
SREMLSER AWS CLI , 552 BAWS Lake Formation B3 A 235/ FH 0B AH TR Ao

Console
RIBEEZRENGFHEN  EEFEIEABERUNT R,
mEFIRERE

1. 7£ BARK Security Lake F 18 & https://console.aws.amazon.com/securitylake/o

BAERNEEEIRF,
2. EREEALAN AWS B RIS , BREARRETRAEFAEANESE,
3. HEEERKT , RETESE .

4. HITREEEL , FRAERRRMENZRENFIEE. MEFIRENERENGEZLER
LAKEFORMATION,

5. EERE.
6. BMAHMMNIEEERR A ARRBEFRET
WmEER] BB R

1. 7£ BARK Security Lake F 15 & https://console.aws.amazon.com/securitylake/o

BAERNEEEIRF,
2. EAEEALAN AWS B #H=R  ERERRETHENESE,
3. HEEERKT , RETHESE .

4. HITREEEL , FRAERRRMENZRENFIEE. MEFTRENERENGEZLER
LAKEFORMATION,

5. EERE.
6. BWAFTRENHER K RAREERT
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https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps
https://console.aws.amazon.com/securitylake/
https://console.aws.amazon.com/securitylake/
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wmEES\ER ID

1.

1£ BARK Security Lake E£#& & https://console.aws.amazon.com/securitylake/o

BAERNEEEIRS,
EREEA AN AWS B ERE , BNEEREREFEEANED,
EEBESEET , EBEFTRE

HITREEEL , FRARERMENZRENIFE. MEFRENERENLEZLER
LAKEFORMATION,

BERE,
WMARTERERMNIIG ID , RREERTF -
RIFFHIE 1D EEDHBRERN AWS RAM ERHA , Y RATEEEZUFTNERILA.

FIREXRKR PSR 1 BTN ERLAREBRFERRAA (FTEESR ). 8
HEFT R & FMEFR P E R Amazon Resource Name ( ARN ) B2 Lake Formation 32
AFHNERER. HAERRNEREERETE , HFTEET X EIFNERERS.

fmEEEXH® (AWSHRF ID)

1.

1£ BARK Security Lake E£#2 & https://console.aws.amazon.com/securitylake/o

BAERNEEEIRS,
EREEA AN AWS B ERE , BNEEREREFEEANED,
EEBESEET , EBEFTRE

HITREEEL , FRARARMENRRENFIFE. MEFIRENERENLEZLER
LAKEFORMATION,

BIFimEE,

BMAGTBEENE AWSIEF ID , RRBERE

FRIEHIRF ID 2EEBBRERNN AWS RAM ERLA | HIbErf T EE LA BFNE
H 3R, Security Lake BN FWERLA,

FRAFERNER RSV EESFNERLR  YEBRUYHARENRNERERL, EFE
FRNTRERHEAER, NERET , F2R NSRBI M 2R EBIRFERRAER (5T
ESR) . BMEARNHBREFTAEFMEF PR B Lake Formation T A HHY HHE.
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fm

1.

API

BB

BB HRIR
1£ BARK Security Lake E£#& & https://console.aws.amazon.com/securitylake/o
BAZRNEESIRF,
FAEEALAN AWS BiF B , BERNEERETREFHEANEE,
EEEERD  BEITRE
EITREEEL  FRAERRAENEZRENTRE, MBETRENERFNG EZLER
LAKEFORMATION,
BERE.
BCHIERRAENRER , SUEMEMENRIR. NREEUEEZEIRR , AIFEEFREUEAE
B, MREBFFHERE , IFTSEUFHTNERLAEFE. TiB , Security Lake BRIEH
EH AR EFH H A Lake Formation Bk, ;IREXEEUEFHLAERKRNERES |
DEMFIATAEAREER, WFER , F2RETNTR 2BEBRFERSRAA (FTE
ESR) .
i#IZE Save (1F).

DRAFFAAREEAEHFTIENGTEE , 55EA Security Lake UpdateSubscriberfy##

EAPI, TIREEAHRE AWS Command Line Interface ( AWS CLI ) , 888117 update-subscriber

DA
AR T

. g
. ¥
. 4t

ID

o EIEMFERD , FRAXENSHAITREBEREETYRE :
¥ subscriberName , EEFWITEERRE,

M subscriberDescription , B EHH R,

¥t subscriberIdentity , IEE;IEEAREHARFERNER (AWSIRF ID) FMAZB
o BAERIKREATBAMNI ID, MRELERFHI—EEMER , FEERNE,

- EEHFNE ID- LEMFEBBREAIN AWS RAM BEREA , Y RAFTREEZUTNERLA,

ARELRRRE ANSR 1 EXHNERAAREBRFEREHAAN (FTHEESR ) . #H
ERRNEREGRETE , QILFTEE TS BN ERER,

- EEHIR - LBESBRENN AWSRAM ERAA , Bk AFNEIBTEEABRTNE

£

3R, Security Lake EEZUHNERAA. EAFTERNER  FTRELAEIFNERA
A, YRYHRERRNERER. EMEFNEIRFRARER, WFER , F20 FHD
R1V2REBRFERRAA (FTRESER )

EEHNE IDMNER , FER TSR 1N 2REBIRFERSRAR (FTEESER ) .
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- B sources , BRIEBEHNRERIBEELEN LN RF. MREBRRR , AFEEE—SNE
£, MREFBHRR , AIFTEEIHFNERLHEFE. T8 , Security Lake EIRIFEHIEHRIFE
it A Lake Formation Bk, ;TRAEXERUEMLAERRNERER , WEMMATUES
KRER, MERT , Z2ETNSB2REERFERERA (FTHRESE) .
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ZEHEH
BOBEHR M AREEER AWS Lake Formation EMERRDPWER, B lERSHER

B. APIHEITE=FFTEE AWS CLl, F=AHFTRE LA LIEERIEEN RIRER Lake Formation
&Hl,

Lake Formation ERHEE SN ESHBEEREMRIENSELECTHEUREERAERN IAM B5, 7]
REHRMNBELAELZSHHDEY , TeEHER, IENMMNETEESEHFEENTRENFMENR , 5
ZREEE Security Lake TR &N EHFEE,

FE
« AWS RIRIRZA 1 WE£HEH (OCSF 1.0.0-rc.2)
« AWS XFRA 2 ( OCSF 1.1.0 ) B Security Lake &

AWS KRR 1 ;&L 4 f&E#H ( OCSF 1.0.0-rc.2)

T —ETR ¢ Security Lake EHERIMNIEE| , WEE AWS RFRRA 1 FEZE AWS KRN — L&
HEIDl, ELEHEEHIUETE FNER AWS EiF, ELLEHIEA us-east-1 ( EBERIP (#HSRE
BdEER) ) o WA, SEHIEMMER LIMIT 25 28, S U{EM@ 25 Fiitk. SBUUERLESE , ®
RIBENREFREETHE, MEFZEH , 552 Amazon Security Lake OCSF Queries GitHub B
#% o

B RIRE R

BB EH# Security Lake BRI , BUBEITEERFTEMN Lake Formation ERR B,

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

At RRENERNERESETHIER !
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« cloud_trail_mgmt_1_0 — AWS CloudTrail EXEE4#

« lambda_execution_1_0 -Lambda CloudTrail &R E4

« s3_data_1_0-S3 CloudTrail W &R EH

« route53_1_0 - Amazon Route 53 iR &E#H B

« sh_findings_1_0 - AWS Security Hub &%

« vpc_flow_1_0@ — Amazon Virtual Private Cloud ( Amazon VPC ) i H&#

it

g4l : sh_findings_1_0us-east-1 EBiFFERKRFMFTE Security Hub BR

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

BRERES

EIRE# Security Lake BRI , BLACSEETHERNEREREER. MFE B UMEA Security
Lake WEREREIGTEEE , 52 Amazon Security Lake ik % o

&5 - HH 3R IP AWS CloudTrail B935S

T 515151 1 55 IP B9FF A CloudTrail SE8) 192.0.2.1 £ 2 %5041 20230301 (2023 £ 3 A 1
H) , EXR®EP cloud_trail_mgmt_1_0 # us-east-1 DB_Region.

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25
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22 B H#

BrEER , ZAURHSEEHARENENE RS REELREE A, Security Lake FEiB
eventDay\ regionf accountid B EHEDEl. eventDayZ EIEMEA K= YYYYMMDD,

ERMFEH eventDay D EIEHEHIE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

WE BEeventDayZETF&IE :
BE1FRBENSH

> cast(date_format(current_timestamp - INTERVAL 'l' year, 'SY%m%d%H') as
varchar)

BE1EARBENSEH

> cast(date_format(current_timestamp - INTERVAL '1l' month, '%Y%m%d%H')
as varchar)

BE 30 RKABENEH

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)

B 12 MERABRENSEH

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

BE 5 TEARENSEH

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)
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7-14 REIBENSEH

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

ERNERMRBRBENSEH

>= '20230301"'

g1 ERERTP 192.0.2.12023 F£3 B 1 B 2B KIE IP BWFTAE CloudTrail SEEEE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

g5l ERFK192.0.2.17FiB X 30 KARIE IP WA CloudTrail SEEIFE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

CloudTrail ERHVEEHI Security Lake &

AWS CloudTrail €&#t FHEAETEMAPIAE AWS R, sTREETLAZE CloudTrail E¥l , W
TETHERNER

CloudTrail ERl&E#H 73
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LT & AWS HRIRZA 1 CloudTrail W& R ZE=HEH -

BE7 RRY AWS R#E WAREREER

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.118% 7 XRAXKIR IP WA CloudTrail SEE)EE

SELECT
api.request.uid,
time,
api.service.name,
api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '127.0.0.1."'

ORDER BY time desc

LIMIT 25

BE 7 KAWMEIAMGEENEE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

iBZ% 7 XAAIDACKCEVSQ6C2EXAMPLE fif AR ER 1T EEE

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

B 7 KWK CloudTrail HIEEE&EE

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 2 & H5FHV &I Security Lake &5

Amazon Route 53 f@fii2 &= #H A2 EH Amazon AERHNDNSEHVPC, FTEE T ZE# Route
53 BMTEREHAR , UTHRTHERNER

BT 2 AWS HIRARAS 1 #Y Route 53 MATIE X &/ B itH — L& HEH

CloudTrail iBZ% 7 XAXKE WIDNSEHFE

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

s3.amazonaws.comiBXx 7 KNHERFHIDNSEN

i
0

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

ORDER BY time DESC

LIMIT 25

BX 7 RAKRBRHDNSEHEE

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

BE 7 XRWEMHAZE WWDNSEHFE 192.0.2.1

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Route 53 T2 X & H N EH _
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Security Lake &3 Security Hub FZ& #5519 £ 451

Security Hub BZ1R# R RENSERR , AWS ¥ iBBERBLZEXEENSEEKRER
#, Security Hub EE4X L2 RENFAERLR , WERRBEE=ZFRENAEL R,

LAR 2 —% Security Hub AERERNEHIER :

MEDIUMTEIBE 7 KN, BEM ARIENR WHAERER

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =1
ORDER BY time DESC
LIMIT 25

BE7 RANEEHERER

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '@' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

BE7 RANABFEALRERR
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SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

&R Amazon S3 EFIFENAERER ( BERERE )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

BRGSO R (CVSS) TEARN 1 (EFERF ) HRERFR

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

TEERRANERNTAEHE (CVE) CVE-0000-0000 ( SRS )
SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

BE 7 KA Security Hub BERAERL RNWERTE

SELECT
metadata.product.feature.name,
count(*)
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 RRAEERPHEREEFTR

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

BE7 RARERRINEZEEEN

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BE7 RRNELENHERR

SELECT
finding.uid,
finding.created_time,
finding.first_seen_time,
finding.last_seen_time,
finding.modified_time,
finding.title,
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state
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

Amazon VPC Flow Logs B % € H & s i 4l
Amazon Virtual Private Cloud ( Amazon VPC ) #M#EFiR hEENTHEHN IP REFMHEERAVPC,
LU 2 AWS XSRS 1 ix Amazon VPC Flow Logs B — L& €345 -

BE7 RREE AWS B HRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

22iBE 7 RAKR IP192.0.2. 1M R EEENEEFE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port 22
LIMIT 25

BE 7 RATE BN IP it ETER

SELECT
COUNT(DISTINCT dst_endpoint.ip)
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

BE7 KARE 198.51.100.0/24 Wik E

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.",
2)="51"
LIMIT 25

BE 7 RAWABHTTPSRE

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

LL3TEBE 7 KA, $HE B RV R ERENERBRH BT

SELECT
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traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

IP192.0.2.188192.0.2.21BX 7 KRAMFERE

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2")
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time ASC
LIMIT 25

BET7 RANABEEARE
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SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7 RANMAEBHRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, 'S%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BE7 RAFMBHIEENRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,
%H') as varchar)

AND type_uid = 400105
LIMIT 25

AWS FJRRRZA 2 ( OCSF 1.1.0 ) B Security Lake &3

T —EiR 1% Security Lake ZEHERMIES| , I ETE AWS FRMA 2 BREZE AWS KR —LEE
HEH, ELEEHEEMIUSTE FHNER AWS Bif, EL&HHER us-east-1 ( EBRE (SR
EIEER) ). WA, EHIEAMEA LIMIT 25 28, RLSAEE 25 Eiitk,. EUUAERBLSE , R
RBENREREHITHE, MEFZEHHF , FZE Amazon Security Lake OCSF Queries GitHub B
# o
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Amazon Security Lake EREEmR

BT LAE 3 Security Lake FHFE AWS Lake Formation ERIEMERRFNER, EthaJUE
Security Lake 12 & ., APIs FEIHE=5FTBE AWS CLl, E=FFIHE R TUERREERIEER
JRHY Lake Formation &l

Lake Formation BRI HEE B XN AMSHEERN ENERRNSELECTHAR FTEAERNIAME 2, 7T
B & th X BTE Security Lake RN , FHEBHEN, NENFARY EEERTIRENTHENEE
7, F2E BE Security Lake STEENEHFEE,

B RIRERER

EIREF# Security Lake BRI , BAEHTSERFIER Lake Formation ER &R & B,

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

AHRRERRNERESHETHIER

« cloud_trail_mgmt_2_0 — AWS CloudTrail EXEE4

« lambda_execution_2_0 -Lambda CloudTrail Fy &R E4

« s3_data_2_0-S3 CloudTrail &R EH

« route53_2 0 - Amazon Route 53 fEfii2XN&EHAsE

« sh_findings_2_0 — AWS Security Hub &%

« vpc_flow_2_0@ - Amazon Virtual Private Cloud ( AmazonVPC ) HKfE R

+ eks_audit_2_0 - Amazon Elastic Kubernetes Service ( Amazon EKS ) #&# R &

« waf_2_0-AWS WAF v2 B

g4l : sh_findings_2_0us-east-1 EiFFERKRPHIFTE Security Hub FAER R

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25
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ERERSE

EIRE# Security Lake BRI , ZXHOSEEHAERNERERFEEE, MFEETIEA Security
Lake WERERIBTEEE , 528 Amazon Security Lake U %o

&1 : AR IP 5 Amazon Virtual Private Cloud E &)

THIEEHI 5 3R IP BIFTE Amazon VPCSES) 192.0.2.1 1 2 %508 20230301 (2023 £3 A
18) , EREP vpc_flow_2_0 # us-west-2 DB_Region.

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

2 ElE A 3

BAEER , BULRHSEEHRENERNE MRS REEALREEAR, B Security Lake
1.0 *EJ:I: Security Lake 2.0 7 El[EEEA X ERE, Securlty Lake IMAEFEIR time_dt,

regionfl B Elaccountid, i , Security Lake 1.0 &8 eventDay., region#l accountid
g;ﬁﬁ«ﬁ/\EUo

Efitime_dtE BB S3 EELRHSEE , I H A LUK Athena F VR AR E S ER AR — Bt
TE#H,

ERMEM time_dt2EIEE 2023 F£3 A 1 B REMBFNEHER

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

WEREtime_dt3ETIIIEE :

ENERS 86


https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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BE 1 FRABENSEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' YEAR
BX1EARBRENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' MONTH
B 30 RARENEHF

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '3@' DAY
BE 12 /NFABRENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
BX 5 FERNBENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7-14 REIBENEH

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

ERERMRBRBENSEH

WHERE time_dt >= TIMESTAMP '2023-03-01'

5 - ERERD 192.0.2.12023 F3 A 1 HRZEKE IP BWFTE CloudTrail SEE)EE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

il - ERF®192.0.2.17FiBE 30 RARIR IP B9FFE CloudTrail JEE)FE
cloud_trail_mgmt_1_0

SELECT *
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'

ORDER BY time desc

LIMIT 25

&3 Security Lake #3815 B

A ERITHEER B E AIFE Security Lake 2.0 REMAMIRTIIRE. ABEMAREHTE , PS4+
MPZNERRIINERET. ERTHERARUREAEREENETESHZEFR

FEREHAVHEREEPNEERLR , BUBERERHAISEFERAER®,. R UIDs, IPs,
Hashes MEMIOCEA EFFEHR

EREATEREM[IREHNTE IP{E'172.01.02.03' Z VPC Flow 1 Route53 Bk HHNEHIEH

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"
AND observable.name='src_endpoint.ip"')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25
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CloudTrail ERIHV €6 Security Lake &5

AWS CloudTrail &8t FHEREFZEMAPIFAE AWS RiF. FTRIERTLAE CloudTrail EXl , A
TETHIERNER :

T2 AWS FiRARES 2 CloudTrail EXIH — L& &4 -

BE 7 RAY AWS R B REREER

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation',
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.11B% 7 RARIER IP HFTAE CloudTrail SEEIEE

SELECT
api.request.uid,
time_dt,

api.service.name,
api.operation,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1."'

ORDER BY time desc

LIMIT 25

BE7 RAWARIAMEEEE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

iBZ% 7 XAAIDACKCEVSQ6C2EXAMPLE fif AR EM 1T EEE

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

B 7 KWK CloudTrail EZE&EE

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
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LIMIT 25

Route 53 i N & BRI E B EH

Amazon Route 53 TR EH B FEEH Amazon RERHDNSEHVPC, TEE TJLLEH Route
53 MMTEREHAR , UTHTHERNER -

LT AWS HREE 2 Mx Route 53 reesolver &5 B 55 H) — L&l E3H

CloudTrail IBZ% 7 XAXKEH WIDNSEHFE

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

s3.amazonaws.comB% 7 K AHFHIDNSEHFE

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BX 7 RAKBRHDNSEHEE
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SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

BE7 RAWEMHENA WWDNSEHFE 192.0.2.1

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Lake Z & Security Hub F8&#E 5 1Y £

Security Hub &R MH 22 RENL2ERIE , AWS X BBERIBLZLEXFENSEEBRER
#. Security Hub BEEAREMENFERER , ARF=FRBEUBEER,

LUR 2 AWS HREMRAS 2 B Security Hub SAERK R —LEHHIEH -
MEDIUMEBA 7 KA, REMARTEN NFREER

SELECT
time_dt,
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finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 RANERHELR

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

BE7 RANABFEAMRERR

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

EIRA Amazon S3 RFIFRNAEER ( BERERH )

SELECT *
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

®RINEFTD R (CVSS ) FEAR 1 ( BKFERS ) WAEER

SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

TEERRINMERNFAERESR (CVE) CVE-0000-0000 ( EESRIRE )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

BE 7 KA Security Hub BERAERLRNWERTE

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25
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BE7 RRAERRPHNEREEFTH

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

REBE7 RARAEHERNEZEEEL

EIIEII

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢€
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

EBE7 RASENRAERR

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC Flow Logs B % £ i 2= 5 £ /5l

Amazon Virtual Private Cloud ( Amazon VPC ) ###FiR b N EKN IP REFMEAVPC,
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LUR 2 AWS RS 2 Bk Amazon VPC Flow Logs 9 — L& HIE -

BE7 RARKE AWS B HRE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

22iBE 7 KRR IP192.0.2. 1K REZBHEEFE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

BE 7 RATE BN IP it ETER

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BE7 XAKRE 198.51.100.0/24 IR E

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.', 2)='51"

LIMIT 25

BE 7 RAWABHTTPSRE
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SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

LL3TEIBE 7 KA, BN AERBNEREN S EEEF

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

IP192.0.2.188192.0.2.2B%X 7 KAWAERE

SELECT
start_time_dt,
end_time_dt,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
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traffic.bytes
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(
src_endpoint.ip '192.0.2.1"
AND dst_endpoint.ip = '192.0.2.2")
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

BET7 RANABEEARE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BE7 RANABEELRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Outbound'

LIMIT 25

BE7 RAFBHIEENRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied’

LIMIT 25
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Amazon EKS f&# B &8 Security Lake Z & £ 45l

Amazon EKS HEF B HHE2 G FEIEE) , RN B S EEY Amazon EKSEEHI FHEEHEIRS
F#Y CloudWatch B, ELX AR IRLERVUTEELIRREEN T2, FTEETUEMEKSHF ,
T #THRENEA.

LT 2 AWS FRRRZS 2 Amazon EKS &% A — L& =

BE 7 RAEEE URLIVEES

SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"'
LIMIT 25

BB X7 RAKHE '10.0.97.167' BIFES

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

B% 7 KREEJR "kube-controller-manager. A8 E3EHHY 55K [0 fE

SELECT
activity_name,
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time_dt,
api.request,
api.response,
resource.name
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",
UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25

AWS WAF v2 BE5#9 Security Lake Z 5 45l

AWS WAF 2 Web FEAREXBFAME , TTHARERSGREAEEZZEREARERN Web 35Kk , A REH
HRBINEE.

AR 2 AWS RIRZE 2 fix AWS WAF v2 AFEH —LEHEH

B % 7 KRR ERERIR IP HFER

SELECT

time_dt,

activity_name,

src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

http_request.http_headers
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '100.123.123.123"
AND activity_name = 'Post'
LIMIT 25

BE7 RABEBAEER MANAGED RULE_GROUP HI5&S

SELECT
time_dt,
activity_name,
src_endpoint.ip,
http_request.url.path,
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ERAEER

FROM

http_request.url.hostname,
http_request.http_method,

firewall_rule

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

.uid,

type,
condition,
match_location,
match_details,
rate_limit

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMI

HiB % 7 RRFFER X iER AIREGEXH

SELE

FROM

T 25

CcT
time_dt,
activity_name

’

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,

firewall_rule

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

.uid,

type,
condition,
match_location,
match_details,
rate_limit

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND firewall_rule.condition =

LIMI

T 25

'REGEX"

."amazon_security_lake_table_us_east_1_waf_2_0"

."amazon_security_lake_table_us_east_1_waf_2_0"

EREEIBE 7 XM AWS WAF HAIH AWS BEFR

SELE

CcT

time_dt,
activity_name
action,

’

src_endpoint.ip,

http_request.

url.path,
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http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'
AND action = 'Denied'
LIMIT 25

1§ AWS BRENFER , HiBX 7 RAKBERZ A

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security Lake R EmiBHIEE

B LLBET Security Lake , #ERTFRELRFVER AWS BiF RE. £oBHEE AR EET
TRINERER,

REEE

EEEEEN , FHUREBEEENARNTR , EAUREERNRERE. AR Security Lake &
# & RHE1E A Amazon Simple Storage Service (Amazon S3) FFETE TG , RILREHRESH
FEZE Amazon S3 A miBHEIERE, FBREELRTE , BULUEERFH Amazon S3 REEFHE , UKk
SIYHEERIATEANREENRNBEY 26 , REEXFEFERNNHE. W0F Amazon S3 £ B
HARERIEEMME R |, 5528 (Amazon Simple Storage Service A &) TR EREHNREEFEGIE
H

£ Security Lake # , BA L EBIHERIEERERE. Bl , BALLERERE S3 AWS @i S3
Standard-IA REERINBENHEAERM 30 X% , SHBREZFFER. BN Amazon S3 f#
¥ B A S3 Standard,

/A Important

Security Lake % # Amazon S3 ¥)#F8HE. B ERBRFITEE , HEREEMA S3 HE
E., EAERRBERNA S3HEHESPESEENAFERRNEERM.

B Security Lake BFERE R B E

BN Security Lake B , FFEFEELERRBRE L EERENREHRE, MRBERBZEREHK
% , Security Lake & Amazon S3 £ BN TEERE , F£H S EERFENERBATHE
o

Console

1. 1E£ BARK Security Lake E£#2 & https://console.aws.amazon.com/securitylake/o

2. BREINSR2 EBEMAIERENBEREER  SFEZEREFENTHMEER, AR
BIEEEEM Amazon S3 S3 @ FHER. ( RIHWFERMFEAIA S3 Standard, ) EEFE
EXRFREINREHE (UXREN ). FERERREAZZEM4ERD S —ERFFE
FR,FEEMEER  ARWAREREFRAIZNREPNERE.
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3. HERTE SIYWHMEBE , FRIENEER, AR K HRFEEFRELR  BEF8H, #YRE
B mARYYHER  CECRAEAREENSYHFRE Amazon S3 FHERE. EiE
REEFERE , =188 , Amazon S3 2§ HMIER.

4. ZTRE , FEET %,

LHNEBERERAZAELNMASRABE REA Security Lake WFFE [EFH,
API
EEEMA Security Lake RARXEFT A RNBREREERE , FBHEMA CreateDatalake

Security Lake BIRVEAPI, MREFEHK R AWS CLI , 5EHI{T create-data-lake &85,
f£lifecycleConfigurationBHHIEELBENRERTE , W TR :

« ¥ transitions , IEELEWN S3 YHFHREHE Amazon S3 7RI (days) PRVERXE

(storageClass),

« #¥ expiration, IEEERVYHR , EREMREER , Y4 FHRE Amazon S3 FHIEX
¥, EERKEAERE , WA= , Amazon S3 S EMER,

Security Lake A EERAEEEconfigurations¥rregionty W FIEEMN EE,

Gl | FHHSEE us-east-1 EIFH A Security Lake, FEWEEAF , WHSTE 365 XE&iB
B MYHEE 60 XEEHE ONEZONE_IA S3 7R85 %, L& HIE &% Linux, macOS =
Unix %1t , Y FEARFHE () TEEZ TREETEM.

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

EHRERE

A Security Lake % , FFEEELETREN — S ERBHRERE.

b

Console

1. 1£ BARX Security Lake F 12 & https://console.aws.amazon.com/securitylake/o
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
https://console.aws.amazon.com/securitylake/
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2. EEEEKT , ZEEEE
3. EBHESHE , RAEREBERE.

4. HEERREFENERD K WALBRENRE. HHRTFEARE  EFEEER Amazon S3 S3
REERAR. (KRIHOERMEFER A S3 Standard, ) #HEREYE , GALEEXRER
BIFIFRIHHN RS, &S E S EER,

EEETE SIYHBHNERE , SEREFERENNWBHEE., RE , SHHAZHHE , £
MY MALEFEREMAFEEERIE Amazon S3 FERYHNEXRE, SERBBEER
B, WHSEH , Amazon S3 25 E MR,

5. & 6 AEERE.

API

EENURARFTAXNERRERE , FB5EM UpdateDataLake Security Lake A #R1E
APl, tIREFERARE AWS CLI , #1117 update-data-lake . EEMERF , EH
lifecycleConfiguration ZBUIREEHRE :

- EESFEMRRTE , BEA transitions 2EREELERISTE Amazon S3 #EFER (days)
R S3 MU SEHEE , AX () BEfIstorageClass, S3

- FEDFERREY , BEA expiration 2BREERUMHR , ERAEAREERIREFR
S3MHMBRE, BENRFHBERE , WHSBH , Amazon S3 SAEEMIBR.

Security Lake E#:5R EERAEHEEconfigurations¥regionty B HiEEN EFH,

Security Lake UpdateDataLakeMREAPIRIA Tupserty B | EIEEMNIEB ST
HITHEA , RECHEERHITER. Security Lake £ AWS MBRER B REL L FRBFBLEER,

BB EACEFHUPEEencryptionConfigurationf B £8KMS , 2R EZETMN
KMS&i# , BIEESREERMEERHTH LR,

N |, %) AWS CLI 8 S & FE# us-east-1EBNERBHREMNFBEFERSEE, EHESD ,
Y€1 500 XZBH , MM E7E 30 REREHA ONEZONE_IA S EFEHR AR, HEH &Y
Linux, macOS = Unix &=t , WEARFHR () TEEFZTRIETEM,

$ aws securitylake update-data-lake \
--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
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{"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"ONEZONE_IA"}13}3}1" \
--meta-store-manager-xole-arn "arn:aws:securitylake:ap-
northeast-2:123456789012:data-1lake/defaul t"

R 5 1
RREREAGRE LS AENELNEN., ETHYCEFEAREHARER,

MERERBEFNETR , FSB £ Security Lake PERERME[EE,
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£ Security Lake FERMMEE Z£EBIHIAERE ( OCSF)

T EE= OCSF ?

Open Cybersecurity f&E##HR%E#E (OCSF ) EHBBLLEXEMN AWS BESERHHEREE S
MWEMRBRIEIE, OCSF AR RRLSHRUEELZBIER, ERRTEHRGUMREFZBHERE
g VWEESRLHFEEENEHEENEREERF. WABRABOCSFFEERE LGitHub,

Security Lake 2 HE) AWS R S RAEXENAFZNEHERAOCSFEBER, Hth &

OCSF , Security Lake A& R#EE FH Amazon Simple Storage Service ( Amazon S3 ) #1ZET
g (S8 —ERELE AWS Bl ) AWSIES, #ETHRIEZEA Security Lake OCSF # B 5 M= 4
HIBBEFEBIEIRF Apache Parquet 83X, FTEIE AT LAHS B S FIE 417 A — % Parquet OCSF 7%

REABBERSGER  UEERBHRELHETISNEA,

OCSF EH#% 5!

REEE Security Lake JER HREMEHFE PERNBIESHEBOCSF, DNS BB, SSHIEE
METRER PELEBIOCSFHES], BT EERERFERFNEHER.

OCSF AR5 7!

OCSF 1 i & & M i 3R i3 By & ¥ B — 4B 45 7€ A st SR RIR. B R Security Lake AWS fR# F1 /R
EXEERRIRAAEBMALE,

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.

KR metadata. metadata. metadata. class_name metadata.
product.name product.v product.f version
endor_name eature.name

CloudTrail CloudTrai AWS Data API 1.0.0-rc.
Lambda E8 1 Activity 2
EH
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Amazon Security Lake

ERAEER

HR

CloudTrail &

HEH

CloudTrail S3
EREH

Route 53

ZEHHE

VPC H#EH

=T

metadata.
product.name

CloudTrai
1

CloudTrai
1

Route 53

Security
Hub

Amazon VPC

metadata.
product.v
endor_name

AWS

AWS

AWS

AWS

AWS

metadata.
product.f
eature.name

Managemen
t

Data

Resolver
Query Logs

Le ¥
Security Hub
ProductNa
me {8

Flowlogs

class_name

API

Activity. Au

ation ={
Account
Change

API
Activity

DNS
Activity

Security
Finding

Network
Activity

metadata.
version

1.0.0-rc.

.0.0-1xcC.

|_\

'_\

.0.0-1cC.

'_\

.0.0-xcC.

=

.0.0-1xcC.

The OCSF source identification for AWS log sources (Version 2) are listed
in the following table.

IR metadata. metadata. metadata. class_name metadata.
product.name product.v product.f version
endor_name eature.name
CloudTrail CloudTrai AWS Data API 1.1.0
Lambda &# 1 Activity
=H
CloudTrail  CloudTrai AWS Managemen API 1.1.0

HEH 1 t Activity. Au
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ERAEER

HR

CloudTrail S3
EREH

Route 53

ZEPHE

VPC #EH

=Y

EKS &% H

[=7/\A

AWS WAF v2
H&

metadata. metadata.

product.name product.v
endor_name

CloudTrai AWS

1

Route 53 AWS

Lt AWS & HE¥ AWS %

+REHZREE 2FAEERRE
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- BBAE - REACRBEREN AM A6  ARKREINTEF, IAM EES AL IAM hE2
M., BRNMERREAE. WEFEFMAESA  F2HE (AM EREER) PRNEIACUEFTAE
ks AWS BB o

- BBERAE - BRERACRERE NRBACEE AWS ¥, BRBITURERKRENTH
At RBEEFACEHRAEEN P AWS IRF | YHBRK#EES. IAM EESTRE , B
T RefmeE AR5 E S A B RYFT Al

* 7£ Amazon EC2 L #{THWEAREN - BUEA IAM BEREERE EC2 HTER LT EARE
AWERREAER , URREEH AWS CLI or AWS API &R, SRF#FIRERFRIE EC2 HITERE
. BEM AWS ARG EC2 MTERISHREMGEMARARER , BB EREHT
BB TERERE. HITERHERESS A6 , WAL EC2 HTER LIMTHEXIREGHEE
BAER. MBEFEEF  F2HR (AM EAHERER) FRER Word AT A& T4 Amazon
EC2 #iTERE LHITHERAER. 1AM

ERABREEFHE

B LUEIBE N BUR YW AS HIEE T AWS B9 RER AWS R4 FHER. BER 194 , 6
BrREREVEE , AWS BERHHAT., EEFA (£AE,. REAENIACIERE ) &
ERE, 8 AWS FHMEELBER, BERPNTTAERBATRIEBHER. KSHBERKFLL JSON X
# AWS MR ERE B, % JSON BERXHEBNRBNFMER , 5528 Word FAEERTF
# JSONWord BUR#IE ., 1AM

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEEREERE T o8
FEER#TURLE B

HERERT , ERENACREHT. BERTEAEHMRERMUTEENFT , IAM EEETH
EY IAM BR, A%, EEETE IAM BERFEEAE  fREUUREAE,

EREARAITRENTEZAM , IAM IRBEERBENFTAT. Fl , BEREEF B
iam:GetRole BMEM IR, EBKBURKEME AJLLE AWS Management Console, AWS CLIZ
AWS API RSB BEFA.

SRR
B AERNBRRETLIERS S 2/ JSON FFRIBERX M , M IAM £RE, ERAERERS
EL

B
B, BLBERARH G5 EAEERG TREMLEERANTHLERE, B2 THRNFRINS S HEREY
HE , F20H AM EREETHNERATSFSEBRER B Word 557, 1AM
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BOBEBRATE-SOERARBRIAZERR, ARBRESEZARINE—FEHE, FEIEE,
RERREBUMNEEK , BUNERD PHSECRE,. HENAE AWS 1RF, XEBRESE AWS
ZERRNEFZERR, BETHNMESIERRIARBKR EETEE , F2H IAM ERAERE
MPHEZERRNARERE 2 BETEE,

BEREHR

NERABEBNBIRELEZEERN JSON BEX 4, EREBRNELITIE 1AM ABEEBEN
Amazon S3 FEIBEX., EXEEREBRNEES , REEEETUFERACHREHEISEER
WEFEER. HRMNBENER  BREEREEN TR UUHZERATWEEAREMERSET
BITHEME, EXAEEREBRYIEELE, ZEATLISERSE, £HE. AG. BESIERE
=; AWS IR,

BEREBRRURZBHEPNARBE, SEEEEREBRPERARE IAM B AWS ZEBK,
TFHIZ 7B E (ACLs)

FHUZHBE (ACLs) Z£HIBLER (RFHE, ERAENAR ) ERFEMERNFFT. ACLs BEER
LERAEBOBUR , #RAEMAER JSON BERMXHER.

Amazon S3 AWS WAF#] Amazon VPC %18 ACLs WIRISE 6|, ZEEH— T#E ACLs , 52H
{Amazon Simple Storage Service B A B15r) PWFEURFEE (ACL) BIE,

HtBREH
AWS X RHMBAERNBREE, EERRBETRERE RBRREER FENSKAFFT,.

« FORRE -FURRE—EERIIEE , ZUUEHPRESIBBERTRT IAM BB (IAM FHE
RAR ) NEAFTT. EULABRSRENTRR,. MEENFITSRERN S DB BERMHESTH
ABRHRE, 8% Principal MU EECERAEIACHEREBERAUTEZEFFIRRRES . AT
EEEBETHNRRIERNEBTZAT. WEFTRRBRNFHEEN , FSEIAM FAEER) &
By Word EREVFFAI SRR, IAM

o PRFEIEHIBR (SCPs) — SCPs 2I5EMHMBABEN (OU) in AWS Organizations. B & KFFATHY
JSON B3 , AWS Organizations 2 —BAR D HEMEREELLERE AWS IRF NWZENR
%, MREMAMBEBPHFMEINGE , AITLUEREESBE (SCPs) EREEMASAMEIIRS. SCP
SREXERFHERMNGT , BESHEEE AWS tREFBRFEHE, W Organizations # SCPs Y
SMER , 52 BAWS Organizations ( fEAEIERE) FHRBIZHEIBE,

- BEREFIEK (RCPs) - RCPs 2 JSON B3R , Ba L ARBERFHERN AT LR , MEE
FIEEIEHEE 2 SEERN IAM BE, RCP 2RHIKERSPERNETT , Y EHFET D
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BWEH , BEAWS IRFRFERAE , ERTCHEEBRENER ., WFE Organizations and RCPs
HIRFHEEA , 2 AWS BRI§ & RCPs HIBE |, 552 B AWS Organizations £ & IEEHPHEIR
EHIBCR (RCPs).

- THERBRBE - THRERBERRE-—EEMBER  SUAEZEBREEANTABRILACHBS A
ENTRTERRE K MAZEEE. MEEATERBRNFISREAENAGN ST EBERMIE
PEERBURMI RS, FFAHRAIURAEREHK, AMEEEBRRTNAREEHRSERXL AN, WFEH
WMER , F2H IAM EREERPH TERBRBER.

ZRBRER

RHEZERREEERIFRE  HEREANTISELAEN, EMHBLIER, BETHNMEAWS &
BREBBRBERRERBANFR , F2H IAM EAEEERNBCRFHE#EE,

Security Lake IR A IAM

FEEERA IAM B Security Lake I FEVREZ BT , 585t 7 FRWFLE IAM ThEE T B Security Lake & HLE
Ho

& T LAFA B Amazon Security Lake £ 1AM Zhag

IAMZh&E Security Lake X2
BoRBE =
BERBEBX =
BRB =
BRER =
BUR IR R | =
ACLs B
ABAC ( BHEFHER ) =
TEMEBE =
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Amazon Security Lake EREEmR

IAMZh & Security Lake X2
REAE &
REERAE =

EERA T Security Lake M E fth AWS IREMAE XS 1AM Thee BB ER , F2E (Word £
HIEBAWS IAM) Y EE Word BEFEANER®E. 1AM

Security Lake B9 & % B BUR
TESSBEBEK: B

55 MR ETERIIS 510 JSON HTBELH , i IAM EAE. RAERERAE. &
LR AR HIS 5 E R TR BLRRNTRLDE, SETROTRL S5 LHE , BN
(IAM £REIER) FHEAEFEEREES ST Word #T, 1AM

FHIAM BB | BUEEARRIEENEENER , URAHFIEEBIENGYE, BELE
BoBEBRYEETE  NAESEAZTEENERAENAR, ZEETHETLE JSON BERFFEH
WFETE , B20 IAM FREERFH Word JSSONBER TESZE, |AM

Security Lake XEUF D HEBRWBR, NMEFEFMEF , 552 B Security Lake B 5 7 B BUR 1,

Security Lake Y E R B BR
XEUNERAEBRNBE : B

BERBPRRGERETEIRN JSON BEXH, ERBEBRNEH 2T IAM B BEFFEHEN Amazon
S3 RETEEX, AXEERERRNEBRES , BREEESTUCEATHREFE IS EE RN FEUE
fRo HRAMMBERMNER , BREEREEN TR T UHZEFRATNEMEUREMERG THITHE
B, BHUAEEREBERPIEETR, ZEXTATUIREIRSE, £AE. A, BESSEAERN AWS
AR

EEMABIRFEN , EUNEEREBRTHE —ERFPHREERFSSN IAM BEREES TR,
HERFEIBEEREBR  RAREYGEBRN —F, EZAXANERURTRNNLER AWS ik
F ., EERFHH IAM EESHMARTERAER (£REIAR ) FRERNT. HEBKH
DEPBGREEIERRREFT, T8 , IREREBXREAMERFINEIBRTFER , ERFMT
FEFNNES S BEBR, MEFMEF  F2EIAM EFHEER) T8 Word HHEIRFE ERFH.
IAM
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Amazon Security Lake EREEmR

Security Lake [RIEE A FEHERIH Amazon S3 FEFIFRBEINERAEBRNBEK., BFEgELE
REBFEZES S3 #ErE, Security Lake EHEBRRELEINELEE,

#i51 & JR = Amazon Resource Name (ARN) A& Y S3 #778r#arn:aws:s3:::aws-security-
data-lake-{region}-{bucket-identifier}, EM&HFIH , region REMA Security Lake
H4EE AWS [E3E] , M Security Lake bucket-identifier RiRAFETENEEHE —HHF
B, Security Lake B S3 REFIBRENZEFNER. ERBEEEEXWLE TR IUETREELT
BB -#1TEE. AT R Security Lake EiZFREFrRNEFEREBER (#FIFBEXR )

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Principal": {
AWS":

},

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

"Sid": "PutSecuritylLakeObject",

"Effect": "Allow",

"Principal": {

"Service": "securitylake.amazonaws.com"

.

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
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},

"ArnLike": {
"aws:SourceArn": "arn:aws:securitylake:us-east-1:{DA-AccountID}:*"

}

}

EEE-STHUERARRNEBER  F28 AM EREEEPNUS ) AERNBENERAER
RV R

Security Lake B BURENE
XEBXEE: =2

EEE A LMER AWS JSON BIRRIEEH AIUERAR, WHER , BHMEEBRE A BERA T oSt
FEER#1T UL BIE

JSON BURHY ActiontRERBEBULLIAR AT RIERBHEFFINEE, BEREBFEFEEEGH
associated AWS AP| I2{EHERBINEE, B —EHIMARR , FlaE BAERF AP BRIEMNERFIEE, 1
EEEEFTEBRPNZEEE, ELBENNEERBAEKREE,

HREERABERE TUTHBBBENFTT.

% Security Lake BIERFE , F2RRERESE PH Amazon Security Lake E&EH Ei1E,

Security Lake FREYBURBIFEEIMF < BIEA T FE

securitylake

il EERTFEAEFIRETREMBEANGY , SEEGZERAENEERPEE
securitylake:GetSubscriber&E, BUEERIRKSE T E Action B NotAction Jt
%, Security Lake BEEZ BN BIESE , HIRE A SAE A LRBEAITHERE,

EERE-RRXPIEELEERE , FRERS R,
"Action": [

"securitylake:actionl",
"securitylake:action2"
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]

& EMR Security Lake B 7 B BRIV EE ] |, 582 Security Lake B 5 7 B B SR &6 451,

Security Lake B BURE R
XEBRER : B

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZBE M BEES T o H 4
EEREIT I LB F,

JSON Resource BUR TEIEE BEERNYH. BRKX4EEE Resource 5 NotResource T
=, BEEKREMAH Amazon Resource Name (ARN) I8 EE R, BRI USHEH T EEEERERNE
£ (BAEBRBHRFFT) RIEEM.

HRAIXBRERBEREFFAINEE (P05 HRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"

Security Lake E& N EREE : FTBE , UK AWS 1RF & NERURER AWS B, & UE
M ARNs EBURFRIEEELBENE IR,

W% Security Lake ERBHNSMEBEEMN ARN FELFE | F2RARKEEESE RN Amazon
Security Lake EENEREE, BEETHRETUASEREANEREEMLEEE , F2ERERES
ZHH Amazon Security Lake EZR B E.

= EMR Security Lake &0 BBERIE B , 552 B Security Lake B 5 2 B BER & fl,
Security Lake B BUR IR £ 88
TERBBERRGEHESR =2

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEEREERE T oA
FEER#ATURLE B

Condition jt# (8 Condition E#R) AIEGRIEEERAX LM R, Condition TERERAE
B, BUUBRNFEAREEE FNREEER (FINERTIR) , REHWBEPWFERENERPHE,
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Amazon Security Lake EREEmR

BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

B EREEREBEAREMNEEE., W, BALRT IAM FREFIMERNT , siREX
BEREMEE IAM EFRERBNER. WFEFEES , F28 AM £HAEERETH Word BIEETTE
S2HNER. 1AM

AWS X EEE R4 RSB RBEEREREIR, EEEFMHE AWS £8IRHREI18  F2H 1AM
ERAEERPHAWS 2 EERERETREIE,

INFE Security Lake X #FREIRIFE , FLRKRKERESEPH Amazon Security Lake f&#F% 5|
#, BETHREVUFERARESRNBENER , FS2ERBIRESE P Amazon Security Lake E
SNEE, WEERKRGREIROBEREH , S/ Security Lake 8 5 75 B BERE S,

Security Lake Y ZEUIZRHIEE (ACLs)
SEEBEACLs : &

TFEUEFIEE (ACLs) 2HIHLER (IRFRE, EAEIHAR ) EEEMERMNT. ACLs ER
LERAEBOBUR , #RAEMTER JSON BERMXHFER.

Security Lake 7% & ACLs , ERTEE L ACL E#EE Security Lake B,
£/ Security Lake F B4 7E32H (ABAC)
X ABAC ( BERHHIER ) : =

B R FHUES] (ABAC) R—ERIBBMERT AN RERE. £ 7 AWS , EEBUHBARER. &7
DS EHEEE IAMER (£REIAR ) NS AWS BR. RiLERBMERE ABACHNE—F,
A&, BAILIERET ABAC R , MEEZRNWERFSHERA TN ER EWERE LA RE,

ABAC BBITAREMENRE Y RN EERRERSEEHNER.

MERBERILEFE , BFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R &S8R , TFEENEETESD , REEBEH.

MRBHEXESEEREEN L =ERG SR RBEZBHEMS , EA Yes, RBHEIERLE
REEN A =@ k4 iR , RIESR Partial.

WFE ABAC EFEH , 2 H (ABAC EAEERM) FREM Word REERT T, IAM &
EMIRTERE ABAC ZERINVHZBRE , F2EH Word A& BRI RIAMEEH B 14 2 17 Bz §l

(WordABAC),
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B LS EBIEE E Security Lake EiR - 5TEE , Uk AWS 1RF {E 5 BYERUAERE AWS EiF, &
A AEBUEER ConditiontRPIRMEBREN , UARHHELERERNFE. WEEZER Security
Lake ﬁﬁﬂ’hﬁﬂiﬁnﬂ 2 Z50 Security Lake ElR, ERBZRERNEERFERFIN G2
R EH) | 5528 Security Lake B 5 9 BB 41,

B Security Lake f5£ A g B & A E R
TEGREE 2

ERERRESEAENEAR , L AWS R BLERF, NFEHMEF , SEWE AWS R £
RIS AER , F2H AWS R IAM EAEERTH E/ 1AM,

MR E AWS Management Console AR EZBMNBBUANEMALEZEA |, IEEAEREA
B8, flm, BEAWS ERATRIMNE—ZA (SSO) EXEEM K , ZXEFSEBEYIRFEEAER,
ERUEAEESBEATEA  REVRARE &ﬁﬁﬁﬁiﬁfaﬂ-ﬁ’ﬁ%o WEVRAGHNFEEER ,
BSHIAM EAEER) PHREAEYRE Word B8 (EEE). IAM

BRI LAERA AWS CLI or AWS API FBIEVREEEAER, RE , BuUERAELBEREEAERRE
B AWS, AWS BELHEELBRIFEAER K MAREARPENRSE., MEFMEEA  B2E
IAM R E R Z = EAEFR,

Security Lake X EFEABREEAEHR,
Security Lake #YEA 7E T /ERE B
S EBEXIFE T ERE (FAS): 2

EERER IAM FRESAGE PHTEBER AWS , ZEERAZTEA. FARLERKR  BAES
BATEEEE , EMEFRBRFEPRE S —EEE. FAS EAWMY NEFTAFT AWS R , TES
AWS BR#% FFRE T BB REFR. AAERBWRIFEZEHM AWS R S EREB T RE
ARE , TE%H FASHER. BEHBERT , BLEEFWITEMERENFTT. MFERH FAS FRE
MBRFHRER , F2REEFMIFRER.

AL Security Lake E)FEEE A h EAMAMEBENFTE AWS BB, NBELBHENFE  F2ER

KR ESE R M Amazon Security Lake EZ ) B)1E,

Security Lake IR A&

xER%AR &
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Amazon Security Lake EREEmR

REAGBRE AM A€  RESREXACKARREIITEIIE, IAM BEET IR IAM REI, EXH
MEREREAE, MEFMAENA K F2H (AMFREREE) PNEL AT IERG AWS RIE

o

Security Lake TEREIRFEARBEAE, TiB , EEFEMA Security Lake B AWS Lambda , Amazon
EventBridge #1 Amazon S3 EMEBEREESRIREAC, EERNREHMITEIE , Security Lake EfFH
R EF AL,

/A Warning

BFRE/ N TJRESELMEH Security Lake BFELIRERIE, RETE Security Lake 1B
g5 , THERERBEAE,

Security Lake BRI EF A E
ERBEEEGAR . 2

BHEEACRERE NWRBACKEE AWS k. BETURBEAKREITEFNAR. BHER
AEgHRESN F AWSIRFE |, YHEBH#HE. IAM EESTRE  EFRERBEZESEHN
G

Security Lake EAE A& BV IAM BRI EEZA

BAWSServiceRoleForAmazonSecuritylake, Security Lake [RISEZEBEERFHT , UK
EFRELZLERNBIRE., LK ELEACREZEERZE Security Lake B IAM &, B H Security
Lake TREER , XBE Security Lake AWS fR#& R &REEWEM FrEMNMEFT . Security Lake &
1EiR M AWS [E1F Security Lake BWFFE HER LR EEAE,

MBERIUHERE Security Lake [RIEFZACWFMENR , 528 £/ Security Lake BWIREERZ A
=8

Security Lake B9 & 9 B BUER € 41

BIBEFER , FRAENACREEINSIEN Security Lake ERIVEF T, fbfithEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 8 AWS AP| R# 1T, EER
FEAEHMELERUTEENA , IAM EEETUET IAM B, A% EEETUE IAM BX
VEEAG  FRETIURIAR,

T 7 4TG5 P LB 1 |AM B SO SRR ST Word &% 5 B R IJSONEE | 88 Word (£
FIEANRY IAMBE (Z2E). 1AM
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% Security Lake ERZBMENERBRMNFHET , S BESEEREEMN ARNs KX , F2ERKE
BE2EHH Amazon Security Lake W B¥E, ERANIFEH L8,

&

- BRBEEHR

- f£/ Security Lake 2 A

- ifl: AFERAERGMAMECSHETR

- 6l AFEBEERFEENBREREES
- $fl . AFERAERBERREGIRE

BREER

DS RERNBREHEREEATUEENIRFRREY, FESMBER Security Lake B, L E
EUREEELN AWS IRFELER, EREUSRES S HEKE , FERTHEARBEEREE

- FIEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , B
AWS ZREBR , B RTIHZEREARS. SMTEEN REM AWS IRF, RAIZREESR
BREREARI AWS WEFZERXR , WE-FRDFH . WFEFMEA , F2H8 (AM E£REE
) P AWS ZEBER AWS FBEHBHZERE.

- ERAREERTT - EAER IAM BERREATER , R8RTFHTEBRENTT. AERLE
B, BALERERERG T TUHREEREINBE  SLBARKEERITT. WFEEA IAM
ERFTANEMER , F20 AM EAEREETH Word PRIBERMETAl. 1AM

- FA 1AM BERFRIRERE - SREIFE : S LU FRGETEZEER | IRSIYSENERN T
B, flan , B REB RGN RIEEFMEFARBLEFH SSL #ix, MRBBEE FEARKS
fE , IR AT LA PR SR IR F R BRI B E RO REBR AWS BRFE , 20 AWS CloudFormation, 1ZE&
HEF , FF2E IAM FHEERPH JSSONWord BUEETE : . IAM

« f£/ IAM Access Analyzer B ERRY IAM BUR , UHERZ L HIgEEENFFA - IAM Access
Analyzer @RFEFHMBENBEER , BEEXFS IAM BURES (JSON) #l IAM REEH. IAM
Access Analyzer I2{t#i18 100 BBREREMATHER , UBHERELLHEANER, NWEHF
MERA , F2E IAM F£HAEERM) FRIFEHA Word Access Analyzer BB IR, IAM

- FEESEEZERIT (MFA) - MREEEE IAM ﬁﬁ%:ﬁ PIRFERAENZRA AWS tRF | EBIR MFA
g niet, EELEMNL MFA BERRER AP, 3518 MFA §EHEEEHNBEEK, NEFEE
A, F2BEAPI FHERE) PHEH MFA #1T Secure Word 7L, 1AM

WE IAM REEBNFMREF , 528 Word EAEREBIAMTH Word FHZ 2 HEEK, 1AM
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/A Security Lake £# A

= E77FH Amazon Security Lake £12 & |, BXARE —HRIEF AT, BLFIXEAFEIEHINRER
A Security Lake ERIIFFMER AWS IRF, MREBBIULBEAXEFTEBREN T 2 HBER |, Al
HAEERBENER (FRAE5AR) ME , TRAMEEZNERERE,

HREH AWS CLI 5t AWS AP ETTHIUNERE , EFBEAREERAF . Mt , ERFF
FHEEEREIITH AP REEFNEIF.

ATHRRERAENABTLUER Security Lake £2 A |, FFE Y IAM B , LAHRHRETZEFIUE,
MFFHMER , F2E8 AM EFHEREETH Word 55, 1AM

MREBINBEAFFEHAESLACHER Security Lake T34 |, FRERFISELFHESAGE
FEALERMEERNBERE. B8, IS LEEES LEERBERELERNFHENA.

Pl EEEAFTZREMERTRE , DAARFERAERNTELRE

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

« iam:GetRole

« iam:PutRolePolicy

* iam:DeleteRolePolicy

« iam:PassRole

+ lakeformation:RegisterResource
* lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

g6 RFHERERGREMBE ST

WEBIRE MM BR , A5 IAM FAERAEZIEFRESINABRNIERER, LBKREE
ExEs FEREMENTFT |, SfEHA AWS CLI or AWS APl AR RSt AR EIERYEF AT,

]|

{
"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

g6 AFEBEERFEENBREREES

I EFIERBA I 2 ST R |, foFF AWS Organizations BEEIRFHNEAEAHABIEENBRERN
Security Lake BB &,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
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"securitylake:DeregisterDatalakeDelegatedAdministrator"

1,
"Resource": "arn:aws:securitylake:*:*:*"
}
]
}
gl RFERERBERBREIRE

EUE D REBRNWBERSD |, B UERRERBIREBRIZFIE Security Lake BRI IFE, 1t & 4553 BA
WM B , RAFFEAE R Security Lake E1# A5 Security Lake API RBIFIBIE . FiB , R
BEEITRENOwnerEREREAENERELRRBE , TERTH.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
},
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

HEWEFH  NRBEFERAERBNERAErichard-roe EXRBEMEBIFTREAENFMEEN , RIFTEE
RAZEIN EZEHOwner=richard-roes owner=richard-roe., &f| , ESEEBXFEHEEE. FH
EH 28 Owner fFS Owner Hl owner , HAKRHSBEBTES KB, MEFEAGRGRSIBIEF
B, BSEIAM FHAEERE) B JSONWord BEETE - 4. |AM IEZELE Security Lake &
FRHFERER |, 5828 1252 Security Lake EFo
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AWS Security Lake By SEBE

AWS SEBRZH AWS AWS ZERXBRIUNEENBIBR , EEANSEREARMRMHEIT ,
LB R AR ST e AR E A &, BHENAG,

FARCE , AWS RERRARFTERTFTRECEARFINSKEERTT , RAELFITAHAE AWS &
FfEM. RMI2BEEREARIEBNESFEERE , WEE-FRDFT,

BEEETE AWS SEREPESNHT, IR AWS EFSEHRED AWS EXWNTT , IEHSE
ERREZNTETES Y (FRE. BANAR )., BN AWS R BB HFH AP BETHR
BE RBER , AWS RETUBEENZ AWS BBUR,

WEFMEF , F2EH IAM EAEREREPR AWS ZEBXE,

AWS ZEBUER : AmazonSecurityLakeMetastoreManager

Amazon Security Lake £/ AWS Lambda EHEREBEERUAFHNFEER, BSBFEALE

2 , Security Lake AT A A B E BN ER M ERE R Amazon Simple Storage Service (Amazon S3)
P EIEZ 5| E AWS Glue Data Catalog Eflk, ZEBKR SIS Lambda EHEWFTEFY , 4 S3
PEEMERERESIE AWS Glue ERIERH,

FTARFEEA
HBEREE LT

« logs — AFFERM Lambda B ERY# H 52 #% ] Amazon CloudWatch Logs.

« glue - AFFER#IT AWS Glue Data Catalog ERIERNWIFER ABE. EtAFF AWS Glue Ez7FE
AP ERPH S EE,

* sqs — AFFEBRHIT Amazon SQS I B ERMAMBARE | ELEFIESEERIPHERNERN
M EEEHEA.

« S3- AFETRABTELMERM Amazon S3 RFFEHMTRENBEIRANE A B,

{
"Version": "2012-10-17",
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"Statement": [

{

"Sid": "AllowWritelLambdalogs",

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowGlueManage",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",

"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage",
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"sqs:DeleteMessage",
"sqs:GetQueueAttributes"”
1,
"Resource": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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}

AWS ZEBUER : AmazonSecurityLakePermissionsBoundary

Amazon Security Lake BE=H B RFEL IAM B , UEERBAERH , Y AE=585TTH
FEY Word At , MERRBERANESR Y ERVELAGKERLERREREIFARR. &
TRERNBENTEALBE, IREREERESZE AWS KMS £3I% | kms:Decrypt A&
#i8kms : GenerateDataKey&Fal,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsForSecuritylLake",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sqgs:ListQueues"
1,
"Resource": "*"
I
{
"Sid": "DenyActionsForSecuritylake",
"Effect": "Deny",
"NotAction": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
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"s3:
"s3:
"s3:

"kms:

"kms

"sqgs:
sgs:
"sqgs:

sgs

"sqgs:
sgs:
"sqgs:

]I

"Resou

"Sid": "DenyActionsNotOnSecuritylLakeBucket",

"Effec
"Actio
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
1,
"NotRe
"arn

"Sid": "DenyActionsNotOnSecuritylLakeSQS",

"Effec
"Actio

1,

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

iy

sgs:
"sqgs:
sgs:
"sqgs:
sgs:
"sqgs:
sgs:

ListBucketVersions",
PutObject",
GetBucketLocation",
Decrypt",
:GenerateDataKey",
ReceiveMessage",
ChangeMessageVisibility",
DeleteMessage",
:GetQueueUrl",
SendMessage",
GetQueueAttributes",
ListQueues"

Icell: nmen

t": "Deny",

n": [

GetObject",
GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",

:GetBucketLocation"

source": [
:aws:s3:::aws-security-data-lake*"

t": "Deny",

n": [

ReceiveMessage",
ChangeMessageVisibility",
DeleteMessage",
GetQueueUrl",
SendMessage",
GetQueueAttributes",
ListQueues"
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{

"Sid": "DenyActionsNotOnSecuritylakeKMSS3SQS",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*.amazonaws.com",
"sqgs.*.amazonaws.com"

"Sid": "DenyActionsNotOnSecuritylLakeKMSForS3",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
},
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"
]
}
}

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3sSQs",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

]I

"Resource": "*",
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"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"

1,
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqs:arn": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

AWS ZEHE : AmazonSecurityLakeAdministrator

B ATE R AHR SR Amazon Security Lake Z 81 ,
#&AmazonSecuritylLakeAdministratorBREEZETFR, LBERRTFEENA , AFEIRTER
HYFf & Security Lake BifE, A% , ZFEEATLUIIA Security Lake , 34 Security Lake # 5% E 3R
RIBEE,

LR B E Security Lake B & 1] LUEIB Security Lake FEE M RHE _E#11T AWS BV EIE,

tAmazonSecuritylakeAdministratorBUR T X EHE I Security Lake FTEN ARAERNAE |
LEHE Amazon S3 BEIFERE, £ PEMHERISIE AWS Glue, HETIEEHIT KRN ERH
17 Glue @R , BEH HTTPS InHFTREEHER, BUUSBEREIELAR® , I FATRAMazon
Security Lake A9,

BR T AmazonSecuritylLakeAdministrator EEBKZ/ , Security Lake FHEE A FAHAER
W lakeformation:PutDatalLakeSettingsgfA, PutDatalLakeSettings /i&F#% IAM
FRETEAR IRFHTE R Lake Formation ERNEE S, kABMEERSR iam:CreateRole
permission#fl AmazonSecuritylakeAdministratorBi,

Lake Formation & B A LA5E 2 17H Lake Formation £ 4 , XWiR&HI¥ 1 E RHE R ZEGGF

A, Security Lake iR Security Lake MlAmazonSecuritylLakeMetaStoreManager&f ( =
HibisEA® ) WEEIERA Lake Formation B E |, UMEMM BRI ERR, EFERREBHE
R, FMHFNDINE , UARREERRNEFT, BAHETE Security Lake EEEFHAERACHBERF
BETHIFF :

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
]
}
SEIEZ e
HHERBEUTHFA,

« securitylake - AFFERTEFEMAE Security Lake BfE,

- organizations — AAFFEEH AWS Organizations HEVEEBEMEBPIRFNEH. MEIRFBAHE
&, BIIELEEF O] /o 5F Security Lake ERABEREE BBAIRS5RE,

« iam- RAFFEBEE T Security Lake, AWS Lake FormationF B iR #%E#E A & Amazon
EventBridge , A RMABLRENSELS R, LAFEINGFEIIERENBITIREACHER |, E
L& B M FF A E R M AmazonSecuritylakePermissionsBoundary BUR R EFRIEF T 6

- ram- RFFEBEEREITREY Security Lake KJREY Lake Formation&E 2 H,
« s3- AFEREIMERE Security Lake fEZATE , W EISLREFTENRNE.

« lambda - AFEBEE Lambda AARE AWS RERF B EFHEE 2 REH AWS Glue ERRD
HEL .

« glue - RFEBEIMEIE Security Lake BRI EMER K,

« lakeformation - RFFEREE Security Lake BRI &M Lake Formation §F 1,

- events - AT EBEERARBAEIRE Security Lake RRHHERIHV R A,

« sqs - AFEFBEIMEERARBAEIREAE Security Lake RIRH F & FHHY Amazon SQS 1751,
o kms - RFFEBRIRT Security Lake FAEFZESREAERNETE,
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« secretsmanager - AFFEEEANEIR HTTPS i EBHETEI & Security Lake SRIRFFTERIHY
W,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",

"Effect": "Allow",

"Action": [
"glue:CreateCrawler",
"glue:StopCrawlerSchedule",
"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
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}
iy

{

"Sid": "AllowManagingSecuritylakeS3Buckets",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:PutBucketVersioning",
"s3:PutReplicationConfiguration",
"s3:PutLifecycleConfiguration",
"s3:ListBucket",
"s3:PutObject",
"s3:GetBucketNotification"

1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaCreateFunction",

"Effect": "Allow",

"Action": [

"lambda:CreateFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaAddPermission",
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"Effect": "Allow",
"Action": [
"lambda:AddPermission"

1,

"Resource": [

"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",

"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
I
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"
}
}
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"
1,
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
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"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [

"arn:aws:events:*:*:rule/AmazonSecuritylLake*",

arn:aws:events:*:*:rule/SecuritylLake*",

"arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",
arn:aws:events:*:*:connection/AmazonSecuritylLake*"

1,
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowSQSActions",

"Effect": "Allow",

"Action": [

"sqs:CreateQueue",
"sqs:SetQueueAttributes"”,
"sqs:GetQueueURL",
"sqs:AddPermission",
"sqgs:GetQueueAttributes",
"sqs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqs:*:*:AmazonSecuritylake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

com
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"Sid": "AllowKmsCmkGrantForSecuritylLake",

"Effect": "Allow",

"Action": "kms:CreateGrant",

"Resource": "arn:aws:kms:*:*:key/*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
3,

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

"Sid": "AllowEnablingQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringlLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"

]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowConfiguringQueryBasedSubscribers",

"Effect": "Allow",
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"Action": [
"ram:UpdateResourceShare",
"ram:GetResourceShares",
"ram:DisassociateResourceShare",
"ram:DeleteResourceShare"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": "LakeFormation*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringCredentialsForSubscriberNotification",

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"

1,

"Resource'": "arn:aws:secretsmanager:*:*:secret:events!connection/

AmazonSecuritylake-*",

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": "lambda.amazonaws.com"

iy
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}I
{

"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

}

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

},
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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},
{
"Sid": "AllowPassRoleForSubscriberNotificationSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"

iy
"StringlLike": {
"jam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"

"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowOnboardingToSecuritylakeDependencies"
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
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"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/

AWSServiceRoleForAmazonEventBridgeApiDestinations"
1,
"Condition": {
"StringlLike": {

"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:PutRolePolicy",

"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {

"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylakePermissionsBoundary"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [
"iam:PutRolePolicy",
"iam:GetRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/

AWSServiceRoleForLakeFormationDataAccess",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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"Sid": "AllowIAMActionsByResource",
"Effect": "Allow",
"Action": [

"iam:ListRolePolicies",

"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "S3ReadAccessToSecuritylLakes",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,

"Resource": "arn:aws:s3:::aws-security-data-lake-*"

"Sid": "S3ReadAccessToSecuritylakeMetastoreObject",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:GetObjectVersion"

]I

"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"
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AENETBRELAS W AWS ZEHBZKSecuritylakeServicelinkedRole , A3 Security Lake
BUNRELZLERM. TEAF Security Lake HigsENERHATUN TETR
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"Version": "2012-10-17",
"Statement": [{

"Sid": "OrganizationsPolicies",

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeOrganization"

1,

"Resource": [

i n

]
1,
{
"Sid": "DescribeOrgAccounts",
"Effect": "Allow",
"Action": [
"organizations:DescribeAccount"
1,
"Resource": [
"arn:aws:organizations::*:account/o-*/*"
]
1,
{

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
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lake/*"

"cloudtrail:UpdateServicelLinkedChannel"

1,

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-

"Sid": "AllowlListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

]I

"Resource": "*"

"Sid": "DescribeAnyVpc",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs"

]I

"Resource": "*"

"Sid": "ListDelegatedAdmins",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": "securitylake

"Sid": "AllowWaflLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "*",

.amazonaws.com"
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"Condition": {
"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

"Sid": "AllowPutLoggingConfiguration",
"Effect": "Allow",
"Action": [

"wafv2:PutLoggingConfiguration"
1,
"Resource": "*",
"Condition": {

"ArnLike": {

"wafv2:LogDestinationResource": "arn:aws:s3
security-lake-*"

}

"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [

"wafv2:ListWebACLs"
1,

"Resource": "*"

"Sid": "LogDelivery",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"wafv2.amazonaws.com"

:::aws-waf-logs-
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XERBIER TP EIE |, I RFF Security Lake B Apache Iceberg BRI FRH Apache Iceberg F##
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« lakeformation - foEFEBEEH Lake Formation 5% LABE {2 4AREER SR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadEventBridgeRules",
"Effect": "Allow",
"Action": [
"events:ListRules"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}

"Sid": "ManageSecuritylakeEventRules",
"Effect": "Allow",
"Action": [

"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/AmazonSecuritylLake-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
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"Sid": "ManageSecuritylLakelLambdaConfigurations",

"Effect": "Allow",

"Action": [
"lambda:GetEventSourceMapping",
"lambda:GetFunction",
"lambda:PutFunctionConcurrency",
"lambda:GetProvisionedConcurrencyConfig",
"lambda:GetFunctionConcurrency",
"lambda:GetRuntimeManagementConfig",
"lambda:PutProvisionedConcurrencyConfig",
"lambda:PublishVersion",
"lambda:DeleteFunctionConcurrency",
"lambda:DeleteEventSourceMapping",
"lambda:GetAlias",
"lambda:GetPolicy",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration"

1,

"Resource": [

"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

15
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowListLambdaEventSourceMappings",
"Effect": "Allow",
"Action": [

"lambda:ListEventSourceMappings"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowUpdatelLambdaEventSourceMapping",
"Effect": "Allow",
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"Action": [
"lambda:UpdateEventSourceMapping"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
1,
"StringlLike": {
"lambda:FunctionArn":
arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

}
}
},
{
"Sid": "AllowUpdatelLambdaConfigs",
"Effect": "Allow",
"Action": [
"lambda:UpdateFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:AmazonSecuritylakeMetastoreManager-*-*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
1,
{
"Sid": "ManageSecuritylakeGlueResources",

"Effect": "Allow",

"Action": [
"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable",
"glue:GetDatabase"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {
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"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
}I
{

"Sid": "AllowDatalLakeConfigurationManagement",

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObjectAttributes"”,
"s3:GetBucketNotification",
"s3:PutBucketNotification",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetEncryptionConfiguration",
"s3:GetReplicationConfiguration"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCompactionAndManagement",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:DeleteObject",
"s3:RestoreObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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iy
{

}

"Sid": "ReadSecuritylakelLambdalogs",

"Effect": "Allow",

"Action": [
"logs:DescribelLogStreams",
"logs:StartQuery",
"logs:GetLogEvents",
"logs:GetQueryResults",
"logs:GetLogRecord"

1,

"Resource": [

"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylakeMetastoreManager-*-*"

iF
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeSQSQueue",

"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:ListDeadlLetterSourceQueues",
"sqs:ChangeMessageVisibility",
"sqs:ListMessageMoveTasks",
"sgs:ReceiveMessage",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sqgs:SetQueueAttributes"”

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake_*",
"arn:aws:sqgs:*:*:AmazonSecuritylLakeManager-*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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}
.
{

"Sid": "AllowDatalakeManagement",

"Effect": "Allow",

"Action": [
"lakeformation:GetDatalLakeSettings",
"lakeformation:ListPermissions"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}

BYMERENT , IAM BER (NERAE. HENAG) TTRY., FEIMKREKERAE, MFEFM
&, BF2EIAM ( ERAEERM) PHEREEEAGT A,

3 Security Lake RIGER A

A LAE A Security Lake = AT B3 Security Lake
AWSServiceRoleForSecuritylakeResourceManagement® IR#E#E A AWS CLl,

EEREVRKELEAE  BXBESTIHFTRFIAMEAESIAMAR, IAM &G %47E2FTE A
Security Lake WY [E1EH #) Lake Formation EE &,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:ListResources",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions"

]I
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"Resource": "*"
I
{
"Sid": "AllowIamActionsViaSecuritylakeConsole",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:PutRolePolicy"
1,
"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylakeResourceManagement",
"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",
"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",
"arn:*:iam::aws:policy/service-role/AmazonSecuritylakeMetastoreManager",
"arn:*:iam::aws:policy/aws-service-role/
SecuritylLakeResourceManagementServiceRolePolicy"
1,
"Condition": {
"StringlLikeIfExists": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"

]
}
}
I
{
"Sid": "AllowGlueActionsViaConsole",
"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetTables"
1,
"Resource": [
"arn:*:glue:*:*:catalog”,
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_lake_glue_db*/*"
]
}
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}

Console

1. 1 BARK Security Lake E£#2 & https://console.aws.amazon.com/securitylake/o

2. ERERRLNEFAITR-TRHABRKESAS  UESIHFNEHEEAE.

BRARBEGACGR A LEFTFEEZEENERF , UMEHRMER Security Lake,
CLI

EEUREARFT A RNEIAWSServiceRoleForSecuritylakeResourceManagement BRI E &S
A BEATSICLIGRS.

$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

{FH B AWSServiceRoleForSecuritylLakeResourceManagementfRIEER A @
AWS CLI , 2 %4 7E#% Lake Formation ERl&kE#RFF A (ALTER. DESCRIBE) & ¥ Security
Lake Glue ERIE LWFIEERIE , MEBERKRPEERNENER, MRTMAEEHPH
Glue BRI &R S2E 581 Security Lake UM S3 REETE S4BT ATRESEEACH
DATA_LOCATION_ACCESS ¥ , S A5 Security Lake &5 R

& th 4B Lake Formation FFaJ % F1& 1R F#Y
AWSServiceRoleForSecuritylLakeResourceManagement BRI EFZ A,

T 5| €EfI 8 R a1 4% Lake Formation FF AR FIEEEBEP R EZAC, LEFISEH
Linux, macOS = Unix &1t , WEARFHER (\) TEEF TR KIS B,

$ aws lakeformation grant-permissions --region {region} --principal
DatalLakePrincipalldentifiex={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \
--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName":
"amazon_security_lake_glue_db_{region}", "TableWildcaxd": {} } }'

THEHERACARNNAER, BXEREACARNUFESENESE,

"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-
role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

ERARBERAE 5


https://console.aws.amazon.com/securitylake/
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WA LAE B CreateServiceLinkedRoleAPIFERY, EFERAH |, #& I8 EAWSServiceNameB
resource-management.securitylake.amazonaws.coms

Bt AWSServiceRoleForSecuritylLakeResourceManagement& &% , IREFEH AWS
KMS BEFZE & (CMK) ETNE , BXEAFBRBEEASKNENTHEA CMK EBiFHH S3
fBFETE AWS . £ AWSKMS =A% , BT EEXHIEE CMK BiEFH AWS B KMS €8, W%

WA EKMSEMBERMNFHEMHER , 5528 ( AWS Key Management Service BIZ ABIEm) TS
W AWS KMS,

"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylakeResourceManagement"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

]I

"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"

i
"StringlLike": {
"kms:ViaService": "s3.[region].amazonaws.com"

}
.
#m¥8 Security Lake RIS ERE AR
Security Lake F /i FF &R AWSServiceRoleForSecuritylakeResourceManagement BRFE#E

At BURKERACR K LSRZIBFACHER  RAREERTRESEAG, AWM , KAER
IAM RimEA R, MEFMER  F2HEAM (EAEER) PHNREERBEESE,

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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MIBR Security Lake RIS ERE A

IR ERE Security Lake MIBRIRBERZ AR, Rz , BAUKIAMEZES. APIZ RIRBREEEAE
AWS CLI, MEFHMEER , FSBIAM  FAEER) PORBREEELZAE,

EMERERBEEFACRZE K BXELRTACKIEEATNIFRE , X8
BRAWSServiceRoleForSecuritylLakeResourceManagement IE £ & A W E &R,

(® Note
MR Security Lake R E R MBRE RS EERE
FAAWSServiceRoleForSecuritylakeResourceManagement &t , MIBRAIRE R KB, N
RBELEEENR , FEFE E  ARBRERRE.

MR IEMIBRAWSServiceRoleForSecuritylakeResourceManagement RIS ERE ABI EE
BRI , B AENRF A Security Lake REXEBUZAE, EEBRXA Security Lake
i , Security Lake @ BB BRALREIREERZAE,

AWS [EiF 8 Security Lake RISEHEAE

Security Lake XEBEFFE AIE A Security Lake AWS [E1F] B HfE
FIAWSServiceRoleForSecuritylLakeResourceManagement [RiEE A, MEE B AIFEA
Security Lake W EIEEE , 72 Security Lake [E15 w2,

Amazon Security Lake BY & BHRE

AWS HESEERBEA M Amazon Security Lake R ERMRE, MLERFTR | AWS BEREHIT
FiE NEEBERERE AWS B, FESHERLERIRELREATHNEFNE, SHRBEEFE
A AWS fRi§ WEZ 2 HRBNEREE. UFEENBAENRER A F2RENELE, FAQUER
MNERRENEBES , FBBEAWS T2 IEX LEHAWS HESEERMGDPREPFEIENE,

ERERREEYN , RPEBERE AWS IRF B AER , XA AWS IAM Identity Center 5 AWS
Identity and Access Management () 2 EEBIEAEIAM, Wtt—R K SEFEHAEHMISESRETR
HEKMAPANGT T, EMHEEBEEEATIHARNRBESR

- HIEERSFERAZSERE (MFA),

« £/ SSL/TLS B2 AWS EREMA. HRMEZE TLS 1.2 MEZE TLS 1.3

RRRE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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o M SRE API M FRAEEEEH AWS CloudTrail, tIEBEE A CloudTrail &2 ZEHEEL AWS SEE)
HEF , FZBAWS CloudTrail A& RHEEA CloudTrail 3%,

- £ AWS MEMRFR , URHEPWFIETERZEES AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMNIRZEMFE Amazon S3 HWEIRE R,

o MRMEE AWS BB HRMED FIPS FEH BEE 140-3 ERIBER BN R GREEMBAPI , FFEA
FIPSIw 3., METHAFIPSIHBWEFMER , B2 EE B EFEREEZZE (FIPS) 140-3,

BMEZIESCERETEREFNEFEH N EREIHRENR , HEEESBHENNXFHEL
F o BlINBBEA, EEEEEMER Security Lake SRE A AWS BRFS £ AAPIAWS CLI, = B

AWS SDKs, ZEZESEHENXNFRU P ANEAERTEARTERD B AFE. NREH
URL REEAIRERSS , BAEBREE PRETERAERNEF , URLUBEZHZARFBHFER,

N TR I
T AE N &7

Amazon Security Lake £/ AWS INZERFRLLMTFHRFLEER ., REZLAFNSHERE
FUE Security Lake EIEHIIRF 2 S Amazon Simple Storage Service (Amazon S3) #1ZETEE
H, Security Lake £ 3K H AWS Key Management Service (AWS KMS) FIAWS #EH < &8 R 2 itk
FHER. AWS HENEIRE AWS REEEMNEERRSME AWS IRFH AWS KMS €8 5% 45,

Security Lake BRI BAMEHER LHTHEE, BRMEA (ETL) £, RENERSE
Security Lake R#E1IRE PR IFMNE,

ETL 5T % , Security Lake SEZMRFHFEVE—-HAF S3 TR ( £E2RA Security
Lake AWS Eif WEERFIFREE—E) . ERRSgERERESHEF S3 ®EEEHEF , EF Security
Lake BEA AT MG ER RN EE—HF SIRFTRAL, E—HAFRETEEESUNERAERN
BUER |, T Security Lake # BEEMEBHERNEAREITRE. EENE S3 REFIHEPIHNESR , £
EIE S3-managed MEZEWMBAEFFZTESI® ( RE AWS KMS), EMEZEEEALBME,

£ AKMS iR R IR E L

RIEFEER , Security Lake R1FE S3 FEFBENERE2H Amazon A IRESHINZEE Amazon S3-
managedNZ &8 (SSE-S3) %, EERHEEEENLZLE , BUURAEAFARSHMNZEZE
Security Lake ERIH AWS KMS £ (SSE-KMS),

SSE-KMS Security Lake AT XE . HERE Security Lake APIZ A SSE-KMSCLI , FEE
VKMSEMHFEARENER. BALUEHREES €8 , LUAEMEFERAETUAERASB\BRMEN
fi#22 Security Lake & ¥,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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NREEATFZESRRMEBEFZA S3RFFERNER  IBLEEZEHISR. HHEFZES
#% , Security Lake EiEBFiECreateGrant@RE RARLEUE T AWS KMS, HHIRT AWS
KMS AR F Security Lake FEIE FIRE FHKMS 48,

Security Lake FER T , TREKEFZESHMANTIIRIBERME :

 #%GenerateDataKeyfEREEE AWSKMS |, LLEXHEFSESRIIFZNER S,

+ #4RetireGrantiEREFIZEE AWS KMS, EREHMELRUHE | HIRESERIEE AWSKMSE LA
HTETLEENE FEK,

Security Lake 7% EDecryptifd. EEWAVIRHEM A HFEE Security Lake X , S3 EEEMH
% RECEHAEEALKRNBHERNERER, T8 , 5TEEFEZDecryptF T REFEARFEER,
MESTREH M ER , FFS2REE Security Lake 5T EMNERZHL

MREELEFHBEENKMSE B R INE Security Lake EX , BULBERKMSEBNSBER., €8
KA FLFTER Lake Formation BRHH{BEEBRBHIAMABFERAKMS B RMBHER, NENAEE

SRESBBERMRBEKMS |, 28 ( AWS Key Management Service FiZ A B15F) FHEF LMK
Ko

ERBIKMSERBERFAEEBENTNRESRBER , ZNERTUESIRTHER , AF
Security Lake 7HI &8, FEEVSWBERMIETR , 528  AWS Key Management Service B E& A
E5r) PWEILS|BUR,

T SRBERERETLHKMS TR -

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "*"

}
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-overview.html
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FREFZELBRNYEIAMETT

MEFEMFEA Security Lake BEEZUIAMBWAGEE BB AM | ZRIGEHF—E,

BB BT RIREETE AR , Security Lake EEZMIRFHFEILIAMAR, EEAE EEEEMAM
BoHA, eMAFEIIRESEREAERN , XAFITHRERERINAER. 85 HWAWS
EB R EAmazonSecuritylakePermissionsBoundaryiEEL AR AR,

& Amazon SQS{T%I

EIRE M ERHE | Security Lake 7 Z KA Security Lake EXEEMRS b I M 1{E K I1ZH Amazon
Simple Queue Service (Amazon SQS) 175, REZMEELITHIRFBENER . Amazon Simple
Queue Service M TEZAMREFHMNE (SSE) T2, BL4ETE AWS Key Management Service
(AWS KMS) HEBIUEFZE S , UMETH , 3RF Amazon S3 RIEE B A MZTHIMEFT,
MERTFELHFUAWIET , FSH AWS HEFA LM EHE Amazon S3 EHBHTEEERFERME
BR 25 i% I B Y Amazon SQS1T% ? o

B Security Lake £ AWS Lambda R EHE, E@MBMAER LM (ETL) £ , REEXA
& F Lambda FF ] REE Amazon SQSITH|F AL, MEFMEN , 28 ( AWS Lambda BE%
ABIEE) FHHTACEK T,

S o Nz

Security Lake &1N2 AWS BRIz BEWMBIPTE &R, Security Lake £ Transport Layer Security
(TLS) 1.2 nEBABE BB NEZFERREER , LRBER P ERTIRRE. FiX2 Security Lake
W EEHTTPSERAPIs2EH AWS Signature 5 4 NUEEEREE | LB L2 ER,

BIEE A BV E BB SE IR TS

BRI EREEREBER , BEETZERARBENMKE Security Lake AWS Organizations FHE
AWS Z£R#. BIfF Security Lake B BIARWEFEMLEER | B LURERER, NEBBNM
BEZRHEAGEMENR , F2M (AWS Organizations A &EERE) H Al RISEIZRHBE,

B#l, Security Lake TRMEHAREEENEMALZLER , I LEFLBREBRINZRLERHN L
2ER, BTHBIKRE Security Lake BRI M E b AWS T2 RIEHITHEE , Security Lake AIBEERTER
RUMEFER , SRERE=ZFERRFELENER., & Security Lake STEWREFEMLETER , I
RAHEEARE  RMEERLERE. S2ONAEHSHEREERL,
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https://repost.aws/knowledge-center/sqs-s3-event-notification-sse
https://repost.aws/knowledge-center/sqs-s3-event-notification-sse
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-permissions
https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_ai-opt-out.html
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® Note

EEFAEFERLBER , AWS BWIRFX4EH £FREE AWS Organizations, MREE KA
AWS 1R FE R4 | 5528 AWS Organizations A &EHEEHIE L NEEHEZ,

EEFRHERFUTEE .

» Security Lake #$MERESBFRH 2 AIRENMREFNES (WRENFE) .
- EEEEIBREE |, Security Lake B BUESR 7L E R

Amazon Security Lake B & 1R B &

EETHR 2B AWS ¥ ERESHATENEGEER , F2BAWS ¥ A SIS ERRREELR
HBNSHRFTE, WFE—MREA , F2E AWS Compliance Programs,

BOLMER THE=ZARKZEBE AWS Artifact, INEFMEF , FSBE P THEES AWS Artifact,

EH BNEREME AWS R BURRERNBRE, SRANGHRERE , URBEREENER,
AWS R T ERRHEI SR
« Z2EHEEE - EEFMRFREFEIATIRTRABER  YRUNELLESRIENIER.

« Amazon Web Services E# HIPAA Security and Compliance %848 — tt A R &R 88\ S {1l E
AWS B4 HIPAA BRI ERARER.

(® Note
W 3EFRE AWS BRI ZRAFE HIPAA Bk, MEFHMENR , F2H HIPAA EREHESE.

- AWS EHRER - L THEFMANEENES TREAREHERNMVLE,

- AWS EFEHREN - BEBERANAETHARNEEEE, XEERERAEZARE (2FEER
BEMBZMAZEA (NIST), XNFEXRLZLBREZEE (PCl) MERFRE(LER (1SO)) RE AWS
R#% MG EEEL2EHNREER,

- AWS Config BIZ A B8 i E A 5 BIFFEER - AWS Config R 2 EREEBFEANE
%, EEEAFZERNEE,
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« AWS Security Hub — & AWS fR# Al AL ERBH P L £ AREE AWS, Security Hub Ef L&
#l , TFHEEN AWS BRI BELNEHRER/EEHTERLERFENSEER., UEXENWRE
Mi&EE | 552 Security Hub controls references

« Amazon GuardDuty - BBERENIRER BB AIRNEZED , Fit AWS BRI ERIEEN AWS
RE, THEH, RENEHNEERE. GuardDuty AIFEIEREREAREBAITAEHERHA
REMER , UBREESHER , ffla0 PCIDSS,

« AWS Audit Manager — & AWS AR# Al B 5ER &% AWS AR , UL EEEREBI AR |, X
R ERNMEEEENHX,

Security Lake N Z £ RIEE X

5528 T 5B/ Amazon Security Lake M B {E B,

& F Security Lake & &K T BEFF 1]

BRESIEMERER , B AWS Identity and Access Management (IAM) A%, EAERENAE

RTFRERENFERERTT, fln, B AR EAEIAMIE Security Lake F#217 B RIFEE |
BREEEIRRRTEE. WFEFHFMENR , 5528 Security Lake 1 & 0 B BUR & I

& AT LLE A AWS CloudTrail ZRiEH#E Security Lake REIAPIF &, CloudTrail £ FERE, BHER
BB Security Lake REREAPIN BIfERC k. WFHFMENR , FSBFEH i #k Security Lake APIFEIY
CloudTrail,

BREBERE

Security Lake TZEAWHEREEMIBE 14 XNEEBE K ELBMESXE Security Lake FRIEME
&R Amazon S3 FFITE., B SHAEELHEE , UGB ERBIENZ S EETE,

B2 Security Hub &

E 4 Security Lake 1 AWS Security Hub AU Security Lake F Y Security Hub F&E# R, Security
Hub E®RHFZTEN AWS R F=FHBESELERERE R, B Security Hub FER R AT i# B REE
EHRRENEE  URERERE AWS Z2REEK.

MEFHMERN , FFSEE BS AWS Security Hub,
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R AWS Lambda

MIBRERNEHF | BEBEEFEHZ AWS Lambda BB, EMBR<ZEI{EH Lambda RE e TEEREH
hee , WAJse L EHMINEE, RHIFEEMPER Lambda K8 , MAEHT. MEME Lambda &Y
MEF , FS2BAWS Lambda B3 A 23/,

EL % Security Lake =4

BAILAE A Amazon CloudWatch $51Z 8542 Security Lake, &2 #E1#E Security Lake CloudWatch W
FHRER K UKHEBRRER. SUUREER  EEENSEENRERBRBEL,

MEFHMEN , F2BCloudWatchAmazon Security Lake F51Z,

DB 2R EN

AWS £IREMEBREL AWS EE BAAERHAPOREN. AWS B R4 @5 6B RN ER
TAESE , YUERRLE, ShEENsERBEFENBEAEERS. EETRAEAIRERNERS
MBFEEARNEENE  TRESNTAYL, FEEINERRED , ARE-SEERPONER
ERREES.

ZE&MNATAMREERATAEERE. BZETHAERRG T BB RERDEMNE—THERPRRE.

Security Lake BRI FEMN A] A EE AR TAMER. T8 , Security Lake 2 HIFERY A At EE X
BIREP (HHEEILER) EEM AT A EVIHEE.

WFE AWS B B A EEHNFEER , F2RAWSEREM R,

BRTAWSEIREREEE 25\ , Security Lake IEiR & B Amazon Simple Storage Service (Amazon
S3) R ENZEINEE , BB EERELNEDGER,

4 aniBHAE

SaBRERER —HFR , TER Amazon S3ERE—HYHNEIE, EBEmBEHHERERA
BRI LS R Amazon S3 Y BRARBEENRTRAR., ETHFIMER. WFEFHEA , B
2@ Simple Storage Service (Amazon S3) A ZEERE RN EE FFEmER,

R A $2 A

RAEHREARFETFETRESEYHERAN SN, ETUERRAFZEFIIRERRE, HEH
k1B 1E Amazon S3 EFRTE P ERNBEYWHNBERAR, ARG i ERFERBHNERE
BENERAEXAMPER. WFEFMET , F26 Amazon S3 EAEIEEHNE S3 MEirE+H
158 P AR A 22 0 o
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https://docs.aws.amazon.com/lambda/latest/dg/example_lambda_DeleteFunction_section.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html

Amazon Security Lake EREEmR
FES

Amazon S3 RBIFEEN TEEHER , RUSERTEAMEE, S3EE A F S3 EEH - 1A &
FEAIRHHEE AN —XEZTEEVFINERPTEEET. S3 Glacier Instant Retrieval #1738
MEARMEFEAMUZEN FENHEERNMERET , ZUUSFERN—X. HRFTEELHFR
Wi EER , flafEs , B LAER S3 Glacier Flexible Retrieval 5 S3 Glacier Deep Archive fi#
FHER, MEFHMENR , 528 Amazon S3 FAERREHA A Amazon S3 #EFEER.

Amazon ZE N ERREZT S

A —EZERSK , Amazon ZEHMZE AWS £RBKEZEMNRE. BB AWS 2 RF LUK M
AWS REERGHBIFMER  F2HRAWS Ehis FECAERERT S HNREBCEARERE
B AWS IRIR |, F2HTEMIERBR AWS FHEBHHNERERRE

IERBMER AWS ERMHAPIFILZEBREREFIMZEM, FRAERLAIETIER !

- BlELZ2M (TLS), RMEJE TLS 1.2 AR TLS 1.3,

- BEARERAIARKRE () NBREN , flW (ST EIE-HESPFS ) SIDHE ( #5E i 4R TE JE-
2 ). ECOHERR R (W Java 7 NEFBRR) KL EXZEELEN,

o, BROACAFREH ID MEAMEBHEBRBNREBEERNERREE, RF , BAUFER AWS
Security Token Service (AWS STS) UMEL HRZLRIFUEBER,

ZEHPHERNGE R
MR T 242 AWS REBRMEFWERFANEE, NBEHAER  HSMAWS HEHETE

B,

EZ Amazon Security Lake ake ake

Security Lake & TAWS CloudTrail , #& 2 —ERK , TRMHACEHRE., AERHGAGHERZ
EERNEESHEAWS R, ETERETLMEFENEE , URBE T API BEETEXRFA.
BB AW ERYE B CloudTrail , B UBEMRZR LM H 7 WLFER,. HREEER , BRI LGEE
RERE, REFBRN IP ik, REFRE  URHMFHERS, NEFAEF , F2BEH &%
Security Lake APIFEAY CloudTrailo
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EFE Security Lake EENIEERAEREEZENGE. NEZEHHIEEENMEREEE
CloudWatch , 2B %% Lake IEZMUHE,
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&T LAE R Amazon Security Lake 532 CloudWatch , Amazon € ERRE RN ASZE R ERE K 0 8
BIEFENRMNIERE, EERTERNERE 15EA , WMELERNELEN , LEFRER Lake FHE
B, ZEUAUREEERERENET , EREELREREIABAS KRB %,
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AWS/SecuritylLake R ZEEEE T HEE,
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HE iR

Source ProcessedSize #EAWS H 53R EI 24
8],

SourceVersion ProcessedSize 4EFEAWS H 56 3R hix 2% Y I
ERER,

BAT AR S E AWS BRFE (Per-Account Source Version Metrics) BT FIERFNEE
(Per-Source Version Metrics).

BIRZ 2 CloudWatchAl 24 R

& LAE A CloudWatchE1#2 &, CloudWatchZ H# a5 5 5 E (CLI) AEA CloudWatch APl (IR
FEtAR. BESREFNSGZE  ARRBLSRFE Security Lake 15,

CloudWatch console

B CloudWatch £ & |, #1tA : https://console.aws.amazon.com/cloudwatch/o
EESEERL , BEER  EER  AER.

£ [BE] R5EBL |, 22 (22,
BESERFNRERAEENESERFRETEE.

EECAEFERUFARE. SOUUEZERITUTESE !

o kb w0 Dbd =

- BEUFER , BEAMEE,
- FEREEETL  BFEIEREERRE  LREEP.
- FERAERRGE  FERUERRERE  AREEFRIUES,

CloudWatch API

ZE# A CloudWatch APl ZFENZ & HMEE |, 55 AGetMetricStatisticsE{E.
AWS CLI

EEFEAERZREHEERAWS CLI, B#H{Tget-metric-statistics@m®,

BRAEAISEMEITEIENEHMMET , 5528 Amazon #HCloudWatch&E i8R a9 {EH Amazon 15
CloudWatchtZ,
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https://console.aws.amazon.com/cloudwatch/
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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RELZEMEEMN CloudWatchZ /R

CloudWatch R BEREZIZBENRERNE TR, Bl |, BRI Ll AProcessedSize B ZREE R |
DEEZERFENENER BB ERAEREEE,

MEXREREENIE TR , 5528 Amazon {# HCloudWatch#& 85 F 8 F Amazon CloudWatch 7R,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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£ 524k Security Lake APIFEAY CloudTrail

Amazon Security Lake 2 B4 AWS CloudTrail , tARFER# Security Lake. CloudTrail captures #
FEHE. A AWS REFTERENEERECE , A% Security Lake APIFILAE 4, HEEH T
FER B Security Lake TR AWML | LLKE ¥ Security Lake APHRERNERIBEE L, MMREBEILE
&, AN AR B4 454E 32 1Y CloudTrail & Amazon S3 128788 | B¥E Security Lake BIE#,
REREREER , HARTLAE CloudTrail EEAPRREHBELRHEPNEHESH. £H KENER
CloudTrail , &R AHIERE Security Lake IRHEMIFER. IRHEFBRR IP ik, REBROAR, RHEBE
KRR , URHAFFHER.

EE#—% T # CloudTrail , 5528 AWS CloudTrail & EE,

Y Security Lake B CloudTrail

CloudTrail B EMIRE AWS 1RFE B, 1% LA . E/EEE Security Lake FELER |, ZEHE
B2 CloudTrail BB L E&P N EM AWS lRESEH —BESKESEHP. BUNUE PRE. ST
BRIENEH AWSIRE, MEFHMEN , F2REASHELRRHERR CloudTrail S+,

EERERSE FEH AWS IRF |, &35 Security Lake FWEH |, SFEMBEM., EZRTF CloudTrail #§
EHBAFRERNERARNSEEIEEN Amazon S3 #FTE, KFERR , EREZEATEILEBKE
ZEMESEREMAN AWS EBiF, BRETHEAWS 2T ETHEESNEH  YEEFEREINE
BISTER Amazon S3 RFETEE. BkA , BEUEREEM AWS IR , SLE— S 547 CloudTrail HEEH
WENSEHERLEHERITE., WEFAER , FSETIRE

BB MR B
* CloudTrail XN REMES

« X HY Amazon SNSEHI CloudTrail
R Z{EEE =W CloudTrail BFEFER , ARKEZEIRFEW CloudTrail BFFER

Security Lake B)fEH 528 , CloudTrail M52 #%7E Security Lake APIZ2E /i, flm |, ¥
UpdateDatalake, ListlLogSources#l CreateSubscriberBE{FHFIlE7E CloudTrail BFE
RPELEER,

B-EEMIARERFETSELFRENENA. B ERATHEHE THIEE

a-m

ERE2FEABEEAERIER AWS Identity and Access Management & EAERHEH,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/Welcome.html
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- REZERK , REEATHEACGIBME I EAENTREZLERE.
* \'ETEH mAWSHEﬁ%EHjo

MEEFHMEN , 528 CloudTrail userldentity T3,

T #& Security Lake HiFERIEH

CloudTrail HFEEEREZE —HZEHREE . EHRRREEARFENE—FR , Y IESFRHFREE.
BEN BEIMERE, FRSBEFHEEHR. CloudTrail log EET R ARAPIFILAHEFH#ERENR , K
A MEMESE BT R

T 5 & IFE R Security Lake GetSubscriber B4 CloudTrail BEEHEE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {
},
"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"

},

"eventTime": "2023-05-30T17:29:17Z",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",

"awsRegion": "us-east-1",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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ERAEER

"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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Z:C Security Lake IR

EHESEANES  BUUERLIERE AWS R , BEFEHEH Amazon Security Lake EJRo
ERUHEEUTEANEE,. 2ENEEER , flKAR, #EE. REIHMESE, Flwm, &9
DERAEEREARRK,. BEXE, EPERIBHIZERESHRERSITERENEIR.

B LU BB RAE T 5B B M Security Lake BIR : 5TEE , UARER AWS tRF fF 9 ERIHERE
AWS [E13,

E3

- ERERAE

- A IAM BBERFHER

- BEBFIEE Amazon Security Lake &R

- #m# Amazon Security Lake ERIEHR

« #% Amazon Security Lake EREBREE

RACE T A

BERBRZ UGS 50 AFER. SEERETUSHEERNLE "BRER, ERA "E8E. . R
o BE—MER , THAERERRENES . FERERERS|/HERE,

Flan , MREFIEITREUD T RETRARENZSER (—HITEERARERER , 5457
HEARATHBER ) , BUAELFIEAERIMRENvironment 2B £, MEBBNWERER
BeCloudBEARR o ERMNETEE AWS BB , LR EMON-PremisesiTBE &,

EIRERERIAEHIE ML Amazon Security Lake R | 5FRR{E T 5IEE

- BEERHNLRA 50 ERE.
- HREEER , SERRSRBLARE—N LK MARERF —BRRE,

- BERREEEEIANIE. REEKR  BEREER —AXRBREERERL  YEREERF -
o B AR R R

- BERSIBRZTUR 128 UTF-8 BF . BBEZKZ LA 256 UTF-8 BIF T, FLANURF
&, BF. ERITHFR:_. : /=+-@

- Faws: BEREH £H AWS, EEEZEERNEAEBRRSIBIERERAT. I, BEEEE
FBEREALFENEBRSIZNE. EALFENRBRTETASEER 50 EREBNEHE.
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Amazon Security Lake R EEE

- BETRNETMEREEANEN AWS 1RF |, BEERAREERER AWS EF 1 .

- MREFER Security Lake EBREREGER , IEBASEAEZEEER PEERMFRE Security
Lake FHIER AWS B, STELERAZ Security Lake £ H Mt hBEEY ., FRHRMENT
A X EEIR AWS IR, Hlmn , MREZERERGEERY , IEBRASERAZEEREN
Security Lake FHERHERE. SMTESEAZFHBFEFNEHE LA Amazon Simple Storage
Service ( Amazon S3) fE7FiTER. FERRNKERERGHEBBNER , BFUER AWS
Resource Groups 5 AWS ¥ REMEIR , 140 Amazon S3 Y S3 12T EE ., SEHBIE R IHED
BHER , TiHBEERNERHN ZEER,

- MREMMBRER , BREERNTER b =& MER,

WMEEMRS, RINRERY , F2H Eid AWS ERFEREER FHER AWS iR,

/A Important

FNEEBPEFREEREMERNHRER., ERAUKS FIAWS R , 21 AWS
Billing and Cost Management, &1 i&E A RBRER.

EEFEANERE Security Lake ERWER , B LAEA Security Lake 3 A% Security Lake AP,

£ IAM BER AR IRER

FRESLER®E , B LUE AWS Identity and Access Management ( IAM ) BERHPERUERLEER
WERBHRTT, EBALAXNEAER  SUUH PHBEFERENAE AWS IRF E5BNE
RERWET , URBEFRAENACEEEREZHIE, FENBREBRNWTIETEMZES, B2
RIBEBRZHEFER , B AE IAMBERNGREG TEFFERESMERERGZRSIE,

flan , MRERPOwnerEBREEHFERAERR , BUMBIBE , BEFEAEEATEFIFNE
Amazon Security Lake &R :

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonsecuritylake.html#amazonsecuritylake-policy-keys
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"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:username}"}

}

MBAEHEWE, SRELTT , AFTEINEN, EEAFRANEE—DBRUREERS , MAR
WA BRI A A HT RS, CH ISR SRR T | SR s T A S 5 708 7 USSR
WABEENE RN, NEXMET,  BHSH AM GRS P ERERREY AVS ERNE
.

A IEE B E Amazon Security Lake &R

ZEZEZEBHIEZE Amazon Security Lake BR , EBAILAEA Security Lake 2 A = Security Lake
API,

/A Important

BEBMEEERATESLEHERNTHN. EHERTEEER 28 , FRETEEAER
Rz HE RIFEUHET AWS Identity and Access Management ( IAM ) BUR,

Console

B85 A Security Lake AWS B8 SRZB I TR & , Security Lake RS RRMEERHIEE
EREE  IEERTEENELREE, EXBRTERE  BRBIES ENIETIEER Y
EER.

EEMMA Security Lake EEAK —RZERBFTEZREER , FERBETIFR,
BEHMAER

1. 7£ BIRX Security Lake 12 & https://console.aws.amazon.com/securitylake/o

2. REESEFEEENEREE K ST TIEP—REE

- HRERHERE  FEESEERTERES, AR, EEERT , EMESH,
- HRFTRE  AEEERTERITRESE, AR, EENTHREENKRTD | BEGIRES

WMRFTBERERHREERRD , FEAEEA LAN AWS EE ERSRRERNEEUHAE
MEE, ERRESHBEN BEBNREITRE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://console.aws.amazon.com/securitylake/
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3. EBERE.

4. [EBF Tags (BR) BR. &EH5HBAERGERNAMEER.

5. & &R B , 1BEIE i,

6. EEWRAHUF A BWAEBFEZTERZEBNERSR, A%, EEFRD , BEEHHAA TR
HIREE.
EHEREZAETE 128 fiFt. BRERZAETE 256 fAFT. FRLAURFE, 8F, =
BETIHE: . . /=+-@

7. FERS—EARBFEEER , FEENEER K AREELRATSR, KUUAERERSES
50 fERE,

8. TERHEREE A6 FEEEE.

API

EEUEARTARNEBEVE R HIE —IZEER , BHYEREEVNERERFEREE
MCreatelffE :

- Data lake #H%E — £/ CreateDataLake¥®fE , ¥ , MMREFEHAHZ AWS Command Line
Interface ( AWS CLI ) , ##11T create-data-lakefi &

- §JB#& - £/ CreateSubscriberi&{E , & , MREFEAI R AWS CLI, FFHIT create-
subscriber %

HFERF , £H tags PBREEENEZERNSEEBNERRSIE (key ) MBANERE
(value) . tags SBEEENHES. BENHHSEERRRSIZREMEBHNERE,

EER—SZEEBTREREER , A Security Lake TagResourcefi24E , APIE#E , INF
BERMZ AWS CLI , B#I1T tag-resource 5. EFERF , EELEMEEFER 2 EIRH Amazon
Resource Name ( ARN) ., £/ tags Z2ERETEHENESEEZBNEERSIE (key ) FE
FAMERE (value) ., MffCreateRENMG T8 , tags SESIEENHES, BEEER
SIM — Y4 R EAEREBNEERE.

Hlan , 7% AWS CLI fp & EBEnvironment BRENCloudEBR LA S| BFEEIEENTE
%, WEHIE &Y Linux, macOS = Unix #&1t , I FEARRHE () TEEZ T RIE TEML,

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-subscriber.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-subscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
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--tags key=Environment,value=Cloud

Hep:

« resource-arn IEEEMBZEBARNMETREEN -
e Environment REMEEITHENEENERRSIE,
« Cloud RIEEEES® () WEEBEEnvironment,

ETHEHF , T ERBEERHNEETEE,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

HRAtagskEHIRHNEEYHE , #EE keyM values|H, T , valueS| BHWETUREFSH,
MREFEKEBREHEEBRSIBELIRE K FTEAvalues| BIEEE, im0, THamSEHE
REBBOWNer ZBENEZER SIS -

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

MRABEIRERTD | Security Lake 2EEZEH HTTP 200 EFE, &EI , Security Lake HTTP &{&
B 4xx =% 500 EIfE , EHBREXRBNER,

#®¥8 Amazon Security Lake RN EE

= EfmE Amazon Security Lake BRI ER ( EERSIBIERE ) , BULUFEH Security Lake E
&A= Security Lake API,

/A Important

REERNERTRESXEHERNTFH., EREEFNERZRS|IRLE A , BFRETEE
AEBREFHEREFEIHEM AWS Identity and Access Management ( IAM ) BUR,
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Console
BB TYLER | A Security Lake T AGREERNER,
mEERNER

1. 7£ BARX Security Lake FE12 & https://console.aws.amazon.com/securitylake/o

2. REBEEREESEENERER  STTIES—HERE

- HRERNERE  FESEERTEERE, AR, 2REXRT , ERNEH.

- BHRETEE  FESEERPRETRESE, AR ERNFIREERRD  BHFIRE.
MRTEERLREERRD , FEAEEALAN AWS B BREEERENEEUTRE
HES. ERREFNHEESNERIRE.

. RERE.
4. BB Tags (BR) BR. BRERSILENERGERNAERER.
5. #TTIMEM—IA :

- FERERENEERANRESR  FEEBRSRINETRTEAE,

- FERERANERESR  FEEREZNBR. AREEFESR . THRNESVAR
o, BAFTNERER, RE , £EEARTAAEEBNYRERE.

- FESFRANERE , FETE ENEFRPEE X, AREESRTAAFTHERE,
- FEBRBANERE A FEESENEARTREX
- FEBRAAER (SERERRSIRNERE )  FEEEEEHBR.

ERBRZAUEE 50 BAFER. ERSREZATITE 128 AF K. BEREKS TS 256 @7
o FRANRFH, BF, ZBHTIF®R: _. . /=+-@
6. TREBRER 6 FRERT

API

EEUERRGIAARBERNERK  EEAFEEREAER, it , REFBNREL N
RREEFREBEESR, EREIME, FERBEERESR  FBRETNER , YHEEE

EERENEBREERSRERBMNERE , F5EMA Security Lake TagResource VIR EBE R
BEAPI, MREFEAKHZ AWS Command Line Interface ( AWS CLI') , E#11T tag-resource s
T kY , EELCEREINBREFERE2EIRH Amazon Resource Name ( ARN)

miE ERNER 207


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html
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EERMBESRE , FFEH tags SEREECLEEFHEBRENER SR, LHETSB/OH
BHE, i, T3 AWS CLI 8 CloudOn-PremisesEi§s MG EFT R ENEB L8
WEnvironmentEHER B8F A . HEHIEEE Linux, macOS T Unix X1t , XFEARFE
(\) TEEF IRKIETEM.

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

Heh

« resource-arn IBEFTBEARNER ,
e Environment RRESFNEZEREHBHRNERSE,
« On-Premises RIEEBERL®R ( ) WHERBEEnvironment,

BERERRSIBDBRERE , BPE tags BEHPEERI#5 valueBHE. Him :

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

MEBBVERTH , Security Lake 2EEZEH HTTP 200 EfE, &R , Security Lake HTTP & [E 4xx
% 500 EFE |, IEHBRERBNERER,

¥ B Amazon Security Lake BRI ER

A LAE A Security Lake A X Security Lake 2R#2 B Amazon Security Lake ERIEE ( EH
REIRNERE ) AP,

Console
BB THLER | FH Security Lake TR AR ERIER,
EERBERNESR

1. 1£ BARX Security Lake F 12 & https://console.aws.amazon.com/securitylake/o
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2. BREBLERFESBRNERERE T TIEP—EHRE

- HRERHERE  FESEERTEERSE, fERERERT  ENES A ARBERE
RERFARBRER,

- HRETEE  FESEERPRETRESE, AR ERNFIREERRD  EEZFTRENSR
.
MRFTRERHREERRYD , FEAEEALAN AWS BE ERSRRERNEEUTRAE
HES. ERREFNLHENEINERIIRE.

BERERSIH B AEREERNIERE,
API

EFEURAFGFTANERNREREERNWESR , 55£ /A Security Lake ListTagsForResourcefy

BIEAPI, EZHERT |, FH resourceArn 28 KIEE EJRM Amazon Resource Name
(ARN )

MREEAR R AWS Command Line Interface ( AWS CLI ) , 553147 list-tags-for-resource i ¥
W EA resource-arn ZERKIETE ERARNH ., 0 :

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

£ LiR& I | arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab =B H
STEAARNER .

IMSRIREM D , Security Lake EEE tagsfESl. [E5IFHEBEYHEHSIEE B pERiGERVE
B (EBRSIBNERE ). fim:

{
"tags": [
{
"key": "Environment",
"value": "Cloud"
1,
{

"key": "CostCenter",
"value": "12345"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/list-tags-for-resource.html
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{

"key": "Owner",
Ilvaluell: mnmn

Heh Environment. CostCenterf Owner2IEMEERNER LR, Cloud REEZRSHEHM
BBt EnvironmentBH&E, 12345 RHEERSBHAEABINCostCenterB&E, Owner EEBXE
5|2 EMHBEBNZERE,

# Amazon Security Lake & REBRER

= E1{ Amazon Security Lake IR P BIRER , B LUEA Security Lake A Security Lake
API,

/A Important

REFTBRERVRSELEHERN TN, EBRER 2 , FRETRERAZERRKEZS
ERFEAEST AWS Identity and Access Management ( IAM ) BUR,

Console
BB THEER , A Security Lake TR ARERHBHR—HZEER.
RERPBRER

1. 1£ BARK Security Lake F 12 & https://console.aws.amazon.com/securitylake/o

2. REESERTBREBNEREE M7 FIIEF—HEE

- BRERNERE  FESEERTEERE. AR, 2EFHERKRY , BINES,

- HRFTRE  AEEERTERITRSE, AR, EENTHREERKRT  BEGIRES
MRTEERHREERRD , FEAEEELAN AWS B BREEERENEEUTRE
MESE, ENREFIHBEMERIANERITRESE,

3. BERE.
4. BB Tags (BR) BER. RRERSILEERGERNAERER.
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5. BT TFIIMEM—IE:

- EEEBREENERE K FEUSEBRENESRTEE X

- EEERBREBNERRSIGNERE (Y ) K FEEEBERNERZHBER.
6. FERERTBHREMER K FASEEBRNEMERES LRISR.
7. ERZRBRERE K BFEERT

API

EEUBAFFT A RERPBR - ZEER , A Security Lake UntagResourcefy#
YEAPI, TEFERH , £ resourceArn Z2HIEEERTBRERNEIRHN Amazon Resource
Name (ARN) . fH tagkeys SERIEEEBRZEBENERRSIR. FEBKRZHE

EE , BN EEEERKRNtagkeysS M58 , XL ampersand (& ) 2F& , i
tagKeys=keyl&tagKeys=key2, EEERERBRIEFEERE (MIFEEBER ) , FHREE
B A MTEBRES.

mREFEHK R AWS Command Line Interface ( AWS CLI ) , ##11T untag-resource i % ,
RERPEBR—NZEER, ¥ resource-arn 28 , EEERPIBREBARNNERH .
£H tag-keys BERIEECEBRZEBNEBRSIE, il , TIHHTERIEENITHES
BREnvironmentiZ® ( ZBRS|IEBNERE )

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

Hrh resource-arnfE EER T BRIEBARNMWEIBEEN |, Environment REBREBNER
RElE,

HENERTBRZEARR A FHESEEANEBRESRITES tag-keys Z2HBEIH, i :

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner

MEBBVERTH , Security Lake 2EEZEH HTTP 200 Ef&, &R , Security Lake HTTP & E 4xx
= 500 EIfE |, IS HBREABNER,
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¥t Security Lake HRY B BEE TR PERD KR

MR IEIE A Amazon Security Lake B ZIRIRE |, FBERA TR SR ER,

Ty EERMHEERAAREE, Lake Formation, £ Amazon Athena # R EFMEEERITHER AWS
Organizations MBI SEHHFREZIAM, NRERBIERIIHWBEE , S FEHLET LN
Feedback Z&iETHRE .

MRS Security Lake FFBZIME , BB T EE,
£}

- HERUHMREEITHED B

- Lake Formation 58 5% #HE %
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E—HLZHEEFHKE , flflus-east-1EXFERI (HERniH ) Bl , UEEXEELEFHNR
B, MRBRIE regions 28, ISEEFEMEEFNEE, NEEHRIEEE , F2ETH
Amazon Security Lake i Z2AWS —fR&#&,

fHlgn | T% AWS CLI s &5 HE 2 us-east-1MM eu-west-3EFHWEE, LHEHIC &Y
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FHAEMNEAMGE, MREEBMEETSE 15 ARNAEERAY  HANBNERETHBZMERER
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