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REEE AWS Telco Network Builder ?

AWS Telco Network Builder (AWS TNB) 2 —18 AWS fr#% , AR MLBFARRIE L FERT (CSPs) EE#ER
L AWS B8, EEMER 5C MBEHNENH K.

£ AWS TNB , e LLE Bt 5 AWS Eis FAMKRMREGE PHBUEERBEZ M 5G #ig, &
FEEEFHEMN, REEFEANEERYE , SAEMAHERMEZE AWS ER,

Rz, eHR@BEnERRE , WREBIHRERE (ISV) SFERANERIIGERERE. AWS
TNB EEE =5 RBHAAE AWS MERKES  LEBHELEN AWS EfltilE. fERRLEE
e, UREREBPBNENER , NEBY T2 EENRRRE,

TERA AWS TNB MR iRz < BHBERES , LEABNEFEEGE (ETSI) RZE M EHRE

Service orchestrator

EWBEER

SOL003
O \ SOLO005
(@) sofware " e .. ‘' |
images . I
and Helm Clgnt.altner hISY ' ' |
Charts egistry ~d _ o
I Network function Network service
! catalog catalog [
: |
NF 1 NF 2 NF3 (XX NE n

F&E

- FJIREA AWS ?

« AWS TNB B AR ?
« AWS TNB i8¢
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- 1ZEL AWS TNB

- AWS TNB EfE

.« F—%

X ER AWS ?
MBBEVRER AWS ERFERTE  BEATIHERBEBE - T :

- B/ AWS
- AF AWS

AWS TNB i FpAGHE 2

AWS TNB BRRFENARAMEER CSPs , BN, M EM AWS Bii 24 , BEFRBFNHEE
BEIETHMNERE RS, $F. NMEEWEREH. AWS TNB EEBIMELEN AWS AR
e, MEARCEBHE, N REBENFIEE , BURIE CSP ERNMENRBHERIEE L TLIE
MR IRTS , A CSP BEMBAVMEREE.

AWS TNB Ih&e
LLTR CSPHEEMFH AWS TNB W —%EHE

BERELER

BENERRERRESONE , INNERRY. EFAFRESENE  URSEAREBY
.

HipFAELES
AWS TNB 2 ETSI BN EME=H REHAENES,
A

&R LARRE AWS TNB RIFREMR AWS BRUAEREE R, ERRREHTRRRAENR. #
AR ERRERESE | WikH 5G BN BB ERMBREAL N,

WmERNEE AWS &R

AWS TNB AIEZEE—ERN LREMEL T ERE AWS WEIR , #1201 Amazon
VPC. Amazon EC2 1 Amazon EKS,

HURER AWS ? >


https://aws.amazon.com/what-is-aws/
https://aws.amazon.com/getting-started/
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> EIRIEE A

AWS TNB AT R AFTEEE T/EAE (RAN, Core, IMS) B REEH AR, BRI FHREE
. EEFARANER  REFERSHISERM (CI/ICD) EEEE , UBHHNESR.

EHHERSBENEE
ECSEERNYENERERR , SIWEE Amazon EC2 HITERELNHTERER , &7
DUMEEBAERENANEREE, FHHTHRETEEEMRMRE, BEUNMBRER , ARk

EEFENSEIERF, S4#/H AWS TNB REEARHBENEMBNRE  £ReBHREREE
MR IREHRIRETE®E, AR, AWSTNB EEBIUERNIEFETSLENEE,

LR B A an A A

A ERER RN E — BN RERE | YIEEABRNER, S ERFRXEREN
RAN, Core., IMS FM#3REAER.,

FHL AWS TNB

ERBMERTIME—REREL., FRMEE AWS TNB B :

- AWS TNB £# & — RHHEARNEE XA Web FRH,

« AWS TNB APl — 2&#1T AWS TNB BI{ERY RESTful APl, MFFMMER , 5328 AWS TNB API
BE

« AWS Command Line Interface (AWS CLI) — BEZH AWS RERMHH S , 25 AWS
TNB, Windows, macOS M Linux X&EtbIhae, MFEFHMEN , F2E (AWS Command Line
Interface fEA & IER) https://docs.aws.amazon.com/cli/latest/userguide/,

- AWS SDKs - RHFESHEN APIsSEERFFZERFMET . TETERE, REBREHNER
BRIE, MFHEFMENR , 28 AWS HEEHL.

AWS TNB EE

AWS TNB TJt#Bh CSPs - Bt EEHEERNBBNEE AWS, FH AWS TNB B , BEEXFUT
MEHENER

- KT EMREEIER (MNFI) B2,
® {IEAPI %5}2%0

17HL AWS TNB 3


https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://aws.amazon.com/developer/tools/
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BAEAEM AWS FRISHEE AWS TNB B | iR EEENEA. NBFEEN
EE,

HS8 AWS TNB

£ ERBIEHIRE | 58IE AWS Billing and Cost Management £ A AR IREER AN EEERIR.
FHIRERASAERENER  TRERENHMFEEN. 0F AWS IRFIRENFHEN |, F2
BIAWS IR FIREE,

WMREH AWS IRE, IRFMEBHHIEMLER , i AWS Support.

AWS Trusted Advisor & —ER# , AT ARG RKIEL AWS IRIBEI KA, Z2HMUEE, MEFMHE
A, 58288 AWS Trusted Advisor,

T—%
mE MR ER AWS TNB EEHMIEN , B2E T EME .

« 5XE AWS TNB - TER o RIFH S B,
« AFJ AWS TNB - S BEMNE —BHEREE , flunEHNEx (CU), FRHNTHMHERRY
(AMF), fEAEFHEERE (UPF) TN 5G &0



https://aws.amazon.com/tnb/pricing/
https://aws.amazon.com/tnb/pricing/
https://console.aws.amazon.com/billing/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://aws.amazon.com/contact-us/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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E/EHF T, AWS TNB

AWS TNB EE#{Y end-to-end AR AWS MERES , UIRIETEN 56 MK,

AWS TNB 0] IS N B E A MR RIS R (NSDs ) , WiRE B EL 5| ZRBEERK. &
A L ME A7 end-to-end28 36 Bd B4 AWS TNBAPIs , Z{#EH AWS TNB SDKs ZE B S E 1Lk
B, MEFMENR , F2BAWS TNB ZEiE ,

F&E

- AWS TNB £

- B2 EES AWS R

- AWS TNB &iREl 58

AWS TNB 2%

AWS TNB AJZEZiEIB AWS Management Console, AWS TNBAPI, AWS CLI REST l #1748
HEEIRESDKs, EAEILRE. BENEXRIARRERKNESETENCSPAGTIA AWS TNB, &
B EEREREREBEMHMSE Cloud Service Archive ( CSAR ) &%, CSAR % 8% Helm Chart,
BB R A Network Function Descriptor ( NFD ) . &BAILAEA SAEEHBZEHNZEHERE, &
ALV ERRKEER  EREFENERNENBEEHE, ZUAFERAZYEEETRNESETRE
WAERE, A% , BAILIER SEAREH LM , WE AWS B E L BEMERINEE, AWSTNB A&
BREBEN TR,

@) o,

Software Release e e e e e ——— - —

1
Package (CSAR) I Customer Account |
L A 1 I'h _____________ 1
1
1 1
I Q
. : (1) | !
1 Dev Environment (multiple
] P
I Dev/Eng, : Create templates 1 instances as needed) !
I | (Update/Delete as Network Function Network Service 1 ! Mt
| I needed) templates templates 1 I
I 1 1 System-wid
]I | | 1 Visibility
1 1 . .
I Service | (il motancos as needed) 1 [1]
I Orchestrator | 0 - o | , Optimization
| O ] > ﬁ ™ I Unified
! I Instantiate Service {é} Deploy the Service 1 | Sl
! I (Update/Delete as (Lifecycle manage 1 1
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| : 1 (multiple instances as needed) 1
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B B4 AWS R

5GC WA —EEENARLABRRBENK , ELRHIMBERTE Kubernetes #E L. AWS TNB
BET T3 AWS BRI BERENREAPIs , LWEY T2 EEARERRT

« Amazon Elastic Container Registry ( Amazon ECR ) #EE BB MHER (I1SVs ) MEREEK
AR o

« Amazon Elastic Kubernetes Service ( Amazon EKS ) RERE#HE,

* Amazon VPC for networking constructs,

- FA ML £B4E AWS CloudFormation,

« AWS CodePipeline B AR AWS [EiF, AWS Z&#EEH HEE B 1Z AWS Outposts,

- IAM RERAE,

« AWS Organizations B & ¥ B AWS TNB7FEXAPIs,

» AWS Health Dashboard 1 AWS CloudTrail 3RESIZIEEARRER RELIEZ

AWS TNB & RH %

81 AWS 1RF BEAEE NEREE , THBARS AWS R, RFEZERA , SRESEAKERE
BHEH AWS B, BAUBERESHELRE B IFMAEENRERS.

EEHE NBELEE AWS TNB |, 5B EX Service Quotas 124 ., FEBEEFKT | BIZ AWS R , A%
i#1E AWS TNB,

EEFRK

o
Hil
i
e
&

, #82B)_(Service Quotas EAEERE) FHBRESEHE,

&8 AWS 1RF EHER AEEIRY T 3IECEE AWS TNB,

BIREC DU AR REAHE?
MEREEATE —EESTOEERENTEERE 800 =

72 LR

WATH G —EARSPLITETHRBREEE 40 =

AR5 R4 HERABE,

mEEH —EE=S PR EAHE LR, 40 =



https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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AWS TNB #£4:

REBRABBIERKEER WESEZ AWS TNB,

B &

- R EEAY A AR

- EREENNE

- W EBENH AWS TNB

- WIS AR ISR RF AWS TNB

- WEBENEE AWS TNB

- BV AR ISR RF AWS TNB

e i B Y A A B R

AWS TNB B HEBNEEE GBI EIHEE, BERRBEDTBHEIFETIIRENEE

HRE

1.

nal

B R Bl B Y M B B BORAR B R AR
AR ARERERAREREREE.
B BHEHAMEICSAREH -

£H AWS TNB L EEERREHEACSAREHN ( fli0 CU AMFHI UPF ) |, W ERE/EE S FE
BRXfY (CIICD) BEES , UHBEREIFNCSAREMMA |, A IR KB mGR
EEESETA,

BB EERENES , AINERFRE, BERBMRAE, IPEANEREHE,
. fER BRAEMIEH MR RIBHRRF (NSD) .
. NSDs E R HHAVEE , AR EBHBEEILAENER,

115314

1.
2.
3.

B B BT R R BRI
EER , AL (M2 ) MR , NSDAERBEHRE.
REEE.

REEHEwEH 8
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£ E

ERRRENENBERR , BRTREERE , HlW
- EFEREEARE , S, ENEHEEREBTNE,
- ERAFHNRREANSBEENRRATER. Sl , EFREREHFPH Amazon EKS

version 2&,

EAEE{LNE

AWS TNB HEUMEEZ XS (ETSI) HARBHAR[ES K UELGCARRENBE, REH
FTABETLUEER AWS TNB SDKs, CLIZR APIsREAENIR/E | Hl #0310 SiAS A RS BN B IR E FT AR AR o

AWS TNB XE T 5B,

R B 1ThRAS R

ETSI SOL001 v3.6.1 E 2 L5 TOSCAR B B B H R T EE,

ETSI SOL002 v3.6.1 ERBRHNEETENER,

ETSI SOL003 v3.6.1 EEMREHBLEMENEENELE,

ETSI SOL004 v3.6.1 EEMBEHEBEHCSARWEL,

ETSI SOL005 v3.6.1 EXZBRBEECNFEEBREETBHEENE

%,

ETSI SOL007 v3.5.1 EF N TOSCAR A RIS IR RFIZEE,

RS BRI EH AWS TNB

£ AWS TNB , &AL 4 ETSI SOL001/SOL004 AR KB EHFRERNE BT, K&, &
A EEEEHINBEEEB A M Cloud Service Archive ( CSAR ) E#,

- ERREEAE - EREFMANERREEENPEER

- HEMG - 2ERRHBARMBB, Amazon Elastic Container Registry ( Amazon ECR ) ®B %
R HERERTE.
- HitiER - AREEMEEE , SIWESHRN Helm Chart,

ERRELNE 9


https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001/03.06.01_60/gs_NFV-SOL001v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/002/03.06.01_60/gs_NFV-SOL002v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/003/03.06.01_60/gs_NFV-SOL003v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/004/03.06.01_60/gs_NFV-SOL004v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/005/03.06.01_60/gs_NFV-SOL005v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/007/03.05.01_60/gs_NFV-SOL007v030501p.pdf
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CSAR 2H OASISTOSCAREERMNEN , L2 E OASISTOSCAYAMLIR #& K # 2/ AR5 1R 5 o
WERFBYAMLRENER , FF2E TOSCA 12 %E AWS TNB,

BAT 2 S5 5178 8% B B R Y o

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./SampleNF"

iy 48 B AR 75 8 3R fF AWS TNB

AWS TNB R EBHAG (NSDs ) FRECEHEOMERER , URAENMECIHHEE S
#H, LA EEYAMLNSDIEZR (vnfd.yaml ) , #0 ETSI SOLO07 Fri , @& FHEA :

. ERHENBHEY

- BEBER

- EEER

. EHEHHN (BITEHE)

AWS TNB XEBUTOSCAZSE U ERERETSINEE | HliEE. RBMHBE., AWS TNB AWS
fR& WAL ETSIERBREBBETURBENARNBELERER #E#MEEREMEHECH.

AWS TNB #8# BR 7% R = 10
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UTRE WERBHER , NSDREMMAET HE AWS RS, BEREEITBELEEE Kubernetes 1.27
MR #9 Amazon EKS#E &£ L, FEARER FHE A Subnet01 1 Subnet02, A% , LATLAEHA Amazon

CA

Machine Image ( AMI) . #H{TEIEEE T EBHIEREERE NodeGroups REZXEAFRERM .

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleClusterRole"
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode@1:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 3
min_size: 2
max_size: 6
requirements:
cluster: SampleNFEKS
subnets:
- Subnet0l
network_interfaces:
- ENIO1

AWS TNB #83% BR 75 8 R A
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- ENIO2

HWEEFE/E AWS TNB

EiB AWS TNB , B Al LAFERERE{L ERIRERSEMEE , 5354 SOL003 ETSI M SOL005, & A LA
5 AWS TNBAPIsR#ITE M EHIRE |, Hlan :

- BENRBERNEEBEER,

- HRIEEHRREE,

- EFEHRABREEIEER Helm ZE.

- FAFNRBRE4ANSEEENERILRERNRREHTEE.
- EEREEHEEANIRE,

- B MRZANSDs,

- HEEHERREYNEEER,

(Y 48 2% AR 75 18 3R AF AWS TNB

#EE AR A HERE (NSD ) RMEBREMHPH .yamlER , A TOSCAREREREE I BRI
B, Uk AWS EEREMXEBOVERRE, FEEREM NSDIEREERE RN L amBHER
£, BUAT R ZEHWNSDTOSCAKGB#EIR AWS TNB,

IEHINSDERZ A THIED

1. TOSCA E&EMA - ERNSDYAMLERMNE —1T , SEMAENR , T HEHIFTR.

tosca_definitions_version: tnb_simple_yaml_1_0

2. VNFD-NSDEEEHRHFPHTEM AP RENPERREER., SEMBREIMLAUTIER
Al
- MM — IDdescriptor_id. ID #EEEMEREKEBCSAREHSFH ID M.
« M —Z#namespace, BRBAEHEM— D {HEE  WEFERHSEZZFENSDYAMLER |
T B &I R o

vnfds:
- descriptor_id: "61465757-cb8f-44d8-92c2-b69ca@ded25b"

namespace: "amf"

BEMERE 12
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3. MEEIA - EREMENER, WHREHHNE , UREMEFTESE , flmtamBidE, WT
gHIFT o

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

4. HhEiR - SEAEEERBEBMNERNER, BEERERNEZERASSERBM , HlM0 A&, B
LSRR MNBESSIBIRMHAMEMKRM, Flin , ZEEE I Amazon EKS Node Group Resource , 4
ZB7E Amazon EKS Cluster FE13, LT &6 Ro

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIOQ1
- SampleENIQ2

WS AR IS R AT 13
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% E AWS TNB
SERAEEF IR REZE AWS TNB,

7%

- Ef AWS IRFE

- BB EEEFRENERE
- BEAWS B

o BAERKIRE

- (BH) ®% AWSCLI

- FREAWSTNB A€

M AWS IRF
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B EBEITEE,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --update-type
MODIFY_VNF_INFORMATION --modify-vnf-info ...

EREBHITER 33
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AWS EfEEREZER EREES

£ AWS TNB R EXTH#EE#11T E 88

PITERCRRTEE R  SURFEENERRRIEAEN, EREEMY , FENBKIATE
ENRBREANSRE , XHEEFREUAERAEE,
ZEEH

o BWOULIEHER Instantiateds Updated MREEH ML TEE,

- BEREHMAEHITEEE , UpdateSolNetworkServiceAP| F AR EGMSBERELH
MR TEBMNRE,

- AWS TNB 2FMBEFHTERFH NSD M VNFD SHHETEIB 200, BEIFHITLRS , LA LE
TROAEBEXERBVERIER AR,

BRI LEFN SR

BRI EEF BT REEBCERATEERER THSH

28 iR g5l Za0
Amazon EKS # &R BT LAHE Amazon EKS 5 o ,
uster:
##FEversion2HWEE type: tosca.nod
MAET —EXRERE, BEE es.AWS.Compute.EKS
RiRMRA, THEEHRIEE properties:
e version: "1.28"
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AWS EEREEER

ERAEER

B8

REEBM

& LAE# EKSManage
dNode # EKSSelfMa
nagedNode TOSCA HiZ#Y
ERBM.

&l 28l i
i
Z
%
EKSNodeGroup@1: EKSN
oupt
scaling:
properties:
desired_s
ize: 1

min_size: 1
max_size: 1

SCc

pIC

BRI NEFNSH
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2% iR &l 28l L4
Bl -
Z
%
mir
ma»
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2 1D &l . ZHl i
Bl
Z
%
Amazon EBS CSI AA#ERNE &R LIfE Amazon EKS & L S EKSC
3 A= EA Amazon EBS CSI e as: L
HNEERX, BTN .
EBRRA, ebs_csi: car
properties: ies:

enabled: false

ebs

pIC

enc

vel

v
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B iR Yl . 28 g
Bl -
Z
%
ksbt
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AWS BEHERBEES EREER
BY iR ol zH
VNF A LA2#& NSD F /Y VNFs .
vnfds:

VNFDeployment TOSCA &1 %k
A HEPE R NSD HEHE

. FRAEFN -9 , £
BESUFTIE, TERTAIMIBRAEEE AV
VNFs,

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace:
"vnf2" // Deleted VNF

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster:
EKSCluster
vnfs:
- vnfl.Samp
LeVNF1
- vnf2.Samp
LeVNF2

BULEFRNSE

Bl -

#®

vnfc

ll5£
79e¢

be5:
2adt

nan
n Vf
Upc
VNF

des

"b’
839c
-91¢
alée

nan
n Vr
Adc
VNF
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ERAEER

B8

H

\

iR

#4l -

| &
Bl -

%
Sa

mple
elmC

Tyr
tos
es./
ploy
VNFL
ment

rec
nts:

clt
EKS

BULEFRNSE
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B8

(e
Hi
[

=R AT g
Bl -

#®

vnft

-
Le VI

-
Le VI
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AWS BEHERBEES EREEmR
25 HiR & . 28l
n EEEEVBERNEZa Mz )
vnfds:

#HTEMBERIRE , B
pre_create # post_crea
te HE¥TIBEVNFDeploy
ment Ei%h,

g BFlH , APreCreate
Hook B&7E vnf3.Samp
1eVNF3 #ITERILZRIFIT
, M4APostCreateHook E
B7E vnf3.SampleVNF3 #
TERL 2 BT,

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace: " vnf2"

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster: EKSCluster
vnfs:
- vnfl.SampleVNF1
- vnf2.Samp
LeVNF2 // Removed
during update

BRI EHH B
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B iR =R AT g
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B iR =R AT g
Bl -

#®

pre

Hook
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ERAEER

B8

EEEEMEBRESZAA
ZEHTEWERRE , &
AL #pre_update AE
Mpost_update 4)Eh%HTiE
ZEVNFDeployment Hi%,

ELEHIH | PreUpdate
Hook AATEEH vnfl.Samp
leVNF1 ZHi#

1T , PostUpdateHook 3if
HEEH 2EHITvnfl.Samp
leVNF1 |, tbvnfEHH uuid
BB vnfl EHH s
No

iR - T L4
Bl -
Z
%
vnfds: vnTfc

- descriptor_id:
"43c012fa-2616-41a8- -

a833-0dfd4c5a049e " des
namespace: " vnfl" I_ic
- descriptor_id: "Qc¢
"64222198-ecd6-4871- bd8;
bf94-7354b53f3ee5 " -
namespace: " vnf2" b8al
466¢
SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment nan
requirements: :
cluster: EKSCluster "vr
vnfs:
- vnfl.SampleVNF1 -
- vnf2.Samp des
leVNF2 r_ic
"6¢
ecdet
bf9-
4b5:
nan
"vr
S
amp]

BULEFRNSE
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AWS EfEEREZER EREES

B iR iR - T 2]
Bl -
Z
%®
pos
te:
eHoc
ERAIT(EE
Console

ERAEEREENEHETERE

1.
2.
3.

£ https : //https://console.aws.amazon.com/tnb/ BARX AWS TNB E# &,
HEEEERD , BEERE,

BEAERTEE, REEREEATEENMES Instantiated® B , B B E A H
17{E#Updated,
BEBEMEL,

EHMHTEEEESRE T MERFEET , AR ENERRETHNSBEE.
BEMHEREMF,

MEREATNSREHREENRNSBERT.

%% ENEHSBERTHSRE, NELTUEHNSHEEE K B LUUEHHS
.

BEIEE R

AWS TNB ZEFBERLBEEE, FEEIHIRIPBMREETE,

ERERBEEFRERBRATEENRZIRE, SETUEREEBERTRABDEN
B2E , EHESEEBNER,

ENBRESES KCompleted , EEMMPRIITER,

ERAREITER 50


https://console.aws.amazon.com/tnb/

AWS EfEEREZER EREES

9. - MRBIBAN 6 MBI TERSRISHEBREFZAAHBAAME - Instantiatedsk
Updated,

- MREHMHAY , WRIATEBKEEHE TR Update failed, BESEXBEBHERE K N
HERR,

« MREHEY , WEHITERKEEER Updated,

AWS CLI
£ CLI B BT EE

5 update-sol-network-instance a5 & BELUPDATE_NS E # 8 B R E # A B 1T E R,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
update-type UPDATE_NS --update-ns "{\"nsdInfoId\":\"“np-[a-f0-9]{17}$\",
\"additionalParamsForNs\": {\"parami\": \"valuelI\"}}"

£ AWS TNB R iR g S 1TE R

T RN AR AR A ER B 1T (R BE
Console
FHEESRERARHTER

1. 7 https : //nttps://console.aws.amazon.com/tnb/ BIEL AWS TNB 12 A&,
2. HEBEHRT , BEEKHTER.
3. FABESHRESKRARRAITERE.

AWS CLI
FH mREEHTER AWS CLI
1. R list-sol-network-instances a5 3 5l H &R AR S TR,

aws tnb list-sol-network-instances

2. f#M get-sol-network-instance i HRBIFIFERBE AT EBHOFAER.

‘iR 51


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/update-sol-network-instance.html
https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/list-sol-network-instances.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/get-sol-network-instance.html

AWS EfEEREZER EREES

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f@-9]{17}$

€ AWS TNB #& 1 70 il BR#8 & 3117 {EI BE

= ZMEBRERBTER , SITERSAERKILRE,

Console

£ A 12 A4 L A BRAB R 31T (@8R

1

2
3
4.
5
6
7

£ https : //https://console.aws.amazon.com/tnb/ BAEX AWS TNB £# 4,
ESEERD , BEEERK.

AR B TERER 1D,

BERIE,

HIRERRRE , B A ID WBEFR L,

B EEDUERHERR BT AR A AR RS,

(BA ) EEERHTER , REBRBEZMER.

AWS CLI

£/ #& 10 M BRABER #11TER8 AWS CLI

1.

2.

£ A terminate-sol-network-instance #F5 H4& (L HBIR 1T EIBE,

aws tnb terminate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

(i#M ) # A delete-sol-network-instance i 3 M R AB R BT EEE,

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

&1 FIBR

52


https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/terminate-sol-network-instance.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/delete-sol-network-instance.html

AWS EfEEREZER

ERAEER

AWS TNB BY#BEg 1R 1E

MR IR E R B R ITERE | Sl ERMNTEREMN LKL,

F7%
« 1R AWS TNB #3582k
« HUBE AWS TNB #3582

iR AWS TNB B igE
BIREREBRENFHET  SRERABRREFIRNTE , UREENMRE,
Console

FHREEERRERRE

£ https : //https://console.aws.amazon.com/tnb/ BAEX AWS TNB £# A,

1
2. EEEERKT , BEERATEE,
3. ERRSAASKBEHITER.
4. HEBERSIEEL , BERERRME.
AWS CLI

5 mIRMEEIRE AWS CLI

1. fER list-sol-network-operations #5 5| H Fr & B R 15,

aws tnb list-sol-network-operations

2. {EM get-sol-network-operation &5 R 1R M IR ERFEMHE o

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

HUE AWS TNB @i 1E

T R AT ESCE A B R AE

B

53


https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/list-sol-network-operations.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/get-sol-network-operation.html

AWS EfEEREZER EREES

Console
FRERAEUEARIRE

£ https : //https://console.aws.amazon.com/tnb/ BIRL AWS TNB &,
HEEEERD , BEERE,

EEHERM ID URBEFAEAERE.

EHNBREIZER L | BRIEMRIRE,

BERUHERE,

o ~ w0 bh =

AWS CLI
£ HUH MBS 4E AWS CLI

£ H cancel-sol-network-operation 5 BUH A2 1E,

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH 54


https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/cancel-sol-network-operation.html

AWS EfEEREZER EREES

TOSCA 923 AWS TNB

EWERAENNRENBTAESRSE (TOSCA) BR—EELEMREL , CSPsAREREIRE Web fRHE.
Hia#, BENEECMANEFNAE, CSPs HIRERY, HR%YHNEBEES  LUIKRTOSCAE
AAWBRANMENZEMEBER, CSPs A& LEER | 5% AWS ATAESE I E¥iEE 56 HIKFTE
HEREKE AWS TNBEZEIA,

B &%
« VNFD &34

o HEES BRI HA R EE A
- EREE

VNFD &7

TERE R R BHRS (VNFD ) 87,

=R
1=

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

hEEAR

node_templates

TOSCA AWS Hi%, TIRERVETEL IR
« AWS.VNF

VNFD &7 55
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ERAEER

 AWS. Artifacts.Helm

AWS.VNF

EE AWS ERMEREE (VNF) HE,

= RN
AR /

tosca.nodes.AWS.VNF:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String
provider: String
requirements:
helm: String

descriptor_id

HIRFUUIDH

MWE 2
HR . 7R

B3 : [a-f0-91{8}-[a-f0-91{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0O-9]{12}

descriptor_version

A ARAVNFD,
PHE 2
R . FH

B AL0-971{1,5\\.[0-9]1{1,53\\.[0-9]{1,5}.*

descriptor_name

RN B R,

AWS.VNF

56



AWS BEBBEES EREEE
ME 2

¥R . P&
provider
#IEZEVNFD,
PVE B
¥R . FH
=R
helm

EEAB|H MM Helm B, R AWS. Artifacts.Helm 92 #&,

PVE =2
¥AH . FH
&1 45
SampleVNF:
type: tosca.nodes.AWS.VNF
properties:

descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"
descriptor_name: "Test VNF Template"
provider: "Operator"
requirements:
helm: SampleHelm

AWS . Artifacts.Helm

EZ AWS Helm Node,

SR
AR/

tosca.nodes.AWS.Artifacts.Helm:
properties:

AWS . Artifacts.Helm 57
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implementation: String

implementation

B ECSAREH A Helm Chart Ry A& # B 8%,

MHE 2
HR . 7R

a5

SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

A8 B B 055 H D T S AN

ERMRBIBHEARRF (NSD) A

=R
AR /.

tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:

NSD #i7< 58



AWS EfEEREZER EREES

SampleNodel: tosca.nodes.AWS.NS

ERHERNSH

B EHEEESE , fIINVPCEH A CIDREMRE , A LMER{ get_input: input-
parameter-name }FEEUHENSDERHFERSH, RAREEXAHRNSDEEFH B8,

THEHREBIATEEMERSH

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClusterNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

VNFD [E A
descriptor_id
#HIRRFUUIDH o
VR =
B F&H

B3 : [a-T0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

ERAERNSH 59



AWS EfSEREERR

ERAEER

namespace

E— B,

VE B

B|A . FE&

hEEAR

node_templates

T

BEMVTOSCA AWS Ei Bt B3E -

AWS.NS

AWS.Compute, EKS
AWS.ComputeEKS.AuthRole
AWS.Compute, EKSManagedNode
AWS.Compute, EKSSelfManagedNode

AWS.Compute, PlacementGroup
AWS.Compute, UserData

AWS.Networking, SecurityGroup

AWS.Networking, SecurityGroupEgressRule

AWS.Networking, SecurityGrouplngressRule

AWS.Resource.Import
AWS .Networking. ENI
AWS.HookExecution

AWS .Networking. InternetGateway
AWS .Networking, RouteTable
AWS .Networking.Subnet

AWS #2&, VNFDeployment

AWS Networking, VPC

AWS .Networking, NATGateway

A
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» AWS.Networking.Route

AWS.NS

E&E AWS WEEEIRIE (NS ) Eil,

ER
AR /

tosca.nodes.AWS.NS:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String

descriptor_id
R FUUIDH o
PVE B
B|A . FEH

B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version
RYRRASNSD,
PBE &2
¥R . FH

B AL0-91{1,5\\.[0-9]1{1,53\\.[0-9]{1,5}.*

descriptor_name
HR BB,
HE R

BHH . FH

AWS.NS 61
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g5

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
descriptor_version: "1.0.0"
descriptor_name: "Test NS Template"

AWS.Compute, EKS

REEBENETE,. ATEM Kubernetes R4S |, LA L5F Kubernetes 26| SFEIEIE FTEH AWS ERH
ABNFs, Multus RS THE (CNI) AHBHEXNCEA. SrlEEZEMAR N H , WA ERRER
HREEERZ L Kubernetes BEBNAR NS, Bt EEERMFIMEEN FHEK,

5 AN
=2

tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:
enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

Ih&E
multus

EA, % Multus ZEMEAHE (CNI) AENEBH.

AWS.Compute, EKS 62
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WMREFEE multus , FBFIEE enabled multus_role B,

enabled

BRESERATERR Multus ZhEE,

PHE 2
HR . fME

multus_role
Multus N HEENAE,
ME 2

B . FE&

ebs_csi

E&RLZHEE Amazon EKSEEHH Amazon EBS Container Storage Interface ( CSl) EREEXMNE
8

B e A 85852 30 LAFE AWS Outposts, AWS A EE S LA Amazon EKSEEEEE R AWS &
., MEBFMENR , 552 Amazon FEHEIERE BH Amazon Elastic Block Store CSIEEENFE= o
EKS

enabled
BRER D LA Amazon EBSCSIEEEHZ,
PNE &

B|H . AME

version

Amazon EBSCSIEEE R M tn st BV ARA . ARA 4B EE DescribeAddonVersionsENfEEE By H A
— AR E, MEFHMAET , 528 DescribeAddonVersions Amazon EKSAPIZ & Y

PVE B

AWS.Compute, EKS 63


https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddonVersions.html

AWS EfEEREZER EREES

BE . FH

version
#E £ M Kubernetes x4, AWS Telco Network Builder X # Kubernetes A7 1.23 F| 1.30,
PBE 2
FA . FH

ATAEANME - 1.23(1.241.25]1.26 | 1.27 | 1.281.29 | 1.30

access
B Eim BT
PVE 2
¥R . FH

AJEEAVME : PRIVATE | PUBLIC | ALL

cluster_role
BEEEENAG,
ME 2

BH . F&H

tags
EHMEBRAVER.
PVE B

HA . EFE

ip_family
EREEFREMN Pod hutky IP &5,

AHFWE : IPv4, IPV6

AWS.Compute, EKS 64
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ERAEER

JEERE : IPv4
PHE &K
HR . FH

=R
subnets

AWS.Networking.Subnet Hi%,

ME 2
HR . FE

Y]

SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.23"
access: "ALL"

cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"

ip_family: "IPve6"
tags:

- "Name=SampleVPC"

- "Environment=Testing"

capabilities:

multus:

properties:

enabled: true

multus_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/MultusRole"

ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:

subnets:
- SampleSubnetl
- SampleSubnet2

AWS.Compute, EKS
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AWS.ComputeEKS.AuthRole

ERAEER

AuthRole TJZEZHEIAMA B8 E Amazon EKSEE | aws-authConfigMapE & A LAEHIAM
AEFE Amazon EKSE &,

5 RN
an /

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn: String
groups: List
requirements:
clusters: List

role_mappings

EEZFEEHEE Amazon aws-auth EKSEE ZIAMBBHIREHEEConfigMap,

arn

IAM B E&ARNHY .

PBE 2
B|A . FH
groups

EigRGE PEEABH Kubernetes E#Harn,

WE - B
A - EE
=R
clusters

AWS.Compute.EKS £i%,

AWS.ComputeEKS.AuthRole 66
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a5

EKSAuthMapRoles:
type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:
role_mappings:
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRolel
groups:
- system:nodes
- system:bootstrappers
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers
requirements:
clusters:
- Free5GCEKS1
- Free5GCEKS2

AWS.Compute, EKSManagedNode

AWS TNB % ## EKS Managed Node ##8 B 81t Amazon Kubernetes #5812 ( Amazon EC2#11T
Ef8 ) EKSMHENEWBENEE, FEEVEKSHMAE , FHTTIIEME !

- Bt AMIZ AMIBEEY ID , RENBEE THEEERIEE Amazon Machine Images ( AMI )

It Amazon EC2E& ¥ IASSHFE , U R EIERFHEANIEREB M.

BRENE B AFHEE Amazon EKSE S HHE B,

R THEEEIRE 7R

- RE , BRLHFE, FRHEBRNENFAEEZHREFE

=R
=2

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:

AWS.Compute, EKSManagedNode 67



AWS EfEEREZER EREES

compute:
properties:
ami_type: String
ami_id: String
instance_types: List

key_pair: String
root_volume_encryption: Boolean

root_volume_encryption_key_arn: String

scaling:
properties:

desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

TheeE
compute

EZ Amazon EKSSEHEHEESES2ENBM , #li0 Amazon EC2#{T{EEER M Amazon EC2#,
?T{%AMISO

ami_type

Amazon EKSZERAMIZER,

PVE =2
H|A . FH

AIBERYME : AL2_x86_64 | AL2_x86_64_GPU || AL2_ARM_64 | CUSTOM
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA
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ami_id

# IDAMI,

(® Note

MREHARPEFFami_idIEET ami_typeH , AWS TNBEI REH ami_idEREIL
EKSManagedNode,

instance_types

HITEB KD,
VE .2

HA . EFE

key_pair
RUFASSHEENHEC2& 8%,
ME 2

F|H . FE&

root_volume_encryption

BX A Amazon EBSIRFRR[ERY Amazon EBSINE, MRKRIBHILEM , AWS TNB M4 FEFRINER
Amazon EBSIERIREE,

PNE B
HER : true

B /mME

root_volume_encryption_key_arn

AWS KMS &#ARNRY . AWS TNB XE—#x &R ARN, ZEFHT|MARNMEIE ARN,

AWS.Compute, EKSManagedNode 69



AWS EfEEREZER EREES

RE &

@ Note

- R root_volume_encryption % false , HEEE
root_volume_encryption_key_arn,

« AWS TNB %1 Amazon EBS#i% AMIB R RERE [E 3R,

- MR AMINBREUKEESD N , BHXEEE root_volume_encryption_key_arn By
AWS TNB FBEEFINZIRHUERE,

« R AMIBVIRHRREARINE , AWS TNB EH
root_volume_encryption_key_arnRiMZBREE,

MRIEFRDE root_volume_encryption_key_arn, AWS TNB & 2 HMNTER
£ 88 AWS Key Management Service RN BHEEE,

- AWS TNB ~"E# & IZH AMI,

scaling

E# Amazon EKSSEHMBAERSEBNWEMY , SINFTEMN Amazon EC2HTEEEE , UAKREIE
F4H Amazon EC2#1TEEE 2 B 1Y T BRI L BR,

desired_size
It A TT{EEEEH NodeGroup,
VE B

B By

min_size

It P ITEREE TR NodeGroup,

ME 2
HA . B

AWS.Compute, EKSManagedNode
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max_size
It PEVELIT{ERE BB LR NodeGroup.
MR R
A BY

node_role

B EZE Amazon EC2#1T{EEEIAMEY & EARNH

MR =
B F&H
tags
BEEZERNER,
MR

=

BHR . EE

Bk
cluster

AWS.Compute.EKS &%,

PHE 2
BE ¥R
subnets

AWS.Networking.Subnet Hi%,

PE 2
BHA . BE
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network_interfaces

AWS.Networking.ENI Ei%, HARMEBRNENFEBREAMEENTHES  SRABNS KA.

BEIRRE Brnetwork_interfaces , AWS TNBHIR & AWS.Compute. EKSEIBiFEE
multus B , ENIs % multus_role B ESEE MHEMWEFT, &8, ENIs % node_role
Bt AWS TNBHEU/SEE tHRIMVEF ],

PVE B

HR . EFE

security_groups

AWS Networking.SecurityGroup Ei%,

PVE B

BHH . EFE

placement_group

tosca.nodes AWS.Compute.PlacementGroup 1%,

ME B
BA . FH
user_data

tosca.nodes AWS.Compute.UserData Ei#2 %, FAEEN ETHREEEEZEHHFEMIN
Amazon EC2#11T{E#E. BFHTEIFEAEERMENFTIHMEZEEZHEFEMN node_role,

PNE B
HR . FH
labels

HMEREE. HREBRLAEREBANE. EANTHRERIER

- BBANELAU 2=,

- BBANENRELRA 63 EF 7T,

- EBUEEFH (AZ az. ). BF (09) MTHFxT: [-, _, ., *, ?]
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AWS EfEEREZER

ERAEER

- BBNEXEURHF T, ?X * FABBENERE.
)0 myLabelNamel=*NodelLabelValuel
BE B’

HAE . FE

L)

SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02
placement_group: SamplePlacementGroup

AWS.Compute, EKSManagedNode
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user_data: CustomUserData

labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.Compute, EKSSelfManagedNode

AWS TNB %18 Amazon EKSERERE# , LLEHE){t Amazon Kubernetes # &£ &% ( Amazon EC2
HITER ) EKS WHENAMmBEEE, FEE Amazon EKSEIEFE , AT THIENE :

- B WD, BENEE T EEEHEE Amazon Machine Images ( AMI ) AMI,
12t Amazon EC2& 8 ¥ LISSHEEL,

- BREWETBAHESE Amazon EKSE S AHRIHH,

- RUESTEBBERNME. ZDPMZAKDS,

- REHETEHEERNFHEE,

- HE , BLLHE, THEBNERFHLERZHRMEE.

= AN
AR /

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String
instance_type: String
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
scaling:
properties:
desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List

network_interfaces: List
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security_groups: List
placement_group: String
user_data: String
labels: List

e
compute

EFE Amazon EKSEREEHEEESEWEM , 40 Amazon EC2#{TEEER F Amazon EC2%
1T{E&AMIs,

ami_id

RREAE#ITERRAY AMI ID. AWS TNB XEEH N#TERIMDSv2, MFFMER , F2
BIIMDS hixZ%,

W

MWE 2
HR . FH

instance_type

HATEBR KN

BYFAISSHTZHAY Amazon EC2£&i8¥f,

MHE 2
HR . FH

root_volume_encryption

BB Amazon EBSIRHARE[ERY Amazon EBSINE, MRKIBHILEM |, AWS TNB SKFERINE
Amazon EBSIERIREE,

PVE B
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FEE% : true

BHHE : HNE

root_volume_encryption_key_arn

AWS KMS £#ARNA . AWS TNB XE—fix 288 ARN, ZEFHSB|MARNMEIE ARN,
PNE B

R . FH

(® Note

« R root_volume_encryption A false , B0 E2&
root_volume_encryption_key_arn,

« AWS TNB %1 Amazon EBS#i% AMIB R RERE [E N3R,

- MR AMINRHEKEESINE , BHUEIE root_volume_encryption_key_arn
AWS TNB Z BEE#T N Z R ERE.

- MR AMIKNIREERERMNE , AWS TNB A
root_volume_encryption_key_arnRiMZBRUEE,

MREFREE root_volume_encryption_key_arn, AWS TNB €A AWS
Managed Services RN Z R R [E,

« AWS TNB £ #EZ &K AMI,

scaling

EE Amazon EKSEREEEHIERSEWEY , HIMAERN Amazon EC2HTEREE , UK
FfEH Amazon EC2H1TEREEM TR LR,

desired_size

It PEVEITIERE B NodeGroup.

ME 2
HA . B
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ERAEER

min_size
It FEVELIT{ERE BB T PR NodeGroup.
VE 2

B BY

max_size
It PEVELIT{ERE BB LR NodeGroup.
PE =2

B BY

node_role

B EZE Amazon EC2#1T{EEEIAMEY B EARNH

l\\g . ;EE
A . T
tags

cluster

AWS.Compute.EKS &%,

PHE 2
BHH . F&H

AWS.Compute, EKSSelfManagedNode
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subnets

AWS .Networking.Subnet Ei%,

VE B

R . EE

network_interfaces

AWS .Networking.ENI 8%, HBARBENENFBERESARNTHES , FAEMNS KK,

BB E Bnetwork_interfaces , AWS TNBIIREE AWS.Compute. EKSEHIHHEE
multus B , ENIs % multus_role BHEE FMEEFF . B Al , ENIs % node_role B
 AWS TNBERV/SEE AHEERVEF T,

RE &/

BHH . EE

security_groups

AWS.Networking.SecurityGroup Ei%h.

PVE B

BHA . EE

placement_group

tosca.nodes AWS.Compute.PlacementGroup £i%,

PVE B’
HR . 7R
user_data

tosca.nodes AWS.Compute.UserData Bii2%E, FHEERNETHEEEEEREETHH
fEREI ) Amazon EC2#11T{ER. BT RIIERAEERMENT UM EEEEZHREFEN

node_role,

PNE B
A . 7
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AWS EfEEREZER

ERAEER

labels

HM¥ERFE. HREBRLEAEREBNE. EANATRERIER

- BBAELAU 2=,
- EWNENRELRA 63 EF 7T,

- EBUEEFH (AZ, az. ). BF (09) MF¥=x: [-, _,

- BWNEXAURHFT T, ?H * FAHEBEBNER.
)40 myLabelNamel=*NodeLabelValuel
VE:B

BA

i
0
0

5051

SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:

*, 7]

node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleNodeRole"

tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKSCluster
subnets:
- SampleSubnet

AWS.Compute, EKSSelfManagedNode
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network_interfaces:
- SampleNetworkInterface0l
- SampleNetworkInterface2
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@1"
- "samplelLabelName@@2=samplelLabelValue@02"

AWS.Compute, PlacementGroup

PlacementGroup EiZiX EMIE Amazon EC2#1TEE KN TR FK &,

BB EFH Amazon BFEC2instance , Amazon EC2IRE S ER LS EN B THEE 2 BB ERE
BWARNKRESTEE , UEHEEBHRERERE. T8 , BuLER EREHE REE B BMHEKEF
HTEBNENR , UFEENITEEHEKR,

AN
An /

tosca.nodes.AWS.Compute.PlacementGroup
properties:

strategy: String
partition_count: Integer

tags: List

strategy

ARKE Amazon EC2#1TEBEHI KRS,

PBE 2
BA . F&

A[8EM{E : CLUSTER | PARTITION | SPREAD_HOST | SPREAD_RACK

- CLUSTER- #S#TREBHEREATAEEAN,. LEBURIFEEHERSHEERE (HPC) EA
EXNHEANRRES node-to-node BT E WKL E B L WAL,
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- PARTITION - 88 TEBIBEBELIE , E—RAIEETPNHTEBEETZHETE S E
EFHRSTEEBHELAERER, XEFBNESHIEEE (Flan Hadoop., Cassandra #l
Kafka) 8% SREXL SR B o

« SPREAD_RACK - BRI ERERMNE —/NEFHTER , LUBL BB HE,

« SPREAD_HOST - #A R Outpost EME#H, BTRINERFEEBNE —/NEHTEE , LUBLEH
BB SRR

partition_count

DEIEH.
PHE . RBTH strategy BREA KT FEPARTITION,
B|A . B

AlRERIE : 11213|415|6|7
tags

BH LR ENEEERNESR,
VE B

BE . BE

a5

ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
- tag_key=tag_value

AWS.Compute, UserData

AWS TNB X #Ei&EiB UserData Network Service Descriptor ( ) RHEH BB EEEIFEHAEERN
Amazon EC2#1TEBNSD, MEBIEAZEERMNFMENR , 52K Amazon EC2EAEERM H
M2 EE LA Shell I,
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AWS EfEEREZER

ERAEER

EHERESLERE , AWS TNB 2 EBEM & ERIETHR Amazon EC2HITEBREMZHIGE

%, ARREBITEAEERE

AWS TNB 86 HMERE T , I EAERAZMime BT HEIER

Amazon EC2, BiIFAEERIESIBRTE Amazon EKSEEMIESIEZ BI#1T-

FEEEAEERESHHERET 2  FERMNBIETR | 2RFERER{. i, FEEE

SBMyVariabled £/

® Note

, fFBE# A : {!MyVariable}

« AWS TNB XEX/NEFRRA 7 KB BIEAEERHE TR,

« B AWS TNB AR AWS CloudFormation BEIEMEZnultimimeEHEELRIESTE |
L EERRIESEES A AWS CloudFormation R 8,

B

tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String

content_type: String

implementation

EREERETHRERNEERE, KXLER

VE B

R . FH

content_type
EREERETHHAREE,
PVE B
¥R . FH

AIRERYME : x-shellscript

./scripts/script_name.sh

AWS.Compute, UserData
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AWS EfEEREZER

EAEESE
#0451
ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"”
implementation: "./scripts/customUserData.sh"

AWS.Networking. SecurityGroup

AWS TNB X EZ L HEBBHMHE Amazon EC2 R4 #H |, B LIS LB R E ] Amazon EKS
Kubernetes # 5 81218540,

5 RN
An /

tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: String
name: String

tags: List
requirements:

vpc: String
Bt
description

ZEFENRA, ERSAUER 255 BF T REREFE. BRETEFE (AZMaz)., BF
(0-9), ZERAMTIEBHKFT : . -:/()# @[] +=&; {!$*

PNE 2
HR . FH
name

Z2FENER, EBRBZSUEA 255 BAF . BRETEFE (AZFaz). 8F (09).
ERMTIRERET .-/ ()# @[] +=&; !¢

NE - B2
BH . FH
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ERAEER

tags
BA L EEERLFHHERNER,
PBE R/

B . EE

ER
vpc

AWS .Networking.VPC Ei%,

VE 2
F|A . FE8
#i 5l

SampleSecurityGroup@01l:
type: tosca.nodes.AWS.Networking.SecurityGroup
properties:
description: "Sample Security Group for Testing"
name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS .Networking., SecurityGroupEgressRule

AWS TNB X ELZ 2B HBW LR A , LB EHRAEREZE AWS.Networking BJ Amazon EC2
Z & B fH & 1 3R Bl SecurityGroup, R , B4R M cidr_ip/destination_security_group/
destination_prefix_list fEA# HRERN B #9ih,

5 RN
=

AWS .Networking.SecurityGroupEgressRule

AWS.Networking. SecurityGroupEgressRule
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properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String

requirements:
security_group: String
destination_security_group: String

B
cidr_ip

IPv4 i ESE N CIDRIE R, LU BEEEAFH L RECIDRIVEE,

VE B
F|A . FE8
cidr_ipv6

WHRENULIPV6EECIDR , A . EXABEBEN T L EE
( destination_security_group = destination_prefix_list ) =CIDRE#EH
(cidr_ip @ cidr_ipv6 ),

PBE R/
HA . FH
description

W (BH) ZeFEARANER, SHZALUER 255 87 T RERSR A

PNE &
HR . FH

destination_prefix_list

B Amazon VPCEEFHBENFTHBE ID, ERREELTSHEMBEBAN S BB AN TERE
HWEN, NESEFEBENFMENR , 528 Amazon VPCHERAERERE FHNSEF

BEE.

AWS.Networking. SecurityGroupEgressRule
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l\\ - K
- A

| . ra

from_port

MRBEAMES TCP UDP , A EREZBEENEE, WREAWHES ICMPE ICMPV6 , BIiE
REAEY., B -1 XRFAE ICMP/ICMPve R, MREEEMAE ICMP/ICMPve EH | BInER
EMA ICMP/ICMPv6 {15,

VE B
B By

ip_protocol

IP BABESRE (tcp, udp. icmp, icmpv6 ) RBABERR. €A -1 EEMBEBABE, RiE
ZEFARAUR , TREGEENERBHEERM , 5% top, udp, icmp = icmpve BASEY -1 SHiE
A EMm: , WAFAAERELNRE. YR tecp, udp Micmp , BAAEEERESHE, HR
icmpv6 , BEEHERBZAN  MREEREZREE  AMARENACRNRE,

VE B

BE . FH

to_port

MRBAWES TCP= UDP |, RIEREHEBHENGER, NMREAHES ICMPZ ICMPV6 , RIE
2B, E -1 XRFE ICMP/ICMPV6 1, IREHEEFRA ICMP/ICMPve ¥EH | BIXEIBER
£ ICMP/ICMPv6 {15,

security_group
BB R AR LEE ID,
MR R
B/ FH
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destination_security_group

AFEHREN BN EZ LM ID HTOSCAZE,

PVE K
HR . 7R
#3451

SampleSecurityGroupEgressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00::/64"
requirements:
security_group: SampleSecurityGroupd0l
destination_security_group: SampleSecurityGroup002

AWS.Networking. SecurityGrouplngressRule

AWS TNB X EZ 2B EABEARE , LEBHMHEEEZE AWS.Networking #J Amazon EC2 Z£ Bl
B AR AlSecurityGroup, FiEE , B4 ARM cidr_ip/source_security_group/source_prefix_list £
A TRERNRIR,

RN
AR /

AWS .Networking.SecurityGroupIngressRule
properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
source_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String
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source_security_group: String

cidr_ip

IPv4 it SEEIRYCIDRIE N, BHLAEBEATFBARECIDRIVEE,

PE B
/R . FH
cidr_ipvé6

BWARENIIPV6EECIDR , 85 . BL4ABEERFRREEHE

( source_security_group = source_prefix_list ) S CIDR&E ( cidr_ip %
cidr_ipv6) .,

RE B
¥AE . FH
description

BA (BA) Z2FHERNRA, EHZTUER 255 8% T RERR A,

RE . B
BA . FH

source_prefix_list

A Amazon VPCE EFHEENFEBE ID, ERAHHEL S B/HAEHA S B EENITEE
BURENRR. NESEFHEENFMEN , 5208 Amazon VPCERERR PHZEF

(== oo

BE,

PBE B’

BA . FH
from_port

WMRBEHAMES TCPE UDP |, AIERELEHENER, MRBABES ICMPE ICMPV6 , RIE
=EART. -1 KRTE ICMP/ICMPv6 E, mMREIEEFE ICMP/ICMPv6 A | BIXEE
EPE ICMP/ICMPv6 15,
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AWS EfEEREZER

ERAEER

RE &
HA . BH

ip_protocol

IP BIABER® (tcp. udp. icmp, icmpv6 ) REABERIFE. A -1 IEEFMBEERBE. RE
ZEFERAE , THREEENEZEHE A , I8 tcp. udp. icmp = icmpve SR -1 &

B ERE  BAHFFEEEELNRE, ¥R tep, udp Micmp , BABREEZEHE, HRN

icmpv6 , EEEBHEREAN  MREEERESEE , AIAFMERRENRBHRE.

SE - B
/R . FH
to_port

WMRBEHAMES TCPEH UDP |, AIEREREHENFERE. MRBABES ICMPE ICMPV6 , RIE

RN, E -1 XRTAE ICMP/ICMPVE 1. MIREEEME ICMP/ICMPve EH |

A ICMP/ICMPv6 X%,
PVE .’

B B

=R

security_group

EXEHRANEZEEA ID,

PHE 2
HR . 7R

source_security_group

AFEAREBRNRFLZEEE ID HTOSCAZE,

I\E'é
B . F&

RIS AR EPR

AWS.Networking. SecurityGrouplngressRule
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SampleSecurityGroupIngressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup2

AWS.Resource.Import
B LT 5 AWS BIREA AWS TNB :

« VPC

.« TR

- BEX

- WREEREE
- REFRE

=5 RN
=

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String

resource_id: String
Bt
resource_type
EA NEREZE AWS TNB,
VE K

HAE . BE

AWS.Resource.Import
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resource_id

A WEIR ID AWS TNB,

PBE B
B
gl
SampleImportedVPC

type: tosca.nodes.AWS.Resource.Import

properties:

resource_type: "tosca.nodes.AWS.Networking.VPC"

resource_id: '"vpc-123456"

AWS.Networking., ENI

METHR PRRESEBEFVPCHEEMRBE T, BENTEASREBETBEABNFHEIR P i

i, EFHAPEE Amazon EC2H{TEER |

AT EEEERTEE SRR E

E23% Amazon EC2H TR DBt , RAREMEEEXFWER PN S — 8 Amazon EC2HITEE. KE

Re|gLUEEIEFABIE.

Eh
ARn /

tosca.nodes.AWS.Networking.ENI:

properties:
device_index: Integer
source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List

device_index

KERSIMBARRE,

AWS.Networking. ENI
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ERAEER

ME 2
HR . B

source_dest_check

ETHBENHREHITRR/BENiRE, true ERTHARE | false EXRTEARE,

RHFWE : true. false

5% : true
PVE B
HA - HMHE

subnet

AWS.Networking.Subnet Hi%,

ME 2
BH . F&H

security_groups

AWS .Networking.SecurityGroup Ei %,

PVE B
/R . F&H
&4
SampleENI:

AWS.Networking. ENI
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ERAEER

type: tosca.nodes.AWS.Networking.ENI
properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
subnet: SampleSubnet
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02

AWS.HookExecution

Ao BHNTRENTHCHNIETE , FAERRBNARESNN -2,

ER
AR /

tosca.nodes.AWS.HookExecution:

capabilities:

execution:

properties:
type: String

requirements:

definition: String

vpc: String

IheE
execution
HTHWIESH 2 HHMITEI BB,

type
BT ZEE,

PNE B
A . 7

AJRERY{E : CODE_BUILD

AWS.HookExecution
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ERAEER

=R
definition

AWS.HookDefinition.Bash &i%,

MWE 2
HR . FH
vpc

AWS.Networking.VPC &%,

MWE 2
HR . 7R

Y]

SampleHookExecution:

type: tosca.nodes.AWS.HookExecution
requirements:

definition: SampleHookScript
vpc: SampleVPC

AWS.Networking. InternetGateway

EFE AWS B ER REEE R,

RN
=2

tosca.nodes.AWS.Networking.InternetGateway:

capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String
properties:
tags: List

egress_only: Boolean
requirements:

AWS.Networking. InternetGateway
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vpc: String
route_table: String

Dl

routing

EE ARHEFENBMEVPC, B4 HEEE dest_cidrsl ipv6_dest_cidr B4,
dest_cidr

AR E B LS IPVACIDRER], LEEBHARE FEVIKE , RouteTable HEEHAE

DestinationCidrBlock,
MHE : INREBEE ipv6_dest_cidr B |, BIF.

HR . FH

ipv6_dest_cidr
AR B f i LAY IPV6CIDRI[E#E .

PE  IREEDE dest_cidr BM |, BIF,

/R . F&H

tags
REEREERNER.
VE B

A - FE

egress_only

IPveFEB M. ETRERBEEFERSERARBLEEN. E egress_only A true B , BUEER
ipv6_dest_cidr B,

PDE &K
HR . fmME
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R

vpc

AWS.Networking.VPC &%,

MWE 2
HR . 7R

route_table

AWS Networking.RouteTable %,

MHE 2
HR . FH

g5

Free5GCIGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: false
capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0@"
requirements:
route_table: Free5GCPrivateRouteTable
vpc: Free5GCVPC
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ERAEER

AWS.Networking, RouteTable

REREES —MEBARBENAR , ARRERE VPCHEER FRRNFERRESEQMLE. BLEK

B R ER 2 I BABEVPC,

SR
AR /

tosca.nodes.AWS.Networking.RouteTable:
properties:

tags: List

requirements:
vpc: String

tags

EMMEERVER,

BE A/
B BE
=R
vpc

AWS Networking.VPC Hi%8,

ME 2
HR . FH

Y]

SampleRouteTable:
type: tosca.nodes.AWS.Networking.RouteTable
properties:
tags:
- "Name=SampleVPC"

AWS.Networking. RouteTable
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- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS .Networking.Subnet

FHRERE B IP it EVPC , AE4ATE VR —ETAEEP. BLAK/FHEEEEE VPC, CIDR
Est, ATAESMKER, SULAERFHEBERLEERLSE.

5 AN
An /

tosca.nodes.AWS.Networking.Subnet:

properties:
type: String

availability_zone: String

cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String

tags: List
requirements:

vpc: String
route_table: String

type

EREL FREPREBNATEERTEBLARIPvAtLL,

PHE 2
HR . FH

A[BEAY{E : PUBLIC | PRIVATE

availability_zone

FRRNTAES, B E AWS EBiFHi AWS JHESE |, i us-west-2 ( ER I
(BE#E) ). cthXETAEEPH AWS KNEE |, Flin us-west-2-lax-1ao

ME 2
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B P

cidr_block
FHREHCIDRERR,
LE B
LR

ipv6_cidr_block

BAREINIPV6 FHKMCIDRER, NMREITSHEBMY , BEWEE ipv6_cidr_block_suffix.

RE &
R . FH

ipv6_cidr_block_suffix

EIB Amazon B 2 FHEEEH IPV6CIDRESRM 2 (M B+ NEMEIBVPC, A THIRER : 2-

digit hexadecimal::/subnetMask

MREITEWEBMY , BEPEBE ipv6_cidr_blocko

PNE B
HR . FH

outpost_arn

H47E AWS Outposts H A E T FHEIRARNK . REEERE FEkE) Amazon EKSEREEEY |
AL B IE ENSDEI A AWS Outposts, MEFMMEF , 5528 Amazon FEHEIER EKS
AWS Outposts F#J Amazon, EKS

11 S5 1 T A4 3748 ENSDEIA | Bl Eigavailability_zoneBHMERES WA HES
AWS Outposts.

VE B
BHH . F&H

tags
EEZEFTERNESR,
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AWS EfEEREZER

ERAEER

RE &

i —1-]

B

A .

N4,

£33

vpc

AWS Networking.VPC Ei%,

ME 2

HR . FH

route_table

AWS Networking.RouteTable &%,

ME 2

g5

SampleSubnet@1:
type: tosca.nodes.AWS.Networking.Subnet

properties:

type: "PUBLIC"

availability_zone: "us-east-1a"

"10.100.50.0/24"

ipv6_cidr_block_suffix: "aa::/64"

outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"

cidr_block:

tags:

- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet

properties:

AWS.Networking.Subnet
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type: "PUBLIC"

availability_zone: "us-west-2b"

cidr_block: "10.100.50.0/24"

ipv6_cidr_block: "2600:1f14:3758:ca0::/64"
requirements:

route_table: SampleRouteTable

vpc: SampleVPC

AWS.EZ8&, VNFDeployment

NF BENERIRUERZENEEHEBNEAREN. EEBMSEETE NWEKSEENFs, vnfs
EMSEERENMEREE, B LUHREER pre create M post_create KIZ 4 dn B H M 8IR1E |
(T MEBNBERT , HINFIUEEFZEEERL AP

Eh 3
An /

tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment: String
cluster: String
vnfs: List
interfaces:
Hook:

pre_create: String
post_create: String

ER
deployment

AWS.Deployment.VNFDeployment %,

PNE B
BE  FH
cluster

AWS.Compute.EKS £i%,

PVE .2

BHR . FH
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vnfs

AWS.VNF &g,

©wE -2
3
ITTH
e

ERHTE B R,
pre_create

AWS.HookExecution Ei%k, LtHMIEEVNFDeploymentEiEEE 2 BIEI1T o

PNE B
HR . FH

post_create

AWS.HookExecution Ei%k, Lt E#IEEVNFDeployment Bi#EBEHIT,

PBE R/
R T
g4
SampleHelmDeploy:
type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:

deployment: SampleHelmDeploy?2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook
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ERAEER

AWS .Networking, VPC

BYARERIEER () BECIDREBRVPC,

SR
AR/

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List

cidr_block
VPC&R/RCIDRZES IPvARYBEREE
RE R
B|A . FEA

ipv6_cidr_block
FRE I BIPV6CIDREH#VPC,
AFFHI{E : AMAZON_PROVIDED
VE B
B|A . FEA

dns_support

BERE PRENHITERBRESVPCEISDNSEHEHE,

PVE B
BR . AHE

¥AEX : false
tags

ENMEERNER.

AWS.Networking, VPC
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ERAEER

RE &

BH . RE

L)

SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"

AWS.Networking, NATGateway

B LGER TR ER L ARLENATRES R, HRLERE , MRETRMEE IPEE D,

AWS TNB# B EIRFEEEM P, IwngHERFER Y B,

5 RN
An /

tosca.nodes.AWS.Networking.NATGateway:
requirements:
subnet: String
internet_gateway: String
properties:
type: String
eip_allocation_id: String

tags: List

subnet

AWS .Networking.Subnet EiZ& %,

ME 2
R . FH

AWS.Networkinge NATGateway
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AWS EfEEREZER EREES

internet_gateway

AWS Networking.InternetGateway Hi%£#,

RE =2
B|H . FEA
type

ETRRERARERNLAE.

FFFME : PUBLIC, PRIVATE

PHE 2
BHR . FH

eip_allocation_id

RFREM P HutEER ID,

PNE B
¥AE . FH

tags
EHMEZERVER.
BE B
B A

Y]]

Free5GCNatGateway@1:
type: tosca.nodes.AWS.Networking.NATGateway
requirements:

subnet: Free5GCSubnet0l
internet_gateway: Free5GCIGW
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AWS EfEEREZER

ERAEER

properties:
type: PUBLIC
eip_allocation_id: eipalloc-12345

AWS.Networking.Route

BUERBBER  SENEEHBERENATREFSBRER , WA hHTHEEEBAYEHK,

5 AN
=2

tosca.nodes.AWS.Networking.Route:
properties:
dest_cidr_blocks: List
requirements:

nat_gateway: String
route_table: String

Bt
dest_cidr_blocks
BEERN BN HIPV4RRRIEE,

ME 2

nat_gateway

AWS.Networking. NATGateway SiZ£#,

PBE 2
H|A . FH

route_table

AWS .Networking.RouteTable BiBi&#,

AWS.Networking.Route
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AWS EfEEREZER

ERAEER

PVE 2
R P
Y]]
Free5GCRoute:
type: tosca.nodes.AWS.Networking.Route
properties:
dest_cidr_blocks:

- 0.0.0.0/0
- 10.0.0.0/28

requirements:

nat_gateway: Free5GCNatGateway0l
route_table: Free5GCRouteTable

wRER

E % NSDH RYEIRVNFD,

+ AWS.HookDefinition.Bash

AWS .HookDefinition.Bash

£ AWS HookDefinition &2 bash,

5 RN
=2

tosca.nodes.AWS.HookDefinition.Bash:
properties:
implementation: String
environment_variables: List
execution_role: String

implementation

B EZWARERE, XM ES . . /hooks/script_name.sh

EREH
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PVE .2

B . 7R

environment_variables

hook bash IERIBHNIRELZH, FATHHERN : envName=envValue#HE T % regex : ~[a-zA-
Z0-9]+[a-zA-Z0-9\-\_1*[a-zA-Z0-9]+=[a-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-
Z0-9]1+%

H{R envName=envValueEHFE T HEH :

BOEAZER,
"FE (A-ZF az) HBF (0-9) envNameF1H,
AZFERATY AWS TNBRERZET ( TESKINE ) MBRESHEE .

+ CODEBUILD

« AWS

BALUERAEESENTE (AZZaz)., BF (09) MBE%FK-, UK _ envNameH
envValue,

#ifl : A123-45xYz=Example_789

PVE ./

A . EFE

execution_role

B ITHAE,
PE
B . FH
045
SampleHookScript:
type: tosca.nodes.AWS.HookDefinition.Bash
properties:
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implementation: "./hooks/myhook.sh"
environment_variables:
- "variable@l=value@l"
- "variable®2=value02"
execution_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleHookPermission"
AWS.HookDefinition.Bash 109
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AWS TNB Ry L2t

MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
RATMERRLHRBEBNERMEE.

ZEMR AWS Ml cBWHEERE. AESEEERHEERAERNLZEMNERPHNLEM

- ERMNLT LY - AWS EEREE FHIT AWS RISHWEBRE AWS Eis, AWS tHBHETUR
SERANEBRE. SRR AESEHIZNBZERMALTLSNERMY , MABAWS SHRTEN—IF
e BETHBERAR AWS Telco Network Builder &R ETEl | FS2RBAWS SR ETEIEE A AR

BiHR S - BOBERRREER AWS WEE. SHANEHREAE  EERNEEE,
EARNERBRERNER.

AR BYE T MM EE A AWS TNB BREAHAFEEER, TIEERPUMAERE AWS TNB
UREENRLAEREE. ThE T ROMEREME AWS RIS HIGEEERARE AWS TNB &
Ro

B #%

- AWS TNB HHERRE

- AWS TNB ¥4 § 2 M1z N E 12

- AWS TNB (V&R B

- AWS TNB FHIEM

- AWSTNB FHVEREHBRZ M

« IMDS RRA

AWS TNB FHIEERE

AWS H[ESEERBEARM Telco Network Builder AWS R ERMRE, MLERFHR , AWS BER
BHITIE W2 ERERE AWS Ef, ZESHEBEEHERERLAEATNEGIE, ZHEKE
BEERA AWS BRI ML HEBNEEREE. IFERNBAENFRE A BSRERNBILEERRE
E&E., NEFHRBMNERMRENEBEN , F20 AWS T2 MIPEE LW AWS HEHSEERT
GDPR ZB&EE X E,

RRRE 0
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HERERREZBERN , BBERE AWS 1RF ZAER , WA AWS IAM Identity Center 3 AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
- £ SSL/TLS B AWS EifEBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- £/ RE API MEAEZEIFZ 8 AWS CloudTrail. Z0EAMEA CloudTrail 2R #E AWS SEEBNE
# , BFSEBAWS CloudTrail  fEA&IEE) FHEA CloudTrail %,

- EF AWS MEMARAR , UREPWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGH=EHR |, 55EH FIPS
UnEh, WEAER FIPS M FIPS In W E S HEEER , B2 EB T EARIEZE (FIPS) 140-3,

B RZIBRCBUHTEREFNE T B4 SEARBRENR | E&E@ﬁ—;ﬁﬁia & B X F AL
B, flanE B, ETEEEMEM AWS TNB HEH it AWS R FERAEEA. API AWS CLIZE AWS
SDKskf, ZEZBESBEHEXNXFRNL P ANEAERE TR mﬁérﬁr%:&z %T A&, MREIRMH
A ARESHY URL , HPIEAZIEBFB I EREB LU MAREEFE RN URL 2 EBEREA.

BREE
EREM AWS IRFE , AWS TNB SREENERUHEMER , I HEEAERATBER. WRERE

90 XAEHMA AWS IRF , AWS TNB IR RZEMNER., 120 X% , AWS TNB XK AMBRENE
#o AWS TNB th &% 1L IEHEEE , WRHFREBEFNERELF

TREE IR

AWS TNB —ZENMEZEFRERBINMEREER A MAFTEEMEANERE, KWNESEB B8
# 1T AWS Key Management Service.

B inE

AWS TNB £/ Transport Layer Security (TLS) 1.2 REE@H T RMEER,

REANFERAEEXNREEAFRZENER.
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AWS EfEEREZER ERAEER
W PR A B 0T B R AR

AWS TNB BREERMURABEEFAANERLEER (VPC) . FIEAE AWS TNB REFEFEHE
AWS g F |, TEEERERER. ERAEEXEAAFRcHNERSEBAKRMEKRIEHE.

AWS TNB By & 7 MZEE &

AWS Identity and Access Management (IAM) 2 —%& AWS BR¥E , AT HBIEE S R e T H ¥ AWS
BERNTFH. AM EEESTRG#IUUETESRE (BA) NRE (EEFY ) REH AWS TNB
&R, IAM 2 AWS BRI BT AR BFEAR -

B #

- BEHR

- FRASDEBE

- FABRKREEFIE

+ AWS TNB 2{F£2 IAM $&Fc i A

« AWS Telco Network Builder 9 & % 4 B3k & 45

« ¥ AWS Telco Network Builder & 2 M EGEITIRER

BREHR

A5 AWS Identity and Access Management (IAM)  8FF R E , BURAETE AWS TNB FEI1TH
T,

RIEFERE - MREFEHR AWS TNB RERHATENEL , SN EEESEFIRHMENEAER
MEFa, BEFEHES AWS TNB TEERE T ITIER  BUEEEEANST.,. THRENFINER
FRAUBGEEEBRERE R EENETF, MREHEEFE AWS TNB FHIIHEE |, 5528 ¥ AWS Telco
Network Builder & 9 Ml FZEUEITHIERZ B -

REEEE - MELELTES AWS TNB &R , B aAEA LLTRZE AWS TNB, EHIETE 2 ¥ 8 R
BEREEEEAN AWS TNB hEEME R, EE | SXESERERBEN IAM BEE |, REFLR
BERAENGT. RELEEEMNER , 7TH IAM WERES, EEE—S 7HS LT NAEE AWS
TNB £/ IAM , F2EAWS TNB Z1aE2 |AM B EFE A,

IAM BEEE - MRER IAMEEE K BELTHRBRBEBGRLUEE AWS TNB FEIWEFMEH. EE®W
RIETTLATE IAM FEFAR AWS TNB B0 B BKRE 5| |, 55288 AWS Telco Network Builder #9 & 4 #
BUR &,
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I

ErBRBFREAWS FHAF)BRRBZANAR, BHSEALLAWS IRFIRERES D, IAIMERES DR
BE IAM AERERE (ZEA AWS),

BULERZERE D RERENERE , UBSED AWS B0 8585 0F A . AWS IAM Identity
Center (IAM Identity Center) fEfi&. B RRMNE—BZASDEE , LUKREMN Google =% Facebook &
ABH  HEHBESEoNEF, BUBMSESBEAE  SHNEEEAXNCREEH IAM BENHE 5
D, BEMEAME AWS B ER K, AEBERTIAR,

REEINERAEFRME , /IR A AWS Management Console 5, AWS A O#L, MEE
AWFEHER AWS |, F2EAWS B A (FAEER) FHNFAEAEN AWSIRF

MRELLAWS BRERFTARNER , AWS SiRMUBERAZEN (SDK) MawHIRE (CLI) , AEH
FHBEAERURERESNEBENE R, IREFTEH AWS ITE | AIXEBITHBHER. 0FE
FARBNAEBTEZFHRNFREA , F28 (AM FAEER) FHERAR APl FBERHAWS
Signature £ 4 R.

EREERAMNES P RES L, AU SEERHEANZTLHER. I, AWS BEEERAZE
EXRTE (MFA) RIEGRFNRZEM. MEEZENA , F28 (AWS IAM Identity Center fEA &5
) PNZEEZEHFM IAM FAEEE) FH IAM FIIAWS ZEEERFE,

AWS tRF BRERE

BRI FF AWSIRF | B8t —EZEASSHE , RS0 TEEEN IRFHNAMRE AWS R M&
Ro WEHDHSA AWS 1R Theroot EAE | AIEIR MG HE LIRS E T B4 b ut MBRIFE AR
FEL MAERETEUREAEREAEER. REEVREAERRE  LKERARATREBER
EREATHNER. NFELEBNZRFE , THRFUREHAEZEANES , F268H IAM EAEE
MPNEEREAEBRRENER,

Be gD

REERR , ERXAECERE  SETECTESFIENERE  EAKKBEAER AWS BRI RE
RESDREENBESEEFN

BESIRREBENELEFEAEBHK, Web H01RMt#E. AWS Directory Service, &7 H O H# , =
= AWS ¥ FRAZR S S RRRHNEEFINEAEAE. EMES DT AWS RF , Efg
ErAe MACSREEERER.

HRAEPFXEEEETE  RAEZEEFEH AWS IAM Identity Center, BT LATE IAM Identity Center
hEVERENRE SEZELTUEEYRSIEECHNE I RRTW—EERE AWS tE5 B
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18, LAEEFE MEARNDER, WFE IAM Identity Center BIEEAHE A , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ?

IAM fi£ i & M A48

IAM EHER PEFE—BAREARERNBETT AWS IRF e 5. ERERTRABERERE
MAREEELRABE (MIUNEBNEFNEZR) B IAM EAE, ERNMABEEARIEEHERY
BRENIAMERE  BRRCGBBREFNER. WFEZEF  F2H AM FRAEEEIFNATERGRE
ENEARGERRRETRER,

IAM R —BIEE IAM EREELEN S D, SREUFESHEE, EUNERFER-XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALEE—ERA
IAMAdmins HYEFAE , Wis FEEHEERE IAM BRI,

EREREAGTE, ERAEAEHRE-ASIEAENEZLEN EACNENREARAZEECHA
EHE. EAEHAXKANRYER K CALERHAKKER. NWFEZEA , F2R (AM £RE
R PR IAM ERENER RS

IAM B

IAM AR FEEREHRT AWS IRF N85, SELIAM EAE , EFEFENASHEREE, 52
HREE R IRE IAM A€ AWS Management Console , A AREAZYRE IAM A6 ( E8A ).
R LUEIB ALY AWS CLI 3 AWS API 2SR HET URL RIBEAE. MEEAASGN A EFRE
A, F2HE (AM EAEER) PREEAEN S,

FRBEEEN IAM AGETHERHIEEER :
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TEYHER , XFI-7SHEACEVER , YERTHAGERNGT. NIEEHRHSACHNHERE
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Amazon Simple Storage Service B A BISEHP R FEUEHIEE (ACL) B,

HttBeREE
AWS X EEMBFIERNBRREE, SERRBEETRERE RERBERTENKRAF T,

- FFARR-FUHER-EERDRE , THERES P HBRERT IAM HE (AM EAERAE)
MEAFFA, BUNABRKREFARR, MEENFTERERNS 2 EBRMEFFAIRRHR

EABRERFEE 116


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

AWS EfEEREZER EREES

o B Principal MUHPEEEAERACHEREBRITEZRFIRRRE. FIEEER
EHWARIERHEBETXAT. WEFTTRRNFHEN , F26 AMFEREERPN IAM B8
TR SR PR,

- BRI HHHE SCPs) - SCPs JSON B3E , AiEE AMNEMEN (OU) KB ATF T AWS
Organizations, AWS Organizations @ —BAR 7 HEMEFERELEREE AWS 1IRF WS ENR
%, BEMABBTHTEIIEE , B LU REIEH B (SCP) ERAEEARMEIRS. SCP 2R
FIXEREFHERNGT , SESEEE AWS (REFREMAE, WE Organizations 1 SCP #YFF#H
B, 5528 (AWS Organizations fEE&EERME) FHRIEIEE BER,

- BEREFIEXK (RCP) - RCP 2 JSON B , AIARBRELIRFFERN T LR , HKEGE
BARARTEEEFNMMELFIHEENESEERN IAM BER, RCP SRFIKEIRSE FERHN
A, WA E TN ERGT , BF AWS IREFRERE , ERTHARABREZNHER,

#1%E Organizations M RCPsWFFHIEH , BHEZE RCPs AWS fR# 19 /BE , F2BAWS
Organizations ( EAEIERM) PHERZEFIBE RCPs),

. TEMBRBE - TERBRBER —BEHEMEE  SfUUEEBRERANFRETACRBEER
BN TEREE  MASBEE, FELEIERBNFITEREEAERACHNE S BBRMIE
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£ AWS TNB =&

£ E1FH AWS Telco Network Builder 12 & |, &N EHE —HRIKFET, ELFXAEARFESHF
¥R & AWS TNB ERHFMEF AWS IRF, NMBELEVHBEANEFNTERIRN S O BBER ,
AR EEZBENER (FRERAR) ME , THEARELZUNEREE,

HREH AWS CLI 5t AWS API ETTHFIUNERZE , ETIFEAFRBEREHT. Rz, RER
FREHMERINITZ AP BRENBERATLT

AR £ & BUER E 5l

BAEEE K LHEENEE AWS TINB BUNER , IREMBRBHEARAFIER, B4ES IAM REA
EBEETENIRE |, LAY AWS TNB AR E M ESEBREIER,

ll:

IAM fR#& B € o 5F AWS TNB RIEFIUER , UBTEBICANEERE, IREBEERKEAR , AWS
TNB 2FRZACHEAER,

IBER 1AM RBZURFE AR AN AIBRR. UERLREACHNFEES , F28 (AM £REE
M) PRV A G AIERIE AWS IR,

AWS TNB R A&

EAFAERNRE BB AEESEYT AWS TNB R AE® , IigHEMHIE AWS TNB, tA®
JoEF AWS TNB I E 4 fRFS |, 4530 Amazon Elastic Kubernetes Service AWS CloudFormation , I
AENRRMEFTFENERRE , AR NSD AifEZN M ERBREE.

EREHY AWS TNB REAGFEA TS IAM AaNEEEHE, B LBERNFFIHEER |, FiE
TNB AWS AIREE XM , B FEUEEHEREHLENIBERF ZIBRER,

THREXBHER AWS TNB REAREE :

{
"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sts:GetCallerIdentity"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "AssumeRole"
.
{
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"Action": [
"tnb:*"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBPolicy"

},
{

"Action": [
"iam:AddRoleToInstanceProfile",
"iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",
"iam:GetInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:TagInstanceProfile",
"iam:UntagInstanceProfile"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "IAMPolicy"

},
{
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"
]
}

I

"Action": [

"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"

},
{

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups"
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"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateLaunchTemplate",
"ec2:CreateLaunchTemplateVersion",
"ec2:CreateSecurityGroup",
"ec2:DeleteLaunchTemplateVersions",
ec2:DescribelLaunchTemplates",
"ec2:DescribelLaunchTemplateVersions",
ec2:DeletelLaunchTemplate",
"ec2:DeleteSecurityGroup",
ec2:DescribeSecurityGroups",
"ec2:DescribeTags",
ec2:GetLaunchTemplateData",
"ec2:RevokeSecurityGroupEgress",
ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances",
ec2:AssociateRouteTable",
"ec2:AttachInternetGateway",
ec2:CreatelnternetGateway",
"ec2:CreateNetworkInterface",
ec2:CreateRoute",
"ec2:CreateRouteTable",
ec2:CreateSubnet",
"ec2:CreateTags",

ec2:CreateVpc",
"ec2:DeletelnternetGateway",
ec2:DeleteNetworkInterface",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DeleteSubnet"”,

ec2:DeleteTags",

"ec2:DeleteVpc",
ec2:DetachNetworkInterface",
"ec2:DescribelInstances",
ec2:DescribelnternetGateways",
"ec2:DescribeKeyPairs",
ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroupRules",
"ec2:DescribeSubnets",
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ec2:DescribeVpcs",
"ec2:DetachInternetGateway",
ec2:DisassociateRouteTable",
"ec2:ModifySecurityGroupRules",
"ec2:ModifySubnetAttribute",
"ec2:ModifyVpcAttribute",
ec2:AllocateAddress",
"ec2:AssignIpvbAddresses”,
ec2:AssociateAddress",
"ec2:AssociateNatGatewayAddress",
ec2:AssociateVpcCidrBlock",
"ec2:CreateEgressOnlyInternetGateway",
ec2:CreateNatGateway",
"ec2:DeleteEgressOnlyInternetGateway",
ec2:DeleteNatGateway",
"ec2:DescribeAddresses",
ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeNatGateways",
ec2:DisassociateAddress",
"ec2:DisassociateNatGatewayAddress",
ec2:DisassociateVpcCidrBlock",
"ec2:ReleaseAddress",
"ec2:UnassignIpv6Addresses",
"ec2:DescribelImages",
"eks:CreateCluster",
"eks:ListClusters",
"eks:RegisterCluster",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"iam:PassRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessComputePerms"
1,
{

"Action": [

"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",

o5
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"codebuild:ListBuildsForProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
"s3:GetBucketAcl",
"s3:GetObject",
DescribeNodegroup",
DeleteNodegroup",
AssociateIdentityProviderConfig",
CreateNodegroup",
DeleteCluster",
DeregisterCluster",
UpdateAddon",
UpdateClusterVersion",
UpdateNodegroupConfig",
UpdateNodegroupVersion",
DescribeUpdate",
UntagResource",
DescribeCluster",
ListNodegroups",
CreateAddon",

DeleteAddon",
DescribeAddon",
DescribeAddonVersions",
"s3:PutObject",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",
"cloudformation:UpdateStack",
"cloudformation:UpdateTerminationProtection"

"eks:

"eks:

"eks:

"eks:

1,

eks:
"eks:
eks:

eks:

eks:
"eks:
eks:

eks:
"eks:
eks:
"eks:
eks:

eks:
"eks:

"Resource":

"arn:

"arn:

"arn:

"arn:

arn:

arn:

arn:

aws

aws
aws @
aws
aws @
aws
aws @

[

revents:*:*:rule/tnb*",
codebuild:*:*:project/tnb*",
logs:*:*:log-group:/aws/tnb*",
s3:::tnb*",
eks:*:*:addon/tnb*/*/*",
eks:*:*:cluster/tnb*",
eks:*:*:nodegroup/tnb*/tnb*/*",

=1
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"arn:aws:cloudformation:*:*:stack/tnb*"

1,

"Effect": "Allow",

"Sid": "TNBAccessInfraResourcePerms"

},
{

"Sid": "CFNTemplatePerms",

"Effect": "Allow",

"Action": [

"cloudformation:GetTemplateSummary"

1,

"Resource": "*"

},
{

"Sid": "ImageAMISSMPerms",

"Effect": "Allow",

"Action": [

"ssm:GetParameters"

1,

"Resource": [
"arn:aws:ssm:*::parameter/aws/service/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"

]

I
{

"Action": [
"tag:GetResources"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TaggingPolicy"

I
{

"Action": [
"outposts:GetOutpost"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "OutpostPolicy"

}
]
}
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THREXFHETR AWS TNB FREEEBEK -
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "eks.amazonaws.com"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Principal": {
"Service": "tnb.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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AWS Amazon EKS #5%# TNB R A&

E87E NSD FE 1. Amazon EKS EREF , 5512 cluster_role BMRIBEERAREI Amazon
EKS #EM AR,

T & HFERAS Amazon EKS EEBEKEY AWS TNB R A EH AWS CloudFormation #i7x,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
Service:
- eks.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyAzrns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSClusterPolicy"

ZEEA AWS CloudFormation #7242 IAM A E&HEHEE , 5528 AWS CloudFormation EA & 1§
R TSR

« AWS::IAM::Role
o EEUHEBRE AR

AWS Amazon EKS SiZiE 4K TNB lRIEAE

E 872 NSD 3. Amazon EKS BB B EREF | 5512 node_role B RIEEERREL
Amazon EKS Bi%EHEN AR,

T 5| & H RS Amazon EKS EFEEEH#ABRE M AWS TNB RIEA &R AWS CloudFormation &7,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
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Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreateLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"

WEREA AWS CloudFormation #7452 IAM S & WFMER , 528 AWS CloudFormation £ &5

PR TIEE
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« AWS::IAM::Role
o EEUHEERSF AR

AWS Multus #9 TNB R A&

ERTE NSD I Amazon EKS &R , B EENEEH AP EIE Multus B , K ERME
multus_role BMRIEEEZEAREE Multus WA E,

THIEHIFE R A Multus BURZE I AWS TNB RIS & @/ AWS CloudFormation &4,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBMultusRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
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- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
- "ec2:DeleteNetworkInterface"
- "ec2:CreateTags"
- "ec2:DetachNetworkInterface"
Resource: "*"

MFEEA AWS CloudFormation #7482 IAM AENFMERF , 2B AWS CloudFormation A& 15
P THIEE

i

+ AWS::IAM::Role
- BERUESRE K

AWS 4 BB BERH TNB R AR

EEH NSD R NBEMAEAEmBERHNE , EFE—ARBAS , UAFHEEYRERHTE
B H

(® Note
BHY 4 o B B N BUR FEAR RS A e B N B E BT RIEM E,

T &EFERAEmBELHABEEIL AWS TNB R A ER AWS CloudFormation &7,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
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Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"

WEMEA AWS CloudFormation #7452 IAM S & WFEMER , 528 AWS CloudFormation £ &5
PR T HIEE

« AWS::IAM::Role
o BEUEERE K

REFFERAERAMMAECHFTT

e FlE RE MR BER |, FF IAM EAERGRHNEMERES S NABRRZERR, WEE
BEEERE LTRUBENFTT , REA AWS CLI % AWS AP KR A X TR LB EMRF
LB

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
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"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource": "*"

¥f AWS Telco Network Builder & 2 M7 EUGETHER

FERATHEARGBEZEFISESEA AWS TNB # IAM Rl gE 22/ E R R RE,

L3l

- REMETE AWS TNB RP#ETENE

- BRAEBHIT iam:PassRole HIRE

« REBEAF UNWAE AWS IRE FEIFEKA AWS TNB EJR

REREE AWS TNB RE/TENE
MBRNFISES | SASCKREREYTHE , SNBRELEET , AXCRTHE,

Tl flgEEa g Emateojackson IAM EAEERERAERARE —BERE my-example-widget
ERNFMENR , BAVEEE tnb:GetWidget FFAIREE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

FEHBERT , HBEEH Mateo BUK , RFFMER tnb: GetWidget BIYEFE my-example-widget
&R,

MREFEWE , FIREN AWS BEEE., ENEEBRHELNEZRRE.
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K AEEHIT iam:PassRole HIFZ#E

MREWBER | RNGEEHTiam: PassRoleBfF , AIXAFTHEHNBER , LA EKACEER
E AWS TNB,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EEA W IAMmarymajor FAEERFEAEEAE AWS TNB F#ITEIER , RE T HIEHI5E
B, BR , BERRBKEFEREACGR TN, Mary REKACEEEZRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREEERGE , BHEEN AWS BEEE, FNEESRHENEZERE.
BREEAFF U AE AWS tRF FEFEHN AWS TNB &R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE-STH , F2RUATAS

- ZEETH AWS TNB RAXEELTIEE , 582 AWS TNB #0{a 82 IAM FEEFE o

- BETHINAAWS tRF EEHEN EREIRMFEE  BF28 (AM FREER) FHELHE
B AWS IRE 5 —EE R IRHFEES IAM FRE,

- BETRINMIBERNEFIERMEHKE=H AWS IRE |, 528 (AM EAEIERE) PHEHRFEE
BE=7 AWS IRF ¥R,

- METHRIOMEBHE F o RUEIE , F28 IAM £REEEPRH B FIUERRIGENTETS
TERENEHAE BEED).

NETHRERAGNERARELTRESERMNER  B2H (AM EREEE) T AV
RS R,
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AWS EEHEREERS EHAEERE
AWS TNB V& 15 B 3%

EETH RS AWS R ERESRFENEER , F2BAWS ki €A EISEANRRBIELRR
HBHEHRETE. ME—MREFA , 528 AWS Compliance Programs.

BaLAER THRE=ZARBZIME AWS Artifact, NEFMEF , FS2BEE P THIME AWS Artifact,

FH BNABEEMSE AWS R BURAERMNBBE, BLARNAHEEE  URBANEENER,
AWS BHTHERAGEER -

« Z2EHEEE - EEMRAREFEIATIMTEREZER  YRUENERLESRIENSER,

« Amazon Web Services EH HIPAA Z4BEEHFEE - KK ERP LT MMAER AWS REIFE
HIPAA BN ERARER,

@® Note
WA AWS IR HEE HIPAA B, MEFHMAEN , 528 HIPAA EREESE,

« AWS ERER - K THEFRANERENESTREARNEHERNVLE,

- AWS BEESHIEM - ﬁl_’éiEE’JﬁETﬁﬁ tRIEEER, NEEHERBRE WREEK , AWS
R WA SRS B ZEAREN LT 22T ( SREEREENEMHAZEMN (NIST), XFFEEXRS
EEZEES (PCI) MEIRREEER (1SO)).

« AWS Config BiZ& A B35+ Y AR AIFHE &R — AWS Config RS A ERAEBRHEAIE
%, EXEAFZHANEE,

« AWS Security Hub — & AWS fR# Al AL ERBH P L £ AREE AWS, Security Hub Ef L&
#l , ATREEN AWS ERERELNEZREB/ECRESLLERELENTEER., WEZENWRKE
MBEEE | 5528 MSecurity Hub #2#|22Z , ,

« Amazon GuardDuty - EA[ZEBERENRESTEURNMEZEE , R AWS R ER¥E AWS
RE, THEEEH, FENERNEBERE., GuardDuty R EHESRREBIIRAENAGENE
R, LU BIEE FE PCI DSS £ 8 ERRIMN AR ER,

« AWS Audit Manager — & AWS AR# Al B8 &% AWS AR , UL EEEREBEI AR , X
REESEHANEEZEN R,

AWS TNB Ry

AWS £ ERREE AWS EfF M TAESHAEREE, AWS EE RHZEER 5 RMNREE
AAEE  EEEFEKIEE SWEENSERERMERE, EBTHES , B LAKRGTEEENE

EREERRE 138


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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REANERE  ETREES<BEBREBEMASRETEH., TRESNTAYE, FEEINER
N, HBRE-HZEENFONERERREES.

0% AWS B A THESNHEET , BSMAWS £ REBRIE,

AWS TNB E£EEN AWS BEHHERFAEEIR (VPC) #1117 Network Service on EKS #E£,

AWS TNB RV E# L £ 4%

BEZERM , AWS Telco Network Builder | AWS £ EFERZLHRE, T AWS Z2RER
A AWS REBEERRENHEBEN , F2HAWS Bt s, EEFHERRELZSENREELER
SRETIEM AWS IRIE | 552B] Security Pillar AWS Well-Architected Framework H By EREERFEIR o

BT LAER AWS B Mr API LY | EBMAEKFE AWS TNB, ERERSAIETIESE

- Transport Layer Security (TLS), EMTFE TLS 1.2 WEZRMFEA TLS 1.3,

. BiE=EEXHHPFS)HHIEEL , 511 DHE (Ephemeral Diffie-Hellman)3 ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARH(M Java 7 MEHIRE) A LS EELER,

B BRSACEAFEREH ID FE IAM THRMEEBNAEENS|/REE, NF , BALULESR
AWS Security Token Service (AWS STS) RELX ERZ £ BEREZHFR,

UTR-EHEEEREH

- AWS BEREXE AWS TNB Tt , 8%
- EEHTHERE (LBRIES)
- RAEBERE
- AEBTHZ EHERIER
- AWS TNB EEABXEREFTRE (API)
- AWS BB EH (SDK)
- BEETREH AWS ERMNTEEHTHNEFE , 3F (BEFRR)
- IAM EAE, BE. ABFNBEER
- AXEHR AWS TNB BRI S3 fi1zirEE
- BRARZBEIEIR AWS TNB 2 2 M5 IR K EAth AWS BRI & IR
- BRERAEXE
- #ZFEIB AWS TNB #7221 48 35 AR % B2 H i 5 i 2 8 9 S 4R
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user"”,
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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arn": "arn:aws:iam::111222333444:1r0le/example”,
"accountId": "111222333444",
"userName": "example"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-02T01:42:397",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"
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https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-authrole.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
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