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Custom Application and Threat
Sighatures

Our next-generation firewalls allow you to develop custom application and threat signatures

for network traffic you want to detect, monitor, and control. You can build these pattern-based
signatures using information from packet captures and our available contexts. The firewall stores
the custom signatures in a database separate from our predefined App-ID™ or threat signatures,
which are updated on a regular basis.

Application signatures identify web-based and client-server applications such as Gmail. You

can create custom application signatures for proprietary applications, commercial applications
without an App-ID, or traffic you want to identify by a custom name. Threat signatures detect
malicious activity and prevent network-based attacks. You can create custom threat signatures
to incorporate third-party security advisories and signatures or to identify threat activity such as
brute force login attempts. The resulting application and threat visibility allows you to exercise a
greater level of control over network traffic and reduces the attack surface of your enterprise.

Weekly content releases periodically include new decoders and contexts from which you
can develop signatures.

e About Custom Application Signatures

o About Custom Threat Signatures

e Create a Custom Application Signature

e Create a Custom Threat Signature

e Create a Custom L3 and L4 Vulnerability Signature
e Custom Signature Pattern Requirements

e Test a Custom Signature

e Testing Pattern Performance Impact

e Custom Signature Contexts



Custom Application and Threat Signatures

About Custom Application Signatures

Custom application signatures reduce unknown traffic, provide application visibility, and give you
more granular control over applications on your network. For example, you may believe office
productivity has decreased since the FIFA Women'’s World Cup began. You can create custom
signatures for the FIFA landing and live streaming pages and view FIFA activity in the ACC and
Traffic logs (as long as current security policies allow the traffic). From there, you can create a
report, configure a QoS policy, or block the application by adding it to security policy.

An application signature identifies a pattern located within packets from an application or
application function. This pattern uniquely identifies the application or function of interest.

The App-ID™ traffic classification system relies on application signatures to accurately identify
applications in your network. Palo Alto Networks has developed App-ID signatures for many well-
known applications. (See Applipedia for a complete list). However, the volume of commercial
applications and the nature of internal applications means that some applications do not have

a signature. Such traffic receives “unknown” classification in the ACC and Traffic logs alongside
potential threats. To properly classify this traffic and enforce security policy rules, you can create
a custom application signature.

Custom application signatures enable you to:
¢ Minimize “unknown” traffic on your network

¢ |dentify internal applications or special interest applications, such as a custom payroll
application or sports live streaming

e Monitor application usage in the ACC and Traffic logs

e Explicitly define allowed applications and application functions (for example, allowing Slack for
instant messaging, but blocking file transfer)

e Perform QoS for a specific application

¢ |dentify nested applications, such as Words with Friends in Facebook

Custom applications take precedence over predefined applications when traffic matches
both a custom-defined signature and a Palo Alto Networks signature. Accordingly, Traffic
logs reflect the custom application name once the new application has been configured.
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About Custom Threat Signatures

Our next-generation firewalls allow you to create custom threat signatures to monitor malicious
activity or integrate third-party signatures. As with Palo Alto Networks threat signatures, you can
detect, monitor, and prevent network-based attacks with custom threat signatures. Build your
signature by examining packet captures for regular expression patterns that uniquely identify
spyware activity and vulnerability exploits. The firewall will scan network traffic for these patterns
and act based on the action specified during configuration upon threat detection. Be sure to use
custom threat signatures as part of anti-spyware and vulnerability protection profiles to detect
and handle command-and-control (C2) activity and system flaws that an attacker might attempt to
exploit.

You can also define a combination signature for brute force attacks—a custom threat signature
that triggers when traffic matches a specified pattern a certain number of times in a given time
interval.

e Create a Custom Threat Signature

e Create a Combination Signature

Combination Signatures for Brute Force Attacks

Combination signatures detect and prevent brute force attacks. A combination signature assigns
a time attribute to an existing threat signature—the child signature—to form a distinct parent
signature. The time attribute specifies the number of pattern matches or “hits” to the child
signature and the time frame (in seconds) the hits must occur within for the parent signature to
trigger. If a pattern matches the child signature alone, the default action for that signature occurs.

You can narrow the trigger conditions by including aggregation criteria, which define what the
parent signature counts as a hit. You can select from “source,” “destination,” and “source-and
destination.” If you wanted to count the number of hits to a particular destination IP address, you
would set the aggregation criteria to “destination.” To count all hits from a particular source, select
“source.” “Source-and-destination” instantiates multiple time-windows that count the n-number of
instances when a single source goes to a specific destination.

e About Custom Threat Signatures

e Create a Combination Signature
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Create a Custom Application Signature

To create a custom application signature, you must do the following:

0 Research the application using packet capture and analyzer tools
O Identify patterns in the packet captures
O Build your signature

O Validate your signature

Custom application signatures require you to specify the Scope—how your signature is applied

to the traffic, Context—the portion of the file or protocol where you expect to find your pattern,
the Pattern, and the Operator (Pattern Match for string contexts and Greater Than, Less Than, or
Equal To for integer-based contexts).

Refer to the Custom Signature Contexts, Defining Applications and Syntax for Regular Expression
Data Patterns while building your signature.

° Tutorial: How to Configure a Custom App-I1D

STEP 1| Research the application using packet capture and/or analyzer tools.

¢ You should understand how you'd like to control the application before all else. Do you
want to limit application functionality? Create a usage report? You'll want to examine the
contents of packet captures to gather context and identify unique characteristics of the
application.

G Consider using a tool such as Wireshark or perform a packet capture on the firewall
itself Take a Packet Capture for Unknown Applications.

1. Perform multiple packet captures between the client system and web server.

Generate traffic for various application scenarios once you have launched the capture
tool. For example, if you wanted to create a signature for ‘uploading’ on uploading.com,
you would upload a file on that site.

™ Multiple sessions might be created for the different actions performed in the
application. You will need to locate and inspect each type of session in the
resulting packet captures.

2. Inspect packet captures for values or patterns that uniquely identify the application or
application function.

For example, after you uploaded a file to uploading.com, you would look for HTTP POST
request packets in the sessions captured by your packet analyzer tool. Then, you would
examine the packet contents for patterns.

1l Follow TCP Strea e R —

Stream Content

POST MGEGEENENE30Uxr K IxzvuaesrN2ZWBDNGL SNSFUOVCND2gsePri

7CIXMLVBTIXTIpEOLCT OvZ xhovvsEHHy4wBK-HNEL%7CBTxkLGdpLZR

7CAbKeIblADDDaQvwyEHECARhZXRZ 52X 8ZZkQdgyj nOgUETC SAPXMOr NFNrgLd107u13g30aCuD] AgrhMPNGe

HTTP/1.1

|| laccept: text/*

|| content-Type: multipart/form-data; boundary=---------- cH2cH2EfleidGI3cH2eid1j5ei4EfL
user-agent : shockwave Flash

‘ Host: Ts248.uploading. com
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STEP 2| Create the custom application.
1. Select Objects > Applications and click Add.

2. Under Configuration, enter a name and optional description for the application. Specify
the application’s Properties and Characteristics.

e If your custom application has no Parent App that can be identified by
regular App-ID or is used in an application override, the application cannot be
scanned for threats.

e [f the custom application has scanning options unchecked, the threat engine
will stop inspecting the traffic as soon as the custom application is identified.

Application @

Configuration Advanced Signatures

General
Name | Custom_App

Description

Properties

Category | media Subcategory | photo-video v Technology | browser-based
Parent App | None Risk | 1
Characteristics
J Capable of File Transfer || Has Known Vulnerabilities J Pervasive
J Excessive Bandwidth Use J Used by Malware J Prone to Misuse
J Tunnels Other Applications _| Evasive J Continue scanning for other Applications

“ CEHECI

3. Under Advanced, define settings that will allow the firewall to identify the application
protocol:

e Specify the default ports or protocol that the application uses. To specify signatures
independent of protocol, select None.

e Specify the session timeout values. If you don't specify timeout values, the default
timeout values will be used.

¢ Indicate any type of additional scanning you plan to perform on the application traffic.
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Application @

Configuration Advanced Signatures

Defaults
° Port ) IPProtocol ) ICMPType ) ICMP&Type () None

PORT

"tcplaaas

®HAdd O Delete

Enter each port in the form of [tepludp]/[dynamic/0-65535] Example: tep/dynarmic or udp/32

Timeouts
Timeout | [0 - 604800] TCP Timeout | [0 - 604800] UDP Timeout | [0 - 604800]
TCP Half Closed | [1 - 604800] TCP Time Wait | [1-600]
Scanning
[] File Types [] Viruses [] Data Patterns
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STEP 3| Define your signature.

Multiple signatures may be necessary to account for all traffic specific to the application.

1. Under Signatures, click Add and enter a Signature Name and optional description.

2. Specify the Scope—Select between Transaction (e.g. HTTP request and response) or
Session (e.g. a single POST request).

3. Specify the matching conditions by clicking Add And Condition or Add Or Condition.
4. Select an Operator to define the conditions that must be true for a signature to match

traffic.

o If you select Pattern Match, select a Context and then use a regular expression to
specify the Pattern. Optionally, Add a qualifier/value pair.

e Qualifiers are context-dependent and limit the match condition for the given
context. For example, you might use the http-method qualifier to specify that

a http-req-uri-path only matters if it is found inside an HTTP GET method.

New And Condition - Or Condition @

Operator | Pattern Match

Context |

Pattern

[ | quaurier

brass-req-tcp-payload
brass-rsp-tcp-payload
cip-ethernet-ip-reg-ansi-symbol
cip-ethernet-ip-req-command-specific-data
cip-ethernet-ip-req-path

dhcp-reg-chaddr

dhcp-rsp-chaddr

dns-reg-addition-section
dns-reg-answer-section
dns-reg-authority-section

dns-reg-header

dns-reg-protocol-payload

dns-reg-section

dns-rsp-addition-section -

Cancel

e If you select Equal To, Less Than, or Greater Than, select an integer Context, and

enter a Value.

5. Repeat sub-steps 3 and 4 for each matching condition.

If you leave Ordered Condition Match selected, make sure the condition or group of
conditions is in the desired order. The most specific conditions should come first. To
order the conditions: Select a condition or a group and click Move Up or Move Down.

You cannot move conditions from one group to another.

STEP 4| Save the custom signature.

1. Click OK to save your signature definition.

2. Commit your signature.

Custom Application IDs and Signatures
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STEP 5| Test your custom signature.

Custom Application IDs and Signatures 12 ©2024 Palo Alto Networks, Inc.
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Create a Custom Threat Sighature

To create a custom threat signature, you must do the following:

0 Research the application using packet capture and analyzer tools
O Identify patterns in the packet captures

O Build your signature

O Validate your signature

Be sure to Set Up Antivirus, Anti-Spyware, and Vulnerability Protection to specify how the
firewall responds when it detects a threat.

Refer to the list of Custom Signature Contexts, Threat Details and Syntax for Regular Expression
Data Patterns while building your signature.

° Tutorial: Custom Vulnerability

To create a threat signature with time attributes, see create a combination signature.

STEP 1| Add a custom threat.
1. Click Objects > Custom Objects > Spyware/Vulnerability and then click Add.

2. Under Configuration, fill out the following required fields in the General and Properties
sections.

e ThreatID

e For a vulnerability signature, enter a numeric ID between 41000 and 45000. If
the firewall runs PAN-OS 10.0 or later, the ID can also be between 6800001 and
6900000.

e For a spyware signature, the ID should be between 15000 and 18000. If the
firewall runs PAN-OS 10.0 or later, the ID can also be between 6900001 and
7000000.

e Name—Specify the threat name.

e Severity—Select the severity of the threat.

Custom Application IDs and Signatures 13 ©2024 Palo Alto Networks, Inc.
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STEP 2| Define your signature.

1. Under Signatures, leave Standard selected unless you wish to Create a Combination
Signature. Add a new signature.

2. Specify the following information:

e Standard—Enter a name to identify the signature.

e Comment—Enter an optional description.

e Ordered Condition Match—If the order in which the firewall attempts to match the
signature definitions is important, make sure the check box is selected.

e Scope—Indicate whether this signature applies to a full Session or a single
Transaction.

3. Specify the matching conditions by clicking Add And Condition or Add Or Condition.

4. Select an Operator to define the conditions that must be true for a signature to match
traffic.

e [f you select Pattern Match, specify the following:
e Context—Select from available custom signature contexts.

e Pattern—Use a regular expression to define this attribute.

e Optionally, Add a qualifier/value pair.

Quualifiers are context-dependent and limit the match condition for the
given context.

e Select Negate to signal a condition under which the custom signature does not
trigger. The custom signature matches to traffic only when this condition is false.

e A custom signature cannot be created with only Negate conditions.
You must include at least one positive condition in your definition.

e [f the signature’s scope is set to Session, a negative condition cannot be
configured as the last condition to match to traffic.

You can define exceptions for custom vulnerability or spyware signatures using the
new option to negate signature generation when traffic matches both a signature and
the exception to the signature. Use this option to allow certain traffic in your network
that might otherwise be classified as spyware or a vulnerability exploit. In this case,

the signature is generated for traffic that matches the pattern; traffic that matches

the pattern but also matches the exception to the pattern is excluded from signature
generation and any associated policy action (such as being blocked or dropped). For
example, you can define a signature to be generated for redirected URLs; however, you

Custom Application IDs and Signatures 14 ©2024 Palo Alto Networks, Inc.
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can now also create an exception where the signature is not generated for URLs that
redirect to a trusted domain.

e [f you select an Equal To, Less Than, or Greater Than operator, specify a Context and
a Value.

5. Repeat sub-steps 3 and 4 for each matching condition.

If you leave Ordered Condition Match selected, make sure the condition or group of
conditions is in the desired order. The most specific conditions should come first. To
order the conditions: Select a condition or a group and click Move Up or Move Down.

You cannot move conditions from one group to another.

STEP 3| Save the custom threat.
1. Click OK to save the custom threat.

STEP 4| Enable your custom signature.
1. Go to Security Profiles > Anti-Spyware/Vulnerability Protection and select an existing

profile.
2. Under Exceptions, Show All Signatures, enter the Threat ID you created, and Enable it.
3. Click OK.

STEP 5| Commit your changes.

STEP 6| Test your custom signature.

Create a Combination Signature

You can create a combination signature to monitor the frequency and rate of matches to a
signature on your network. You'll need to know the Threat ID of an existing threat signature

or create a custom threat signature that detects a particular event such as a Wordpress login
attempt. When you configure your combination signature, you'll have to specify the time
conditions for matches to the threat—x number of hits in y number of seconds. You can adjust the
time attribute according to needs and experience.

Custom Application IDs and Signatures 15 ©2024 Palo Alto Networks, Inc.
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STEP 1| Add a custom threat.
1. Click Objects > Custom Objects > Spyware/Vulnerability and then click Add.

2. Under Configuration, fill out the following required fields in the General and Properties
sections.

e ThreatID

e For a vulnerability signature, enter a numeric ID between 41000 and 45000. If
the firewall runs PAN-OS 10.0 or later, the ID can also be between 6800001 and
6900000.

e For a spyware signature, the ID should be between 15000 and 18000. If the
firewall runs PAN-OS 10.0 or later, the ID can also be between 6200001 and
7000000.

e Name—Specify the threat name.

e Severity—Select the severity of the threat.

Custom Application IDs and Signatures 16 ©2024 Palo Alto Networks, Inc.
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STEP 2| Define your signature.
1. Click Signatures and select Combination.
2. Under Combination Signatures, click Add And Condition or Add Or Condition.
e To add a condition within a group, select the group and click Add Condition.
e To move a condition within a group, select the condition and click Move Up or Move
Down.

You cannot move conditions from one group to another.

e To move a group, select the group and click Move Up or Move Down.

Custom Spyware Signature @

Configuration Signatures

Signature Standard () Combination
Combination Signatures Time Attribute

Ordered Condition Match

D AND CONDITION | CONDITIONS THREAT ID SEVERITY COMMENT

IH},‘-Add Or Condition Ifrj-,i\c:d And Condition T MoveUp | Move Down L) Browse

Cancel

3. Choose the Threat ID for the signature you'd like to use. You may also edit the condition
name.

New And Condition - Or Condition @

Or Condition | Or Condition 1

Threat ID | 14210 (WGeneric.Gen Command And Contral Traf -

4. Under Time Attribute specify the following:

Custom Application IDs and Signatures 17 ©2024 Palo Alto Networks, Inc.
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e Number of Hits—Specify the threshold that will trigger any policy-based action as a
number of hits (1-1000) in a specified number of seconds (1-3600).

e Aggregation Criteria—Specify whether the hits are tracked by source IP address,
destination IP address, or a combination of source and destination IP addresses.

e To move a condition within a group, select the condition and click Move Up or Move
Down.

You cannot move conditions from one group to another.

e To move a group, select the group and click Move Up or Move Down.

Custom Spyware Signature @

Configuration Signatures
Signature Standard ) Combination
Combination Signatures Time Attribute

Number of Hits | 25 per| 60 seconds

Aggregation Criteria | source-and-destination
Cancel

5. Repeat sub-steps 2, 3, and 4 for each matching condition.

If you leave Ordered Condition Match selected, make sure the condition or group of
conditions is in the desired order. The most specific conditions should come first. To
order the conditions: Select a condition or a group and click Move Up or Move Down.

You cannot move conditions from one group to another.

STEP 3| Save the custom threat.
1. Click OK to save the custom threat.
2. Commit your signature(s).

STEP 4| Test your custom signature.

Create a Custom Threat Signature from a Snort Signature

The following steps illustrate the process for converting a Snort signature into a custom spyware
signature compatible with Palo Alto Networks firewalls. The use case below uses a Snort rule for a
North Korean Trojan malware variant as identified by the Department of Homeland Security, the
Federal Bureau of Investigation, and other US government partners.

With Panorama version 10.0 or later, you can use the IPS Signature Converter plugin to
automatically convert Snort and Suricata rules into custom Palo Networks threat signatures
instead of manually performing the following procedure.

Custom Application IDs and Signatures 18 ©2024 Palo Alto Networks, Inc.
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Short rule:

alert tcp any any -> any any (msg:"Malformed UA"; content:"User-
Agent: Mozillar/"; depth:500; sid:99999999;)

Reference: https://www.us-cert.gov/ncas/alerts/TA17-318B

I0C List: https://www.us-cert.gov/sites/default/files/publications/TA-17-318B-10Cs.csv

In this example you can:

e Use the IP addresses provided as part of the IOC List to detect if a possible infection already
exists by searching the firewall logs.

e The IP addresses provided can be part of an EDL or Address group and added to a Policy to
block traffic to and from the suspicious list.

e Use the provided Snort signature and convert it to a custom spyware signature. This signature
will become part of the spyware profile added to the appropriate policy.

For other use cases, see our companion article.

Custom Application IDs and Signatures 19 ©2024 Palo Alto Networks, Inc.


https://www.us-cert.gov/ncas/alerts/TA17-318B
https://www.us-cert.gov/sites/default/files/publications/TA-17-318B-IOCs.csv
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClUdCAK

Custom Application and Threat Signatures

STEP 1| Create a Custom Spyware Obiject.
1. Navigate to Objects > Custom Objects > Spyware/Vulnerability.
2. Click Add and provide a Threat ID, an optional comment, and fill out the Properties
section.

Custom Spyware Signature 6

Configuration Signatures

General

Threat ID | 15010 Name | HIDDEN COBRA

Comment | North Korean Trojan: Volgmer
Properties
Severity | high Direction | client2server
Default Action | Alert

References

CVE Bugtraq

Vendor Reference | www.us-
cert.gov/ncas/alerts/TA17-318B

Cancel

3. Under Signatures, press Add.
4. Specify the following information:

e Standard—Enter a name to identify the signature in the field.
e Comment—Enter an optional description.

o [f the order in which the firewall attempts to match the signature definitions is
important, keep Ordered Condition Match selected.

e Scope—Indicate whether this signature applies to a full Session or a single
Transaction.
5. Add a condition by clicking Add And Condition or Add Or Condition.
6. Select an Operator from the drop-down menu to define the conditions that must be true
for the signature to match traffic.

e [f you select Pattern Match, identify a Context in the Snort pattern that matches
our available contexts, provide a regular expression Pattern, and optionally, Add a
qualifier/value pair. Select Negate to specify conditions under which the custom
signature does not trigger.

e [f you select Equal To, Less Than, or Greater Than, select a Context and enter a
Value.

7. Click OK to finish creating the Spyware object.
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STEP 2| Verify that the custom Spyware object is part of your Anti-Spyware Profile.

1. Go to Security Profiles > Anti-Spyware. Click an existing profile, then under Exceptions,
search for your signature’s Threat ID and Enable it.

STEP 3| Create an EDL object.
1. Navigate to Objects > External Dynamic Lists. Click Add.

2. Add the suspicious IP address provided from the IOC list to a previously created EDL or
a new EDL as shown below.

STEP 4| Add the EDL and Anti-Spyware profiles to appropriate Policy Objects.
STEP 5| Test policy is working as expected by looking at Threat logs.

STEP 6| Change the action for the spyware object from alert to drop/reset after verification. Also,
change the severity of the object created as needed.

STEP 7| Commit your signature(s).

STEP 8| Test your custom signature.
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Create a Custom L3 & L4 Vulnerability Signature

You can create custom threat signatures (vulnerability) based on Layer3 and Layer4 header
fields (such as IP flags, acknowledgment numbers, etc). This enables you to provide user-created
vulnerability signature coverage for old and deprecated TCP/IP stacks used in embedded / loT
devices that normally would not have any existing threat signature coverage.

Custom L3 & L4 vulnerability signatures are expressed through your Zone and Zone Protection
profile configuration. You must specify how the firewall responds when it detects a threat.

STEP 1| Login to the PAN-OS web interface.

STEP 2| Select Device > Setup > Session and enable L3 & L4 Header Inspection globally on the

firewall.

Session Settings @

Rematch all sessions on config policy change

bo Fr
[] Enable DHCP Broadcast Sessio
Enable L3 & L4 Header Inspection
NAT4 IPv6 Minimum Network MTU [ 1280

NAT O iption Rate | Platform Default -

ICMP Unreachable Packet Rate {

B Accelerated Aging

Acce

ted Aging Threshold [ B0

Accelerated Aging Scaling Factor | 2

Packet Buffer Protection
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STEP 3 |

Create a Zone Protection profile and configure your L3 & L4 header inspection settings.
1.

Select Network > Network Profiles > Zone Protection and either select an existing
profile or Add a new profile.

If you are creating a new zone protection profile, enter a Name for the profile and an
optional Description.

Select L3 & L4 Header Inspection to define your custom vulnerability signatures.

Add new custom rules by defining the configuration and signature details for each entry,
which are performed in their respective tabs: Configuration and Signature.

Under Configuration, fill out the following required fields in the General, Properties, and
Reference section.
Custom Rules @

Configuration Signature

General Properties
ule [ ip-opt Log S
Threat ID | 6800001

Comment
Packet Capture | disable v

[ send icmp unreachable packets if packet is dropped

-~ "/ lewvg | BUGTRAQ | VENDOR | REFERENCE
EXEMPT IP

e Rule—Specify the custom rule name.
e Threat ID—Enter a numeric ID between 41000 and 45000 or 6800001 and 6900000.
e Comment—Optionally, add a description of the custom rule.

e Packet Capture—Select a packet capture setting.

e Exempt IP—Enter the IP address(es) for which you do not want the custom rule to
apply to.
e Log Severity—Select the severity of the threat.

Optionally, select send icmp unreachable packets if packet is dropped to
send an ICMP unreachable response to the client upon packet loss.

¢ Log Interval—Indicates how frequently an event is logged.

e Action—Choose the action to take when there is a custom signatures match. Options
include alert, drop, reset-client, reset-server, and reset-both. Refer to Security Policy
Actions for more information about these action settings.

e Reference—Add references to provide context or related information about the
custom threat signature. You can add CVEs, Bugtraq citations, 3rd party vendor IDs,
or reference links to additional analysis or background information.

From the Signature tab, provide a name or description of the custom vulnerability under
Comment. After specifying a name, select Add to provide the custom signature details.
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Custom Rules @

Configuration | Signature

Comment

2
[ | or conpiTION AND CONDITION OPERATOR

0O et and2 tep-desti

“ aneel

e Specify a matching Or Condition. When finished, select Add to configure an And
Condition and the associated values in a new window.

Or Condition @

Or Condition [ orl ‘

7| ano conpimon operaTOR

[ and2 tep-destination-port = 3002

“ cancel

e |f you select a Less Than or Greater Than operator, specify a Context and a Value.
The Equal To operator additionally has Mask and Negate options. Click OK when you
have finished configuring the new and condition.

New Condition @

And Condition [ and2 |

Operator | EqualTo

Context | TCP Destination Port

“ Coneel

7. Repeat for each matching condition that you want to add.

8. Click OK and review your signatures. Click OK again to return to the zone protection
profile.

9. From the L3 & L4 Header Inspection tab, you can reorder, disable, and clone the custom
rule entries as necessary. Click OK to exit the zone protection profile.
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Zone Protection Profile
Name [zpf1.1
Description

Flood Protection Reconnaissance Protection Packet Based Attack Protection

Custom Rules

Q
O | RuLe

THREAT ID LOG SEVERITY | LOG INTERVAL | ACTION CVE
0O
O tepexact 41001 medium 15 drop
E ipopt 6800001 medium 15 drop
O ip-ver 41008 medium 15 alert

(DAdd ODelete @ Clone (&) Enable

©) Disable T MoveUp | Mave Down

Protocol Protection

BUGTRAQ

Ethernet SGT Protection

VENDOR REFERENCE

Layer 3/4 protection

OR CONDITION

orl:
and2: tep-destination-port = 3002

orl:
and1: event

orZ:
and1: event

orl:
and1: ip-source-address = 60.0.0.1;

“ Coned

STEP 4| Apply the Zone Protection profile to a security zone that is assigned to interfaces you want

to protect.

1. Select Network > Zones and select the zone where you want to assign the Zone

Protection profile.

2. Add the Interfaces belonging to the zone.

w

For Zone Protection Profile, select the profile you just created.

4. Select Enable Net Inspection to enable the L3 & L4 header inspection configuration

settings.

Zone

Zone Protection
Zone Protection Profile [ Example ZPP ~

[] Enable Packet
Buffer P ction

Enable Net
Inspection

5. Click OK.
STEP 5| Commit your changes.

STEP 6| Test your custom signature.

@
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Test a Custom Signature

Custom signatures are particularly at risk for false positives and false negatives—the incorrect
identification of traffic or failed detection of applications or threats. You should always test a
custom signature after committing its configuration to verify that it functions as expected. Poorly
written or outdated custom signatures may only be detected (and improved) through testing. If
left unexamined, your signatures can reduce the efficacy of the firewall.

For custom App-ID signatures, generate traffic matching the application or application functions
on a client system with a firewall between it and the application. Then, check the Traffic logs to
verify that the generated sessions match the signatures you wrote. Your signature is incomplete if
any traffic from your session does not match. Look at streams of sessions that do not match your
signature with a packet capture tool like Wireshark. Identify unique patterns from those streams
and add them to your signature to improve the accuracy of your signature.

For custom threat signatures, run penetration tests to detect system vulnerabilities. Then, view
the Threat logs to see threat activity and the actions taken. Investigate any false positives or
negatives. You may need to modify your signature, change its default action, or examine security
profiles and policies.

Validate that traffic matches your signature as expected.
1. Run application traffic/penetration testing.

2. Navigate to Monitor > Logs > Traffic/Threat. Verify that you see traffic matching the
custom application/threat (and that it is being handled per your policy rule).

For example, if you wrote an application signature for uploading on example.com, you
would visit example.com and upload a file. In the Traffic logs, you would verify that the
session updated from “web-browsing” to “uploading-example” after the file upload.

3. Fine-tune your signature by adding additional patterns or conditions to the signature, if
necessary.

4. Repeat.
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Custom Signature Pattern Requirements

The pattern requirements and available syntax for custom signatures depends on your
firewall version. Firewalls running PAN-OS 10.0 (or a later version) have more flexible pattern
requirements and a wider selection of regular expression (regex) syntax.

Refer to Syntax for Regular Expression Data Patterns for more details about the differences in
syntax and pattern requirements between pre-PAN-OS 10.0 releases and PAN-OS 10.0 (and later)
releases. You can switch between documentation releases by using the version switcher located

in the left navigation bar.

If you encounter any errors using your custom signatures, verify that they conform to the

following requirements.

Custom Signature All versions
Pattern Requirements

You can enter hex-based patterns by
surrounding the bytes with ‘\x'.

Most signature patterns can contain a
maximum of 127 characters.

e If you need to use a pattern
longer than 127 characters, create
two separate conditions—one
beginning where the other left off
—and join them with ‘AND’. You
can still use Ordered Condition
Matchto require the firewall to
consider one condition before the
other to ensure a closer match to
the full string.

e PA-220 and PA-800 appliances
running PAN-OS 10.2 and later
support a maximum pattern length
of 64 characters for the following
contexts: tcp-context-free and
udp-context-free.

Signature compilation
processes can cause
other signatures to
support a maximum
pattern length of
64 characters,
however, this is a rare
occurrence.

As noted above, you can also
create a pattern that is longer
that the maximum size of 64
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characters by creating two
separate conditions.

e Some application decoders may
be case-sensitive for a given field,
depending on the decoder the firewall
uses. For this reason, you should
define variations of the pattern. For
example, \.CNN\.com and \.cnn\.com
will ensure your signature functions
properly regardless of case.

PAN-OS 9.1 and earlier | e Every pattern you create must
versions contain at least one 7-byte string with
fixed values.

e The 7 bytes cannot include a
period (.), an asterisk (*), a plus
sign (+), or [a-2z] (ranges).

e The 7-byte string can be anywhere
in your pattern.

e The curly braces (repetition operator)
has some limitations.

e Curly braces must be preceded by
a‘.’' (period).

e You must have 7 static bytes after
the braces.

e |f you have two strings that are
both less than 7 bytes and that are
separated by a regular expression
wildcard element, you must increase
the size of at least one of the strings
to 7 or more bytes.
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Testing Pattern Performance Impact

Firewalls running PAN-OS 10.0 or later have an enhanced pattern-matching engine that loosens
pattern requirements and offers a richer selection of syntax. Used incorrectly, these features
can have consequences that range from higher latency to dropped packets. To help you avoid
performance degradation, the firewall enables you to check the performance impact of your
signatures before you commit them.

The firewall scores the performance impact of a signature on a scale of O to 100%. A score of 0%
means the signature severely affects firewall performance and a score of 100% means it minimally
affects performance.

Use either of the following two commands to check the performance impact of a signature:

Command Description

test custom-signature-type pattern Calculates the performance impact of a signature
<pattern> without a context and determines whether the
pattern is not valid, is valid but in only the new engine
(Iscan), or is valid in both the old and new engine
(pscan/AHO).

Example:

admin@VM-FW-75-252> test custom-signa
ture-type pattern aaaa.

*The pattern is lscan pattern
Performance score: 68%

test custom-signature-perf context Calculates the performance impact of a signature with
<context> pattern <pattern> a context and displays a warning if the performance
score is below 55%.

Example:

admin@VM-FW-75-252> test custom-signa
ture-perf context http-rsp-headers pa
ttern aaaa.*

Performance score: 42%
This signature will have performance
impact

When you test a custom signature without a context, the score is a function of the literal parts of
the pattern. The literal parts are the characters in the string with fixed values, such as “pan” and
“net” in pan. {4}net. The greater the number and length of the literal parts, the higher the score
of the pattern.
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When you test a pattern with a context, the firewall performs the above calculation and adjusts
it based on the typical length and frequency of the context. The firewall then divides the typical
context length by the shortest literal part of the pattern and multiplies the base score of the

pattern by this value. Finally, the firewall lowers the score if the context appears frequently and
raises the score if the context appears infrequently.
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Custom Signature Contexts

Custom signature contexts are available for both string and integer context types.

e String Contexts
¢ Integer Contexts

e Context Qualifiers

String Contexts

String Contexts are a type of custom signature context. They are used for Pattern Match

operators.

e dhcp-req-chaddr

e dhcp-req-ciaddr

e dhcp-rsp-chaddr

e dhcp-rsp-ciaddr

e dns-reg-addition-section
e dns-reg-answer-section

e dns-reg-authority-section
e dns-req-header

e dns-req-protocol-payload
e dns-reqg-section

e dns-rsp-addition-section
e dns-rsp-answer-section

e dns-rsp-authority-section
e dns-rsp-header

e dns-rsp-protocol-payload
e dns-rsp-ptr-answer-data
e dns-rsp-queries-section

e email-headers

o file-data

o file-elf-body

e file-flv-body

e file-html-body

e file-java-body

o file-mov-body

o file-office-content

o file-pdf-body
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o file-riff-body

o file-swf-body

o file-tiff-body

¢ file-unknown-body

e ftp-req-params

e ftp-req-protocol-payload
e ftp-rsp-protocol-payload

e ftp-rsp-banner

o ftp-rsp-message

e gdbremote-req-context

e gdbremote-rsp-context

e giop-req-message-body

e giop-rsp-message-body

e h225-payload

e http-reg-cookie

e http-req-headers

e http-req-host-header

e http-req-host-ipv4-address-found
e http-req-host-ipvé-address-found
e http-req-message-body

e http-reg-mime-form-data
e http-req-ms-subdomain

e http-reqg-origin-headers

e http-reg-params

e http-reqg-uri

e http-reqg-uri-path

e http-req-user-agent-header
e http-rsp-headers

e http-rsp-non-2xx-response-body
e http-rsp-reason

e icmp-req-code

e icmp-reg-data

e icmp-reg-type

e icmp-reqg-protocol-payload
e icmp-rsp-data

e icmp-rsp-protocol-payload
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e icmp-req-possible-custom-payload
o ike-reg-headers

o ike-rsp-headers

e jke-req-payload-text

e ike-rsp-payload-text

e imap-reg-cmd-line

e imap-reg-first-param

e imap-reqg-params-after-first-param
e imap-reg-protocol-payload

e imap-rsp-protocol-payload

e irc-req-params

e irc-req-prefix

e jpeg-file-scan-data

e jpeg-file-segment-data

e jpeg-file-segment-header

¢ |dap-reg-searchrequest-baseobject
e |dap-rsp-searchresentry-objectname
e ms-ds-smb-reqg-share-name

e ms-ds-smb-req-vil-create-filename
o ms-ds-smb-req-v2-create-filename
e msrpc-req-bind-data

e mssql-db-reqg-body

e netbios-dg-req-protocol-payload
e netbios-dg-rsp-protocol-payload
e netbios-ns-req-protocol-payload
e netbios-ns-rsp-protocol-payload
e nettcp-req-context

e oracle-req-data-text

e pe-dos-headers

e pe-file-header

e pe-optional-header

e pe-section-header

e pe-body-data

e pop3-req-protocol-payload

e pop3-rsp-protocol-payload

e pre-app-req-data
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pre-app-rsp-data
rtmp-req-message-body
rtsp-req-headers
rtsp-req-uri-path
sip-req-headers
snmp-reg-community-text
smtp-reg-argument
smtp-reqg-protocol-payload
smtp-rsp-protocol-payload
smtp-rsp-content
ssh-reg-banner
ssh-rsp-banner
ssl-reqg-certificate
ssl-reg-chello-sni
ssl-reqg-client-hello
ssl-reg-protocol-payload
ssl-req-random-bytes
ssl-rsp-cert-subjectpublickey
ssl-rsp-certificate
ssl-rsp-protocol-payload
ssl-rsp-server-hello
tcp-context-free
telnet-req-client-data
telnet-rsp-server-data
udp-context-free
unknown-req-tcp-payload
unknown-rsp-tcp-payload
unknown-reg-udp-payload

unknown-rsp-udp-payload

dhcp-req-chaddr

Identifies the DHCP request client hardware address.

Additional Details

None

Context Capture

This context provides the highlighted text.
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Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: @

Transaction ID: @xfblfc570

Seconds elapsed: @

Bootp flags: @x@00@ (Unicast)

Client IP address: 0.9.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 0.0.0.0

Client MAC address: Vmware_00:0C:29 (01:23:45:67:89:AB)

dhcp-req-ciaddr

Client hardware address padding: 00 00 00 00 00 00 00 00 00 00

Identifies the DHCP request client IP address.

Additional Details

None

Context Capture

This context provides the highlighted text.

Hops: @
Transaction ID: @xfblfc570
Seconds elapsed: @

» Bootp flags: @x008@ (Unicast)

dhcp-rsp-chaddr

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: ©.0.0.0

Relay agent IP address: 0.0.0.0

Client MAC address: Vmware_00:0C:29 (01:23:45:67:89:AB)

Client hardware address padding: @0 00 00 00 00 00 00 00 00 00

Server host name not given
Boot file name not given

Identifies the DHCP response client hardware address.

Additional Details

None

Context Capture

This context provides the highlighted text.

Custom Application IDs and Signatures 35

©2024 Palo Alto Networks, Inc.



Custom Application and Threat Signatures

Hops: @
Transaction ID: @xfblfc570
Seconds elapsed: @
» Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0
Your (client) IP address: 10.0.0.61
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0
Client MAC address: Vmware_00:0C:29 (01:23:45:67:89:AB)
Client hardware address padding: 00 00 00 00 00 00 00 00 00 00
Server host name not given
Boot file name not given

dhcp-rsp-ciaddr
Identifies the DHCP response client IP address.

Additional Details

None

Context Capture
This context provides the highlighted text.

v Dynamic Host Configuration Protocol (ACK)
Message type: Boot Reply (2)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: @

Transaction ID: @xfblfc57@
Seconds elapsed: @

» Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0
Your (client) IP address: 10.0.0.61
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0

dns-req-addition-section
Additional records section if found in a DNS request (hormal DNS requests should not have an
additional records section).
Additional Details

None

Context Capture
This context provides the text highlighted in yellow.
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= Domain Mame System (response)
Request In: 3
[Time: 0.E32132000 seconds]
Transaction I0: Oxf7ef
IF Flags: Ox8180 Standard guery response, Mo errar
Questians: 1
Answer ARs: B
aduthority RRs: O
Additional RRs: &
= Queries
[ google.com: type Mi, class IN
I answers
= Additionzl records
= gmtpd.goegla.com: typa A, class IM, addr 218.239.37.26
Mame: smtpd.gocgle.com
Type: A (Host address]
Class: IM [DxDOOL)
Time to live: 10 minutes
Data length: 4
Addr: 216.239.37.26 (215.239.37.26)

dns-req-answer-section

Answer section if found in a DNS request (normal DNS requests should not have an answer
section).

Additional Details

None

Context Capture

This context provides the text highlighted in yellow.

= Domain Mame System |response)
Transaction 10 Q2720
I Flags: Ox8400 Standard gquery response, Mo error
Questicns: 1
Answer AR=: L
fAuthority FRs: O
additienal FRs: 1
P Queries
= ANSwWers
= agentdns.com: type S04, class IN, mnams agentdns.com
Mame: agentdns.com
Type: S0A [Start aof zone of authorityl
Class: IN [Ox0001)
Time te live: 1 hour
Data length: 51
Primary name sarver: agentdns.com
Responsible authority's mailkox: siteops.topproducersystems, com
Serral nurber: 28
Refrash interval: 15 minutes
Retry interval: 10 minutes
Expiration Llimt: 1 day
Mimimum TTL: 1 haur
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dns-reqg-authority-section

Authority section if found in a DNS request (normal DNS requests should not have an authority
section).

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

= Domaln Mame System [raspongel
Transaction ID: Oxl9:4
I Flags: ow8553 Standard query response, Moo such mame
Quasticns: 1
Answer BRs: O
Authority PRs: 1
Additicnal FRs: @
b Quariss
+ Afuthoritative nameservers
= S.l0.in-addr.arpa: type S04, class IN, mname nso.eng.palealtonetwerks.local
Mama: S.10.1n-addr.arpa
Typa: SO [Start of zone of authority)
Class: IN [0x0001)
Time to Live: 1 day
Ceta Length: =3
Primary name server: nsd.eng.paloaltonetworks.Local
Responsible authority's mailbox: root.ns0.eng.paloaltonetorks.local
Serial number: 2012112700
refresh interwal: 2 haurs
Fetry i1nterval: 10 minutes
Expiration Limit: 14 days
ronimum TTL: S minutes

dns-req-header
Full DNS request header (12 bytes) with the transaction ID, query flags, number of questions, and
the Resource Record (RR) values in a DNS request.
Additional Details

None

Context Capture
This context provides the text highlighted in yellow.
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= Domain Mame System [(guery)
[Response In: 112]
Transaction ID: OxfSas
= Flags: 0x0100 Standard gusary
. noao Fesponse: Message 1s a query
Opcode: Standard query (0]
Truncatsd: Message 1s not truncated
Fecursion desired: Do query recursively
e Z: ressrved (0)
o0 ... = Mon-authaenticated data: Unacceptabls
Questions: 1
Answer FRs: O
Luthority RRs: @
Additional FRs: ©
IF Quaries

- ©
Dl
g:
9
- o
-G-
L=
o
I u nu nu

dns-req-protocol-payload
The payload of a DNS request.

Context Capture

Transaction ID: @x0004
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: 0
Additional RRs: @
| » Queries
| [Response In: 2]

dns-reqg-section

This context matches the DNS questions of a DNS query so that patterns can be written against
one or more domains in a given DNS query.

Additional Details

This context is a direct pattern match against the format of a DNS query, so patterns must adhere
to the DNS question structure. A recommended approach to create a DNS pattern is to capture
the DNS request with Wireshark and copy the DNS Request field (make sure to remove the
ending period in the request).

Context Capture

This example illustrates how to build a signature for a DNS query for the domain
www.thebayareagamers.com.
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The signature pattern is:
WO3 7777 771074686562617961 72656167 616d65 72730363 6f6dx

Pattern Description

\X Indicates this pattern is a hex pattern match
03 Indicates that the next 3 bytes are to be matched
TTITTT "
[The period in the domain name is omitted.]
10 Indicates that the next 16 bytes (10 hex) are to be
matched
T4 686562617961 72656167616d657273 "thebayareagamers"

03 Indicates that the next 3 bytes are to be matched
63 6f 6d "com”
\x Ends hex pattern match

The Wireshark representation of the above table. Everything highlighted yellow and blue is
provided by this context. The blue section is where the hexadecimal string is pulled from for the

above table.

= Domain MName System (query)

[Response In: 16]

Transaction ID: Ox8521

Flags: 0x0100 Standard guery

fuestions: 1

Answar FRs: O

Authority RRs: O

Additional RRs: 0O

¥ (ueries

= www.thebayareagamers.com: type A, class IN

Ba00
0010
0020
0930
0040
0050

Type: 4 (Host address)
Class: IN (0x00O1)

Oc 25 ec dl 10 be f6 bl 1c 72 4d 08 00 45 Q0
45 a8 10 00 00 ff 11 40 f7 cO a8 01 7 08 OB
08 d2 5 00 35 00 32 26 01 85 21 01 00 00 Ol
0D DD 00 00 00

0l 00 o1

aoEw

dns-rsp-addition-section

Additional records section of a DNS response.

Additional Details

None

Context Capture

This context provides the text highlighted in yellow.
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= Domain Mame System (guery]
[Response In: 2]
Transaction ID: ©x2720
o Flags: oxooo0 Sstandard query
Questions: 1
Angwer RBRs: @
futhority RRs: ©
Additional RRs: 1
F Queries
= Additional records
% <Root= Type OPT
Mamz: =Root=
Typa: DBT [(EDMSO opticn)
LoP payload size: 4008
Higher bits in extended RCODE: DxD
EDNSD wersion: O
Vv 2. OxBDOO
Bit © (DD bit): L (Accepts DMNSSEC securlty RRs)
Bits 1-15: DxB [reserved)
Dzta langth: O

dns-rsp-answer-section

All of the DNS Answers section with the exception of PTR records. PTR records are matched in a
separate context.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

= Domain Mame System (response]
Transaction 10: Qw2720
P Flags: 0xB400 Standard query response, Mo error
Questions: L
fAnswer ARs: L
fSutherity FRs: ©
additicnal FRs: 1
I Queries
= ANSWErs
= agentdns.com: type S04, class IM, mname agentdns.com
Mame: agentdns.com
Type: S0& [Start of zone of authorityl
Class: IN [Ox0D01)
Time te live: 1 hour
Data length: 51
Frimary name sarver: agentdns.com
Responsible authority's meilbox: siteops.topproducersystems.com
Serial nurber: 28
Refresh interval: 15 minutes
Retry interval: 10 minutes
Exprration limt: 1 day
Minimum TTL: 1 hour

dns-rsp-authority-section

The complete authority section of a DNS response.
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Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

= Domain Mame System [responsel
[Fequest In: 226]
[Tim=: 0.051163000 seconds)
Tranzaction ID: OxddcE

F Flags: Ox81E3 Standard guery response, Mo such name

Questions: L
Answer RRs: O
Aduthority RRs: 1
Additional FRs: ©
I Quaries
= Authoritative namessrvers

= =Foot=: type S04, class IM, mnams a.rooct-servers.nst

Name: =Ropots

Type: =04 (Start of zone of authority)

Class: IN (Om203L)

Time to live: 8 mnutes, 19 seconds

Data length: &4

F'r'imar",-' nama sarver: a.rooct-sarvers.nat

Fespensible authority's mailbox: nstld.wsrisign-grs.com

Serial number: 2013072301
Fefresh interval: 20 minutes
Retry interval: 15 minutes
Expiration limt: 7 days
Minimum TTL: 1 day

dns-rsp-header

Full DNS response header, which includes the transaction ID, query flags, the number of

questions, and the Resource Record (RR) values.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

= Domain Mama System [response)
Reguest In: 273
[Time: @.015L70000 seconds]
Transaction I0: DxdZ0s
« Flags: OxB1S0 Standard query respanse, Ma error
la0c coos ooco osoo = Response: Message 1s a response
R olc o I o = Opcode: Standard guery (@)

sooo d APuthoritative: Serwer 1s not an authority for domain

Truncated: Message is et truncated

....... Z: roserved (@]

Recursien desired: Do query recursively
Recursien avallable: Server can do recursive gueries

. = Answar authenticated: Answer/authority portien was not authenticated by the sarver

vass siie o aes iaa. = Hon-authenticated data: Unacceptabls
............ 0a00 = Reply code: Mo error [Q)
Questieng: 1
Answsr FRs: 2
Authority PFRs: @
Additional RRs: B
b Queries
b answars

Custom Application IDs and Signatures 42

©2024 Palo Alto Networks, Inc.



Custom Application and Threat Signatures

dns-rsp-protocol-payload
*This is the description*

Additional Details

None

Context Capture

This context provides the text highlighted in yellow.

Transaction ID: 0x0004
» Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: 4
Additional RRs: 4
> Queries
» Answers
» Authoritative nameservers
» Additional records
[Request In: 1]
[Tine: 0.021210000 seconds]

dns-rsp-ptr-answer-data
FQDN for a type PTR DNS response.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

¥ Danzin Mame System [response)
[Request In: &9]
[Time: £.028856000 seconds]
Transaction ID: Ox0Sdd
P Flags: Cx8180 Standard query responses, Mo error
Cuestions: 1
Answer RRs: 1
autherity FRs: @
additionsl RRs: O
P GQueries
= Answers
w 177.64,98.207.1n-addr.arpa: typs FTR, class IN, corv-carl-gw.nero.nst
Name: 177.64.588,207.1n0-addr  arpa
Type: FTR (Domain name pointer)
Class: IN (ow2001)
Time to live: & heurs
Data length: 22
Domain name: corv-carl-gw.nero.net

dns-rsp-queries-section
Name, type, and class of the queries section in a DNS response.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.
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~ Domailn Name System (response)
[Request In: 109]
[Time: 0.0O6633000 seconds]
Transaction ID: Oxfgaé
PP Flags: 0x2180 Standard query response, Mo error
Questions: 1
Answer FRs: 2
Authority FRs: O
Additional RRs: 0
= Queries
= exploit-db.com: type A, class IM
Mame: exploit-db.com
Type: A (Host address)
Class: IN (0x0D01)

email-headers

All email headers and the plain text email body. Attachments are not included in this context as
they are provided elsewhere.

Additional Details

None

Context Capture
This context provides the text in bold.

Microsoft Mail Internet Headers Version 2.0

Received: from mail.litwareinc.com ([10.54.108.101]) by mail.proseware.com with Microsoft
SMTPSVC(6.0.3790.0);

‘Wed, 12 Dec 2007 13:39:22 -0800

Received: from mail ([10.54.108.23] RDNS failed) by mail.litware.com with Microsoft SMTPSVC(6.0.3790.0);
‘Wed, 12 Dec 2007 13:38:49 -0800

From: "Kelly J. Weadock" <kelly@litware.com>

To: <anton@proseware.com>

Ce: <tim@cpandl.com>

Subject: Review of staff assignments

Date: Wed, 12 Dec 2007 13:38:31 -0800

Message-ID: <MAILbbnewS5TqCRL00000013@mail.litware.com>

X-OriginalArrivalTime: 12 Dec 2007 21:38:50.0145 (UTC)

Hey,
Check out this picture.
Kelly
Content-Type: image/gif; name="world1 gif"
Content-Description: world1 gif
Content-Disposition: attachment; filename="world1.gif"; size=292;
creation-date="Wed, 12 DEC 2007 07:29:14 GMT";,
modification-date=""Wed, 12 DEC 2007 07:29:14 GMT"
Content-1D: <LKAJDF9282L KSDKA@litware.com=>
Content-Transfer-Encoding: base64
ROIGODINFAAWAKEAAP//8Z2/iwCZMWAAACH+TIRoaXMg Y XJ0IGIZIGIulHRoZ SBwdW.JsaWMgZ GSt
YWIULIBLZXZpbiBldWdoZ XMsIGtidmluaEBlaXQuY23tL CBTZXB0ZW 1iZXIgMTkSNQAh+QQBAAAB

ACWAAAAAFAAWAAACY4YPqTHMSqY tMEGBNiaWzRMHEVIwgBmSlieR7hgsiqjQS|G3I7CILgznXws
NUWjAAQE liSs2VIZNKWglIfbsHI TV3bJINKGL G 10arspwZ20mIYVum++8PBCBNBgBseDD7ThQAAAT

file-data

Covers the data of transferred files.

Additional Details

This context supports the following file types:
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o 7z

e ABR

e ACE

e ANI

e ARJ header
o ASF

e BAT

e BMP

e CAB

o CAFF
e CHM

e Cineon
e CorelDRAW
e CRX

o CSV

e DER

e DEX

e DMG
e DOC

e DWF
e DWG
e EICAR
e ELF

e Email headers
e EMF

e EPS

e FFmpeg
e FLAC
o FLV

e Font

e GDS

e GIF

o GZip

e HDF

e HLP

e ICO
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o IFF

e IVR

e JarPack
e Java

e JPEG
o JS

e PL

o HTA

e LNK

e LZH

e M3U
e Mach
e MAKI
e MDB
e MDI

e MFT

e MIDI
e MOV
o MP2T
e MP3

e MPEG
e MVG
e MSOFFICE
e OGG
e OOXML
e Pcap

e PDF

e PE

e PGP

e PICT
e PKG

e PLS

e PNG

e Powershell
e PSD

e QVF
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e RA

e RAR

e RIFF

e RLA

e RTF

e RWS

e SAMI

e SGI

e SH

e Shockwavelte #
e Shockwavebte #
e Softimage# PIC
e Soundbank

e SVG

e SWC

o SWF

e SWZ

e TIFF

e TNEF

e VBS

e WebM

e WebP

e WMF

e WOFF

o WPC

e WRI

o ZIP

Context Capture

This context captures the following information for a given file type (here GIF87a).

v Compuserve GIF, Version: GIF87a

Screen height: 16
» Global settings: (Global color table present) (1 bit per color) (1 bit per pixel)
Background color index: @
Global color map: ffffffffffff
» Image
Trailer (End of the GIF stream)
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file-elf-body

Identifies an executable and linkable formatted (ELF) file type contained in a protocol or
application response and checks the ELF file body.

Additional Details

None

Context Capture

¢ Internet Frotocol Versiom 4, Src: 18,18.1.5, Dst: 18.16.8.%33

v Transndssion Comtrol Protocol, Src Fort: BA (80), Dst Port: 3145 (3145, Sig o @
Source Port: Bd
Destination Port: 1145
|Stream index: B

‘Wirwihirs - Fellow TCP Stisam [18p atranm % 0] - PICUS_201511

[TCP Segment Len: 14551

Loquence nunber: E22TEA415
INext seousnce nember: B32THIE7]

B 1b 1T 81 18 28 B 1
B3 08 ed OB 28 0B d9 86
B0 =9 2 58 Bc 49 31 @a
ff #f @4 BD &R 28 42 54
a8 3 20 47 &b dd Ba 44
Ic 7@ 31 34 2@ da 75 6
Ja ¥5 35 3a 3@ 31 20 a7
4 65 T2 3m 28 &1 78 Bl 63
20 78 3% OF T3 be T4 73
B4 B9 BB B0 ES B4
;56( I8 3T 38
3

3 W da
dn 38 38 20 47 4d 54 8¢
33 63 3B 38 31 Id 34 63

64 56 62 38 31 &1 19 28
74 3d 52 81 Ge &7 B3 72
R ieT™EEM™

23 18 FB f1 BB @0 45 B0
3e cl Ba Ba Bl @5 Ba 10
bl =8 &1 bS 6@ 33 58 1@
54 %0 2f 31 Fe 21 29 12
61 74 65 3a 0 54 75 65
2B 32 3@ 30 30 A 3@ 3@
4d 54 Bd Ba 53 65 12 76
6B BS 2F 32 2e 32 e 18
2% 8d Ba 4c 61 73 74 Ic
I3 I8 54 75 G5 2o 2@ 11
3B 30 Fh 30 30 3a 35 M
B 45 54 61 67 3a 20 27
33 66 Xd 34 36 65 39 66
22 od Bs 41 61 &2 83 70
da IB B2 7% T4 &% 73 B
WA G T H B N

rereoar Moy E
oMl Pauimaan
aeaPudl wauu”aPe
erereHT TR1.1 2

@3 OK..0 ate: Tue
o 14 Jul  ZAE9 AR
s55:01 G MT, . Sery
ert Apac he/2.2.8
(Ubuntu b Last-
Madified & Tee, 1
4 Jul 78 @9 8a:54
@8 CHT, .ETag: "
Gehdd-de 37-dfiedf
dfciladld . Accep
t=Ramges @ bykes.
shontant -Lepath:

..... B Ldb
=S Libexac/1d-alf. sa.

1 Hamarnnimannm

Busnssaalinnarmalisa

T.open.  prognsne, stat. stexit.weit, meep. plrace.setuid, swecl, _indt_tl€. erviren. fork, gete
uid, _end, FESH_1.8
(F I i Hainnes Bowennns | P Basennss Favennin Wi [

Fucket &, T chest ghijal, & werver pkifel, Fivm, Chck fo s,

=o_Jv_RegisterClasses. libc.so.

file-flv-body

Full body of a flash video file minus the first 9 bytes, which are reserved for the header.

Additional Details

Here is a screenshot from Wikipedia detailing the 9-byte header:

Field  Data Type Example Description
Signature  byte(3] .‘FL"."" .AMays FLV"
Version  uiniB ox01 \Currently 0x01 for known FLV files
Flags uiniB bitmask | 0x05 \Bitmask: 0x0d is audio, 0x01 is video (5o 0x0S is audio+vides)

Header Size uini32 bo 000 000 000 009 | Always 9 for known FLV files

Context Capture

Using a cli hex-editor named xxd, we can view the header of the flash file.

Machook:~ noob$ xxd -1 9 flash_video flv

0000000: 464c 5601 0500 0000 09 FLV.....

Every byte after the 9th is provided by this context. Only the first 50 bytes were printed here as
an example.
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Macbook:~ noob$ xxd -1 50 flash_video flv

0000000: 464c 5601 0500 0000 0900 0000 0012 0003 FLV. ...
0000010: 4b00 0000 0000 0000 0200 0abf 6edd 6574 K_____.___onMet
0000020: 6144 6174 6108 0000 000f 0008 6475 7261 aData....._dura
0000030: 7469

file-html-body
Full body of a HTML file, minus the first 8 bytes as they're reserved for the header.

Additional Details

None

Context Capture

xxd is a cli-based hex editor; every byte after the 8th byte is provided by this context. Only the
first 50 bytes were printed here as an example.

Macbook:~ noob$ xxd -| 50 The_legend_of_random _html

0000000: 3c21 444f 4354 5950 4520 6874 6d6c 2050 <IDOCTYPE html P
0000010: 5542 4c49 4320 222d 2f2f 5733 432f 2f44 UBLIC "-//W3C//D
D0000D20: 5444 2058 4854 4d4c 2031 2230 2054 7261 TD XHTML 1.0 Tra
0000030: 6e73 ns

file-java-body
Full body of a Java file, minus the first 4 bytes, which is always OxCAFEBABE (“cafebabe”).

Additional Details

None

Context Capture

The first 4 bytes of the Java file printed by the cli-based hex editor, xxd. Every byte after the 4th
is provided by this context. Only the first 25 bytes were printed in the above example.

Macbook:~ noob$ xxd -1 4 java_file class
0000000: cafe babe

file-mov-body
Full body of a MQV file, minus the first 8 bytes as they're reserved for the header.

Additional Details

None
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Context Capture
xxd is a cli-based hex editor; every byte after the 8th is provided by this context. Only the first 50
bytes were printed in this example.

Macbook:~ noob$ xxd -1 50 /System/Library/Compositions/Yosemite.mov
0000000: 0000 0020 6674 7970 7174 2020 2005 0300 __. ftypqt
0000010: 7174 2020 0000 0000 0000 0000 0000 0000 gt ............
0000020: 0000 10ae 6d6f 6f76 0000 006¢c 6d76 6864 __._moov.. Imvhd
0000030: 0000

file-office-content
Full body of a Microsoft Office Document file, minus the first 8 bytes as they're reserved for the
header.
Additional Details

None

Context Capture

xxd is a cli-based hex editor, every byte after the 8th is provided by this context. Only the first 50
bytes were printed in this example.

Macbook:~ noob$ xxd -1 50 Word_Document.doc

0000000: dOcf 11e0 a1b1 1ae1 0000 0000 0000 0000 ... ... .
0000010: 0000 0000 0000 0000 300 0300 feff 0900 ... > . .
0000020: 0600 0000 0000 0000 0000 0000 2000 0000 ... ..
0000030: b2of

file-pdf-body
The full body of a PDF file minus the first 8 bytes, which are reserved for the header.

Additional Details

Compressed data is provided as decompressed data by the decoder.

Context Capture

xxd is a cli-based hex editor, every byte after the 8th is provided by this context. Only the first 50
bytes were printed in this example.

Macbook:~ noob$ xxd -I 50 WildFire_Administrators_Guide-5.1_pdf
0000000: 2550 4446 2d31 2e36 0d25 e2e3 cfd3 0d0a %FPDF-1.6%......
0000010: 3431 3332 2030 206f 626a 0d3c 3c2f 4c69 4132 0 obj.<</Li
0000020: 6e65 6172 697a 6564 2031 2f4c 2031 3237 nearized 1/L 127
0000030: 3834 84
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file-riff-body
Full body of a RIFF file, minus the first 8 bytes as they're reserved for the header.

Additional Details

None

Context Capture
xxd is a cli-based hex editor; every byte after the 8th is provided by this context. Only the first 50
bytes were printed in this example.

Macbook:~ noob$ xxd -1 50 /pentest/misc/exiftool/t/images/RIFF .avi
0000000: 5249 4646 b63b 2a00 4156 4920 4c49 5354 RIFF_* AVILIST
0000010: 4601 0000 6864 726c 6176 6968 3800 0000 F._hdrlavih8...
0000020: 6a04 0100 c824 0300 0000 0000 1000 0100 j...$...

0000030: e900

file-swf-body
Full body of a SWF file, minus the first 8 bytes as they're reserved for the header.

Additional Details

None

Context Capture

xxd is a cli-based hex editor; every byte after the 8th is provided by this context. Only the first 50
bytes were printed in this example.

Macbook:~ noob$ xxd -l 50 Cinema.swf

0000000: 4357 530a befd 3c00 78da cdbd 0778 1be7 CWS.. . <x .. x.
0000010: d52e 8c99 c562 b128 043b 2952 9229 773b .. b.()R)w;
0000020: b624 cb89 132b 8e1d 8aad 2426 5431 49¢c9 $.. .+ S&TI1I.
0000030: f697

file-tiff-body

When the firewall detects a tagged image file format (TIFF) file, this context returns data
contained within the body of the file.

Additional Details

None
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file-unknown-body

This context provides data after the first 8 bytes and up to 7 packets of an unknown file we
couldn't otherwise identify.

Additional Details

None

Context Capture

xxd is a cli-based hex editor; every byte after the 8th is provided up until 7 bytes is seen. In this
example the first 8 bytes are numbered to easily show what wouldn’t be matched. Next are “A’s”
followed by “shellcode” in hex. You could block this file by adding ‘\x7368656c6c636f6465\x’ in
the “Pattern” field of the custom signature.

Macbook:~ noob$ xxd file.bin

0000000: 1122 3344 5566 7788 4141 4141 4141 4141 "3DUfw AAAAAAAA
0000010: 4141 4141 4141 4141 4141 4141 4141 4141 AAAAAAAAAAAAAAALN
0000020: 7368 656¢ 6¢63 6f64 65 shellcode]

ftp-req-params

Parameters following an FTP command.

Additional Details

None

Context Capture

The context provides the text highlighted in yellow. Qualifiers: This context can use FTP
command and FTP vendor ID qualifiers to limit signatures to specific FTP commands and known
FTP clients.
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R-NaNz] %) Follow TCP Stream
Stream Content

|| tEqoupportesfsEPacketSize=3111 ;Pezssagnalst  quter: Libraries readr  gxfer auxviread
|| #:qxfer:spu; read+; gafar; spuzwrite+; gefar:siginfo: raads;gefer:siginfoiwrita

|| #:g¥fer:features: reads ; QStartioAckModet ; qif ar :osdata: read+ ;mul+a process+ ; QNonStap |
+:qifer:threads: read+#3l+ 405 tar thodck Mode#b o POK#Ga+ EHg DR d | fOK#Da
faufar:features:read:target.enl o, HH{#7dgl<target=earchitac ture=1385<,
architecture=<osabl=Ghl/Llnuxs/osakl ?-artarga t=# 3BFMenStop : CRECEOR#OaET 43T I
HTOSES: O 00 D42 F0aSd 2hf : 082 80800408 thread: a2f :care: O;#504He - 1# 05420 1#a6fy C#baRCa 2T #ad
fgattached®of Bo#30%qufer raunviread: 10, 100

£ 7] I R L FUFR R R -

.""-'..."".. R oL oLl #BedmBNda0ED, 1#354h 58 Sa tma0 48050, BE 3
£bEna0*" bhOL 0 TEmE04807f 8 7 2E00LECAD** bbOl1#T f SMB04E050, F#30 HhE040** bbol#at i
.‘FI?.ﬂassSlgna'ls:a; 18;14;17;1a; Lb; 1c; 21; 24; 25; 4c; #81 $0K#Gadv Cont P #4068 Cont; c; €; 5; 5; t#11

$uCant ) c¥acm

B T I e

! i
; i
[ |
Entire conversation {933 bytes) * | I
1
o Eind | @save &s | &@erint |0 ASCII O EBCDIC O Hex Dump O C Arrays ® Raw
HHelp (5] Filter Cut This Stream | ¥ Ciose l

ftp-req-protocol-payload
The payload of an FTP request.

Context Capture

v File Transfer Protocol (FTP)
v USER ftp\r\n

Request command: USER
Request arg: ftp
[Current working directory: ]

ftp-rsp-protocol-payload
The payload of an FTP response.

Context Capture

¥ File Transfer Protocol (FTP)
¥ 331 Anonymous login ok, send your complete email address as your password.\r\n
Response code: User name okay, need password (331)

Response arg: Anonymous login ok, send your complete email address as your password.
[Current working directory: 1

ftp-rsp-banner

FTP welcome banner shown before authentication.

Additional Details

None
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Context Capture

+ File Transfer Protocol (FTP)
v 220 Welcome to FTP serwice!\r\n
Response code: Service ready for new user (220)
Response arg: Welcome to FTP service!

ftp-rsp-message

FTP server response code and the code itself. Note, that the code and the space can be used as
part of the required 7-byte anchor.

Additional Details

None

Context Capture
This context matches the text highlighted in yellow.
I Transmission Control Protocol, Src Port: ftp (21),
< File Transfer Protocol (FTP)
= 230 Login successful.yriyn

Response code: User logged in, proceed (230)
Response arg: Login successful.

gdbremote-req-context
GDB is a process debugger that has the ability to debug across the network. This context provides
the request data.
Additional Details

None

Context Capture

After capturing the GDB network data, follow the TCP stream to view the data. In this instance,
everything in red is the request data, and that is what this context provides.
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R-NaNz] %) Follow TCP Stream
Stream Content

|| tEqoupportesfsEPacketSize=3111 ;Pezssagnalst  quter: Libraries readr  gxfer auxviread
|| #:qxfer:spu; read+; gafar; spuzwrite+; gefar:siginfo: raads;gefer:siginfoiwrita

|| #:g¥fer:features: reads ; QStartioAckModet ; qif ar :osdata: read+ ;mul+a process+ ; QNonStap |
+:qifer:threads: read+#3l+ 405 tar thodck Mode#b o POK#Ga+ EHg DR d | fOK#Da
faufar:features:read:target.enl o, HH{#7dgl<target=earchitac ture=1385<,
architecture=<osabl=Ghl/Llnuxs/osakl ?-artarga t=# 3BFMenStop : CRECEOR#OaET 43T I
HTOSES: O 00 D42 F0aSd 2hf : 082 80800408 thread: a2f :care: O;#504He - 1# 05420 1#a6fy C#baRCa 2T #ad
fgattached®of Bo#30%qufer raunviread: 10, 100

£ 7] I R L FUFR R R -
ke #BesmBO4A0ED, 18365 0¥ Sa fmB0 4500, BF3d
£bEna0*" bhOL 0 TEmE04807f 8 7 2E00LECAD** bbOl1#T f SMB04E050, F#30 HhE040** bbol#at i
.‘FI?.ﬂassSlgna'ls:a; 18;14;17;1a; Lb; 1c; 21; 24; 25; 4c; #81 $0K#Gadv Cont P #4068 Cont; c; €; 5; 5; t#11

fwCant | c¥ach

B T I e
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; i
[ |
Entire conversation {933 bytes) * | I
1
o Eind | @save &s | &@erint |0 ASCII O EBCDIC O Hex Dump O C Arrays ® Raw
HHelp (5] Filter Cut This Stream | ¥ Ciose l

gdbremote-rsp-context

GDB is a process debugger that has the ability to debug across the network. This context provides
the response data.

Additional Details

None

Context Capture

After capturing the GDB network data, | followed the TCP stream to view the data. In this
instance, everything in blue is what this context provides
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Bnn % Follow TCP Stream

Strearn Cortent

| EEgsuppor ted2aTegPacke sl za=3T F 0PassSignalstigufar: Librarias readt joxfar tainy : read
#rqifer:spu: read+; qef er:spurwrt ted; gifer: !-I.I;LHFD rasdt;gifar:=ordo iwrite

aRfar | f aaturas : raadt; O5TartHasckMeder ; qifer t oadata: rasd+: rl.ull:mr{n:ssw PonSten

Hoqifer:threads: r:ad+f3l+ﬂ:\\5tarthb\.ﬁ:krhd=ﬂ:mm5a+$l-lqn¥df'

H¥fer:features: raad: target. enl: G, f FF#7aEl -tar-astn--uarchlta::turanaﬁﬁn.-"

lsrchitectures>cosabl =MLY Linur s/ oeabl =</ target =R ISpoHorctop: DFBgoNdsag T =f

HTOSA5: 0" a0y Dd: ToaSd2hi ; 08 sosnoanE; th.-n:g 1a2f ; cora: 0 #S0fH - 18008 E0 e Cdbdprra o #Ed

iq.ﬁtta-’hld’rﬁ qui-sr auaw read: ';’.‘- 1020860

= 1 S T R Y T, [ IR - oW LI

e

LU LI L e m?rﬁuam . 1¥=EFbaR0agnE048080, 54 2d
‘iDSI:IﬂIJ' bh-’.‘llw”'p'fm?f BF7R00E BOACH! bhol# F4mE0dooaD, 78 2c¢hendor b bolsot
BOPassSignala:a; 10;14; 177 La; 1b; Lo 21; 24; 25; 40 #8 ROK#Gagv Cont T&aegvCant o s i S 1#11
Fecont; cf aapeisete|

1
H
Entira eorvarsatien (933 bytash | |

o Find | @save as | @print o ascil o EBCDIC © Hex Dump © Carrays @ Raw

HHelp [#] Filter Qut This Stream | ® Clos: |

giop-reg-message-body
Everything in the GIOP request.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

I General Inter-CRE Protocol
= Ganeral Inter-ORE Protocol Fegquest
P ServiceContextlList

Request 1d: 2
Response sxpected: 1
Object Key length: 40
Ohject Key: 3a5cAZE077316hEZE1743030373a49545F5461656dET Geda. . .
Operation length: 15
FReguest operation: getIIOPCetails
Reguesting Principal Length: o
Regquesting Principal: hhamblan.
Stub data (40 bytes)

giop-rsp-message-body
Data after the GIOP header in a GIOP response.

Additional Details

None
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Context Capture
This context provides the text highlighted in yellow.

P General Inter-ORB Protocol
= General Inter-ORB Protocol Reply
P ServiceContextlList
Request 1d: 2
Reply status: No Exception (0)
Stub data (23 bytes)

h225-payload
Extracts any data contained in an H.225.0 (App-1D: h.225) request.

Additional Details

None

Context Capture

» Internet Protocol Version 4, Src: 108.180.6.135, Dst: 146.220.202.132
» User Datagram Protocol, Src Port: 1719 (1719), Dst Port: 1719 (1719)
v H.225.@ RAS
v RasMessage: registrationRequest (3)

v registrationRequest
requestSeqNum: 4185
protocolldentifier: 0.0,8,2250,@.5 (Version 5)
. M discoveryComplete: False
callSignalAddress: @ items
rasAddress: 1 item
terminalType
gatekeeperIdentifier: GATEKEEPER
endpointVendor
timeTolLive: 3@
Liva snus keepAlive: True
endpointIdentifier: 000121628418870112227887250172022653634661719
[ B willSupplyUUIEs: False
[ maintainConnection: False
supportsAltGK: NULL

» TeatureSet

[ supportsAssignedGK: False

The response to this reguest is in frame 37

G008 8@ 1b 17 8@ @1 31 8@ 21 al 6c 3b 53 @8 60 45 @@  .....1.! .1;5..E.
9010 @@ f2 0@ 00 40 @@ 3d 11 ce S5 @a b4 @6 87 92 dc .. .
ca B4 06 b7 @6 b7 B2 de 16 ee @e 4@ 1@ 5B 86 00
BE 91 42 @@ 05 @@ PP @1 @8 @a b4 @6 87 @6 by 22
0040 c@ 8b @b @3 87 @b 53 43 41 50 49 41 5T 56 43 32
0056 34 30 07 32 2e 35 Ze 31 2e 32 32 01 20 @@ 47 @@  40.2.5.1 .22. .G.
0oGE 41 88 54 00 45 @90 4b @@ 45 00 45 @0 50 @@ 45 @@ A.T.E.K. E.E.P.E.

rv

v

http-reqg-cookie

Returns the Cookie header value contained in an HTTP request header.
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Additional Details

None

Context Capture
v Hypertext Transfer Protocol
+ GET /favicen.ico HTTR/1.1\r\n
Host: 172.16.8.1536r\n
User-Agent: Mozilla/5.@ (Windows NT 5.1; rv:8.0) Gecko/20100101 Firefox,/8.@\r\n
Accept: imagespng,image/+*:0=0.8,%/+;0=0.5\r\n
Accept—-Language: en-us,en;g=08.5%r\n
Accept—-Encoding: gzip, deflate\r\n
Accept—Charset: IS0-8859-1,utT-8;0=8.7,=;0=@.7\r\n
Connection: keep—alivehrin
Cookie: TSLSecret=CVE-2012-0053; TSLNotSoSecret=TSL20120127-@3\r\n
Cookie pair: TSLSecret=CVE-2012-0853
Cookie pair: TSLNotSoSecret=TS5L20120127-983
wF\n
Full request URL: http://172,16.8.156/favicon.ico
[HTTFP request 2/3]
[Prev request in frame: 7]
Besponse in frame: 15
Next request in frame: 17]

http-req-headers

HTTP request header, not including the method, path, HTTP version, or host as those are
provided elsewhere.

Additional Details

None

Context Capture

This context provides the text highlighted in yellow. This context can use HTTP header field and
HTTP method qualifiers to limit signatures to HTTP headers with specific values for select header
fields and for specific HTTP methods.

< Hypertext Transfer Protocol

' POST fblog/wp-admn/admin-ajax.php HITR#1.1%r\n
Host: thelegendofrandom.comryn
connection: keep-aliveyryn

P Content-Length: 321hrin
origin: http:ssthelegendofrandom. comyryn
user-agent: Mezillass. o (Macintosh: Intel mac 0s ¥ 1082 4) applewebkit s37.36 (kHTML, like Geckal
Content-type: application/x-www- form-urlencodedyriyn
Aocept: */%\r\n
Referar: http://thelegendafrandom. com/bLlog/\ rin
Accept-Encoding: gzip,deflate,sdchiryn
Accept-Language: en-LUS,en;g=0.8\r\n
Cockie: slimstat_tracking_code=302072.8d7ealbf 00c0ebZA7dbOR0cSEA0ASSET | rin

http-req-host-header
Host field in a HTTP request header.
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Additional Details

The pattern match searches for a pattern only within the highlighted field. By default it does
not apply line start and line end anchors; as a result, the pattern ‘example.com’ will match with
<anytext>example.com<anytext>. To initiate an exact match search, you must add a <space>
before the pattern and ‘\r\n’ after the pattern on PAN-OS 9.1 and earlier. Starting with PAN-OS
10.0 you can use the following anchor characters: » and $ to specify a string start and end.

Context Capture

This context provides the text highlighted in yellow. This context can use HTTP header field and
HTTP method qualifiers to limit signatures to HTTP headers with specific values for select header
fields and for specific HTTP methods.

~ Hypertext Transfer Protocol
I GET /blog/wp-content/uploads/2012/10/15.png HTTP/1.1\r\n
Host: thelegendofrandom.com\rin
Connection: keep-alive\r\n
Accept: 1mage/webp,*/*;q=0.8\r\n
User-Agent: Mozilla/S.0 (Macintosh; Intel Mac OS X 10_8 4) ApplewWebKit/537.36 (KHTML, like Gecko)

http-req-host-ipv4-address-found

When an HTTP request host header contains an IPv4 address, the value is set to 1.

Additional Details

None

Context Capture
v Hypertext Transfer Protocol
» GET / HTTP/1.1\r\n
Host: 10.2.156.28\r\n
User—-Agent: curl/7.58.0\r\n
Accept: *x/*\r\n
\r\n
[Full request URI: http://10.2.156.28/]
[HTTP request 1/1]
[Response in frame: 8]

http-req-host-ipvé6-address-found

When an HTTP request host header contains an IPvé address, the value is set to 1.

Additional Details

None
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Context Capture
v Hypertext Transfer Protocol

» GET / HTTP/1.1\r\n
Host: [2607:f8b0:4005:80a: :200e]\r\n
User-Agent: curl/7.58.0\r\n
Accept: */%\r\n
\r\n
[Full request URI: http://[2607:f8b0:4005:80a::200e]/]
[HTTP request 1/1]
[Response in frame: 8]

http-req-message-body

Body content of an HTTP request when the body content cannot be recognized as URL encoded
or MIME type data using the Content-type field. For signatures concerning URLs, reference http-
reqg-params; and for MIME type data, reference http-req-mime-form-data.

Additional Details

None

Context Capture

This context provides the full body. | followed the TCP stream in Wireshark and only chose a
portion of the body for the signature to match. Qualifiers: This context can use the HTTP method
qualifier to limit signatures to HTTP headers with specific HTTP methods.

Strearn Content

POST /verLdata HTTR/L.L

Host: 1GSMMLipOH

Usar-Agert: Mozilla/4.0 (compatible; MSIE 8.08; Windows NT 5.1; en-G3)

Accept: */¥

Content-type: text/wml; charset=utf-s

SOAPAction: " )

onnectien: keep-alive

Kontent-Length: 21032

<tyml wersinn="1.0" encoding="utf-8"I==ssap:Envelope ¥mlns:xsi="htta:/ fuwww w3 org/ 200013 Schema-instance’ xmlns:xsd="http://
Wi W3 o ra 2001 XM Schemat kmlnsrsaap="htrp: f/achemas ¥mlsoap.arg/soap/esnvelope /" =<anapeny tHeader=<nalautharizarian- handls
soapenv:actor="http://schemas.«mlsoap.org/scap/actor/next’ scapenv:mustinderstand="0" ¥mlns:nsl="http:/ www, goldengate.com/
varidata® =5565832287636947043</ns1 :authorLzatlon-

handle=<ns2: mWDOgJ XSzK] rKRLFdT cw G~ fuZdRSTewFAch f ZT tWrzBf Kvilxd] hgAsWkHACRIMyxBf biul esbssthThrdRDoXT Y ycLVdHASLSL n re 01 GriBshHeu
MxLExPY 0L GzGhy cCyknxFxagbxkdzwmi culgsbblUUhgeva s 1gYpFokyvqgXhERs b ak HpDI NYFLZFT hx JHd ChlyPPLhHAF WG U b D J ¥ BRELY Lo AmKwu x FEMdnLEs
yzMyweXLzT LMhZSsMONzVkqZT tzCNQs Dgblimi Y al lod AFK RFESdb ] pBdGrivbwsLDSky jx juwb rQTeySK T dKKQzQLeMiWY BwkMe CHbw § rlndg LB Cqipp LwtFghPgl
PN LQACYEk K11 pzSMZkNaNgKHEHY toxFRsyMkoWY Y tRSTY avzPank XEkDDzeSDAW L InBhbz rHGK v hHp MeKnJ 1SvZsBzeAs] dobl ohHHor eLeHe pf ZVLERFhty

http-reqg-mime-form-data

MIME header data in the body of an HTTP request, not including embedded file contents.

Additional Details

None

Context Capture
This context provides the data highlighted in yellow.

Custom Application IDs and Signatures 60 ©2024 Palo Alto Networks, Inc.



Custom Application and Threat Signatures

[ Hypertext Transfer Protocaol
= MIME Multipart Media Encepsuletion, Type: multipart/form-data, Boundary: "oCoOodo"
[Type: multipart/form-datal
First boundary: --o0oOoabeiryn
= Encapsulated multipart part:
Content-Disposition: form-data; name="Filedata'; filsname="rTYLltLlmy.php'rimirhn
P Data (1798 bytes]
Eoundary: rin--o0o0oo rin
Encapsulated multipart part:
=2
= [eExpert Info (Errorsmalformzd): Malformed Packet (Exception occurred)]
[Massage: Malformed Packet (Exception occurred]]
[Severity level: Error]
[Group: Malformed]

http-req-ms-subdomain

Identifies the request headers/params which can be used to identify office365-enterprise-access.
The example below (X-User-Identity) is one of several headers that can be used to identify the
office365-enterprise account.

Additional Details

None

Context Capture
This context provides the highlighted text.

<Accept: application/mapi-http\rin>
User-Agent: Microsoft Office/16.@ (Windows NT 6.1; Microsoft Outlook 16.0.6528; Pro)\r\n
<User-Agent: Microsoft Office/16.8 (Windows NT 6.1; Microsoft Outlook 16.0.6528; Pro)\r\n>
X-MS-CookieUri-Requested: t\r\n
X-FeatureVersion: 1\r\n
Client-Request-Id: {4E3223DE-DB95-45BD-9D43-B42507D4D287}\r\n
X-ClientApplication: Outlook/16.@.6568.1463\r\n
X-ClientInfo: {6@5B28C7-8DD5-45B5-BC43-748072EEB3BE}:24\r\n
X-User-Identity: = org\r\n
X-RequestId: {69840C3D-E6DO-4794-BBO4-FFDDEBFCEA24}:2\r\n
X-RequestType: Connect\r\n
v Content-Length: 374\r\n

http-req-origin-headers
Identifies strings used to match against strings from the origin field. You must operate PAN-OS
8.1 or later to use this field.

Additional Details

None

Context Capture
This context provides the highlighted text.
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Content-Type: application/json+protobuf\rin
<Content-Type: application/json+protobuf\rin>
Accept: x/x\r\n

<Accept: *x/*¥\r\n>

Origin: https://hangouts.google.com\r\n
X-Client-Data: CIS2yQEIo7bJAQjEtskBCKmdygEIlqzKAQiZwsoBCPjHygEInd3KAQjUnMsBCOScywEIgJ3LAQ==\r\n
Sec-Fetch-Site: same-site\r\n

Sec-Fetch-Mode: cors\r\n

Sec-Fetch-Dest: empty\r\n

Referer: https://hangouts.google.com/\r\n
<Referer: https://hangouts.google.com/\r\n>
Accept-Encoding: gzip, deflate, br\r\n

http-req-params
Query string as well as parameters in the HTTP body for a POST method (after the ‘?’).

Additional Details

None

Context Capture

This context provides the text highlighted in yellow. Qualifiers: This context can use the HTTP
method qualifier to limit signatures to HTTP headers with specific HTTP methods.

= Hypertext Transfer Protocol
b @Er sblog/wp- admn/images /wordpress- Logo.pngfver=20L20216 HTTP/L1.1%r\n
Hast: thelsgendaof random. cam,rin
Cannaction: keep-aliveswrin
ACCOPT: Lmageswabp,*/*;q=a.8\r\n
User-Agsnt: Mozallay/5.0 [Macintash; Intel Mac 0% ¥ Lo 8 4] spplewsbkit/537.36 (KHTML, like Geckol Chrome
RFeferer: http://thelegendofrandom, coms/blon/we- Login, phpyrin
hccept-Encoding: gzip,deflatas, sdchyryn
Accept-Language: en-US, en;g=0.8Yr\n
Cookie: slimstat_tracking_code=303072.6d7eadbf 00coekh247dbo80c56004556T ) wordpress_test_cookie=wWP+Cookiedt
Ny
[Full request LRT: http://thelegendofrandom.com/blog/wp-admin/inanes /'wordpress-logo.pno?ve r=20120216]

http-req-uri
The URI path and parameters in a HTTP header request.

Additional Details
Available only in PAN-OS 10.0 and later releases.

Context Capture

This context provides the text highlighted in yellow. Qualifiers: This context can use the HTTP
method qualifier to limit signatures to HTTP headers with specific HTTP methods.
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-
[ [GET| /blog/wp-admin/images wordpress- Loge .png? var=20L 20216 =

Host: thelegendofrandom.comyrin

Cornection: kesp-alivehrin

Accept: image/fwebp,®sF;g=0.8r\n

User-agent: Mozilla/S.0 [Macintosh; Intel Mac ©5 X LQ 8 4) sAppleWwebkitsS37.36 (EHTML, Llike Secko) Chrome
Referar: http://thelegendefrandom.com/blog wp-Llogin.phpirin

Accept-Encoding: gzip,deflate,sdchyryn

Accept-Language: en-US,en;g=0.84r\n

Cockie: slimstat tracking code=303072.6d 7eatbfCOcBab247db0BocSE00ASEET ; wordpress_test_cookie=WP+Cookiet
WPy n

[Full reguest LRL: http://thelegendofrandam. comfblog/wn- admn/imaces /wordoress-Laga . png?wer=20120215]

http-req-uri-path
Path in a HTTP request header (up to and including the ‘?’).

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

Qualifiers: This context can use the HTTP method qualifier to limit signatures to HTTP headers
with specific HTTP methods.

-
I* |6ET| /bleg/wp-admin/images wordpress- logo.prng?

Host: thelegendofrandom.comyrin

Connection: kesp-aliveirin

fccept: lmage/webp, /¥, g=0.8vryn

User-agent: Mozilla/S.0 [Macintosh; Intel Mac OS5 ¥ 10 B2 4) spplekWebKit/537.26 [KHTML, like Secko] Chroms
Referar: http:/sthelegendofrandom. com/bElogswp-login.phpyrin

Accept-Encoding: gzip,deflate,sdchiryn

Accept-Language: en-US,en;g=0.8\r\n

Cockie: slimstat_tracking code=3003072. 6d Featbf 00cDeb24 7dbOB0cEE00ACEET ; wordpress_test_cookieWP+ookiet
W ryn

[Full reguest LAL: http://thelegendofrandom. comyblogfwp- admingimaces fwordoress- Lago . png?wer=20120216]

http-req-user-agent-header
The user agent field in an HTTP request header.

Context Capture

This context covers the area called out in red.
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v
v
» [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\nl
Request Method: GET
Request URI: /
Request Version: HTTP/1.1
Host: 127.0.0.1:8000\r\n
Connection: keep-alive\r\n
Cache-Control: max-age=0\r\n
Upgrade-Insecure-Requests: 1\r\n
User—Agent4 Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.6
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/apng,*/*;q=0.8,application/signed-exch
Sec-Fetch-Site: none\r\n
Sec-Fetch-Mode: navigate\r\n
Sec-Fetch-User: ?1\r\n
Sec-Fetch-Dest: document\r\n
Accept-Encoding: gzip, deflate, br\r\n
Accept-Language: en-US,en;q=0.9\r\n
» Cookie: wp-settings—time-1=1586134406; wp-settings-1=mfold%3Do; csrftoken=3ghnm6c7Nh9GTk3szE9AmWWYCWv2Ncn02iLlkitnIso
\r\n
[Full request URI: http://127.0.0.1:8000/]
[HTTP request 1/1]
[Response in frame: 11]

http-rsp-headers
Full HTTP response header, not including the HTTP banner.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

=
Mt meoane
b [Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]
Request Version: HTTP/1.1
Status Code: 200
Response Phrase: OK
X-DB-Timeout: 1204%r\n
Pragma: no-cache\r\n
Cache-Control: no-cache\r\n
Content-Type: text/plain\r\n
Date: Mon, 22 Jul 2013 23:18:55 GMT\r\n
D Content-Length: 15\r\n

http-rsp-non-2xx-response-body

Body of non-2xx HTTP response, excluding HTTP 406 (Not Acceptable) responses.

Additional Details

None
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Context Capture
This context provides the text highlighted in yellow.

GET /exception HTTP/1.1

Host: tacdevbox:58@9

User—-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 10.11; rv:52.8) Gecko/20100181 Firefox/52.8
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/+;q=0.8

Accept-Language: en-U5,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTP/1.86 483 FORBIDDEN

Content-Type: text/html; charset=sutf-B
Content-Length: 13773

Server: Werkzeug/8.11.9 Python/2.7.8
Date: Mon, 13 Mar 2017 22:26:02 GMT

<!DOCTYPE html>
=html>

http-rsp-reason
The HTTP response status reason.

Context Capture

v Hypertext Transfer Protocol

» HTTP/1.0 404] File not found\rin |

Server: SimpleHTTP/0.6 Python/3.7.6\r\n
Date: Tue, 02 Jun 2020 16:53:18 GMT\r\n
Connection: close\r\n
Content-Type: text/html;charset=utf-8\r\n
Content-Length: 469\r\n
\r\n
[HTTP response 1/1]
[Time since request: 0.000694000 seconds]
IRequest in frame: 117]
[Request URI: http://127.0.0.1:8000/admin]

v

icmp-req-code

Identifies the ICMP request message code number.

Additional Details

None

Context Capture

This context provides the highlighted text.

» Ethernet II, Src: VMware_81:41:76 (00:50:56:81:41:76), Dst: PaloAlto_eB:c0:12 (b4:0c:25:e8:c0:12)
» Internet Protocol Version 4, Src: 10.46.174.18, Dst: 142.250.189.238
v Internet Control Message Protocol
Type: 8 (Echo (ping) request)

Checksum: 8x510f [correct]

[Checksum Status: Good]

Identifier (BE): 31427 (@x7ac3)

Identifier (LE): 50042 (@xc37a)

Sequence Number (BE): 1 (@x0001)

Sequence Number (LE): 256 (@x@10@)
» [No response seen]

Timestamp from icmp data: Oct 8, 2021 14:04:32.000000000 PDT

[Timestamp from icmp data (relative): 30.061097800 seconds]
» Data (48 bytes)

icmp-reqg-data
Identifies the ICMP payload request message.
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Additional Details

None

Context Capture
This context provides the highlighted text.

» Ethernet II, Src: @0:66:aa:d1:32:c2 (@0:66:aa:d1:32:c2), Dst: @@:44:66:Fc:29:af (00:44:66:fc:29:af)
» Internet Protocol Version 4, Src: 10.47.116.62, Dst: 8.8.8.8
v Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @x662a [correct]
[Checksum Status: Good]
Identifier (BE): 46485 (@xb545)
Identifier (LE): 17845 (@x45b5)
Sequence Number (BE): 13 (@x0@ed)
Sequence Number (LE): 3328 (@x@dee)
» [No response seen]
Timestamp from icmp data: Oct 13, 2821 18:45:33.554195000 PDT
[Timestamp from icmp data (relative): ©.800095000 seconds]
v Data (48 bytes)
Data: 0B090a0bOc@deedfl01112131415161718191alblcldlelf202122232425262728292a2b..
[Length: 48]

icmp-reqg-type

Identifies the ICMP request message type number.

Additional Details

None

Context Capture

This context provides the highlighted text.

» Ethernet II, Src: VMware_81:41:76 (00:50:56:81:41:76), Dst: PaloAlto_e8:c@:12 (b4:8c:25:e8:c0:12)
» Internet Protocol Version 4, Src: 10.46.174.10, Dst: 142.250.189.238
v Internet Control Message Protocol
Code: @
Checksum: @x510f [correct]
[Checksum Status: Good]
Identifier (BE): 31427 (@x7ac3)
Identifier (LE): 50042 (@xc37a)
Sequence Number (BE): 1 (@x0001)
Sequence Number (LE): 256 (@x@108)
» [No response seen]
Timestamp from icmp data: Oct 8, 2021 14:04:32.000000000 PDT
[Timestamp from icmp data (relative): 3@.061097@00 seconds]
» Data (48 bytes)

icmp-reqg-protocol-payload
The payload of an ICMP request.

Context Capture

Type: @ (Echo (ping) reply)
Code: @
Checksum: @x325c¢ [correct]
[Checksum Status: Good]
Identifier (BE): 512 (0x0200)
Identifier (LE): 2 (0x0002)
Sequence number (BE): 8448 (0x2100)
Sequence number (LE): 33 (0x0021)
[Request frame: 1]
[Response time: 216.795 ms]
v Data (32 bytes)
Data: 6162636465666768696a6b6c6d6e61707172737475767761...
[Length: 32]
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icmp-rsp-data

Identifies the ICMP payload response message.

Additional Details

None

Context Capture

This context provides the highlighted text.

v Internet Control Message Protocol

Type: @ (Echo (ping) reply)

Code: @

Checksum: @x6863 [correct]

[Checksum Status: Good]

Identifier (BE): @ (0x0000)
Identifier (LE): @ (0x0000)

Sequence number (BE): @ (0x0000)
Sequence number (LE): @ (@x0000)

[Request frame: 1]

[Response time: 0.750 ms]

» Data (33 bytes)

0000
0010
0020
0030
0040

00 @c 29 47 fd 3f 00 oc
00 3d ed of 00 00 40 01
3f 99 00 00 68 63 00 00
78 74 3a 3a 2d 33 35 31
39 12 13 14 15 12 11 13

icmp-rsp-protocol-payload
The payload of an ICMP response.

Context Capture

¥ Internet Control Message Protocol

Type: @ (Echo (ping) reply)

Code: @

Checksum: 0x325c [correct]

[Checksum Status: Good]
Identifier (BE): 512 (0x0200)

Identifier (LE): 2 (0x0002)

29 36 84 ba 08 00 45 00
8d 16 c@ a8 3f b@ c@ a8
00 00 74 65 73 74 2e 74
31 35 39 35 31 39 3a 3a
12 12 12

Sequence number (BE): 8448 (0x2100)
Sequence number (LE): 33 (0x0021)
[Request frame: 1]

[Response time: 216.795 ms]

v Data (32 bytes)
Data: 6162636465666768696a6b6c6d6e6f707172737475767761...
[Length: 32]

icmp-reqg-possible-custom-payload
This is not a context but a value that you can add to your custom signature to detect custom
payloads in ICMP requests.

)67 )6 E:
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Context Capture

None

ike-req-headers

Full IKE header from the requester, including the initiator’s SPI, next payload, major version, minor

version, exchange type, flags, message ID, and length.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

Frame 1: 863 bytes on wire (6984 bits), 863 bytes captured (6984 bits)

Ethernet II, Src: CheckPoi 31:43:38 (@@:28:8e:31:43:38), Dst: Cisco 5d:18:1a (8@:89:b6:5d:18:1a)

Internet Protocol Version 4, Src: 134,154.229.8, Dst: 138.158.239.18@

User Datagram Protocol, Src Port: 588, Dst Port: 580

~ Internet Security Association and Key Management Protocol

Initiator SPI: 86973c9ad71cl8ec
Responder SPI: ©008000000000000
Next payload: Security Association (1)
Version: 1.0

Exchange type: Aggressive (4)
Flags: 0Oxee

Message ID: @x00000000

Length: 85

Payload Security Association: (1)
Payload: Key Exchange (4)
Payload: Monce (18)

ike-rsp-headers

Full IKE header from the responder, including the responder’s SPI, next payload, major version,

minor version, exchange type, flags, message ID, and length.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.
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“ Internet Security Association and Key Management Protocol
Initiator SPI: ©000000000000000
Responder SPI: ©000000000000000
Next payload: Notification (11)

Version: 1.0

Exchange type: Informational (5)

Flags: 0x00

Message ID: @xfb8c726e

Length: 480

v Payload: Notification (11)
Next payload: NONE / Mo Next Payload (@)

Reserved: 88

Payload length: 12
Domain of interpretation: ISAKMP (@)

ike-req-payload-text

Full security association request payload, including the proposal and transform substructures.

Additional Details

None

Context Capture

This context provides the text highlighted in yellow.

¥ Internet Security Association and Key Management Protocol
Initiator SPI: 86973c9ad71clBec
Responder SPI: 2200000000000000
Next payload: Security Association (1)

Version: 1.8

Exchange type: Aggressive (4)

Flags: @x@@

Message ID: exee22020e
Length: 8@5

Payload:
Payload:
Payload:
Payload:
Payload:
Payload:
Payload:

Nonce (10)
Vendor ID (13)

Vendor Id (13)
Vendor ID (1)

ike-rsp-payload-text

Security Association (1)
Key Exchange (4)

Identification (5)

: XAUTH

: RFC 3706 DPD (Dead Peer Detection)
: CISCO-UNITY 1.0

Full security association response payload, including the proposal and transform substructures.

Additional Details

None

Context Capture

This context provides the text highlighted in yellow.
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Version: 1.0

Exchange type: Informational (5)

Flags: ©x0@

Message ID: @xfbBc726e

Length: 480

%~ Payload: Notification (11)

Next payload: NONE / No Next Payload (@)
Reserved: @0
Payload length: 12
Domain of interpretation: ISAKMP (@)
Protocol ID: ISAKMP (1)
SPI Size: @
Notify Message Type: INVALID-EXCHANGE-TYPE (7)
Notification DATA: <MISSING>

imap-req-cmd-line

IMAP command used.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.
= Internet Message Access Protocol
= Line: LOGIN root vpnl23\r\n

Request Tag: LOGIN
Request: root vpnlZ3

imap-req-first-param

First parameter to an IMAP command.

Additional Details

None

Context Capture

This context provides the text highlighted in yellow. This context can use the IMAP command
qualifier to limit signatures to specific IMAP commands.

= Internet Message Access Protocol
¥ Line: LOGIN root vpnl23\ri\n
Reguest Tag: LOGIM
Reguest: root vpnlZ3
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imap-req-params-after-first-param

Every parameter to an IMAP command, not including the first parameter.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

< Internet Message Access Protocol
= Line: LOGIN root vpnl23\r\n
Request Tag: LOGIN
Request: root vpnl2s3

imap-req-protocol-payload
The payload of an IMAP request.

Context Capture

imap-rsp-protocol-payload

The payload of an IMAP response.

Context Capture

v Internet Message Access Protocol
Line: * OK [CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE LITERAL+ AUTH=PLAIN] Dovecot ready.\r\n

irc-req-params

Argument after the actual IRC command and space.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

= Internet Relay Chat
= Request: MICK nickbleck
Command: NICK
P Command parameters
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irc-req-prefix

Data before an IRC command, typically used to indicate the true origin of a message.

Additional Details

None

Context Capture

You can see by following the TCP stream in Wireshark that there is data in between the IRC
commands. It appears this message was Proxied.

Strearn Content

MICK sybhvzeu

USER yHTTP/1.0 400 Invalid header Jreceived from client
Proxy- Agent: Privoxy 3.0.17

Content-Type: text/plain

Connection: close

Invalid header received from client.
DZOS0L . . %eBESE3E350 Service Pack 2
JOLM

jpeg-file-scan-data
This context provides all of the scan data within a JPEG file.
Additional Details
None

jpeg-file-segment-data
This context provides all of the segment data within a JPEG file.
Additional Details
None

jpeg-file-segment-header
This context provides the segment header data within a JPEG file.
Additional Details
None

Idap-req-searchrequest-baseobject

Identifies the base object for the LDAP searchRequest entry.

Additional Details

None
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Context Capture
This context provides the highlighted text.

messagelD: Z
v protocolOp: searchRequest (3)

v searchRequest
baseObject: dc=buh,dc=is,dc=keysight,dc=com
scope: wholeSubtree (2)
derefAliases: neverDerefAliases (0)
sizelLimit: @
timeLimit: @
tvobesOnlv: False

Idap-rsp-searchresentry-objectname
Identifies the objectName for the LDAP searchResEntry.

Additional Details

None

Context Capture
This context provides the highlighted text.

v Lightweight Directory Access Protocol
v LDAPMessage searchResEntry(8) "CN=Computers,dc=teva,dc=test" [49 results]
messageID: 8
v protocolOp: searchResEntry (4)
v searchResEntry

objectName: CN=Computers,dc=teva,dc=test
» attributes: 16 items
[Response To: 4]

ITima. A ANAANANANANANA amcmwmdal

ms-ds-smb-reqg-share-name

Full path to a file that is read or written using SMB.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

Custom Application IDs and Signatures 73 ©2024 Palo Alto Networks, Inc.



Custom Application and Threat Signatures

= SME (Server Message Block Protocol)

I SMB Header

= Trans? Response (0x32]
Subcommand: FIND FIRST2 (0x0Q001)
[Level of Interest: Find File Both Directory Info (260)1]
[Szarch Pattern: ‘\DepartmentshyPublichiDallas Sites\Dellas TriphSite 24¥]
wWord Count [WCT): 10
Total Parameter Count: 10
Total Data Count: 1276
Reserved: Q0G0
Parameter Count: 10

ms-ds-smb-req-v1-create-filename
This field identifies the SMBv1 NT Create AndX filename.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

v SMB (Server Message Block Protocol)
» SMB Header
v NT Create AndX Request (@xa2)
[FID: 0x4000]
Word Count (WCT): 24
AndXCommand: No further commands (@xff)

Reserved: 00 0000 58 49 3b eb 27 10 de ad @1 40 a8 c@ 08 00 45 @0 XI; '--- ‘@ - E-
AndX0ffset: @ 0010 00 88 5f cd 00 00 ff 06 75 94 cO a8 37 77 c@ a8 - -_ - u---Tw:
Reserved: 00 0020 2d 46 ba 17 01 bd cb d5 92 2d fd 58 3a b8 50 18 ~-F--- -+ = X:-P:
File Name Len: 9 0030 ff ff la 00 00 00 00 00 00 5c ff 53 4d 42 a2 00 Cieoo \:SMB--
. 0040 00 00 00 00 01 20 00 00 00 00 00 00 00 00 00 @0 - ---- - --icec-
> Create Flags: 0x00000016 0050 00 00 00 08 03 d6 00 08 10 27 18 ff 00 @0 00 0@ - ------- - (R
Root FID: 0x00000000 0060 09 00 16 00 00 00 00 00 00 00 Of 01 02 @0 00 00  «::::+:+ =+: vee:
» Access Mask: 0x0002019f 0070 00 00 00 00 00 00 00 00 00 00 03 00 00 00 01 @0 - ----:+: eeec-
Allocation Size: @ 0080 00 00 40 00 00 00 02 00 00 00 03 09 00 5¢ 42 52 -+ -@::::: ccci- \BR
» File Attributes: 0x00000000 0090 4f 57 53 45 52 00 OWSER*

v

Share Access: 0x00000003, Read, Write

Disposition: Open (if file exists open it, else fail) (1)
Create Options: 0x00000040

Impersonation: Impersonation (2)

Security Flags: ©0x03, Context Tracking, Effective Only
Byte Count (BCC): 9

File Name: \BROWSER

v

v

ms-ds-smb-req-v2-create-filename
This field identifies the SMBv2/SMBv3 Create filename.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.
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v SMB2 (Server Message Block Protocol version

» SMB2 Header

v Create Request (0x05)

» StructureSize: 0x0039

Oplock: No oplock (0x00)
Impersonation level: Impersonation (2)
Create Flags: 0x0000000000000000
Reserved: 0000000000000000
Access Mask: 0x00100081
File Attributes: 0x00000000
Share Access: 0x00000007, Read, Write,
Disposition: Open (if file exists open
Create Options: 0x00000001
Filename: test

vvyy

v

2)

Delete

it, else fail) (1)

2030
2040
2050
2060
2070
2080
2090
20a0
20b0
20co
20deo
20e0
20fo
2100

Blob Offset: 0x00000080
Blob Length: 88

v

msrpc-req-bind-data

Data payload of a MS RPC Bind request.

Additional Details

None

Context Capture

2110

ExtraInfo SMB2_CREATE_DURABLE_HANDLE_REQUEST SMB2_CREATE_QU

ff 29 bc 00 00
00 00 00 00 00
00 2a 00 00 00
00 35 00 00 d8
d5 7f 78 11 fa
00 00 00 00 00
00 81 00 10 00
00 01 00 00 00

00 00 00 18 00
00 00 00 00 00
00 18 00 00 00
00 4d 78 41 63
00 00 00 18 00
00 fe 53 4d 42

00
05
00
01
d1
00
00
78
73
10
00
10
00
00
40

This context provides the text highlighted in yellow. The easiest way to find a pattern to match
is to look at the hex representation of the payload and pick at least 7 bytes to match on as seen

above.

= Transmission Control Protecel, Src Port: 45622 [45822), Dst Port: netbios-ssn [139)
Source port: 45622 (45622)
Cestination port: netblos-ssn (135
[Stream index: O
sequence number: 1
[Next szquence number: 468
Acknowledgment number: 1
Header length: 20 bytes

-

Flags: oxol8 (PSH,

wWindow size value:
[caleulated windew

e

0oad 00
[}

5
Ba
goed 0o
o
(i}

mssql-db-req-body

e

LT88EBKESRRIHERY

oo
oo oo

(relative sequence number)
(relstive sequence rumber]

SBBHBEBENEBE

PHEERBSTIBE
E

23
sC

B888%

ey

IS

EEER I EEEEREEE
BFE4BEE

df d7 oa

(relative ack numbar)

TB88F

58BEE

Request to a Microsoft SQL server, excluding the request header.

Additional Details

None

Context Capture

This context provides the text highlighted in yellow.
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% Tahular Data Stream
Type: S0L batch (1)
P Status: oxol
Length: 112

Channel: ©
Parket Mumber: 1
Window: ©

= TCS Quaery Packet
Query: DELETE FROM zinfluencia WHERE refrnacis = ' 204050001

netbios-dg-req-protocol-payload
The payload of a NetBIOS Datagram Service request.

Context Capture

Message Type: Direct_group datagram (17)

» Flags: 0x02, This is first fragment, Node Type: B node
Datagram ID: @x8661
Source IP: 192,168.2.16
Source Port: 138
Datagram length: 187 bytes
Packet offset: @ bytes
Source name: ESURNIR-LAPTOP<20> (Server service)
Destination name: MSHOME<le> (Browser Election Service)

netbios-dg-rsp-protocol-payload
The payload of a NetBIOS Datagram Service response.

Context Capture
Message Type: Direct_group datagram (17)
» Flags: 0x02, This is first fragment, Node Type: B node
Datagram ID: 0x8665
Source IP: 192.168.2.16
Source Port: 138
Datagram length: 201 bytes
Packet offset: @ bytes
Source name: ESURNIR-LAPTOP<@@> (Workstation/Redirector)
Destination name: <@1><@2>_ MSBROWSE__<02><@1> (Browser)

netbios-ns-req-protocol-payload
The payload of a NetBIOS Name Service request.
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Context Capture
¥ NetBIOS Name Service
Transaction ID: @0x2f53
v Flags: 0x0110, Opcode: Name query, Recursion desired, Broadcast

Bive tine vins wuas = Response: Message is a query
L0000 0... ... u.n = Opcode: Name query (@)

ce@e i waas = Truncated: Message is not truncated
....... 1 .... .... = Recursion desired: Do query recursively
........ ++:1 .... = Broadcast: Broadcast packet

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

¥ Queries

v POTAT0<@@>: type NB, class IN
Name: POTATO0<@@> (Workstation/Redirector)
Type: NB (32)
Class: IN (1)

netbios-ns-rsp-protocol-payload
The payload of a NetBIOS Name Service response.

Context Capture
¥ NetBIOS Name Service
Transaction ID: @x2f53
Vv Flags: ©x8580, Response, Opcode: Name query, Authoritative, Recursion desired, Recursion available, Reply code: No error

l.vv vues waes oea. = Response: Message is a response
.000 0... .... .... = Opcode: Name query (@)
wees o1lis wau. o.u. = Authoritative: Server is an authority for domain
va@. .uv. vu.. = Truncated: Message is not truncated
w2l vauv .... = Recursion desired: Do query recursively
. 1... .... = Recursion available: Server can do recursive queries
..0 .... = Broadcast: Not a broadcast packet

e . 0008 = Reply code: No error (@)
Questions: @
Answer RRs: 1
Authority RRs: @
Additional RRs: @
v Answers
Vv POTATO<@0>: type NB, class IN
Name: POTAT0<@@> (Workstation/Redirector)
Type: NB (32)
Class: IN (1)
Time to live: 3 days
Data length: 6
» Name flags: 0x@0@@, ONT: B-node (B-node, unique)
Addr: 192.168.1.65

nettcp-req-context
Checks the RequestContext field in Net. TCP (App-ID: net.tcp) requests.

Additional Details

None

oracle-req-data-text

When the firewall detects an Oracle request and the request type is DATA, this context returns
the data contained in the request.
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Additional Details

None

Context Capture
» Frame B: 218 bytes on wire (1688 bits), 218 bytes captured (1688 bits)
» Ethernet II, Sre: Veware_3b:Taibl (@A:8c:29:3biTa:bl), Dst: Vmware_BT:ca:al (@8:0c:29:87ica:all
» Intermet Protocol Version 4, Src: 192.168.18.17, Dst: 192.168.18.19
» Transmissiom Control Protocol, Src Port: 1255 {1255), Dst Fort: 1521 (1521), Seq: 183113314681, Ack: 32@A22589, Len: 156
v Transparent Network Substrate Protocol
Packet Length: 156
Packet Checksum: Bxadod
Packet Type: Data (6]
Reserved Byte: 8@
Header Checksum: B=adod
¥ Secure Network Services
» Data Flag: @x020@
v Data (146 bytes]

pata: deadbectR@d2ensiolioea4dnone4ao0300008a00000408, . «

[Length: 146]

pe-dos-headers
The DOS MZ header and the DOS stub are located in the first 64 bytes of the PE file.

Additional Details

None

Context Capture
This context provides the data in bold.
FPE File Structure
DOS MZ Header + DOS Stub - first 64 bytes
PE File Header — next 20 bytes
FE Optional Header — next 224 bytes

PE Section Header — next 40 bytes each
FPE Body Data — Rest of the file

pe-file-header
The PE file header is 20 bytes long and starts at the 65th byte of the PE file.

Additional Details

None

Context Capture

This context provides the data in bold.
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FE File Structure
DOS MZ Header + DOS Stub — first 64 bytes
PE File Header — next 20 bytes
PE Optional Header — next 224 bytes
PE Section Header — next 40 bytes each
PE Body Data — Rest of the file

pe-optional-header
The optional header of a PE file is typically 224 bytes long and starts at the 86th byte of the PE
file.
Additional Details

None

Context Capture

This context provides the data in bold.

FE File Structure
DOS MZ Header + DOS Stub — first 64 bytes
PE File Header — next 20 bytes
PE Optional Header — next 224 bytes
PE Section Header — next 40 bytes each
FE Body Data — Rest of the file

pe-section-header

This context provides the section headers for a PE file.

Additional Details

These headers are 40 bytes each. Some typical sections with headers are “idata”, “rsrc”, “data”,
“text”, and “src”. However, each PE file may not include each section and the sections are not
guaranteed to be in any specific order.

Context Capture

This context provides the data in bold.

PE File Structure
DOS MZ Header + DOS Stub — first 64 bytes
PE File Header — next 20 bytes
FE Optional Header — next 224 bytes
PE Section Header — next 40 bytes each
FE Body Data — Rest of the file
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pe-body-data
This context provides the body data of a PE file, which includes everything inside the file sections
themselves.
Additional Details

None

Context Capture
This context provides the data in bold.
FE File Structure
DOS MZ Header + DOS Stub — first 64 bytes
FPE File Header — next 20 bytes
FPE Optional Header — next 224 bytes

PE Section Header — next 40 bytes each
PE Body Data — Rest of the file

pop3-req-protocol-payload
The payload of a POP3 request.

Context Capture

v AUTH PLAIN\r\n
Request command: AUTH
Request parameter: PLAIN

pop3-rsp-protocol-payload
The payload of a POP3 response.

Context Capture

v +0K POP server ready H mimap13 @OMW5rZ-1VayeZ2jFp-00XVZd\r\n
Response indicator: +0K
Response description: POP server ready H mimapl3 @MW5rZ-1VayeZ2jFp-00XVZd

pre-app-req-data
This field provides the request data before the firewall App-ID has identified the traffic.

Additional Details

Firewall traffic that cannot be identified by App-ID due to inadequate data for signature matching
is designated as insufficient data in the application field of the traffic logs.
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Context Capture

p Frame 27: 951 bytes on wire (7608 bits), 951 bytes captured (7608 bits)
p Ethernet II, Src: PcsCompu_le:f8:f@ (088:00:27:1e:f8:f@), Dst: PcsCompu_bd:00:0f (@
p Internet Protocol Version 4, Src: 192.168.1.226, Dst: 192.168.1.151
p Transmission Control Protocol, Src Port: 37138, Dst Port: 4567, Seq: 68, Ack: 13,
v Data (885 bytes)

08 00 27 bd 0@ of 08 00 27 1le f8 f@ 08 00 45 00 ' ' E

@3 a9 52 7e 40 00 40 06 60 07 c® a8 01 e2 cO a8 R~@-@

21 97 91 12 11 d7 90 f7 34 7f 80 8d 8b 09 80 18 4

01 f6 @b cB 00 00 01 91 @8 ©0a 87 89 c9 a8 @b b3

8e le 65 6e 7@ 3@ 73 33 3a 20 66 6c 61 67 73 3d enp@s3 : flags=

34 31 36 33 3c 55 5@ 2c 42 52 4f 41 44 43 41 53  4163<UP, BROADCAS
54 2c 52 55 4e 4e 49 4e 47 2c 4d 55 4c 54 49 43  T,RUNNIN G,MULTIC
41 53 54 3e 20 20 6d 74 75 20 31 35 30 30 @a 20 AST> mt u 1500

20 20 20 20 20 20 20 69 6e 65 74 20 31 39 32 2e i net 192.
31 36 38 2e 31 2e 32 32 36 20 20 6e 65 74 6d 61 168.1.22 6 netma
73 6b 2@ 32 35 35 2e 32 35 35 2e 32 35 35 2e 30 sk 255.2 55.255.0
20 20 62 72 6f 61 64 63 61 73 74 20 31 39 32 2e broadc ast 192.

pre-app-rsp-data
This field provides the response data before the firewall App-1D has identified the traffic.

Additional Details

Firewall traffic that cannot be identified by App-ID due to inadequate data for signature matching
is designated as insufficient data in the application field of the traffic logs.

Context Capture
[Calculated window size: 652801
[Window size scaling factor: 128]
Checksum: O@xee81 [correct]
[Checksum Status: Good]
[Calculated Checksum: @xee81]
Urgent pointer: @
p Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[SEQ/ACK analysis]
p [Timestamps]
TCP payload (9 bytes)
v Data (9 bytes)
Data: 6966636f6e6669670a
[Length: 9]
08 00 27 le f8 f0 08 00 27 bd 00 Of 08 00 45 00 ! ! E
00 3d @a 4b 40 00 40 06 ab a6 c@ a8 01 97 c@ a8 =K@ @
01 e2 11 d7 91 12 80 8d 8b 0@ 90 f7 34 7f 8@ 18 4
01 fe ee B1 00 00 01 @1 08 Qa @b b3 8e 1le 87 89
0040 bd 75 69 66 63 6f 6e 66 69 67 @a uifconf ig:*

v

rtmp-req-message-body

RTMP body up until twenty packets have been sent.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.
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= Feal Time Messaging Protocol [AMF0 Command connect!'StreamPlayers'))
Fesponse to this call in frame: 19
I FETMP Header
= FTMP Body
= String 'connect!
AMF type: String (2}
string length: 7
String: connect
= Number 1
AMF type: Mumber (07
Mumber: 1
= Chjesct (2 items)
AMF type: Ohject (3]
Property 'app' String 'StreamPlayer/'
Property 'flashver' Strimg 'WIN 9,0,47,0'
Property 'swiurl' String 'file:/;"
Property 'telrl' String 'rtmp://fcd32.streamedia.info/StreamPlayer/’
Property 'fpad' Boolean false
Property 'audloCodecs' Mumbar G615
Property 'videoCodecs' humbar 124
Property 'videoFunctian' Number 1
Froperty 'pageurl' Undefined
End Of Chjesct Marker

T WYV VYW W T

rtsp-req-headers

Full RTSP request headers, not including the command line.

Additional Details

None

Context Capture

This context provides the text highlighted in yellow. Qualifier: This context can use the RTSP
method qualifier to limit signatures to specific RTSP methods.

= FBezal Time Streaming Protocol
[ Request: DESCRIBE rtsp://media.real.com: 554 /showcase/ads/spicealicious_15.rm RTSP/ L. 0NN
CSeq: 2yryn
Ugar-agent: RFealMadia Player (Helixpmaclient)/le.2.9.d (win32)yryn
Accept: application/sdpirin
Session: 3152913801
Bandwidth: 1544003y
ClientID: WinMT_5.1_&.0,12,1483 ReslPlayer RM2ORD an-us BES.\r\n
[truncated] Cookis: Edition=El=us&lV=1GTA=0&SET=user_session; reslMav=|movies|: FHF=atures
GUID: OOR0EGEE - AB30- OO00 - OBG - AB305I00000Y r\n
Language: n-usyryn
PlayerCookie: FMPlayer|FhFeatures|RNTS,rin
Regionbata: S4053rywn
Require: com.real.retain-entity-for-setupyryn
SupportsMaximumasMesncwidth: Lyryn
NN

rtsp-req-uri-path

Path of an RTSP request, not including the command line.
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Additional Details

None

Context Capture

This context provides the text highlighted in yellow. Qualifier: This context can use the RTSP
method qualifier to limit signatures to specific RTSP methods.

= Real Time Streaming Protocol
[F Raquast: CESCRIB= rtep://madia.real.com:ssda/showcasesads fepleealicious_15.rm RIS/ 1.0 0N
CSaqg: 2%r\n
User-Agent: FealMedia Player [HelixDMACLient) /10.0.0.0 (winZ2iirin
Accept: application/sdpiryn
Sessiaon: 215291350-1
Banchwidth: 1544000\r\n
ClientID: WinMT_S.1 6.0.12.1483 RealPlayer RM3ORD en-us E86.ryn
[truncatsd] Cockie: EﬂitiDn:ED:us&C?:l&TH:ﬂ&EET:user_SEESiun; realMav=|movies|; RhFeaturss
GUID: 0O000000- 0000- 0020- 0000 - Q00000000002 ryn
Languane: en-us’rin
PlayerCookis: AMNPlayer|FhFeatures|RNTSYrYn
RegionData: S4063\rwn
Fequire: com.real.retaln-entity-for-setupyrin
SupportsMaximumASMBandwidth: 1vrin
et

sip-reqg-headers

This field identifies the message header for a sip request.

Additional Details

None

Context Capture
This context provides the text highlighted content.

v Message Header

» Via: SIP/2.0/UDP 172.168.208.164:3345;branch=z29hG4bKamCgoNQenQJ@EWGE; rport

» Contact: <sip:16177064456_scpnpnacv3PvsWLXBC4Iaq89PygN7hq70G4bzGhjYA1@172.168.208.164:3345; rinstance
Max-Forwards: 70

» From: <sip:16177064456_scpnpnacv3PvsWLXBC41aq89PygN7hq70G4bzGhjYAl@enflick. layered.net>; tag=5475E5E8
Allow: OPTIONS, INVITE, ACK, REFER, CANCEL, BYE, NOTIFY
Supported: replaces, path
User-Agent: Enflick Softphone/8.4.1

» To: <sip:16177064456_scpnpnacv3PvsWLXBC4I1aq89PygN7hq70G4bzGhjYAl@enflick. layered.net>
Expires: 600
Call-ID: @B8@4B9946C31DC17163858FOB69C6B6AB346020
[Call-ID: @B8@4B9946C31DC17163858FOB69C6B6AB346020]

snmp-req-community-text

This context tracks the value of the variable field, “community” in the SNMP request header.

Custom Application IDs and Signatures 83 ©2024 Palo Alto Networks, Inc.



Custom Application and Threat Signatures

Additional Details

None

Context Capture

4 User Datagram Protocol, Src Port: 1829 (1029), Dst Port: 161 (16l1)
Source Port: 1829
Destination Port: 161
Length: 51
> Checksum: @x6633 [validation disabled]
[stream index: 1]
4 Simple Network Management Protocol
version: v2c (1)
community: sevenbyte
4 data: get-request (@)
4 get-request
request-id: @
error-status: noError (8)
error-index: @

smtp-req-argument

Argument of a SMTP command.

Additional Details

None

Context Capture

This context provides the text highlighted in yellow. This context can use the SMTP method
qualifier to limit signatures to specific SMTP methods.

= Simple Mail Transfer Protocol
= Command Line: HELO relay.example.org\rin
Command: HELOD
Request parameter: relay.example.org

smtp-rsp-content

SMTP server response content.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.
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<~ Simple Mail Transfer Protocol
< Response: 554 5.7.1 <lason@an.com>: Relay access denied\r\n
Response code: Transaction failed (554)
Response parameter: 5.7.1 <Jason@pan.com>: Relay access denied

smtp-req-protocol-payload

The payload of an SMTP request.

Context Capture

v Command Line: MAIL FROM:<owa way < sm s "y &% m.com>\r\n
Command: MAIL
Request parameter: FROM:<owada"ig™ - = == " 1 " 5. com>

smtp-rsp-protocol-payload

The payload of an SMTP response.

Context Capture
¥ Simple Mail Transfer Protocol

¥ Response: 221 2.0.0 Service closing transmission channel\r\n
Response code: <domain> Service closing transmission channel (221)
Response parameter: 2.0.0 Service closing transmission channel

ssh-req-banner

SSH banner of the client, not including comments.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

=~ SSH Protocol
Protocol: SSH-2.0-0penSSH_5.3pl Debian-3ubuntu7yryn

ssh-rsp-banner

SSH banner of the server, not including comments.

Additional Details

None

Context Capture

This context provides the text highlighted in yellow.
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< SSH Protocol
Protocol: SSH-2.0-0penSSH_S.3pl Debian- 3ubuntu7\r\n

ssl-req-certificate

Certificate request message of a SSL negotiation when initiated from the client.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

w sSerure Sockets Layer
= TLSvl Record Layer: Handshaks Protocol: Certificate
Comtent Type: Handshake [22)
YWersion: TLS 1.0 [CwQ301)
Lemgth: 1105
= Hardshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1101
certificates Length: 1098
= Certificates (1088 bytes)
Certificate Length: 1085
[P Certificate (pkca-9-at-emailiddress=mwalterf@paloaltonetworks.com,1d-at-
= TLSvl Record Layer: Handshake Protocel: Client Key Exchange
Comtent Type: Handshake (22

ssl-req-chello-sni
Detects and identifies the SNI (Server Name Indication) contained within the client hello message
of an SSL negotiation.

Additional Details

None

Context Capture
This context provides the highlighted text.
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v Transport Layer Security
v TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@xe3@1)

Handshake Type: Client Hello (1)
eng H vy
Version: TLS 1.2 (0x@303)
Random: B852267225c2366dT@8b4818c857104c9d61a691f9cd2e5a3c2fee55d2868db7e
Session ID Length: 32
Session ID: ed44edaf9e6@9b7aef6733Tedb83b2439c73612aaa3Baeed9dT1994d0ct3497b00
Cipher Suites Length: 32
> Cipher Suites (16 suites)
Compression Methods Length: 1
> Compression Methods (1 method)
Extensions Length: 4@3
> Extension: Reserved (GREASE) (len=8)
~ Extension: server_name (len=21)
Type: server_name (@)
Length: 21
v Server Name Indication extension
Server Name list length: 19
Server Name Type: host_name (@)
- = Namne B
> Extension: extended_master_secret (len=@)
» Extension: renegotiation_info (len=1)
> Extension: supported_groups (len=18)

ssl-req-client-hello

Client hello message of a SSL negotiation.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

i<7 Secure Sockets Layer
| ¥ TLsvl.l Record Layer: Handshake Protocol: Client Hello
| Content Type: Handshake (22)
| Version: TLS 1.0 (0x0301)
| Length: 188
| = Handshake Protocol: Client Hello
. Handshake Type: Client Hello (1)
f Length: 184
| Version: TLS 1.1 (OxG302)

P Random
' Session ID Length: @
' Cipher Suites Length: 72
: b Cipher Suites (36 suites)

Compression Methods Length: 1

P Compression Methods (1 method)
Extensions Length: 71
Extension: server_name
Extension: renegotiation_info
Extension: elliptic_curves
Extension: ec_point _formats
Extension: SessionTicket TLS
Extension: next_protocol_nsgotiation
Extension: Unknown 30031

i L v v v
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ssl-req-protocol-payload
The payload of an SSL request.

Context Capture

Vv TLSvl Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 158
» Handshake Protocol: Client Hello

ssl-req-random-bytes
Random bytes field in the SSL client hello.

Additional Details

None

Context Capture

This value is already hexadecimal; you'll need to write the pattern in your signature as such
(enclosed in \x).

= Sacure sockets Laver
+ 59 Record Layer: Handshake Protocol: Client Hello
content Type: Handshake (220
Version: TLS 1.0 (Cx0301)
Length: 173
= Hazndshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 169
Version: TLS 1.1 (Ox3332)
= Random

gmt_unix_time: Jun 20, 2013 17:37:23. 000000003 POT
randocm_bytes: s3aSabfroebcaaszboadecolhlloZabasSchel7lbEsElecEsG. | .
Session ID Length: O
Cipher suites Length: 72
[ Cipher Suites (36 suites)

ssl-rsp-cert-subjectpublickey
Certificate subject public key that’s part of an SSL server hello handshake.

Additional Details

None

Context Capture
This context matches the text highlighted in yellow.
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= Secure Sochets Layer
= TLSvl.l Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Wersion: TLS 1.1 [0x0302)
L=rgth: 4z84
w Handshake Protocols Certificate
Harndshake Type: Certificate (113
Length: 4zZ80
Certificates Length: 4277
w Certificates (4277 bytes)
certificate Length: 1520
= Certificate (id-at-commonMame=wsw, mint.com, id-at-organizationallhitMame=1F5, id-.
= signedCertificata
version: w3 [2)
serialMurber @ Ox3ffad51457 1desndbadsfoasaadraral
signature (shaWithRSAENCryption)
issuer: rdnSequence [@)
validity
subject: rdnSequence (0)
subjectPublickeyInto
P algorithm (rsabhcryption)
Faddirng: @
sybjectPublicKey: 3082010802820101002747230ebb 7400234975530 D50cd 30, . .

g == ==

ssl-rsp-certificate

Certificate response message of a SSL negotiation from the server.

Additional Details

None

Context Capture
This context matches the text highlighted in yellow.

w Secure Sockets Layar
= TLSvl Fecord Layer: Handshake Protoccol: Certiticate
Cortent Type: Handshake (22)
version: TLS 1.0 (0xD301)
Length: 4304
= Handshake Protocol: Certificate
Handshake Type: certificate (11)
Length: 4300
Certificates Length: 4297
w certificates (4297 bytes)
Certificate Length: 1540
b Certificate [id-at-commonhame=wwws.mint.com,id-st-organizationalUnitMame=Tachnology Cperations
certificate Langth: 1512
I Certificate [1d-at-commorMame=YeriSign Class 2 Extended Validation SSL CA,1d-at-ocrganizational
Certificate Length: 1235
Focertificate [id-at-commorMame=veriSign Class 3 Public Primary Certification ,id-at-organizatio
P TLSvl Record Layer: Handshake Protocol: Server Hello Done

ssl-rsp-protocol-payload
The payload of an SSL response.
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Context Capture

v TLSvl Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x@301)
Length: 53
» Handshake Protocol: Server Hello
¥ TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.0 (@x0301)
Length: 758
» Handshake Protocol: Certificate
¥ TLSv1 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 4
» Handshake Protocol: Server Hello Done

ssl-rsp-server-hello

Server hello message of a SSL negotiation.

Additional Details

None

Context Capture
This context provides the text highlighted in yellow.

= Secure Sockets Layer
= TLSvl Record Layer: Handshake Protocol: Server Hello
Content Typs: Handshake (22}
Version: TLS 1.0 (Ox0301)
Length: 74
= Handshake Protocol: server Hello
Handshake Type: Server Hello [2)

Length: 70
Version: TLS 1.0 (Ox0301)
= Random

gmt_unix_time: Jan 14, 1991 01:24:51. 000000000 FST

random_bytes: c57009a36995830383efo08d43e210fbe 45441 772899804741, | .
Session ID Length: 32
Session ID: 61194743978f 78cd07946b7ee342ac720610bd 74T 4c838506. . .
Cipher Suite: TLS RSA WITH RC4 128 MDS (0x0004)
Compression Method: null (0)

tcp-context-free

The entire payload of a TCP packet.

Additional Details
Available only on PAN-OS 10.0 or later.

Custom Application IDs and Signatures 90 ©2024 Palo Alto Networks, Inc.



Custom Application and Threat Signatures

e Using this context is not recommended and results in severe performance degradation.

e Upon upgrade to PAN-OS 10.2 and later, PA-220 and PA-800 appliances support a
maximum pattern length of 64 characters.

Context Capture
TCP payload (329 bytes)

v Hypertext Transfer Protocol
> POST /_search?pretty HTTP/1.1\r\n
Host: ffutKcgCAQJs:920@\r\n
User—Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1)\r
Accept: *x/%\r\n
Content-Type: application/json; charset=UTF-8\r\n
Connection: keep-alive\r\n
p Content-Length: 102\r\n
\r\n
Full request URI: http://ffutKcgCAQJs:9200/ search?prett
[HTTP request 1/1]
File Data: 102 bytes
» JavaScript Object Notation: application/json

telnet-reqg-client-data

All telnet data for traffic originating from the client.

Additional Details

None
Context Capture
This context matches the text highlighted in yellow.

¥ Telnet
Data: show system info

telnet-rsp-server-data

All telnet data for traffic originating from the server.

Additional Details

None

Context Capture
This context matches the text highlighted in yellow.
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= Telnet
Data:
Data: hostrame: PA-ADE0- 2 rin
Data: 1p-sddress: 10.2.132.144\r\n
Data: netmask: 255.255,0.04r4\n
Data: default-gateway: L0.2.0.1%r%\n
Data: ipvE-address: 2001:438:0:12:225:90ff:fel3:840/64, r\n
Data: ipvE-link-local- address: feg0: :205:00ff:fel3: 840784, ry\n
Data: 1pws-detault-gateway: \rin

udp-context-free

The entire payload of a UDP packet.

Additional Details
Available only on PAN-QOS 10.0 or later.

e Using this context is not recommended and results in severe performance degradation.

e Upon upgrade to PAN-OS 10.2 and later, PA-220 and PA-800 appliances support a
maximum pattern length of 64 characters.

Context Capture

» User Datagram Protocol, Src Port: 1261, Dst Port: 5060
v Session Initiation Protocol (INVITE)

» Request-Line: INVITE sip:200@127.9.@.1 SIP/2.0@

> Message Header

» Message Body

unknown-reqg-tcp-payload

Full TCP payload for unknown TCP traffic originating from the client.

Additional Details

None

Context Capture
This context matches the text highlighted in yellow.

P Transmission Control Protoccl, Src Port: 19041 (19041) Dst Port: SS5520 [S5S5E9], Seq: 99, Ack: 12, Len: 940
7 Dats (940 bytes)

Dats: ooodoaseefraraceslades2a2050412d 202036202d320d0a. | .

[Length: 24a]

unknown-rsp-tcp-payload

Full TCP payload for unknown TCP traffic originating from the server.

Additional Details

None
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Context Capture

This context matches the text highlighted in yellow.

[ Tranemission Contrel Preteccl, Src Port: 10041 (19041) Det Port: 55580 [S5G5EQ), Seq: 99, Ack: 18, Len: 940
w Data (940 bytes)

Dats: oondoasssf7avdaesslsdes232050412d342036202d320d0a. . .
[Length: 24o]

unknown-req-udp-payload
Full UDP payload for unknown UDP traffic originating from the “client”, which is the initiator of
UDP communications.
Additional Details

None

Context Capture
This context matches the text highlighted in yellow.

P User Datagram Protocol, Src Port: 31565 (31565), Dst Port: 29902 (29902)
= Data (91 bytes)
Data: Sc93babaddbde29c9alf216fdss5df 1063f dddf 84fbeDa25e, | .

unknown-rsp-udp-payload
Full UDP payload for unknown UDP traffic originating from the “server”, which is opposite the
“client”.
Additional Details

None

Context Capture

This context matches the text highlighted in yellow.
P User Datagram Protocol, Src Port: 18442 (18442), Dst Port: 24761 (24751
< Data (160 bytss)

Data: bz2772f2d50ae822f0asf 8ckboc76c4boen7s360da6ebanzl. ..
[Length: 160]

Integer Contexts

Integer Contexts are a type of custom signature context. They are used for equality operators:
less than, greater than, and equal to. They are available for custom IPS signatures, but not custom
application signatures.

e dnp3-reqg-func-code

e dnp3-reqg-object-type
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e dns-rsp-tcp-over-dns

e dns-rsp-txt-found

e ftp-reqg-params-len

e http-reqg-connect-method

e http-req-content-length

e http-req-cookie-length

e http-req-header-length

e http-reg-host-ipv4-address-found
e http-reg-host-ipvé6-address-found
e http-req-dst-port

e http-req-param-length

e http-req-no-host-header

e http-reg-no-version-string-small-pkt
e http-reg-simple-request

e http-req-uri-path-length

e http-req-uri-tilde-count-num

e http-rsp-code

e http-rsp-content-length

e http-rsp-total-headers-len

e iccp-reg-func-code

o ike-reg-payload-type

e jke-rsp-payload-type

e ike-req-payload-length

e jke-rsp-payload-length

e ike-version

e imap-reg-cmd-param-len

e imap-reg-first-param-len

e imap-reqg-param-len-from-second
e irc-req-protocol-payload

e irc-rsp-protocol-payload

e open-vpn-reqg-protocol-payload
e pfcp-reg-msg-type

e pfcp-rsp-msg-type

e smtp-reqg-helo-argument-length
e smtp-req-mail-argument-length

e smtp-req-rcpt-argument-length
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e sctp-req-ppid

e ssl-reqg-client-hello-ext-type
e ssl-reqg-client-hello-missing-sni
e ssl-rsp-version

e stun-reqg-attr-type

e panav-rsp-zip-compression-ratio

dnp3-reqg-func-code

DNP3 Application Layer request and response headers contain function codes. The function
codes include read, write, select, operate, and direct_operate. The dnp3-reqg-func-code context
identifies these function codes which are 1 byte in length.

Additional Details

None

Context Capture

In this example, the function code ‘Select’ has hex value 0x03. In the custom application, a decimal
equivalent of 3 will have to be defined.

Frame 4: 89 bytes on wire (712 bits), 59 bytes captured (712 bits)
Ethernet II, Src: Woonsang_@4:85:86 (91:02:93:84:85:85), Dst: @6:25:94:@3:02:81 (@6:85:04:@3:02:81)
Internet Protocol Version 4, Src: 127.8.9.1, Dst: 127.8.0.1
Transmission Control Protocol, Src Port: 64825 (64825), Dst Port: 20080 (20283), Seq: 2, Ack: 2, Len: 35
Distributed Network Protocol 3.8
» Data LLink Layer, Len: 26, From: 4, To: 3, DIR, PAM, UnconTirmed User Data
» Transport Control: @=xcl, Final, First(FIR, FIN, Sequence 1}
» Applicaticm data chunks
v Applicaticm Layer: (FIR, FIN, Seguence 1, Select}
» Application Control: @xcl, First, Final(FIR, FIN, Seguence 1)
v SELECT Regquest Data Objects
v Object(s): Control Relay Output Block {(0bj:12, Var:#1] [8x8c81), 1 point
¢ Qualifier Field, Prefix: 2-0ctet Indexing, Code: 16=bit Single Field Quantity
» Mumber of Items: 1
» Point Wumber 1 [Latch On] [MUL)

4 Y TYY¥YY

BPEE CL B3 9C 9L 28 91 28 @1 o9 93 81 ©4 98 9@ 29 o9 vanslees saitauad
f018  AG @B a8 aa

dnp3-reqg-object-type

This context can be used to identify group and variation objects in the DNP3 library.
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Additional Details
The dnp3-reg-object-type context is a 2-byte hex value.

Context Capture
In this case, the hex is 0x0c01 and the custom application will take a decimal value of 3073.

Frame 4: 89 bytes on wire (712 bits), 89 bytes captured (712 bits)
Ethernet II, Src: PaloAlto_81:18:28 {(@@:1b:17:81:18:28), Dst: Dell_1@:f8:f1 (@B:1c:23:18:F8: 1)
Internet Protocol Version 4, Src: 10.16.8.233, Dst: 18.1.4.8
Transmissien Comtrol Pretoesl, Sre Pert: 18287 (18287), DSt Port: 2P@@8 (20088), Seq: 21041055442, Ack: 1772038245, Len: 35
Distributed Network Protocol 3.4
» Data Link Layer, Len: 26, From: 1, To: 1824, DIR, PRM, Unconfirmed User Data
Transport Control: @xce, Final, First{FIR, FIN, Sequence 14}
Application data chunks
Application Layer: {FIR, FIN, Sequence 1€, Direct Operate)
» Mpplication Control: @xca, First, Final{FIR, FIN, Seguence 18)
Function Code: Direct Operate {@x85)
v DIRECT OPERATE Request Data Objects
¥ Object(s): Control Relay Owtput Block (0bj:12, Var:01) (8x@c@1), 1 point
¥ Qualifier Field, Frefix: Z-Dctet Indexing, Code: 16-bit Single Field Quantity
L8018 .... = Index Prefix: 2-Octet Indexing (2)
vees 1BB8 = Qualifier Code: 16-bit Single Field OQuantity (8)
» Mumber of Ttems: 1
» Point Kurber @ [Latch Onl [NUL]

4drvwvwvw

ATY

2008 ca 95 @c @1 28 P1 Q0 B2 ©9 282 01 B 93 28 09 cB
20l¢ B3 2@ @9 29

dns-rsp-tcp-over-dns

Checks multiple conditions of a DNS response to detect TCP-over-DNS.

Additional Details
If conditions indicating TCP-over-DNS are detected, the dns-rsp-tcp-over-dns field is set to 1.

Context Capture

» User Datagram Protecel, Src Pert: 53 (330, Dst Port: 65498 (63459)

¥ Demain Naki Systew | rasponse)

[Remest Tn: 11

[Tima: 2.712467088 ceconds]

Tramsaction ID¢ @xllic

Flags: @uE188 Standard query response, Mo error

Questions: 1

Angwer ARE: 1

Authority RRs: &

Additicenal RRs: @

v Queries

¥  [truncated)|6ed4@111ce3000bda SAME0637 76 T361 6ETA105760606461777320505665 . 72T I60676e20362011 2037 36307 1500002436 170707 2606 76ATAZ0 286320 . 2011 I03AI0 20LdEI6ITI6 T

Name: 6ed48111ce3002n0a540606 37261 TIEMGETA2A5 7606 E46 T T773 20505665 72736 0EF G PA362e311e3T36383] SoBddad36 1 TR TS TI606 TART 478206329, JA3T 303039204 06963T26TT361
[Name Length: 225]

[Lebel Comnt: 8] L ] [ ] Wiresnar - Foliow UVOF Stream (udg.stream eq 4] © dns-H
Typei THT [Text strings) (16}
Class: IN [exboB1) i ——; <Em849111¢+3R02h085 400617261735 16674205760 REAE 177715 R5EE5 T2
o R 73656 16820362631 2637363031 SBIR4 361 70797 2636 76T 4 20206 129<2032 IA 3033 ZBM0G95
- s IFIEITIEFEETAIONG r?msr?m?marsemoze,usm:mess?sm?s.o
b [truneated]edsd111ee 2002600 SAS508326 36 FEETA 20516060 B46F7713208b8668 3 O ORI RTH R HETERT ST Lot e L ———
- 769(:645mmasmmdzvmsfarzmzez1zumcﬁmsnﬂnea-ﬁﬁr?n?smssraa?qzﬂ
POBAR BR TR T8 69 5B @0 BQ 1 17 '.I.= a8 @0 4% A FEEIH=08323 6 T2TAEFTIE1TEE 1602020340, 416k 2
Dol b1 3 8 55 11 42 81 1a ba 28 11 oc 81 o8 b0 &1 pRsmebuiE
el = e o e e 2 e e DOVANE1Z34: AOGO: €0 s s vaa s vsa s slhes BITDALLLCEDG 300
Bosp 5 33 38 39 32 62 39 Bl 35 34 64 36 39 35 33 37 e3I002bUa S4dROEIT
BELE 32 30 66 37 33 36 66 36 36 37 34 32 3@ 35 37 30 26673606 G74205V0 1 ehont gy, T s, THen
Bk MM AN BN M M dehm B s nsareecs S m—
[ -
BeBR 33 36 3F 65 33 31 32 B5 33 37 33 36 33 39 33 11 362e31Te I7IEAN e B srowcamas ascn B svem o

dns-rsp-txt-found

Checks the Answer section of a DNS response, and checks if the Type field is set to TXT.

Additional Details

None
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Context Capture
In this case, set the dns-rsp-text-found to 1 if TXT has to be identified as the DNS Type field.

» User Datagram Protocol, Src Port: 53 (53), Dst Port: Be (8@)
v Domain Name System (response)
Transaction ID: @x48c5
» Flags: @xB1B0 Standard query response, Mo error
Questions: 1
Answer RRs: 1
Authority RRs: 2
Additional RRs: 1
» Queries
v Answers

v txt4@3.gamesreality.com: type TXT, class IN

Name: txt483.gamesreality.com
Type: TXT (Text strings) (16)
Class: IN (@xe@el)

Time to live: 2808

Data length: 39@9

ftp-req-params-len

Length of the arguments to an FTP command, not including the command itself.

Additional Details

None

Context Capture

This context provides the length of the text highlighted.This context can use FTP command and
FTP vendor ID qualifiers to limit signatures to specific FTP commands and known FTP clients.

~ File Transfer Protocol (FTP)
= SIZE testl2245\r\n
Request command: SIZE
Request arg: testl2345

http-req-connect-method
Identifies the connect method used for the http-request. If the connect method is used, then the
value of this context is set to 1.
Additional Details

None
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Context Capture
This context provides the highlighted text.

v Hypertext Transfer Protocol
» [Expert Info (Warning/Security): Unencrypted HTTP protocol detected over encrypted port, could indicate a dangerous misconfiguration.]
v
» [Expert Info (Chat/Sequence): CONNECT www. [« & &% com:80 HTTP/1.1\r\n]
Request Method: CONNECT
Request URI: www. =" com:80
Request Version: HTTP/1.1
Host: www.l =il com:8@\r\n
<Host: www. ! a8 B com:8@\r\n>
User-Agent: 'frmsegs poegems [ femmepe me [ ——
<User-Agent: fms sy (m: s [ 5 em——— W p— ] o p—
Proxy-Connection: keep-alive\r\n

http-reqg-content-length
Content length of a HTTP request.

Additional Details

None

Context Capture
This context provides the integer highlighted in yellow.

-
-
b [Expert Info (Chat/Sequence): POST fblog/wp-admin/admin-ajax.php HTTR/1.1\ryn]
Request Method: POST
Reguest URI: /blog/wp-admin/admin-ajax.php
Reguest Version: HTTR/L.1
Host: thelegendofrandom. comyriyn
Conmection: keep-alive\ryn
= Content-Length: 321\r\n
[Content length: 321]

http-req-cookie-length
Identifies the Cookie header in an HTTP request header, and detects the number of bytes in the
cookie string.
Additional Details

None
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Context Capture

L
Ve

Hosts 29.29.2,168%rWn

H:Er-ﬁnﬁn‘t Hi lllu."-l- G [cnlﬂatlhl: MEIE 9.8b; JIm.I:—USIﬁ Obs idise lllTF.I.IETEI:I."l ﬂr".n

" o a3 qid T i 1L £
[ ummmquqnnupu.: rlﬁul‘.l'fplBPl:ElH'UBq'ngJuLl:th t'flhEmﬂDq'l'l}l.HlEFHZl:ﬂ
" |_'rrun|:al:ld||:naul| nubpbqu:L-nmnummumqnﬂqqnaLupu.mmdrp-np.:smuaq-,]uuL.:hFuu.lth]xanmz:n-uEuhrﬁntzq:crﬂnEp.mmu:FHzm
¢ Content-Length: B\rin
LAt
[Full reguest URL: hots: /28, 20, 2, 168 /men
[ETE S U Trw——" . 1 |
UITH de bd 40 51 43 45 52 69 Sa 73 40 4T 48 €7 ac 49 mexDEERL ZubGHgLL
BTER B1 TO 5F 75 6d 77 43 58 61 Ac T BT 63 66 77 5B ayRuma(T alpgctel
11G0 49 B4 62 88 BA 65 &% 54 43 51 47 &6 4c 4f 58 43 IdbhaefT COGFLOPC
da 47 45 B9 77 Sa 41 63 70 52 40 6c 65 47 56 47 JBElLTAc yRTLeGWO
41 &6 T3 37 47 4c 44 T3 Bl Ta Gc &9 &d 39 52 G5 AFyRGLDy azlIsYRe
71 41 fe TE AB TH 41 45 de A7 Gb 49 43 T1 63 da  gAnvEDAK HGKMCQed
75 &4 4 B5 76 B2 4B 67 4d 45 Be 43 Sa 4d 75 A uDLewbHg HEnCZMup
' Sa BT 61 72 da 42 se &c Ba 58 T1 6T T3 89 fe 7T BgeriBWL jMggsine
7B OEG & B3 45 71 75 61 6B de 51 &4 52 47 57 47 pf HIDRWG
4c 55 45 79 64 48 6T TE 54 56 54 4c 35 42 4b 46 LUIpdgu TVTLYDEF
Gd 75 T1 BB 70 66 T 61 T8 61 43 6B G dd 40 4T sugkyfra xaChIMIG
43 45 52 de 4d 52 56 41 Ta 49 GB &4 T3 E5 41 4d CEDNMRND zIhMselM

http-req-dst-port
Identifies and detects the destination port for an HTTP request.

Additional Details

None

Context Capture
This context provides the highlighted text.

» Ethernet II, Src: PaloAlto_01:10:20 (00:1b:17:01:10:20), Dst: Dell_10:f8:f1 (0@:1c:23:10:f8:f1)
» Internet Protocol Version 4, Src: 10.3.9.28, Dst: 10.3.10.196
v Transmission Control Protocol, Src Port: 64792, Dst Port: 8530, Seq: 3256818827, Ack: 2941955442, Len: 396
Source Port: 64792
<Source or Destination Port: 64792>
<Source or Destination Port: 8530@>
[Stream index: @]
[TCP Segment Len: 396]
Sequence number: 3256818827
[Next sequence number: 3256819223]
Acknowledgment number: 2941955442
9101 .... = Header Length: 2@ bytes (5)

http-req-header-length
Length of a HTTP request header, excluding method, path, and HTTP version.

Additional Details

None

Context Capture

Qualifiers: This context can use HTTP header field and HTTP method qualifiers to limit signatures
to HTTP headers with specific values for select header fields and for specific HTTP methods.
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-

e e
Host: thelegendofrandom.comyrin
Connection: keep-alive\rin

[ Content-Length: 321vryn
origin: http://thelegendofrandom. comyrin
Uzer-Agent: Mozillas5.0 (Macintosh; Intel Mac OS X 10 8 4) ApplewebKit/S537.36 (KHTML, Llike Gecko)
Content-type: application/x-www-form-urlencodadyrin
Accept: */*\ryn
rRaferar: http://thelegendofrandom.com/blog/\ryn
Accept-Encoding: gzip,deflate,sdchyriyn
Accept-Language: en-US,en;q=0.8\r\n
Cookie: slimstat_tracking_code=303072.6d7eabf09c5ab247dbo80cS6004556T \rin

http-req-param-length
Length of the URL query string.

Additional Details

None

Context Capture
This context provides the length of the text highlighted in yellow (everything after the ‘?’).

-
b GET /blog/wp-admin/images /wordpress-Logo. png? ver 20120215
Host: thelegendofrandom.comyryn
Connection: keep-aliveyryn
Accept: image/webp,*/*;g=0.8\r\n
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 ¥ 10_B_4) fpplewWebkit/537.36 (KHTML, like Gecko) Chrome
Referer: hittp://thelegendofrandem.com/blogwp- Logan. phpirin
Accept-Encoding: gzip,deflate, sdehyryn
Accept-Language: en-US,en;qg=0.8\vryn
Cookie: slimstat_tracking_cede=303072.6d7eathf0ocieb247dbo80c 56004556 ; wordpress_test_cookie=WP+Cockie+
WEYA
[Full request URL: http://thelegendofrandom.com/blog/wp- admin/images fwordpress- Logo. pngtver=20120216]

http-req-no-host-header
If this field is set to 1, an HTTP request with no host header has been found.

Additional Details

None

Context Capture

You can compare the topmost detected request to the normal request directly below it.
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¥
User-Agent: curl/7.47.8%r\n
Accept: =/#\r\n
Arivn
You can compare the example above to a normal request:
¥

Host: www.example.com'rin
User-Agent: curl/7.47.8\r\n
Accept: =/#\r\n

wrin

http-reqg-no-version-string-small-pkt

If this field is set to 1, an HTTP request that is less than 50 bytes and is missing the HTTP version
string "HTTP/x.y" has been found.

Additional Details

None

Context Capture

You can compare the topmost detected request to the normal request directly below it.

Host: 192.168.56.101\r\n
Connection: keep-alive\rin
Upgrade-Insecure-Requests: 1hvr\n

User-Agent: Mozilla/5.8 (Macintosh; Inmtel Mac 05 X 18_12_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/60.0.3112.90 Saf
hccept: text/html,application/xhtml+xml,application/xml;q=0.9, image /webp, image/apng,=/*;q=@.8\r\n

Accept=Encoding: gzip, deflate\rin

Accept-Language: en-US,en;q=0.8,ja;q=0.6\r\n

\rym

http-req-simple-request
If this field is set to 1, an HTTP simple request missing the HTTP version string "HTTP/x.y" has
been found.
Additional Details

None

Context Capture

You can compare the topmost detected request to the normal request directly below it.
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Host: 192.168.56.101\r\n

Connection: keep-alivewrin

Upgrade-Insecure-Requests: 1\vrin

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac OS5 X 18_12_6) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/608.8,3112.98 Saf
hccept: text/html,application/xhtml+xml,application/xml;q=@.9,image/webp, image/apng,=/*;q=0.8\r\n

Accept-Encoding: gzip, deflate\ri\n

Accept-Language: en-US,en;q=0.8,ja:q=0.6\r\n

\rym

http-req-uri-path-length
Length of the URI path, not including the query string (up to and including the '?").

Additional Details

None

Context Capture

Qualifiers: This context can use the HTTP method to limit signatures in HTTP headers with
specific HTTP methods.

-
I BT /bleg/wp- admin/images /wordpress- Laga. png?

Hast: thelegendafrandom. com\ryn

Connection: keep-alive\r\n

Accept: imagefwebp, *0% g=0.8vr\n

Usar- Agent: Mozillass.a [Ha:intn:h; Intel Mac OS5 X ll'_‘l_S_-d-:I ﬁ.ppl eWebkit /537,36 [KHTHL, like Gecka) Chrome
Rafarar; http:/ thelagendsf random. com/blog/we- Login. phpyrin

Aceept-Encoding: gzip,deflate, sdehyriyn

Accept-Language: en-LS,enjg=0.Byryn

Coakie: slimstat_tracking code=303072. 6d7eadbf 00c 5eb247db 580 56004556f : wordpress test_cookle=WPs+Cookie+
Arin

[Full reguest URL: http://thelegendaf random. consblog, wp- admin/inages fwordp ress- logs. prg?ve r=20120216)

http-req-uri-tilde-count-num
Number of "~" characters in the path (same path that http-reqg-uri-path provides).

Additional Details

None

Context Capture
The encoded characters below are included in this context.

Qualifiers: This context can use the HTTP method qualifier to limit signatures to HTTP headers
with specific HTTP methods.
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%3A
%u003A
%u0S89
%Uu2236
%ul0TE
%u0303
%u223C
%uFFSE

® & & & & & & @

http-rsp-code

The number corresponding to the HTTP response code.

Additional Details

None

Context Capture
This context provides the integer highlighted in yellow.

-
~ HITR/LLL, 200
b [Expert Info (Chat/Sequence): HTTR/1.1 200 OK\rin]
Request Version: HTITR/1.1
Status Code: 200
Response Phrase: OK
X-DB-Timeout: 1204r\n
Pragma: no-cacheyrn
Cache-Contrel: ne-cacheyryn
Content-Type: text/plainirin
Date: Mon, 22 Jul 2013 23:18:55 GMTLr\n
[ Content-Length: 154ryn

http-rsp-content-length
Content length of a HTTP response.

Additional Details

None

Context Capture
This context provides the integer highlighted in yellow.
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-
=
I+ [Expert Info (Chat/Sequence): HTTP/1.1 200 OK\ryn]
Request Version: HTTR/1.1
Status Code: 200
Response Phrasae: 0K
X-DB-Timeout: 120%ryn
Pragma: no-cachelriyn
Cacha-Control: no-cache\ryn
Content-Type: text/plainirin
Date: Mon, 22 Jul 2013 23:18:55 GMTYryn
[ Content-Length: 1Syryn

http-rsp-total-headers-len
Length of the HTTP response headers, not including the HTTP status banner.

Additional Details

None

Context Capture
This context provides the content-length of the text highlighted in yellow.

-
-
P [Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]
Request Version: HITR/1.1
Status Code: 200
Response Phrase: OK
X-DB-Timeout: 120%r\n
Pragma: no-cache\r\n
Cache-Control: no-cacheyryn
Content-Type: text/plainirin
Date: Mon, 22 Jul 2013 23:18:55 GMT\r\n
P Content-Length: 15\r\n

iccp-req-func-code

ICCP function codes such as read, write, identify, and rename can be identified using the iccp-reqg-
func-code context.

Additional Details

This context identifies the 1-byte function code value. In this case, the read function code has
a hex value of Oxa4 and the corresponding decimal value is 164, which has to be entered while
creating the custom application.
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Context Capture

TPKT, Version: 3, Length: 5&

IS0 8327=1 OS5I Session Protocol
ISD B327-1 OSI Session Protocol

4 ¥ ¥ ¥ ¥ ¥ ¥ VYFIEYVY

MM
» confirmed-RequestPDU
invokeID: 1

I50 8823 051 Presentation Protocol

IS0 BB73/X.224 COTP Connection-Oriented Transpart Protocol

Frame 12: 184 bytes on wire (832 bits), 184 bytes captured (B32 bits)

Ethernet II, Src: PaloAlto_@1:18:2@ (@@:1b:17:01:108:2@), Dst: Dell_1B:TB:71 (BB:lc:23:18:78:11)
Internet Protocol Version 4, Src: 19.16.8.233, Dst: 19.1.4.8
Trensmission Control Protocel, Src Port: 63427 (63427), Dst Port: 182 (182), Seq: 3256819859, Ack: 2941955683, Len: 5@

v confirmedServiceRequest: read (4)

v read

» variableAccessSpecificatn: listOfVariable (@)
» ListOfvariable: 1 item

17 81
a2 &f
1d 73
a2
ag le

=
i

@50
9068

YEBEIEES
BRI EE
ARHEIZY
HEs2lEE
LRUEEEE
EERERE
SEZEnEE
FE32585

ike-req-payload-type

14
da
af
]
ad

af 88 ad

208 98 o
18 @@ e
5a ae 13
fa 808 @1
lc @82 al
54 41 53

a5
Ba
=1
L)
a1
45

Indicates the IKE payload type (identified by the Next payload entry) following the header in the

requester’s IKE message.

Additional Details

None

Context Capture

This context matches the text highlighted in yellow.

¥ Internet Security Association and Key Management Protocol
Initiator SPI: 86973c9ad7lclBec
Responder SPI: 2£02000020200000

Next payload: Security Association (1)

Version: 1.0

Exchange type: Aggressive (4)

Flags: ©@x@e

Message ID: @x@e00p00e

Length: 8@5

v Payload: Security Association (1)
Next payload: Key Exchange (4)

Reserved: 00

Payload length: 556

Domain of interpretation: IPSEC (1)

Situation: eoeseael
Payload: Proposal (2) # 1
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ike-rsp-payload-type

Indicates the IKE payload type (identified by the Next payload entry) following the header in the
responder’s IKE message.

Additional Details

None

Context Capture
This context matches the text highlighted in yellow.

¥ Internet Security Association and Key Management Protocol

Initiator SPI: 9@20008088000000

Responder SPI: 2000000000000000

Next payload: Notification (11)

Version: 1.8

Exchange type: Informational (5)

Flags: @x@e

Message ID: @xfb8c726e

Length: 4@

¥ Payload: Notification (11)

Next payload: NONE / No Next Payload (@)
Reserved: @@
Payload length: 12
Domain of interpretation: ISAKMP (@)

ike-reg-payload-length

Indicates the length of a single payload entry contained inside of the requester’s IKE packet,
which itself may contain multiple payloads.

Additional Details

None

Context Capture
This context matches the text highlighted in yellow.
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Length: 372
* Payload: Security Association (1)
Next payload: Key Exchange (4)
Reserved: @@
Payload length: 6@
Domain of interpretation: IPSEC (1)
Situation: @eeesoel
Payload: Proposal (2) # 1
¥ Payload: Key Exchange (4)
Next payload: Nonce (1@)
Reserved: 00
Payload length: 132
Key Exchange Data: a72dBa5c26eeab336cc383aba79f8b5a93fb1l8def591besl..
Payload: Nonce (18)

ike-rsp-payload-length

Indicates the length of a single payload entry contained inside of the responder’s IKE packet,
which itself may contain multiple payloads.

Additional Details

None

Context Capture

This context matches the text highlighted in yellow.

¥ Internet Security Association and Key Management Protocol

Initiator SPI: ©000002000000000

Responder SPI: BP800000000000000

Next payload: Notification (11)

Version: 1.0

Exchange type: Informational (5)

Flags: ©x@@

Message ID: @xfbB8c726e

Length: 4@

¥ Payload: Notification (11)

Next payload: NONE / No Next Payload (@)
Reserved: 0@
Payload length: 12
Domain of interpretation: ISAKMP (@)

ike-version

Indicates the version of the IKE protocol used in the exchange.

Additional Details

None
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Context Capture
This context matches the text highlighted in yellow.

Frame 4: 226 bytes on wire (1808 bits), 226 bytes captured (1888 bits)
Ethernet II, Src: Fortinet_3c:11:5d (@8:5b:Be:3c:11:5d), Dst: PaloAlto_85:Be:18 (b4:0c:25:85:Be:18)
Internet Protocol Version 6, Src: 2003:51:6012::4, Dst: 2003:51:6012::2
User Datagram Protocol, Src Port: 588, Dst Port: 508
Internet Security Association and Key Management Protocol

Initiator SPI: 63¢268011254b771

Responder SPI: 850b3al845f947cc

Next payload: Key Exchange (4)
» Version: 1.0

Exchange type: Identity Protection (Main Mode) (2)
» Flags: @x00

Message ID: 8x@00e0000

Length: 164
» Payload: Key Exchange (4)
» Payload: Nonce (10)

4 rvvwvyy

imap-req-cmd-param-len

Total length of all parameters of an IMAP command.

Additional Details

None

Context Capture
This context provides the length of the text highlighted in yellow.

Qualifiers: This context can use the IMAP command qualifier to limit signatures to specific IMAP
commands.

= Internet Message Access Protocol
¥ Line: LOGIN root vpnl23\r\n
Request Tag: LOGIN
Request: root vpnl23

imap-req-first-param-len

Length of the first parameter of an IMAP command.

Additional Details

None

Context Capture
This context provides the length of the text highlighted in yellow.

Qualifiers: This context can use the IMAP command qualifier to limit signatures to specific IMAP
commands.
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v Internet Message Access Protocol
= Line: LOGIN root wvpnl23\rin
Request Tag: LOGIN
Request: root vpnl23

imap-req-param-len-from-second

Total length of all parameters of an IMAP command, not including the first.

Additional Details

None

Context Capture
This context provides the length of the text highlighted in yellow

This context can use the IMAP command qualifier to limit signatures to specific IMAP commands.

= Internet Message Access Protocol
= Line: LOGIN root vpnl23\r\n
Request Tag: LOGIN
Request: root vpnl23

irc-req-protocol-payload
The payloads of the prefix, commands, and parameters of an IRC request. Does not cover the
entire payload.

Context Capture
This context covers the sections called out in red.

2lay Chat

: CAP LS
and: CAP
and parameters
arameter:| LS

irc-rsp-protocol-payload
The payloads of the prefix, commands, and parameters of an IRC response. Does not cover the
entire payload.

Context Capture

This context covers the sections called out in red.
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¥ Internet Relay Chat

v Response: :2=p” = P rCrwsdece TPy L. 0rg/DWGS MODE #spunet +1 58
Prefix:| WA ** Wl 1, %= *** | WP 0. 0rg/DWGS
Command: MODE

v Command parameters
Parameter: #spunet
Parametery +1
Parameter: 58

open-vpn-req-protocol-payload
The payload of an OpenVPN request.

Context Capture

¥ OpenVPN Protocol

v Type: 0x31 [opcode/key_id]
0011 0... = Opcode: P_DATA_V1 (0x06)
tiws 2001 = Key ID: 1

v Data (52 bytes)
Data: ff8849511f2a61998e26828502b215def7c7dd@df3c3119a..

pfcp-reqg-msg-type

Indicates the PFCP message type value in the requester’s Packet Forwarding Control Protocol
(PFCP) message header.

Additional Details

None

Context Capture
This context matches the highlighted text.

Internet Protocol Version 4, Src: 192,168.65.23, Dst: 192.168.165.14
User Datagram Protocol, Src Port: 8805, Dst Port: 8805
Packet Forwarding Control Protocol

Flags: 0x20

Message Type: PFCP Association Setup Request (5)

Length: 21

Sequence Number: 1

Spare: @

Node ID : IPv4 address: 192.168.65.23

Recovery Time Stamp : May 26, 2020 21:36:46.000000000 UTC

Response In: 2

pfcp-rsp-msg-type
Indicates the PFCP message type value in the responder’s Packet Forwarding Control Protocol
(PFCP) message header.
Additional Details

None
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Context Capture
This context matches the highlighted text.

Internet Protocol Version 4, Src: 192.168.165.14, Dst: 192.168.65.23
User Datagram Protocol, Src Port: 8805, Dst Port: 88@5
Packet Forwarding Control Protocol

Flags: @x2@

Message Type: PFCP Association Setup Response (6)

Length: 32

Sequence Number: 1

Spare: @

Node ID : IPv4 address: 192.168.165.14

Cause : Request accepted(success)

Recovery Time Stamp : May 26, 2020 21:36:46.000000000 UTC
UP Function Features :

Response To: 1
[Response Time: 0.002180000 seconds]

smtp-req-helo-argument-length
Length of the argument to the SMTP “HELO” command.

Additional Details

None

Context Capture
This context provides the length of the text highlighted in yellow.

= Simple Mail Transfer Protocol
= Command Line: HELO relay.example.org\rin
Command: HELO
Request parameter: relay.example.org

smtp-reg-mail-argument-length
Length of the argument to the SMTP “MAIL FROM” command.

Additional Details

None

Context Capture
This context provides the length of the text highlighted in yellow.

= Simple Mail Transfer Protocol
= Command Line: MAIL FROM: Martin@pan.com\rin
Command: MAIL
Request parameter: FROM: Martin@pan.com
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smtp-req-rcpt-argument-length
Length of the argument to the SMTP “RCPT TO” command.

Additional Details

None

Context Capture

This context provides the length of the text highlighted in yellow.

< Simple Mail Transfer Protocol
< Command Line: RCPT TO: Jason@pan.com\rin
Command: RCPT
Request parameter: TO: Jason@pan.com

sctp-req-ppid
This context matches an SCTP Payload Protocol Identifier (PPID).

Additional Details

A PPID is a 32-bit unsigned integer value that represents an application (upper layer) specified
protocol identifier. It identifies the type of information being carried in a SCTP DATA chunk.

Context Capture

» Frame 1: 138 bytes on wire (1184 bits]), 138 bytes captured (1184 bits)
» Ethernet II, Src: ACC_4a:0@:35 (08:00:03:42:00:35), Dst: TattileS @0:5e:46 (90:a0:80:00:5¢:46)
» Internet Protocol Version 4, Src: 10.28.6.43, Dst: 18.28.6.44
v Stream Control Transmission Protocol, Src Port: 16384 (16384}, Dst Port: 2044 (2044)
Seurce port: 16384
Destination port: 2944
Verification tag: @x@@@lGTeéa
[Assocation index: 8]
Checksum: @xG6db@1882 (not verified)
v DATA chunk{ordered, complete segment, TSN: 671236833, SID: @, S5N: 41148, PPID: 7, payload length: 75 bytes)
» Chunk type: DATA (@)
» Chunk flags: @x@3
Chunk length: 91
¢ Transmission segquence number: 671236933
Stream identifier: 0x0000
Stream sequence number: 41149
Payload protocol identifier: H.248/MEGACD (7)
Chunk padding: &7
» MEGACD

) B0 ad BR @@ Se 40 @2 A0 93 d4a 0D 35 OB 0@ 45 @0 ....°F.. . D.5..E
18 @8 Fc 14 1c @0 @@ 3b B4 4da 54 Pa 1c @6 2b 8@ 1€  .fesasfe ITeaatun
G268 86 2c 49 @0 @b B0 98 @1 6 Ba 6d b 1B B2 08 @3 ., @..... 0.M....
232 @0 Sb 28 @2 43 45 00 00 af bd 0@ 0@ 2@ A7 4d 45 o[{«CEuv wunaasME

ssl-req-client-hello-ext-type

Detects the extension type listed in the TLS client hello message.

Additional Details

None
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Context Capture

This context provides the highlighted text, in this case, the encrypted Server Name extension
present in the TLS Client Hello message. To detect this extension, specify ssl-req-client-hello-ext-

type equals 65486.

R Al VAR S e R v

Extensions
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:

4 VYV VvV VVYVYVyYVYYVYYY

O L N [ Lo v

Length: 594
extended_master_secret (len=0)
renegotiation_info (len=1)
supported_groups (len=14)
ec_point_formats (len=2)
session_ticket (len=0)
application_layer_protocol_negotiation (len=14)
status_request (len=5)
key_share (len=107)
supported_versions (len=5)
signature_algorithms (len=24)
psk_key_exchange_modes (len=2)
encrypted_server_name (len=366)

Type: encrypted_server_name (65486)
Length: 366
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
» Key Share Entry: Group: x25519, Key Exchange length: 32
Record Digest Length: 32
Record Digest: ca6763cla@b429f6f7f9841al6cb119eb@@b9562775b979625cb8a9bff3dc297

ssl-reqg-client-hello-missing-sni

When this field is set to 1, an SSL client hello without the presence of an SNI (Server Name
Indication) entry during the SSL negotiation process, is detected.

Additional Details

None

Context Capture

The following SSL client hello examples show requests with and without an SNI, respectively.

With SNI Entry:
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~ Transport Layer Security
~ TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x83el)
Length: 299
~ Handshake Protocol: Client Helle

Handshake Type: Client Hello (1)
Length: 295
Version: TLS 1.2 (@x8383)
Random: c246dec2@e3753e95b00b371bebfl4ech529924945ad422440c21F22c64836d9
Session ID Length: 32
Session ID: bf6ccb2957258d6963d93960e78bb2845b12754Ta7a4254655695861478T0aa4
Cipher suites Length: 62
Cipher suites (31 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: l6@
Extension: server_name (len=17)

Type: server_name (@)

Length: 17
» Server Name Indication extension
Extension: ec_point_formats (len=4)
Extension: supported_groups (len=12)
Extension: session_ticket (len=8)
Extension: encrypt_then_mac (len=@)
Extension: extended_master_secret (len=08)
Extension: signature_algorithms (len=42)
Extension: supported_versions (len=5)

Without SNI Entry:

~ Transport Layer Security
~ TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (@x83e1)

Length: 278

~ Handshake Protocel: Client Hello
Handshake Type: Client Hello (1)
Length: 274

Version:

Random:

TLS 1.2 (@x@3083)

T78e38a07dchba75cdad98bebbalb8201923a486c82d33a52b63T7ac2a6@875d4

Session ID Length: 32

Session ID: 6fBcS@cedadcd4bS8efoeddacl338476Tbcabsc895Tee2E8cbc@3d777c@lec3b
Cipher Suites Length: 62

Cipher Suites (31 suites)

Compression Methods Length: 1

Compression Methods (1 method)

Extensions Length: 139

Extension: ec_point_formats (len=4)

Extension: supported_groups (len=12)
Extension: session_ticket (len=0)
Extension: encrypt_then_mac (len=@)

Extension: extended_master_secret (len=@)

Extension: signature_algorithms (len=42)
Extension: supported_versions (len=5)
Extension: psk_key exchange_modes (len=2)

Extension: key share (len=38)

ssl-rsp-version

Detects the SSL version listed in the SSL server hello handshake.

Additional Details

None
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Context Capture

» Frams 6: 200 bytes on wire (1608 bits), 288 bytes captured (1688 bits)
» Ethernet II, Src: CheckPoi_31:43:38 (@@:08:Be:31:43:30), Dst: Ciscolnc_S5di1B8:1a (@@:89:b6:5d:18:1a)
» Internet Protocol Version 4, Src: 134.154.194.28, Dst: 67.178.250.42
» Transmission Control Protocol, Src Port: 443 (443), Dst Port: 3103 (3183), Seq: 13408392748, Ack: 3065186964, Len: 146
v Secure Sockets Layer
v 55Lw3 Record Layer: Handshake Protocol: Serwver Hello
Content Type: Hamdshake (22)

Length: 74
» Handshake Protocol: Server Hello
» 55Lw3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
» 55Lv3 Record Layer: Handshake Protocol: Emcrypted Handshake Message

stun-reqg-attr-type

This context identifies the 2-byte attribute type value in STUN server requests and responses.

Additional Details

In this case, the hex is 0x0003 and the custom application will take a decimal equivalent value of
3.

Context Capture
» Frame 1: 7@ bytes on wire (568 bits), 78 bytes captured (5608 bits)
» Ethernet II, Src: Dell_f4:e9:b& (@@:14:22:f4:e9:b8), Dst: Metscreen_18:1e:d5 (@@:10:db:18:1e:d5)
» Internet Protocol Version 4, Src: 108.6.8.31, Dst: 64.8.27.226
# User Datagram Protocol, Src Port: 2566 (2566), Dst Port: 1376 (1376)
v Simple Traversal of UDPF Through NAT

Message Type: Binding Request (@xB@@l)

Message Length: 8x@8883

Message Transaction ID: @b599888432b00002954000028709000

¥ Attributes
v Attribute: CHANGE-REQUEST

Attribute Type: CHANGE-REQUEST (@8x@88@3)

Attribute Length: 4

sses sans snns aBas

Change IP: Not set
= Change Port: Not set

-
=
|

POEE @@ 18 db 18 le d5 00 14 22 f4 e9 b3 BB 88 45 @0 ,....00. "essesE.
ga16 @@ 38 3f 4d @0 88 BR 11 95 67 Ba @@ 88 1f 48 @@ .BM.... .g....@E.
0026 1b e2 9a 06 @5 60 0@ 24 e9 eb 90 @1 B0 88 Ob 59 ..... "if ssssana
8030 00 90 43 2b 00 B0 20 54 900 B0 28 70 00 0O B0 B3  ..C+.L)T L. lpeess

B040 @@ M4 OO GR GE OB 000000 Laaees

panav-rsp-zip-compression-ratio

This context detects the zip compression ratio of files downloaded over HTTP.

Additional Details

The data compression ratio compares the uncompressed size and the compressed size of a file.
This context can be used to identify a zip bomb or files with large data compression ratios.
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Context Capture
6133 13,2277 192.153,55.11 152.168.45.35 TP &5 39 = 45323 [S-'r'ﬂj MI] Seqed Ackel WineS192 Lened MSS=lS6@ WS=I5s 540 PERMsl
B19a 13, 2 2Ed) 192,168 4535 162 168.58 11 e 54 45325 o @8 [ACK] Legel Ackel Wisel3133E Lensd
I 6155 13, 220199 192,158, 45, 35 152,158, 55.11 HTTP 435 T "I:_IE-I.! HTTR/1.1
B13E 13.263029 192.163.55. 01 192 168.45.35 TP 1544 [TCP segment of & reassesbled POU)
B197 13, 208817 182,188, 55,11 162 188, 4%, 3% =1 1514 [TCP segment of a reassembled POU]
6159 13, 208874 192,153,485, 35 192.168.55.11 TP 54 45323 = @8 [AIZH SegedBE Ack=ZIZL Win=1313ZB Lensd
B1%F 13.317537 192.163.55. 11 102 168.45.35 TP 1534 [TCP segment of a reassesbled POU)
GZER 13, 3eEEA 193.1488,.55.11 192,160, 4%. 35 TCF 1534 [TCP segment of s resssesbled POU)

+ Frase E195: 435 bytes on wire (3488 bEts), 435 bytes captured (3488 Bits) on Interface @
¢ Etherset 11, Src: Weware_sd:10:53 (88:90:56:a4:10:93), Out: Vewsrs_sd:d?:23 (00:8c: 30 0d:d7:23)
t Intermet Protocol Wersiom 4, Sror 192.168.4%.35, Dstr 192.168.55.11
© Transmissios Contrel Protecol, Se¢ Port: 45323 (45323}, Dst Port: BE (80],

: 1, Ack: 1, Lea: 381

. [Expert Infs [Chat/ieq
Request Method; GIT
Request URT: /riposb.zig

Armmad ETR LY 8

}: BET [riphesh_sip HTIBY1.1%#%n]

9 B0 Bg 29 od d7 T B9 R0 56 4 1B 53 0O B 45 B

Bl »5 Sb 1T 48 b 38 B6 90 BD <8 »E 2d IF O BB

A7 B bl @b 0@ 5B oS of S8 oB @7 4% BS A S0 1B

B 01 e7 16 B0 D A7 43 54 0 2f Te 09 TR 62 oF

248 6d 62 2e 7a 69 7B 28 48 54 54 58 2 31 2e 31 Bd

2050 B 48 6T 73 74 3p 28 31 39 32 2 31 36 3E e 35
i 35 3e 31 51 @d Ba 43 6F de G 65 B3 73 B0 AF Ge £.11..00 nnecticn
M Jm 7@ Gb 6% 65 TR 2d 61 6c 63 76 G5 Bd A 35 7O 7 kmep-s live..Up
8 67 7T Gl 64 65 2d 49 b 73 65 63 75 72 65 Id 52  grade-Im secure-R
W 65 TL 75 65 73 T4 73 3a 28 X1 @d Ba 55 T 85 T2  eguesti: 1. Lker
P 3d 40 87 % da T4 Ja 20 Ad BF Ta B9 fc Bc 81 3F -Agwnt:  Morillal

Context Qualifiers

Qualifiers lessen the chance of false positives by restricting the locations where the firewall

can find a given pattern. In other words, a signature matches only when the firewall detects the
pattern inside a specific qualifier, which corresponds to a specific context. For example, you might
use the http-method qualifier to specify that a http-req-uri-path pattern matters when found
inside a HTTP GET method.

-
P 8ET /blog/wp-admin/images wordprass- Loga.prg?

Host: thelegendofrandom.comyrin

Connection: keap-aliveirin

Accept: 1mage/webp,®/#;q=0.8r\n

Ibser-fgent: Mozilla/S.0 [Macintosh; Intel Mac OS5 ® LO_B_4) AppleWwebkits537.36 [KHTML, like Geckol Chroms
Faferar: http://thelegendofrandom. com/blog wp- Llogin. phpyryn

Accept-Enceding: gzip,deflate,sdchyryn

Accept-Language: en-US,=n;g=0084rn

Cockie: slimstat_tracking code=303072, 6d72s8bf 00c Deb247db0B0cSED0AE5ET ; wordpress_test_cookie=WP+Cookiet
il

[Full reguest LRI:= http://thelegendof random. com/blogfwp- admn/imanes /wordpress- Lago . png*wer=20120216]

FTP Command Qualifiers
FTP Vendor ID Qualifiers
HTTP Header Field Qualifiers
HTTP Method Qualifiers
IMAP Command Qualifiers
RTSP Method Qualifiers
SMTP Method Qualifiers

FTP Command Qualifiers

FTP command qualifiers can be added to custom signatures that use FTP-related contexts to limit
a match condition to specific FTP commands.
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ABOR ACCT ALLO APPE AUTH CDUP CWD
DELE EHLO ERPT HELO LIST MDTM MKD
MODE NLIST OPTS PASS PASV PBSZ PORT
PWD QUIT REIN REST RETR RMD RNFR
RNTO SITE SIZE SMNT STAT STOR STOU
STRU SYST TEST TYPE UNKNOWN- UNLOCK USER
COMMAND
XCRC XMD5 XSHA1

FTP Vendor ID Qualifiers

FTP vendor ID qualifiers can be added to custom signatures that use FTP-related contexts to limit
a match condition to specific FTP clients.

CEASERFTP EASY_FILE_SHARINNG_ETIPA_FTP FREEFTPD MICROSOFTFTPNETTERM
PROFTPD SERV_U UNKNOWN_FTPVSERVER WARFTPD WS_FTP
WUFTP

HTTP Header Field Qualifiers

HTTP header field qualifiers can be added to custom signatures that use HTTP-related contexts to
limit a match condition to HTTP headers that have specific values for select header fields.

ACCEPT_LANG

UAGEHORIZATIC

DILONTENT_ENC

GIONGENT_LEN

GIEINTENT_TYP

EHOST

IF_MOD_SINCE

SUBSCRIBE_HE

RTRANSFER_ENC(

CODIKGOWN_HI

DR_FORWARD_F

OR

HTTP Method Qualifiers

HTTP method qualifiers can be added to custom signatures that use HTTP-related contexts to
limit a match condition to HTTP headers that use specific HTTP methods.

BCOPY BDELETE BITS_POST | BMOVE BPROPFIND | BROPPATCH CCM_POST
CONNECT | COPY DELETE GET HEAD LINK LOCK
MCKCOL MOVE NOTIFY OPTIONS POLL POST PROPFIND
PROPPATCH PROXY_SUCCE3ST RPC_CONNECSEARCH SMS_POST | SOURCE
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SUBSCRIBE

TRACE

TRACK

UNKNOWN_MEVHOR

UNLOCK

UNSUBSCRIBE

IMAP Command Qualifiers

IMAP command qualifiers can be added to custom signatures that use IMAP-related contexts to
limit a match condition to specific IMAP commands.

APPEND AUTHENTICATEAPABILITY | CHECK CLOSE COPY CREATE
DELETE EXAMINE EXPUNGE FETCH FIND IDLE LIST
LOGIN LSUB NOOP RENAME SEARCH SELECT STARTTLS
STATUS SUBSCRIBE | UNKNOWN_CONSVBSITRIBE

RTSP Method Qualifie

rs

RTSP method qualifiers can be added to custom signatures that use RTSP-related contexts to limit
a match condition to specific RTSP methods.

ANNOUNCES DESCRIBE GET_PARAMETER | OPTIONS PAUSE
PLAY RECORD REDIRECT SET_PARAMETER | SETUP
SETUP_PARAMETERTEAR_DOWN UNKNOWN_METHOD

SMTP Method Qualifiers

SMTP method qualifiers can be added to custom signatures that use SMTP-related contexts to
limit a match condition to specific SMTP methods.

AUTH BDAT DATA EHLO HELO MAIL QUIT
RCPT RSET SAML SEND SOML STARTTLS UNKNOWN_CMD
USER VRFY XEXCH50 XEXPS XLINK2STATEXTELLMAIL
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TECHDOCS

IPS Signature Converter Plugin for
Panorama

Snort and Suricata are open-source intrusion prevention system (IPS) tools that use uniquely
formatted rules to detect threats. The IPS Signature Converter enables you to leverage these
rules for immediate threat protection by translating the IPS signatures into custom Palo Alto
Networks threat signatures. You can then register the signatures on Palo Alto Networks firewalls
in specified device groups and enforce policy using Vulnerability Protection and Anti-Spyware
Security Profiles.

Additionally, you can export rules that list IP address indicators of compromise (IOC) and use the
resultant text file as an external dynamic list to enforce policy on the entries contained in the list.

e About the IPS Signature Converter Plugin

e Convert Rules Using the Panorama Web Interface
e Convert Rules Using the Panorama CLI

e Convert Rules Using the Panorama XML API

¢ Install the IPS Signature Converter Plugin

e CLI Quick Start

e Troubleshooting the IPS Signature Converter
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IPS Signature Converter Plugin for Panorama

About the IPS Signature Converter Plugin

The IPS Signature Converter plugin for Panorama provides an automated solution for converting
rules from a third-party intrusion prevention system (IPS)—Snort or Suricata—into custom Palo
Alto Networks threat signatures. You can then register these custom signatures on firewalls that
belong to device groups you specify and use the signatures to enforce policy in Vulnerability
Protection and Anti-Spyware Security Profiles.

Snort and Suricata are open-source IPS tools that use uniquely formatted rules to detect threats.
Organizations that share threat intelligence often distribute security advisories with these rules

to help you implement the appropriate protections on your firewall. The IPS Signature Converter
plugin enables you to immediately act upon these advisories and protect your network against any
threats you receive in Snort or Suricata format.

After you install the IPS Signature Converter plugin on Panorama, you can upload rules for
conversion and import them to your device groups. You can also export rules containing
indicators of compromise (IOC) to a text file that you can use as an external dynamic list to
enforce policy on the entries contained in the list.
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Convert Rules Using the Panorama Web Interface

After you install the intrusion prevention system (IPS) signature converter plugin, you can use it to
translate Snort and Suricata rules into custom Palo Alto Networks threat signatures. You can then
register the custom signatures on Palo Alto Networks firewalls that belong to device groups that
you specify and use these customer signatures in your Vulnerability Protection and Anti-Spyware
Security Profiles.

Additionally, you can export rules that list IP address indicators of compromise (IOC) and use the
resultant text file as an external dynamic list to enforce policy on the entries contained in the list.

The following example uses this Snort rule:

alert tcp any any -> any any (msg:"Malformed UA"; content:"User-
Agent: Mozillar/"; depth:500; sid:99999999;)

STEP 1| Select Panorama > IPS Signature Converter > Manage.

STEP 2| Upload Signatures.

STEP 3| Select one of two methods for uploading your rules:

e Browse to and select a text file.

You cannot convert binary file types, such as .pdf or .docx.

e Paste the rules directly into the text box.

You can upload only 300 rules at a time for conversion.

Upload Signatures @ X
Upload
a file.
OR
Or paste
into the
text box.

m canee

STEP 4| Click OK.

Your signatures will populate at least one of the following tabs: Succeeded, Succeeded with
Warnings, Failed, Duplicates, or Existing Coverage.
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STEP 5| (Optional) Export rules to an indicator of compromise (IOC) list.

Panorama converts a rule that does not contain the keywords content or PCRE into an
IOC List. Export IOC List to group these rules into a text file that you can use as an external

dynamic list for your Security policy rules.
1. Select Export I0OC List.
A dialog displays any rules that converted as IOC List.

= | myList

Export 1OC List @ x
We have 4 10C lists in total

@ LNE# NAME DETAILS

| v K] 10C List 3 I

v IOC List 4 Show

[~ IR E 10C List 1 Show

M 12 10C List 2 I

2. Select the rules that you want to export.

3. Enter the name of the file to which you want to export your rules.
4. Click OK.
The exported text file will appear in your downloads folder.
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STEP 6| Commit converted signatures to Panorama.
1. Select the signatures you want to upload.

I:‘ LINE # -~ NAME DETAILS

a1 Malformed_UA_99999999 Sho

2. Import Custom Signatures.
3. Select a Device Group from the drop-down.

Select Shared to make the signatures available to all device groups.

4. Under the Destination column, select whether to commit the signatures as Vulnerability
or Spyware.

5. Click OK.
6. In the top right of the screen, select B and Commit to Panorama.
7. Verify that you successfully committed your signatures.

1. Select Objects > Custom Objects.

2. Select either Spyware or Vulnerability, depending on how you categorized your
signatures in the previous step.

ips
q8 m-200 JASHBOARD ~ ACC  MONITOR PO OBJECTS

O name THREAT 1D LocaTIoN SEVERITY BIRECTION DEFAULT ACTION COMMENT

O ™al d_UA_99999... | 1600° test_group informational client2serve alert.

[Of

zrability
(@ URL Category
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STEP 7| Push the signatures to managed firewalls.

The firewalls must be running PAN-QOS 10.0 or a later release with an active Threat
Prevention license.

STEP 8| Test your signatures on a firewall in the device group to which you pushed the signatures.
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Convert Rules Using the Panorama CLI

In addition to the web interface, you can use the command-line interface (CLI) to convert Snort
and Suricata rules into custom PAN-OS threat signatures. This example uses the following Snort
rule:

alert tcp $HOME NET 2589 -> $EXTERNAL NET any ( msg:"MALWARE-BACKDOOR
- Dagger 1.4.0"; flow:to client,established; content:"2|00 00 00

06 00 00 00|Drives|24 00|",depth 16; metadata:ruleset community;
classtype:misc-activity; sid:105; rev:14; )

You can not convert rule files through the CLI. If you want to convert a file with multiple rules in
it, use the Panorama web interface.

The CLI Quick Start contains additional CLI commands.
STEP 1| Encode the rule in Base64 format.

You can do this using a free, browser-based tool (example).

° Before encoding the rule, ensure there are no line breaks. Otherwise, the line breaks
are encoded and cause the rule conversion in the subsequent step to fail.

STEP 2| Convert the encoded rule:

admin@demo-panorama-vm> request plugins ips-signature-converter
convert b64-encode <bhase64_encoded rule>

LINE# TITLE RESULT TYPE CONVERTER MSG
1 Converted MALWARE- Succeed Plain None
BACKDOOR -

Dagger 1.4.0 105

Summary: Total:1l, Succeed:1, Warnings:0, Existing Coverage:0,
Duplicated:0, Failed:0

STEP 3| (Optional) Change the signature type.

If your signature is for protection against spyware, you can set the type as spyware
so that Panorama imports it as an Anti-Spyware signature. Otherwise, rules convert as
vulnerability by default.

admin@demo-panorama-vm> request plugins ips-signature-converter
set-properties signature-type <vulnerability/spyware>
lines <line number>

LINE# TITLE SIG TYPE ACTION
SEVERITY

1 Converted MALWARE-BACKDOOR - spyware alert
low

Dagger 1.4.0 105
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STEP 4| Import the signature to Panorama:

admin@demo-panorama-vm> request plugins ips-signature-
converter import-custom-signatures device-group <device_group>
lines <line_number>

LINE# TITLE THREAT ID STATUS DETAIL
1 Converted MALWARE-BACKDOOR - 16002 Success Import
Succeeded

Dagger 1.4.0 105

@ If you do not specify a device-group, Panorama imports the signature to the
Shared location.

STEP 5| Commit your changes to Panorama:

admin@demo-panorama-vm# commit

Commit job 707 is in progress. Use Ctrl+C to return to command
prompt

.0 .23%.59%80%....... 90%..... 100%

Configuration committed successfully

STEP 6| Push the signatures to a device group:

@demo-panorama-vm> commit-all shared-policy device-
group <device_group>

Job enqueued with jobid 709
709

STEP 7| Login to a firewall in the device group that you specified in the previous step to verify that
the push succeeded:

admin@PA-3220# show threats <vulnerability/spyware> <threat_id>

spyware {
16002 {
signature {
standard {
ips converted pattern {
and-condition {
"And Condition 1" {
or-condition {
"Or Condition 1" {
operator {
pattern-match {
pattern "2\x00 00 00 06 00 00 00\xDrives\x24
00\x";
context tcp-context-free;
negate no;
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}
}
}
}
}

order-free no;
scope session;
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Convert Rules Using the Panorama XML API

The Panorama XML API enables you to convert Snort and Suricata, open-source intrusion
prevention system (IPS) rules to custom Palo Alto Networks threat signatures. You can then use

the XML API to import the custom rules as Vulnerability Protection and Anti-Spyware Security
profiles.

Because the PAN-OS® XML API uses a tree of XML nodes, you must specify the correct type and
action in your API request along with the XPath Node Selection. See Explore the API to learn how
to construct XML requests.

You can not convert rule files through the CLI. If you want to convert a file with multiple rules in
it, use the Panorama web interface.

STEP 1| Convert Snort or Suricata policy rules to Base64 URL encoded format.
You can use a free, browser-based tool (example.
This example uses the following Snort rule:

alert tcp $HOME_NET any -> $EXTERNAL_NET any (msg:"ET CHAT Yahoo IM conference
message"; flow: to_server,established; content:"YMSG"; nocase; depth: 4; content:"|00
1D|"; offset: 10; depth: 2; reference:url,doc.emergingthreats.net/2001258; classtype:policy-
violation; sid:2001258; rev:7; metadata:created_at 2010_07_30, updated_at 2010_07_30;)

STEP 2| Make a request to convert the rule to a custom PAN-OS threat signature.

curl -X POST 'https://
<firewall>/api/?key=

key&type=op&cmd=<request><plugins><ips-signature-
converter><convert><b64-encode>

YWx1cnQgdGNwICRITO1FX05FVCBhbnkgLT4gJEVYVEVSTKF
MXO05FVCBhbnkgKG1zZz0iRVQgQOhBVCBZYWh
vbyBJITSBjb25mZXJ1bmN1IG11c3NhZ2UiOyBmbhG930iBOb192zZXJ2ZXIs
ZXNOYWIsaXNoZWQ7IGNvbnR1bnQ6I11INUOciOyBub2Nhc2U7IGR1cHRoO
1A00yBjb250ZW500iJ8MDAgMURSI jsgh2Zmc2V00iAxMDsgZGVwdGg

6IDI7IHI1ZmVyZW5jZTplcmwsZG9jLmVtZXInaW5ndGhyZWFOCcy5uZXQuMjAwM
TI10DsgY2xhc3N0eXB10nBvbGljeS12aW9sYXRph247IHNpZDoyMDAX

MjU40yByZXY6NzsgbWVOYWRhdGE6Y3J1YXRLZF9hdCAyMDEwXzA3XzMwLCB1cGRh
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dGVkKX2FOIDIwWMTBfMDdfMzA7KQ==</b64-encode></convert></ips-
signature-converter></plugins></request>’

The response contains details about the rules (see previous details for more information):

<response status="success">
<result>
<result>
<status>pass</status>
<msg>
<convert-result>
<extra-msg></extra-msg>
<failed-count>0/1</failed-count>
<failed></failed>

<duplicated-count>0/1</duplicated-
count>

<duplicated></duplicated>
<skipped-count>0/1</skipped-count>
<skipped></skipped>
<warned-count>1/1</warned-count>
<warned>
<entry name="1">
<type>plain</type>

<sig type>vulnerability</
sig type>

<line>1l</line>

<title>Converted ET CHAT Yahoo
IM conference message 2001258</title>
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<action>alert</action>
<severity>low</severity>
<info>

<entry name="0">

<msg>[performance impact] use of tcp-context-free (YMSG)</msg>

<start offset>127</
start offset>

<end offset>131</
end offset>

</entry>
</info>
</entry>
</warned>
<succeed-count>0/1</succeed-count>
<succeed></succeed>
</convert-result>
</msg>
</result>
</result>

</response>

STEP 3| Set the properties for rules that you converted.
Use the line number of a converted rule and set the properties. For example:
o Type set to spyware.
e Action when detected set to alert.

e Severity set to low.

curl -X POST 'https://
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<firewall>/api/?
type=op&key=LUFRPTO&cmd=<request><plugins><ips-signature-
converter><set-properties><default-action>alert</default-
action><lines>1l</lines><severity>low</severity><signature-
type>spyware</signature-type></set-properties></ips-signature-
converter></plugins></request>'

The resulting success message:

<response status="success">
<result>
<result>
<status>pass</status>
<msg>
<set-properties-result>
<entry name="1">
<line>1l</line>
<sig type>spyware</sig type>
<action>alert</action>
<severity>low</severity>
<status>success</status>
</entry>
</set-properties-result>
</msg>
</result>
</result>

</response>
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STEP 4| (Optional) View the results of the converted rules.

The following request results in output that displays all successfully converted rules and the
properties associated with each.

curl-X GET ‘https://
<firewall>/api/?type=op&key=apikey&cmd=<show><plugins><ips-

signature-converter><results></results></ips-signature-converter></
plugins></show>

The resulting success message:

<response status="success">
<result>
<result>
<status>pass</status>
<mSg>
<line>1l</line>
<status>warned</status>
<rule>alert tcp $HOME NET any -
> $EXTERNAL NET any (msg:"ET CHAT Yahoo IM conference
message"; flow: to server,established; content:"YMSG";
nocase; depth: 4; content:"|00 1D|"; offset: 10; depth: 2;
reference:url,doc.emergingthreats.net/2001258; classtype:policy-
violation; sid:2001258; rev:7; metadata:created at 2010 07 30,
updated at 2010 07 30;)</rule>
<type>plain</type>
<sig type>spyware</sig type>

<title>Converted ET CHAT Yahoo IM conference
message 2001258</title>

<action>alert</action>

<severity>low</severity>
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<perf score>10</perf score>
<perf level>high</perf level>
<info>

<entry name="0">

<msg>[performance impact] use of
tcp-context-free (YMSG)</msg>

<start offset>127</start offset>
<end offset>131</end offset>
</entry>
</info>
<signatures>
<entry name="0">
<context>
<!
[CDATA[<entry><signature><standard><entry
name="ips converted pattern"><and-condition><entry name="And
Condition 1"><or-condition><entry name="0r Condition
1"><operator><pattern-match><pattern>YMSG</pattern><context>tcp-
context-free</context><negate>no</negate></pattern-match>
</operator>
</entry>
</or-condition>
</entry><entry name="And Condition 2"><or-
condition><entry name="0r Condition 1"><operator><pattern-
match><pattern>\x00 1D\x</pattern><context>tcp-context-free</
context><negate>no</negate></pattern-match>
</operator>
</entry>
</or-condition>

</entry>

</and-condition><order-free>no</order-
free><scope>session</scope></entry>

</standard>
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</signature><default-action><alert/></default-

action><reference><member>doc.emergingthreats.net/2001258</
member><member>Score: 10</member><member>Impact:

high</member><member>Reason: use of tcp-context-free</
member></reference><threatname>Converted ET CHAT Yahoo IM

conference message 2001258</threatname><severity>low</
severity><direction>client2server</direction><affected-
host><server>yes</server></affected-host>

STEP 5| Import the Spyware or Vulnerability rule to your device groups to use in a custom object.

Using the line number of a successfully converted rule, send a request that imports the rule to
the shared device group.

curl-X GET ‘https://
<firewall>/api/?key=

key&type=op&cmd=<request><plugins><ips-signature-
converter><import-custom-sig><lines>

1</lines></import-custom-sig></ips-signature-converter></
plugins></request>

The resulting success message using line one provides an ID number you can use to find the
profile in the web interface.

<response status="success">
<result>

<result>
<status>pass</status>

<mSg>

<import-result>

<entry name="1">
<line>1l</line>
<sid>42556</sid>

<status>success</status>
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<msg>command succeeded</msg>
</entry>

</import-result>

</msg>

</result>

</result>

</response>
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Install the IPS Signature Converter Plugin

To convert intrusion prevention system (IPS) rules to custom PAN—OS® threat signatures,
download and install the IPS Signature Converter on Panorama™.

If you have a Panorama high availability (HA) configuration, repeat the installation process on each
Panorama peer. When you install the plugin on Panorama peers in an HA pair, install the plugin on
the passive peer first and then on the active peer. After you install the plugin on the passive peer,
that peer will transition to a non-functional state. When you install the plugin on the active peer,
the passive peer will return to a functional state.

Before you install the plugin, ensure that you have the correct version requirements and the latest
Applications and Threats content updates.

STEP 1| Select Panorama > Plugins.

STEP 2| Enter ips_signature_converter in the search bar.
STEP 3| Refresh ([2)) to retrieve the latest updates.

STEP 4| Download (ACTIONS column) the plugin.

STEP 5| Select the version of the plugin that you want to install.

STEP 6| Install the plugin (ACTIONS column).
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CLI Quick Start

See the list of basic commands below for the intrusion prevention system (IPS) Signature
Converter plugin on Panorama™. For more information about how to use the command line
interface (CLI), see how to Get Started with the CLI.

To do this... Start here...

Convert, import, check
performance impact, and request plugins ips-signature-converter

configure the properties of
signatures

Set the type, default action,
or severity of a signature request plugins ips-signature-converter set-
properties <line numbers>

View information about
your converted signatures show plugins ips-signature-converter

Delete all signatures (does
not delete signatures that clear plugins ips-signature-converter all

you imported to Panorama)
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Troubleshooting the IPS Signature Converter

If your rules fail to convert, use the following command in the Panorama command-line interface
(CLI) to see a detailed summary of the failure:

admin@M-200-49> tail follow yes lines 1 plugins-log
plugin ips signature converter.log

The output consists of a list of the logs for each rule and a final summary of the status of their
conversion.
Rule Logs

The output first lists the logs for each rule that you submitted for conversion. Each log contains
the following fields.

Field Values

Line The line number of the rule.

result e True—The rule converted successfully.

e False—The rule failed to convert.

type e normal—The rule contains a pattern to
search packet payloads.

e edl—The ruleis a list of suspect URLs, IP
addresses, or domains.

hash A unique identifier for each rule that
successfully converted. This output is None if
conversion failed.

msg Details about a signature with a result of
failed orwarned.

Summary

After listing the logs for each rule, the output displays a summary of the conversion results.

Field The number of rules that...

Total Were submitted for conversion.

Succeed Converted successfully.
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Field The number of rules that...

Warned Converted successfully but contain minor
syntax errors or that pose a risk, such as high
performance impact or false-positive rate.

Skipped Converted successfully and share a common
vulnerabilities and exposures (CVE) identifier
with a signature that already exists in the Palo
Alto Networks Threat Vault.

Duplicated Were repeated in the submission.

Failed Failed to convert.
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