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Document summary

This guide details the mobile app deployment feature that helps admins easily install the ADSelfService

Plus mabile app in end users' devices.

ADSelfService Plus mobile app deployment

What is the mobile app deployment feature?

ADSelfService Plus' mobile app helps users reset passwords and unlock accounts on the go. To simplify
ADSelfService Plus installation on iOS devices, you can use the mobile app deployment feature that
allows administrators to deploy mobile push management (MPM) profiles in users' devices. Once the
MPM profile is installed, the administrator can remotely install and configure the iOS mobile app.

The mobile app deployment feature also allows you to:

1. Test drive the app deployment in up to 10 mobile devices using the trial mode.

2. Set up a scheduler to automatically send email notifications asking users to install the

mobile push management profile.
3. Set up a scheduler to automatically install the mobile apps on MPM-configured devices.
4, Set up a scheduler to automatically update the status of app installation in each device.

5. Use the same access URL configured in the ADSelfService Plus installation for mobile apps

by pushing the server settings from the product.

Note:
O Toinstall the ADSelfService Plus app in more than ten devices, you need to complete Apple Push

Notification Service (APNs) configuration.

O If you are already using an MPM or MDM provider, you need not install it again. Visit this section for steps

on installing the app using your existing MPM/MDM.
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Step 1: Trial mode configuration

Prerequisite

O Allow outbound connections to creator.zoho.com: If you're using the trial mode, please create a

firewall rule to allow outbound connections to creator.zoho.com.

Configuration steps
O Open ADSelfService Plus and go to Configuration > Administrative Tools > Mobile App Deployment.

O To register for the trial mode, select Click here to register displayed at the top.

Mobile App Deployment ¥ APNs Configuration W Schedule Now
& We are offering a trial version of the Mobile App Deployment feature to easily deploy ADSelfService Plus app to users’ mobile devices.
Grciick here to register.
Select Domain: | cojrzenjice v Add OUs / Groups
All Users Configured Devices
* 4 “ < chowing: 1-220f22 ? » 25w

Configuration status

. User Name & Email ID a Status v Last Notified T
Administrator - - - Not Configured
adssp - Not Configured
appuserl - - - Not Configured

O Enter the ADSelfService Plus Server details, which includes the protocol, hostname/IP, port number, your
name, and email domain name of your organization (the domain name comes after @ in your corporate
email account). Completing this step will allow the mobile users to remotely access the

ADSelfService Plus server.

O Afterfilling in these details, click Register.

www.adselfserviceplus.com
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Step 2: APNs configuration

For APNs configuration, you must generate a certificate signing request (CSR), get the CSR signed by

ManageEngine, and then submit the signed property list (PLIST) file to the Apple Push Certificate Portal.

Prerequisite

1. Enable HTTPS: Ensure that you've enabled HTTPS and applied a valid CA-signed SSL certificate
in ADSelfService Plus.

2. Update connection settings: The product’s self-signed certificate that was generated before build 5602
is not compatible with the Mobile App Deployment feature. If you're using such a certificate, update
ADSelfService Plus to the latest build, and then navigate to the Connection Settings, and click Save to

generate a compatible self-signed certificate.

3. Open up access to the APNs Server: In the machine where ADSelfService Plus is installed, add a firewall
rule allowing connection to gateway.push.apple.com:2195 and feedback.push.apple.com:2196 so that

the product can communicate with the APNs Server.

Generating the PLIST file
1. Open ADSelfService Plus and go to Configuration > Administrative Tools > Mobile App Deployment.

2. Click the APNs Con figuration button on the top right corner.

3. Now, ADSelfService Plus will auto-generate a certificate signing request (CSR) and create a PLIST file
based on the SSL certificate you've applied in the product. You can find the generated PLIST file
(VendorSignedCSR.plist) in this folder: <install directory>\MPM\Certificates. If, for some reason, the
PLIST file is not automatically created, you'll be asked to contact ManageEngine support. In this case,

the ManageEngine support team will send the PLIST file to your email.
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- + CSR has been successfully signed and the file can be found at %
Mobile App Deployment - APNs Ce.... imlhi:\n-r i e € Back
1 Generating CSR 2 Getting CSR signed by ManageEngine (£} Getting APNs Certificate from Apple

Steps 1. The PLIST file from Auto CSR Signing can be found at " <install-dir>\MPM\Certificates\VendorSignedCSR.plist”
2. Upload the plist obtained from ManageEngine to the Apple Push Notification Portal and download the APNs Certificate. Know more
3. Upload the APNs Certificate below.

'Upload APNs Certificate ‘ - Browse File -

“Enter the Corporate Apple ID used while creating APNs ‘ ‘ @
certificate.

Generating the PEM file
4. Go to the Apple Push Certificates Portal.

5. Signin to the portal using your personal or corporate Apple ID. The Apple ID you entered here will be

used to renew the APNs certificate, so we strongly recommend using your corporate Apple ID.

6. Inthe Get Started page, click Create a Certificate.
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7. Inthe Terms of Use page, check the box next to | have read and agree to these terms and

conditions, and click Accept.

8. In the Create a New Push Certificate page, click Choose File, and select the PLIST (plist_encoded) file

that was generated by ADSelfService Plus or emailed by our support team. Click Upload.

9. A new push certificate (MDM _ Zoho Corporation_Certificate.pem) will be generated.

Click Download, and save the file.

www.adselfserviceplus.com
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Upload the PEM file to the product

10. Now, switch back to the Mobile App Deployment page in ADSelfService Plus.
11. Click Browse, and upload the APNs certificate.
12. Enter the corporate Apple ID you used while creating the APNs certificate.

13. Click Upload Certificate.

Mobile App Deployment - APNs Configuration 2 < Back
1 Generating CSR 2 Getting CSR signed by ManageEngine Getting APNs Certificate from Apple

Steps 1. The PLIST file from Auto CSR Signing can be found at "<install-dir>\MPM\Certificates\VendorSignedCSR.plist”
2. Upload the plist obtained from ManageEngine to the Apple Push Notification Portal and download the APNs Certificate. Know maore
3. Upload the APNs Certificate below.

* Upload APNs Certificate MDM_ Zoho Corparation_Certil
“Enter the Corpaorate Apple ID used while creating APNs @
certificate.
Back

14. You have now successfully completed the MPM configuration. You can use the Renew APNs

option to renew APNs certificates before they expire.

www.adselfserviceplus.com
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Apple Push Certificate generated Successfully

Mobile App Deployment - APNs Configuration & € Back

1 Generating CSR 2 Getting CSR signed by ManageEngine 3  Getting APNs Certificate from Apple

Congratulations
MPM has been successfully configured. You can now start managing your devices here

APNs Certificate Details Renew APNs
Certificate Common Name(CN) : APSP:7679c346-6b9c-4cdf-ad89-17ebl63a2le?
Certificate UID : com.apple.mgmt.External.7679c346-6b9c-4cd4f-ad89-17eb163a21e7
Certificate Creation Date : Today 04:02 PM
Certificate Expiration Date : 2020/02/13 04:02 PM
Apple Email ID ; vaishnavdevi.s@gmail.com
Note If the APNs certificate is expired, then all the devices that were previously enrolled will have to be re-enrolled.

1f you want to re-configure/reset APNs, click here.

How to renew the APNs

The APNs certificates sent by Apple expire after one year. Once expired, all the mobile devices that were
previously enrolled will be unenrolled, and you will have to re-enroll them once you renew the APNs
certificate. Follow the steps below to renew APNs certificates before they expire, and avoid the hassle of

re-enrolling all your devices:

O Click Renew APNs. A new PLIST file is generated under the folder: <install-dir>\
ADSelfService Plus\MPM\Certificates\renew.

O Login to the Apple Push Certificate Portal, click Renew, and upload the PLIST file to generate a PEM file.
Download the generated PEM file.

O Now switch back to ADSelfService Plus, and Upload the downloaded PEM file.

Note: If you ever change the SSL certificate used in ADSelfService Plus or the context path used in the access URL,
you need to redo the steps starting at Step 2: APNs configuration for the mobile app deployment feature to

continue working. Use the reset option available in the Note section to reconfigure APNs settings.
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Step 3: Installing the MDM profile

If you want to move out of trial mode or if your APNs configuration is complete, a mobile device

management (MDM) profile must be installed in users’ mobile devices. Only then will you be able to

install the ADSelfService Plus app remotely using the Mobile App Deployment option.

Notify users to install MPM profiles in their devices

1.

7.

Open ADSelfService Plus and go to Configuration > Administrative Tools > Mobile App Deployment.
Select a domain from the Select Domain drop-down menu.

Click Add OUs/Groups if you want to select specific users.

All the users from the selected OUs and groups in the domain will be displayed under the All Users tab.
Select the desired users by checking the box beside their usernames.

Click Send Notification.

Users will receive an email containing the registration link. If you're configuring the trial mode of mobile
app deployment, then a one-time password (OTP) will be sent along with the registration link. The browser

will ask for this OTP in the following step as well when users open the registration link.

www.adselfserviceplus.com
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Profile Installation Notification for your iOS Device v A X
g & & - ~
P Wed, 13 Feb 2019 5:28:45 PM +0530
@ T
Tags @
Security @ Plain Learn more
Dear

Thisis a request for enrolling your i0S mobile device with ADSelfService Plus. This will allow the IT Team to easily push/install apps you need for
your work and configure certain settings to ensure your mobile devices security.Use only Safari web browser to open this link in your mobile.

Link to register your device: https: /m/mDeviceEnrollment
Learn how to enroll : https:) 'help/user-guide/how-to-install-mdm-profile.htrm

8. Users need to open the link in a Safari browser to install the profile and successfully

enroll their devices for MDM.

Note:
i) The link must be opened in a Safari browser only.

ii) The ADSelfService Plus server should be accessible to the i0OS devices during profile installation.

www.adselfserviceplus.com
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Step 4: Installing the ADSelfService Plus app

O Mobile devices in which the profile has been successfully installed will appear under

the Configured Devices tab.
O Select the devices in which you want to install the ADSelfService Plus app, and click Install.

O Click Update Status to get details on the status of app installation in configured devices.

It will take some time before the status is updated.

O Click the Status column to view the devices based on app installation status. You can choose from:

installed, not installed, uninstalled, queued, cancelled, failed, and all.

Setting up schedulers to automate profile and
app installation

You don't have to manually notify new users to install the MDM profile or install the app in end users'
new devices. You can automate the whole process by setting up schedulers to periodically check for new
users and devices. Follow the steps below to configure the schedulers:

O Open ADSelfService Plus and go to Configuration > Administrative Tools > Mobile App Deployment.

O Click Schedule Now.

© You will be presented with three schedulers.

® Profile Registration Scheduler: Automatically send notifications to users asking

them to install the MDM profile.

® App Installation Scheduler: Automatically install the ADSelfService Plus app in

profile-installed devices.
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® App Installation Status Scheduler: Automatically update the status of app installations for each

device in the ADSelfService Plus web console.

O You can Enable/Disable schedulers.
O Click Edit, if you want to make any changes.
O Select the Domain. Click Add OUs/Groups link to further narrow down your selection.
Select the Scheduler Frequency to specify the frequency at which the scheduler should be run.

Click Save.
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ADSelfService Plus is an identity security solution to ensure secure and seamless access to enterprise resources and
establish a Zero Trust environment. With capabilities such as adaptive multi-factor authentication, single sign-on,
self-service password management, a password policy enhancer, remote work enablement and workforce self-

service, ADSelfService Plus provides your employees with secure, simple access to the resources they need.

ADSelfService Plus helps keep identity-based threats out, fast-tracks application onboarding, improves password

security, reduces help desk tickets and empowers remote workforces. For more information about ADSelfService
Plus, visit

S Get Quote * Download
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