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Setting up a reverse proxy for
ADSelfService Plus using Internet
Information Services (lIS)
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Document summary

This guide will walk you through the process of securely deploying ADSelfService Plus to remote users

using IIS as a reverse proxy server.

Prerequisites

Enter the reverse proxy server's IP address in the server.xml file under the installation directory using
these steps:
® Access the conf folder in the ADSelfService Plus installation directory (by default, C:\Program
Files\ManageEngine\conf).
® Open the server.xml file in the conf folder.
® Navigate to the below section:
<I--Valve className="org.apache.catalina.valves.RemotelpValve"
remotelpHeader="x-forwarded-for" proxiesHeader="x-forwarded-by"
requestAttributesEnabled="true" internalProxies="127\.0\.0\.1/0\: 0\:0\:O\: 0\: O\:O\:1"/->
® Uncomment the line, and add the <enter server name>* server's IP address as shown:
<Valve className="org.apache.catalina.valves.RemotelpValve"
remotelpHeader="x-forwarded-for" proxiesHeader="x-forwarded-by"

requestAttributesEnabled="true" internalProxies="<IP_address >"/>

What is a reverse proxy and how does it work?

As shown in the figure above, ADSelfService Plus works with reverse proxy servers. In our example
above, requests from clients (users) are received by the reverse proxy server (IIS) in the DMZ. The reverse
proxy server then forwards those requests to the ADSelfService Plus server in the LAN. If needed, the
ADSelfService Plus server can be hosted in the DMZ instead. Either way, external machines never

connect directly to the ADSelfService Plus server.

Your firewall will only permit the proxy server to access the ADSelfService Plus server, and only through

the required port.

Important note: Once you enable reverse proxy, please update the Access URL settings in ADSelfService

Plus by navigating to Admin > Product Settings > Connection and clicking Configure Access URL.
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Note for FIDO passkey users:
® |f you have configured FIDO passkey authentication, updating the Access URL will modify the

preconfigured FIDO RP ID, resulting in loss of enrollment data and disenrollment of all users.

® |f you are planning on configuring FIDO passkey authentication, ensure that the Access URL i
modified after enabling reverse proxy before configuring FIDO passkey authentication to prevent

loss of enrollment data.

Configuring IIS as a reverse proxy for ADSelfService Plus

You can set up your Microsoft Internet Information Services (11S) web server as a reverse proxy server for

ADSelfService Plus. Follow the steps below to get started.

1. Install the URL Rewrite extension. You can use the Microsoft Web Platform Installer, or

download the extension directly.

2. Open lIS Manager.
3. Select Default Web Site from the tree view on the left pane.
;_1 @] Sites
i 49 Default Web Site
b SelfService

4. Double-click URL Rewrite.

0 Default Web Site Home

Filter: » ¥ Go - (g Show Al
HTTF HITP  [SAPTFilters — Logging
Redirect Respon...

z 5 e _
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MIME Types  Modules Output Request

Caching Filtering
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SSL Settings | URL Rewrite
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Management ~
Cenfigurat... Web
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5. In the right pane, under the Actions section, click Add Rule(s)....

G URL Rewrite

Add Rule(s)...
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Provides rewriting capabilities based on rules for the requested Revert to Parent
URL address and the content of an HTTP response,

Inbound rules that are applied to the requested URL address:

Manage Server Variables

View Server Vanables...

Outbound rules that are applied to the headers or the content of Cuthaomd Hides

Mame Input Match Yiew Preconditions...

View Custom Tags...

Marmne Input Ma Providers
View Rewrite Maps...
View Providers...
T Inbound Rules [~
< m | >
Import Rules...

'@ Help

6. In the Add Rule(s) window that opens, under Inbound and Outbound Rules, click Reverse Proxy.

LS Internet Information Services (1IS) Manager = el %
© s Add Rule(s) P e - I
Eile .
-_ Select a rule template: EA -
T | Inbound rules
: é[_ Blank rule (&4 Rule with rewrite map
[ Request blocking
Inbound and Outbound Rules fes
(4 User-friendly URL @,_ﬁ_e_gg{ggf_[g}_{)j _—
Outbound rules pt
& | Blank rule
Search Engine Optimization (SEQ)
@ Enforce lowercase URLs & Canonical domain name &
%) Append or remove the trailing slash symbol
()
Select this ternplate to create a rule that will forward incoming HTTP requests to a back-end Web server.
ok || Comca |
<l
Configuration: 'Default Web Site' web.config qﬂ_:g

7. The IIS Server may ask the user to install the Application Request Routing extension.

This can be installed from here. Following installation, the below warning may also be displayed,
click OK to proceed.
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@ Internet Information Services (IIS) Manag

o € » COMP1 » Sites » Default Web Site »

File View Help
Connections
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€5 Start Page
v .83 COMP1 (TESTDOMAIN-1\Ady
(2 Application Pools
v (8] Sites
€ Default Web Site
33/ Server Farms

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response.

| 0 URL Rewrite

Inbound rules that are applied to the requested URL address:
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Name Input Match Pattern Action Type A
Add Reverse Proxy Rules
Proxy functionality must be enabled in Application Request
| Routing (ARR) before reverse proxy rules will work. Enabling
proxy functionality allows the possibility of routing requests
< to servers that are outside your server farm. >
Are you sure you want to enable proxy functionality?
Outbound rules that are applied to the he:
Name Input alue Stop Proce... Entry Type

Cancel

Configuration: 'Default Web Site' web.config

&

8. In the Add Reverse Proxy Rules window that opens, under the Inbound Rules section, enter the

ADSelfService Plus server's URL (hostname or IP address, and port number.

Format sample: adselfservice-server:8888).

Add Reverse Proxy Rules

Inbound Rules
Enter the server name or th

e |P address where HTTP requests will be forwarded:

adselfsewice—sewer:&&%&l

Example: contentserverl

Enable S5L Offloading

Selecting this option will forward all HTTPS requests over HT TP,

Outbound Rules

[] Rewrite the dorain names of the links in HTTP responses

Responses that are generated by applications that are behind a reverse proxy car have
HTTP links that use internal domain names, These links must be updated to useh

domain names.

From:

Example: contentserver]

To:

Example: www.contoso

SLom

A. When HTTP is used

ernal

Cancel
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Add Reverse Proxy Rules

Inbound Rules
Enter the server name or the IP address where HTTP requests will be forwarded:

|ad55p:9251|

Example: contentserver]

[] Enable S5L Offloading
Selecting this option will forward all HTTPS requests over HTTP,

Outbound Rules
[] Rewrite the domain names of the links in HTTP responses

Responses that are generated by applications that are behind a reverse proxy can have

HTTP links that use internal domain names. These links must be updated to use external
domain names.

From:

Example: contentserver]

To:

Example: www.contoso.com

B. When HTTPS is used

9. Select the Enable SSL Offloading checkbox if the ADSelfService Plus server is running under
HTTP and IS server is running HTTPS. If the ADSelfService Plus server is running under HTTPS,

this can be left unchecked.

10. Click OK.

The setup for using IIS server as a reverse proxy for the ADSelfService Plus server is now complete.
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How to Install an SSL/TLS certificate

1. Go to Start > Control Panel > Administrative Tools > Internet Information Services (11S) Manager.

2. In the Connections menu on the left, select the server name (host) where you want to

install the certificate.
3. In the middle pane, click the Server Certificates icon under the Security section.

&5 Internet Information Services (1I5) Manager = ] x
& 854 SEFSERVICE-DCT » & st @
File View Help
Connections " Actions
i @) SELFSERVICE-DC1 Home :
&, -3 > Open Feature
;8 Start Page Filter: ~ % Go ~ gk Show Al o Manage Server
~ --ea SELFSERVICE-DC1 (SELFSERVI ha) i
.. Application Pools Application  Authentic... Compression  Default ~ % Restart
el APP RequestR... Document | S
@) Sites
") Default Web Site R = =y, i
> 451 Server Farms = b o] View Application Pools
Directory  Error Pages Handler HTTP
Browsing Mappings Redirect
- - Platform
L| ;j'n. ung l>»
= J «
HTTP Logging  MIME Types  Modules
Respaon..
e o o =
= = 0 =4
Qutput Request : Server URL Rewrite
Caching Filtering Certificates
Vs
Xy
Worker
Processes
Management -
e
B ® o
="
Configurat... Feature Shared Web
Editor Delegation Configurat..  Platfor...
v
. s [ Festwesiew] - Comten view
9.

Ready

4. In the Actions menu on the right pane, click Complete Certificate Request.

% Internet Information Services (II5) Manager
f& |83, SELFSERVICEDCT »

File View Help

Setestlons B! @ server certificat
e erver Certiricates
@ & g.
-4 Start Page Use this feature to request and manage certificates that the

e 'Gﬁ SELFSERVICE-DC1 (SELFSERVI| | yyeh server can use with websites configured for S5L.

1} Application Pools

& Sites Filter: - W Go - g Show Al

] s...Q Default Web Site Nairia Issued To
55! Server Farms

<

< > (=1 Features View |/ “= Content View

Ready
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5. In the Complete Certificate Request wizard, click “...” to browse and select
Your Server Certificate file.
6. Enter a name that will serve as an internal reference name to distinguish the file later.

Using the Certificate Authority's name and expiration date can make it easier to find.

Wy Intemet Information Service
« €5 » SELFSERVICE-DCI % & =@
File View Help
c Complete Certificate Request ? X

e

Specify Certificate Authority Response

B YE ﬁi}p

| = Complete a previously created certificate request by retrieving the file that contains the certificate autherity's
response.

File name containing the certification authority's response:

[Ciselfservice.cer

Friendly name:

|sEIFseN|ca.com|

Select a certificate store for the new certificate:

Personal S

‘ “ < > |
[ FesturesView ] 5 Content View

Ready L=

1 >

7. Click OK, and the newly installed certificate should appear in the refreshed Server Certificates List.

Steps to bind an SSL certificate to the website

1. On the left, expand the Sites folder, from the Connections column.
2. Select Default Web Site.

3. Select Bindings, under the Actions pane on the right.

€5 Internet Information Services (II5) Manager - ] X
o 7
< € » SELFSERVICE-DC1 » Sites » DefaultWeb Site » E e @

File View Help
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. Default Web Site Home
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€D Default Web Site ey o
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Mappings Redirect Respon..
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i _:J i = P Browse Website
Logging  MIME Types  Modules Output B g
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Ready €3
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4. In the Site Bindings window that appears, select the https binding and select Edit. If there is

no https binding link in the Site Bindings window, choose Add, and change the Type from

HTTP to HTTPS.
Site Bindings 7 *
Type Hast Mame Port IP Address Binding Infc Add...
http 30 "
C
£ >
Close

5. From the SSL certificate drop-down in the Add Site Binding window, select a certificate that

you want to bind to the website. In case of multiple certificates in this drop-down list, select

the View button beside the SSL certificate drop-down to see information about each certificate,

and choose the one that you want to add.

6. Click OK.

Add Site Binding

Type: IP address:

Port:

https ~ | |All Unassigned

V‘ |443 \

Host name:

[] Require Server Mame Indication

(] Disable HTTR/2
[] Disable OCSP Stapling

S5L certificate:

Mot selected ~

selfservice.com

Select...

Cancel
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Notes:
You may need to stop and restart the machine where the IIS is installed for changes to take effect. In
some cases, a mere restart of the IIS services is not sufficient for the changes to get implemented. A

reboot is required.

If you have any questions, please contact support@adselfserviceplus.com. One of our product
experts will be happy to help you.

Our Products

AD360 | Log360 | ADManager Plus | ADAuditPlus | RecoveryManager Plus | M365 Manager Plus

ManageEngine)
ADSelfService Plus

ADSelfService Plus is an identity security solution to ensure secure and seamless access to enterprise

resources and establish a Zero Trust environment. With capabilities such as adaptive multi-factor
authentication, single sign-on, self-service password management, a password policy enhancer, remote
work enablement and workforce self-service, ADSelfService Plus provides your employees with secure,
simple access to the resources they need. ADSelfService Plus helps keep identity-based threats out,
fast-tracks application onboarding, improves password security, reduces help desk tickets and
empowers remote workforces.

For more information about ADSelfService Plus, visit

$ Get Quote ¥ Download
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