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How to deploy ADSelfService Plus in AWS

This document provides the steps to deploy ManageEngine ADSelfService Plus in the Amazon
cloud via Amazon Web Services (AWS). These steps have been drafted for system administrators
with knowledge of Microsoft Windows, Microsoft Remote Desktop Protocol, and AWS.

Note: You can also subscribe to the EC2 instance with ManageEngine ADSelfService Plus already
deployed init. You can find this instance in the AWS Marketplace.

Note: Steps 1through 14 can be skipped if your organization has an AWS EC2 instance (Windows
Server 2019) available that can be used to deploy ADSelfService Plus.

1. Loginto AWS as an IAM user. The AWS Management Console will open.

£ senices | Q Searc [Alt+S] B3 & (@ Mumbaiv useradssp @aliastest1122 v

(@® The new AWS Console Home will replace your existing experience soon
Starting April 2022, the new AWS Console Home will replace your current experience. Switch now to customize your Console Home and view valuable insights. Learn more or let us know what you think,

AWS Management Console

AWS services New AWS Console Home m_‘
See valuable insights for your &
account and services with the O

¥ Recently visited services

new customizable Console Home ==

ﬁ}hscz (@) KeyManagement Service experience. Learn more [ =
» Allservices

Stay connected to your AWS
Build a solution resources on-the-go

Get started with simple wizards and automated workflows.

=) AWS Console Mobile App now supports

havi . hi itd b itd usi N L H four additional regions. Download the
Launch a virtual machine Build a web app Build using virtual servers L Aws Console Mobile App to your i0S or
With EC2 With Elastic Beanstalk With Lightsail Android mobile device. Learn more [4
2-3 minutes 6 minutes 1-2 minutes

r@ @ -@) Explore AWS B
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2. Under Build a solution, click Launch a virtual machine With EC2.

2] L ® Mumbai v user_adssp @ aliastest1122 v

AWS services

¥ Recently visited services

8} EC2 @ Key Management Service

P All services

Build a solution
Get started with simple wizards and automated workflows.

New AWS Console Home =

See valuable insights for your
account and services with the

new customizable Console Home
experience. Learn more [

Stay connected to your AWS
resources on-the-go

=) AWS Console Mobile App now supports

four additional regions. Download the
AWS Console Mobile App to your i0S or
Android mobile device. Learn more [2

Launch a virtual machine Build a web app Build using virtual servers
With £C2 With Elastic Beanstalk With Lightsail
2-3 minutes 6 minutes 1-2 minutes

Register a domain Connect an IoT device Start migrating to AWS
With Route 53 With AWS loT With AWS MGN
3 minutes 5 minutes 1-2 minutes

&>

Explore AWS

Forecast With Increased Accuracy

‘Amazon Forecast is now up to 40% more
accurate and provides new insights for better
decision making. Learn more » [4

Amazon EFS

o ! s .

3. Inthe Step 1: Choose an Amazon Machine Image (AMI) tab that opens, navigate to

Microsoft Windows Server 2019 Base, and click Select.

B 4 @ Mumbaiv  user adssp@aliastest1122 v

You've been invited to try an early, beta iteration of the new launch instance wizard. We will continue to improve the experience over the next few months. We're asking customers for their feedback on this early L3
release. To exit the new launch instance wizard at any time, choose the Cancel button.
1.Choose AMI 2 Choose Instance Type 3. Configure Instance  4.Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) Cancel/and Exit
Are you launching a database instance? Try Amazon RDS. Hide &
. Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale your database on AWS by automating time-consuming database management tasks.
With RDS, you can easily deploy Amazon Aurora, MariaDB, MySQL, Oracle, PostgreSQL, and SQL Server databases on AWS. Aurora is a MySQL- and PostgreSQL-
AmazonRDS o patible, enterprise-class database at 1/10th the cost of commercial databases. Learn more about RDS
Launch a database using RDS
Microsoft Windows Server 2019 Base - ami-0d22a5df6e106903e m
Wind W
findows Microsoft Windows 2019 Datacenter edition. [English] 64-bit (ng)
Root device type: ebs  Virualizalion type: hvm  ENAEnabled: Yes
Microsoft Windows Server 2019 Base with Containers - ami-02db3909eab4026e1
Wind i
findows __ Microsoft Windows 2019 Datacenter edition with Containers. [English] 64.t (x86)
Rool device type: ebs  Virualizalion type: v ENAENabled: Yes
Microsoft Windows Server 2022 Base - ami-07d6a45d93fch8age m
Wind "
ndows Microsoft Windows 2022 Datacenter edition. [English] 645t (x86) .
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4. Inthe Step 2: Choose Instance Type tab that opens, select t2.micro as the instance type,
and click Next: Configure Instance Details.

user_adssp @ aliastest1122 v

1. Choose AMI 3. Configure Instance 4. Add Storage

2. Choose Instance Type 7. Review

5.Add Tags 6. Configure Security Group

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of GPU, memory, storage, and networking capaglty, and give
you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.
Filter by:  All instance families

Current generation v Show/Hide Columns

Currently selected: 2.micro (- ECUs, 1 vCPUs, 2.5 GHz, -, 1 GiB memory, EBS only)

Family - Type - VCPUs (i - Memory (GiB) - Instance Storage (GB) (i) ~ EBS-Optimized Available (i) ~  Network Performance (i IPvé sliu:nort -
2 2.nano L] 0.5 EBS only Low to Moderate Yes
e 2 1 1 EBS only Low to Moderate Yes
t2 2.small 1 2 EBS only Low to Moderate 5 Yes
2 t2.medium 2 4 EBS only Low to Moderate Yes
2 t2.large 2 8 EBS only Low to Moderate Yes
2 R2xlarge 4 16 EBS only Moderate Yes
2 t2.2xlarge 8 32 EBS only Moderate Yes
6] t3.nano 2 05 EBS only Yes Up to 5 Gigabit Yes
Cancel | Previous [GETEELLIENLT

5. The Step 3: Configure Instance Details tab will open. Enter 1in the Number of instances field.

Create and set a new Amazon Virtual Private Cloud (VPC) as the Network or select an
existing network.

6. Enter other details such as Subnet, Hostname type, and DNS Hostname according to your
organization's preferences. Click Next: Add Storage.

B 4 @ Mmbaiv user_adssp @ aliastest1122 v.
1.hooseAMI  2.ChoosensianceType 3. Configure Instance 4 AddStorage  5.AddTags 6. Configure Secury Group 7. Review
Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and more. -
I Number of instances (i) |1 Launch into Auto Scaling Group (1) I

Purchasing option (i)

Network (i)

Subnet

Aute-assign Public IP

Hostname type (i)

DNS Hostname (i)

Placement group

Capacity Reservation (i)

Domain join directory (i)

1AM role (D)

[No direstory

O Request Spot instances

(vpo-073cadbdic01617¢9 (default) 4] C Create new VPC

(No preference (default subnet in any Availability Zone <) Create new subnet

(Use subnet setting (Enable) B

Use subnet setting (IP name) <)

Enable IP name IPv4 (A record) DNS requests
Enable resource-based IPv4 (Arecord) DNS requests

Enable resource-based IPv6 (AAAA record) DNS requests

O Add instance to placement group

(Open <)

3 @ create newdirectory

None %] C Create new 1AM role
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7. Inthe Step 4: Add Storage tab that opens, edit the settings of the root storage device if needed.
Click Next: Add Tags.

2] 2% @ Mumbai v user_adssp @ aliastest1122 v

1.ChooseAMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and Instance store volumes to your instance, or
«edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Throughput Delete on

Volume Type (i Device (i Snapshot (i Size (GiB) (i Volume Type (i 108 pe) 7 S @ Encryption (i
Root Idevisdat Snap-0f380cf6c1dbai8ess 30 [General Purpose SSD (gp2) V] 100/3000 NA Not Encrypted -

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more: about free usage tier eligibility and
usage restrictions.

v Shared file systems (i

You currently don't have any file systems on this instance. Select "Add file system" button below to add a file system

Add file system

Cancel | Previous Review and Launch Nex@dd Tags

8. The Step 5. Add Tags tab will open. Click Next: Configure Security Group.

user_adssp @ aliastest1122 V.

1.ChooseAMI  2.Chooselnstance Type 3. Configure Instance  4.Add Storage ~ 5.Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
Acopy of a tag can be applied to volumes, instances or both.
Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (128 characters maximum) Value (266 characters maximum) Instances (i Volumes (i BECILS
Interfaces (i

This resource currently has ro tags
Choose the Add tag button or dlick to add a Name tag.

Make sure your 1AM policy includes permissions to create tags.

AddTag |  (Up to 50 tags maximum)

Cancel |~ Previous Review and Launch Next: Col re Se::t@'ty Group

9. Inthe Step 6. Configure Security Group tab, you can choose to create a new security group
or use an existing one. Ensure that the Type is set as RDP and the Port Rangeis 3389 for

the security group.
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Note: To ensure that users can access the EC2 instance and that the product deployed in it,

the security group must have an inbound traffic rule that allows the IP address range of the
user machines.

10. Click Review and Launch.

® L 0O Mumbai v user_adssp @ aliastest112:

1.ChooseAMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags. 6. Configure Security Group 7. Review

Step 6: Configure Security Group

Asecurity group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Internet traffic to reach your
instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: © Create a new security group

O select an existing security group

Security group name:  [launch-wizard-15 |
Description: [launch-wizard-15 crealed 2022-03-29T10:41:07.389+05:30 |
Type (i Protocol (i Port Range (i Source (i Description (i
RDP TCP 3389 [Custom _v][0.00.000 .g. SSH for Admin Desktop | &

Add Rule

A Waming

Rules with source of 0.0.0.0/0 allow al IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

Gancel  Previous | BEEYE a@d Launch

11. In the Step 7: Review Instance Launch tab, click Launch.

user_adssp @ aliastest1122

1.Choose AMI 2. Choose Instance Type 3. Configure Instance  4.Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

A Improve your instances' security. Your security group, launch-wizard-15, is open to the world
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
‘You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit security groups

¥ AMI Details

Edit AMI
-
E=

Microsoft Windows Server 2019 Base - ami-0d2aa5df6e106903e
PEwyem iicrosoft Windows 2019 Datacenter edition. [English]
LI oot Device Type: ebs  Vintualization type: hvm

If you plan to use this AMI for an application that benefits from Microsoft License Mobility, fill out the License Mobility Form . Don't show me this again

¥ Instance Type Edit instance type

Instance Type ECUs VCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance

t2.micro - 1 1 EBS only - Low to Moderate

¥ Security Groups Edit security groups

Security group name launch-wizard-15

Cancel | Previous
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12. The Select an existing key pair or create a new key pair pop-up will open. Here, select

Create a new key pair.

13. Select RSA as the Key pair type and enter a Key pair name. Click Download Key Pair.

14. Once the key pair file is downloaded, click Launch Instances.

Micasaft

20

© 2022, Amazon Intemnet Services Priv

Select an existing key pair or create a new key pair X

Akey pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance. Amazon EC2 supports ED25519 and RSA key pair types.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more —

about removing existing key pairs from a public AMI

Create a new key pair kad
Key pair type
®RsA O ED25519

Key pair name H
l aws-adssp2
I Download Key Pair o

it in a secure and accessible location. YA}U[&'H\ not be able to download the file again

Q You have to download the private key file (*.pem file) before you can continue. Store
after it's created.

[<ELLEl §  Launch Instances

15. Onthe Launch Status page that opens, click the instance name.

16. Onthe table that appears, click the instance name once again.

[ALE+s] 8 4 0

2

Mumbai v user_adssp @ aliastest1122 v

@ New EC2 Experience % Instances (1) info

Tellus what you think

EC2 Dashboard

EC2 Global View

Events Name

Tags -

Limits

Clear filters

v Instance ID A Instancestate v  Instancetype v  Statuscheck Alarm status

@ Pending @Q ‘t2.micro No alarms

+

manceate v ] [ Ao v | IR
1 @

Availability Zone v Public IPv4 DNS

ap-south-1a ec2-3-108-227-1
»

¥ Instances
Instances e
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

v Images
AMIs 1

AMI Catalog

Select an instance

2 Det © 2022, Amazon Intemet Services Private Ltd. or its affiliates.  Privacy  Terms  Cookie preferences
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17. The instance summary will appear. Click Connect.

Services | Q  Search for YN ® Mumbai ¥ dssp @ aliastest1122 v
@ New EC2 Experience v EC2 > Instances > i-0d5940275b46aldca
Tell us what you think
EC2 Dashboard Instance summary for i-0d5940275b46a14ca  info C || comnect || instancestate v || Actions v
X Updated less than a minute ago | I—
EC2 Global View
Events Instance ID Public IPv4 address Private IPv4 addresses
Tags i-0d5940275b46al14ca Lz 13.235.50.250 | open address [4 172.31.18.41
Limits
IPv6 address Instance state Public IPv4 DNS
v Instances - © Running €c2-13-235-50-250.ap-south-
Instances n 1.compute.amazonaws.com | open address [
Instance Types Hostname type Private IP DNS name (IPv4 only) Answer private resource DNS name
Launch Templates IP name: ip-172-31-18-41.ap-south- ip-172-31-18-41.ap-south- 1Pv4 (A)
1.compute.internal d
Spot Requests 1.compute.internal
Savings Plans Instance type Elastic IP addresses VPCID
Reserved Instances t2.micro - vpc-073ca3bdfc01617¢9 [4
Feedback ©2022, Amazon Intemet Services Private Ltd. or its affiliates.  Privacy s Cookie preferences

~— mbai v user_adssp @ aliastest1122 v

Connect to instance nfo
Connect to your instance i-0d5940275b46a14ca using any of these options

Session Manager RDP client EC2 Serial Console

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

Download remote desktop file

I
When prompted, connect to your instance using the following details:

Public DNS User name
ec2-13-235-50-250.ap-south- Administrator

1.compute.amazonaws.com

Password |} Get password

https://ap-south-1.console.aws.amazon.com/ec: jon=ap-south... ret Services Private Ltd. orits affiliates. ~ Privacy ~ Terms  Cookie preferences

19. Click Browse and select the key pair file downloaded in step 12.
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Services | Q Sea 1 e ® 4 (©) Mumbai v user_adssp @ aliastest1122 v

Get Windows password info
Retrieve and decrypt the initial Windows administrator password for this instance.

To decrypt the password, you will need your key pair for this instance.

Key pair associated with this instance
adssp-aws

Browse to your key pair:

[ Browse

Or copy and paste the contents of the key pair below:

Feedback English (US) v © 2022, Amazon Internet Services Private Ltd. or its affiliates. Privacy Terms Cookie preferences

20. Scrolldown, and click Decrypt password.

Services | Q Search for features, blogs, docs, and more [Alt+S] ® PN (0) Mumbai v user_adssp @ aliastest1122 v

= Browse to your key pair:

@ adssp-aws.pem
1.704K8

Or copy and paste the contents of the key pair below:

2gX8WARVGT872gX+IwzGGHdWE/fs7U+mnBYPym2Tcg/GeD/PXVu/HQkthh5sFP
aJo7PllpoM1bqUDI6GU/JZECgYB2KHqtFsjkclyfYbvRZRZvmfaoPiuKtDseDpxi
20MaHaxlt5IBFN+HdGHKZTdPXbuUZEiOcFGhtvxe44lt36ZmIWaK1GRxvGkbYRZX
WUEVicGcTix5N7hbnLfignvv/knb4w2Xqvk96sSnDrtXkEUt19qdGIPEIUH82V)
4090YQKBgQDCzLOOM3c8xZhcOf3eDLGOCKO45FTyXBqO6PZFIFbTTWywOS5RWsXMy
MNEN87ua330qj0Q44Vuw+9zQeYDWO1XAD88TNI2I8XAEMGGh1PFEXIM2NIFQKrfN
M94/TKEAIbILXDHbz+OrAASWaPr6jPGGal5JTEEDVINGCS5neQ75C4g==

Cancel | Decrypt password

Feedback English (US) v © 2022, Amazon Internet Services Private Ltd. or its affiliates. Privacy Terms Cookie preferences

21. The RDP client tab will open again. Here, click Download remote desktop file.

22. Open the remote desktop file once downloaded. Copy the Password from the RDP client tab
and use it to authenticate the remote desktop connection.
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Mumbai v user_adssp @ aliastest1122 v

= You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

Download remote desktop file

When prompted, connect to your instance using the following details:

Public DNS User name
ec2-13-235-50-250.ap-south- Administrator

1.compute.amazonaws.com

Password

[ z46AVtpb%vSiqSIKb79Rg&cf.N=XZzc8
[

If you've joined your instance to a directory, you can use your directory credentials to connect to your instance.

Cancel

Feedback English (US) v © 2022, Amazon Internet Services Private Ltd. or its affiliates. Privacy Terms Cookie preferences

nnoct tainctanca

Windows Security X

Enter your credentials

il These credentials will be used to connect to
ec2-13-235-50-250.ap-south-1.compute.amazonaws.com.

Administrator

11
g Administrator
More choices
oK Cancel
3

23. Once the remote desktop connection is established with the EC2 instance, open a web
browser in the instance and download and install ADSelfService Plus.

24. Users can now access the product on the cloud from anywhere using AWS.
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ADSelfService Plu's : )

& Log In

admin

ADSeliService Plus Authentication

Note: The ADSelfService Plus access URL will have to be configured as a trusted webpage
according to the web browser instructions.

ManageEngine)
ADSelfService Plus

ADSelfService Plus is an identity security solution to ensure secure and seamless access to enterprise resources
and establish a Zero Trust environment. With capabilities such as adaptive multi-factor authentication, single sign-
on, self-service password management, a password policy enhancer, remote work enablement and workforce self-
service, ADSelfService Plus provides your employees with secure, simple access to the resources they need.
ADSelfService Plus helps keep identity-based threats out, fast-tracks application onboarding, improves password
security, reduces help desk tickets and empowers remote workforces. For more information about ADSelfService

Plus, visit

$ Get Quote ¥ Download
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