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1. Document summary
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This document will guide you through the steps involved in deploying ADSelfService Plus in Azure. The

document is written with the assumption that you are a system administrator with a basic knowledge of

remote desktop connection, Windows operating system, and Azure. However, care has been taken to

keep the integration steps as simple as possible.

2. Steps to deploy ADSelfService Plus in Azure

Step 1: Creating a virtual network for the Azure VM

1. Loginto your Azure portal through https://portal.azure.com.

2. Inthe upper-left corner of the portal, click the hamburger icon (=), and select Virtual networks

from the menu that appears.

= . L Search resources, services, and docs (G+/)

H & o & @ &

- Create a resource

ﬁ Home

[ Dashboard Refresh ' Full screen & Edit €3 Share L Export v [ Clone
i= All services

% FAVORITES

EEE All resources

["4] Resource groups

K3 Virtual machines

N — Pay-As-You-Go Audit Logs
. Azure Active Directory F sumption
Subscriptions View activity
) Monitor
EE  Analytics...
o Microsoft Defender for Current cost
Cloud
/P Network Watcher ADSSP
;’ Network security groups
= Storage accounts
T Event Hubs
Running @o

@ Cost Management + Billing

3. The Virtual networks page will open. Click + Create.

Tl Delete

A Feedback
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Dashboard

Virtual networks =

Default Directory

3% Manageview ~ () Refresh L ExporttoCsV 5 Open query D » 2 Feedback
Subscription == all Resource group == all X Location == all X +7 Add filter
Showing 1 to 15 of 15 records. No grouping v
] Name Resource group T Location Ty Subscription .
[ &> 1-vnet 1 South India Pay-As-You-Go
[J 4> tvnet219 1 East Asia Pay-As-You-Go
D 4> ad360HA-vnet ad360HA Central India Microsoft Azure
[J ¢ asiavn southas Southeast Asia Pay-As-You-Go
D 4> CSP-DEMO-GROUP-vnet CSP-DEMO-GROUP East US Microsoft Azure
[J > cspvirtualNet 1 East Asia Microsoft Azure
[] &> cspuirtunet 1 East Asia Microsoft Azure
[] €> defe_group-vnet defe_group Central India Pay-As-You-Go
[ &> deletet-vnet deletet Central US Pay-As-You-Go
D €D new Goku East Asia Microsoft Azure
[ > ssp-vnet Validators East Asia Microsoft Azure
D & ssp-vnet ssp Central India Microsoft Azure
<Previous  Page | 1 v |of1 Next>

4. On the Create virtual network page that opens, navigate to the Basics tab and fill in the mandatory
information, such as Subscription and Resource group under Project details and Name and Region

under Instance details.

5. Click Next : IP Addresses.

O Search resources, services, and docs (G+/)

Dashboard > Virtual networks

o & @ &

Create virtual network

Basics  IP Addresses  Security Tags  Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types
of Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-
premises networks. VNet is similar ta a traditional network that you'd operate in your own data center, but brings with it
additional benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription * © [ Microsoft Azure v |
Resource group * (D) ‘ ResGroup1 ~ |
Create new

Instance details

Name * | adssp-vne v |

Region * ‘ West US 2 N |

Previous Next : IP Addresses > Download a template for automation
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6. Under the IP Addresses tab that opens, go to IPv4 address space. Select the existing IPv4 address

space value or change it to your preferred one.
7. Select + Add subnet, then enter a Subnet name and the Subnet address range.
8. Click Add.

9. Click Review + create.

= veosorawe [N E 08 0 & 3

Dashboard > Virtual networks

Create virtual network

Basics  IP Addresses  Security ~Tags  Review + create
The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).
1Pv4 address space
103.0.0/16  10.3.0.0 - 103.255.255 (65536 addresses) i

[ Add 1pv6 address space

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

~+ Add subnet
[ subnet name Subnet address range NAT gateway

[ default 103.0.0/24 -

@ Use of a NAT gateway is recommended for outbound internet access from a subnet. You can deploy a NAT gateway and assign it
to a subnet after you create the virtual network. Learn more <7

<Proviows | | Nex:Seaiy > | Downlosd s tamplte foratomation

10. Onthe Review + create tab that opens, click Create.

Microsoft Azure R Search resources, services, and docs (G+/)

Dashboard > Virtual networks

Create virtual network

@ \validation passed

Basics

Subscription Microsoft Azure
Resource group ResGroup1
Name adssp-vnet
Region West US 2

IP addresses

Address space 103.00/16

Subnet default (10.3.0.0/24)
Tags

None

Security

BastionHost Disabled

DDoS protection plan Basic

Firewall Disabled

< Previous Next Download a template for automation
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Step 2: Creating a virtual machine

1. Click the hamburger icon (=) again, and select Virtual machines from the menu that appears.

2. The Virtual machines page will open. Click + Create.

Dashboard

Virtual machines = - X

Default Directory

+ create v 2 Switchtoclassic (O Reservations v (33 Manageview v () Refresh 3 Exportto CSV %5 Open query D Ass > Start O stop [ = s v /2 Maintenance v/
[ Filter for any field.. | subscription == all Resource group == all X Llocation ==all X  Resourcegroup ==ssp X Ty Add filter
Showing 1 to 3 of 3 records. No grouping N | | = st view ~
D Name T Subscription Ty Resource group ™y Location Ty Status T Operating system Ty  Size Ty Public IP address Ty Disks Ty
[ BA sspazurenat Microsoft Azure ssp Central India Stopped (deallocated) ~ Windows Standard_DS1_v2 - 1
[ B sspazurena2 Microsoft Azure ssp Central India Stopped (deallocated)  Windows Standard_DS1_v2 - 1
D B sspazURETEST Microsoft Azure ssp Central India Running Windows Standard_DS1_v2 20.204.142.152 1 e

Previous  Page | 1 Jof 1 Next >

3 Onthe Basics tab, fill in the mandatory fields, such as Subscription and Resource group under

Project details and Virtual machine name, Region, Image, and Size under Instance details.

Dashboard > Create a resource

Create a virtual machine

Basics Disks  Networking Management ~ Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each
tab for full customization. Learn more ¢

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * @ | Microsoft Azure v
Resource group * O ‘ (New) Resource group N ‘
Create new

Instance details

Virtual machine name * @ ‘ ‘

Region * ‘ (US) Central US ~ ‘
Availability options @ | No infrastructure redundancy required v |
Security type @ ‘ Standard ~ ‘
Image * O ‘ E windows Server 2019 Datacenter - Gen1 v ‘

See all images | Configure VM generation

previous [ Wexe: ks>
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4. Create an administrator account by providing a Username and Password under

Administrator account.

5. Under Inbound port rules, select Allow selected ports for Public inbound ports. On the Select
inbound ports drop-down, select RDP (3389).

Microsoft Azure R Search resources, services, and docs (G+/)

Dashboard > Create a resource

Create a virtual machine

Image * @

Azure Spot instance (D

Size* O

Administrator account

Username * ©
Password * (O

Confirm password * ®

Inbound port rules

‘ Bl Windows Server 2019 Datacenter - Gen1 v

See all images | Configure VM generation

O

[ Standard_DS1.v2 - 1 vcpu, 3.5 GiB memory (Price unavailable) v

See all sizes

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular

network access on the Networking tab.

Public inbound ports * ©

Select inbound ports *

Review + create

O None

(®) Allow selected ports

| roP 3389) N

Previous

| Next:Disks >

6. Enter the license details required under Licensing.

7. Click Next : Disks.

Dashboard > Create a resource

Create a virtual machine

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular

network access on the Networking tab.

Public inbound ports *

Select inbound ports *

Licensing

O None

(®) Allow selected ports

[®i

DP (3389) v

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses.

Save up to 49% with a license you already own using Azure Hybrid Benefit. Learn more &

O

Would you like to use an existing
Windows Server license? * O

Review Azure hybrid benefit compliance

Review + create

Previous

Next : Disks >

F 0 & @ & 9

T 0 & @ & ad

www.adselfserviceplus.com


https://www.manageengine.com/products/self-service-password/

ManageEngin@

ADSelfService Plus

8. On the Disks tab, under Disk options, select the OS disk type and Encryption type of your

virtual machine.

9. Click Next : Networking.

E Microsoft Azure O Search resources, services, and docs (G+/)

B & 0 & @ &

Dashboard > Create a resource

Create a virtual machine

Basics  Disks  Networking Management  Advanced  Tags  Review + create

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options
05 disk type * @ | Premium SSD (locally-redundant storage) M
Encryption type * | (Default) Encryption at-rest with a platform-managed key v

Enable Ultra Disk compatibility ©

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN Name Size (GiB) Disk type Host caching

Create and attach a new disk Attach an existing disk

v Advanced

[ <previous || Next: Networking -

10.

On the Networking tab, under Network interface, fill in the fields provided with the

following information:

a. Virtual network: Select the name of the virtual machine created in

b. Subnet: Select the IP address space subnet created in
c. Publicinbound ports: Select the Allow selected ports check box.
d. Selectinbound ports: Select RDP (3389).

Click Review + Create.

www.adselfserviceplus.com
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= Microsoft Azure O Search resources, services, and docs (G+/)

Dashboard > Create a resource

Create a virtual machine

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * @ [ sspvret v
Create new

Subnet * (D) ‘ default (10.0.0.0/24) ~ ‘
Manage subnet configuration

Public P @& ‘ None v ‘
Create new

NIC network security group © O nore
(®) Basic
O Advanced

Public inbound ports * @ O None
(®) Allow selected ports

Select inbound ports * ‘ RDP (3389) v

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses.

Review + create | <Previous || Next:Management >

10. Click Create.

Step 3: Installing ADSelfService Plus

1. Establish a remote desktop connection with the VM created in. Please refer this
document for steps. The further steps have to performed in the VM itself.

2. Download ADSelfService Plus from inthe VM.

3. Install the application.

4. Create aninbound firewall rule to allow traffic to this server on ADSelfService Plus port.
To create an inbound rule:

® Onthe computer, select Start menu and go to Control Panel— System and

Security = Windows Firewall.

® |nthe navigation pane, choose Advanced Settings.

www.adselfserviceplus.com
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© - 4 \ﬂ v Contral Panel b System and Security b Windows Firewall v c,\ [ Search Control Panel 2]

Control Panel Home Help protect your PC with Windows Firewall

Windouws Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.
through Windows Firewall
®) Change notification settings . @ Private networks Not connected ®|

@) Tumn Windows Firewall on or
off . @ Guest or public networks Connected (&)

) Restore defaults

Networks in public places such as airports or coffee shops

Troubleshoot my network Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public netwerks: = Network
Notification state: Do not notify me when Windows Firewall blocks a
new app

See also
Action Center
Network and Sharing Center

® |nthe navigation pane of Windows Firewall with Advanced Settings window that

opens, choose Inbound Rules.

® |nthe Actions pane, choose New Rule.

File Action

Name Group Profile
@ adssp1 All
His Connection Security Rules @ BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... All
v ", Monitoring @ BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... Al W Filter by Profile 4
@ BranchCache Peer Discovery (WSD-Inj  BranchCache - Peer Discove... Al T Filter by State »
@ COM+ Network Access (DCOM-In) COM« Network Access a7 Filter by Group »
@ COM+ Remote Administration (DCOM-In)  COM+ Remote Administrati.. Al | view N
{8 Core Networking - Destination Unreacha... Core Netwerking Al
(@ Core Networking - Destination Unreacha... Core Networking All @] Refresh
(@ Core Networking - Dynamic Host Config... Core Netwerking Al (3 Export List...
(@ Core Networking - Dynamic Host Config... Cere Netwerking Al B Hep
{8 Core Networking - Intemet Group Mana... Core Networking Al
(@ Core Networking - IPHTTRS (TCP-In) Core Networking Al
(@ Core Networking - IPV6 (IPvé-In) Core Networking Al
(@ Core Networking - Multicast Listener Do...  Core Networking Al
(@ Core Networking - Multicast Listener Qu... Core Networking Al
{8 Core Networking - Multicast Listener Rep... Core Networking Al
(@ Core Networking - Multicast Listener Rep... Core Netwerking Al
(8 Core Networking - Neighbor Discovery A... Core Netwerking Al
{8 Core Netwaorking - Neighbor Discovery S... Core Netwerking Al
{8 Core Netweorking - Packet Tos Big (ICMP... Core Netwerking Al
{8 Core Networking - Parameter Problem (I... Core Netwerking Al
(@ Core Networking - Router Advertisement... Core Networking All
{8 Core Netweorking - Reuter Selicitation (IC... Cere Netwerking Al
{8 Core Networking - Tereda (UDP-In) Core Networking Al
{8 Core Networking - Time Exceeded (ICMP... Core Networking Al
@ Distributed Transaction Coordinator (REC)  Distributed Transaction Coo... Al
@ Distributed Transaction Coordinator (RP...  Distributed Transaction Coo... Al
@ Distributed Transaction Coordinator (TC... Distributed Transaction Coo... Al
@ File and Printer Sharing (Echo Request - I File and Printer Sharing Al
ile and Printer Sharing (Echo Request - I... File and Printer Sharing Al
@ File and Printer Sharing (LLMNR-UDP-In) ~ File and Printer Sharing Al
@ File and Printer Sharing (NB-Datagram-In) ~ File and Printer Sharing Al
< [ >[< n >

® |nthe Rule Type page, choose Port, and click Next.
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Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create?
@ Protocol and Ports

@ Action ) Program
@ Profile Rule that controls connections for a program.
L J

Name ® Port
Rule that controls connections for a TCP or UDP port
O Predefined:
| BranchCache - Contert Retrieval (Uses HTTP) w
Rule that controls connections for a Windows experience.

O Custom
Custom rule.

<Back  |[ MNet> |[ Cancel

® |nthe Protocol and Ports page, choose Specific local ports, and then enter the

port number of ADSelfService Plus. (Default port number is 8888)

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Sieps:
@ Fule Type Does this rule apply to TCP or UDP?
& Protocol and Ports ® TCP
@ Action O upP
@ Profile
@ MName

Does this rule apply to all local ports or speciic local ports?

O All local ports

®) Specific local ports: |RBBB|

Example: 80, 443, 5000-5010
<Back || Net> || Cancel
® Click Next.

e Inthe Action page, choose Allow the connection, and click Next.

e Inthe Profile page, choose when this rule must be applied, (you can select all three

options if required) and click Next.

www.adselfserviceplus.com
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o New Inbound Rule Wizard [

Profile
Specify the profiles for which this ule applies

Steps:

@ Rule Type When does this rule apply?

@ Protocol and Ports

@ Action Domain

@ Profile Applies when a computer is connected to its comporate domain.
@ Name Private

Applies when a computer is connected to a private network location, such as a home
or work place

Public
Applies when a computer is connected to a public network location

<Back |[ MNea> |[ Cancel

e Inthe Name page, type a name for the rule, and then click Finish.

Step 4: Configuring ADSelfService Plus to receive traffic over the internet
1. Go back to the Azure portal.

2. Inthe upper-left corner of the portal, click the hamburger icon (<icon>), and select Virtual
machines from the menu that appears.

3. Alist of the virtual machines created is displayed. Select the virtual machine you created in
Step 1] A section dedicated to the virtual machine will appear.

4. From the menu on the left-hand side of this section, click Networking under Settings.
5. The Networking page will open for the virtual machine.

6. Gotothe Inbound portrules tab. Click Add inbound port rule.

Dashboard > Virtual machines > SSPAZURETEST

Virtual machines « @ SSPAZURETEST | Networking X
Default Directory Virtual machine
+ Create v 2 Switch to dlassic <+ [0 search (ctrl+) | « A7 Feedback
_ N
[ Filter for any field. &3 overview sspazuretest953
Name 1 B Activity log P configuration @
KB ad360-hat wes A R Access control (IAM) ipconfig1 (Primary) ~
¥ ™ .
B ad360-ha @ Tags @ Network Interface: sspazuretest953  Effective security rules  Troubleshoot VM connection issues  Topology
B ogssp-test 2 Diagnose and solve problems Virtual network/subnet: ssp-vnet/default  NIC Public IP: 20.198.125.166  NIC Private IP: 10.0.0.9  Accelerated networking: Enabled
B bharatvm Settings )
o _ Inbound port rules  Outbound port rules  Application security groups  Load balancing
csp-demo-machine @ Networking -
Bl Coprostadelenow P @ Network security group SSPAZURETEST-nsg (attached to network interface: sspazuretest953) PET T E——
Connect Impacts 0 subnets, 1 network interfaces
B csprestalert
P B Windows Admin Center Priority Name Port Protocol Source Destination
B3 csptestalertcheck (preview)
300 A rOP 3389 TCP Any Any

B2 ssp-azure-testl & Disks

s 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork
B2 ssp-azure-test2 Size

° 65001 AllowAzureLoadBalancerinBou... Any Any AzureloadBalancer  Any
¥ sp-cloud-test Security

@ A . 65500 DenyAllinBound Any Any Any Any

visor recommendations
8 sspAzUREHAT G S
B sspazurenns 71 Extensions + applications
KX sspazURETEST % Continuous delivery
v
% Availability + scaling

page [ 1 Jof1 & Configuration
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7. The Add inbound security rule pop-up will appear. Enter the port information for

ADSelfService Plus, such as Destination port ranges (you will have to enter the port number

provided while installing ADSelfService Plus in the virtual machine), Protocol, Priority,

and Name. Provide any mandatory information requested for the virtual machine.

Dashboard > Virtual machines

, @& SSPAZURETEST | Networking

Virtual machine

SSPAZURETEST

= Add inbound security rule X

SSPAZURETEST-nsg

[ search (ciri+n) « A Feedback
Source
B overview sspazuretest953 any M
@ Adivity log 1P configuration © Source port ranges * (O
R Access control (aM) : ]
€ Tegs @ Network Interface: sspazuretestdS3  Effective security rules  Troubleshoot VM connection issues  Topology Destination ©
2 Diagose and solve problems vitual s NIC Publc : P NCPriate P 100.09  Accelerated networking: Enabled Ay <)
Settings Senvice
Inbound port rules  Outbound port ules  Appliation security groups  Load balanding o S|
& Networking P —
- @ Network security group SSPAZURETEST-nsg (attached to network interface: sspazuretest953) Destination port ranges * ©
& Connect Impacts 0 subnets, 1 network interfaces. Cased ]
oead
&, Windows Adnmin Center priority Name port Protocol source
(preview) Protocol
— 300 A Rop 3389 Tco Any @® any
65000 Allowvnetinound Any Any vituainet O Tc
B e
65001 AllowAzureL oadBalanceringound Any Any aaureton O UoP
© seariy O iewr
65500 Denyalingound any any Ay
@ Adisor recommendations
action
& Extensions + applications @ allow
@ Continuous delivery O Deny
® Availability + scaling Priority * ©
& Configuration 310 ]
Identity Name *
1l propertes Port8080 )
B tocks Description
Operations
X pastion
@ Auto-shutdown ‘Add E
& sackp v
. . . . . .
Step 5: Accessing ADSelfService Plus hosted in an Azure virtual machine
Dashboard > Virtual machines
Virtual machines « 1 SSPAZURETEST = X
Default Directory Virtual machine
~+ Create v 2 Switch to classic O Search (Ctrl+/) « Connect Restart Stop & Capture Delete Refresh [ Openinmobile [E ClLi/PS & Feedback
P P P
B Overview " A Essentials JSON View
[ Filter for any field...
Nome B Activitylog Resource group (Move) Operating system
ssp Windows (Windows Server 2019 Datacenter)
B ad360-hat fa. Access control (JAM) Status Size
Running Standard DS1v2 (1 vepu, 3.5 GiB memory)
Tags
K3 ad360-ha2 ¢ T )
Location Public IP address
B adssp-test & Diagnose and solve problems Central India 20.204.142.152
B oo settings Subscription (Move) Virtual network/subnet
Microsoft Azure ssp-vnet/default
A csp-demo-machine 2 Networking Subscription ID DNS name
ds2ba1ca-3f3c-4d5a-9cd4-616¢B1cf5410 Not configured
Bl Csptestadelenow & Connect
Tags (Edit)
B coprestalert B Windows Admin Center Click here to add tags
(preview)
B3 csprestalertcheck
& Disks Properties  Monitoring  Capabilities ()~ Recommendations  Tutorials
B2 ssp-cloud-test D —
B size -
3 sspazUREHAT K3 virtual machine @ Networking
B
KBl sspazUREHA2 O security Computer name SSPAZURETEST Public IP address 20.204.142.152
K sspazURETEST @ Advisor recommendations Health state - Public IP address (IPv6) -
&1 Extensions + applications Operating system  Windows (Windows Server 2019 Datacenter) Private IP address  10.0.0.10
% Continuous delivery Publisher MicrosoftwindowsServer Private IP address (IPVE) -
 Avaiabiity + scaling Offer WindowsServer Virtual network/subnet ssp-vnet/default
page [1 < |of 1 Plan 2019-Datacenter DNS name Configure
91 V] & Configuration
v VM generation %

n
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3. Under the Properties tab, go to Networking and click Configure for DNS name.

4. The DNS configuration tab will open.

Dashboard > Virtual machines > SSPAZURETEST > SSPAZURETESTip709

<= SSPAZURETESTip709 | Configuration X
4
Public IP address
[ 2 search (ctrl+/) | « save X Discard () Refresh
_ ~
B Overview
1P address assignment
Activity log (® pynamic () Static
Access control (IAM
k& (A IP address ©
€ Tags 20.204.142.152
Settings Idle timeout (minutes)
O [+]
& Configuration
. . DNS name label (optional) ©
1l Properties
[ sspazuretesd V]
B tocks centralindia.cloudapp.azure.com
Monitoring Learn more about adding a custom domain to this IP address 7
@ Insights Alias record sets
Create an alias record in Azure DNS. Learn more o
B Alerts
X + Create alias record
il Metrics
[l Diagnostic settings Subscription DNS zone Name Type TTL
® Logs No results.

Automation

24 Tasks (preview)

12

) Export template v
< >
Dashboard > Virtual machines
Virtual machines « 1 SSPAZURETEST  » X
Default Directory Virtual machine
+ Create v 2 Switch to classic -+ [0 search (ctrl+) | « & Connect C Restart [ stop [ Capture [i] Delete () Refresh [ Openin mobile [Z ClL/PS &7 Feedback
[ Fiver forany el B Overview " A Essentials JSON View
R Activity log Resource group (Move) Operating system
Name ssp Windows (Windows Server 2019 Datacenter)
B 24360-hat 82 Access control (IAM) Statue e
6 Tags Running Standard DS1 v2 (1 vepu, 3.5 GiB memory)
B 2d360-ha2
“ ° Location Public IP address
B adsp-test & Diagnose and solve problems Central India 20.204.142.152
) Subscription (Move) Virtual network/subnet
©r sett
B bharatm ettings Microsoft Azure ssp-vnet/default
B csp-demo-machine ©s+ @ Networking Subscription ID DNS name
B csprestadel & c d52ba1ca-3f3c-4d5a-9cd4-616c81cf5410 sspazuretest.centralindia.cloudapp.azure.com [y
‘testadelenow 9 onnect
) ) Tags (Edit)
B prestalert B Windows Admin Center i hore to acd togs
(preview)
B3 csptestalertcheck
a & Disks Properties  Monitoring ~ Capabilities (8) Tutorials
ssp-cloud-test D —
B3 size
B3 sspazUREHAT I3 virtual machine @ Networking
K 5pazUREHA? O security Computer name SSPAZURETEST Public IP address 20.204.142.152
K sspazURETEST @ Advisor recommendations Health state - Public IP address (IPv6) -
i Extensions + applications Operating system Windows (Windows Server 2019 Datacenter) Private IP address 100010
@ Continuous delivery Publisher MicrosoftWindowsServer Private IP address (IPv6) -
% Avallabilty = scaing Offer WindowsServer Virtual network/subnet ssp-vnet/default
page Plan 2019-Datacenter DNS name Configure
9 & Configuration
v VM generation vi v
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The URL to access ADSelfService Plus through the virtual machine will be

<DNS name>.cloudapp.net :<ADSelfService Plus port>.

entralindia.c

ADSelfService Plus Authentication

English
Try our other products

ADManager Plus ADAudit Plus Exchange Reporter Plus 0365 Manager Plus

Active Directory Management & Reporting Real-time Active Directory Auditing Exchange Server Audit and Reporting Complete Office 365 Reporting Solution

About ADSelfService Plus

ADSelfService Plus is an identity security solution to ensure secure and seamless access to enterprise
resources and establish a Zero Trust environment. With capabilities such as adaptive multi-factor
authentication, single sign-on, self-service password management, a password policy enhancer, remote
work enablement and workforce self-service, ADSelfService Plus provides your employees with secure,
simple access to the resources they need. ADSelfService Plus helps keep identity-based threats out,
fast-tracks application onboarding, improves password security, reduces help desk tickets and

empowers remote workforces. For more information about ADSelfService Plus, visit
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