Diagrams for applying Zero Trust principles to Azure laa$S infrastructure-Overview

Reference architecture Reference architecture with the four key components highlighted
Internet Azure
l'“""“““““““"": :““'““““'““““'““““'““““'“““'""““'""““'""““'""““'"“““““““""“': Azure
| o i O i e : Link h icl
| — e | ; R /" Link to the article
i User i : i ! i | | Front end tier subnet i i U . i _ APPGWsubnet L
| ! B e I i @ I Lo P L | o o
' — L | ASG ASG 1 it L | !
i & A I I —— g - I o e e - | o | NSG . o
- ; ! L | L _APPGWWAR UM VM | N - B | e end HErSUans R
i Admin ! L : ! : Bastion | L T T T T T o __ P o |[ | | | | _ApPGw (WAP) ;, .: o
= | N L I . | N B S < [E « AN
! | [ Azure Firewall T T : ! : Torequested ' ! Lo l ' . - | | i
1 | ) Bastion Subnet I ! : ! ! | | . - J I | R - | [ i
i i i | _Premium | R Vﬁ NSG : i i i | Azure Firewall : Bastion Subnet . : To re\cl'l‘\‘AeSted ; W™ W™ i |
! ! P Azure Firewall : ! App tier subnet 1 | | _Premium : | - ! |
! ! i ! Subnet b ;’ ___________ 1| L P Azure Firewall b i i
| : . L — ASG n ASG o Lo Subnet Lo Lo
i : i1 VPN GW Subnet = L — K . | - oo App tiersubnet | |
i | L A L Y wo | _ VPN GW Subnet - "= 1o
- ! I L ———rFp- - ! o o IR
i i A G ! DDOS Protection . Lo A N I Lo : nASG n ASG 1
| I 1 I | ! !
: i 0L VPNGW | L NSG o 1 bl L WM VM SR
i ! ! A A s L ﬁ ;, Data tier subnet 1 1 ro L VPNGW Lo ———ry- - ——- -
1 Ly i T S A : - - 1 : 1 1 | o 1 : : ! . . .
E ! i Security (HUB) VNET ! ASG Asg | D | e fo.t L Additional posters for applying Zero Trust
: : : i . ! n n I ! Security (HUB) VNET ! NSG _ Lo
: : ! . DDOS Protection I VM VM | : ! ! ;, o _ Data ’El_er_su_bn_e’gI | :
1 1 ! [mmmm— e gy : | ] : 1 ! ! : H O
| i | | : : S X U B | I | | nASG n ASG : Lo Zero Trust deployment plan with
1 1 y . TTTTTT T T T T T T T T T T i i (o A 1 ! | o
| & i ! L @ - Workload (SPOKE) VNET i i i ; M M R Microsoft 365
: ! E : — ! ! l B : i L Lo aka.ms/zero-trust-m365-poster
: Developer ! ! ! i NSG = Network Security Group ! i | i ; : |
! i : i Azure Blob : ASG = Application Security Group ! i i Azure Blob : e _______________________________________________ oot
i ! i : i i ! ' i Workload (SPOKE) VNET | Zero Trust deployment plan with
1 1 ! . . .
i i i | @ - i ! a i NSG = Network Security Group Microsoft Copilot for Microsoft 365
1 . . . .
l : | ! — : ! ! @ | ASG = Application Security Group ! aka.ms/zero-trust-copilot-m365-poster
| = | | | | - | | |
! i ! : Azure Files ! : i : : :
________________________ 1 1 .
i L e e mmimmimmee : it T | i Azure Files i i Abblv Zero Trust brincioles to A
! Azure Storage Services i P : R ' sttt R IR easie) UL pLel iz Lo ARl
i — > o9 Lo i Azure Storage Services i Lo services
i 1 > o 2 1 1 1 1 o H 1 .
! ! i h Lo ! ! o0 ®. L aka.ms/zero-trust-azure-services-poster
: T Moo . : : il o -
: | Elctrosl% MDC  RBAC Azure  KeyVault | | : ' Microsoft ~ o
. . ! | ntra Monitor b | | MDC  RBAC ure  KeyVault | 1
oo 9ffl_c_e_lefﬁi_“?_n_, i E A A L i i EntralD Monitor Lo
1 T e —————— o e ! ! 1 1 ! 1
i E E Common (PaaS) Services ! | e e e oo R
: | ! ! ! Common (Paa$) Services !
! i i ! ! :
: o ] : T SSSoSSoooooooooooooooiiiiiiiseesosooes !
: ! : !
| Admin : S S S i
1
| i
i ! On-premises L 1 I h 't t
: : -premises ogical architecture
1 : ——————————————————————————————————————————————————————————————————————————————————————————————————————————— 1
1 1 1
s - v v s
1
= @A R " |
l ! i A On-premises | Microsoft Entra ID tenant
1 . - 1
i i i Router Admin Microsoft Entra Connect AD Ds app i
1 1

RBAC and Azure Policies

Management Group

Other Azure
. . . Azure subscription Azure subscription P
Threat protection with Microsoft Defender for Cloud subscriptions
Microsoft Defender for Cloud Defender for Cloud Def(e:lnc?j; for
Microsoft Entra ID tenant Azure Monitor Azure Monitor Azure Monitor
Resource
Storage resource group Virtual machine resource Spoke VNet resource Hub VNet resource group grdot;{ps forI
Microsoft Defender XDR Microsoft Defender for Cloud enabled for a management group group group workloads
Storage accounts
On-premises SaaS apps Microsoft 365 Management group | Virtual machln_es for VNet VNet
(1 per tenant) Blob Storage Azure Files front end tier
! Integrated with Azure subscription Azure subscription service service App GW + WAF Bastion
your Microsoft SharePoint Virtual machines for ]
Active Directory Entra ID tenant Resource group Resource group Resource group Resource group Data set Data set app tier Network security Azure Firewall
. : groups
Domain Services L
Exchange L .
Data set Data set Application security VPN GW
+ . ¢ Virtual machines for groups
z + Microsoft Teams data tier o
ACtive, DireCtO.ry + Files, mailboxes, chat data, G e e °
Federation Services videos, etc.

| BVF
. M I C rOSOft June 2024 © 2024 Microsoft Corporation. All rights reserved. To send feedback about this documentation, please write to us at CloudAdopt@microsoft.com.



https://learn.microsoft.com/security/zero-trust/azure-infrastructure-overview
https://learn.microsoft.com/security/zero-trust/azure-infrastructure-overview
https://aka.ms/zero-trust-m365-poster
https://aka.ms/zero-trust-m365-poster
https://aka.ms/zero-trust-m365
https://aka.ms/zero-trust-m365
https://aka.ms/zero-trust-copilot-m365-poster
https://aka.ms/zero-trust-copilot-m365-poster
https://aka.ms/zero-trust-azure-services-poster
https://aka.ms/zero-trust-azure-services-poster
https://learn.microsoft.com/security/zero-trust/apply-zero-trust-azure-services-overview
https://learn.microsoft.com/security/zero-trust/apply-zero-trust-azure-services-overview

Apply Zero Trust principles to Azure laaS infrastructure-Azure Storage

Reference architecture Logical architecture
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Apply Zero Trust principles to Azure laaS infrastructure-Virtual machines

Logical architecture components Secure communications for virtual machines
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Apply Zero Trust principles to Azure laaS infrastructure-Spoke virtual networks

Reference architecture Network security groups Application security groups Logical architectures
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Apply Zero Trust principles to Azure laaS infrastructure-Hub virtual networks

Reference architecture Logical architecture
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Apply Zero Trust principles to spoke virtual networks with Azure Paa$S services
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