
Microsoft Entra Conditional Access 
policies

Protection 

level

Starting point

Specialized 

security
(only if needed for 
specific data sets or 

users)

Device 

type

Zero Trust identity and device access policiesZero Trust identity and device access policies

Intune device 
compliance 
policy 

Intune app 
protection 
policies

PCs

Phones and 

tablets

Define compliance 
policies (one for 
each platform)

Define compliance 
policies (one for 
each platform)

High risk users must 
change password

This policy forces users 
to change their 
password when signing 
in if high risk activity is 
detected for their 
account.

High risk users must 
change password

This policy forces users 
to change their 
password when signing 
in if high risk activity is 
detected for their 
account.

Apply Level 2 APP 
data protection
Apply Level 2 APP 
data protection

Apply Level 3 APP 
data protection
Apply Level 3 APP 
data protection

Apply Level 2 App 
Protection Policies 
(APP) data protection 
(one for each 
platform)

Apply Level 2 App 
Protection Policies 
(APP) data protection 
(one for each 
platform)

Require compliant 
PCs and mobile 
devices

This policy enforces 
Intune management 
for PCs, phones, and 
tablets.

Require compliant 
PCs and mobile 
devices

This policy enforces 
Intune management 
for PCs, phones, and 
tablets.

Block clients that 
don’t support 
modern 
authentication 

Clients that do not 
use modern 
authentication can 
bypass Conditional 
Access policies.

Block clients that 
don’t support 
modern 
authentication 

Clients that do not 
use modern 
authentication can 
bypass Conditional 
Access policies.

Require 
approved apps
Require 
approved apps

Require approved 
apps

This policy enforces 
mobile app protection 
for phones & tablets.

Require approved 
apps

This policy enforces 
mobile app protection 
for phones & tablets.

Require MFA when 
sign-in risk is low, 
medium, or high

Require MFA when 
sign-in risk is low, 
medium, or high

Require multifactor 
authentication (MFA) 
when sign-in risk is 
medium or high

Require multifactor 
authentication (MFA) 
when sign-in risk is 
medium or high

Require MFA always

This is also available 
for all Office 365 
Enterprise plans.

Require MFA always

This is also available 
for all Office 365 
Enterprise plans.

Enterprise
(Recommended for 

Zero Trust)

PCs include devices running the Windows or macOS platforms

Phones and tablets include devices running the iOS, iPadOS, or Android platforms

Requires Microsoft 365 E5, Microsoft 365 E3 with the E5 

Identity add-on, Office 365 with EMS E5, or individual 

Microsoft Entra ID P2 licenses

Require 
approved apps
Require 
approved apps
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