MUC LUC/ Table of content
GIOI THIEU, CAM KET/ INTRODUCTION, COMPROMISED

l. PHAM VI THU THAP THONG TIN/ What we collect

1. Théng tin Ngwdi Dung cung cép truc tiép/ Direct information from customer
Identity, basic info (sign up info)
Address (receive/send parcel)
Social network account (FB, Google)

2. Théng tin thu thap tw dong/ Indirect information from customer
Sign in info (time, period...)
Location info

3. Théng tin tlr cac ngudn khac/ Other sources
From other providers in which customers add any customer into the
providers’ program, promotions, or any forms of survey, analyzed reports
filled by customers.

1. MUC BICH SU DUNG THONG TIN/ How we use the Info

1. Cac muc dich s&r dung/ Purposes
Register identity, using service
Providing suitable content, adv, info services, promotions
Maintaining, improving services
Providing updated and suitable services
Others with your benefit

2. Céac muc dich khéng duoc dé cap/ Other purposes not mentioned above

Asking for permission before using info

. PHAM VI CHIA SE THONG TIN/ How we share information
1. Vilgi ich cta ban/ For your consent:
with Ecopark group of companies, affiliates, subsidiaries... => for customer’s
consent mentioned above
with other linked providers as your requirement
with other providers => for your consent
with other parties with customer’s permission
2. Visuw kién bat kha khang/ Force major (law, legal rules, court’s judgement...)
Law, legal rules, court’s judgment:
Protect rights and properties of Ecopark
V. CACH THUC LUU TR, BAO VE THONG TIN/ How we store and protect info
1. Cach thirc bao vé théng tin ngwoi dung/ Protect method
Designed system for high security of protecting info
Storing info in the main server with firewall, ... TLS 1.2; encrypted password,
Bcerypt
Self-protect by customer (not sharing password, OTP code for other users...),
use strong password
2. Thoi han lwu trl¥/ Protect period



Reasonable period for different kind of info
V. QUAN LY, XEM LAI, CAP NHAT THONG TIN/ Manage, update or delete
information, feedback (for customer)

Customers, being able to edit, update, delete, review customers’info
Required for full info, or any feedback of the application: info@ecotek.corp.com



CHINH SACH BAO MAT THONG TIN

Cong ty Co phan Tap doan Ecopark tran trong cam on Quy Khach hang da truy
cap va str dung &rng dung trén céc thiét bi di dong mang tén goi EcoOne cua ching toi.
EcoOne la iing dung dugc chung t6i phoi hgp véi mot cong ty thanh vién xay dung nham
muc dich dem dén mot trai nghiém cong nghé hién dai gan lién véi nhu cau sir dung
thuc tién cta cu dan Ecopark. Bang viéc doc, hi€u va déng y cac diéu khoan, diéu kién
dudi day, Quy Khach hang da xac nhan déng y véi Chinh sach thu thap va bao mét thong
tin Nguoi Dung (“Théng tin”) ma chiing t6i xay dung gan lién véi irng dung EcoOne.

Ecopark va cac cong ty thanh vién, cong ty lién két cua Tap doan Ecopark
(“Ecopark,” “chung t6i”, “ctia ching t6i”) hi€u ré tam quan trong cua viéc bao mat thong
tin cd nhan cda Ngudi Dung va ching t6i cé gang minh bach vé viéc chuing t6i thu théap,
str dung, tiét 16, chuyén va luu trir théng tin cé nhan cia Nguoi Dung. Chinh sach Bao
mat thong tin ca nhan nay cung cap téng quan vé cac nguyén tac thu thap théng tin cla
chuing t6i, ap dung dai véi ing dung EcoOne.

Xin lvu y Chinh sach bao mat thong tin cd nhan nay duoc ap dung khi Nguoi
Dung st dung &rng dung EcoOne (bao gom ca cac phién ban dau tién va cac ban cap
nhat, nang cap) dé truy cap, tim hiéu thong tin va/dé st dung céc Dich vu dugc dang tai
trén ng dung EcoOne cua chung t6i (“Dich vu”). Chinh Sach Bao Mat nay khong ap
dung cho bat ky san pham, dich vy, trang web hoéc ndi dung nao duoc cung cap badi bén
thir ba hoac co str dung chinh sach bao mat riéng.

Chinh sach nay duoc ap dung bat ké Nguoi Dung st dung may vi tinh, dién thoai
di dong, may tinh bang hay thiét bi khac dé truy cap Dich vu cua chuing t6i. Chlng toi
khuyén nghi Ngudi Dung nén doc cén than Chinh sach bao mat théng tin ca nhan nay
bdi vi bat ky ltic nao Nguai Dung str dung Dich vu, déng nghia véi viéc da dong y véi cac
diéu khoan ma chudng 16i quy dinh trong Chinh sach bao mat théng tin ca nhan va céac
phan b6 sung ctia né. Nguai Dung ciing luu y thuong xuyén kiém tra dé biét cac ban cap
nhat cho Chinh sach bao mat théng tin cd nhan nay. Trong truong hgp ching t6i cap
nhéat Chinh sach bao mét thong tin ca nhan va Nguoi Dung st dung Dich vu sau khi cap
nhat, diéu dé cling cé nghia ban da dong y vai (cac) diéu khoan mdi dugc xac dinh
trong ban cap nhat.

I. Pham vi thu thap théng tin:
1. Thoéng tin Ngudi Dung cung cap truc tiép:
- Thong tin cé nhan co ban: dé thiét 1ap tai khoan hoac ho so (bao gém nhung
khong gidgi han tén, ngay thang nam sinh, dia chi email, s6 dién thoai cua ban).
V&i nhitng Nguoi Dung duéi 15 tudi, vui long ddm bao da cé day da su déng y
va chap thuan cua cha me hodc ngudi giam ho hgp phap doi véi viéc cung
cap cac Thong Tin Nguoi Dung cho EcoOne; chiu rang buéc theo Chinh Sach



Bao Mat nay va chiu trach nhiém d6i véi hanh vi ciia nguoi dudi 15 tudi do
minh giam ho hop phép. EcoOne cé quyén tir chdi Nguai Dung tiép can hoac
cung cap cac Dich Vu lién quan trong truong hop cé can cir rang Ngudi Dung
dudi 15 tudi chua cé duge su dong y va chap thuén ndi trén tir cha me hoac
ngudi giam hé hop phap.

Théng tin d€ giao nhan hang hda, thanh toan dich vu: thong tin lién hé, dia chi
giao hang, dia chi thanh toan va thong tin thé tin dung cua ban.

Néu Nguoi Dung két néi véi dich vu mang xa hoi, ching t6i cé thé nhan va luu
trr thong tin xac thuc tr mang xa héi dé cho phép Nguoi Dung dang nhap,
cling nhu théng tin khac ma Nguoi Dung cho phép chudng téi nhan khi Ngudi
Dung két ndi vdi cac mang xa hoi d6. Chang téi khuyén cao rang néu Ngudi
DUng chon két ndi vai dich vu mang xa hoi trén thiét bi duoc st dung bai
ngudi khac ngoai ban, thi nhirng Nguoi Dung khac d6 coé thé xem théng tin
dugc luu trir hodc dugc hién thi cé lién quan téi tai khoan cua Ngudi Dung
trén (cdac) dich vu mang xa héi ma Ngudi Dung két noi.

2. Thoéng tin ty dong:

Ngoai thdng tin ma Ngudi Dung cung cap, ching t6i co thé thu thap théng tin
vé viéc Ngudi Dung st dung Dich vu cua ching t6i thong qua phan mém trén
thiét bi va cac phuong tién khac cda ban. Vi du:
Théng tin dang nhap: chang han nhu thai gian va thoi luong Ngudi Dung st
dung Dich vu, cum ttr truy van tim kiém Nguoi Dung nhép théng qua céc Dich
vu va bat ky thong tin nao khac dugc luu trir trong cookie ma ching t6i da dat
trén thiét bi cua ban.
Thong tin dia diém: chang han nhu tin hiéu GPS cua thiét bi hodc thdng tin vé
diém truy cap WiFi & gan va thap phat séng di dong cé thé dugc truyén dén
chung t6i khi Nguai Dung st dung nhirng Dich vu nhat dinh.

3. Thong tin tir cac nguon khac:
Chung t6i c6 thé thu thap Théng Tin Ngudi Dung tir cac nguon khac, bao gom
nha cung cap dich vu, doi tac, cac chuong trinh gidi thiéu, khi cé Nguoi Dung
thém thong tin cda ngudi thir ba trong cac cudc khao sat, diéu tra, chuong
trinh khuyén mai hay céc hinh thirc twong tu va céac ngudn cong khai co san.
Khi ching t6i thu thap Théng Tin Nguoi Dung tir cac nguon khac, chuing t6i
dam bao rang dir liéu dé dugc chuyén dén ching t6i phu hop theo luat phap
hién hanh.



4. Thong tin t&r bén th& 3 cung cap khi nguoi dung s dung ddng nhap qua
third-party nhu Facebook, Google, Apple:

- Chung t6i c6 thé thu thap thong tin do bén th 3 cung cap dé xac thuc
ngudi dung (nhu Facebook, Google, Apple), cac théng tin bao gém tén, dia
chi email (dia chi email 1a khong bat budc). Nguoi dung cé thé cé quyén
quan ly thong tin nay hay yéu cau xda thong tin nay theo hudng dan & phan
V phia dudi.

[I. Muc dich str dung théng tin:

1.

Chung t6i s&r dung Thong Tin Ngudi Dung dé van hanh, cung cap va cai thién
Dich Vu, cho c4dc muc dich str dung ctia ching t6i (“Muc bich”) bao gém:
Chung t6i sé gitup Nguoi Dung dang ky tai khoan, dinh danh va st dung dich
vu Nguoi Dung theo nhu cau.

Cung cap cac thong tin, quang cao, nbi dung dugc tai trg, thong tin khuyén
mai, dich vu cé nhan phu hogp vdi sa thich va quan tdm ctia Nguoi Dung.

Danh gia va phan tich thi truong, Ngudi Dung, san phdm va dich vu cla ching
t6i d€ cai tién, nang cao chat lwgng dich vu bao gom khac phuc céac 16i phan
mém va su ¢b van hanh, tién hanh phan tich di liéu, thir nghiém va nghién
clru, gidm sat va phan tich xu huéng s dung va hoat dong, dua dén trai
nghiém hoan hao cho ban qua tirng lan cap nhat.

Tiép nhan, phan tich cach Ngudi Dung st dung Dich vu cta dé ching téi co
th€ phat trién thém céc san pham va dich vu méi theo mong muén va nhu cau
cua ban.

Vi cac muc dich khac theo sy déng y cla ban.

DG vai cdc muc dich st dung Théng Tin Nguoi Dung khong duoc dé céap &
trén va/hodc can sy dong y cu thé clia Nguoi Dung, ching t6i cé thé xin chap
thuan cua Ngudai Dung vé viéc sir dung Thong Tin Nguoi Dung cho mét muc
dich cu thé nao doé khi ching téi lién hé véi Nguai Dung.

[1l. Pham vi chia sé thong tin

Thong Tin cua Ngudi Dung la mot phan quan trong trong hoat déng cua chung t6i, va
chuiing t6i cam két khéng ban Théng Tin ctia Nguoi Dung cho nguai khac. Chung t6i chi
chia sé Thong Tin, trong pham vi can thiét, nhu dugc néu dudi day, theo Chinh Sach Bao
Mat nay. Cac bén dugc chia sé quyén truy cap Thong Tin, hodc khi Ecopark chia sé
Thong tin cia Nguoi Dung phai cam két tuan tha hét sirc nghiém ngét cac quy dinh cla
phap luat va cac quy dinh lién quan tai Chinh Sach Bao Mat.

1.

Vi lgi ich cta ban:
Trao déi, cung cap, chia sé Thong Tin véi cac cong ty thanh vién, cong ty lién
két, chi nhanh va cac don vi cé lién quan khac trong Tap doan Ecopark. Thong



tin ciia Nguoi Dung c6 thé dugc chia sé gilra cac cong ty thanh vién, cong ty
lién két cua Ecopark cho muc dich da trinh bay trong chinh sach bao mat nay.
Cung cap, chia sé Thong Tin vdi doi tac theo yéu cau cua ban. Vi du khi Nguoi
DUng yéu cau mot dich vu théng qua doi tac Ecopark hodc stir dung chuong
trinh khuyén mai do ddi tac Ecopark cung cap, Ecopark c6 thé chia sé Théng
Tin clia Nguai DUng véi cac déi tac dé (d6i tac dich vu van chuyén hodc céc
dai tac kinh doanh ma Ecopark hgp tac dé cung cap chuong trinh khuy&n mai,
cdac dich vu canh tranh hodc dich vu dac biét khac)
Chung t6i c6 thé cung cap Thong Tin cua Ngudi Dung cho céac nha cung cap,
chuyén gia tu van, doi tac tiép thi, cong ty nghién ctru va nha cung cap dich vu
hodc doi tac kinh doanh khac. Diéu nay bao gém: bo phan xt ly thanh toan va
b6 phan ho trg; nha cung cép dich vu may chu, dich vu cong nghé thong tin,
nha cung cap luu trir ddm may; doi tac quang cao va nha cung cap nén tang
quang cdo; nha cung cap phan tich dit liéu; cac doi tac nghién citru, bao gom
ca nhirng ngudi thuc hién khao sat hodc du an nghién ctru hop tac vdi
Ecopark hoac thay mat Ecopark;
Céac bén khac khi cé sy dong y cua Nguoi Dung hodc theo hudng dan cua
ban. Ngoai céac tiét 10 nhu duoc mo ta trong Chinh sach bao mat thong tin ca
nhan nay, ching t6i co thé chia sé théng tin vé Ngudi Dung vdi cac bén thir ba
khi Nguoi Dung dong y hodc yéu cau viéc chia sé nhu vay.

2. Vi su kién bat kha khang:
Thuc hién theo yéu cau cla céc co quan nha nudc cé thdm quyén, hoéc theo
quy dinh cutia phap luat, hodc theo phan quyét cia Toa an;
DE€ bao vé quyén, tai san hoac an toan cla Ecopark hodc cac cong ty lién két,
dai tac kinh doanh.

IV. Céch thirc luu trit va bao vé Thong Tin
Bao mat thong tin la uu tién nghiém ngéat nhat cia chuing t6i trong viéc bao vé quyén loi
t6i da cho Nguai Dung.

1. Cach thirc bao vé thoéng tin nguoi dung:

- Hé thdng cla chung t6i dugc thiét ké cé tinh dén kha ndang bao dam an toan
va riéng tu cho thong tin cda Ngudi Dung. Moi Théng Tin Nguoi Dung déu
dugc luu gitr va bdo mat bai hé thdng cua Ecopark hoac don vi cung cap dich
vu cho Ecopark theo quy dinh cua phap luat va Chinh Sach Bao Mat nay.

- Khi thu théap, tiép nhan dir liéu, Ecopark sé no luc t6i da trong pham vi cho
phép dé thuc hién luu gilr va bdo mat Thong Tin cia Nguai Dung tai hé thong
may chu va cac Thong Tin Ngudi Dung nay duoc bao dam an toan bang céac
hé théng tudng Ira (firewall), cac bién phap kiém soéat truy cap, ma héa dir
liéu, bao mat Idp truyén tai, truyén tai thong tin an toan qua hé thong TLS 1.2.



Ecopark cé céac bién phap thich hgp vé ky thuat va an ninh d€ ngan chan toi
da trong pham vi c6 thé viéc truy cép, s&r dung trai phép Thong Tin cuta ban.

- Chung t6i str dung thuat toan ma hoa mat khau Berypt, phuwong phép an toan
va bao mat nhat hién nay, tuy nhién Ngudi Dung can chd dong, thiét 1ap mat
kh&u manh, va tu bao vé théng tin tai khoan cia minh va khéng cung cap bat
ky théng tin nao lién quan dén tai khoan, méat khau hay céc phuong thic xac
thuc (vd: OTP) truy cép trén (rng dung.

- Céc thong tin thé thanh toan cua Ngudi Dung do céc o chirc tai chinh phat
hanh dugc ching t6i bao vé theo tiéu chudn quéc t€ véi nguyén tac khong luu
gilr cac dir liéu quan trong cua thé thanh toan (so thé, s6 CVV hodc ma so xac
thuc khac cé gia tri phap ly twong duong) trén hé théng cua ching t6i. Giao
dich thanh toan clda Ngudi Dung dugc thuc hién thong qua hé thdng cua
C6ng thanh toan va cac ngan hang lién két cia EcoOne.

- Nguoi Dung tuyét doi khong str dung céc cong cu, chuong trinh hay bién phap
nao khac dé can thiép trai phép vao hé thong hay lam thay ddi cau tridc dir liéu
cta bat ky Dich Vu nao, cling nhu b4t ky hanh vi nao khac nham phat tan, co
vl cho cac hoat déng véi muc dich can thiép, pha hoai hay xam nhap vao dir
liéu cua hé théng EcoOne, cling nhu cac cac hanh vi pham phap luat Viét
Nam. Trong trudng hop chung téi phat hién Ngudi Dung cé hanh vi vi pham,
chung t6i cé quyén chuyén théng tin vé hanh vi vi pham cho céc co quan co
tham quyén dé xu ly theo quy dinh phéap luét.

- Nguoi Dung cé trach nhiém bao vé thong tin tai khoan ctia minh va khong
cung cap bat ky théng tin nao lién quan dén tai khoan, mat khau hay cac
phuong thic xac thuc (vd: OTP) truy cép trén cac website, i'ng dung, phan
mém va cdc cong cu khac (néu cd).

- Chung t6i khong chiu trach nhiém vé nhitng van dé phat sinh khi Nguoi Dung
str dung Dich Vu tir cdc cong cu, giao dién khac khong phai la website, irng
dung, phan mém chinh thirc, duoc phép st dung trong khuén khé cua Dich
Vu.

2. Thoi han luu trir:

Chung t6i luu trir Thong Tin cia Nguai Dung dé dam bao cho Nguai Dung kha
nang st dung lién tuc céac Dich Vu, va luu trir trong thoi han can thiét dé thuc
hién duoc cac Muc Dich, hoac theo quy dinh clia phap luat (bao gom ca cho
muc dich thué va ké toan néu can), hodc dé thuc hién cac cong viéc khac nhu
dugc théng bao trude cho Nguai Dung. Thai gian chang téi luu gitr Thong Tin
clia Ngudi Dung cu thé khac nhau tly thudc vao Muc Pich. Khi Thong Tin cua
Nguoi Dung khong con can thiét cho viéc cung cap Dich Vu hodc Muc Dich
hodc Ecopark khong con c¢6 muc dich kinh doanh ho&c phap ly dé git lai



Théng Tin clia ban, ching t6i sé thuc hién cac budc dé ngan chan viéc truy
cap hodc str dung Thong Tin cua Nguoi Dung cho bat ky muc dich nao ngoai
viéc tuan thu theo Chinh Sach Bao Mat nay, hodc cho muc dich an toan, bao
mat, phat hién va phong chdng gian lan.

VII. Quan ly, xem lai, va cap nhat thong tin ciia Ngudi Dung

1. Khi da dang nhap, Ngudai Dung c6 thé xem lai va cap nhat théng tin bang cach
truy cép vao cac dich vu Ngudi Dung st dung bat ky lic nao. Ngudai Dung co
thé c6 quyén yéu cau chi tiét vé théng tin ma ching t6i thu thap va chinh sira
cac diém khéng chinh xac, hodc cap nhat thong tin mdi trén (ng dung cua
chung toi.
DG véi cdc muc dich sir dung Thong Tin Nguai Dung khéng duoc dé cap &
trén va/hodc can su dong y cu thé ciia Ngudai Dung, ching téi cé thé xin chap
thuan cua Ngudi Dung Vvé viéc sir dung Thong Tin Nguoi Dung cho mét muc
dich cu thé nao d6 khi ching t6i lién hé véi Nguai Dung.

2. Quyén cla nguoi dung. Theo quy dinh cua phap luat, quy khach cé cac quyén
sau:

Hoi chiing toi c6 dang nam gitr Thong Tin Ngui Dung vé ban than hay khong
va yeu cau cung cap ban sao Thong Tin Ngudi Dung do va thong tin vé cach
thirc cac thong tin d6 duge xur ly;

- Yéu cau dinh chinh Thong Tin Nguoi Dung khong chinh xac;

- Y€u cau x6a Thong Tin Nguoi Dung khohg con can thiét cho cac muc dich xt
ly, cac thong tin duoc xtr ly dua tren su chap thuah nhuhg chap thuan doé da
dugc rat lai, hoac thong tin dugc xtr ly khong tuah thu cac quy dinh cia phap
luat hieh hanh;

- Y€u cau chung toi tam dirng xtr ly Thong Tin Nguoi Dung khi hoat dgng xur ly
khong phu hop;

- Phan d6i viee xtr ly dir li€u ca nhah;

- Yéu cau luan chuyén Thong Tin Ngudi Dung ma quy khach da cung cap cho
chung toi (khong bao gém thong tin cé dugc tir cac thong tin duoc thu thap),
trong truong hop viec xir ly Thong Tin Ngu®i Dung dé dugc thuc hien tren co’
s@ su dong y hoac hgp doéng véi quy khach va dugce thuc hien bang phuong
thae ty dong; va

- Néu Nguoi Dung mudn yéu cau truy cap thong tin day du cia minh, hodc co
bat ky yéu cau, phan anh gi vé Dich vu hodc &rng dung, vui long lién hé vdi bo
phan dich vu Nguoi Dung cla ching t6i qua hom thu dién tu:
info@ecotekcorp.com.



Chung t6i ¢ thé tir chdi xr ly nhitng yéu cau khong hop ly, doi hoi can thiép ky
thuét, gay nguy hiém dén su bao mat théng tin ca nhan cua ngudi khac, khong
thuc t&€ hoac truy cap nhu vay khong duoc luat phép nai cé yéu cau cho phép.




