


With regard to the CIO, while the Chairman’s memorandum addressed the CIO’s failure to disclose
certain information to the CFTC’s incident response team, it neither acknowledged nor addressed our
findings regarding his affirmative misrepresentations to the incident response team and to OIG
investigators.

Retaliation

We recommended that management “undertake the creation of an Agency-wide policy that
prohibits retaliation against and protects contractors who in good faith report any wrongdoing by CFTC
employees or any deficiencies in CFTC operations.” The CFTC concurred with our recommendation.’

Shortly after receiving the Report, the Chairman sent a memorandum to all CFTC personnel
affirming the CFTC’s commitment to complying with “all Federal laws, regulations, and agency policies,
including those that prohibit retaliation and uphold the fair and equal treatment of Federal employees and
contractors who make good faith reports of potential wrong doing.” In November, the CFTC’s Executive
Director circulated an email to all CFTC personnel “to ensure all agency employees and contractors are
aware of and understand prohibited personnel practices and whistleblower protections.”” The Chairman
and Executive Director’s memoranda together summarize the legal framework on whistleblower
protection and prohibition of retaliation, direct personnel to relevant resources provided by the U.S.
Office of Special Counsel, and urge agency staff to address questions and report wrongdoing to
appropriate parties.

The CFTC is currently developing two formal policies relating to retaliation prohibitions, and has

also revised Contracting Officer’s Representative (COR) training programs to include discussion of
retaliation.

CFTC Information Technology Polices

We found that “CFTC’s information technology policies and practices need review.” The CFTC

has made changes to the organization of ODT to
I - I lresss deficiencies.”

As always, I appreciate your continuing support of my Office.

Attachments

Cc (with attachments): Tony Thompson
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¢ Memorandum from Timothy G. Massad to All CFTC Employces and Contractors, “*Anti-Retaliation and Reprisal Statement,”
July 22, 2016.

7 Email from Anthony C. Thompson to [All CFTC Personnel], “CFTC Announcement: Prohibited Personnel Practices and
Whistlcblower Protections,” Nov. 2, 2016. )

 We will continue to review the CFTC’s IT security efforts as part of our required annual FISMA compliance audits.
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