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EXECUTIVE SUMMARY

This study analyses the appropriate safeguards for scientific research under Article 89(1) of the Genera
Data Protection Regulation (GDPR). Appropriate safeguards in this context refer to the pertinent
technical and organizational measures adopted by controllers and processors to protect the rights and
freedoms of the data subject while conducting scientific research. To this extent, special relevance is
given to those measures aimed at ensuring respect for the principle of data minimisation?.

Scientific research as a legal concept is not determined. This study, however, contemplates it from a
broad perspective?, which encompasses, inter alia, technologica devel opment and demonstration aswell
as fundamental and applied research conducted both by public and private ingtitutions®. In addition, the
analysis of appropriate safeguards is based on the regulatory framework governing scientific research.
It not only identifies appropriate safeguards stemming from the relevant sector-related methodological
and ethical standards, in conformity with good practice?, but it also takes into account the applicable
legislation and data protection rules.

The methodology used in this study rests on a comparative analysis of appropriate safeguards
implemented among a set of twelve European Economic Area (EEA) States, selected in agreement with
the European Data Protection Board (EDPB). The countriesincluded in the study are: Austria, Belgium,
Bulgaria, Estonia, Finland, France, Germany, Greece, Iceland, Italy, Norway, and Poland.

The Supervisory Authorities (SAs) of the selected countries were asked to respond to a questionnaire
on the implementation of appropriate safeguards in national and sectoral legidation as well as in other
non-binding instruments and sources. Based on the replies and the additional research conducted, three
groups of four countries were created according to the interest, language skills, and national legislation
knowledge of the authors of this study. The responses were analysed and the relevant information was
extracted in comparative tables, which allowed for an individual and collective examination of the
appropriate safeguards at different levels. Inthisvein, Section 2 of thisstudy concentrateson theanalysis
of national legidation, guidelines and codes of conduct; Section 3 focuses on sectoral legidlation and
soft law; Sections 4 and 5 highlight converging and diverging elements relating to the implementation
of appropriate safeguards, and identify trends and similarities among the analysed national systems.
Finally, Sections 6 and 7 provide for avenues, policy recommendations, and conclusions to contribute
to amore uniform approach to the implementation of safeguards in the context of scientific research.

The results of this study show that certain harmonisation exists among EEA States with respect to
appropriate safeguards for scientific research, as required by the GDPR. However, a conundrum of
various bodies of law and (ethical) guidelines regulate scientific research in specific areas, such as
bi obanking, health, epidemiology, social benefits, artificia intelligence and statistics. In turn, this makes
the legal framework for sectoral research to remain fragmented.

On agenera note, the study revealsthat the analysed national data protection laws differentiate between
technical and organisational measures while conducting scientific research, thus mirroring the
conceptua framework laid down by the GDPR. While technical measures are widespread in the EEA
States, the positivation of organisational measures fals behind. In most of the analysed countries,
technical measures concentrate on confidentiality, integrity, availability and resilience of the processing
systems and environments where scientific research is being conducted. Confidentiality measures
include, predominantly, access control procedures to prevent the intrusion of unauthorised persons in
the systems. Integrity measuresinclude encryption, pseudonymisation and anonymisation techniquesto

1 Art. 89(1) GDPR.

2 Rec. 159 of the GDPR.

3 [bidem.

4 European Data Protection Board, Guidelines 05/2020 on consent under Regulation 2016/679, 04.05.2020, Paragraph 153,
viewed 5 August 20201, https:.//edpb.europa.eu/sites/defaul t/files/files/filel/edpb _guidelines 202005 consent_en.pdf.
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avoid the reading, copying, alteration or removal of information. Availability and resilience measures
arein genera poorly specified in national legidation. Primarily, countries make a direct referenceto the
GDPR in relation to the implementation of appropriate availability and resilience measures.
Organisational measures are rather timidly addressed. Most prominently, specific measures relating to
human resources and test, assessment and evaluation protocols and procedures have been incorporated
into the national law of the analysed countries. Organisational measures relating to human resources
tend to concentrate on ensuring that the persons authorised to process personal data have committed
themselves to a duty of confidentiality. They additionally focus on instructing and improving the
competence of the personnel involved in the processing operations by requiring specific trainings to
raise awareness on hygienic data protection practices. Appropriate measures for test, assessment and
evaluation include the regular monitoring and effectiveness of technical and organisational measuresfor
ensuring the security of the processing.

The report recommends a reassessment of the appropriate technical and organisationa measures,
whether by binding or non-binding instruments, with special consideration to the measures relating to
data minimisation. The authors a so consider that further efforts should be made to better harmonise the
fragmented legidation for sectora research. In particular, more robust legal frameworks should be
developed to address the various types of research according to their respective risks to fundamental
rights and freedoms. By the same token, the overall types of safeguards within each scientific domain
should in addition be streamlined. Finally, an intensifying dialogue and closer aignment between the
regimes of data protection and ethicsto clarify their overlapsand distinctionsin relation to the protection
of the rights and freedoms of the data subject is recommended.

Milieu Consulting Sudy on the appropriate safeguards under article 89 (1) GDPR for the processing of
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1 INTRODUCTION

1.1 OBJECTIVES AND SCOPE OF THE STUDY

This study on the appropriate safeguards for the processing of personal datafor scientific research under
Article 89(1) of the General Data Protection Regulation (GDPR) is submitted further to the framework
contract (FWC) No. EDPS/2019/02. The study analyses at national level of 12 European Economic Area
(EEA) States the specification and regulation of appropriate safeguards for the rights and freedoms of
the data subject in relation to Article 89(1) GDPR. It focuses on explicit references to safeguards for the
processing of personal datafor scientific research purposes.

To achieve this goal, the study performs a scoping review of the safeguards required or in place in the
selected EEA States, based upon the input received from the national data protection Supervisory
Authorities (SAs). The aim of the study is thus preeminently practical, as it concentrates on the legal
organisational and technical measures envisaged at national level. This research was accomplished by
analysing the EEA States’ relevant nationa laws implementing Article 89(1) GDPR with regard to the
processing of data for scientific research purposes as well as any other laws and/or guidelines specific
for scientific research and/or codes of conduct, and certain sectorial laws with direct impact on data
protection and the specification of safeguards.

1.2 STUDY METHODOLOGY

After consultation and suggestions of the European Data Protection Board (EDPB) 12 European Union
(EU) and EEA States were selected®. The final list of the countries was then determined and fixed in
common agreement with the EDPB, and consists of the following countries (in alphabetical order):
Austria, Belgium, Bulgaria, Estonia, Finland, France, Germany, Greece, Iceland, Italy, Norway, and
Poland.

The project team then drafted a questionnaire containing concrete questions on the implementation of
Article 89(1) GDPR in the national and sectoral legidation as well as in other guiding instruments and
sources (see Annex 4). The questionnaire was based on the study’s requirements and was submitted to
the SAs by the EDPB Secretariat to the contact points of the 12 selected countries. All SAs provided
answers to the questionnaires. Based on the questionnaires’ replies, groups of countries were created,
which were allocated to the researchers, taking into account their interest, language skills and nationa
legislation knowledge. In addition to the input received by the questionnaires, other relevant legislative
sources were collected and analysed where possible and relevant.

For al 12 countries, the team analysed 1) national GDPR legidation provisions referring to and
implementing Article 89(1) GDPR for scientific research, 2) sectoral legislation, both at national and
international level, relating to scientific research and mentioning safeguards relating to the GDPR, and
3) other relevant sources, such as non-binding governmental documents, guidelines, opinions and
decisions of the SAs, industry codes, rules of professional legidation, contracts and processing
agreements between research ingtitutions and individual researchers, etc. The sectoral analyses provided
overal results in the following sectors (in aphabetica order): artificial intelligence, biobanks,
(bio)medical research, clinical tridls and clinical research, heathcare/epidemiological services,
labour/unemployment/social benefits/investigation and statistics. These sectors are retained in this
report and described for those countries when national and/or sectoral legislation provided information
about safeguards for scientific research.

Based onthe extensive analysis, comparative tables were set up, for both national legislation and sectoral
legidlation for the 12 countries for internal study and comparison purposes. On the basis of these

5 The following selection criteria were used: 1) geographical distribution; and 2) language skills and national legislation
expertise of the researchers involved in the study.
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overviews, the team created a descriptive document describing the relevant aspects of the national and
sectoral legidation. The compound version of this analysis is encapsulated in Sections 2 and 3. The
project team then proceeded with extracting converging and diverging el ements of nationa (sectoral)
legislation and identifying trends and similarities between the examined national systems® Thisanalysis
isencapsulated in Sections 4 and 5, where three types of elements: “converging elements”, “trends” and
“diverging elements” are differentiated’. The analysed similarities and variations in countries’
approachesto legal and technical safeguardsfor scientific research should allow for possible harmoni sed
approaches and enforcement of Article 89(1) GDPR to be assessed. As a last step, a selected list of
recommendations is provided. Thislist is not exhaustive, but retains only some significant findings of

this study. Some further caveats are at order for our findings:

Firstly, the findings do not represent the situation in al 27 EU Member States and all 30 EEA States.
The findings for the 12 countries studied, however, aready allow interesting observations to be made
and best practices and tendencies to be identified, but also challenges of the current national (sectoral)
implementation of Article 89(1) GDPR. Secondly, “scientific research” is understood as being
conducted both by public and private entitities’. At the same time, scientific research for archiving
purposes’ and historical research purposes was — as discussed and agreed with the EDPB - not at the
core or intended to be within the scope of this study. Nevertheless, some references are made where
considered useful. Thirdly, this study focused on the implementation of Article 89(1) GDPR
(safeguards) and did not tackle nor include the implementation of Article 89(2) GDPR (rights
restriction). That being said, the interrelation between Article 89(1) and (2) should be kept in mind.
Article 89(2) refers directly to the possibility to derogate from certain rights under the GDPR, namely
Articles 15, 16, 18 and 21, provided that the conditions and safeguards of Article 89(1) are fulfilled™.
Article 89(1) and (2) are hence intertwined and in some cases cannot be easily separated in a useful
way!. At the sametime, the focus of this study remainson Article 89(1) GDPR, and conclusionsdirectly
related to Article 89(2) therefore remain limited. Sections 2 and 3, and the related endnotes, indicate
such cases.

Article 89(1) also has alink with Article 9(4) GDPR, alowing EEA States to adopt national legislation

6 We created two extensive Excel tables with each a schematic overview of safeguards taken in every country at the level of
1) national implementation of Article 89(1) GDPR and 2) sectoral legislation. The two Excel tables were configured on the
basis of the general framework of research methodology as described in Bushan Mishra, S., Alok, S., 2011, ‘Handbook of
research methodology’, Educreation Publishing. Certain adaptations were made for this report and the following stages of
scientific research were considered for our comparative analysis of appropriate safeguards: 1) formulation and preparation of
the plan, design, and methodology; 2) data collection; 3) dataanalysis: technical and organizational measures; 4) report,
presentation of findings, data sharing; and 5) other: further processing, references to the GDPR, responses to the data
subjects, etc. The document containing the descriptive analysis, as well as the two Excel tables, were intended for internal use
only and allowed the finding of convergences and divergences, including references, and for making the legal analysis.

7 We used the term “converging element” if a certain safeguard was present in more than six countries. We used the term
“diverging element” when only one to three countries pursue a different approach. We used a looser yardstick for the term
“trends,” which we used to clarify emerging tendencies in multiple countries, further explained in Section 4.

8 As laid down by Recital 159 of the GDPR, “[f] or the purposes of this Regulation, the processing of personal data for
scientific research purposes should beinterpreted in a broad manner including for example technological development and
demonstration, fundamental research, applied research and “privately funded research’; This open approach to scientific
research is further supported by the EDPB in the Guidelines 05/2020 on consent under Regulation 2016/679, 04.05.2020,
Paragraph 153. Please also note that the term “researcher” is a general notion used in this report, referring to the controller
conducting the research, being in most cases an entity, institute, company or body, and in few cases individuals. The notion
as such is not referring to any individual researchers, nor controllers, unless indicated otherwise.

9 Some references to the use for archiving purposes may be included for some countries, becauseit is a domain which is well
organized and exists since some time and which could therefore provide meaningful insights as to safeguards.

10 |In particular, such derogation should be possible when complying with those rights “are likely to render impossible or
seriously impair the achievement of the specific purposes” and if the derogation is necessary for fulfilling the research
purposes.

11 Similarly, some EEA States, which areincluded in this study, have considered the two Articles together. Therefore, this
study may, to some extent, for some countries, also include national measures and implementation of safeguards related to
Article 89(2) in situations where a separation of the two would not be constructive for the nature of the national legidlation in
question or for the purpose of this study.
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with further conditions for special categories of data. Safeguards could be considered as such further
conditions. This link, and national implementation of Article 9(4) GDPR is also not within the scope.
and therefore not explicitly further investigated in this study. Because of the limited time frame and
means for this study, interviews with relevant stakeholders were not included. The questionnaires’
responses and the background research already provided sufficient material to conduct an extensive
comparative analysis on the subject matter and draw meaningful conclusions and recommendations.

1.3 SCOPE AND MEANING OF ARTICLE 89(1) GDPR

Article 89(1) GDPR states that personal data processing for archiving in the public interest, scientific or
historical research purposes or statistical purposes (hereinafter together also referred to as “scientific
research’) shall be subject to appropriate safeguards for protecting the rights and freedoms of the data
subjects involved™. The safeguards have as an objective that technical and organisational measures™
are in place in order to ensure, in particular, the principle of data minimisation. The aim of the
safeguards, in other words, is (i) to protect rights and freedoms of the data subjects and (ii) to process
personal dataaslittle as possible and only as needed to reach the objectives of theresear ch. By these
means, scientific research shall consider data minimisation techniques, such as anonymisation and
pseudonymisation, to achieve these purposes'*.

Furthermore, no fewer than eight recitals (recitals 156-163) relate to Article 89 GDPR. Recital 156, e.g.,
aso adds to the data minimisation requirement that this requirement is ‘in pursuance of the
proportionality and necessity principles’. Some further additional explanations are contained in these
recitals, including in relation to the coupling information from registries, personal data processing for
scientific research and studiesin the public interest in the area of public health, the interest of the Union
in achieving the European Research Area, and with regard to statutory confidentiality of statistical
authorities (recitals 162-163).

The precise meaning of Article 89(1) GDPR is, however, debated in some countries. Pointing to recital
156, as well as to the place in Chapter IX, one could argue that Member Sates shall adopt specific
legislation specifying any own required safeguards'®. Others defend that the same article imposes
obligations for the researchers as controllers to implement safeguards'®. Hence, in brief, it isimportant

12 Article 89(1) GDPR sets out, that “processing for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes shall be subject to appropriate safeguards”. The safeguards shall be technical and
organisational, and ensure in particular that the principle of data minimisation is observed. Article 89(1) also mentions
pseudonymisation and anonymised data.

13 About this notion, aimed to ‘ensure a level of security appropriate to the risk’, see also Article 32(1) GDPR.

14 Discussion exists as to whether there should be an order of precedence for data minimisation techniques, i.e. if
anonymisation is to be considered in thefirst place if the research objectives allow, as Article 89(1) GDPR in fine states that
this “‘shall be fulfilled in that manner’ where the purposes of the research can be fulfilled ‘by further processing’. See also
case law, e.g., the CJEU Huber case, C-524/06, § 65, in which the Court stated that the statistical objectives of the processing
relying on the German Central Register of Foreign Nationals could be reached with only the processing of anonymous data.,
as no more was ‘necessary’. See also recital 156 GDPR. At the same time, the data minimisation requirements could also be
fulfilled by pseudonymisation, as explicitly stated in Article 89(1) GDPR itself. Some authors aso point to the need for
privacy by design and by default. See Mondschein, C. F., and Monda, C., 2019, ‘The EU’s General Data Protection
Regulation (GDPR) in a Research Context’, in Kubben, P., Dumontier, M., Dekker, A. (eds.), Fundamentals of Clinical Data
Science, Springer, pp. 55-74, viewed 5 July 2021, https://link.springer.com/content/pdf/10.1007%2F978-3-319-99713-1.pdf .
See also some other authors have criticized the limited guidance in the GDPR about the required safeguards: see, e.g.,
Portmeister, K., 2017, ‘Genetic data and the research exemption: is the GDPR going too far?’, International Data Privacy
Law, p. 139.

15 See, e.g. in the Netherlands, Engelfriet, A., e.a., 2018, ‘De Algemene V erordening Gegevensbescherming —Artikelsgewijze
commentaar’, Amsterdam, lus Mentis, p. 289. See also the text of recital 156: ‘[...] The further processing of personal data
[...] is to be carried out when the controller has assessed the feasibility to fulfil those purposes by processing data which do
not permit or no longer permit the identification of data subjects [...]. Member States should provide for appropriate
safeguards for the processing of personal data for archiving purposesin the public interest, scientific or historical research
purposes or statistical purposes. [...]" (emphasis added).

16 1t shall also be noted that not respecting Article 89 GDPR will result in higher administrative fines (see Article 83(5)(c)
GDPR).
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to retain that discussion exists as to whether or not EEA States should adopt legidation imposing
required safeguards for the processing of persona data for scientific research or if it is sufficient that
controllers assess the feasibility to conduct the research respecting the data minimisation principle and
providing for safeguards themselves, e.g., by means of codes of conduct.

Case law on safeguards for processing for scientific research purposes is overall very limited, both on
the international and national level. At the same time, the highest international courts stress the
importance of national law. The European Court of Human Rights (ECtHR) has for example stated
repeatedly that

‘[...] protection of [...] data is of fundamental importance to a person’s enjoyment of his or her
right to respect for private life as guaranteed by Article 8 of the Convention. The domestic law
must therefore afford appropriate safeguards to prevent any such use of personal data as may
be inconsistent with the guarantees of this Article [ ...]. The domestic law should notably ensure
that such data are relevant and not excessive in relation to the purposes for which they are
stored, and preserved in a form which permits identification of the data subjects for no longer
than is required for the purpose for which those data are stored [...]. The domestic law must
also afford adequate guarantees that retained personal data are efficiently protected from
misuse and abuse [ ...]. The above considerations are especially valid as regards the protection
of special categories of more sensitive data’ [...] (emphasis added)’*’.

The project team therefore argues that EEA States shall adopt national law specifying the safeguards
when persona datais used for scientific research for securing the rights and freedoms of data subjects
and to limit any risks after due assessment.

Furthermore, Article 89(1) GDPR covers a wide variety of diverse science purposes and aims. This
study aims at finding convergences in this large variety with different aims and to link the safeguards
identified to the type of scientific research and the risksfor the data subjects, while not unduly restricting
or prohibiting the use and free movement of the data'®.

17 See ECtHR, P.N. v Germany, 11 June 2020, application no. 74440/17, 88 70-71. The court further in these paragraphs
referred to Article 6 of the Data Protection Convention; see dlso ECtHR in S. and Marper, § 103; M.K. v. France, § 35; and
Peruzzo and Martens, § 42. The same devel opment was made in ECtHR, 26 May 2020, application no. 1122/12, P.T. v La
Républigue de Moldavie, § 26. Thefirst reiteration of the Court was in ECtHR, 25 February 1997, Z v Finland, application
no. 22009/93, § 95 and followed by multiple references thereafter (e.g., in ECtHR., 27 August 1997, M.S. v Sweden,
application no. 20837/92, § 41, ECtHR 17 July 2008, |. v Finland, application no. 20511/03, § 38.

18 For example, processing for statistical purposes is characterised by bringing together elementary information from
individuals making up the (specific) population to describe the characteristics of that population as awhole, while serving
distinct purposes such as (i) establishing statistical knowledge as such, (ii) providing assistance to planning and decision-
making and (iii) providing researchers with information contributing to understand epidemiology, economics, sociologie etc.
Hence, for statistics, persona data used shall be rendered fully anonymous. At the same time, stati stics operate on the
principle that there should be minimum interference and intervention as to the individuals whose personal data are processed,
which is quite different from for example of biological and human sciences, where much of the research is based on
experimentation and hence personal intervention (see CoE, Explanatory Memorandum to Recommendation Rec(1997)18 on
the protection of personal data collected and processed for statistical purposes, 1997, pp. 5-7). As aresult, processing for
statistical purposes, as they are totally incompatible with any scientific research relating to individuals or for taking measures
in relation to individuals, shall lead in principle always to ‘statistical results’, and data minimisation should be understood as
the statistical data at best not being linked/able or related to identified or identifiable natural persons.
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2 ANALYSIS OF NATIONAL LEGISLATION, GUIDELINES AND CODES OF
CONDUCT

This section briefly presents the national legidation implementing Article 89(1) of the GDPR aswell as
the relevant national guidelines and codes of conduct adopted in the selected countries. Section 2.1.1
focuses on national legislation encoding the specific elements of Article 89(1) of the GDPR. Section
2.1.2 addresses the case law of national courts and the related guidelines and codes of conduct.

2.1 GDPR IMPLEMENTING NATIONAL LEGISLATION
2.1.1 Austria: Two sets of legislation and required safeguards

Appropriate safeguards for scientific research purposes are regulated by the Austrian legislator in two
main legal acts, namely the Austrian GDPR implementing Data Protection Act (Datenschutzgesetz, or
DSG)® and the specific law for research Austrian Research Organisation Act
(Forschungsorganisationsgesetz, or FOG)??!, A dedicated nationa law hence covers research in
various domains detailing safeguard requirements.

Article 7 DSG distinguishes two processing constellations for scientific research purposes, for which
different safeguards apply. Thefirstisprocessing of personal datafor scientific research purposes which
are not aimed at producing personal results. In this case, the controller may process al personal data
which: (i) are publicly accessible; (ii) have been lawfully obtained by the controller for other research
projects or other purposes; or (iii) are pseudonymised and the controller cannot determine the identity
of the data subject by legally permissible means. The second group encompasses processing for
scientific research purposes aimed at producing personal results. In that case, personal data may be
processed only (i) in accordance with special legal provisions (e.g. the provisions contained in the
FOG?); (ii) with the consent of the data subject; or (iii) with the approval of the Supervisory Authority
(SA)%. Safeguard requirements hence depend upon aim and effects for the data subjects.

Where the processing of personal datafor research purposesis permitted in aform which allowsfor the
identification of the data subject, appropriate normative safeguards include the application of
pseudonimisation techniques for persona data and encryption without delay of the direct references to
the data subject should remain possible to identify the individual by legally permissive means. Further
safeguards entail the anonymisation of personal data as soon asit isno longer necessary for the scientific
research, unless otherwise expressly provided by the Austrian law.

Further to the FOG, which considers scientific research in a broad manner?*, all personal data may be

19 Bundesgesetz zum Schutz natiirlicher Personen bei der Verarbeitung personenbezogener Daten (Datenschutzgesetz —
DSG) StF: BGBI. | Nr. 165/1999, viewed 15 December 2020,
https://www.ris.bka.gv.at/GeltendeFassung.wxe?Abfrage=bundesnormen& Gesetzesnummer=10001597.

20 Bundesgesetz tiber allgemeine Angelegenheiten gemaR Art. 89 DSGVO und die Forschungsorganisation
(Forschungsorganisationsgesetz — FOG) StF: BGBI. Nr. 341/1981 idF BGBI. Nr. 448/1981 (DFB), viewed 17 December
2020, https://www.ris.bka.gv.at/GeltendeFassung.wxe?Abfrage=Bundesnormen& Gesetzesnummer=10009514.

21 The DSG establishes the general provisions for the processing of personal data for scientific research purposes, which may
be superseded, in some cases, by the application of lex specialis, such asthe FOG.

2 Article 2d(7) of the FOG.

23 Section 7(3) of the DSG sets forth the conditions for the granting of authorisation by the SA, i.e. the impossibility or
disproportionate effort of obtaining the consent of the data subject, the public interest of the project, and the demonstrated
professional qualification of the data controller. In case special categories of data are to be processed, the concurrence of an
“important” public interest is required as well as the occurrence of the processing shall be made at the premises of the
controller by persons subject to a statutory obligation of confidentiality or whose reliability is credible.

2 Scientific research ingtitutes under Article 2(b)(12) of the FOG means natura persons, associations and legal entities
pursuing purposes in consonance with Article 89(1) GDPR, irrespective of whether said purposes are charitable or not and
irrespective of whether they are accomplished in universities, business or non-university contexts.
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processed in all domains®, in particular special categories of data, if: (i) instead of the name, area-
specific personal identifiers or other unique identifiers are used for alocation; or (ii) the processing is
carried out in pseudonymised form; or (iii) the processing is carried out without publishing the data,
or publishing the data only in anonymised or pseudonymised form, or publishing the datawithout names,
addresses or photographs; or (iv) the processing is carried out exclusively for the purpose of
anonymisation or pseudonymisation and no disclosure of direct persona data to third parties is
involved®. Moreover, the FOG recognises ‘broad consent’ for the processing of special categories of
persona data?’. Other appropriate measures include the establishment of access and logging registries;
the respect of the duty of confidentiality; and the avoidance of any disadvantage for the data subjects.
Also, controllers need to make publicly available on the Internet the use of their legal basis; delete the
name details in any case if the data are provided with specific personal identifiers; appoint a data
protection officer (DPO); arrange organisational measures®.

2.1.2 Belgium: a set of safeguards in the GDPR implementing Act

The GDPR implementing national Act of 30.7.2018% specifies the genera safeguards (Article 191). In
genera and overall, the Act states that anonymous data shall be used, and only if the research purpose
cannot be met, pseudonymous data, and only if the research purpose cannot be met with pseudonymous
data, non-pseudonymised data (Article 197) (‘waterfall system’). Other safeguards include : (i) the
appointment of a DPO in case of a likely high risk (see Article 35); (ii) specific motivation in the
records why pseudonymised data is (not) used; (iii) why therights of the data subjects may endanger
or render the purposes impossible; and (iv) a data protection impact assessment (DPIA) in case of
use of “‘sensitive’ data (besides specific requirementsfor use for archiving in the public interest aswell).

In the case of direct collection, the data subject shall also be informed whether data are anonymised
or not and why the rights of the data subject may endanger or render the purposes impossible (Article
193). Noteworthy is that in case of indirect collection and re-use, the controller needs to conclude an
agreement with the initial controller, safe exceptions® to be added to the records (Article 196). This
agreement contains the contact details of the controllers and why the rights of the data subjects may
endanger or render the purposes impossible (Article 195). Belgian law requires a detailed agreement
between the initial controller and new controller for secondary processing for research. The remaining
articles contain further specific requirements for pseudonymisation (Articles 198 — 204), and for
dissemination and publication (Articles 205-208).

2.1.3 Bulgaria: no additional specifications

The GDPR implementing national Personal Data Protection Act® provides that personal data may be
processed for purposes other than (i) National Archive Funds, (ii) scientific research, (iii) historical

2 |n particular in the context of Big Data, personalised medicine, biomedical research, biobanks and the transfer to other
scientific ingtitutions and processors, according to Article 2(d)(2)(1) of the FOG. It is a so stated that further processing of
personal data for scientific research purposes do not constitute unlawful purposes, its storage can be made without restriction
and, if necessary, otherwise processed, provided that no time limits are stipulated by law.

% Article 2(d)(2)(1) of the FOG.

27 Article 2(d)(3) of the FOG. In this case, the purpose is replaced by one or several fields of research or certain research
projects or parts of them.

28 These include explicitly defining the distribution of tasks and authorised orders for processing; instructing every employee
about the organisationa obligations under FOG and data protection framework, including data security regulations;
implementing access control procedures, mechanisms and areas; incorporating input control mechanisms and documentation
measures to preserve evidence; completing a signed declaration as regards confidentiality and responsible use and access of
the personal data by authorised persons; and deleting named data after transmission when the purposes pursuant to Article
89(1) GDPR have been achieved.

2 Act of 30.7.2018.

30 |n particular if (i) the data were made public or (ii) law provides a mandate for doing research, and (ii) re-use for other
purposes is forbidden. The initial controller shall be informed if such exception applies: see also art. 194.

31 personal Data Protection Act (3akoH 3a 3allMTa Ha MYHNTe aaHHK), viewed 5 July 2021,
https://www.cpdp.bg/en/index.php?p=element& aid=1194.
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research, or (iv) statistical purposes. Article 25m stipulates that the controller shall apply appropriate
technical and organisational measures to safeguard the rights and freedoms of the data subject. The
provisions further refer to Article 89(1) of the GDPR. Bulgaria’s national implementing legislation
hence does not contain additional specifications.

2.1.4 Estonia: broad notion of research and GDPR role for ethic committees

The GDPR implementing the national Estonian Persona Data Protection Act® requires verification of
compliance prior to conducting studies for the purpose of scientific research and policy development by
the relevant ethics committee or the Estonian Data Protection |nspectorate (SA), depending on
whether sensitive data is processed®. Ethic committees hence have an explicit GDPR role. Prior to its
transmission to the researcher, personal datathat is processed for the purpose of scientific and historical
research and official statistics without consent of the data subjects should be pseudonymised, or
processed using “a format which provides equivalent level of protection”**. However, processingin a
format that enables identification without the consent of the data subject is also allowed when three
cumulative conditions are met, namely: (i) the purposes of data processing can no longer be achieved
after removal of the data enabling identification or it would be unreasonably difficult to achieve these
purposes; (ii) thereisoverriding publicinterest for it; and (iii) the scope of obligations of the data subject
is not changed based on the processed personal data or the rights of the data subject are not excessively
damaged in any other manner®. In addition, Estonian law per mits de-pseudonymisation (changing the
information “back-wards”, and thereby enabling identification of persons) “for the needs of additional
scientific and historical statistics or official statistics” in this case, data processors must designate the
specific per son who has access to the information which allows pseudonymisation®,

Research carried out for the purpose of policy devel opment by the executive power (i.e. the Government,
meaning the Prime Minister and ministers) falls within the definition of “scientific research™, which
allows the executive power to request and, subsequently, process personal data from controllers’ or
processors’ databases. Estonia hence maintains a broad notion of research.

2.1.5 Finland: safeguards linked to derogations from rights and role for codes of
conduct

The GDPR implementing national Finnish Data Protection Act® does not define “scientific” or
“historical” research. However, it is suggested that “scientific research” should be understood in the way
it is perceived by the general public and fulfil general criteria for what constitutes scientific research®.
Pursuant to the preparatory works, the freedom to conduct scientific and historical research, including

32 personal Data Protection Act, 12.12.2018, viewed 5 July 2021, https://www.riigiteataja.ee/en/eli/523012019001/consolide.
33 Section 6 of the Personal Data Protection Act. The purpose of scientific research requires verification by the relevant ethics
committee or by the SA. For policy development, verification by the SA isrequired, unless otherwise provided by law. See
Section 6(5) of the Personal Data Protection Act: Unless the objectives of the intended study and the scope of processing of
personal datafor its purpose derive from legislation, the Estonian SA shall verify the compliance with Section 6 of the
Estonian Data Protection Act prior to the beginning of the “specified processing of personal data”. See also Section 6(4) of
the Personal Data Protection Act: For the processing of personal data of specific categories, an ethics committee of the
concerned domain or, in case such a committee does not exist (e.g., for personal data retained at the National Archives, the
National Archive functions as the ethics committee) the Estonian SA will verify compliance with Section 6 of the Personal
Data Protection Act (Note that the English translation of the Act uses the wording “verify compliance with the terms and
conditions provided for in this section”).

34 Section 6(1) of the Personal Data Protection Act.

35 Section 6(3) of the Personal Data Protection Act.

36 Section 6(2) of the Personal Data Protection Act.

37 Section 6(5) of the Personal Data Protection Act.

38 Data Protection Act (1050/2018, Tietosuojalaki), viewed 5 July 2021,
https://www.finlex.fi/fi/laki/kaannokset/2018/en20181050.pdf (unofficial trandlation). This act implements GDPR.

39 As described in the preparatory works to the Personal Data Protection Act, Hallituksen esitys HE 9/2018 vp, available at
https://www.eduskunta.fi/Fl/vaski/K asittel ytiedotV altiopaivaasia/Sivut/HE_9+2018.aspx (Finnish and Swedish only).
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the right to choose freely the research subjects and research methods, is protected by the Finnish
Constitution®, Regarding the legal basis for processing personal data for scientific, historical or
statistical research purposes, the preparatory work refersto Article 6(1) GDPR and states that such legal
basis can be either consent or legitimate interest. As regards the purpose limitation, personal data can
be processed if necessary and proportionate to the general interest pursued, and the data controller must
be able to prove that these criteria are met*l. However, since it is not always possible to identify the
purpose of processing personal datafor scientific research purposes while collecting the data®, the data
subject should be able to consent to certain areas of scientific research, where acknowledged ethical
standards for scientific research are observed.

In order to benefit from the exceptions for scientific, historical research or statistic purposes, the data
controller needs to draw up aresearch plan®. The Finnish legidation also allows for the processing of
sensitive data for the purposes of scientific research*. However, when sensitive data is concerned, the
research in question shall fulfil generally approved ethical principles for science. Furthermore, when
processing the national identification number, which is a special type of personal data, for scientific
research purposes, an effort should be made to obtain consent of the data subject®. The Act further
enables derogations from Articles 15, 16, 18 and 21 of the GDPR when persona datais processed for
scientific research®. The safeguards required in this case are very similar to those when processing
sensitive data, and when relying on Article 9.2(j) GDPR (see below). One could say that in Finland, the
required safeguards are largely linked to data subject rights (and the derogations thereto).

In addition to the extensive data protection mechanisms of the GDPR?*, the safeguards for processing
of special categories of personal data* and personal datarelating to crimina convictions and offences®,
Section 31(3) sets specific requirements®™ and requires in addition either carrying out a DPIA®Y, which
must be submitted in written to the Finnish SA, the Data Protection Ombudsman®?, 30 days prior to the
processing. Alternatively, compliance with codes of conduct that take into account derogations of
Section 31(1) of the Finnish Data Protection Act must be ensured™. In Finland, for sensitive data,
controllers shall hence choose between submitting for review to the SA or abiding by a code of conduct.

40 Hallituksen esitys HE 9/2018 vp, viewed 7 July 2021,
https://www.eduskunta.fi/Fl/vaski/K asittel ytiedotV altiopaivaasia/Sivut/HE _9+2018.aspx (Finnish and Swedish only). The
Finnish Data Protection Act preserves this approach, and should hence be seen as compl eting the GDPR within the discretion
of the EEA States.

41 Highlighted in HE 9/18 vp, p. 50, aso referring to Article 5(2) of the GDPR.

42 The preparatory work also references Recital 33 GDPR in this regard.

43 Section 31(1) of the Data Protection Act.

4 Section 6, point 7 of the Data Protection Act. The Finnish Data Protection Act allows for processing of persona data of
specia categories for scientific and historical research or statistics. In such cases, Article 9(1) of the GDPR is not applied.

4 HE 9/2018. National identification numbers can be processed, if it is necessary for the historic, scientific research or for
statistics to “uniquely identify” the data subject. See Section 29 of the Data Protection Act.

46 This requires that (i) the processing is based on an appropriate research plan; (ii) aperson or group responsible for the
research has been designated; and (iii) the personal data are used and disclosed only for scientific or historical research
purposes or for other compatible purposes, and the procedure followed is a so that data concerning a given individual are not
revealed to outsiders. See Section 31(1) of the Data Protection Act. Exceptions from this provision are justified when
exercising the rights would jeopardise the specific purpose of the research or make it too hard to fulfil it, when such
exception is needed to achieve the purpose of research. For example, the preparatory works mention a situation where datais
fully pseudonymised and the data controller is not in possession of the data key. In such a case, the data controller should
assess, on a situation-based approach, whether it is necessary to use the exception.

47 Also extensively described by the Data Protection Ombudsman on the webpage, viewed 23 March 2021,
https://tietosuoja.fi/en/rights-of-the-data-subject-in-scientific-research.

48 Article 9(1) GDPR.

49 Article 10 GDPR.

50 Section 31(3) Data Protection Act.

5L Article 35 GDPR.

52 All the duties of the Data Protection Ombudsman are described in detail at https://tietosuoja.fi/en/duties (mostly
compliance with data protection legislation and imposition of admin sanctions).

53 See al'so Article 40 GDPR. Those codes of conduct must appropriately take into account the rights of the data subjects, as
described in Articles 15,16, 18 and 21 of the GDPR. See aso Section 31(3) Data Protection Act.
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For relying on Article 9.2(j) GDPR for the processing of sensitive data®, scientific safeguards include
(i) an appropriate confidential® research plan® (i.e. to ensure that the processing takes place for
scientific research) for research that fulfils state-of-the-art, general research ethical principles
(especialy for processing of specia categories of data); (ii) a designated (group of) person(s)
responsiblefor theresearch®; and (iii) for the personal datato only be disclosed for historic or scientific
research purposes and not to be revealed to outsiders*.

2.1.6 France: safeguards linked to derogations from rights and SA- centric role for
sensitive data

Article 4 of the French GDPR implementing national act™ states that further processing for scientific
research is deemed to be compatible with the initial purposes if: (i) compliant with the GDPR and the
French GDPR implementing law and (ii) is not used to make decisions about the data subject®.

Article 78 of the same act further states that a decree issued after consulting the French Supervisory
Authority (Commission Nationale de|'Informatique et des Libertés or CNIL) shall determine under what
conditions and guarantees the rights provided for in Articles 15, 16, 18, and 21 GDPR may be waived
for processing for scientific research purposes. France hence links the safeguards with the data subjects’
rights. Article 116 of the implementing decree n°2019-536 of May 29% states that the data resulting
from processing for scientific research purposes - kept by the controller or his or her subcontractor, can
only be accessed or modified by authorised persons. These people must respect the rules of ethics
applicable to their sectors of activity. Further, personal datafor the above-mentioned purposes cannot
be disseminated without having been previously anonymised unlesstheinterest of third partiesin this
dissemination prevails over the interests or fundamental rights and freedoms of the person concerned®.
The dissemination of personal data appearing in documents from public archives can only take place
after authorisation from the archives’ administration, after agreement of the authority from which
the documents are issued, and after the opinion of the statistical confidentiality committee. In
France, the general required safeguards are linked to the derogations from data subject rights.

Processing of sensitive data necessary for public research is allowed, if conditions from Article 9(2)
GDPR and Article 44.3 and 65 of French Data Protection Act® are met. This means, for example, either
an explicit consent, or aprior opinion/authorisation® of the CNIL about particular processing®. Such
an exemption from the prohibition on collecting sensitive data, provided for in Article 44.6 of the French
Data Protection Act, islimited to public research (and therefore cannot be evoked for private research).
Other prerequisitesfrom Article 9.2 GDPR are also applicable, such aswhen datais clearly made public
by the data subject or for reasons of public interest on the basis of text of national law.

5 Section 6(1) of the Finnish Data Protection Act.

55 Section 24, point 21 of the Act on the Openness of Government Activities, 621/1999, as amended by 907/2015, viewed 5
July 2021, https://finlex.fi/en/laki/kaannokset/1999/en19990621 20150907.pdf (unofficial English trandation).

%6 Section 31(1) of the Finnish Data Protection Act.

57 1dem.

58 |dem. According to the Data Protection Act, alater use of the datais only allowed for historical or scientific research, or
other appropriate purposes, such as statistical purposes.

%9 Loi n° 78-17 du 6 janvier 1978 relative al'informatique, aux fichiers et aux libertés..

60 See also Article 4.5: For scientific research, the storage limitation principle applies according to the purpose of the
research.

61 Article 116 - Décret n° 2019-536 du 29 mai 2019 pris pour I'application delaloi n° 78-17 du 6 janvier 1978 relative a
I'informatique, aux fichiers et aux libertés - L égifrance (legifrance.gouv.fr), viewed 7 July 2020.

62 For research results, this dissemination must be necessary for its presentation. The data disseminated must be adequate,
relevant, and limited to what is necessary for the purposes for which they are processed.

63 Article 44.3, Article 65 Loi n° 78-17 du 6 janvier 1978 relative al'informatique, aux fichiers et aux libertés.

64 See further page 76 the topic about CNIL methodologies for health and medical research.

65 Article 44.6 Loi n° 78-17 du 6 janvier 1978 relative al'informatique, aux fichiers et aux libertés.

Milieu Consulting Sudy on the appropriate safeguards under article 89 (1) GDPR for the processing of
Brussels personal data for scientific research / 15



French Law distinguishes between scientific research for heath purposes® and for other purposes®.
This distinction has direct consequences on data subject rights. For example in health research the data
subj ect can oppose without giving amotive)®. Moreover, different requirements apply to health research
(further explained in the next part of the report).

2.1.7 Germany: federal and state level legislation

At the federal level®, the German GDPR implementing national Federal Data Protection Act
(Bundesdatenschutzgesetz, or BDSG)™ provides for genera rules and requirements for the processing
of personal datafor scientific research purposesin the public and the private sector. Article 27(1) BDSG
alows for the processing of specia categories of datawithout the data subject’s explicit consent if the
processing is necessary for the purpose of scientific research and the interests of the controller in
processing “substantially” outweigh those of the data subject. However, the controller shall take, in any
case, appropriate and specific measuresto saf eguard the interests of the data subject, in accordance with
Article 22(2) of the BDSG. These measures explicitly include the encryption and pseudonymisation
of personal data, but also cover the general technical and or ganisational measureslaid down by Article
32 of the GDPR™. In addition, Article 27(3) BDSG imposes anonymisation of special categories of
persona data processed for scientific research purposes “'as soon as the research purpose allows”,
except when this conflicts with legitimate interests of the data subject. Until such time, the BDSG
requires the characteristics enabling information concerning the individual be stored separately, and
only be combined to the extent required by the research purpose. Lastly, Article 27(4) of the BDSG
establishes prior consent from the data subject as a requirement for the publication of personal data’.

At Bundeslander level, Article 24(1) of the Hessian Data Protection and Freedom of Information Act
(Hessisches Datenschutz- und Informationsfreiheitsgesetz or HDSG)™® excludes the term
“substantially” when assessing the interest of the controller against the data subject for the processing
of special categories of data without the data subject”s consent. Although this may imply more lenient
requirementsin the Bundesland of Hesse, said article further introduces additional safeguar dsasto the
start of the research project. The draft of a" data protection concept” (Datenschutzkonzept) prior to
the outset of the research project is required and shall be submitted to the responsible SA upon request.
Other divergencies with respect to Article 27 of the BDSG include the moment in which the separ ate
storage of characteristics relating to the data subject shall occur’®. Germany attaches importance to a
‘data protection concept’ plan.

86 Article 72 of Loi n° 78-17 du 6 janvier 1978 relative al'informatique, aux fichiers et aux libertés.

67 Article 78 and 79 Loi n° 78-17 du 6 janvier 1978 relative al'informatique, aux fichiers et aux libertés.

88 | nput from the French SA.

89 The German federal system provides for atop-down implementation of the GDPR into the national legislation. Legisative
competences pertaining to the appropriate safeguards required by Article 89(1) of the GDPR are split up into amultiplicity of
federa (Bund) and state (Bundesland) provisions. At state level, each Bundesland has its own general data protection act,
which may modify or extend the safeguards provided by the BDSG.

0 Recht, G.: Bundesdatenschutzgesetz (BDSG): G. Recht, 2014, viewed 20 December 2020, https://www.gesetze-im-
internet.de/bdsg_2018/.

"I Theseinclude in particular measures to ensure the ability, confidentiality, integrity, availability and resilience of processing
systems and services, the designation of a DPO; the arrangement of personnel training; the setting of test, assessment, and
evaluation processes for ensuring security; and the introduction of rules of procedure for data transfers and further
processing.

2Thereis, however, an exception to this rule, namely when the publication of such data is indispensable for the presentation
of research findings on contemporary events.

73 Hessi schen Gesetzes zur Anpassung des Hessischen Datenschutzrechts an die Verordnung (EU) Nr. 2016/679 und zur
Umsetzung der Richtlinie (EU) Nr. 2016/680 und zur Informationsfreiheit vom 3. Mai 2018 (GVBI. S. 82), viewed 14
January 2021, https://www.rv.hessenrecht.hessen.de/bshe/document/jIr-DSIFGHEV 1IVZ.

7 Here, Article 24(3) HDSIG provides that separate storage is made “as soon as the scientific research purpose permits”, thus
deviating from the more stringent criteriaincluded in Article 27(3) of the BDSG, where the separation of such characteristics
is made “until” the time in which the special categories of data can be anonymised. Notwithstanding the previous, the HDSIG
raises the legal bar again by including, at the end of said Article, a supplemental duty to delete the characteristics as soon as
the scientific research purpose permits.
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2.1.8 Greece: specific safeguards for sensitive data processing without consent

Article 30 of the Law 4624/2019" introduces a derogation from the prohibition of processing special
categories of data without the data subject’s consent where the processing is necessary for scientific
research purposes and the interest of the controller overridestheinterest of the data subject. Suitable
and specific measures to protect the data subject’s legitimate interests shall be in place, such as in
particular, (i) accessrightsrestrictions to controllers and processors; (ii) pseudonymisation of personal
data; (iii) encryption of personal data; and (iv) designation of a DPO. In addition to these measures,
anonymisation of special categories of personal datawhere processed for scientific research purposesis
to be implemented as soon as the scientific purpose allows, unlessit is contrary to the legitimate interest
of the data subject’. Greece hence imposes specific safeguards including anonymisation in case of
processing without consent for necessity for scientific research and a controller’s overriding interests.

Article 30 of the Law 4624/2019 further specifiesthat the controller may be allowed to publish personal
data processed in the context of research, if the data subjects have given their consent “in writing” or
the publication is necessary for the presentation of the results of the research. In the latter case, it is
provided that the results shall undergo pseudonymisation before being published.

2.1.9 Iceland: the need for appropriate security

Article 18(1) of the Icelandic GDPR implementing national Data Protection and the Processing of
Personal Data Act N0.90/2018"’ largely follows the wording of Article 89(1) GDPR and prescribes
appropriate safeguardsfor processing for scientific or historical research purposes, such astechnical and
organisational measures’. Only data minimisation is explicitly mentioned as one of such safeguards.
While the Act provides that the data cannot be kept in a form which allows identification of the data
subject for longer than is necessary considering the purpose of processing, archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes are excepted from that
main rule, provided that “appropriate security” is considered”. The same reference to appropriate
security is also included in the provision on purpose limitation®. Iceland points mainly to the need for
appropriate security.

2.1.10 Iltaly: reference to establishing codes of conduct

Appropriate safeguards relating to scientific research purposes is regulated in Title VI, Chapter |11 of

S Law 4624/2019 Hellenic Data Protection Authority (HDPA), measures for implementing Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing
of personal data, and transposition of Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April
2016, and other provisions, Government Gazette (137/A/29-08-2019), viewed 23 January 2021,
https://www.dpa.gr/sites/defaul t/files/2020-08/L AW%204624 2019 EN_TRANSLATED%20BY %20THE%20HDPA .PDF.
76 Article 30 also requires that until that moment, the characteristics that can be used to match individual details of the data
subject must be stored separately, and only be combined if required for research purposes.

7 Article 18(1) of Act No. 90/2018 on Data Protection and the Processing of Personal Data (2018 L&g nr. 90/2018 um
personuvernd og vinnslu personuupplysinga) , viewed 5 July 2021,
https.//www.personuvernd.i¥ymedia/uncategorized/Act_No 90 2018 on_Data Protection and the Processing_of Personal
Data.pdf.

78 See al'so the mentioning that derogations from some GDPR rights are allowed: the right to access, to rectification,
restriction of processing and the right to object to the processing shall not apply where persona data are only processed for
scientific or historical research purposes or for archiving purposes, to the extent that the rights would make it impossible or
serioudly impair the achievement of the purposes of the research. See Article 18 of the Act on Data Protection and the
Processing of Personal Data.

7 Article 8(5) of the Act on Data Protection and the Processing of Personal Data.

80 Further processing for historical, statistical or scientific purposes is not considered incompatible with the initial purpose for
which is was collected, “provided that appropriate security is taken into consideration”. See Article 8(2) of the Act on Data
Protection and the Processing of Personal Data. Interestingly, the wording of the provision seems to suggest, that the
consideration of security is conditional for whether the processing is compatible with the purpose limitation in Article 8(2)
and (5).
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the GDPR implementing Personal Data Protection Code (Codice in materia di protezione dei dati
personali or PDPC)®. Article 105 PDPC establishes the duty on “controllers or others” to
unambiguously specify the purposes of the scientific research as well asto make them known to the data
subject in accordance with Articles 13 and 14 of the GDPR. Said article aso imposes a prohibition to
process personal data for decision-making purposes on the data subject or el sewith aview to processing
data for different purposes. Article 106 PDPC puts additional onus on the Italian SA (Garante) to
encourage the adoption of rules of conduct by the private and public entities that are involved in
processing data for scientific research purposes. The Rules of Conduct shall comprise specific
measures®?, which have to be interpreted against Articles 99, 107, 110, 110-a of the PDPC. The Rules
of Conduct have been adopted and attached to the PDPC. Among them, a set of rules concerns the
processing of persona data for scientific research purposes®® and another set of rules concerns the
processing of personal data for the provision of Official Statistics®. Compliance with such rules is a
fundamenta precondition for the processing of personal data. Italy hence encourages and emphasises
the development of codes of conduct for research.

2.1.11 Norway: role of public interest and no exceptions to the rights of data subjects
in case of legal effects

The Norwegian GDPR implementing national Data Protection Act® allows personal data to be
processed on the basis of Article 6(1) GDPR for the purpose of “public interest, purposes related to
scientific or historical research or statistical purposes” and in compliance with 89(1) GDPR and its
rights and principles®®. Article 8 of the Act also serves as alegal basis to pass national laws related to
the processing of personal data for the aforementioned purposes. The Act further states that the
processing for the af orementioned purposes must provide the necessary guarantees as stated in Article

81 personal Data Protection Code containing provisions to adapt the national |egislation to Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data, and repealing Directive 95/46/EC, as amended by Law No 160 of 27
December 2019, viewed 24 January 2021, https://www.garanteprivacy.it/documents/10160/0/Data+Protection+Code.pdf/.

82 These measures include (i) the prerequisites and procedures to demonstrate and verify that the data are processed for
appropriate scientific research purposes; (ii) storage period specification, the information to be provided to data subjectsin
respect of the data collected also from third parties, communication and dissemination of the data, the selective criteriato be
implemented in processing identification data, the specific security measures and the mechanisms to amend the dataas a
result of the exercise of data subjects’ rights, by taking account of the principles laid down in the relevant Council of Europe’s
Recommendations; (iii) the means that can reasonably be used by controllers or othersin order to identify a data subject; (iv)
the safeguards to be complied with if the data subject's consent is unnecessary, by having regard to the principleslaid down
in Council of Europe’s Recommendations; (v) simplified arrangements for the consent of the data subjects as regards special
categories of data, where required, e.g. the data subject's consent shall not be required for scientific research purposes for
reasons of public interest in the area of public health the medical, bio-medical or epidemiological sectorsif aDPIA iscarried
out and published, it shall also not be required if informing the data subjects provesimpossible or entails a disproportionate
effort on specific grounds, or if it islikely to render impossible or seriously impair the achievement of the research purposes,
subject to the positive and reasoned assessment of the research project by the competent ethics committee as well as the prior
consultation of the Data Protection Authority in accordance with Article 36 of the GDPR; (vi) the fairness rules applying to
data collections and the arrangements for the processing of data by persons under the authority of the controller or processor;
(vii) the measures to be adopted in order to promote compliance with the data minimization principle and the technical and
organisational measures referred to in Article 32 of the GDPR, particularly by having regard to access control mechanismsto
avoid unauthorized access and data transfers; (viii) security and confidentiality measures of authorized and non-authorized
processing; (ix) measures for minimization and anonymization of the datain case further processing of personal and specia
categories of data by third partiesis allowed by the Garante; (x) compliance measuresin relation to Article 89(1) of the
GDPR where the processing of personal dataisterminated and such dataiis kept or transferred to another data controller for
scientific research purposes.

8 Annex 5 of the PDPC.

84 Annex 4 of the PDPC.

85 Data Protection Act (Personopplysningsloven), LOV-2018-06-15-38, viewed 5 July 2021,

https://lovdata.no/dokument/NL /lov/2018-06-15-38?g=personopplysning.

86 Unofficial English trandation of Paragraph 8. The relevant Norwegian Ministry has noted in the preparatory works of the
Data Protection Act that it is not “practical to try and specify these guarantees further” in the Act, while the processing must,
however, be in accordance with the GDPR’s other provisions, including its principles. See reply by the Norwegian SA and
the information provided in the questionnaire to the EDPB.
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89(1) of the GDPR, but the Act does not provide any specifications and/or references to additional
safeguard other than those of Article 89(1) GDPR.

The processing of special categories of personal datawithout consent is only permitted if it is necessary
for archiving purposes in the public interest, purposes related to scientific or historical research or
statistical purposes®’. and if the public interest “clearly outweighs theinconveniences for theindividual ”.
Prior to carrying out such processing, the controller isrequired to consult with the DPO or another party
which fulfils the requirements set out in Article 37(5) and (6) and Article 38(3) GDPR regarding
compliance of the planned processing with the GDPR requirements as well as with other relevant
provisions of the Norwegian Data Protection Act®. Such consultation is not required in case a DPIA
is carried out. The consultation obligation also applies to the processing of persona data of special
categories, even if the processing is based on consent of the data subject®. The SA can further grant
permission to process special categories of personal datafor “the sake of important public interests”.
(Important) public interest hence plays an important role in Norway. In that case, the SA shall establish
conditions for safeguarding the data subject’s fundamental rights and interests™. The Act further also
provides exceptions to data subject’s rights when processing personal data for scientific purposes with
reference to Article 89(1) GDPR®. Interestingly, these exceptions to the rights of data subjects do not
apply in situations wher e the processing has legal effects of direct actual effectsfor the data subjects™.

2.1.12 Poland: no additional legal requirements

In the GDPR implementing Personal Data Protection Act®, Poland does not provide any additiona
safeguards, except those already present in Article 89(1) GDPR, which means pseudonymisation and
data minimisation where possible. Poland stipulates no additional requirements in framework
legislation.

2.2 NATIONAL GUIDANCE DOCUMENTATION, CODES OF CONDUCT AND CASE LAW

We hereunder describe national guidance documentation, codes of conduct and case law where these
are defining appropriate safeguards in the different countries. National guidance documentation refers
to non-binding governmental documents, including guidelines, opinions, decisions of SAs, as well as
notices and communications, and non-governmental regulations or documentations (industry codes,
research institute’s guidelines), if any. This section is based on the input received in the questionnaires
and limited desk research. In case of absence of sufficient relevant information, the country is not
mentioned.

2.2.1 Belgium: guidance by the SA and the national research council

In general, there is discussion as (i) to whether or not EEA States should adopt legislation imposing
required safeguards for the processing of persona datafor scientific research (see above) and as (ii) to
the reach of the national provisions with regard to the safeguards mentioned in Article 189 et seq. Act

87 Paragraph 9, referencing Article 9(1) GDPR.

8 Section 9(2) of the Norwegian Data Protection Act.

8 Section 10 of the Norwegian Data Protection Act.

90 Section 7 of the Norwegian Data Protection Act.

% |dem.

92 The exceptions only apply if the burden caused by providing is disproportionate or the right to accessis likely to make it
impossible/ seriously prevent objective of the research. See Section 17 of the Norwegian Data Protection Act.

9 Section 17(2) of the Norwegian Data Protection Act.

9 Act of 20 July 2018 The Law on Higher Education and Science, viewed 7 July 2021, act-of-20-july-2018-the-law-on-
higher-education-and-science.pdf (konstytucjadlanauki.gov.pl).
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30.7.2018%. The Belgium SA%, the advising Conseil d’Etat® and some scholars are of the opinion that
the obligation to implement safeguardsiis (directly) imposed upon the controllers. The argument is that
if onewould require national legisl ation specifying saf eguards, thiswould imply that, in absence thereof,
no research would be possible.

Further guidance was given by the SA under the previous regime under the Data Protection Directive
95/46/EC, including by brochures. In the domain of higher education, the National Research Council
devel oped guidance for use of datain research, including personal data, for research and how to develop
a data management plan to researchers when using persona data. This requirement is aligned with the
guidance on European level by Science Europe (see below).

2.2.2 Estonia: Code of Conduct for Research Integrity

In the domain of higher education, the Estonian Code of Conduct for Resear ch I ntegrity isset up by
Estonian universities and devel oped in cooperation with the Estonian Academy of Science, the Estonian
Research Council and the Estonian Ministry of Education and Research®, It addresses awide variety of
topics related to research, including privacy and data protection. The Code of Conduct requires that
prior, informed consent is always requested in immediate studies of people and when personal data are
collected from them®. If it is necessary for the aim of the research, consent can also be requested after
the collection of the data. In that case, the potential harm of the collection of datafor the data subjects
needs to be considered, and the researcher needs prior approval of the ethics committee. The researcher
also has extensive obligations to inform the data subject about hisher rights'®. The Code of Conduct
also requires records of the collection and the analysis of the datal®. The researcher needs to adhere to
principlesand regul ations regarding the protection of personal data, but the researcher should also ensure
broad access to the data whenever possible!®?. Additionally, personal data (cf. “personalised” data)
should be stored for as long as possible, taking into account the interest of the data subjects and the
research'®, Finaly, the researcher must ensure integrity and safety when storing data (not only
personal). This also entails proper destruction of data when needed™™.

2.2.3 Finland: limited concept of scientific research, detailed guidance by the
Ombudsman, importance of the research plan and guidelines for higher
education

The Finnish Data Protection Ombudsman provides extensive guidance!® on scientific research and
data protection. The characteristics and the needs to meet the concept of scientific research is detailed

% De Bot, D., 2020, ‘De toepassing van de Algemene V erordening Gegevensbescherming in de Belgische context.
Commentaar op de AVG, de Gegevensbeschermingswet en de Wet Gegevensbeschermingsautoriteit’, Mechelen, Wolters
Kluwer, pp. 351-353.

% SA, Advice 33/2018, § 272.

97 The Conseil d’Etat, when providing its comments to the proposed Act of 30.7.2018, stated that the GDPR does not allow
EEA States to provide ageneral deviating regime for personal data processing for scientific research: Adv. RvS, N°63.192/2
of 19 April 2018, 442.

% Estonian Code of Conduct for Research Integrity, viewed 5 July 2021, https://www.eeti ka.ee/en/ethics-estoni a/estonian-
code-conduct-research-integrity.

9 Point 2.1.2 of the Estonian Code of Conduct for Research Integrity, viewed 5 July 2021, https.//www.eetika.eg/et/2-
conduct-research#11.

100 For example, what data (and in which form) is being collected and its access regime, the right to withdraw consent, the
risk and the benefits of the study, the data storage period and any other aspect which may have an impact on the decision to
participate: see Points 2.1.3 and 2.1.4 of the Code of Conduct for Research Integrity.

101 Point 2.2.3 of the Code of Conduct for Research Integrity.

102 points 2.2.5 and 2.2.6 of the Code of Conduct for Research Integrity.

103 point 2.2.7 of the Code of Conduct for Research Integrity.

104 point 2.2.9 of the Code of Conduct for Research Integrity.

105 See the Finnish Data Protection Ombudsman website, viewed 5 July 2021, https:/tietosuoja.fi/en/scientific-research-and-

data-protection.
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by the Ombudsman, with consequences for the needed legal basis as well®, In this context, the
importance of the research plan is highlighted as a possibility to demonstrate that the data processing is
indeed for scientific or historical research purposes'®’. The Data Protection Ombudsman further points
out the importance of following methodological and ethical standards when evaluating the scientific
nature of aresearch project aswell asfor the research in general. Thisis especially important for when
personal data of specia categories are processed. In practice, ethical evaluation and ethics committee
opinion is needed before launching a research project®.

The Data Protection Ombudsman draws up inter alia a data protection roadmap for the scientific
research in great detail, sets out the required technical and organisational safeguards specific for
research, also at the end of the research, and also listed in detail the duties especialy of the controller,
while highlighting the need to define the responsibilities of different data processing partners (data
controller and processors, sub-processors)'®. The Administrative Supreme Court denied access to
confidential information possessed by the Social Insurance Institution of Finland (Kela) on medical
prescriptions for scientific research datat'®. Kela had previously denied arequest based on shortagesin
the research plan''t. Due to these shortages in how the research was to be carried out and the doubts as
to the scientific nature of the research, the Supreme Administrative Court concluded that the decision to
deny access to the information was duly motivated!*2,

In the domain of higher education, guidance also exists on the homepages of the different universities
and other public institutions.

106 The Ombudsman states: “Scientific and historical research entails an expectation of increasing the amount of
information available to the public. For example, by combining data from different data files, scientists can obtain valuable
new information on things like endemic diseases, such as cardiovascular disorders, cancer and depression. Research results
obtained from data files offer reliable knowledge that can serve as a basis for drafting and implementing informed policies,
improve the lives of many individuals and increase the effectiveness of services.” Asto the need for adifferent legal basis,
see a'so below, footnote 302.

107 Please note that in Finland, not all research is considered scientific research. The Data Protection Ombudsman point out
the importance of following methodological and ethical standards when evaluating the scientific nature of aresearch project
aswell asfor theresearch in general. Thisis especially important for personal data of special categories. See also above
about the concept of scientific research in the guidance by the Ombudsman.

108 | bid. Thisis considered as an evaluation of the ethics, and not a data protection audit or a basis for processing personal
data.

109 See also in more detail Annex 2 by way of illustration.

110 Sypreme Administrative Court decision 22.11.2013/3651 KH0:2013:181, viewed 5 July 2021,
https://www.finlex.fi/fi/oikeus/kho/vuosikirjat/2013/201303651. A company engaged in medical-epidemiological research
had applied for aresearch permit as per the Act on the Openness of Government Access (see Act on the Openness of
Government Activities, 621/1999, as amended by 907/2015, viewed 5 July 2021,

https://finlex.fi/en/l aki/kaannokset/1999/en19990621 20150907.pdf (unofficial English translation)) in order to be able to use
information possessed by the Social Insurance Institution of Finland (Kela) on medical prescriptions. The request was made
specifically to have the information in an anonymised form.

111 The research plan did in itself fulfil the qualitative requirements which could be expected from an appropriate research
plan and the researchers had sufficient competence to do research. Nevertheless, some unclarities remained regarding the
scientific nature of the research, especially since the company financing the research would be able to collect substantial
information about the buying patterns and the use of medications. The possibility of the company to influence the
publications following the research was also not completely ruled out. It was not possible to determine that the purposes of
the research were merely scientific.

112 |t isinteresting to note, that as such, the research plan as well as the competence of the researchers was considered
sufficient. The information was also requested in an anonymised format. In access to the information possessed by the public
authority, the doubts to the scientific nature overruled those formal safeguards taken.
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2.2.4 France

The French SA, the CNIL, provides guidelines about the security of personal data'*®, anonymisation'!
and about passwords'*® and rules for the protection of personal data in general, also applicable to
processing personal data for the purpose of research. The Centre National de la Recherche Scientifique
(CNRS) or the Scientific Research National Center also provides in its Research Guide additional
safeguards in the domain of research'!®, The guidelines underly that protecting access to the database,
in which personal data are stocked, is a basic precondition for its safety'!’. The data in the research
project shal have a defined life-cycle, determined by the purposes for which they were collected!®.
However, if data are needed to be archived and used for research, and for this reason cannot be deleted
once used, they should be archived in three steps. Thefirst step concerns the processing data during the
research project. The second phaseis intermediary archiving of persona data, with restricted accessto
it, provided that it is justified in the context of research and data subjects' rights are respected™®. The
third phase relates to data, which cannot be deleted, in the context of the research project, and has to be
kept. In certain cases, these data shall be ar chived and processed according to the rulesin Chapter 2 of
Code du Patrimoine'?°. Archiving the personal data shall not be done in the laboratory, where research
projects have been conducted. The process should be conducted with the help of relevant local or
national authorities, and in compliance with the Code du Patrimoine. The time of archiving the
personal data should be defined and stated in atransparent manner, for all potentially concerned.

If research is about to be undertaken with external partners, a contract should be signed™. Universities
issued guidelines as well, such as the Universite Paris Nanterre, Universite Paris Lumiere, and
Universite Paris 8122,

113 CNIL, Guide sécurité des données personnelles, viewed 5 July 2021,

https://www.cnil .fr/sites/defaul t/files/atoms/files/cnil_guide securite personnelle.pdf. Guidelines provide measures and
safeguards such as: (i) educate and make processors sensitive to security issues, aso introduce procedures of exploitation of
data, and classification of data processed, where people processing data contractually oblige themselves to preserve their
confidentiality; (ii) establish identifiers and passwords for those, who are permitted to access personal data, where passwords
need to be complicated, robust enough and stored securely, as to protect the access to personal data; (iii) limit and manage
access to personal datafor each person allowed only to those data that is necessary for the research; (iv) trace the access to
personal data, through proper software and documentation; (v) secure places, where data can be accessed, through state-of-art
antivirus software, good quality hardware, and against fraudulent physical access; (vi) secure the servers, on which data
reside; (vii) secure the websites, through which databases can be accessed; (viii) archive data not necessary for everyday use
in asecure way: (ix) manage properly risk related to cooperation with sub-contractors, and sharing data with third parties; (x)
evaluate constantly the level of security of the whole system.

114 CNIL, L’anonymisation de données personelles, seein L’anonymisation de données personnelles,
www.cnil.fr/fr/lanonymi sation-de-donnees-personnelles, , viewed 8 August 2021.

115 CNIL, Authentification par mot de passe: les mesures de séeurité élémentaires, viewed 5 July 2021,

https.//www.cnil .fr/fr/authentifi cation-par-mot-de-passe-les-mesures-de-securite-el ementaires.

116 CNRS, Les sciences humaines et sociales et la protection des données a caractére personnel dans |e contexte de la science
ouverte, Guide Pour |a Recherche, viewed 5 July 2021, guide-rgpd_2.pdf (cnrs.fr).

117 | dem, Section 2.2. In order to protect the database, the guidelines propose that: (i) there should be away to identify people
accessing the database, through numeric certificates and passwords; (ii) only people appointed by the research leader shall
have access to the database; (iii) devices on which database is, or through which it can be accessed shall be protected by the
password; (iv) internal informatic system shall be duly protected; (v) as well as the exchange of data between researchers.

118 |dem, Section 2.4.

119 |Intermediary archiving usually shall be done for no longer than two years, after the publication of the results of the
research.

120 Act of 20 February 2004 Code du patrimoine, viewed 7 July 2020, Légifrance - Droit national en vigueur - Codes - Code
du patrimoine (legifrance.gouv.fr).

121 It has to define the people responsible for data processing, and who has access to personal data. The contract shall permit
the role of each researcher in the project to beidentified and if it can access personal data, which is subject to the research. In
such a project also the main person responsible for the whole project shall be assigned.

122 Reglement général pour la protection des données, viewed 5 July 2021, https://www.u-plum.fr/wp-

content/upl 0ads/2019/09/Guide-RGPD-2019-web.pdf. The guidelines state that the data should be anonymised in away that
does not permit individual recognition of a person, through isolation, finding a correlation, and inference. They also prescribe
specific technical and organisational measures, like setting up passwords and storing in dedicated devices, as well as using
encryption, when sending data, to protect it. They also indicate that appointment of aresponsible project leader, whether it is
a collaborative project, with third parties or not, shall be appointed.
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2.2.5 Germany

The German Federal Constitutional Court (Bundesverfassungsgericht or BVerfG) lays down the specific
determination and interrelationship between the concepts of “science”, “research” and “teaching” in
BVerfG 35, 79, 112 f.1® and BVerfG 47, 327, 367**. As such, research is defined as “the intellectual
activity with the aim of gaining new knowledge in a methodical, systematic and verifiable manner”’,
which makes science advance and which constitutes the necessary prerequisitefor ensuring the character
of teaching as the “scientifically based transmission of the knowledge gained through research”.

Additional guiddlines on the interpretation of the term “certain areas of scientific research” in Recital
33 of the GDPR and on safeguards and measures for the purposes of scientific research have been
provided in the Decision of the 97th Conference of the Independent Data Protection Supervisory
Aduthorities of the Federation and the Lander'?. This Decision aims at narrowing down the specific
measures applicable to the use of broad consent where the purpose limitation principle for “'concrete
data processing” remains problematic. As such, the Decision provides for corrective measures to
compensate the lack of purpose specification by ensuring the (i) transparency, (ii) confidence-building
and (iii) data security of the research. Asregards transparency safeguards, the Decision emphasises the
use of aresearch plan that is accessible to the data subject including the methods and the questions to
be addressed by the research; a detailed explanation on the lack of purpose specification at the onset of
the research project; and the establishment of an Internet presence through which participants can be
informed about ongoing and future studies. In relation to confidence-building, the Decision requiresthe
affirmative vote of an ethics committee prior to processing for research purposes, aswell asthe anaysis
of the applicability of dynamic consent and the respective granting of the withdrawal of consent to the
data subject prior to processing for other purposes. Applicable security safeguards encompass the
prohibition of data transfers to third countries with a lower level of data protection; the separate
commitments to data minimisation, encryption, anonymisation or pseudonymisation; and specific rules
for limiting access to the collected data.

Another relevant guideline in the area is the Memorandum of the German Research Foundation on
“Safeguarding Good Scientific Practice”?. The Memorandum echoes a variety of ethical and legal
safeguards for ensuring the highest standards of research practices. Relevant measures include the
organisationa responsibility of heads of research ingtitutions and heads of research work units to
promote good research practices; the appointment of an independent ombudsperson to whom questions
relating to good research practices can be addressed; the examination of allegations of misconduct in
strict confidentiality; and the adherence to the presumption of innocence by responsible bodies at
research institutions to protect both the complainant and the respondent.

2.2.6 Greece

The National Ingtitute of Social Research (EKKE’s) Ethics Committee and the University of
Macedoniaissued guidelines on good practices on scientific research in respectively the Code of Ethics

123 BVerfG 35, 79, 112 f., viewed 2 February 2021, https://www.servat.unibe.ch/dfr/bv035079.html.

124 BVerfG 47, 327, 367, viewed 3 February 2021, https://www.servat.unibe.ch/dfr/bv047327.html.

125 Beschluss der 97. Konferenz der unabhéngigen Datenschutzaufsichtsbehorden des Bundes und der Lander zu Auslegung
des Begriffs ,,bestimmte Bereiche wissenschaftlicher Forschung® im Erwéagungsgrund 33 der DS-GVO 3. April 2019, viewed
4 February 2021,

https://www.bfdi.bund.de/SharedDocs/Downl oads/DE/D SK/D SK Beschl uessePositionspapiere/97DSK _BeschlussEG33.pdf;j
sessionid=4EA01CC14D23EE86E1758E4A4EE2CF8C.intranet242?  blob=publicationFile& v=4.

126 Deutsche Forschungsgemeinschaft, Guidelines for Safeguarding Good Research Practice Code of Conduct, September
2019, viewed 67 February 2021, file:///C:/Users/u0142276/Downloads/code of conduct dfg%20(1).pdf.
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and the Internal Rules of Procedure'?” and the Code of Ethics'?®.

EKKE's Code requires researchers to duly inform the data subjects about the goals of the research in a
concise, complete, honest, adequate and understandable way. The informational duty comprises the
methodology of the study, the purposes, and the hazards, burdens or discomfort in writing or by other
means, including electronic means where appropriate.

2.2.7 Iceland

The Icelandic SA (Persdnuvernd) issued guidelines for record keepers'?® for access of researchers to
public records for the purpose of scientific research. The informative website contains a list of
considerations that researchers preparing to make a request for access to records should take into
account, as well as guidelines for the record keepers for assessing these requests™.

The Icelandic Supreme Court further decided in a case concerning the rejection of the Medical Director
of Hedlth of arequest by a data subject that health information from medical records concerning her
deceased father should not be entered into the Health Sector Database!!. The Court concluded that
although the individual provisions of the Act No 139/1998 repeatedly stipulated that health information
in the Health Sector Database should be non-personaly identifiable, it was far from adequately ensured
under statutory law that this objective would be achieved. The Court concluded that various forms of
monitoring of the creation and operation of the database were no substitute in this respect without further
foundation in law and concluded that the right of the individual in this matter had to be recognised™*.

2.2.8 ltaly

Specific guidelines on appropriate safeguards are provided in the Decision No. 146 issued by the
Garante on 5 June 2019 (Decision No 146)'* aswell asin the Rules of Conduct for the processing for
statistical or scientific research purposes, published on 14 January 20193,

Decision No 146 issued by the Garante on 5 June 2019 contains additional requirements covering
varioustypes of research aswell asthe data processing for scientific research purposesin casesin which

127 National Center for Social Research, Adoption of the Code of Ethics and Conduct Research Ethics and the Rules for the
Application of Principles and Operation of the Committee on Ethics and Research Ethics Committee of the National Centre
for Humanities and Social Research (NSCR), 2019, viewed 15 March 2021,

https.//www.ekke.gr/upl oads/announcements/privacy policy/fek_ekke privacy policy.pdf.

128 Code of Ethics and Conduct of Scientific Research, University of Macedonia, Thessaloniki, January 2019, viewed 15
March 2021, https://www.uom.gr/ethics/kodikas-hthikhs-kai -deontol ogias-ths-epi sthmonikhs-ereynas.

1291 eigbeiningar til skrarhaldara um afhendingu gagna, published 3.12.2013, viewed 2 April 2021,
https://www.personuvernd.is/personuvernd/frettir/nr/1741.

130 The researcher must consider the fact that he or she may become the controller for the processing activities. The entity
dealing with the access request should ensure that the researcher can only get access to the information to which access has
been authorised, and not access to more information than the authorisation cover and what is necessary for the research; as
well as consider whether access to information where the identities have been removed would suffice.

When assessing the request, the record keepers should make an independent decision on whether the access to personal data
should be granted; evaluate whether the data requested is consistent with and appropriate for the purpose of the research; and
whether the researcher has requested information that is more than necessary for the purpose of research.

131 This database was envisaged by the now repealed Act No. 139/1998. See Case No. 151/2003 November 27, 2003, viewed
5 July 2021, https.//www.haestirettur.is/default.aspx pagei d=347c3bb1-8926- 11e5-80c6-005056bc6a40& i d=cbcbal31b-5dfb-
4d90-a286-cedc5d095595.

132 Thiswas also in light of the obligations imposed on the legislature by Paragraph 1 of Article 71 of the Icelandic
Constitution.

133 provvedimento recante le prescrizioni relative al trattamento di categorie particolari di dati, ai sensi dell’art. 21, comma 1
del d.Igs. 10 agosto 2018, n. 101 [9124510], viewed 20 March 2021,
https://www.garanteprivacy.it/weh/guest/home/docweb/-/docweb-di splay/docweb/9124510.

134 Regole deontologiche per trattamenti a fini statistici o di ricerca scientifica pubblicate ai sensi dell’art. 20, comma 4, del
d.lgs. 10 agosto 2018, n. 101 - 19 dicembre 2018 [9069637], viewed 30 March 2021,
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-di splay/docweb/9069637.
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collecting the data subjects’ consent is not possible for specific and exceptional reasons, as well as
additional safeguards for the necessary processing of data for medical, biomedical and epidemiological
research purposes, described bel ow.

The 2019 Rules of conduct contained detailed instructions. They apply to al processing carried out for
scientific purposes by universities, other research institutions and scientific societies, as well as
resear chers working within these universities, institutions, research institutes and members of
these scientific societies. They require, as prerequisites of the processing of personal data, a research
project containing: (i) information aimed at documenting the scientific research; (ii) the measures to
ensure compliance with the Rules of conduct and the data protection legidation, the identification of the
processors, if any; (iii) adeclaration of commitment to comply with the Rules of conduct signed by the
persons for the processing; (iv) the deposit of the project which is kept, in confidentia form*®, for five
years from the scheduled conclusion of the research; (v) in the processing of data relating to health,
authorised subjects shall observe the rules of confidentiality and security which are required for health
professionals or comparable rules of confidentiality and security. The Rules of conduct further provide
for arisk assessment on the identification of the data subject for disclosure and dissemination purposes,
which shall be less than the established threshol ds, when the statistical results do not reasonably permit
theidentification of statistical unitsor waived for the sole statistical results related to public variables'®.
Moreover, when informing the data subjects entail s a disproportionate effort'®’, the Garante allows that
the controller can adopt appropriate forms of publicity, e.g. for processing involving large numbers of
subjects distributed throughout the country, insertion in at least one newspaper with wide national
circulation or announcement on a national radio or television station'®, In the case of processing
specia categories of data and data relating to criminal convictions and offences for scientific research
purposes, data, as a rule, must be anonymised and only processed by universities when the interested
party has freely expressed consent and the consent has been given in writing, unless the latter becomes
burdensome, in which case it can be documented in writing, provided that it is explicit and is kept by
the controller for three years.

Also, special provisions exist in relation to medical, biomedical and epidemiological research, where
stricter requirements for consent are provided. Control mechanisms cover the custody of the research
plan, the assurance of the dissemination of and compliance with the Rules of conduct among the entities
and personsinvolved in the processing, and the report to the Garante of any violations of the said Rules.
As for data collection purposes, it is compulsory to pay specific attention to the selection of personnel
responsible for data collection and in defining its organisation and methods, make known the identity,
function and purpose of the collection by the authorised personnel; provide the required information to
the interested party and any other clarification; to not carry out at the same time, on behalf of more than
one data controller, activities of personal data collection from the same data subjects, unless expressy
authorised; provide for the correction of errors and inaccuracies in the information acquired during
collection; ensure particular diligencein the collection of the special categories of data and data relating
to criminal convictions and offences'™.

135 According to Section 3, paragraph 3 of the 2019 Rules of Conduct, consultation of the research project for the purpose of
applying the data protection legislation is always possible.

136 See Section 5 paragraph 1, lett. ) of the 2019 Rules of conduct.

137 See Section 6, paragraph 3 of the 2019 Rules of conduct.

138 Moreover, for processing concerning large groups of data subjects distributed on aregional area (or provincial), an
advertisement in a newspaper of wide regional (or provincia) diffusion or announcement by aradio and television station of
regional (or provincia) diffusion is required; for processing concerning groups of specific categories of data subjects,
identified by particular demographic characteristics and/or particular training or employment conditions or similar, insertion
in information tools of which the interested parties are normally the recipientsis also possible.

139 Note in addition that in the event of the exercise of the rights, if it is necessary to make changes to the data concerning the
person concerned, the controller shall make a note of the changes requested by the person concerned in the appropriate spaces
or records, without changing the data originally entered in thefile. Lastly, for accountability purposes, authorised persons
need to conform their behaviour to the following provisions: (i) respect for the purpose limitation principle; (ii) appropriate
storage of the data; (iii) prohibition to disseminate and use for private interest or other the personal data and information not
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2.2.9 Norway

The Norwegian Research Ethics Committees have published guidelines, which apply to different
types of research, such as medical- and health research, science and technology, socia sciences,
humanities, law and theology®. In addition, general guidelines comprise a set of principles to be
implemented when carrying out research, relating to respect for the individuals, striving for good
consequences, fairness, integrity, voluntary informed consent and confidentiality. Apart from general
guidelines, there are guidelinesfor research ethicsin numerous different research fields'#t. Additionally,
the Resear ch Council of Norway also provides ethical standards for those receiving funding, such as
the Guidelines of the Norwegian National Committees for Research Ethics#2,

The Norwegian Centre for Research Data (the NSD) facilitates the sharing and reuse of data and
gives advice on data management and data protection in research'®, It is a state-owned centre, and falls
under the Ministry of Education and Research'®. It isa public actor responsible for archiving data and
facilitating the reuse for research purposes, with national competence for data protection in research and
data management services®®. The work of the NSD is broad, but includes among other things helping
to ensure that data protection and secure data management is respected across al disciplines, and assists
researchers with identifying alegal basis, guidance on how to create a data management plan, how to
archive research data and give courses on data protection in research'®. Whereas no general requirement
for notification or pre-approval of research projects exists under the GDPR, many Norwegian research
institutions voluntarily choose to report and seek pre-approval of relevant projects with the NSD7.

available to the public; (iv) documentation of the work; (v) adaptation to the evolution of methodologies and techniques for
data protection purposes; (vi) stimulus of the communication and dissemination of statistical results, in relation to the
cognitive needs of the scientific community and the public, in compliance with the rules on protection of personal data; and
(vii) report of behaviours violating the Rules of conduct to the controller or processor.

140 The Norwegian National Ethics Committees, viewed 5 July 2021, https://www.forskningsetikk.no/en/guidelines/.

141 gych as the social sciences, humanities, law and theology comprise for example respect for individuals, human dignity,
privacy, duty to inform, consent and obligation to notify, confidentiality, limited re-use, storage of personal data,
responsibilities of avoiding harm, respect for privacy and family life. See the National Committee for Research Ethicsin the
Socia Sciences and the Humanities (NESH), Guidelines for Research Ethics in the Social Sciences, Humanities, Law and
Theology, published 8 June 2019, viewed 5 July 2021, https://www.forskningsetikk.no/en/guidelines/social -sciences-
humaniti es-law-and-theol ogy/gui delines-for-research-ethi cs-in-the-social -sciences-humanities-law-and-theology/. The
principles mentioned have been chosen in order to underline those related to privacy and data protection in the first place. In
guidelines for science and technology privacy, the duty of care, information to participants, confidentiality and anonymity are
mentioned, see the Norwegian National Committee for Research Ethics in Science and Technology, Guidelines for Research
Ethicsin Science and Technology, published 8 July 2019, viewed 5 July 2021,
https://www.forskningsetikk.no/en/guidelines/science-and-technol ogy/guidelines-for-research-ethi cs-in-science-and-
technology/.

142 The Research Council of Norway, viewed 5 July 2021, https://www.forskningsradet.no/en/Adviser-research-
policy/Ethical-standards-in-research/.

143 The Norwegian Centre for Research Data, viewed 5 July 2021, https.//www.nsd.no/en/about-nsd-norwegian-centre-for-
research-datal.

144 Ministry of Education and Research, viewed 5 July 2021,

https://www.regj eringen.no/en/dep/kd/organi sation/kunnskapsdepartementets-etater-og-virksomheter/Subordinate-

agenci es/norwegian-social -science-data-services-/id440384/.

145 NSD Strategy 2021-2021, viewed 5 July 2021, https://www.nsd.no/en/about-nsd-norwegian-centre-for-research-data/nsd-
strategy-20212024.

146 NSD, viewed 5 July 2021, https://www.nsd.no/en/data-protecti on-services.

147 The Norwegian National Research Ethics Committee, viewed 5 July 2021,
https.//www.forskningsetikk.no/en/resources/the-research-ethi cs-library/l egal -statutes-and-gui del ines/the-personal -data-act/.
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3 SECTORIAL LEGISLATION AND SOFT LAW

This section provides an overview and analysis of sectoria legislation and soft law at EU and national
level. Section 3.1 describes EU sectorial legislation and soft law while section 3.2 points to other legal
instruments at international or European level which have relevance in the identification of appropriate
safeguards in the EU Member States and EEA States. Finally, section 3.3. discussed nationa sectoral
legislation.

The below-mentioned legal instruments often refer to the GDPR, including to some mechanismswhich
could be seen as safeguards, for example, the need for consent. Depending on the type of instrument,
such safeguards have been implemented in national law or in guidelines by the EEA States.
Recommendations of the Council of Europe, e.g., are often reflected in sectoral legidation. This is
visible in the sectora legidation for various domains e.g., use of biological material, and in the
guidelines and further analysed and explained below.

3.1 OVERVIEW OF EU SECTORIAL LEGISLATION AND SOFT LAW

Severa legal instruments on EU level in specific domains provide references to safeguards when
deploying personal datafor research. We discuss hereunder the most important ones. Furthermore, this
section discusses any other soft law instruments that have relevance in the identification of appropriate
safeguards.

3.1.1 Clinical Trial Directive and Regulation

The Clinica trials on medicina products for human use Directive No. 2001/20/EC (Clinical Trid
Directive or CT Directive)!* stated the need for informed consent to protect the data subjects, and also
referred to ethics committees. The consent mechanism in the current Clinical Trial Regulation (EU) No
536/2014'“ isvery similar to that of the CT Directive while aiming at protecting theintegrity and dignity
of thetrial participants (see also recital 27 CT Directive).

The Clinical Trials Regulation is built on the definition of ‘consent’ of the GDPR. It leads some to
conclude that such consent is the same document as the consent of GDPR and that it can be valid as a
consent also needed under data protection legislation. This is, however, not correct as consent as a
safeguard for participating in clinical trials (CT) should be seen as distinct from consent as a safeguard
and ground for processing any other and additiona personal data for scientific purposes. The EDPB
attempted to clarify that if personal datafrom aclinical trial is processed for scientific purposes within
the clinical trial protocol, various grounds for use of the personal data for scientific purposes can be
used as set forth in the GDPR (including for reasons of public interest or legitimate interests). As for
‘sensitive’ data, scientific research purposes, besides (explicit) consent, is mentioned as a condition®,
The need for consent should in addition follow the rules of the GDPR, such as ascertaining that thereis
no imbalance etc. This position has been criticized, such as because privately funded pharmaceutical

148 Directive 2001/20/EC of the European Parliament and of the Council of 4 April 2001 on the approximation of the laws,
regulations and administrative provisions of the EEA States relating to the implementation of good clinical practicein the
conduct of clinical trials on medicinal products for human use, OJL 121, 1 May 2001, p. 34, viewed 5 July 2021,
https://ec.europa.eu/health/sites/default/files/files/eudral ex/vol-1/dir_2001 20/dir_2001_20_en.pdf.

149 Regulation (EU) No 536/2014 of the European Parliament and of the Council of 16 April 2014 on clinical trials on
medicinal products for human use, and repealing Directive 2001/20/EC, viewed 5 July 2021, https://eur-lex.europa.eu/legal -
content/EN/TXT/?2uri=CEL EX %3A02014R0536-20140527 (consolidated version).

150 EDPB Opinion 3/2019 concerning Questions and Answers on the interplay between the Clinical Trials Regulation (CTR)
and the General Data Protection Regulation (GDPR). According to the EDPB Opinion, Article 9(2)(j) is hot alegal ground
but a cumulative (specific) condition which is required for the processing of particular categories of personal data along with
an adequate legal ground under Article 6 of the GDPR.
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companies would be able to re-use the data while the rights of data subjects are restricted™.

3.1.2 Human tissue and cells Directive 2004/23/EC

The Human tissue and cells Directive 2004/23/EC*? mainly addresses the need for protection when
donating tissue and cells as required by protection of fundamental rights in the relevant treaties and the
Oviedo Convention®™ when pointing to the consent requirements. This Directive does not set out
requirements for further use of personal data and tissue and cells for scientific purposes, such as for
example whether a broad consent would be possible. National regimes will therefore remain and play
an important role, in particular by for example excluding consent or imposing specific conditions for
confidentiality.

As regards especialy health databases and biobanks used for research, which were also the subject of
various international ethical approaches and declarations, there is emphasis on gover nance agreements
between stakeholders, held accountable, such as the database owners and the parties requesting access
to these databases for research. Ethical approaches such as pronounced by the World Medica
Association in the 2016 Taipel Declaration on ethical considerations regarding health databases and
biobanks'™ strongly believe in such governance agreements being safeguards for research, together with
consent and transparency to the data subjects'™®.

The Human tissue and cells Directive 2004/23/EC further stresses the need for complying with “all
mandatory consent requirements’ stressing the need for ‘informed consent’ for tissue donation and also
requires taking into account confidentiality laws'®.

3.1.3 Regulation (EC) no 223/2009

The Regulation (EC) No 223/2009 of 11 March 2009™" sets out the common framework for European
statistics, governed by the European statistics programme.

3.1.4 Proposal for Regulation on European data governance

The recent proposa for Regulation on European data governance of 25 November 2020 provides for

151 European Parliament, How the General Data Protection Regulation changes the rules for scientific research. Sudy, Panel
for the Future of Science and Technology, July 2019, p. 38.

152 Directive 2004/23/EC of the European Parliament and of the Council of 31 March 2004 on setting standards of quality and
safety for the donation, procurement, testing, processing, preservation, storage and distribution of human tissues and cells, OJ
L 102, 7.4.2004, p. 48-58, viewed 5 July 2021, https.//eur-lex.europa.eu/legal -content/EN/TX T/ 2uri=cel ex%3A 32004L.0023.
153 Convention for the Protection of Human Rights and Dignity of the Human Being with regard to the Application of
Biology and Medicine: Convention on Human Rights and Biomedicine, Oviedo, 4.1V.1997.

1% WMA Declaration Of Taipei On Ethical Considerations Regarding Health Databases And Biobanks Adopted by the 53
WMA Genera Assembly, Washington, DC, USA, October 2002 and revised by the 67 WMA General Assembly, Taipsi,
Taiwan, October 2016, accessed 7 July 2021, WMA Declaration of Taipei on Ethical Considerations regarding Health
Databases and Biobanks— WMA — The World Medical Association.

155 For a comparison between the Taipei Declaration and the GDPR safeguards, see, e.g., Chassang, G. and Rial-Sebbag, E.,
2018, ‘Research Biobanks and Health Databases: the WMA Declaration of Taipei, Added Value to the European Legislation
(Soft and Hard Law)’, European Journal of Health Law, vol. 25, pp. 501-516.

156 Articles 13 and 14 of the Human tissue and cells Directive 2004/23/EC.

157 Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European statistics and
repealing Regulation (EC, Euratom) No 1101/2008 of the European Parliament and of the Council on the transmission of
data subject to statistical confidentiality to the Statistical Office of the European Communities, Council Regulation (EC)

No 322/97 on Community Statistics, and Council Decision 89/382/EEC, Euratom establishing a Committee on the Statistical
Programmes of the European Communities, OJ L 87, 31.3.2009, pp. 164-173, viewed 5 July 2021, https.//eur-

lex.europa.eu/l egal -content/EN/AL L/?uri=cel ex%3A32009R0223.

158 Proposal for a Regulation of the European Parliament and of the Council on European data governance (Data Governance
Act), COM/2020/767, Accessed 7 July 2021, EUR-Lex - 52020PC0767 - EN - EUR-Lex (europa.eu). See also EDPB-EDPS
Joint Opinion 03/2021 on the Proposal for aregulation of the European Parliament and of the Council on European data
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the supply for the re-use of data within scope, which could aso include personal data, including
statistical data, as public task of public sector bodies covered. Recital 28 states that the proposed
Regulation shall be without prejudice to the obligation of providers of data sharing services to comply
with Regulation (EU) 2016/679 and the responsibility of supervisory authorities to ensure compliance
with that Regulation.

3.1.5 Soft law instruments

3.1.5.1 Research in general

For research institutions, Science Europe devel oped a Practical Guide to the International Alignment of
Research Data Management™®in which the details of data management plan are further discussed.

3.1.5.2 Archives

The European Archives Group (EAG), an expert group of the EU Commission, published
guidelines for archives'® stating that personal data protection needs to be balanced against the right to
justice, the right to the truth and the right to remedy and reparation for victims of gross violations of
human rights. Because of the type and purpose of research (i.e. archiving), data minimisation is often
not possible, and the integral preservation of documents containing persona data has been instrumental
in restoring the rights of data subjects. Further, the guidelines state that ‘pseudonymisation should be
fully reversible’ and should be done in away that does not endanger the evidential value of records. In
case of persona data preserved for archiving purposes in the public interest, archive services should
store unaltered original datain a protected storage facility and make a pseudonymised copy of personal
data for access by researchers, if such purposes can be fulfilled in that manner'®l, As for special
categories of data, accessisrestricted'®2. Other public and private bodies should seek guidelines of their
SA. Additional precise safeguards are not specified. Relevant national codes exist in the United Kingdom
and Italy.

3.1.5.3 Headlth - registries

The European Commission has supported cooperation and networksfor scientific research in the context
of specific programmes, such as for example the European Network of Cancer Registries (ENCR),
which has been in operation since 1990. ENCR, e.g., established a data submission portal for its
members (only), with support of the Joint Research Center. The ENCR was supported by the Joint
Research Center for the harmonisation of data and registration processes when submitting data to the
European Cancer Information System (ECIS)®. In this system, participating countries with varying
data sources (cancer registries, national statistics, population register, epidemiological centres...)

governance (Data Governance Act), viewed 20 August 2021, https://edpb.europa.eu/our-work-tools/our-
documents/edpbedps-j i nt-opinion/edpb-edps-j oint-opinion-032021-proposal _en.

159 See Science Europe, Practical Guide to the International Alignment of Research Data Management — extended Edition,
27.1.2021, p. 29, viewed 5 July 2021, https://scienceeurope.org/our-resources/practi cal -quide-to-the-international -alignment-
of-research-data-management/.

160 See EAG, Guidance on Data Protection for Archive Services, EAG guidelines on the implementation of the General Data
Protection Regulation in the archive sector, 2018, viewed 5 July 2021,
https://ec.europa.eu/info/sites/info/files/eag_draft_guidelines 1_11 0O.pdf.

161 | bid. pp. 12-13.

162 As for the archive in National Archives of datarelating to criminal convictions and offences, archive services can take
measures such as posting such documents on a restricted-access area of their websites, or redacting names, pursuant the
paramount principle of respecting and protecting the dignity of individuals. See Ibid. pp. 21-22.

163 See, JRC Technical Reports, The European Cancer Information System (ECIS) web application, Computing and
disseminating European statistics on cancer burden, 2018, p. 5, viewed 5 July 2021,

https://encr.eu/sites/defaul t/filesyJRC113106 _ecis wa guide 11 sept 2018 print-.pdf. One would expect also detailed
guidelines as to how comply with data protection safeguards, to inter alia protect the privacy and data protection rights of
individuals whose data may be directly or indirectly relied on for the registration.
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extend beyond the European Union'®,

3.1.5.4 Biological material: guidelines and common practices

Some organisations in EEA States have tackled research specific questions in well researched
recommendations and guidelines and practices. An example is ‘Human Biological Material.
Recommendations for Collection, Use and Storagein research of the Irish Council for Bioethics'®, and
which also reviewed practicesin various EEA States. Another example are the practices adopted by the
Biobanking and BioMolecular Research Infrastructure (BBMRI), a significant biobank network
grouping researchers and biobanks of 20 countries. The degree as to how and how far these
recommendations were adopted, however, remains difficult to assess. BBMRI would aso have
developed a draft code of conduct, which is however not made public (until approval).

3.2 OTHER LEGAL INSTRUMENTS WITH INFLUENCE UPON EUROPEAN COUNTRIES
3.2.1 International

In the guidance to States for adopting legislation, Unesco stated in the Universal Declaration on
Bioethics and Human Rights of 2003, that human dignity and the interests and welfare of the
individual shall prevail over the interest of science and society (Article 3).

In the specific domain of processing for statistical purposes, severa initiatives have been taken at
international, Council of Europe and European Union level, including the devel opment by legal norms.
Such legal norms, for example, see into guaranteeing confidentiality, including when statistical bodies
communicate data to Eurostat.

3.2.2 The Council of Europe

3.2.2.1 Convention on Human Rights and Biomedicine, concerning
Biomedical Research (1997) and Additional Protocol (2005) (‘Oviedo
Convention’)

The Convention of Oviedo explicitly states that everyoneis entitled to know any information collected
about his or her health, but also that the wishes of individuals not to be so informed shall be observed
(Article 10(2) and Article 27 Additional protocol). The Convention also contains a limitation as to the
use of genetic information'®”. The Additional Protocol of 2005 imposes a statutory confidentiality
obligation (Article 25) and requires more extensive information to be given to participants, including
relating to access and potentially further use (Article 13'%8), and a duty of care, imposing aduty to return

164 See https://ecis.jrc.ec.europa.eu/info/registries_encr.php.

165 | rish Council for Bioethics, Human Biological Material: Recommendations for Collection, Use and Storage in Research
2005, Dublin, 116 p., viewed 5 July 2021, https://repository.library.georgetown.edu/handle/10822/1039512.

166 United Nations Educational, Scientific and Cultural Organization (UNESCO), Universal Declaration on Bioethics and
Human Rights, 19 October 2005, viewed 3 April 2021, http://portal.unesco.org/en/ev.php-

URL_1D=31058& URL_DO=DO_TOPIC&URL_SECTION=201.html.

167 See Avrticle 12: “Tests which are predictive of genetic diseases or which serve either to identify the subject asa carrier of
a generesponsible for a disease or to detect a genetic predisposition or susceptibility to a disease may be performed only for
health purposes or for scientific research linked to health purposes, and subject to appropriate genetic counselling”.

168 Article 13 states as follows: “The information shall cover the purpose, the overall plan and the possible risks and benefits
of the research project, and include the opinion of the ethics committee. Before being asked to consent to participatein a
research project, the persons concerned shall be specifically informed, according to the nature and purpose of the research:
(i) of the nature, extent and duration of the proceduresinvolved, in particular, details of any burden imposed by the research
project; (ii) of available preventive, diagnostic and therapeutic procedures; (iii) of the arrangements for responding to
adverse events or the concerns of research participants; (iv) of arrangements to ensure respect for private life and ensure the
confidentiality of personal data; (v) of arrangements for access to information relevant to the participant arising fromthe
research and to its overall results; (vi) of the arrangements for fair compensation in the case of damage; (vii) of any foreseen
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relevant information about ‘the current or future health or quality of life of research participants’, and
such “within a framework of health care or counselling’ (Article 27) and to make results available, both
to the participant , the ethics committee and the public (Article 28).

3.2.2.2 Health-related data

The Council of Europe aso issued several recommendations in the domain of health-related data. The
2019 Recommendation*®® by the Council of Europe, which replaced Recommendation (97)17° stated that
not only healthcare professionals who are entitled to carry out their ‘own medical research’, but also
‘other scientistsin other disciplines’ could use the health-related data “which they hold” for research
purposes. The condition, however, is that the data subject has been informed of the possibility
beforehand and appropriate safeguards are in place.

3.2.2.3 Biological materials of human origin

According to the Recommendation 2016(6) on research on biological materials'™, in which it is
reminded that the interests and welfare of the human being shall prevail over the sole interest of
society or science, the collection and storage of biological materialsfor future research can be based on
either consent or authorisation, prior to which the individual concerned should be provided with
comprehensible information (Article 10)'72. If the attempt to contact the person is unsuccessful, an
exception may be made where the research addresses an important scientific interest and is in
accordance with the principle of accountability (Article 22(2)(b)(ii)).

3.3 OVERVIEW AND LEGAL ANALYSIS OF NATIONAL SECTORIAL LEGISLATION AND SOFT
LAW

In this section, legislation and guidelines as well as other ‘soft law’ relating to specific sectors are
described and analysed per Member State with a view of finding common approaches to safeguards.
Not all sectors are equally covered in each country. The results of this section are based on the replies
to the questionnaire and additional desk research covering available or otherwise researched legidation
and soft law instruments.

3.3.1 Austria

Article 2 of the Austrian Act establishing the Austrian Health GmbH (Bundesgesetzes tber die
Gesundheit Osterreich GmbH, or GOGG) lays the groundwork for the creation of Austrian Health
GmbH, alegal entity providing non-commercial services of general interest in the field of health care
which is entitled to process personal data in stem cell registries'’® and quality registries for research
purposes (e.g., clinical trials data). In this context, Articles 15a(6), (7) and (10) GOGG stipulate the
appropriate measures to guarantee a proper level of confidentiality and integrity, i.e., encryption
mechanismin place without delay, for which area-specific personal identifiers are permitted for patient

potential further uses, including commercial uses, of the research results, data or biological materials; (viii) of the source of
funding of the research project.”

169 Council of Europe, Recommendation CM/Rec (2019)2 of the Committee of Ministers to member States on the protection
of hedlth-related data.

170 EDPB, EDPB Document on response to the request from the European Commission for clarifications on the consistent
application of the GDPR, focusing on health research, 2 February 2021, Paragraph 7.

171 Council of Europe, Recommendation CM/Rec (2016)6 of the Committee of Ministersto member States on research on
biological materials of human origin, which is asuccessor of Council of Europe, Recommendation Rec(2006)4 on research
on biological materials of human origin.

172 Note that biological materials can only be used in aresearch project if the latter is within the scope of the consent or
authorisation given by theindividual (Article 21(1)). For uses not in the scope of the original consent/authorisation,
reasonabl e efforts should be made to contact the person concerned and obtain consent/authorisation (Article 22(2)(a)).

173 Article 4a GOGG.
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identification with the condition of carrying out an irreversible deletion immediately after conversion.
Itismoreover required that any additional datais pseudonymised and stored separately aswell asdeleted
as soon asthey are no longer required for the scientific purposest’. Other safeguardsin this areainclude
the draft of adocument containing all data security measures taken in accordance with Article 32 of the
GDPR and the provisions of the Health Telematics Act (Gesundheitstel ematikgesetz or GTelG) on the
basis of an “IT security concept”*’>. This documentation must show that both accessto and transmission
of data are carried out properly and that the data are not accessible to unauthorised persons.

3.3.2 Belgium

The Act of 4 July 1962 on public statisticsrefersto the possibility of certification of methodol ogies for
statistics (Article 13) and for separation, codification and deletion of individual data if no longer
necessary (Article 17). The Act of 22 March 2006, modifying and updating the Act of 4 July 1962 refers
to confidentiality imposed by law (and subject to criminal sanctions) on persons and entities responsible
for statistical data (Article 18), requires the appointment of a DPO, controlling inter alia the use of the
logical keys for re-identification (Article 171sexies) and the appointment of a person for deleting such
keys in time of war. Communications of statistical data to public authorities and researchers is subject
to (i) authorisation of the Statistic Supervisory Authority (ii) adetailed confidentiality agreement’ for
the communication for a specific statistical purpose (purpose binding), and (iii) shall contain only
encoded data. Further note that the Royal Decree of 13 June 2014 determines the conditions under
which the National Institute for Statistics can act as an intermediary for further processing for
statistical purposes. Public archives are governed by severa legal instruments'”’, providing in the
public task and legal basis for specific public bodies. One of the most essential safeguards, is the ‘public
information statement’ with regard to the processing of personal datain the state archives'’®,

For health registries, national legislation'’® obligesthe registration of all new cancer diagnoses
with the Belgian Cancer Registry (BCR)*®° which isin charge of inter aliaencoding the patient’s

174 Further, the anonymisation of datais required when accessed by third parties. Access control mechanisms and availability
measures are further contemplated in the text as well as organisational measures as to the documentation of access and
transmissions of persona data and security management procedures. The federal Austrian Health Telematics Act
(Gesundheitstelematikgesetz or GTelG), the subject of which is the transmission of electronic records of data concerning
health and genetic data by healthcare providers, further requires that access control areas, procedures, and mechanisms are
established, especially in the case of public health service authorities, which presumably also appliesin case of research. As
regards the confidentiality requirements, special measures include the necessity of establishing networks which are secure
against unauthorised access, in compliance with the state of the art in network security. Thisincludes measures by (i)
securing the transmissions with cryptographic or structural measures and establishing network”s authentication and access
control mechanisms to a definable user/group; or (ii) establishing protocols and procedures that provide full encryption of
data and specified cryptographic algorithms. Other means to ensure confidentiality including encrypted storage of the datain
cloud computing infrastructure with an as-need basis. This must show that both access to and transmission of data are carried
out properly and that the data are not accessible for unauthorised persons.

175 Article 8(1) GTelG.

176 For the content, it shall state that (i) further transfer is not authorised except with authorisation of StatBel, which shall
conclude a confidentiality agreement with the transferee; (ii) the receiver shall ensure the security and make sure individual
data cannot be extracted from published results; (iii) audits; (iv) sanctions; and (v) duration of the agreement (see Article 18
of the Act of 22 March Act 2006).

177 Including the Act of 26 July 1955 on archives for federal archive, as complemented with several royal decrees, the
Ordonnance of the Brussels parliament of 19 March 2009 on archives, and the Decree of the Flemish parliament of 9 July
2010 on archives.

178 See dlso Van Keer, E., De AV G en archieven: een bibliografische wegwijzer, p. 29, viewed 5 July 2021,
http://www.arch.be/docs/20200528 Biblio AV G-Archieven.pdf.

17 | n particular the Health Act of 13 December 2006, adding Article 45quinquies to the Royal Decree No 78 of 10.11.1967,
and the Royal Decree on norms for oncological care programmes.

180 The BCR is a national population-based cancer registry with the aim to also report on the survival of patients and to do
research (case-control and cohort-studies). The Belgian Cancer Registry (BCR) receives analysis results from labs, data from
hospitals, and data linked to sick funds (‘mutualité’) data. The BCR monitors the data protection, when hospitals, with an
oncological care programme, and services for pathological anatomy, legally obliged to cooperate, share data. See Belgian
Health Care Knowledge Centre (Federaal Kenniscentrum voor de Gezondheidszorg or KCE), Ten years of multidisciplinary
teams, KCE report 239, 2015, p. 18, viewed 5 July 2021,

Milieu Consulting Sudy on the appropriate safeguards under article 89 (1) GDPR for the processing of
Brussels personal data for scientific research / 32



socia security number and reviewing the data quality, and which may — upon authorisation of
the SA - communicate the data for research to third parties (Article 3 and 9)*8L. The law setting
up the Crossroad Database for Social Security, authorises the latter to communicate as an
intermediary organisation pseudonymous data it has to third parties for knowledge development for
social security purposes and determining selection criteria for research participants'®?, Further, a
specific authority?® is tasked with guiding and establishing ‘good practices’ with regard to specific
personal data processing, in particular those concerning health and the federal government, including
for the communication of ‘anonymous data’ by the governmental agencies and for determining the
selection criteria for research participants'®*.

TheAct of 19 December 2008 on Human Body M aterial (HBM), which also coversHBM for scientific
research use, specifies some safeguards, in particular that awritten agreement shall be concluded with
the person or institution receiving HBM for research'®. It should be noted as well that for secondary
use, which is defined as “any use of human body material other than that to which the donor has given
his/her consent in the context of the collection” in cases where it is impossible to seek consent, or where
such a request would be exceptionally inappropriate, the (positive) opinion of an ethics committee
would be sufficient to allow the collection of samples (Article 20(1) of the HBM Act). Further conditions
are specified in a Royal Decree, including the obligation to declare to the Federal Agency for
M edicines and Health Products (FAMHP)™®. A new service with the FAM HP advises on accessing
the biobanks.

3.3.3 Bulgaria

Accessto health datais possible for purposes of public health and statistics. Based on Article 28 of the
National Health Act, professionals with proven credentials, such as doctors, can access health data. The
data have to be anonymised. The access applies to publicly funded organisations'®’.

The Nationa Centre of Public Health and Analyses (NCPHA) provides statistical information based
on the Health Act (HA) and the Personal Data Protection Act. A written application should be made for
access to data, but thisis limited to public information.

Informed, written consent is required for medical resear ch!® and the taking of biological material for

https://kce.fgov.be/sites/defaul t/files/atoms/files KCE_239_team%20meetings oncology Report 2.pdf. A standard formis
deployed, as set forth in the Offical Journal of 14.10.2010, and following ENCR guidelines. See also:
https://kankerregister.org/Standard%20cancer%20registration, viewed 5 July 2021.

181 The law imposes additional safeguards as well, such as drafting a security plan, appointment of a security adviser / DPO
in charge of establishing minimum security measures, guaranteeing confidentiality and limited access (Article 4), which can
be further completed by royal decree.

182 See Article 5 of the Act of 15 January 1990 setting up the Crossroad Database for Social Security, as modified by Act of
5.9.2019 regarding I SCs (Article 11).

183 This authority is called the ‘information security comité’ (ISC) and was set up by Act of 5 September 2018.

184See Act 5.9.2018, Article 39. These ‘good practices’ and also the ISC’s opinions, which are required safe in particular
cases, and the succinct annual reports, can be found at ehealth.fgov.be.

185 Elements that shall be included in the written agreement include the topic of the scientific research for which the HBM is
made available, the responsibilities for ensuring traceability, the appropriate technical and organisation measures in the case
personal datais aso communicated and a coded copy of the consent of the donor (Article 22(2)(3) HBM Act). About this
Act, seeaso Lalova, T., Negrouk, A., Dallé, L., Bekaert, S., Debucquoy, A., Dereze, J.-J., Vacke, P, Kindt, E., Huys, 1.,
‘An overview of Belgian Legislation Applicable to Biobank Research and its Interplay with Data Protection Rules’, in
Slokenberga, S., Tzortzatou, O., and Reichel, J. (ed.), 2021, GDPR and Biobanking. Individual Rights, Public Interest and
Research Regulation across Europe, Springer, Law, Governance and Technology Series, p. 187 et seq.

186 See Royal Decree of 9 January 2018 on biobanks. See also

https://www.famhp.be/en/news/new_royal_decree on_biobanks, viewed 5 July 2021. Other conditions are relating to the
collection, the reporting to the ethics committee, aregister, the agreement with the recipients of the body material, encoding,
traceability and identification.

187 Article 28, National Heslth Act.

188 Article 197 National Health Act.
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genetic tests'™®. The consent has to be given after information of the research leader about the essence,
importance, scope, and possible risks'®, The statute underlines that such data are personal data and
should be not disclosed to employers, health insurance organisations, and insurance companiest®,
Moreover, such research should be conducted ensuring maximum safety for the health of the person,
and should not disclose his or her personal data.

3.3.4 Estonia

The Official Statistics Act (OSA) regulates statistics and scientific research conducted by the Statistical
Office of Estoniat® based upon (in principle voluntary) responses collected by a ‘producer of official
statistics’ (producer)!®® after extensive information disclosure!®. The producer of statistics is allowed
by law to set up statistical registers of data by collecting data from administrative records, data bases
and other types of data sources, and use these data for the production of (other) official statistics,
regardless of theinitial purpose of collection'®. The OSA further contained detailed safeguards as that
for example micro-data of anatural person should only be kept together with the personal identification
code, until the validation of the micro-data has been completed'®, and the principles of protection of
persona data and statistical confidentiality must still be complied with. The producer must ensure
organisational, information technology related and physical protection of data for all datistica
activities’™ as established by requirements of the Estonian government or the Bank of Estonia (Eesti
Pank)!%. Dissemination of confidential data is only alowed in a form that prevents to directly or
indirectly identify the statistical unit, and should be otherwise disseminated with the consent of the data
subject, unless the data are considered public according to national law, or the receiver is Eurostat,
national statistical institutes or other EEA States'®®. In this case, the data are marked as confidential*®.

The Archives Act regulates archival research®, including the management, appraisa and transfer of
records, conditions preventing the unauthorised use of, damage to and destruction or copying of archival
records. Access and use of archival records are unrestricted except when the provisions of GDPR and
of the Estonian data protection legislation apply.

189 Article 141 National Health Act.

190 Article 199 National Health Act.

191 Article 141 National Health Act.

192 Official Statistics Act, passed 10.06.2010, RT | 2010, 41, 241, entry into force 01.08.2010, viewed 30 March 2021,
https://www.riigiteataja.ee/en/eli/517122019002/consolide.

198 Section 28 of the Official Statistics Act. With some exceptions or unless provided by law, submission of personal datais
voluntary for natural persons. As for the exceptions: see Section 28(2) of the Official Statistics Act: “Natural persons who
own immovable property, buildings or parts thereof or own or possess agricultural land or farm animals or make
international payments”. At the same time, producers should preferably use data which has aready been generated/collected
as a part of state and local government authorities’ or legal persons in public and private law activities.

194 For the collection and statistical processing of data, the producer must inform the respondents in advance about which data
will be collected, the purpose for which the datawill be used, the principles of statistical processing and how that data can be
disseminated and the due date for when the data should be submitted, as well as provide the information of any liability for
not complying with the submission requirements: see Section 30(1) of the Official Statistics Act. The right to rectification,
erasure of data or the right to restrict the processing extend to personal data collected for the purpose of official statistics: see
Section 31 (2)-(4)of the Officia Statistics Act.

195 Section 30(2) of the Officia Statistics Act. With regard to the use, the producer has the right to use personal datafor the
production of officia statistics (see Section 31 of the Officia Statistics Act) and unlike it isthe case for data collection, it is
not required to inform the data subjects concerned.

196 Afterwards, the personal identification code must be stored separately from the other data of that person. Later linking
should, however, remain possible: see Section 32 OSA. In addition, persons who, due to the nature of their official duties,
have access to data which allow for direct or indirect identification of individuals carry responsibilities for the use of the data,
and must ensure that the data are only used for statistical purposes and prevent unlawful dissemination of such data: see
Section 34(4) of the Official Statistics Act.

197 Section 34(5) of the Officia Statistics Act.

198 Section 34(6) and (7) of the Official Statistics Act.

199 Section 35 of the Official Statistics Act, requires provision by EU law.

200 Section 34 of the Official Statistics Act, data that allow direct or indirect identification of a statistical unit and thereby
disclosure of micro-data.

201 Archives Act, viewed 30 March 2021, https.//www.riigitestaja.ee/en/eli/521032019019/consolide.
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Clinical trials are regulated by the Medicinal Products Act?®2, Clinical trials require (i) an approval
requirement, unless the treatment and monitoring of the trial subjects remain unchanged and no new
medicina product is introduced®®; (ii) are subjected to requirements regarding the quality of the
medicinal products, the sponsor of the clinical tria, the planning and publication of the result and the
persons conducting the research?®. Furthermore, (iii) consent of the trial subject is required®® and can
only be given after the data subject has been informed of all facts related to the trial, and withdrawal
must be possible at any time; and (iv) the approval of a medical ethics committee is required®®, with
further requirements concerning its composition and due process®®”. In addition, (v) awritten application
must be submitted to the Sate Agency of Medicines at least two months before the beginning of the
planned trial?®, and authorisation from the Agency, typically containing requirements for the quality of
research, should be obtained®®. The State Agency of Medicines can aso immediately suspend or
terminate the clinical trial if these circumstances become evident or, if the continuation of the trial does
not pose arisk to life and health of thetrial subjects, send anotice concerning theintention of suspension
or termination. Theliability for the compliance of all the aspects of the trial falls entirely on the sponsor
of the clinical trials of medicina products?°.

The Human Genes Research Act regulates the set up and the maintenance of the Estonian Gene
Bank?, the conditions for processing and composition of the data?!?, the rights and obligations of gene
donors, restrictions on the use of data and conditions for generic research relating to the Gene Bank and
the organisation of its administrative supervision®3, The Act contains also detailed provisions for
aggr egating pseudonymised data?'* and the type of resear ch for which the Gene Bank can be used?®®.
It also specifies, among other things, that (de-)pseudonymisation should be performed by specific
persons appointed by the controller®®, and outlines the role of the Data Protection Supervisory

202 Medicinal Products Act, passed 16.12.2004, RT | 2005, 2, 4, entry into force 01.03.2005,viewed 30 March 2021,
https://www.riigiteataja.ee/en/eli/529122020002/consolide. The Act covers different types of medicinal products and the
manufacturing and distribution thereof.

203 Section 87(2) of the Medicinal Products Act.

204 Sections 88-89 of the Medicinal Products Act.

205 Section 91 of the Medicinal Products Act. In case of animal, the owner’s consent is sought. There are special requirements
for individual s with restricted legal capacity.

206 Section 92 of the Medicinal Products Act.

207 All requirements concerning the nature of the Medical ethics committee for clinical trials listed in Section 92 of the
Medicina Products Act.

208 Section 95 of the Medicinal Products Act.

209 gych authorisation can be denied if (i) the applicant does not comply with the requirements for clinical trials of medicinal
products; (ii) the information or documents submitted by the applicant are incomplete or inaccurate; (iii) thetrial protocol is
unreasonable; (iv) thetrial is of no scientific value or islikely to influence the use of medicinal products in the course of
health care provision in an unreasonable direction; (v) the risk to the life and health of trial subjectsis high: see Section 97 of
the Medicina Products Act. When it comes to veterinary medicinal products, such authorisation is granted by the Ministry of
Rural Affairs.

210 Section 99 of the Medicinal Products Act. Doctors, dentists or veterinarian conducting the trial are only liablein certain
circumstances, where violations of their obligations occur or jointly with athird party (employer or other contractual party).
211 Human Genes Research Act (13 February 20000) RT | 2000, 104, 685, viewed 30 March

2021, https://www.riigiteataja.ee/en/eli/508042019001/consolide.

212 The Act establishes the rules for valid consent and for the rights to (take) samples, storage of tissue samples and
destruction of data and records.

213 Human Genes Research Act, Article 1(2).

The provisions do not apply to the processing of pseudonymised tissue samples, pseudonymised descriptions of DNA and
pseudonymised descriptions of state of health if such tissue samples, descriptions of DNA and descriptions of state of health
are processed as a set of data and on the condition that the set of data to be processed contains DNA samples, descriptions of
DNA or descriptions of state of health of at least five gene donors at atime: see Human Genes Research Act, Article 7(2).

215 More precisely, research into and treatment of illnesses of gene donors, public health research and statistical purposes: see
Human Genes Research Act, Article 16.

216 Human Genes Research Act, Article 22.

Milieu Consulting Sudy on the appropriate safeguards under article 89 (1) GDPR for the processing of
Brussels personal data for scientific research / 35



Authority?'” and the Research Ethics Committee?®.

The National Ingtitute for Health Development further conducts studies using national data bases,
using relevant data such as communicable diseases, cancer registry etc. which have been established on

the basis of law and regulated by the specific Minister’s statutes®'°.

3.3.5 Finland

The Act on the Openness of Gover nment Activities regulates the use of personal data extracted from
registers of public authorities for scientific research purposes, i.e. theright to review publicly available
documentation, the non-disclosure obligations of employees of public authorities, secrecy of documents
and information as well as other protection mechanisms for both public and individual interests.

TheAct in Secondary Use of Health and Social Data?* complements GDPR legislation and concerns
the processing of personal data for secondary use??l. The Act further regulates the “one-stop-shop”
central licensing authority for the secondary use of health and social data, the Social and Health Data
Permit Authority Findata???, which is directly subordinated to the Ministry of Socia Affairs and
Health??,

The Act further lays down extensive criteria and conditions for the secondary use of health and social
data. Safeguardsinclude the need for a permit??, and conditions for the use of the results achieved based
on the use of the data?®. Hence, the conditions for the use of secondary data are (i) authorisation from
controllers for further use for other research purposes; and (ii) a decision of the Data Permit Authority
on the request to access the data from different controllers, nationa information system services or
registers’®, Secondary use of the datawill be allowed for permitted purposes as defined in the law, with
arevocable licence issued for afixed term. A licence may also be required for education, information
management and development and innovation activities’?’ provided that the explicit consent of data
subjects for secondary use is sought for the latter, as no category under Article 9(2) GDPR fits.

The Medicines Act regulates medicine trials??, and requires a permission based on a research plan
whenaclinical trial isto be carried out, aswell asapositive opinion of an ethical committee. Researchers
and other individuals who come in contact with medical data during the course of the research or in
connection to the research procedure, are bound by strict confidentiality. It further refersto the Act on

217 Human Genes Research Act, Article 28.

218 Human Genes Research Act, Article 29. The Ethics Committee is entrusted with assessing processing procedures for the
Gene Bank and ensuring preventive protection of fundamental rights and evaluating compliance with Article 6 of Estonian
Personal Data Protection Act.

219 See Estonia response to the EDPB questionnaire.

220 See https://stm.fi/en/secondary-use-of -heal th-and-social -data, viewed 5 July 2021. Finland has adopted some specific
legislation concerning medical research, clinical drug trials and the secondary use of social welfare and health information.
221 Hence for other purposes than it has been collected. See Section 2 of the Act. The Act concerns the processing of personal
datawhich are registered in relation to social- and healthcare practices, for research and statistical purposes within the health
care sector. The Act regulates combining activities of datarelated to e.g. health care and population statistics which isin the
possession of different national authorities, while ensuring the data protection rights of individuals.

222 Findata “pools” and “centralises” the data from different controllers and anonymisesit for further use. See: Section 4 of
the Act.

223 See Section 17 of the Act. The Data Permit Authority makes decisions on data permits concerning data held by
controllers;, whether data requests fulfil the requirements set by the law; and is also responsible for the collection,
combination, pre-processing, and disclosure for secondary purposes, and where necessary anonymisation or
pseudonymisation of the data subjected to the permit; and supervises compliance with terms and conditions of the permit; and
maintaining a secure hosting service.

224 Conditions for approval: see Sections 35-42, Section 43.

225 Section 52.

226 Section 11.

227 Section 37.

228 Medicines Act (Lagkelaki), 10.4.1987/395, viewed 5 July 2021, https://www.finlex.fi/en/l aki/kaannokset/1987/19870395
(in English but only including the changes made until 2010), Sections 86 — 88a.
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Medical Research?®, which sets a detailed framework for medical research involving human beings,
clinical medical trials, research concerning foetuses and embryos and the work of the ethical
committees®, For medical research including humans, focus lays on an assessment of interests, the
need to appoint a person in charge of the research, the consent of the person being subject to research
and the cancellation of such consent®!. The Act also defined good clinica practices, and sets
requirementsfor declarations, opinions of the ethical committee, reporting of incidents and serious side-
effects?®2.

3.3.6 France

In the domain of statistical research, the Official Statistics Law?® states that for official/public
statistics, communicating and disclosing any data related to the statistical survey, especialy personal
data, can only be made after the approval of the Committee for Statistical Secrecy?“. In the domain of
the public ar chives the personal data, which are already not useful for archival purposes, or purposes
of scientific or historic research, should be deleted®®®. Furthermore, data related to the state of health
shall be given back to the person entitled to it%®.

Research for medical and health-related purposes is robustly regulated by law and requires
safeguards®®’. In principle, in addition to the possibilities provided for in Article 9(2) of the GDPR, the
processing of health data for research purposes is lawful provided that: (i) processing isin the public
interest; (ii) processing complies with standards issued by the CNIL (methodologies of reference
MRO001 to MR006% — see also Annex 2) and the data controller sends a declaration of compliance
to the CNIL % or (iii) after the authorisation of the CNIL, if the processing does not comply with
one of the standards

The French Public Hedth Code (Code de la Sante Publique?®®) sets general principles for the
implementation of health research. For example, there needs to be an appointed person responsible

229 Act on Medical Research (Laki ladketietedl lisesta tutkimuksesta), 9.4.1999/488, viewed 5 July

2021, https://www.finlex.fi/en/l aki/kaannokset/1999/19990488 (unofficial translation available for the original act from
1999).

230 There are both regional and national ethical committees. The law also sets criteria for the evaluation of research projects,
the compilation of the ethical committees and rules for the members of that committee.

231 persons with handicaps, minors, pregnant or breast-feeding women and inmates or patients of forensic psychiatry. There
are also special rules regarding certain categories of individuals.

232 Chapter 2a of the Act.

233 Act No. 51-711 of 7 June 1951, viewed 7 July 2021, Loi n° 51-711 du 7 juin 1951 sur |'obligation, la coordination et le
secret en matiére de statistiques. - Légifrance (legifrance.gouv.fr).

234 Article 6 bis of the Loi n° 51-711 du 7 juin 1951 sur I'obligation, la coordination et le secret en matiére de statistiques,
viewed 5 July 2021, https://www.legifrance.gouv.fr/loda/article_|c/LEGIARTI000038314928and Article 17 of the Décret n°
2009-318 du 20 mars 2009 relatif au Conseil national de I'information statistique, au comité du secret statistique et au comité
du label de la statistique publique, viewed 5 July 2021,
https://www.legifrance.gouv.fr/loda/article_|c/LEGIARTI000034247251/2021-01-19. Furthermore, any statistical survey of
public services must be subject to the prior approval of the Minister responsible for the economy and the Minister to whose
jurisdiction the interested parties belong (Article 2 Loi n°® 51-711 du 7 juin 1951).

235 Article L.212-3 of the Code du patrimoine, viewed 5 July 2021,

https.//www.legifrance.gouv.fr/codes/article |c/LEGIARTI000037825470. Furthermore, data related to the state of health
shall be moreover given back to the person entitled to it.

236 Article L212-4 of the Code du patrimoine.

237 See Articles 64-77 Loi n° 78-17 du 6 janvier 1978 relative al'informatique, aux fichiers et aux libertés.

238 CNIL - Méthodologie de référence MR-006, Accessed 7 July 2021, Etudes nécessitant I’accés aux données du PMSI par
lesindustriels de santé M éthodol ogie de référence MR-006 | CNIL

239 As explained by the French SA “MR are sorts of “framework” to comply with in order to reduce formalities. Those
formalities (prior authorisation from CNIL) must till be complied with including if the data subject expressed consent when
the research does not fall under the scope of a MR”.

240 Article L1121-3 of the Code de la sante publique Chapitre ler: Principes généraux relatifs aux recherches impliquant la
personne humaine (Articles L1121-1 aL 1121-17), viewed 5 July 2021,

https://www.legifrance.gouv.fr/codes/section_Ic/L EGITEXT000006072665/L EGI SCTA000006170998/.
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for the conduct of a particular research project®.

3.3.7 Germany

Sectora legidation in Germany on appropriate safeguards for scientific research is mainly provided in
three domains, i.e. social security, biomedical research and artificial intelligence.

Appropriate measures and safeguards for social security pur poses are contained in the Social Security
Code (Sozialgesetzbuch, or SGB), which defines various areas of scientific research where these
safeguards are applicable?*. In principle, according to Article 75 SGB X, the social administration must
obtain the permission of the superordinate authority if it wishesto make social dataavailablefor research
purposes. For individual areas, there are specia regulations for the use of data for research purposes.
For the transmission of social data, which have been entrusted to the employee of apublic youth welfare
agency for the purpose of personal and educational help, can only occur under the legal bases established
in Article 65 SGB V1I1, whilefor research purposes by social benefits agencies thisis permitted insofar
asit is necessary and the interest of the data subject and are not impaired or the public interest in the
research considerably outweighs the interest of the data subject?®. In the insurance sector, the German
Pension Insurance Federation can perform the basic and cross-sectional tasks of the German Pension
Insurance for research in the field of old-age insurance and rehabilitation, only if authorised by the
Federal Representative Assembly of the German Pension Insurance Federation, and for researchin long-
term care insurance, prior approval of the SA and anonymisation is required.

Severa guidelines have been issued from alegal and ethical standpoint for biomedical research. On
the one hand, the German Research Foundation developed a Memorandum of guidelines for
safeguarding good research practices, where higher degrees of responsibility are required from the heads
of research ingtitutions and heads of unit asregards professiond ethicsand legal and ethical standards®.
For example, the National Committee of the Federal Ministry of Education and Research also
developed Guidelines on Consent of the Medical Informatics Initiative (MII), applicable to al the
university hospitals in Germany. In these guidelines, consent requirements for scientific research are
thoroughly addressed?®. Also, the consent to secondary use of patient”s datamust be obtained separately

241 The person responsible for the quality of the research can have access to the personal data, if the data subject, before
processing data, had been duly informed and had not raised its objection. The accessis only provided to the data that is
necessary for quality control. Persons processing persona data have to comply with the standards of professional ethics.

222 For instance, for the studying of basic benefits of job seekers by the Federal Ministry of Labour and Social Affairs and the
Federal Employment Agency as well as for the research studies on unemployment insurance commissioned to the Institute
for Employment Research, subject to, inter alia, the following measures: (i) physical, organisational, and personnel
separation among the entities; (ii) access control mechanisms; (iii) anonymisation of data as soon as this is possible according
to the purpose of the research, and until then, the separate storage of the characteristics relating to a data subject; (iv) in case
of insurance data, storage of data without first and last names after the insurance number in a specially protected file system.
243 Furthermore, in case of transmission of sensitive data, the data shall be anonymised as soon as possible (see Article 22(2)
of the BDSG). In case of further processing, prior authorisation by the highest federal or Land authority responsible for the
area from which the data originate is required. Lastly, transmission of social data for scientific research purposes on social
welfare on behalf of the Federal Ministry of Labour and Socid Affaires Government shall be permissible if necessary and the
project cannot be carried out with anonymized or pseudonymized data and the public interest substantially outweighs the
legitimate interest of the data subjects. In such cases, the data subject shall be informed in writing about the intended
transmission, the purpose of the research project and their right to object within one month of being informed.

24 The guidelines also provide for an independent ombudsperson to whom to turn with questions relating to good research
practices and cases of suspected misconduct. Quality assuranceis required with regard to methods, calibration, collection,
processing, and analysis of research data and the re-use of datais clearly indicated. More concretely, the document advocates
for the public access of scientific results, but research data and results should be backed up by adequate means according to
the standards of the relevant subject area, and retained for an appropriate period of time. Finally, procedures to handle
allegations of research misconduct are required, which define policies and regulations on the basis of a sufficient legal
foundation.

245 Particular emphasisis placed in the various legal bases to process patient’s data. For instance, apart from the consent of
the patient, legal bases by virtue of state hospital law are a so foreseen for the processing and merger of data. Consent is to be
requested as soon as possible and broad consent is preferred. The Guidelines require that patient datawill not be used for the
development of biological weapons or discriminatory research content, neither research can be aimed at diagnosing patients
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by each location processing the data. Further safeguards encompass the evaluation by the Ethics
Committee; the conclusion of a DPIA with the corresponding SA, or a general “Datenschutzkonzept™
within partner ingtitutions approved by all the corresponding SAS; the set-up of central trustee services
to manage identity data of patients in a secure and separate way; the establishment of Use and Access
Committeesat MII partnerswhich decide on the rel ease of dataand biomaterials and ensure compliance;
the publication of the regulations for use and the details of the funding and consortia involved®®. Data
transfers to countries with lower protection levels cannot be made on the basis of consent, and patient
data may be stored and used for up to 30 years after the patient's most recent consent was given, unless
the patient objects in the meantime?’. Finally, patient data from past treatment cases at the time of
consent may be used if they are relevant for the current treatment, e.g. data on previous diagnoses,
examination findings and therapies.

Additional data protection provisions at a federal and Bundesland level may supersede the general
provisions relating to safeguards for research depending on the subject matter and the context of the
processing, e.g., State Hospital Acts (Krankenhausgesetze) of the Bundeslander may provide lex
specialisrelating to the appropriate safeguards for the processing of persona datafor research purposes
in hospitals.

The Hambach Declaration on Artificia Intelligence, which agglutinates the independent federal and
state data protection supervisory authorities of Germany, lays down the seven data protection
requirements for the development and implementation of Al solutions®®.

3.3.8 Greece

Further safeguards are contained for the socia research in the law L.4538/2018 on National and
Specific Registers of the National Center for Social Solidarity (NCSS)?.

By Ministerial Decision 88453/2019 internal Rules of Procedure for the National I nstitute for Social
Research (EKKE) were established, requiring inter alia submitting a Data Management Plan by the
scientific Project Managers at the beginning of each research project. Such a plan should inter dia
specify the period of accessibility of the data, the format of the files that will be submitted to the EKKE

or to influencing their specific treatment. As for the consent requirements, the Guidelines provide for transparency and
accountability measures such as documentation of the consent and explanatory materials.

246 Other safeguards include the establishment of distribution listsin which patients can register on newly registered research
projects; the offering of the possibility for patients to cancel their participation at any time, verbally or in writing, without
providing areason, and without detriment; the establishment of clear, defined, and appropriate processes for the deletion of
data and for additional findings aswell asitsinclusion in the project application; the rule of the German law for the use of
patient data and, if applicable, biomaterial on the basis of the submitted consent documents.

247 This period is based on the legally determined retention periods for patient datain the care system.

248 Appropriate measures include: (i) the respect for the principles of Article 5 of the GDPR, in particular the data
minimisation principle, and the establishment of technical and organisational measures of Article 25 of the GDPR; (ii) use of
Al for constitutionally legitimised purposes, without overriding the requirement of purpose limitation, and the delimitation of
purposes by Article 6(4) of the GDPR, although extended processing purposes must be compatible with the original purpose
of collection, also for training purposes of Al systems; (iii) transparency, comprehensibility, accessibility, explainability, and
accountability of Al systems, according to Articles 5(1)(a), 5(2) and 12 of the GDPR; (iv) risk-assessment to ensure fairness
and avoid discrimination and creation of countermeasures to discrimination and risk monitoring; (v) fulfilment by the
controller of the data subject rights under Article 12 of the GDPR and following; and (vi) security measures in accordance
with Article 32 GDPR and the requirement of a DPIA if persona dataisinvolved; (vii) technical and organisational measures
in accordance with Articles 24 and 25 of the GDPR, such as pseudonymisation, as well as the development of knowledge and
best practices in conjunction with the SAs.

249 Here, the law determines that the creation and maintenance of the Nationa Registersis governed by the applicable
personal data protection provisions, where anonymisation plays a principal role. The law a so regulates the technical and
operational requirements of the National and Specific Registers; the conditions and the electronic registration process; the
issues of direct information and connection of the National Registers; the disciplinary processesin cases of failure to provide
information or incorrect information by those responsible; and the organisational and technical issues of confidentiality and
security, such as the right of access and use, data encryption, communications security, confidentiality and use of
anonymisation techniques to the Decision of the Minister of Labor, Socia Security and Socia Solidarity.
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Data Repository and the accompanying items, the way of resolving the issues that may arise from the
free availability of data, especialy regarding the protection of personal data.

Sectora legidation in Greece has been largely issued in the health sector. For these purposes, the law
L.4600/2019 on the Establishment of aNational Public Health Organization determines some safeguards
regarding the processing of health data. As such, the law obliges the individual s processing health data
from the National Registers to observe confidentiality and the confidentiality provisions contained in
the Greek Code of Medical Ethics, the Civil Service Code and the Penal Code apply.?®

3.3.9 Iceland

The Act on Statistics Iceland (no. 163/2007)%! regulates the use by Statistics Iceland of its large
collection of data for scientific research purposes®™2. All the information which has been collected for
official statistics are considered confidential. Statistics Iceland also reserves the right to classify data as
sensitive, even for categories which are not considered sensitive under the Icelandic Data Protection
Act. According to Article 13 of the Act, Statistics Iceland can provide access to confidential data for
scientific research and the production of official statistics™:.

Transferring and processing of personal data for the purpose of public archives is regulated in the
provisions of the Public Archives Act®*.

Approvals of scientific research in the health sector are governed by the Act on Scientific Research in
the Health Sector?®. The Act No. 44/2014 on Scientific Research in the Health Sector requires that
scientific research be founded upon respect for the human dignity of the participants and states that
human rights shall not be sacrificed in favour of the interests of science or society. Furthermore,
scientific research projectsin the health sector are to be based upon aresearch protocol which provides
information on the study and its principal investigator. In applications submitted to a bioethics
committee (of which there are three, the National Bioethics Committee, a committee in Landspitali, the
National University Hospital, and a committee in Akureyri Hospital), circumstances which might lead
to a conflict of interest have to be declared. The Act also states that those who are granted access to
identifiable health information materials or other personal data in the implementation or monitoring of
a study are subject to a duty of confidentiality. Additionally, health information materials which were
acquired for a retrospective study, or arise from such research, may be retained permanently in a
biobank or health databank, if this was stipulated in the resear ch protocol, which has been approved
by a bioethics committee. Health data from each scientific study shall be stored separately in a health

250 |t further determines that the specific organisational and technical security measures for the protection of personal data
will be issued by a Ministerial Decision, which will include the use of anonymisation, pseudonymisation and encryption
techniques. Moreover, sensitive data of the National Registers may not be processed for other purposes by third parties, such
as employers or insurance companies and banks. Penalties and imprisonment are established in case of interference and
exploitation of datafrom the National Registers.

251 Act on Statistics |celand and official statistics (2007 Lég um Hagstofu [slands og opinbera hagskyrslugerd), viewed 5 July
2021, https://statice.is/about-statistics-iceland/laws-and-regul ations/ .

252 See dlso Article 11(10) of the Act on Data Protection and the Processing of Personal Data. Processing isto be carried out
based on a law which provides suitable and specific measures to safeguard the fundamental rights and the interests of the
data subject.

253 However, strict security measures are set up for access to the data. A researcher will need to be performing research which
is sponsored by certified Icelandic sponsors. Access to the information is restricted, stressing traceability and security.
Statistics | celand will prepare the data based on a request. Access will only be granted after direct or indirect identification
has been removed. The research services will also assess the risk of traceability, and if needed e.g. merge categories of data
to ensure confidentiality. In order to ensure data protection, access is permitted through secure remote access with login and
passwords provided by Statistics |celand (see https.//www.statice.is/services/data-for-scientific-research/, viewed 5 July
2021). Finally, the researcher accessing the data will need to sign adeclaration concerning confidentiality and security.

24 Article 18 of the Act on Data Protection and the Processing of Personal Data. When persona datais processed for
archiving purpose, the Icelandic legislation provides for a right to “provide a statement to be kept with any documentation
containing hisor her personal data”.

255 Article 34 of the Act on Data Protection and the Processing of Personal Data.
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databank and it is prohibited to link together health data on an individual from different studies while
they are stored there. Accessto and utilisation of the data are subject to the provisions of the Biobanks
and Health Databanks Act, No 110/2000.

Should health information materials been acquired for use in a specific scientific study on human
subjects and should the participants not have granted consent for them to be retained for use in
subsequent studies, they shall not be retained for any longer than is necessary in order to complete the
study®®. After that time the materias are to be destroyed or anonymised, unless their preservation is
obligatory under the National Archives Act or other legislation. Also, the Publics Archives Act No
77/2014 providesthat public access may not be granted to material concerning individuals’ financial or
private affairs which should reasonably and appropriately be kept confidential, except with the consent
of the person concerned®’.

Retention of health information materials acquired for clinical trials of medicinal products on human
subjects, or arising from such research, is subject to special provisions of the Medicinal Products Act,
No. 93/1994, and regulations issued on the basis of that Act.

3.3.10 Iltaly

Italy hasissued sectoral legidation, inter aia, in five main domains of research: epidemiology, electronic
health records; scientific publication and teaching; genetic data, and official statistics.

For epidemiological research purposes, law regulates the epidemiological surveillance systems and
registries of mortality, cancer and other diseases with aview to ensuring active systems of the systematic
collection of personal, health and epidemiol ogical datato record and characterise al cases of heathrisk,
a particular disease or a relevant health condition in a defined population®®. First, they require the
establishment of the systems and registries by a decree of the President of the Council of Ministers, upon
the proposal of the Minister of Health and after obtaining the opinion of the SA, for the purposes of
prevention, diagnosis, treatment and rehabilitation, planning and assessment of health care, verification
of the quality of care, aswell as scientific research in the medical, biomedical and epidemiological field.
Furthermore, the required measures include the update of the registers by the authorities and bodies of
the National Health Service, the pseudonymisation of health and epidemiological data and the access
control systems and mechanisms for the surveillance systems and registers™®,

In the field of electronic health records (EHR), the Decree-Law No 179 of 18.10.12?%° establishes the
appropriate measures for the purposes of scientific research in the medical, biomedical and
epidemiological fields. It providesthat the Regions and the Ministry of Health may process health data
though the EHR, provided that they are deprived of the direct identification information of individuals

256 A bioethics committee may however decide, after the final findings of the research have been submitted to the committee,
that necessary health information materials are to be retained for a specified period, as required in order to evaluate the study.
257 Article 26 Public Archives Act, No 77/2014.

258 See the Decree-Law No 179 of 18.10.12 on epidemiological surveillance systems and registries of mortality, cancer and
other diseases and Decree of the President of the Council of Ministers on the identification of epidemiological surveillance
systems and registries of mortality, cancer, and other diseases adopted on 3.3.2017 are the main corpus of law.

29 A specific regulation is required for identifying the subjects who may have access to the surveillance systems and
registers, the data they may know and the related operations, as well as the measures for the custody and security of the data
(see Decree of the President of the Council of Ministers on the identification of epidemiological surveillance systems and
registries of mortality, cancer, and other diseases adopted on 3 March 2017 which enlists the surveillance systems and
registers of mortality, cancer and other diseases established at national and regional level, viewed on 4 August 2021,
https.//www.gazzettaufficiale.it/eli/id/2017/05/12/17A03142/g.

260 Decreto-L egge convertito con modificazioni dallaL. 17 dicembre 2012, n. 221 (in S.O. n. 208, relativo ala G.U.
18/12/2012, n. 294), viewed 28 April 2021, https://www.normattiva.it/uri-res/N2L s2urn:nir:stato:decreto.legge: 2012-10-

18;179lvig=.
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and pseudonymi sation techniques are used?®.

The Decision No 146 issued by the Garante on 5 June 2019 defines additional safeguards for the
necessary processing of data for medical, biomedical and epidemiological research purposes. The
Garante specifies the duty to controllers to document, in the research project, the special or exceptional
reasons for which the consent and/or the fulfilment of their informational duties vis-a-visthe data subject
cannot be achieved®?. In the case of biological data and samples, it further requires the application of
encryption or identification codes or other means during the retention period?®.

In the area of scientific publication and teaching, the Veneto Region adopted a Code of conduct for
the use of health data for educational and scientific publication purposes, approved by the Garante on
14 January 2021?%*. The Code specifies that while processing the following categories of data (tax code,
sex, age, residence, domicile, profession, civil status, health data, and genetic data), anonymisation or
pseudonymisation techniques are to be in place, being its processing prohibited if otherwise, unless the
controller asks for consent of the data subject?®. Anonymisation istherule for the Code, and only if not
possible, the controller has to obtain a specific consent of the data subject, after which the data shall in
any event be pseudonymised?®®. Publication of clinical casesis possible as long as the identifiability of
the subjects involved is not possible. Information to the data subject is required as well. The retention
period is stipulated as three years?®’. Finally, the data controller must adopt suitable organisational and
technical measuresto guarantee atimely and compl ete tel emati ¢ response to requests made by interested
parties to exercise their rights.

%1 Asimplementation of these provisions, the Prime Ministerial Decree No 178 of 29.09.2015 was issued and is under
revision at this stage. The regulation sets out, among others, the pseudonymisation techniques, the guarantees to ensure the
rights of data subjects as well as the security measures with regards to the processing of the personal data concerning health
data stored in EHRs. The pseudonymisation requirement is further mirrored in the Ministerial Decree No. 262 of 07.12.16 on
the interconnection at national level of the various health information systems of the National Health Service.

262 As regards the processing methods, the Decision imposes the adoption of encryption or pseudonymisation techniques or
other solutions where research cannot achieve its aims without the identification, even temporary, of the data subject. In these
cases, the codes used cannot be deduced from the personal identification data of the data subjects, unless this proves
impossible due to the particular characteristics of the processing or requires a manifestly disproportionate use of means. In
these cases, as well as for the temporary and essential combination of identifying data, it is aso required its justification in
writing. In general terms, the Garante prohibits disseminating special categories of data and allows jointly processing severa
specia categories of data, for the purposes and areas of scientific research laid down by the Decision. It also requires the
indication of the retention period of personal data, following the conclusion of the study, after which the aforementioned data
and samples shall be anonymised.

263 The Garante pays further specia attention to the placement of suitable arrangements to ensure the quality of the dataand
its correct attribution to the data subjects; appropriate confidentiaity (access control), integrity (Iabelling techniquesto avoid
traceability), and availability (partial or complete loss of data) measures in the recording and storage of data, e.g. through the
partial or complete application of encryption technology to file systems or databases, or through the use of other measures
that make the data unintelligible to unauthorised parties; secure transmission channels, particularly to centralised databases,
or to sponsors or external parties, as well as the nomination of areceiving agent at the sponsor”s premises and the use of
different transmission channels for the sharing of the data encryption key in case of optical mediatransmission (CD-ROM);
and with specific reference to the processing of trial data stored in a centralised database, the necessity to adopt access
control procedures for authentication and authorisation, organisational measures for the periodic verification of the quality
and consistency of the access mechanisms, and audit log mechanisms for controlling access and detecting anomalies..

264 The Code was adopted in order to identify the methods of processing, also by means of anonymisation and
pseudonymisation techniques, of personal data on the health of patients, by the data controller and the subjects adhering to
the Code for the production of documents for teaching purposes or scientific publication by health professionals.

265 |f compliant with the previous, the processing of datais permitted for the drafting of reports for participation in
conferences, seminars and/or drafting of scientific publications, training, in-depth analysis, discussion and scientific debate
relating to aclinical case, also in the company context, which is not subject to dissemination. In order to do o, the processing
has to be authorised upon the request of a healthcare professional working for the controller, and the data has to be assigned a
unique identification code.

266 The anonymised dataset, produced by adopting the methodologies set out and documented can thus be made available to
the professional and may be used by him/her, together with the corporate logo and/or sponsorship, bearing the unique
identification code assigned to the dataset.

267 The requests submitted by the health professional and the datasets shall be kept in an indexed archive with both electronic
and anal ogue methods and subjected to security measures.
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The processing of genetic datafor scientificresear ch isregulated by Decision No. 146 of the Garante.
In general, the processing of genetic data and biological samples for scientific research purposes is
permitted only if (i) aimed at protecting the health of the data subject, third parties or the community in
the medical, biomedical and epidemiological fields; or (ii) in the context of clinical trials or scientific
research aimed at developing genetic analysis techniques®®. When the purposes of the research can be
achieved only through the identification, even temporary, of the data subjects, the data controller needs
to separate the identification data from the biological samples and genetic information aready at the
time of collection, unless this proves impossible due to the particular characteristics of the processing
or requires a manifestly disproportionate use of means. Information shall be provided to the interested
parties®®. In case genetic data and biological samples of people who cannot provide their consent and
which do not entail adirect benefit for them are to be processed, they may only be processed under strict
conditions?™. In the event that the interested party withdraws consent to the processing of data for
research purposes, the biological sampleisalso destroyed aslong asit has been taken for such purposes,
unless, originally or following processing, the sample can no longer be referring to an identified or
identifiable person?’t. Communication and transfer of genetic data and biological samples collected for
scientific research purposes may be donein the context of joint projects and in compliance with Article
26 of the GDPR?"2. Consent is always required for scientific research except when provided by law or
other specific requirements referred to in Article 9 of the GDPR. The publication and dissemination
of genetic data should obey specific rules other than those laid down by the GDPR and the PDPC
applying to special categories of personal data?”. In particular, genetic datamust be disclosed by health
professionals and health bodies only through a physician designated by the data subject or the data
controller or through another health professional authorised by the controller and properly trained with
regard to appropriate procedures and precautions related to the context in which the data processing is
carried out. Also, the processing of genetic data and the use of biological samples for the execution of

268 The project has to specify (i) the measures to be adopted in the processing of personal datato ensure data protection
compliance; (ii) the profiles, measures the custody and security of data and biological samples; (iii) any data processors; (iv)
the origin, nature and methods of taking and storing the samples; (v) the measures adopted to ensure the voluntary nature of
the provision of the biological materia by the data subject.

269 This needs to highlight (i) the measures adopted to allow the identification of data subjects only for the time necessary for
the purposes of collection or subsequent processing; (ii) the ways in which interested parties, who request it, can access the
information contained in the research project; (iii) the right for interested parties not to be informed about the results of the
research, including any unexpected findings concerning them that are relevant for their health.

270 These conditions shall occur simultaneously (i) the research is aimed at improving the health of other people belonging to
the same age group or suffering from the same pathology or who are in the same conditions and the research programme is
subject to areasoned favourable opinion from the competent ethics committee at territorial level; (ii) a search of similar
purpose cannot be carried out through the processing of data referring to persons who can provide their consent; (iii) consent
to the processing is acquired by those who legally exercise parental authority, or by a close relative, afamily member, alive-
in partneror, in their absence, by the manager of the facility where the person is staying; (iv) the research does not involve
significant risks for the dignity, rights and fundamental freedoms of the data subjects.

271 Asfor the retention period and further processing, the Decision No. 146 stipulates that, in the absence of the consent, the
biological samples and genetic data collected for health protection purposes can be stored and further processed for scientific
research if required by European Union law, by law or, in cases not provided by law, by regulation; and if limited to the
pursuit of further scientific purposes directly connected with those for which the informed consent of the interested parties
was originally acquired. When due to particular reasons it is not possible to inform the data subjects, the storage and further
use of biological samples and genetic data are permitted if research has a similar purpose; biological samples and genetic
data do not allow the identification of the interested parties and it does not appear that the latter have any previously given
contrary indications; or the research programme, previously subject to areasoned favourable opinion from the competent
ethics committee at the local level, is subject to prior consultation with the Guarantor pursuant to Article 36 of the GDPR.
272 |n the case of autonomous data controllers, it may be done, limited to information without identifying personal data, for
scientific purposes directly linked to those for which they were originally collected and clearly determined in writing in the
request for data and/or samples. In this case, the requesting subject undertakes not to further process the data and/or use the
samples for purposes other than those indicated in the request and not to communicate them or further transfer them to third
parties. More concretely, when the processing concerns research on isolated groups of population then the research shall be
preceded by information activities vis-a-vis the concerned communities. This shall illustrate the nature of the research, the
aims pursued, the methods of implementation, the sources of funding, the expected risks or benefits for the populations
involved, any risks of discrimination or stigmatisation of the communities concerned, as well as those inherent in the
knowledge of unexpected relationships of consanguinity and the actions taken to minimise these risks.

273 | n particular, Section 2-f of the PDPC paragraph 8, provides for the prohibition of disseminating of genetic data, biometric
data and data relating to health.
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presymptomatic and susceptibility tests can be carried out exclusively for research purposes aimed at
protecting health.

In the domain of official statistics, the Legislative Decree No 322 of 6.9.1989 lays down the rules on
the National Statistical System and on the reorganisation of the Nationa Statistica Institute by
highlighting appropriate measures for data minimisation?”. Furthermore, the Italian SA has issued
significant decisions with regard to the principles of data minimisation, storage limitation and data
protection by design to reduce therisk of re-identification of data subjects when disseminating statistical
results®”.

3.3.11 Norway

The Norwegian Health Research Act (Helseforskningsloven or HRA)?™ stipulates that all proposed
health projects must be approved in advance by the Regional Committee for Medical and Health
Research Ethics (REK)?7. REK’s approval is often regarded as a supplementary legal ground for the
research, but legal grounds for the processing of health personal data for research purposes are limited
to the legal grounds provided under GDPR. In addition to the REK approval, the controller must —
together with the DPO (if applicable) — identify asuitablelegal ground for the processing of the personal
data, as per the GDPR. Furthermore, REK can also decide to exempt the health personnel from hig/her
duty of client confidentiality?.

Finally, the Health Register Act (Helseregisterloven)?” provides a legal basis for establishing health
registries, fromwhich the datafor alot of scientific research isderived. Section 20 of the Health Register
Act states an exemption from the duty of confidentiality for indirectly identifiable health information.
Confidentiality does not prevent data controllers from making indirectly identifiable health information
available for research purposes. This exemption applies to health information included in statutory
health registries, listed in Section 112%, These are hedth registers where names, national identity number
and other information based on which persons can be identified, such as the register for causes of death,
medical birth register and the Norwegian Patient Register?!. Also, the health information can only be
disclosed if the processing of theinformationis (i) of significant interest to society; (ii) the consideration
of the patient’s integrity and confidentiality is safeguarded; and (iii) the processing of the information
is unproblematic?® from an ethical, medical and health perspective?®®. The data controller can also set
conditions for the disclosure, to ensure the protection of the fundamenta rights and interests of data
subjects?4. Further, it can be mentioned that the Health Register Act is being amended at the time of the
writing of this report. Some legislative amendments have been adopted, but have not yet entered into
force. An administrative regulation is also subject to public consultation. Among other things, more
concrete requirements will be set for deletion of datasets used for research, and due to the new analysis

274 According to Article 6-bis of said Legisative Decree, personal data should be rendered anonymous after being gathered or
when their availability is no more necessary for statistical processing. It further states that separation measures for recorded
data should bein place, except if it is proved to be impossible because of particular processing peculiarities or for implying
the use of evidently excessive means, and only temporarily matched with personal information if essential for statistical
purposes.

275 Seein particular the decision of 23 January 2020, viewed 4 August, https://www.garanteprivacy.it/home/docweb/-
/docweb-display/docweb/9261093.

276 |_ov om medisinsk og helsefaglig forskning (hel sefor skningsloven), LOV-2008-06-20-44.

277 Cf. the Health Research Act Chapter 3. REK undertakes a standard evaluation of the research ethics of the project and
judges whether the project satisfies the requirements laid down in HRA, and may specify conditions for approva and
appropriate safeguards for the research project, e.g. data minimisation (Paragraph 10 HRA).

278 Confidentiality could in practice be regarded as additional safeguards (Chapter 5 HRA).

279 Lov om hel seregistre og behandling av hel seopplysninger (helseregisterloven) LOV-2014-06-20-43, viewed 26 May
2021, https://lovdata.no/dokument/NL/lIov/2014-06-20-43.

280 Section 20(1) of Lov om helseregistre og behandling av helseopplysninger.

281 The full list availablein Section 11 of the Lov om helseregistre og behandling av helseopplysninger.

282 The Norwegian law uses the wording “unbetenkelig”.

283 Section 20 (2) of Lov om helseregistre og behandling av helseopplysninger.

24 |1 dem.
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system, the Hedth Anaysis Platform?®, there will likely be less need for the disclosure of
pseudonymised or directly identifiable data. Instead, the analyses areto be conducted in asecureanalysis
room, and only anonymous analysis results will as a starting point be extracted.

Further, Chapter 5 of the Health Personnel Act (“helsepersonelloven”)?®, Section 29 in particular,
regulates the duty of confidentiality and the right of disclosure. The Health Ministry can determine that
information may or shall be provided for use in research, and that in such circumstances, the duty of
confidentiality shall not apply®’. The Ministry can set specific conditions in regulation. Similar
provisions, where data can be used for scientific purposes subject to decisions of the responsible
ministry, also exist in the Public Administration Act?®® and the National Insurance Act®®.

The Act relating to treatment biobanks (Lov om behandlingshiobanker)?® regulates the collection,
storage, processing and destruction of materials included in biobanks™. A register of glistereded
biobanks is held by the responsible Ministry?®2. The Act stipulates a duty of confidentiality for
“everyone who creates, stores, uses or otherwise manages or works” with the biobank?®. In case the
specific bank contains information which can be linked to individuals, the Act requires that a data
controller exists (which is specified in the Patient Records Act)®*. The Act relating to treatment
biobanks also sets requirements related to the secure storage of the material®® and on information and
consent of the patients”. However, if the collected material will be altered, extended or a new use has
been established, a new voluntary, explicit and informed consent must be obtained, unless otherwise
mentioned in the Act related to medical and health research®’. Consent can be revoked at any time, and
theindividual revoking the consent can requirethe destruction of biological material, unlessthe material
is anonymised?®,

Access to materials in a biobank can also be granted to others, if the donor has consented thereto and
the requesting party has given information on the purpose of the use of the material, for how long the
material will be processed and if the material will be destroyed, deleted or returned after the intended
purpose has been fulfilled®®.

285 Hel seanal ysepl attformen, Direktoratet for e-helse, 22 July 2021,

https://www.ehel se.no/programmer/hel sedataprogrammet/hel seanal ysepl attformen.

286 |_ov om helsepersonell m.v. (helsepersonelloven), LOV-1999-07-02-64.

287 Section 29 to the Health Personnel Act.

288 Section 13d, and 13e Lov om behandlingsmaten i forvaltningssaker (forvaltningsloven), LOV-1967-02-10, viewed on 6
July 2021, https.//lovdata.no/dokument/NL E/lov/1967-02-10.

289 Section 25(13), National Insurance Act (Lov om folketrygd - folketrygdioven), LOV-1997-02-28-19.

2% |_ov om behandlingshiobanker, viewed 26 May 2021, https://|ovdata.no/dokument/NL /lov/2003-02-21-127g=hiobank.

291 The Act requires that such is carried out in an ethically sound manner and exploited for the benefit of the individuals and
society. Processing of materials included in the biobanks shall be done in accordance with privacy considerations, principles
protecting human dignity, human rights and personal integrity, without discrimination of the data subjects: see Section 1 of
the Act related to biobanks.

292 Section 6 of the Act related to biobanks.

293 Section 16 of the Act related to biobanks. Section 7 of the Act further requires that each biobank have a person
responsible for the biobank, who should have a medical or biological education of higher degree.

2% Section 7 of the Act related to biobanks. In addition, the Ministry can decide that certain biobanks not only have a person
in charge, but also aboard of directors and the duties and composition of that board: see Section 7 of the Act related to
biobanks.

295 Section 9 of the Act related to biobanks.

2% A consent to healthcare is interpreted as comprising also the collection, storage and treatment of biological material:
Section 11 of the Act related to biobanks.

297 Section 13 of the Act related to biobanks.

298 Section 14 of the Act related to biobanks.

299 Section 15(1) of the Act related to biobanks. The holder of the material must assess the request, taking the following in to
account: whether allowing access to the material will “make it impossible or significantly complicate” to safeguard the
biobank’s legal obligations concerning storage and processing of the material, the interests of the donor and the processing of
the material: see Section 15(2) of the Act related to biobanks. A refusal of access can be appealed to the Ministry: see Section
15(5) of the Act related to biobanks.
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Both the Norwegian SA and the Norwegian Board of Health Supervision supervise health research,
including related to research biobanks (the Health Research Act). The Norwegian SA also supervises
the GDPR/Personal DataAct, the Patient Records Act and the Health Register Act. The Health Research
Act congtitutesthe only legisl ation specifically adopted for the purpose of research. Hence, no legislation
corresponding to that applicable to medical and health research has been adopted to other fields of
research. For such cases researchers processing confidential information must be granted an exemption
from the duty of confidentiality in the form of adecision from the public authority. This decision should
serve as aform of safeguard. It can nevertheless be mentioned, that such a decision does not offer the
same kind of control over research asin medical and health research.

3.3.12 Poland

The Act on Higher Education and Science®® states that Higher Education and Resear ch I nstitutes—
aspecia type of legal entity within the Polish legal system®? - enjoy special exemptions with regard to
applying the specific provisions of GDPR, such as Articles 15, 16, 18 and 213, Sensitive data can be
processed if the results of the scientific and development process are published in a way that the
individual, whose data were used, cannot be identified —meaning anonymisation®®. Moreover, as to
the appropriate technical and organisational security measures, a personal data administrator shall
be appointed®“. The statute also providesthat personal data shall be anonymised as soon astheresearch
objective is achieved. Until then, the data which may be used to identify the natural person concerned
shall be recorded separatel y*®.

Concerning phar maceutical and clinical trials, the Regulation of the Minister of Health of 2 May 2012
on Good Clinical Practice®™®, which is lex specialis to the Pharmaceutical Law®, provides the data
subject with additional safeguards. It in particular regulates organisational and safety measures with
regard to storage of data from clinical trials*®. Additionally, if the collected data are processed, the
sponsor shall ensure that the processed data can be compared with the original data®®. Medical
records may be established and maintained in order to monitor the demand for health care services,
monitor the health status of service recipients, conduct health prophylaxis or implement health

300 Act of 20 July 2018 Law on Higher Education and Science.

301 Articles 6 and 7 Act of 20 July 2018 Law on Higher Education and Science.

302 The condition for this waiver isthe likelihood that these rights will prevent or seriously impede the achievement of the
objectives of scientific research and devel opment work. The exemption of these rights needs to be necessary to achieve
particular scientific and development objectives.

303 Art 469b.2 of the Act of 20 July 2018 Law on Higher Education and Science.

304 Technical and organisational measures include further pseudonymisation and encryption, processing personal dataof a
minimum number of persons necessary for research and development, in each particular purpose, controlling access to the
premises where the documents containing personal data are stored, and devel oping a procedure to determine how the dataare
secured: see Art 469b.3 of the Act of 20 July 2018 Law on Higher Education and Science.

305 They may be combined with particulars of the individual concerned only if the purpose of the research or development so
requires.

306 Regulation of the Minister of Health of 2 May 2012 on Good Clinical Practice.

307 Pharmaceutical Law.

308 Paragraphs 4 and 13 of the Regulation of the Minister of Health of 2 May 2012 on Good Clinica Practice, viewed 6 July
2021, http://isap.sejm.gov.pl/isap.nsf/downl oad.xsp/WDU 20120000489/0/D20120489.pdf (Polish version). The sponsor —
person responsible for clinical trial - shall prior to the start of processing dataincluding personal data, ensure that thereisa
written instruction on the use of the | T data storage system and ensurethat the I T data storage system is documented
to have been implemented after an assessment of its security and functionality. Moreover, the sponsor shall provide
access to the computerised data storage system and data changesin such away that data changes can be
retrospectively verified, and it shall indicate people allowed to process the data obtained in connection with the clinical
trial.

309 Other researcher's responsibilities include: preparing, storing, updating and making available the list of persons to whom
the researcher has entrusted duties related to the conduct of the clinical trial, and acquainting, prior to the start of the trial, all
such persons with their duties and with the clinical trial protocol and the investigational medicinal product, to the
representatives of the sponsor or the President of the Office for Registration of Medicinal Products, Medical Devices and
Biocidal Products, hereinafter referred to as the “President of the Office for Registration”. Moreover, they should be keeping
recordsrelated to the conducted clinical trial and make them available to entities authorised to inspect them.
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programmes or health policy programmes, monitor and evaluate the safety, effectiveness, quality, and
cost-efficiency of diagnostic tests or medical procedures of diagnostic tests or medical procedures. They
may include personal data— including individual medical data storage®'®. The data contained there may
be made available for the purpose of scientific research and for statistical purposesin aform that does
not allow them to be linked to a specific individual®,

310 The minister responsible for health matters is responsible for establishment and maintenance of the medical records: see
Article 19(1) of the Act of April 28, 2011 on the Information System in Health Care.
311 Article 19(7) of the Act of April 28, 2011 on the Information System in Health Care.
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4 CONVERGING ELEMENTS AND TRENDS

This section discusses both converging elements (section 4.1) as well as trend (section 4.2) in both EU
and national legislation and soft law. The term “converging element” is used if a certain safeguard was
present in more than six countries, whereas the term “trends” is used to clarify emerging tendenciesin
fewer countries.

4.1 CONVERGING ELEMENTS

The most important converging safeguards when implementing Article 89(1) GDPR relate to data
minimisation requirements, such as pseudonymisation and anonymisation techniques, technical
measures for security management, confidentiality and integrity, including encryption, organisational
measures and measures for publication and dissemination, which all tend to protect the rights of the data
subjects when their data are used for scientific research. Other important similarities relate to access,
disclosure and transfer. In the sectoral legidation, similarities can be mostly found in more established
domains as statistical use and registries, while converging elements remain rather modest in the other
sectors, e.g. confidentiality obligations. An indication of where the elements were found, are added and
detailed as much as possible. Section 4.1.1 discusses converging elementsin the general legidation and
soft law, while section 4.1.2 analyses converging elementsin sectoria legislation and soft law.

4.1.1 General GDPR implementing legislation and soft law
4.1.1.1 Data minimisation: pseudonymization or anonymization

The use of both pseudonymisation®? and anonymisation techniques®® are mentioned and broadly
required in 10 to 11 countries to be implemented as safeguards for the rights and freedoms of the data
subjects when deploying personal data for conducting scientific research in general®'4. Some countries
introduce in their legislation cases also specific normative provisions for anonymisation (e.g.
responsibl e entity) and pseudonymisation (e.g. separation of the codes with corresponding identification
data, specify when such a particular data minimisation technique is required, conditions for de-
pseudonymisation, responsible persons with regard to keeping the keys and deletion) as well as their
order of preference.

Pseudonymisation and anonymisation are crucial safeguards for data subjects, while these safeguards
need to be balanced against the interests of the scientific research. They are both an organizational and
technical measure. Further consultation and guidelines as to the necessity (‘when’) and procedural
aspects (*how’) of such safeguards could be considered in order to increase consistency in the EEA
States, which would be of benefit for both researchers and data subjects, while facilitating international
research in particular.

SZEE, FI,NO, IS, AT, DE, IT, EL, BG, PL, BE.

SI3F, NO, IS, AT, DE, IT, EL, FR, PL, BE.

314 At the same time, few indications are given asto how to make the assessment as to when which technique should be
applied, how and what is needed for anonymisation as opposed to pseudonymisation, the responsibility of which remains
primarily with the researchers. Sometimes, national law takes ‘sensitive data’ as a criterion (e.g., in DE, Article 27(3) BDSG
imposes anonymisation of special categories of personal data processed “as soon as the research purpose allows”). This is
different for research in some specific sectors. Contrary to the general GDPR implementing legislation, some sectors are
specific as to what type of and how data minimisation shall be applied for protection of the data subjects’ rights: e.g., for
statistics, specific law points to anonymisation and/or a specific entity’s task is to do so.
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4.1.1.2 Technical measures

At least 10 countries require technical and organisational measures®'®. At the same time, some countries
only refer to the wording as mentioned in Article 89(1) of the GDPR, without specifying what those
safeguards entail, while other countries provide detailed guidelines, e.g., the SA on their webpage®s®.
Additional similarities with regards to required technical measures are the need for confidentiality,
access control®Y requirements and procedures to prevent intrusions and unauthorised access and
activities within the systems and accesslogging in at least 10 of the 12 countries®®, Similarities can also
be identified for technical measures ensuring integrity and availability®!°. Encryption isimposed as a
safeguard in at least 11 of the 12 countries®®. Similarly, a mgjority of countries implement input
controls, such asrecord registry of access, input, dteration and deletion®?!. Several countriesalso require
anonymisation once the research is completed or the research purpose can no longer be reached®?.

4.1.1.3 Organisational measures: confidentiality, training and monitoring of
measures

The monitoring of organisational measures® is required in more than eight of the 12 countries. A
confidentiality obligation upon al persons authorised to process personal data for scientific research
purposes is a safeguard widely spread among the EEA States. While some countries have explicitly
recognised the duty to confidentiality in their national law®*, other countries have opted to incorporate
adirect reference to the GDPR®?. At least 11 countries also require that personnel undergo instruction
or proper training to increase awareness and compliance with the data protection framework for
scientific research®®. A similar authorisation requirement aso exists in France, requiring that the data
resulting from the processing, and which are kept by the controller or a subcontractor can only be
accessed or modified by authorised persons®’. Poland requires that only the minimum number of people
should be granted the right to process the data, based on what is necessary for research and
development3?8, Other convergences relate to the establishment of procedures and policies to regularly
test, assess, and evaluate the effectiveness of technical and organisational measures for ensuring
security. Here, again, while a majority of countries have positivised such duty®?, a minority of them
have provided for a direct reference to the GDPR for the implementation of such organisational
measures’®,

315 See e.g., NO: Articles 8 and 9 of the Norwegian Data Protection Act, IS: Article 18(1) of the Act 90.2018, AT, DE: 22
BDSG, IT, EL, BG: Article 25m. of the new, SG No 17 of 2019, FR: Article 78 of the Loi n° 78-17 du 6 janvier 1978 relative
al'informatique, aux fichiers et aux libertés, PL: Article 469b of the Law on Higher Education and Science, and FI.

316 e.9., FI: see the list of safeguards on https:/tietosuoja.fi/en/choosing-the-processing-basi s-and-ensuring-its-lawfulness.
317 Additionally, in at least nine of the 12 countries restricted access areas are imposed (closed security areas): FI, NO, IS,
AT, IT, BG, FR, PL, BE.

S18F,NO, IS, AT, DE, IT, EL, BG, FR, PL, BE.

319 Technical measures used to address availability are requirements to storage systems and requirements for documented
back-up and recovery mechanisms, also implemented in amagjority of countries: see Fl, NO, IS, AT, DE, IT, BG, FR, BE.
S20F,NO, IS, AT, DE, IT, EL, BG, FR, PL, BE.

2LF|,NO, IS, AT, DE, IT, BG, FR, PL, BE.

82 Seeeg, PL.

SZEE, FI,NO, IS, AT, DE, IT, EL, BG, PL.

S24F|, AT, DE, IT, EL, BG, FR, BE.

325 EE, NO.

S8 EE, FI, FR, PL, NO, IS, AT, DE, IT, EL, BE.

327 Article 116 of the decree n°2019-536 of May 29, 2019.

328 Article 469b.3 of the Law on the Higher Education. E., Act of 20 July 2018 The Law on Higher Education and Science,
viewed 7 July 2021, act-of-20-july-2018-the-law-on-higher-education-and-science.pdf (konstytucjadlanauki.gov.pl) .

S F|, AT, DE, IT, EL, BG, PL.

S0 EE, NO, IS.
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4.1.1.4 Safeguards for publication of research and dissemination3?!

At least six countries agree that persona data intended for publication or dissemination should undergo
a technical process to prevent or hinder the identification of the data subject, and impose technical
measures, in particular pseudonymisation and/or anonymisation for dissemination and/or publication
of scientific research, to guarantee the respect of the data subjects’ rights and freedoms®*2.

4.1.1.5 Disclosure and access by third parties and data transfers

In the national legislation of at least six countries™? specific protection and safeguards are required when
persona data are transferred or when the data are disclosed and/or accessed or processed for other
purposes®™, E.g., Estoniaadditionally requires pseudonymisation or equivalent levels of data protection
prior to the transmission of personal data®®. The Austrian legislator demands the deletion of name data
of senditive data records after the scientific research purposes have been achieved®®. In Belgium, an
agreement needs to be concluded between the two controllers®’.

331 See dlso Recital 159 GPDR.

32 AT, BE, EL, IT, FR, PL. At the same time, the specific measures required may vary. Consent or necessity is generally not
required provided the data undergo pseudonymisation before being published. Three trends (and groups of countries) can be
identified: (i) the countries who impose pseudonymi sation and anonymisation techniques (e.g., AT: Austria enables research
institutions (Article 2.b.12 of the FOG) to publish and disseminate all personal data for scientific research purposes, in any
case, if (9) instead of the name, area-specific personal identifiers or other unique identifiers are used for allocation, or (b) the
processing is carried out in pseudonymised form; or (c) if the publications are made in anonymised or pseudonymised form
or without names, addresses or photographs); (ii) the countries who adopt pseudonymisation techniques; and (iii) those who
opted for the application of anonymisation techniques. The second approach is found in EL and BE. Greece alowsthe
publication if (a) the data subjects have given their consent in writing or (b) the publication is necessary for the presentation
of the results of the research. In the latter case, the results must undergo pseudonymisation before being published. Belgium
lays down a generic framework on dissemination of personal datafor scientific research, which isonly applicable in the
absence of European Union law, special acts, ordinances or decrees imposing more stringent conditions. Under these
conditions, the controller must apply pseudonymisation techniques for the dissemination of personal data. Exception to this
rule covers the dissemination of sensitive data, which is not allowed, as well as the dissemination of non-pseudonymous data
if some of the following conditions concur: (a) data subject’s consent; (b) data made publicly available by the data subject in
person; (c) data closely linked to the public or historical nature of the data subject or facts in which the data subject was
involved (Article 205 of the Belgian Data Protection Act).The third group of countriesis represented by IT, FR, and PL. Italy
allows for the communication and dissemination of persona data by public bodies also to private entities and by electronic
networks, except for sensitive data and data relating to criminal convictions and offences (Article 100(1) of the Itaian
Personal Data Protection Code). For these particular categories of data (in the case of genetic data, biometric data and data
relating to health, the specific provisions laid down in Section 2-f , paragraph 8 PDPC prohibit the dissemination of said
categories of data, being their dissemination only posible if the information has been adequately aggregated in such away as
to avoid therisk of re-identification of data subjects), the Italian legislator delegates the authority to establish the specific
rules for publication and dissemination to the Garante, who shall take account of the principles laid down in the relevant
Council of Europe’s Recommendations for these purposes (Articles 106(1) and 106(2)(b) of the Italian Personal Data
Protection Code). These measures have been addressed in Decision No. 146 issued by the Garante on June 5th 2019 as well as
in the Rules of conduct for the processing for statistical or scientific research purposes, published on 14 January 2019.
According to these pronouncements, sensitive data and datarelating to criminal convictions and offences can only be
disseminated for scientific research purposesif anonymised, as arule. France equally recognises the implementation of
anonymisation techniques as a condition for the dissemination of personal data, unless the interest of athird party in the
dissemination prevails over the interest or fundamental rights and freedoms of the person concerned (Article 116 of the
decree No 2019-536 of May 29, 2019.). In such case, the dissemination of scientific results must be absolutely necessary for
its presentation, and the data disseminated must be adequate, relevant and limited to what is necessary for the purposes for
which they are processed. Lastly, Poland require anonymisation techniques to be put in place for the publication of scientific
results, particularly for sensitive data, if its processing is necessary for conducting scientific research and devel opment work
(Article 469b(2) of the Law on the Higher Education.).

33 BE,EE, FI, AT, DE, IT.

334 See Article 6(2)(9) of the Finnish Data Protection Act, Article 22(10) of the BDSG, and Article 106(2)(h) of the Italian
Personal Data Protection Code.

335 Article 6(1) of the Estonian Data Protection Act.

336 Article 2.d.5.m.) of the FOG.

337 Article 194 of the Act of 30.7.2018.
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4.1.1.6 Security management

In 10 out of 12 countries, roles and responsibilities shall be defined while conducting scientific
research®®, E.g., Austrian national law explicitly requires controllersto ““define the distribution of tasks
in the processing of data between the organisational units and between employees™3%,

For the management and evaluation of assets and resources, EEA States seem to have adopted a more
lenient approach to the positivation of a systematic governance and management of the resources and
assets of the entities in charge of conducting scientific research. In most national legidations, the
alignment to this organisational scheme is being done by direct reference to the general provisions of
the GDPR, thus handing over the baton to controllers as to the appropriate measuresto be put in place
to maximise the security levels of the processing operations®©.

A special reference to the security management measures within the organisation of the processor is
explicitly considered in some countries®!. Incident response and business continuity plans are not
explicitly incorporated into the appropri ate organi sational measuresfor scientific research in most of the
countries analysed®?3#,

4.1.1.7 Personal data v. ‘sensitive’ personal data

In most countries®*, there are clear differences in safeguards when personal data are used in research,
depending on the type of personal data used (“sensitive’ or not) and the domain. Processing of personal
data of special categories tend to be subject to more stringent safeguards. This is also reflected in
sectoral legidation concerning health data in general, clinical trials and biobanks, which obtain more
detailed safeguards than for example statistics and socia sciences. The difference in approach can be
seen as arisk-based approach in the sense that the less sensitive the data, and possible impact upon the
data subjects, the lighter requirements are set. Furthermore, such additional national |egislation should
a so be assessed against Article 9(4) GDPR, allowing EEA States to adopt further conditions.

4.1.2 Sectoral legislation and soft law

4.1.2.1 Description of secondary research purposes and related safeguards
in legislation

In at least six countries, the legidation or guidelines describe the secondary research purposes, e.g. of

S8 EE, FI, NO, IS, AT, DE, IT, FR, PL, BE.

339 Article 2d.5.d.) of the FOG. It isinteresting to see the emphasis that the Austrian legislator has placed on security
management procedures, as it conspicuously ensures a precise and organised collaboration among the controller’s human
resources, while respecting the tasks and purposes of the processing operations.

340 EE, FI, NO, IS, AT, DE. Nevertheless, countries such as PL have opted to explicitly introduce a vague concept of
appropriate organisational measures in their national implementations of the GDPR. In this sense, PL provides for the
development of specific “procedures to determine how the data is secured” (Article 469b(3) of the Polish Law on Higher
Education and Science).

341 EE, FI, DE, IT, FR. In most cases, such indication pertains to the establishment of internal measures for preventing access
to personal datato ensure appropriate security and confidentiality levels among controllers and processors. These
requirements become particularly relevant when processing sensitive data for scientific research purposes, as adirect
consequence of the risk-based approach of Article 32 of the GDPR. See Article 6.2.4) of the Finnish Data Protection Act and
Article 22(5) of the BDSG.

32NO, IS, AT, IT, EL, BG. See however Article 66.2.10 of the BPDPA.

343 Interestingly, countries such as DE and FI have taken a different approach, and have included measures to ensure the rapid
restoration of availability and access (in atimely or rapid manner) in the event of aphysical or technical incident when
processing sensitive data for scientific research purposes: see Articles 22(8) of the BDSG in relation to Article 27(1) of the
BDSG and Article 6.2.7 of the FDPA.

3 Seeeg., BG, FR, PL.
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the use of biological material stored in biobanks*®. Requirements regarding the involvement of relevant
authorities*® and ethics committees®’ are also frequent. In Iceland, the main rule is that biological
samples shall be acquired for clearly defined and lawful purposes™®. Access can be granted for further
diagnosis of diseases or the purpose of quality control and method development, if the data has been
anonymised®®.

4.1.2.2 Description of research methods as transparency measure

In many countries, the legidation or guidelinesimpose detailed research methods™°.

4.1.2.3 Role for SAs

Eight of the 12 countries give an important role to the supervisory authorities®! for the supervision
of research as a safeguard. Thisroleis at the same time also often substituted and/or completed with a
role for the ethical committees (also in eight of the 12 countries®2) when personal data are processed
for research, especialy for sensitive data or research in specific domains, for example when using
health-related data, e.g., for secondary research, while thisrole for ethica committees does not exist in
other domains (e.g., research for statistical purposes or social science). One shall also note that therole
and the status/nature of the SA is different in the respective domains of research:

m Inthe (older and more established) domains of the use for statistical purposes, public registers
and for archiving in the public interest, the SA is often a specialised statutory public body,
set up by law®3 authorising disclosure (e.g., to public authorities and researchers) for research
and supervising, assuring or deciding about the inter alia fulfilment of purposes and other
safeguards;

m Inother domains, including when health related datais used for research, and in case of likely
high risks upon executing the DPIA, the general SA shall in most cases be a priori consulted
and authorisation obtained if the safeguards (e.g., consent by the data subject) cannot limit
such risks (general SA consultation from the GDPR)®*.

345 F|: Section 26-27 of the Biobank Act 688/2012, viewed 5 July

2021, https://www.finlex.fi/en/l aki/kaannokset/2012/en20120688; |S: Article 9 of the Act on Biobanks, No. 110/2000, viewed
5 July 2021, https.//www.personuvernd.is/information-in-english/greinar/nr/439; NO Section 28 of the Health Research Act,
viewed 5 July 2021, https.//|lovdata.no/dokument/NL/Iov/2008-06-20-44#KAPITTEL _6; BG: Article 25m of the Personal
Data Protection Act; BE; EE: Human Genes Research Act, Paragraph 1(2), IT: Section 110-bis of the Italian PDPC alowing
the further processing of personal data, including the specia categories of personal datareferred to in Article 9 of the GDPR,
by third parties for statistical or scientific research purposes.

346 |S, FR, NO. Section 28 of the Norvegian Health Research Act sets out that the Regional Committee for Medical and
Health Research Ethics decide on the use of human biological material for research purposes without the consent of the
patient. This can only be doneif the research is of significant interest to society and the welfare and integrity of the
participantsis considered. Conditions can be set and the patient must be informed that the material can be used in certain
cases, and had the opportunity to opt out thereof. An electronic register with overview of patients who have opted out of their
biological material being used for research.

%7F, FR, BG, PL, IS, NO.

348 Article 9 of the Act on Biobanks, Paragraphs 1-2.

39 Article 9 of the Act on Biobanks, Paragraphs 2-3. About Iceland, see also below. One shall however remain critical asto
the possibility of “full” anonymisation for particular personal data.

350 For instance in Italy.

BLEE, FI, NO, AT (when the research is aimed at producing persona results and there is no consent and no processing
according to the FOG ), DE, IT, FR, BE. The study found authorisation of use of special categories of persona data by ethics
committee (BE, EE, IT, AU) OR Supervisory authority (EE (if there is no ethics committee), FI, NO, EU, DE, IT).

%2 BE, EE, FI, IS, NOIT, AT, FR.

33 BE, BG, AT, EE, FI, FR, IS, NO.

354 |n some countries, e.g. France, the SA has developed a prior authorisation regime (see also below). In some (Nordic)
countries (e.g., Finland) a specific data authority was set up to facilitate and supervising research, as a safeguard.
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4.1.2.4 Statistics and population based registries

National legidation relating to statistics and regulating e.g., national population-based cancer
registries®™> imposes very specific safeguards. Thislegislation ensuresthat controllers areinformed but
also comply with all relevant safeguards, for reaching the aims, and resulting in flourishing and
extensive (international) collaboration in this domain. The collection and use of personal data from
populations for statistical purposes has along(er) tradition, and is regulated with specific law in at
least five countries™®, Satutory confidentiality obligations of the statistical authorities (see also recitals
162-163 GDPR) is a recurring element and the legidation further seeks to impose transparent
safeguards, such asto guarantee that statistical data cannot belinked to identified or identifiable persons
where possible and identifying data and intermediate results separated, safeguarded and/or duly del eted.
In some cases, communications to third parties shall be duly governed by contractual agreements
imposing additional safeguards, such as research purpose limitation, transfer restrictions, etc. In some
countries, voluntary participation by individuals is embedded in the law as well. These legislations and
networks provide legal certainty including asto the rights and to the data protection of the data subjects
aswell.

4.1.2.5 Scientific research in higher education and academic establishments

In at least eight countries®™’ practicesand/or rules of conduct were established for research by national
scientific research centers, higher education and academic establishments.

4.1.2.6 Transparency and information to participants in case of use of
health

In both international instruments and sectoral legislation of at least six countries, transparency about the
use of the persona research data towards participants could be considered a safeguard, in particular in
the case of the use of health dataincluding biological samples®™®. Thisisalso related to the requirement
of informed consent®*®. The more significant data (e.g., genetic data) is used and/or shared for scientific
research, the more detailed the transparency information becomes e.g., specification of types of
research and renewed consent. Norway is a good example, introducing a full chapter on transparency
and transparency in research in their Health Research Act®®, On the other hand, Iceland provides
information requirements both in its Act on Scientific Research in the Health Sector, but also to some
extent its more specific Biobank Act®,

3% These types of registries aim to provide non-personal information and statistics as to the occurrence of particular types of
the disease in defined geographical, population, age, etc. domains for epidemiology and public health purposes, as opposed to
hospital-based cancer registries, mainly aiming at contributing to patient care by providing information on individuals with
cancer, their treatment and the results. See, for a very comprehensive overview, dos Santos Silva, 1., 1999, ‘The role of
cancer registries’, in Cancer Epidemiology: Principles and Methods, International Agency for Research on Cancer (IARC),
WHO, viewed 5 July 2021, https://publications.iarc.fr/Non-Series-Publications/Other-Non-Series-Publi cations/Cancer-

Epi demi ol ogy-Principles-And-M ethods-1999.

%6 BE, IT, BG, EE, FR.

57 BE, EE, FI, FR, DE, EL, IT, NO.

%8 BG, EE, FI, FR, NO, PL.

39 E.g., Norway adopted specific provisions with direct reference to transparency, but al of them include requirements
relating to information to participants.

360 Chapter 8 of the Hedlth Research Act includes provisions on the right to access for research participants (Section 40), the
public’s right to access (Section 41), exceptions (Section 42), deadlines for access (Section 43) and public records (Section
44) and finally also deferred disclosure (Section 45).

361 The Biobanks Act mainly includes information on informed consent, see e.g. Article 7
https://www.personuvernd.is/information-in-english/greinar/nr/439. An obligation to supply information to the general public
on provisions of assumed consent, that the rights of individuals as per Article 13 of the Biobank Act. The Act on Scientific
Research in the Health Sector provides information requirement related to consent (Articles 18-19).
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4.1.2.7 Statutory confidentiality

Processing of personal data of special categoriesisin several countries subject to strict confidentiality
such as for gene research or biological material. Thisislikely influenced by international instruments
adopted®?,

4.2 TRENDS

This section present safeguards when implementing Article 89(1) GDPR. Trends have been identified
as emerging tendencies, which are present in multiple of the 12 countries. The identified tendencies
include research or datamanagement plan, therole of the DPO, DPIA, requirements after the completion
of the research and medical secrecy. Such trends were found either in genera or in sectorial legidation
and soft law both at EU and national level.

4.2.1 Research/Data Management Plan

At least four countries (Finland, Germany, Italy, Greece) require the purposes of the research and the
management of the data - both during the research (procedures for data minimisation, access, etc.) and
thereafter (storage and archiving) - to be clearly defined. In thistrend, aresearch (management) planis
imposed®®, as well as the appointment of responsible persons for the research®*. Such a research plan
aso gains importance for research in the medical domain. For clinical trials, such a detailed research
plan is common and required for authorisation.

4.2.2 Role for the DPO

Many countries, more specifically, seven out of the 12 countries, require the appointment of (and/or
consultation with) a Data Protection Officer (DPO)3®, particularly for the processing of special
categories of data®®. It is clear that a DPO can play an important and impartia role in advising the
controller about the safeguards, but primarily also in assessing the risks for data subjects and balancing
the competing interests®’.

362 See e.g., the Oviedo Convention.

363 E.g., Finland requires a research plan, when personal datais being processed for scientific of historical research purposes,
and when derogating from the rights of data subjects of Articles 15, 16, 18 and 21 of the GDPR. See Section 31(1) of the
Finnish Data Protection Act. See also Germany, where the requirement isimplemented for special categories of data, when
the consent of the data subjectsis not obtained (Article 24 HDSIG). Italy does not specifically require aresearch plan, but
“prerequisites and procedures to demonstrate and verify that the data are processed for appropriate statistical purposes or
scientific research purposes” (Section 106 of the Italian Data Protection Act). The development of a Data Management (e.g.,
EL) or a “Data Protection Concept” could also be seen as part of thistrend. Asto the latter, the German Bundesland of Hesse
requires a “Datenschutzkonzept” or a “Data Protection Concept” prior to the start of the research project, only applicable for
the processing of special categories of data without consent for scientific purposes (Article 24 HDSIG). Upon request from
the SA, the Datenschutzkonzept must be submitted. No mention to the Datenschutzkonzept is done at a Federal level in the
BDSG.

364 This s required in some countries. The function of this person, however, varies between the countries. In Finland e.g.,
derogations from certain rights of the data subject are possible, if a person who is responsible for the research has been
designated (Section 31(1) of the Finnish Data Protection Act), The EE legidation requires that a person who is appointed has
access to the information which allows for de-pseudonymisation (Section 6(2) of the Estonian Data Protection Act).

365 F|: Section 6.2.3 of the Finnish Data Protection Act, NO: Section 9 of the Norwegian Data Protection Act, AT: Sections
2(d) and 5(c), DE: Article 22 BDSG, EL: Section 30 of the, BG: Section 69 Bulgarian Data Protection Act, BE: Srt. 190 and
Article 204 of the Belgian Data Protection Act.

366 |n some countries, thisis only required when processing personal data of special categories: Fl: Section 6.2.3 of the
Finnish Data Protection Axr, NO: conditional duty to consult, in case a DPIA has not been carried out, Section 9 of the
NDPA, AT: DPO must be appointed for processing of special categories of personal data, Section 2.d 5.c. of the, DE: Article
22 BDSG, EL: Section 30 of the Greek Data Protection Act.

367 The appointment of a DPO isin such cases distinct from the general GDPR requirement relating to the appointment of a
DPO. In one country, we found that the appointment of a DPO is explicitly linked with the risk related to the processing of
personal datafor research. The DPO isin that country also required to issue opinions on the use and the effectiveness of
pseudonymization and anonymization techniques: see BE: Art. 190 and 204.
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4.2.3 Need for assessment or DPIA

Another trend visible in some of the countries is the need to assess the risks and the use of a Data
Protection Impact Assessment (DPIA) as a safeguard. Some countries require a DPIA to be carried
out for the processing of special categories of persona data®®® and/or when derogating from the rights
of data subject®®. In this case the researchers are responsible for balancing the competing interests.
Other countries have a less direct requirement for a DPIA, but require an assessment®”, or set
requirements for DPIAs for certain types of research®2.

4.2.4 Anonymisation or deletion requirement upon completion

Several countries require anonymisation or deletion of data once the research is completed or the
research purpose can no longer be reached®”2.

4.2.5 Medical secrecy and confidentiality for medical research

Medical secrecy is seen as a safeguard in many countries®” for medical research.

368 F|: Section 31(3) of the Finnish Data Protection Act, NO: Section 9 of the NDPA, if the DPO has not been consulted, BE:
Section 191, in case codes of conduct have not been approved. See also DE.

369 Section 31(3) of the Finnish Data Protection Act.

870 BG: Article 66(2) Bulgarian Data Protection Act.

871 |T: Section 110 of the for health data without the consent of the data subject, for medical, bio-medical or epidemiological
sectors.

32 Seeeg., AT.

373 See e.g., BE, EE, FI, ISand NO.
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5 DIVERGING ELEMENTS AND IMPACT

The analysis of the available sources revealed some important diverging approaches in the countries
researched. A strict division between sectorial and general GDPR implementation legislation is difficult
to draw, and therefore no longer made. Section 5.1 analyses the most important divergences and
variations found whereas section 5.2 discusses theimpact of such diverging safeguards. Safeguards both
laid out in legidation and soft law are taken into consideration.

5.1 DIVERGENCES AND VARIATIONS
5.1.1 Divergences
5.1.1.1 Constitutional protection of freedom of research

Thereis constitutional protection of freedom of research in Finland, as well asin some other countries,
such as Italy and Germany. Thisimplies that the freedom of research principleis of equal importance
as the fundamental rights of individuals to data protection, and that the rights shall be balanced.
Depending on the domain, this balancing is done and overseen by different bodies.

5.1.1.2 Concept and definition of scientific research

Research is differently understood, sometimes including data use for policy development (Estonia) or
not. Further, there is debate — notwithstanding the recitals - as to whether the notion of scientific
research present in Article 89(1) GDPR should depend on whether the research is only/mainly done for
the public interest/good or not and how public interest prevails or not®"%. The issue seems to be
resolved differently in the various Member Sates®. Further, several countries set requirements
concerning the need for specific methodology as a condition. For example, Finland refer to the need to
respect of general research ethical principles, whereas France does so for sector specific ethica
principles. Further, for example Finland®® and Italy®”’, also refer to the need for a well described

874 |t is also debated as to whether research conducted indirectly, or directly for profit, which after all can be almost any kind
of activity branded as research, should benefit from possible derogations to data subject’s rights when they e.g. publish their
research to the broader public, but regardless use it for their profit.

375 EEA States have also varying definitions. Seein this regard also EDPB Study on the secondary use of personal datain the
context of scientific research, under Contract No EDPS/2019/02-04, 2020, pp. 45-47, with details to definitionsin seven of
the 12 countries researched in the present study. Further, note that according to the Finnish DPA, not all research can be
considered scientific, and the bases for processing and the exceptions designed for scientific research are not applicable to
‘non-scientific’ research. The DPA points out, that the planning and survey duties of authorities, or marketing surveys and
polls are not scientific research. Personal data may still be processed for purposes of non-scientific research, but the basis for
processing cannot be the one designed for scientific research, and derogations from the rights of data subjects are not
possible to the same extent. See Finnish DPA, Guidance available via Scientific research and data protection - Data
Protection Ombudsman’s Office, viewed 5 July 2021, https://tietosuoja.fi/en/scientific-research-and-data-protection. The
Estonian legislation makes certain hints as to what constitutes scientific research, which is stated to also include analyses and
studies by executive powers for the purpose of policy devel opment. See Section 6(5) of the Estonian Data Protection Act.
Poland implemented Article 89(1) GDPR in the Law on Higher Education applicable to research institutes and universities,
the main endeavour of which is research that can be understood as an activity for the broadly understood public interest —
regardlessif it isapublic or private institution. One of the criteriais that the institution meets a special number of criteria,
guaranteeing that it is not a purely commercial entity. The Article 89(1) GDPR exceptions would therefore cover only
research ingtitutions recognised as such, which are in principle institutions not conducting research for profit. This means that
private companies conducting research and trying to use Article 89(1) GDPR as alegal basis for data processing, and as a
waiver for other data processing obligations, cannot benefit from the exemptionsin Poland. Thisis because private
companies are not subject to Law on Higher Education in Poland regulation, where Article 89(1) GDPR isimplemented. See
aso Iceland and Norway.

376 See Article 31.1 of the Finnish Data Protection Act, if data subject’s rights are to be derogated.

877 See Italian Rules of conduct for the processing for statistical or scientific research purposes, published on 14 January
2019, which require, as prerequisites of the processing of persona data, aresearch project in which several information
concerning the processing of persona data should be documented. The project is to be kept, in confidentia form, for five
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research plan, responsible persons, research goals as described in guidelines, such as ‘informed policy’
or ‘increasing effectiveness’.

5.1.1.3 Specific national legislation dedicated to the processing of personal
data for scientific research

Safeguards for research are dispersed in either the national GDPR implementing legislation or national
specific legislation for research (e.g. Austria, France), and/or in specific national guidelines.

5.1.1.4 Safeguards for personal data versus for sensitive personal data

Almost all countries differentiate between the types of data, the main differentiation being between
personal data and specia categories of personal data®’®. Firgt, it should be noted that as a general rule,
the GDPR prohibits the processing of sensitive persona data®™, but it also provides exceptions to that
rule: consent congtitutes an exception for processing sensitive personal data®®. Hence, consent should
not be considered a safeguard, but away of making use of the exception provided by the GDPR. Thisis
important to note, as legislation in many countries refers to the need for explicit consent for the use of
health or other sensitive data for research For example, some countries require different safeguards
based on whether the personal data will be processed with or without the consent of the data subject®.

In many countries reference to to substantial public interest is prevalent in relation to the processing of
sensitive personal data, whether in a specific way or as a general reference to Article 9(2) GDPR.
Further, the requirements for the processing of personal data and personal data of special
categories differ considerably: a few countries provide general requirements such as access rights’
restrictions, pseudonymisation, encryption and designation of a DPO and sometimes anonymisation for
special categories of persona data (e.g., Greece) or very detailed requirements in legislation (e.g.,
Finland) or guidelines as to when controllers may rely on Article 9(2)(j) GDPR (e.g., in Finland, where
a DPIA has to be carried out and the SA consulted if necessary)®®2. In Norway, the DPO shall be
consulted for processing sensitive data, unless a DPIA is drawn up and the SA can grant permission for
special categories “for the sake of important public interests’ subject to safeguards. In some countries,
referencesto the necessity of the processing of personal data of special categoriesis made®3, What they

years from the scheduled conclusion of the research but it can be consulted at any moment by data subjects (for the purpose
of applying the data protection legislation).

378 EE: Article 6(4) of the Estonian Data Protection Act , Fl: Sections 6.1.7 and 6.2 of the Finnish Data Protection Act, NO:
Articles 8 and 9 of the Norwegian Data Protection Act, IS: Article 11(10) of the Icelandic Data Protection Act, AT: Article
2d fog DSG, DE: Article 27 BDSG and Article 27 HDISG, IT, EL, FR: Article 44(6) of the French Data Protection Act, PL:
Article 469h.2 Law on the Higher Education, and BE.

37 Article 9(1) of the GDPR.

380 Article 9(2)(a) of the GDPR.

361 Such as NO: Articles8 and 9, EL: Section 30. See also FR, IT: Section 110 of the Italian PDPC allows the processing of
health data without the consent of the data subject for scientific purposes in the medical, bio-medical or epidemiological
sectors, if certain conditions are met including a DPIA.

382 Qverall, Finland includes scientific, historical research and research for statistical purposes for which processing of
personal data of specia categoriesis alowed, but lists specific safeguards to be taken. See Sections 6.1 and 6.2 of the Finnish
Data Protection Act: “Such measuresinclude: 1) measures that enable subsequent checking and verification of the identity of
the person who has recorded, altered or transferred personal data; 2) measures to improve the competence of the personnel
processing personal data; 3) designation of a data protection officer; 4) internal measures by the controller and the
processor for preventing access to personal data; 5) pseudonymisation of personal data; 6) encryption of personal data; 7)
measures that ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services
related to the processing of personal data, including the ability to restore the availability of and access to personal datain a
timely manner in the event of a physical or technical incident; 8) a process for regularly testing, assessing and evaluating
the effectiveness of technical and organisational measures for ensuring the security of the processing; 9) specific rules of
procedure for ensuring compliance with the Data Protection Regulation and this Act when personal data are transferred or
processed for another purpose; 10) a data protection impact assessment in accordance with Article 35 of the Data Protection
Regulation; 11) other technical, procedural and organisational measures.”

33 E.g. EL, FRand PL.
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al have in common though, isthe view that personal dataand personal data of special categories should
be treated differently.

5.1.1.5 Requirements for non-pseudonymized data

In at least four countries (AT, BE, EE, DE (federa level)) specific requirements for use of non-
pseudonymised data are imposed.

5.1.1.6 Biological samples and biobanking

Countries are highly diverse and regulation very fragmented as to the requirements and safeguards for
the use of biological samples for research, research as secondary purposes and gene research4,
M easures range from explicit consent to balancing of interests by supervisory authorities, aggregating
pseudonimised data and defining the type of research for which data can be used, specific roles to
per sons appointed by the controller, the SA and the Research Ethics Committee. Some countries list
principles applicable for granting access to samples and information, followed by more detailed
requirements for documentation to be provided by the person requesting the access®®. In Iceland, if
important interests are at stake and potential benefits outweigh potential inconveniences of the donor or
other parties, the board of a biobank can authorise further use of biologica samples, if approved by the
SA and the National Bioethics Committee®®. Estonia further allocates non-transferable ownership of
the samples to the tissue databank owner (and upon termination of activities to the Republic) and
describesin legislation the specific use rights for specific purposes™”.

5.1.1.7 Detailed safeguarding methodologies and self-certification of
compliance

The need for supervision and authorisation by the SA for research in the health sector and for medical
research has been ssimplified in France, whereby the SA isissuing specific guideines, which researchers
need to follow, depending on the sources of the data and the use and re-use, and whereby researchers
need to sdf-certify that they abide by these requirements, in order to be exempted of any

384 See also Tzortzatou, O., Slokenberga, S., Reichel, J., da Costa Andrade, A., Barbosa, C., Bekaert, S., van Veen, E.-B.,
Romeo-Casabona, C., O Cathaoir, K., Chassang, G., Debucquoy, A., Deréze, J-J., Dollé, L., Eaker Falt, S., Halouzka, R.,
Hartlev, M., Hisbergues, M., Hoppe, N., Huys, |., Kindt, E., Kjersti Befring, A., Kozera, L., Krekora-Zajac, D., Laova, T.,
Mayrhofer, M., Negrouk, A., Pawlikowski, J., Penasa, J., Pormeister, K., Rial-Sebbag, E., Siapka, A., Southerington, T.,
Stenbeck, M., Sutalo, M., Tomasi, M., Valcke, P., and Vella Falzon, R., ‘Biobanking Across Europe Post-GDPR: A
Deliberately Fragmented Landscape’, in Slokenberga, S., Tzortzatou, O., and Reichel, J., (ed.), GDPR and Biobanking.
Individual Rights, Public Interest and Research Regulation across Europe, Springer, Law, Governance and Technology
Series, 2021, pp. 397-420.

385 F|: Section 26 of the Biobank Act: (i) the intended use must correspond to the research area defined for the biobank and
the criteria and conditions established for the processing of the sample; (ii) terms and restrictions provided by law and
determined by the biobank are observed in the research and in the processing of samples and information; (iii) the individual
granted access to the samples or information holds the appropriate professional and academic qualifications for processing
the samples and information, and the granting of access to the sample or information is in connection with the duties of the
recipient. Requirements also exist concerning the coding used; Section 27 requires aresearch plan, a statement by the
competent ethics committee (as referred in the Medical Research Act), or a statement necessary to assess the fulfilment of the
conditions. Restrictions of accessisonly allowed only if justified and fulfilling requirements in Section 27. Further, awritten
agreement is required.

386 Article 9(4) of the Icelandic Act on Biobanks. The access is subject to permissions by the SA and a research protocol
approved by the National Bioethics Committee (or relevant ethics committee).

387 See EE: Human Genes Research Act, 8.1.2001, https.//www.riigiteataja.ee/en/eli/508042019001/consolide. Article 15 on
the right of ownership of tissue samples and right to use descriptions of state of health genealogies and personal data
connected therewith means that: (i) the controller’s right of ownership of a tissue sample is created from the moment the
tissue sample is taken. The controller’s right to use the description of state of health, genealogy and written consent of a gene
donor and the right to process the personal data contained therein is created at the moment of preparation thereof; (ii) tissue
samplesin the ownership of the controller are not transferable. Upon termination of activity of the controller, the right of
ownership of tissue samples, descriptions of state of health, genealogy and written consents of gene donors in the possession
of the controller and the right to process the personal data connected therewith shall transfer to the Republic of Estonia.
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authorisation requirement (see also Annex 2).

5.1.1.8 Increasing rights of data subjects for tfransparency, information and
deletion

In many countries, information and transparency to data subjects are emphasised. Also, the withdrawal
of the consent is explicitly mentioned and repeated. In some countries, data subjects are entitled to
request deletion of information provided, including e.g., biological samples. These rights could be
considered as safeguarding the interests and rights of data subjects as well, and could be envisaged to
further strengthen. On the other hand, some countries aso link reduced rights to increased other
safeguards.

5.1.2 Variations
5.1.2.1 General or detailed approach

One important variation, is the way the studied countries approach the safeguards foreseen in Article
89(1) GDPR*8, The GDPR specificaly mentions technical and organisationa measures, and in
particular those ensuring respect for the principle of data minimisation, pseudonymisation and
anonymisation. Whereas some of the countries have adopted an approach in their national legidlation by
simply referring to Article 89(1) GDPR®®, others have adopted specific law for research®® or issued
extensive general data protection schemes, with or without specifically mentioning safeguards for
scientific research®?. Others have adopted a number of safeguards with a high degree of granularity®®.

5.1.2.2 Risk assessment and balancing: by the legislator, supervising /ethics
authority and/or researchers

In general, and in sectors alike, risk assessments of the use of personal data for research are done in
varying ways. In the more ‘traditional’ research sectors, such as statistics but also in archives, an initial
risk assessment has aready been done by the national legislator®®. In other sectors and countries, the
requirement for researchersto carry out aDPIA isimposed as a safeguard implying a proper assessment
and balance, also as to involving the SA or not. Lastly, especially in the health research, clinical trial
and biobank sector, many countries have adopted legid ation requiring the assessment and/or approval

388 Article 89(1) of the GDPR mentions “appropriate safeguards, in accordance with this Regulation, for the rights and
freedoms of the data subject”, technical and organisational measures “in particular in order to ensure respect for the
principle of data minimisation” and “those measures may include pseudonymisation provided that those purposes can be
fulfilled in that manner. Where those purposes can be fulfilled by further processing which does not permit or no longer
permits the identification of data subjects, those purposes shall be fulfilled in that manner.”

389 Such as NO: Section 9(1) of the Norwegian Data Protection Act and IS: Article 18(1) of the Icelandic Data Protection Act.
S0 Eg AT.

391 Such as EE.

3%2 guch as the safeguards by Belgium for the disclosure of personal data. Belgium provides for the most stringent safeguards
for the disclosure of datain scientific research contexts. As such, it imposes a greater onerousness on the controller who
discloses datato athird party, asit requiresit to prevent the reproducibility of the disclosed data by the third party in cases
where (i) it concerns sensitive data or data relating to criminal convictions and offences; or (ii) the agreement between
controllers forbidsit; or (iii) any such reproduction may compromise the safety of the data subject. According to Article 208
of the BDPA, this abligation of theinitial controller does not apply when the data subject has given his consent; the data were
made public by the data subject; the data are closely linked to the public or historical nature of the data subject; or the data
are closaly linked to the public or historical nature of factsin which the data subject was involved.

3% For e.g., statistics, by imposing confidentiality, anonymisation of the data, etc. in legidation. In afew countries, such
safeguards are extended in as far that a national authority collects, anonymises and is responsible for holding the databases
and in some cases also facilitates further processing, such as the authority of Findatain Finland, and similar arrangementsin
NOand IS.
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by SAs/competent authorities®* and/or an ethics committee®®.

5.1.2.3 Varying importance attached to public interest depending on the
countries and the sectors

Some countries stress the importance of the public interest in research, which may outweigh theinterests
of individuals*®.

5.1.2.4 Important but varying roles for central research authorities

An interesting approach, adopted in afew (mainly Nordic) countriesisthe prominent role of a central
authority, sometimes also a “one-stop-shop” for overseeing the use of (e.g., social and health) datafor
scientific research purposes. In Finland, the authority Findata is a licensing authority, promoting the
secondary use of health and social data, facilitating data permit processes and working to improve the
dataprotection for individual s**”. In Norway, the Norwegian Centre for Research Datafacilitates sharing
and reuse of data, gives advice on data management and data protection in research®®. A similar centre
is established in Iceland (see above). For specific sectors, like biobanks, such (public) authorities also
have a crucial role while their competences vary. In other countries®®, public authorities are also often
involved depending on the sector, while their role is more limited.

5.1.2.5 Public dissemination requirement

Only afew countries requirethe publication of the research asa requirement*®. This could include
making the result of the research publicly available on the internet, including information on the legal
basis used.

5.1.2.6 Technical and organizational measures for destruction/deletion

Only a few countries adopt detailed measures related to the deletion or destruction of the personal
data after thewithdrawal of (the consent by) a data subject (e.g., for biological samples/biobanks)
or after expiration of the research purpose®®.

5.1.2.7 Sector specific identifiers for research

Austriais one of the few countries which explicitly chooses for and mandates to use independent area-
specific identifiers, which may be attached to research material in machine-readable form for protecting
personal data®. Such identifiers shall differ from any other general identifier, e.g., identifiers used for
civil identification purposes.

3% Mainly in biobanking and clinical trials legislation.

3% |n severd countries (e.g., BE, EE, FI, FR, DE) ethics committees are given an important role for approving research,
especidly if sensitive data are processed. In Norway, the Ethics Committees have also provided guidelines for privacy. IT:
Section 110 of the Italian PDPC alows the processing of health data without the consent of the data subject for scientific
purposes in the medical, bio-medical or epidemiological sectors, if certain conditions are met, including a DPIA and the
positive and reasoned assessment of the research project by the competent ethics committee.

3% E.g., NO.

397 See https://findata.fi/en/, viewed 3 June 2021.

398 See https://www.nsd.no/en/about-nsd-norwegi an-centre-for-research-datal/, viewed 5 July 2021.

M Eg, FR, DE.

W Eg., AT.

401 F: not directly included in the text of the Finnish Data Protection Act, but referred to in the guidance of the SA, viewed 3
June 2021, https:.//tietosuoja.fi/en/destruction-anonymisation-or-archiving-of-data. AT directly implement such requirements
in Article 7 DSG and DE. NO and IS solely refer to the measures foreseen in Article 89(1) GDPR.

https://ti etosuoja.fi/en/destruction-anonymi sation-or-archiving-of-data.

402 Section 9 E GovG.
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5.1.2.8 Varying references to ethical principles and roles of ethical
committees for scientific research

While scientific research should be governed by an ethica framework®, alack of pronouncement by
the EEA States as to the intersection of the data protection framework and the corresponding ethical
standards governing scientific research was identified. Few mention the need for respect for ethical
standardsin the national law asarequirement for processing datafor scientific research purposes. France
has positivised a duty for personnel accessing and modifying data resulting from scientific research to
respect the rules of ethics applicable to the sectors of activity in which the scientific research is being
conducted as an additional measure to ensure confidentiality*®. In various countries, ethical committees
areinvolved at the same time*®.

5.1.2.9 Transmission, disclosure and/or transfer of the research data

The GDPR requires controllers and processorsto eval uate the risksinherent to the processing of personal
data. In assessing those risks, consideration should be given, among others, to the unauthorised
disclosure of personal data. From the countries analysed, Italy recognises the necessity of establishing
said safeguardsfor the data exchanges for scientific research purposesthat “are carried out with entities
and agencies abroad™*®. Disclosures of data for scientific research are recognised in severa
jurisdictions requiring, however, different specific technical and organisational measur es’”’.

Divergence further exists as to specific rules for personal data not to be revealed to outsiders (e.g.,
Finland), countries with specific rules (whether in legislation or guidelines) for archiving research
results/data (e.g., France, has detailed guidelines) or pooling data and knowledge (e.g., with a specific
public authority, e.g., Norway) or when contracts need to be concluded (e.g., Belgium, France).

5.1.2.10 Biobanks: Governance, agreements, consent, transparency and
involvement of governmental bodies

The sectoral legidlation contains awide area of approaches with regard to safeguards for biobanking and
genetic research*®.

5.2 IMPACT

While the objective of the GDPR is to harmonise the level of personal data protection all over the EU,
the many domains of national competences as to how to regulate detailed issues render the legal

403 European Data Protection Supervisor, 6 January 2020, A Preliminary Opinion on data protection and scientific research,
viewed 5 July 2021, https:.//edps.europa.eu/sites/edp/files/publication/20-01-06_opinion research en.pdf.

404 Article 116 of the Decree No 2019-536 of May 29, 2019.

405 E.g., BE, EE, FR, IT.

406 Article 106(2)(h) of the Italian Personal Data Protection Code.

407 For instance, EE, FI and BE expressly recognise the legitimate disclosure of datafor said purposesif certain safeguards
are met, i.e. Fl allowsthe disclosure of data as long as it is not “revealed to outsiders” (see Article 31(3) Finnish Data
Protection Act). See dlso EE and BE, if datais being pseudonymised or rendered in aformat which provides equivaent levels
of protection (Article 6(1) of the Estonian Data Protection Act and Article 207 of the Belgian Data Protection Act).

408 E.g., AT stresses encryption, deletion of identifiers after conversion, separate storage of additiona data, anonymisation of
data accessed by third parties, access control mechanisms, data availability, documentation on access to data (logs) and
security management procedures (Articles 15a.6, 7 and 10 of the Austrian Data Protection Act) while the Belgian HBM Act
imposes a written agreement on the topic of the research, traceability, organisation and technical measures when transmitting
personal data, a coded copy of donor's consent and the advisory role of FAMHP (Belgian HBM Act). In EE, legislation
creates gene banks, stressing the composition of data, the rights and duties of genes’ donors, restrictions on the use of data,
conditions for generic research, restriction of use of the bank, pseudonymisation by athird party, the SA's role and the REC's
role, while IS states that no public access is possible without the data subject’s consent. In NO, there is for treatment
biobanks a national registry, one person responsible by biobank (or a board of directors) with medical or biological education
of higher degree and in case access to the biobank is rejected, appeal possible by the Ministry.

Milieu Consulting Sudy on the appropriate safeguards under article 89 (1) GDPR for the processing of
Brussels personal data for scientific research / 61



landscape fragmented. Safeguards applicable to personal data used for scientific research are a good
example’®, While Article 89(1) GDPRisto be generally applied all over the EU, there remain numerous
divergences as mentioned in this study, which may negatively impact the ability to conduct cross-border
research, and research in general.

Thisisespecially apparent where the requirements for the processing of sensitive personal data diverge
across the EU, but also may differ depending on the sector and goal of the research. This type of data
is of particular relevance in important health-related research, aiming at improving health care,
devel oping medicines, researching diseases, a pandemic, etc. not only of benefit to individuals but also
the population at large. It further means inter alia that cross-border research projects need to fulfill
potentially numerous different requirements for each Member State if data are used by various
controllersin different EEA States for the same project.

Moreover, the notion of research itself is understood differently across the EU, while different legal
basis may be required depending on whether the research meets certain methodology and publication
requirements. The divergences also impact the rights of data subjectsin different ways*°. Another issue
isthat the different understandings of the notion of public interest whichis often evoked asajustification
for the re-use of persona data for the purpose of research. In the case of cross-border research, these
varying views are problematic as well. It also remains uncertain how SAs, administrative authorities
and courtsin each EEA State decide and adjudicate on whether (substantial) public interest justification
could be evoked, which is especially problematic in case of cross-border research and which would
require distinct assessments which are difficult in case of limited (explicit) guidelines for a proper
understanding, assessment and for balancing the conflicting rights. Therefore, some guidance towards
finding a common understanding would be important.

Most impact of the variations in safeguards appear in particular domains governed by sectoral
regulation. Biologica samples and gene research are a primary example of the fragmented lega
landscapet!!, while being an emerging and very important research domain, also for public health and
policy purposes*?, SA and ethical committees are also involved to different degrees, all rendering such
research and especially (international) cooperation increasingly burdensome. All those divergences
mean that the compliance burden for conducting cross-border research is multiplied by the number of
the EEA States of which citizen’s personal data are gathered and used. Varying safeguards therefore
risks becoming a disincentive to use persona data for the purpose of research in cooperation with
ingtitutions from other EEA States. Finally, alot will aso depend on the (level of) guidance and activity
of national SAs asto whether a comprehensive understanding and compliance is possible.

409 See also Pormeister, K., 2018, ‘Genetic research and applicable law: the intra-EU conflict of laws as a regulatory
challenge to cross-border genetic research’, Journal of Law and the Biosciences, vol. 5, no. 3, pp. 706-723, viewed 5 July
2021, https://doi-org.kuleuven.ezproxy.kuleuven.be/10.1093/jlb/1sy023.

410 For example, if auniversity in Poland or Finland would like to do research with a company from France or Belgium, the
collection and the use of personal data of data subjects from Poland and Finland for research purposes by these companies
may be subject to varying derogations and safeguards as required by Article 89(1).

41 pormeister, K., 2018, ‘Genetic research and applicable law: the intra-EU conflict of laws as a regulatory challenge to
cross-border genetic research’, Journal of Law and the Biosciences, vol. 5, no. 3, pp. 706-723, viewed 5 July 2021,
https://doi-org.kuleuven.ezproxy.kuleuven.be/10.1093/j1b/Isy023.

412 The divergences rangei.e., from whether EEA States apply broader, informed consent as a safeguard or to situations
where consent is not needed, to situations for which particular rights derogations are provided in implementing laws in each
Member State.
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6 AVENUES AND POLICY RECOMMENDATIONS

6.1 GENERAL RECOMMENDATIONS

In general, and due to the high divergence of safeguards required on many aspects of research as
presented in this study, EEA States should reassess the appropriate safeguards imposed by their
national legidation in order to comply with the GDPR data protection requirements (Article 89(1)
GDPR) in the fidd of scientific research in light of the results from this study. EEA States shall take
into account that the mor erisksresear ch poses(e.g., inthe health domain), the mor e strict safeguards
in adetailed legal framework (e.g. specific legal provisions) arerequired, while in lessrisky situations
(e.g., when used for statistical purposes), more general requirements may be sufficient.

In addition:

m There is no uniformity in EEA States’ approaches as to what shall be understood by
‘scientific research’. Overdl, it remains important to have a common understanding of
‘scientific research’#3. As scientific research is no longer isolated in one country, but
increasingly cross border and international, such a common understanding should be
reached, for example by defining common methodol ogies, aims and purposes.

®m  Increased dialogue between EEA States’ SAs, European Institutions and competent bodies,
key stakeholders and the larger public (citizens) is recommended on all relevant issues
including the concept of scientific research, the assessment of the risks and the balances
between the public interest in research and the rights of the data subjects .

m EEA States should reassess the sectoral appropriate safeguards imposed by their nationa
legidlation in order to comply with data protection rules in the field of scientific research
regarding specific processing of personal data such as genetic data, biobanks, personal data
related to health, etc. which especially demonstrate many variations as demonstrated in this
study. SAs could discuss and agree upon common guidelines for each of these specific
domains, types of research (primary vs secondary) and depending on the phase of the cycle of
the research (collection, use, dissemination, etc.) based upon typical approaches and examples
of some EEA States.

m  Asapreliminary measure, a dialogue should be started with the relevant stakeholdersin each
domain, i.e., society, research entities and governments alike, for mapping the needs and
goals of each domain in a coherent way, and seems inevitable.

6.2 SPECIFIC RECOMMENDATIONS

Furthermore, specific recommendations can be made. The next two tables provide suggestions for
reaching more consistency in terms of safeguards needed for personal data use for scientific research
which could be developed in future EDPB guidedines or documents. These recommendations are based
on the findings of this study, and indicate whether they are based upon convergences or trends. In just a
few cases, the recommendations are based on an important need for clarification. They are also broadly
divided in recommendations for research in general and for specific sectors.

413 For different concepts and definitions, see above, as well as EDPB Study on the secondary use of personal datain the
context of scientific research, under Contract No EDPS/2019/02-04, 2020.
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Table 1: Recommendation for safeguardsfor personal data use for scientific research in general

Convergence /
trend or

important

Findings

Recommendations

1. Pseudonymisation
and
Anonymisation

2. Sensitive and non-
sensitive data

3. Technical and
organisational

measur es

4, Resear ch and
data management
plan

5. Guidelines for
scientific research
in higher
education,

need
Convergence /
trend

Important need

Convergence

Trend

Convergence

Pseudonymisation
anonymisation measures
are broadly required in 10
to 11 countries.

Sensitive and non-sensitive
data should be treated
differently as they pose
different risks and receive
different safeguards in
many countries.
Converging required
technical measures include
confidentiality, access
control  procedures and
access logging in at least
10 of the 12 countries, and
restricted areas, as well as
encryption.

The monitoring of
organisational measures is
required in more than 8 of
the 12 countries, while a
confidentiality obligation
isimposed upon personnel.
At least 11 countries also
require that personnel
undergo proper training.

In at least four countries, a
detalled research / data
management  plan s
required, either by law or
national guidelines.

In at least eight countries
practices and/or rules of
conduct were established
for (funded) research by

Legislation shall impose
pseudonymisation and
anonymisation requirements,

and specify when there is a need
for pseudonymous data and
anonymous data (e.g., also upon
the end of the research project, for
disclosure to third parties,
transfer,  publication), and
whether or not there is a specific
order to follow (e.g., ‘waterfall
system’), both in general and for
specific sectors (e.g., anonymous
data for statistics). Legidation
complemented with appropriate
guidelines shall also impose how
to reach this as such (e.g., need
of designated person, trusted third
party or not, advice of DPO,
access to pseudonymisation keys,
etc).

Legidation  should clearly
distinguish and provide detailed
requirements for safeguards for
sensitive data in general and in
specific domains.

General (i) technical and (ii)
organisational measures shall be
imposed, including (i)
confidentiality, access control
procedures and access logging,
and restricted areas, as well as

encryption and (i) a
confidentiality obligation
imposed upon  personnel,

training and the monitoring of
such measures.

Submission of a detailed
rescarch and personal data
management plan as a safeguard
could be required for scientific
research’s use, including before
re-use or accessto the data.

Need for the establishment of
guidelines, practices and/or
rules of conduct for scientific
research by national scientific
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Convergence /
trend or

important
need

Findings

Recommendations

national research
centers and other

academic
establishments

6. Guiddlines  for = Convergence
publication and
dissemination

7. Security for Convergence
protecting the
data

national scientific research
centres, higher education
and academic
establishments.

At least eight countries
agree that persona data
intended for publication or
dissemination should
undergo a  technica
process to prevent or
hinder the identification of
the data subject, and
impose technical measures,
in particular
pseudonymisation and/or
anonymisation.

In 10 out of 12 countries,
roles and responsibilities
for security purposes are to

be defined while
conducting scientific
research.

research centres, higher
education and academic
establishments.

Personal data for publication
and/or dissemination should
prevent theidentification of the
data subject, in particular by
proper pseudonymisation and/or
anonymisation.

Specification and adoption of
security management measures
fit for guaranteeing the least
intrusion when using the data for
research.

Table 2: Recommendations for safeguardsfor personal data usefor scientific research in specific sectors

IN GENERAL
1. Role of SA and
ethical committees

2. Involvement of a
DPO

3. Need for DPIA or
assessment

Convergence
trend or need

Convergence

Trend

Trend

44 EE, FI, NO, AT, DE, IT, FR, BE.

Eight of the
countries  give

SAsH4 for

an
important role to the
the

-

Clarification of the distinct
role to the SAs and the
ethical committees for
reviewing and/or authorising

supervision of research
as a safeguard. This
roleisat the same time
also often completed
with a role for the
ethical committees
(five of the 12
countries).

In a least five
countries, appointing
(and/or consulting) a
DPO is required for
sensitive  data and
assessing therisks.

In a least four
countries, use of a
DPIA or assessment
is imposed for

415 E.g. when research is conducted for policy development by government (see e.g. EE).

research as a safeguard for
the assessment of the risksin
specific situations™® or if
data are obtained from
government databases or
when ‘sensitive’ data is
processed or if data are
processed without consent.
Theneed for theappointing
(and/or consulting) of a
DPO.

The need for a DPIA or
other type of assessment.
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SECTOR
SPECIFIC

4, Statistics and
population  based
registries. specific
laws with ample
safeguards

5. M edical domain

6. M edical domain

7. Biobanks:
Specification of
research, legal

basis, safeguards
and role of SA and
ethics committees
in law

Convergence
trend or need

Convergence

Convergence

Divergence

Emerging trend

[ Findings

sensitive  data and
assessing therisks.

In several countries,
law  imposes the
safeguards when
processed for registries
or for datistica
purposes such as
statutory
confidentiality,
separate storage and
preference or
obligation for
anonymous data, often
supervised by special
institutes with specific
competences for
mitigating risks.

In a least six
countries,
transparency towards
participants is
considered a
safeguard. The more
significant the data
(eg., genetic data,
biological  material)
used and/or shared for
scientific research, the
more detailed the

transpar ency
information becomes
(eg., with

specification of types
of research  and
renewed consent and
even aright to delete).
Ethical committees
have a varying role in
countries. Their
involvement in
research, especialy
concerning  medical
data, should be further

specified.
In a least three
countries, law

regulates the lega
basis, separate storage
and specific
(secondary) research,
outlining safeguards,
and the role of the SA
and the Research
Ethics Committee.

Recommendations ‘

The adoption of a law
regulating the safeguards for
the wuse for dSatistical
purposes, including (the
procedures and
responsibilities) for
anonymisation.

Guidelines detailing the
transparency and
information requirements
for specific (sensitive) data
and their scientific research
use in the (bio)medical
domain.

Guidelines for the
specification of the role of
ethical committees in
scientific research.

Guidelines for the adoption
of law regulating the
safeguards, including the
lega basis, specific
(secondary) research and
Separate  storage  while
outlining the separate role of
a SA and the Ethics
Committees.
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7 CONCLUSION

The countries which were subject of this study all include specific requirements for scientific research
as safeguards for the data subject as part of their data protection framework. While some simply evoke
Article 89(1) GDPR as a sole description of applicable safeguards, without providing further details,
others regulate them — sometimes in specific laws dedicated to research and data protection - in
significant detail.

Taken as a whole, the overall types of safeguards are similar, such as required data anonymisation,
pseudonymisation as data minimisation measures, technical and organisational measures, including
access control and the appointment of responsible persons for the research, as well as security
management, and distinct requirements for specia categories of persona data, which are all important
converging safeguards used in the various EEA States. For specific domains, SAs and ethics committees
have an important role in the mgority of the countries, higher education ingtitutions receive detailed
guidance, and transparency increases depending on the nature of the data and the level of risks to the
data subjects, just to name a few. At the same time, numerous differences exist in the more detailed
requirements which could impact the level of protection, such as varying or strict interpretations of the
concept of scientific research, the importance attached to public interest, and consent requirements. One
could hence conclude that while EEA-wide the States studied globaly have similar approaches, the
complication isin the details of the safeguards, which vary extensively both in detail asin granularity
and protection. The question which arises is hence whether the harmonisation efforts should focus on
streamlining the overall types of safeguards, which may seemto bewithin reach, or rather on the detailed
requirements, which could be seen as where harmonisation is most lacking and would be welcomed.
Thisis apolicy decison. Such further harmonisation and consistency endeavours, however, are much
needed given that the differing levels and modes of protection create additional burdens for research in
genera, including (increasingly important) cross-border research.

We maintain further that — while there might be some debate in some EEA States - EEA States shall
adopt national law - as understood in the fundamental rights context - specifying the safeguards when
personal data is used for scientific research for rendering the freedoms and the rights of data subjects
more secure.

Furthermore, one shall note that Article 89(1) GDPR covers a wide variety of scientific research
domains, while the sources and types of the (re)use of personal data are very different and the purposes
and aims of the research are very diverse. We found, based upon our analysis, that the safeguards are
sometimes therefore very specific and contend that the safeguards should be adapted to each domain
and each specific type of scientific research. Because of the diverse aims of the distinct “scientific
research’ categories, the safeguards to be effective should hence always be developed and be seen
against the needs and characteristics of each of the scientific research purposes processing operations.
A didogue with stakeholders for each domain, i.e., society, research entities and governments alike, for
mapping these needs in acoherent way, seemsinevitable. This should also include the source of the data
(e.g., from data kept by the government) or whether research is done with the data as a primary or
secondary purpose.

A last open question when designing the guidelines is whether the common denominator should be the
most stringent and demanding requirements and safeguards for personal data, or those demanding less.
The first option will surely leverage the level playing field to a higher level of protection while risking
a chilling effect on research with personal data. The less demanding option creates risks for privacy,
data protection rights and freedoms while incentivising research. At the same time sensitivities and
traditions of states should also be respected. Especialy where there aready exists a mature level and
consensus about the protection of personal datain the context of research. Neverthel ess, creating unified
rules should be an objectiveinitsalf. Thisin order to foster cross-border, but also more privacy and data
protection-friendly research, will contribute to building a better Single Market and society.
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ANNEX 1 - ACRONYMS AND ABBREVIATIONS

Country abbreviations:

| Abbreviatioo......_________ MemberState |
AT Austria
BE Belgium
BG Bulgaria
DE Germany
EE Estonia
EL Greece
FI Finland
FR France
IS Iceland
IT Italy
NO Norway
PL Poland
Other:
| Acronym or abbreviation | Explanaion . |
BBMRI BioMolecular Research Infrasttructure
BCR Belgian Cancer Registry
BDSG German Federal Data Protection Act
BVefG German Federal Constitutional Court
CJEU Court of Justice of the European Union
CNIL Commission Nationale Del'Informatique et des Libertés (French
SA)
CNRS Centre National de la Recherche Scientifique
CT Clinical Trial(s)
DPIA Data Protection Impact Assessment
DPO Data Protection Officer
DSG Austrian Data Protection Act
EAG European Archives Group
EC Ethical Committee
ECtHR European Court of Human Rights
EDPB European Data Protection Board
EDPS European Data Protection Supervisor
EEA European Economic Area
ENCR European Network for Cancer
EU European Union
FAMHP (Belgian) Federal Agency for Medicine and Health Products
FOG Austrian Research Organisation Act
GDPR General Data Protection Regulation
GOGG Austrian Health GmBH
GTelG Austrian Health Telematics Act
HBM Human Body Materia
HER Electronic Health Records
HOSIG Hessian Data Protection Act
HRA Norwegian Health Research Act
MII Medical Informatics Initiative
NCPHA National Centre of Public Health and Analysis
NCSS National Center for Social Solidarity
NSD Norwegian Centre for Research Data
OSA Official Statistics Act
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Acronym or abbreviation _Explanation . |

PDSP Personal Data Protection Code

RE Research Ethics

SA(9) Supervisory Authority(-ies) as mentioned in the GDPR

SGB Social Security Code
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ANNEX 2 - EXAMPLES OF DETAILED GUIDELINES - FINLAND AND FRANCE

This Annex contains examples of detailed guidelines and requirements for research, issued in Finland
and France for scientific research. Whereas the guidelines in Finland are for research in general, the
‘methodology’ set out in France by the SA is for health and medical research.

Finland

The Data Protection Ombudsman draws up a data protection roadmap for the scientific research, with
the purpose of guiding controllers when considering the data protection aspects of the research phases
and lifespan of data. Please see Figure 1 below.

Figure 1: Data protection roadmap for scientific research

0000000000

Source: Finnish Data Protection Ombudsman
Under each of the topics of the roadmap, more detailed guidelines are provided.
Pur pose limitation

Starting with the requirements of purpose limitation, the Data Protection Ombudsman notes that the
purpose of the scientific research is normally specified in the research plan.

Consent and the quality thereof are closely connected to the principle of purpose limitation. When it
comes to the use of consent as the basis for the processing of persona data, the Data Protection
Ombudsman observes that some flexibility might be needed for the sake of the research. The Data
Protection Ombudsman provides three ways of specifying consent. First, if the purpose of the study
cannot be fully specified at the start of the study, it is possible to benefit from a more general consent
for the purpose of the research. As the study develops, consent for later phases of the research can be
obtained. Second, transparent communication is key. In order to obtain any specific consent during the
phases of the study, the controller should update the data subject regularly on the devel opments of the
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research. Third, drafting a comprehensive research plan*® which is available to the data subject can also
help in asituation where it is not possible to identify the detailed purposes.

The Data Protection Ombudsman provides some specification on the content of the research plan. The
research plan should specify the research scheme, the intended research questions, material, methods
and which data are needed for the research and why the data are needed for answering the research
questions. Also, the research plan should specify whether the research concerns a cross-sectional study
or afollow-up study, which could render the processing of the data necessary for a longer time. The
research plan will also need to be available to the data subject before consent is given.

Data minimisation

As for safeguards, the Data Protection Ombudsman highlights the need for data minimisation*'’. The
necessary data to be processed for the research should be assessed at the earliest possible stage, taking
into account both the amount and the nature of the personal data processed and aiming for processing
as little data as possible. Therefore, the processing of personal data should always be avoided when
possible. In practice, such an approach needs to be based on clearly defined research questions, from
which the need for (the minimum amount of) processing personal data can be derived*®. The need of
minimisation does also apply to the storage time of personal data.

Anonymisation and pseudonymisation

In this context, anonymisation is important. The Data Protection Ombudsman stresses, that the un-
identifiability must be permanent, and it cannot be possible for the controller or athird party to convert
the data into information that can be used for identifying the data subject. Further, pseudonymisation
is pointed out as often used for scientific research, and carried out immediately after the collection of
the data. Encoding of persona data and false names are mentioned as examples of pseudonymisation
techniques. Additionally, the Data Protection Ombudsman identifies the elimination of directly
identifying information (names, personal identity codes) from the material for the purpose of data
minimisation.

Risk assessment and safeguards

Further, the Data Protection Ombudsman also refers to the data protection principles of the GDPR*.
The guidelines of the Data Protection Ombudsman are based on a risk assessment approach.
Accordingly,

“Technical and organisational safeguards are particularly important for protecting personal
data in the context of scientific research. The controller must always asses the risk posed by the
processing of personal data to the data subjects and implement safeguards in proportion to the
risk. ldentifying the necessary safeguards requires defining the environment in which the
research material will be processed in practice (e.g. the technical platform, premises, data
transfers) and the personnel processing it (controller, joint controllers, processors, researchers
and other staff).”40

416 “or other clear and detailed description of the study available to the data subjects”, as per the wording of the Data
Protection Ombudsman, viewed 23 March 2021, https.//tietosuoja.fi/en/defining-the-research-scheme-and-purpose-for-
processing-personal -data.

417 Webpage of the Data Protection Ombudsman, viewed 23 March 2021, https://tietosuoja.fi/en/minimisation-of-personal -
data.

418 \Webpage of the Data Protection Ombudsman, viewed 23 March 2021, https://tietosuoja.fi/en/lifespan-of-personal -data-
processi ng-data-protection-principl es-and-the-protection-of -data.

419 | dem.
420 | dem.
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Additionally, the Data Protection Ombudsman also sets out the particular points which the risk
assessment shall address. These are the following:

m  the nature of processing (e.g. special categories of personal data, personal identity codes and
data subject to non-disclosure for personal safety reasons);

m the scope (e.g. number of data subjects and storage time);

the context (e.g. the vulnerable position of the data subject and confidentiality); and

m the purposes of the processing (e.g. will the data be used in decision-making or will the
processing have other judicia effects).

Based on this, the risks involved should be identified and as a next step, the severity and likelihood of
each risk and potential resulting damage should be evaluated. Based on the level of risk, the data
controller should assign the safeguards to mitigate the risks. The risks identified by the Finnish SA are
the following (but not limited thereto):

®  minor (e.g. waste of time or momentary annoyance);

m limited (e.g. afeeling of invaded privacy with no permanent damage);

m  significant (e.g. a feeling that one’s fundamental rights have been violated, such as fedling
discriminated, or serious psychologica damage such as depression or phobias); or

m  high (e.g. long-term or permanent physical or psychological damage or rupture of family ties).

Designing the safeguards, it should be noted that the higher the risk, the more comprehensive the
safeguards should be. In this assessment, the safeguards should address both internal threats (identified
as threats caused by their own personnel, processors, processing devices or environments) and external
threats (such as unauthorised access to research materials). The format of the research materials also
influences which safeguards are considered appropriate, such as paper questionnaires or physical tissue
samples. Examples of safeguards are divided into technical and organisational safeguards*!.

| Technic . Organisational |
Firewalls Restricting access to material limited by duty (both data
controllers and processors)
Anti-virus software Data protection instructions for personnel
Encrypted connections for data transfer Data protection training for personnel
Collection and monitoring of log data Designation of a data protection officer

Retrospectively collect log data to NDAs

investigate suspected violations

Anonymisation (as defined by WP29) Regular testing and eval uation of the efficiency of technical and
organisational measures

Pseudonymisation Special procedural regulations designed to ensure compliance
with data protection regulations when transferring personal data
or changing the purpose of processing

Encryption of personal data Performing a data protection impact assessment provided for in
Article 35 of the GDPR

Measures guaranteeing the constant Ensuring lawfulness in other respects (e.g. taking into

reliability, integrity, availability and fault considerations specific legislation applying to data processing

tolerance (including the ability torestoredata = in certain fields, such as medical research)

availability and access to them in the event

of a physical or technical fault) of the

processing systems and services related to

the processing

421 The listed safeguards have been compiled from the following webpages: https:/tietosuoja.fi/en/choosing-the-processing-
basis-and-ensuring-its-lawfulness, https://tietosuoja.fi/en/lifespan-of-personal -data-processing-data-protection-principles-
and-the-protection-of-data and divided into technical and organisational by the researcher. Both sites viewed on 23 March
2021.
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Finally, it can also be mentioned that the Finnish Data Protection Ombudsman has also listed the duties
especidly of the controller, while highlighting the need to define the responsibilities of different data
processing partners (data controller and processors, sub-processors)*?,

Figure 2: Extensivelist of the duties of controllersfor scientific research

The duties of the controller include ensuring that

s 1ig done If the nature of the ressarch or derogations from the rights of

. i 15 consulted i the impact assessment indicates a high risk

" e with processors of perscnal data and they are given detailed
Instructions on the processing

. & responsibilities of joint controllers are agreed on in & transparent manner

« fdate subjects afe Infatmed and the exercise of their rights s facilitated

= possible restrictions o the rights of data subjects are justified

« @ rapord of processing activities has been dawn up;

s procedures have Dean dasigned for personal 03ia iraachd

Tt e e e i PR L O ey ol o Bl o Taid Fies
f the processing aclivities entailed by the

research project so reguire; and
= other documentation required for pocountability has been drawn up and is updated when

nNecessary.

Source: Webpage of Data Protection Ombudsman
I mpact assessment in scientific research*?®

The Data Protection Ombudsman also highlights that it is mandatory to carry out an Impact Assessment
when the risk to the rights and freedoms of individuals are seen as high. It isrequired when at least two
of the following apply:

m  The processing involves special categories of personal data or other data of a highly personal
nature.

m  Personal datais processed on alarge scale.

The processing involves aggregation of data.

m  The processing involvesindividuas in avulnerable position, such as patients, children or the
aged.

m  The processing involves the use of new technological and organisational solutions or
innovations.

m  The processing involves biometric data.

The processing involves genetic data.

m  The processing involves |ocation data.

422 isted on the webpage of the Data Protection Officer, viewed 23 March 2021, https:/tietosuoja.fi/en/roles-and-
responsibilities-for-processing-personal -data.

423 As described on the webpage of the Data Protection Officer, viewed 23 March 2021, https:/tietosuoja.fi/en/lifespan-of-
personal -data-processi ng-data-protecti on-princi pl es-and-the-protecti on-of -data.
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m  The controller wishes to derogate from the obligation to inform the data subjects by virtue of
Article 14(5)(b) of the GDPR.
m  Thecontroller wishesto derogate from other rights of the data subject.

If the impact assessment leads to the conclusion that the processing will result in a high risk to the data
subjects’ rights, and the controller is not able to reduce that risk, the Data Protection Ombudsman needs
to be consulted. This can be done easily by filling in an online form available at the Data Protection
Ombudsman’s webpage.

Appropriate destruction, anonymisation or archiving of data when concluding the research

With references to the GDPR, the Finnish Data Protection Ombudsman highlights the need to end the
lifespan of the personal data appropriately at the end of the research*?*. The focus lays foremost on
destruction, anonymisation and archiving.

Concerning the destruction of data, the SA notes that the most effective way depends on the storage
medium. Shredding or burning are effective for physical paper material, whereas data on a USB stick
can be destroyed by destroying the USB-stick. Electronic data can aso be overwritten, but the SA notes
that simply deleting or transferring files to the recycle bin of the computer does not entail permanent
destruction.

Anonymisation has aready been touched upon above. The Finnish SA refers to the WP29 opinion on
anonymisation techniques’®. It also mentions, that should the data controller not be familiar with
anonymisation techniques themselves, they should ask for appropriate assistance.

Asfor archiving, it is noted that the responsibility for archived material till lieswith the data controller,
in accordance with the GDPR. The SA aso provides guidance on the archiving principles, as per the
GDPR*%,

France

CNIL methodologiesfor health and medical research

Methodol ogies of reference with regard to research in the medical and health domain, issued by CNIL,
state the conditions and safeguards for the processing of persona data in this domain. If the party
processing personal datafor medical and health research purposes complies with them, the authorisation
of processing by CNIL is not needed*”’. The researcher, however, needs to notify CNIL about
compliance with each of methodologiesissued, if they are applicable.

These methodol ogies contain different conditions for specific research. MR-001 provides guidelines for
medical and health-related research, where consent of the data subject had been obtained, whereas MR-
003 provides the guidelines when no consent was obtained, and MR-004 when personal datais re-used.
It isimportant to underly that it is not a consent, which hasits sourcein GDPR. It is a consent requested
in and based on the French Public Health Code.

424 \Webpage of the Data Protection Ombudsman, viewed 23 March 2021, https://tietosuoja.fi/en/destructi on-anonymisation-
or-archiving-of-data.

425 Article 29 Working Party’s opinion 5/2014 on anonymisation techniques, https://ec.europa.eu/newsroomyarticle29/news-
overview.cfm.

426 \Webpage of the Data Protection Ombudsman, viewed 23 March 2021, https://tietosuoja.fi/en/destructi on-anonymisation-
or-archiving-of-data.

427 CNIL, Recherches dans |e domaine de la santé: la CNIL adopte de nouvelles mesures de simplification, viewed 5 July
2021, https://www.cnil.fr/fr/recherches-dans-|e-domai ne-de-la-sante-l a-cnil -adopte-de-nouvel | es-mesures-de-simplification.
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In general, al methodologies issued by CNIL include e.g. obligations to appoint a Data Protection
Officer, notify and give a data subject accessto hisor her data, and obligation to use anonymous
datawhenever possible, or pseudonymiseit. Theresults of the research should only show anonymised
data. Some of these methodol ogies are further described hereunder.

Methodology MR-0014% sets up the rules for conducting the research when the consent of the data
subject is obtained. The methodology relates primarily to research on humans, where the data subject is
directly engaged. A person responsiblefor the project shall be appointed and it appointsthe person
responsible for personal data protection. The party responsible for processing should not collect
data, except for that which is needed, adequate and limited to what is necessary for the research
purposes. The necessity of callecting particular data shall be justified in a scientific way in the
research protocol. Particular categories and kinds of data shall be enlisted in the corresponding
research methodology document. The personal data of patients shall only be kept for the period
necessary to conduct research or only for two years after the last publication of results, or if the results
are not published until signing the final report about the research project. The methodology of research
shall stipulate the kinds of data through which data subjects can be directly identifiable and also those
through which they areindirectly identifiable. People accessing persona datashall preserve professional
secrecy. General information and notice to the data subject shall be issued, informing about the
character and purposes of the resear ch. Explicit, clear, freely given and written consent shall be
given by the data subject if its datais about to be processed, especialy if research requires examination
of genetic characteristics. The person responsible for the research should conduct an impact
assessment, describing risks to the data subject’s fundamental rights. It should introduce a sufficient
level of protection, through technical and organisational measures, that will secure data subjects
against these potential risks. The person responsible for the research should monitor and control the
application of all the above-mentioned safeguards.

Methodology MR-003** relates to research in the domain of heath, but without obtaining the consent
of the data subject (consent-based on French Publich Health Code), where the data subject has been
informed about the research but did not opposed it. This meansthat the person concerned did not oppose
the research before it had been informed about it. The methodology relates particularly to the research,
where engagement of human subject is not directly needed, and the research is conducted on the clusters
of people. In this case, all the rulesfrom MR-001 are applicable except that consent is not required. The
main difference is that the use of data based on which a data subject can be directly identified shall be
excluded from reference methodol ogy.

M ethodol ogy M R-004 appliesto the research when personal dataismainly re-used and thereisnoinitial
collecting of personal data. All projects under the definition in this methodology should be additionally
registered. All requirements from the above-mentioned methodol ogies are applicable, except that, asin
MR-004, explicit consent to participate in the research is not required and data directly relating to an
identifiableindividual shall be excluded from reference methodol ogy.

The CNIL framework of reference concerning data retention in the field of health research® is a
supplementary document, which defines in detail the period for which data applied in health research
can be and ought to be retained. Each period depends on the type of health research conducted and on
which methodol ogy issued by CNIL was applied.

428 CNIL, Méthodologie de référence MR-001, Recherches dans le domaine de |la santé avec recueil du consentement, viewed
5 July 2021, https.//www.cnil.fr/fr/declaration/mr-001-recherches-dans-le-domai ne-de-la-sante-avec-recueil-du-
consentement.

423 CNIL, Méthodologie de référence MR-003, Recherches dans |e domaine de |la santé sans recueil du consentement, viewed
5 July 2021, https.//www.cnil.fr/fr/declaration/mr-003-recherches-dans-le-domaine-de-la-sante-sans-recueil-du-consente.

430 CNIL, Référentiel les durées de conservation: Recherches dans le domaine de la santé, viewed 5 July 2021,
https:.//www.cnil .fr/sites/default/files/atoms/files/referentiel - recherches dans le domaine de |a sante.pdf.
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ANNEX 4 - QUESTIONNAIRE TO SAs— NATIONAL SOURCES OF INFORMATION

Country

Please, provide the name of your Country/Supervisory Authority:

Arethe requirements for appropriate safeguards with regard to data processing for
the purpose of scientific research of Article 89(1) GDPR implemented in your country
by specific provisionsin:

a) National GDPR legidation (national laws, requlations, dir ectives, actsand decr ees)

No []

Yes []

If so, please provide hereunder details and links, including to an English trandation.

Reference to the Short Description
national legislation
(Name, Article,
Hyperlink)

b) National sectoral legidation (e.g. health, security, banking, telecoms, energy,
IT/ICT, smart cities’ research, autonomous vehicles, social sciences, defense,

ar chives)
No []

Yes []
If so, please provide hereunder details and links, including to an English trandation.

Reference to the Short Description
national legislation
(Name, Article,
Hyperlink)
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¢) Non-binding gover nmental documents (quidelines, notices and communications)

No []

Yes []

If so, please provide hereunder details and links, including to an English trandation.

Reference to the
document (Name,
Article, Hyperlink)

Short Description

d) Guidelines, opinions and decisions of Supervisory Authorities (SAS)

No []

Yes []

If so, please provide hereunder details and links, including to an English trandation.

Reference to the
document (Name,
Article, Hyperlink)

Short Description

€) Non-governmental

regulations or

documentation such as industry codes;

standards; rules of professional associations or research associations (e.g. in the

health, security, banking, telecoms, enerqy, IT/ICT, smart cities’ research,

autonomous vehicles, social sciences, defense, ar chives sector)

No []
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Yes []

If so, please provide hereunder details and links, including to an English trandation.

Reference to the Short Description
document (Name,
Article, Hyperlink)

f) (Framework) contracts and processing agreements between resear ch institutions
and individual resear chers/research groups

No []

Yes []

If so, please provide hereunder details and links, including to an English trandation.

Reference to research Short Description
institution (Name,
Hyperlink)

. Aretherein your country any other requirements, specificationsor guiddinesrelating
to the need for appropriate safeguards for processing of personal data for scientific
resear ch purposes (in force or planned) based on:

a) Any other type of legidation, soft regulation or industry rules?

An example of such type of legidation is Archiefwet 1995 in the Netherlands that has
requirements that may affect the rights of data subjects. Arethere similar lawsfor archiving or
records keeping/records management/documentation/registries in other countries (e.g. record-
keeping requirements for dual-use/export controls regulations for strategic sectors)?

An example of an industry rule is Dutch Research Council (NWO) that has a data management
protocol to be followed by researchers in the wide range of scientific domains, and requires
them to submit data management plan which should comply with certain criteria or provide
certain information (e.g. storage).
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b) National or international jurisprudence (e.q. national courts, ethical

committees, jurisprudence of the Court of Justice of the EU (CJEU))?

No []

Yes []

If yes, please, provide specify:

Reference to the Short Description
reguirements

Thank you very much for your participation!!
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