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EXECUTIVE SUMMARY

The Law Enforcement Directive (LED) was adopted in order to provide for high standards of data
protection and support the free flow of data in the law enforcement and criminal justice sector.
However, it should not be forgotten that the LED constitutes an instrument of minimum
harmonisation; it must be transposed into national laws and it often affords broad discretion to
Member States, riskingdivergent implementations.

This study analyses the LED framework and its implementation amongst Member States as
discussed by available sources. It seeks to identify shortcomings and explore potential ways
forward. A preliminary version of the study was submitted in February 2022 in order to inform the
European Parliamentin relation to the evaluation and review of the Directive which was due by the
European Commission by 6 May 2022. Thefinal version of the study has been further updated on the
basis of the report by the European Commission on the Implementationof the Directive, as well as on
the basis of latest legal developments. With a regrettable delay of more than two months, the
European Commission published its first report on application and functioning of the LED on 25 July
2022. It consists of a brief document preparedon the basis of a variety of sourcesfrom EU institutions,
national supervisoryauthorities and civil society organisations.

Under Articles 1 and 2, both the material and the personal scope of the LED are defined by virtue of
terms that further rely on national legal orders, such as criminal offence, prosecution and execution of
criminal offences, public security and competent authority. Reports have shown that Member States
follow divergent approaches before and after the adoption of the LED. Such lack of harmonisation
results in legal uncertainty.

More specifically, albeit autonomous, currently there is no concrete EU-wide definition of what
constitutes a criminal offense. The concept of public security may be subject to both broad and
narrow interpretations, while national security remains a concept in flux and equally vague, despite
recent case law. As a result of the divergent national interpretations of the notions of public and
national security, the application of the LED rules through national law risks being expanded or
limited beyond its intended scope, rendering its implementation questionable. The consequent
designation of competent authorities is equally diverse throughout the EU, including authorities
that in some Member States may be considered as administrative and in others as criminal.
Furthermore, the cooperation between national authorities and European agencies and bodies is
contingent on a plethora of applicable data protection rules, which may lead to a fragmented and
asymmetrical application of data protection rules.

Further guidance and a more harmonised approach is needed for a more straightforward
delineation between the LED and the General Data Protection Regulation (GDPR) in practice, while any
divergence from the core EU data protection framework, that is GDPR, LED and EU Data Protection
Regulation (EUDPR), should be specifically justified, as well as strictly regulatedand applied in order to
avoid fragmentation.

Within Article 4, the lack of reference to the principle of transparency, the different articulation of the
data minimisation principle, and the purpose limitation principle applied in relation to law
enforcement purposes should be further contextualisedin order toensure a high level of protection of
personal data. Article 4(2) has sparked academic debate due toits lack of clarity on how to distinguish
between different law enforcement purposes and the absence of any reference to the compatibility
requirement. The ambiguity is left to be clarified by national laws and practice which should be
closely monitored.
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Practical difficulties and national divergences from the LED wording and partial implementations
have been documented as regards time limits underArticle 5, as well as the categorisation of personal
data under Articles 6 and 7. The legal frameworks allowing personal data, initially collected for law
enforcement authorities, to be processed for non-law enforcement purposes, are reportedly currently
missing.

Insofar as processing of special categories of personal data is concerned, the interrelation between
Articles 10 and 8 should be further clarified and the implementation of Article 10 into national laws
must be individually examined. The provision prohibiting automated decision making (Article 11) faces
several shortcomings, affording Member States the great responsibility and discretion in addressing
them.

National laws regulating processing activities by competent authorities, specifying which authority is
competent to process what personal data, including the potential processing of special categories of
data, for which task and purpose under Articles 8-10 must be further examined. Given the rising
development and deployment of novel technologies, it is important to examine whether Member
States have laws in place regulating their use. For instance, Member States claiming a lawful use of
Pegasus for LED purposesshould at least proveits compliance with the LED pursuant to Articles 4 and
8 LED. A notable number of pending cases on the interpretation of the above provisions should lead
to further clarity and legal certainty.

Concerns have been raised with respect to Article 13, the information requirements therein, and the
absence of a notification dutyin line with European case law. Ambiguity hasbeenreported regarding
theright torestriction, which should be implemented by Member States as a distinctright. Although a
restriction of rightsshould be counter-balanced through the possibility of indirect exercise of rights by
the supervisoryauthority, theoretical and practical difficulties have been pointed out. Additionally,
Article 17 has been erroneously transposed in a few Member States.

As Article 18 significantly limits data subject’s rights allowing for national divergencies, a detailed
overview of the transposition of Chapter Ill within Member States, including federal regimes and
national criminal procedural law provisions, should be provided. The LED offers a wide discretionary
power to Member States when it comes to data subject’s rights, and reports onnational transposition
paint a troubling picture; more effort should be put both in providing information and in handling
data subject’s rights requests. While further guidance on the modalities for exercising data subject’s

rights from national and European bodies is encouraged, recent reports do show a heightened
awareness on data protection within criminal justice.

Concerns have also been raised regarding the opacity and lack of accessible information regarding
joint controllership in Article 21, which is compounded further by the inconsistent national
implementation of the establishment of a single point of contact. The implementation of logging
mechanisms pursuant to Article 25 stands to improve the accountability of data controllers should
receive regular and continuous attention, which appears difficult and slow-going. Additionally,

certain aspects of thelogging requirement are prone to misinterpretation and national details on the
use and management of logs appear limited despite previous recommendations. While system logs

areto be used proactively, caution is due to avoid that theyare processedfor unrelated purposes.

Regarding the Data Protection Impact Assessment (DPIA), the comparatively limited detail providedin
Article 27 remains a serious cause for concern, exacerbated by the various unclarified concepts and
a significant lack of concrete guidance on DPIAs in the context of law enforcement and criminal
justice. Leaving the interpretation and application of this process to the discretion of national
competent authoritiesand supervisory bodies risks undermining its utility.
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The LED contains robust requirements for data security. While it might be preferable for all Member
States to have implemented the extensive list of controls provided for by Article 29 LED, high standards
for data security appear to be present in national law. Nevertheless, discrepancies exist with regards to
the application of these provisions at the national level and further harmonization of data breach
procedures is recommended.

Questions have also been raised regarding the alignment of the prior consultation of the supervisory
authority pursuant to Article 28 LED with recent EU case law on prior review of data access by law
enforcement, as well as on the apparent discrepancies in the national interpretation and
implementation of several aspects of this provision.

The comparative lack of adequacy decisions under Article 36 and the possible difficulties in
detaching them from the GDPR’s divergent scope and considerations risk undermining a cornerstone
of international transfers by competent authorities and weakening the protection of EU
fundamental rights beyond the Union’s borders. It is recommended that theadoption of additional
adequacy decisions is prioritizedfurther. Additionally, Article 37 assigning competent authorities with
the responsibility of assessing whether ‘appropriate safeguards’ that provide in an ‘essentialy
equivalent’ level of data protection are in place poses serious threats to a consistent and robust
framework of transfers that provides in adequate protection for the rights of EU data subjects, thus
indicating that furtheraction may be warranted to align national standards. Diverging understandings
exist regarding the place of Article 39 on the transfers to private entities in third countries in the
structure of ChapterV, while its nationalimplementation, albeit optional, appears difficult.

Concerns have been raised regarding the extent of the functional and practical independence of
supervisory authorities in the context of law enforcement, given the notably lower standards than
the GDPR. It is of critical importance that supervisory authorities operate in an entirely independent
manner and are providedwith the resourcesto exercise their mandate andenforce the data protection
standards imposed by the LED. While national legislation implementing Articles 46 and 47 LED
frequently expands upon the Directive’s minimum standards, it remains regrettable that supervisory
authorities are granted less extensive powers, especially in light of CJEU case law and the
recommendations of data protection bodies. In addition, the exemption of courts and, optionally,
independentjudicialauthorities acting in their judicial capacity risks undermining robust oversight
of processing operations as few Member States appear to have introduced an effective alternative.
Lastly, criticisms have been voiced regarding the potential lack of engagement and cooperation
between supervisory authority in this sphere.

In thelight of these findings the study proposes the following recommendations:

Member States:

o Clearer specification of scope:

o Restrict lawenforcementpurposesto purely criminal justice matters, thatis reconsider
theapplication of the LED in relationto offences and authorities that may not be strictly
criminal or that may be considered as administrative in most other Member States;

o Clarify scope of application vis-a-vis courts and judicial authorities

e Dataminimisation: strongly encourage ‘notexcessive’ be interpreted narrowly, in line with the
Charter, EU caselawand international data protection instruments.

e Storage limitation: clear criteria for setting time frames accompanied by procedural
requirements (for example oversight, Data Protection Officer).

e Includesafeguards for minors and other vulnerable groups
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Data subject’s rights: It is encouraged to provide information under Article 13(2) proactively
andin general, not only in specific cases.

Timeframes for reacting todatasubject’s rights' requestshould be defined in national laws and
not by individual controllers.

Establish restriction of processing as standaloneright.

Ensure effective indirect exercise of rights by the supervisory authority.

Article 17 should not function as an alternative to direct exercise of rights nor be assimilated
with the process of lodging a complaint before the supervisory authority.

Place further emphasis on providing a greaterdegree of consistency, transparency and clarity
with regards to the arrangements between joint controllers, in particularon the establishment
ofa single point of a contact and the availability of information to data subjects.

Expand the tasks and powers conferred to the supervisory authoritiesunderthe LED by further
aligning them with those under the GDPR.

Explore alternative measures to implement oversight of compliance with data protection
norms by courtsand independent judicial authorities when acting in their judicial capacity.
Broaden the extent of cooperation between independent supervisory authorities under the
LED and further encourage their involvement in or contribution to the European Data
Protection Board.

National competent authorities:

Transparency: ensure significant degree of transparency, albeit adapted to specific needs of
each authority, keeping in mind that not all LED subject processing activities are in need of
protection from publicity but on the contrary some must be made available to the public
Purpose limitation: Support application of purpose limitation principle with impact assessment
and design tools.

Data categorisation:

o Categories should not be static but adaptable, otherwise it defeats the purpose of
these provisions;

o Different safeguards, includingtime limits, for different categories of datasubjects may
be encouraged, especially for vulnerable data subjects or non-suspects, insofar as
practically possible;

o Should practice reveal that this provision cannot be practically be enforced, consider
alternatives following the Europol systemor other (pre-existing) systems developed by
European bodies or national competentauthorities.

Automated decision making and Al: competent authorities should look for national,
international or European certified/auditable systems and not opt for technologies that are
subject to legal constraints excluding the provision of explanations on how a system works.
Narrow interpretationof data subject’srightsrestrictions:

o The LED does not allow a blanket restriction, in other words data subject’s should be
informed of any processing activity relating to them as soon as the condition of
restriction no longer applies, even without prior request, in line with jurisprudentially
established notificationduty.

o Anyderogation from the LED data subject’s rights where personal data are contained
in a judicial decision or record or case file processed in the course of criminal
investigationsand proceedings should notresultin lower standards of protection

Facilitate information to be made available and datasubject’srights.

o Forexample through single points of contact and/or dedicated websitesincluding all
required information as well as template for requests;

o Abolish requirements notclearly foreseen in national laws or against spiritof LED
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o Information on automated-decision making, albeit notexplicitly required under Artide
14, should be provided in line with Article 11 and Recital 38.

National supervisory authorities:

e Assign high priority to the processing operations by law enforcement and allocate sufficient
manpower and resourcesto the monitoringofthe LED.

e Provide more extensive guidancein the context of data protection impact assessments thatis
tailored to the domain of law enforcement and takes into account its unique nature while
aligning the applicable standards with the greater level of detail provided by the GDPR.

e Engagein further cooperation with other supervisory authorities in the EU and sufficiently
contribute to the activities of the EDPB.

EU legislator and policy bodies, including the European Commission, European Data Protection
Supervisor and European Data Protection Board:

e Guidance ondelineation with GDPR:

o Further clarity on definition of ‘criminal’ offences, and by consequence the authorities
that should be covered by the LED.

o Harmonised approach for authorities found on the basis of EU law, such as Financial
Information Units.

e Cleareralignment with Area of Freedom, Securityand Justice data protection framework:

o Reconsider application of EUDPR Chapter IX at least main principles and obligations,
instead of body/database etc-specific rules or otherwise provide further guidance on
alignment and application of different data protection frameworks. Any divergence
from the core data protection framework, that is GDPR, LED and EUDPR, should be
specifically justified, as well as strictly regulatedand applied.

e Guidanceon controversial provisions:

o Purpose limitation: Further guidance on Article 4(2), what ‘subsequent processing’
means and how toassess compatibility of law enforcement purposes, especially in light
of potentially divergent national implementations given broad discretion, ensure
alignment with Charter;

o Automated decision-making: Further elaborate upon and specify the concepts of
‘automateddecision-makingsolely based on automated means, including profiling’ as
well as ‘human intervention’, for instance taking into account the different stages
involved before a decision produces effects on the individual, and by establishing a
requirement of reasoned scrutiny for human intervention to be meaningful.

e Encouragedstrongoversightand guidance with regards to:

o Exercise of data subject’s rightsand restrictions;

o National implementation of logging requirements regarding the adherence to the
envisioned timeline for the integration of technical logging measures as well as the
provision of further clarity regarding the management, supervision, use and storage of
logs;

o The conducting of DPIAs in accordance with the LED, while taking into account its
unique nature as delineated fromthe GDPR, and encouraging furtheralignment of the
DPIA requirements under the LED with the more extensive level of detail provided in
the GDPR;

o Nationalobservance of fullindependence of supervisory authorities, both throughthe
provision of adequate resources and financial means, as well as precautions against
outside interference by entities such as political institutions and law enforcement
agencies;

PE 671.505 11



IPOL | Policy Department for Citizens’ Rights and Constitutional Affairs

o National implementation of requirements for the establishment and functioning of
supervisory authorities to avoid divergences from the strong safeguards provided by
theLED.

e Effortsontransfersto third countryrecipients:

o Examine and consider the desired extent of detail provided by national law with
regards to the adherence to data security standards in law enforcement and criminal
justice processing;

o Emphasize the adoption of future adequacy decisions in accordance with the LED in
order to establish a robust framework of adequacy decisions serving as a consistent
and legally sound basis for third country transfers while accounting for the unique
nature of law enforcement processing and decoupling this process from the
motivationsbehind the GDPR;

o Improve the legal certainty and provide further clarity surrounding third country
transfers under appropriate safeguards in order to avoid diverging national
interpretations;

o lIssueadditionalguidance to competentauthorities with regards to key concepts such
as essential equivalence;

o Examine the envisioned responsibilities held by competent authorities in assessing
data protection standards and human rights guarantees when transferring personal
data to third countries;

o Clarify various aspects relating to the exceptional transfers to non-competent
recipients in third countries, including the interpretation of the role of such transfersin
relation to the general structure of Chapter V.

e Continuous monitoringand assessment ofimplementation of LED provisions by the European
Commission:

o collection of wide range of data from a variety of sources, including the different
entities that fallunder the definition of competentauthority under Article 3(7) LED, the
national data protectionsupervisoryauthorities, civil society organisationsand citizen
representations, as wellas EU institutionsand relevantEU agencies;

o The evaluation should be performed on the basis of the two primary objectives of the
LED, that is the protection of citizens’ fundamental rights and freedoms, particularly
theright to the protection of personal data, and the unrestricted exchange of personal
data by competent authorities within the EU.
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1. INTRODUCTION AND GENERAL INFORMATION

KEY FINDINGS

The LED was adopted in order to provide for high standards of data protectionand support the
free flow of data in the law enforcement and criminal justice sector. However, it should not be
forgotten that the LED constitutes an instrument of minimum harmonisation; it must be
transposed into national laws and it often affords broad discretion to Member States, risking
divergent implementations.

This study analyses the LED framework and its implementation amongst Member States, as
discussed in available sources, and seeks to identify shortcomings and explore potential ways
forward. A preliminary version of the study was submitted in February 2022 in order toinform the
European Parliamentin relation to the evaluation and review of the Directive by the European
Commission by 6 May 2022.

With a regrettable delay of more than two months, the European Commission published its first
report on application and functioningofthe LED on 25 July 2022. It consists of a brief document
prepared on the basis of a variety of sources from EU institutions, national supervisory authorities
and civil society organisations.

1.1  Backgroundand context

The protection of individuals with regards to the processing of their personal data has long been an
important partof EuropeanUnion (EU) law. It is enshrined asa fundamental right under Article 8 of the
Charter of Fundamental Rights of the EU (Charter)' and in Article 16 of the Treaty on the Functioning
of the European Union (TFEU)2.In 2016, the so-called EU data protection reform package, comprising
the General Data Protection Regulation (GDPR)® and the Law Enforcement Directive (LED)* was
adopted. Both these legal instruments brought numerous changes, significantly enhancing the
protection of personal data within the EU. This study focuses on the LED, which repealed Council
Framework Decision 2008/977/JHA (CFD)>.

The CFD governed the processing of personal data in criminal justice cross-border situations. lts
framework has been criticised for being limited in scope and binding power, and for resulting in a
fragmented application of data protection rules for law enforcement authorities amongst Member
States.® Prior to the CFD, data protection rules and principles within the field of criminal justice were

' Charter of Fundamental Rights of the European Union (‘Charter’) (0JC 202,7.6.2016,p. 391).

2 Treaty on the Functioning of the European Union (TFEU’) (OJC202,7.6.2016,p. 47).

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation - ‘GDPR’) (OJL 119,4.5.2016,p. 1).

Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA ('LED’) (OJL 119,4.5.2016, p. 89).
Council Framework Decision 2008/977/JHA of 27 November 2008 on the protection of personal data processed in the
framework of police and judicial cooperation in criminal matters (‘CFD’) (OJL 350,30.12.2008, p. 60).

See amongst others De Hert, P. and Papakonstantinou, V., 'The New Police and Criminal Justice Data Protection Directive:
A First Analysis’, New Joumnal of European Criminal Law,Vol.7,No. 1,2016, pp. 7-19; Marquenie, T,, The Police and Criminal
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first laid down in 1987 in the Council of Europe RecommendationR(87) 15 (RecommendationR(87) 15)
"regulating the use of personal data in the police sector and complementing Convention 108 for the
protection of individuals with regard to automatic processing of personal data® Although
Recommendation R(87) 15 elicited the development of national rules on data processing by law
enforcement authorities, they were similarly divergentin practice.’

The LED seeks to remedy shortcomings from the previous CFD framework andbalance the free flow of
personal data between competent authorities with a consistent and high level of protection of
personal data and individuals’ rights and freedoms. In that vein, the new framework is adapted to
accommodate the special characteristics and needs of police and criminal justice personal data
processing. It has further been praised for broadening the scope of data protection rules beyond the
cross-border setting and to domestic processing activities, and for providing stronger safeguards for
data subjects.™

Nevertheless, it is worth emphasisingthat, although prompted by the fragmented legal landscape on
data protection within criminal justice, the LED constitutesan instrument of minimum harmonisation.
The choice of a directive, and the often broad discretion afforded to Member States, which may also
apply higher standards of protection ', risk the perpetuation of divergent implementations at national
level.” Apart from legal uncertainty for controllers and data subjects, differences on data protection
rules may also hinder the effective co-operation between authorities of different Member States. In
addition, the LED does not apply to EU institutions, agencies, offices and bodies'?, while relevant legal
actsand internationalagreements remain in force until amended, replaced or revoked.' The process

Justice Authorities Directive: Data Protection Standards and Impact on the Legal Framework’, Computer Law & Security
Review, Vol 33,No 3, 2017, pp. 324-340.

7 Council of Europe, Committee of Ministers, Recommendation No. R (87) 15 of the Committee of Ministers to member
states regulating the use of personal data inthe police sector, 17 September 1987 (Recommendation R(87) 15’).

8  Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108),
Strasbourg, 28.01.1981 (‘Convention 108’).

® Cannataci, J. A. and Caruana, M. M., 'Recommendation R (87) 15 - Twenty-Five Years down the Line’, Council of Europe,
Strasbourg, T-PD(2013)11, 18 February 2014.

0 Colonna, L., The New EU Proposal To Regulate Data Protectionin Law Enforcement Sector: Raises the Bar But Not High
Enough’, IRI Promemoria, Institutet for rattsinformatik, Juridiska fakulteten, Stockholms universitet, Stockholm, 2012; De
Hert, P. and Papakonstantinou, V., The New Police and Criminal Justice Data Protection Directive: A First Analysis’, New
Journal of European Criminal Law, Vol. 7, No. 1,2016, pp. 7-19; Marquenie, T,, The Police and Criminal Justice Authorities
Directive: Data Protection Standards and Impact on the Legal Framework’, Computer Law & Security Review,Vol 33, No 3,
2017, pp. 324-340; Leiser, M. and Custers, B, The Law Enforcement Directive: Conceptual Challenges of EU Directive
2016/680’, European Data Protection Law Review,Vol. 5, No. 3,2019, pp. 367-78.

" According to Article 1(3) of LED, ‘[t]his Directive shall not preclude Member States from providing higher safeguards than
those established in this Directive for the protection of the rights and freedoms of the data subject with regard to the
processing of personal data by competent authorities’.

2. European Data Protection Supervisor, ‘Opinion on the Data Protection Reform Package’, 12 March 2012; Colonna, L., The
New EU Proposal To Regulate Data Protection in Law Enforcement Sector: Raises the Bar But Not High Enough’, IR/
Promemoria, Institutet for rattsinformatik, Juridiska fakulteten, Stockholms universitet, Stockholm, 2012; Marquenie, T,
‘The Police and Criminal Justice Authorities Directive: Data Protection Standards and Impact on the Legal Framework’,
Computer Law & Security Review, Vol 33, No 3, 2017, pp. 324-340; Caruana, M., The Reform of the EU Data Protection
Framework in the Context of the Police and Criminal Justice Sector: Harmonisation, Scope, Oversight and Enforcement’,
International Review of Law, Computers & Technology Vol. 33,No 3,2019, pp. 249-70.

3 Article 2(3)(b) of LED.

4 Articles60-61 of LED.
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of the Commission to align third pillar acquis instruments with the LED is ongoing." The question
whether a desired or sufficient degree of harmonisationhas been achieved is thereby raised.

Finally, the transposition of the LED into national laws has suffered several blows. In particular, the
European Commission had initiated infringement procedures against 19 Member States in July 2018
for failing to adopt laws transposing the LED by the required deadline, while another procedure for
partial non-transposition was initiated in July 2019.'* The procedures were gradually closed by 2020. In
2021, the Commission referredits infringementaction against Spain for failure to transpose the LED to
the Court of Justice of the European Union (CJEU), which imposed both a lump sum and a penalty
payment." In April 2022 the Commission initiated infringement procedures against Germany, Greece,
Finland and Sweden.® The procedure against Germany concerns a gap in the transposition of the LED
in relation to the activities of Germany’sfederal police. The case against Greece relates to a number of
points, including, the actors subject to the LED and the transposition of Articles 5,8 and 11 LED. The
cases before Finland and Swedenwere initiated because the national laws do not provide data subjects
with access to an effective remedy before a court or a tribunal.

1.2  Objectives, structure and methodology

As foreseen in Article 62 LED, the European Commission must evaluate and review the LED by 6 May
2022, and every four years thereafter. Particular attention should be paid to the application and
functioning of Chapter V on data transfers to third countries and international organisations. In
performing its task, the Commission shall take into account the positions and findings of the European
Parliament, of the Counciland of other relevant bodies orsources.

With aregrettable delay of morethan two months, the European Commission published its first report
on application and functioning of the LED on 25 July 2022." It consists of a brief document prepared
onthebasis of a variety of sources from EU institutions, national supervisory authorities and civil society
organisations.?® The Commission highlights the LED’s important contribution to the harmonised
protection of personal data by competent authorities within criminal justice and throughout cross-
border police and judicial cooperation and to the promotionof a culture of data protection compliance
amongst competent authorities.”’ However, the European Commission’s report considers that
experience on the application of the LED s limited, dueto its belated transpositioninto national laws.?
Moreover, the European Commission, albeit being responsible for monitoring the national

Communication from the Commission to the European Parliament and the Council, ‘Way forward on aligning the former
third pillar acquis with data protection rules’, COM/2020/262 final.

European Commission, Communication from the Commission to the European Parliament and the Council, First report
on application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364
final, 25.7.2022, p. 8.

7" Judgment of 25 February 2021, European Commission v Kingdom of Spain, C-658/19, ECLI:EU:C:2021:138.

European Commission, Communication from the Commission to the European Parliament and the Council, First report
on application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 (‘LED’), COM(2022) 364
final, 25.7.2022, p. 9.

European Commission, Communication from the Commission to the European Parliament and the Council, First report
on application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 (‘LED’), COM(2022) 364
final, 25.7.2022.

20 |bid, p. 8
21 Ibid, p. 5-6.
2 |pid, p. 8.
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implementation and enforcement of the LED, found it ‘difficult to compile statistics on the application
ofthe LED'.%

The present study aims at informing the European Parliament’s positions and findings regarding the
evaluation andreview of the Directive,in particularits implementationand enforcement. It reflects the
research carried out in order to identify possible shortcomings in the text of the LED and incorrect
transpositions within national laws. It further explores ways to address these shortcomings and
mitigate their consequences. To that end, specific recommendations are formulated. The study is
divided into six sections, following the order of the provisions as stipulated in the LED, and concludes
with a concise presentationof recommendations.

The study is based on desktop research and the review of available studies and analyses from sources
from experts and academia as well as EU institutions, including the above mentioned report by the
European Commission and national data protection supervisory authorities.? National laws as such
have not been reviewed directly butonly through theavailable sources.. An overview of national laws,
asthey arediscussed by said secondarysources, is provided in the Annex.? A preliminary version was
submitted in February 2022, while the final version was submitted in October2022.

3 |bid.
24 The research relied on sources primarily in English and complementary in French, Dutch and Greek.

25 The list of national laws as reviewed by bibliographic sources includes the following Member States: Austria, Belgium,
Cyprus, Czech Republic, Germany, Greece, Italy, Ireland, Luxembourg, Netherlands, Portugal and Spain.
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2. SCOPE OF THELED

KEY FINDINGS

Both the material and the personal scope of the LED are defined by virtue of terms that further
rely on national legal orders, such as criminal offence, prosecution and execution of criminal
offences, public security and competent authority. Reports have shown that Member States
already before the adoption of the LED but also afterwards, continue to follow divergent
approaches. Such lack of harmonisationresultsin legal uncertainty.

More specifically, albeit autonomous, currently thereis no concrete EU-wide definition of what
constitutes a criminal offense. The concept of public security may be subject to both broad and
narrow interpretations, while national security remains a concept currently in flux and equally
vague, despite recent CJEU case law. The consequent designation of competent authorities is
diverse throughout the EU, includingauthorities that in some Member States may be considered
as administrative and in others as criminal. Moreover, the cooperation between national
authorities and European agencies and bodies is contingent on a plethora of applicable data
protection rules, which may lead to a fragmented and asymmetrical application of data
protection rules within the AFSJ.

Further guidance and a more harmonised approach is needed for a more straightforward
delineation between the LED and the GDPR in practice, while any divergence from the core EU
data protection framework, thatis GDPR, LED and EUDPR, should be specifically justified, as well
as strictly reqgulated and applied in order to avoid fragmentation.

2.1 Introduction

The scope of the LED has sparked a lot of discussionsalready fromits proposal stage, asis evident from
the meetings of the Commission Expert Group on the GDPR and the LED (CEG). The LED applies to
processing activities when two cumulative conditions are met: the processing pursues any of the
purposes stipulated under Article 1(1), and is carried out by competent authorities as defined under
Article 3(7). I either of these conditions is not met, then the GDPR applies. The scope is delimited by
Article 2(3) according to which the LED does notcover processing operations that fall outside the scope
of EUlaw, and by EU institutions, bodies, offices and agencies. These positive and negative conditions
of application may prove challenging in theimplementation of the LED. Relevant to these aspects are
the occasionally blurred lines between the LED and the GDPR, as athe LED lacks a dedicated provision
clarifying its delineation from the GDPR.* This sectionanalyses issues pertaining to the LED scope and
points out inconsistencies and unclarities, using examples from Member States’ practice.

2.2 Law enforcement purposesand definition of criminal offence

According to Article 1, the LED applies to processing operations ‘by competent authorities for the
purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safequarding against and the prevention of threats to
public security’. In this way, as aforementioned the first conditionfor the LED to apply is for processing

26 By contrast, the GDPR explicitly excludesfrom itsapplicability processing operations by competent authorities for the
law enforcement purposes. Article 2 of GDPR.
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activities to pursue purposes that are considered as ‘law enforcement purposes’ due to their link to
criminal offences. By contrast,non-LED purposes include for instance processing for human resources
or other administrative purposes.”

In his Opinion on a currently pending case referred to by a Bulgarian court, Advocate General (AG)
Campos Sanchez-Bordonasuggested that Article 1(1) LED maybe divided into three overarching types
of purposes.? More specifically, the first concerns prevention, which also encompasses the prevention
of threats to publicsecurity; the second relates to investigation in a broad sense, including detection,
narrow investigation and prosecution of offences; and the third objective refers to the execution of
criminal offences. By contrast, the defence of the prosecution in civil proceedings, even when it
contains personal data initially collected in the context of criminal proceedings, is not amongst the
purposes mentioned in Article 1(1) LED and thereby falls outside its scope.?

Recital 12 specifies that these purposes under Article 1 concern ‘police activities without prior
knowledge if an incident is a criminal offence or not ... such as police activities at demonstrations,
major sportingeventsand riots. They also include maintaining law and order asa task conferred onthe
police or other law-enforcement authorities where necessary tosafeguard against and preventthreats
to public security and to fundamental interests of the society protected by law which may lead to a
criminal offence.’ This recital has raised concerns due to the lack of clarity concerning police tasks,
as well as theinterchangeable use of terms such as ‘law and order’ with ‘public security’ that may
be relied upon to undesirably expand the scope of the LED.*

The definitions of prosecution and execution of criminal penalties, which are undertaken by a broad
range of competent authorities and may differ significantly at a national level depending on criminal
procedurallaws, are not furtherclarified. Recital 20 merely notes that LED ‘does not preclude Member
States from specifying processing operations and processing procedures in nationalrules on criminal
procedures in relation to the processing of personal data by courts and other judicial authorities, in
particular as regards personal data contained in a judicial decision orin records in relation to criminal
proceedings’.?' The scope and impact of this recitalis rather unclear and could be read as extending a
wider margin of discretion for Member States to derogate from data protection rules.* It remains
unclear whether some or all phases of a criminal trial fall within the scope of the LED, while

27 European Commission, Communication from the Commission to the European Parliament and the Council, First report

on application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 (‘LED’), COM(2022) 364
final, 25.7.2022, p. 10.

Opinion of Advocate General Campos Sanchez-Bordona of 19 May 2022, Inspektor v Inspektorata kam Visshia sadeben
savet, ECLI:EU:C:2022:406, C-180/21, paragraph 52.

2% |bid, paragraph 88.

30

28

Caruana, M., 'The Reform of the EU Data Protection Framework in the Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol.33, No 3,
2019, pp. 249-70.

A similar discretion is foreseen in the GDPR, under Recital 20 which allows national regulation of processing by courts
and other judicial authorities, as well as their exclusion from supervision by national supervisory authorities, as isalso the
case with the LED, see below under section 7.

31

32 Caruana, M., The Reform of the EU Data Protection Framework in the Context of the Police and Criminal Justice Sector:

Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol.33, No 3,
2019, pp. 249-70.

18 PE671.505



Assessment of the implementation of the Law Enforcement Directive

Member States are given a broad discretion in regulating data processing for courts and judicial
authorities, as discussed also below under sections 4 and 7.

As established in Recital 13, a criminal offence ‘should be an autonomous concept of Union law’ as
interpreted by the CJEU. Accordingly, assessing whether an offence is criminal in nature depends on
three factors: whether the offence is classified as such under national law, the intrinsic nature of the
offence, and the degree of severity of the penalty that the person concerned is liable to incur.*
Nevertheless, the interpretation by the CJEU essentially includes all definitions of what constitutes a
criminal offence under the different Member State laws. The lack of more concrete harmonisation may
resultin offences being considered as criminal within some national legal ordersand as administrative
in others.*

During the CEG meetings, the legal service of the European Commission contended that Member
States may rely on their national definition, despite the lack of consensus on the notion of criminal
offence throughout the EU.?® As evidenced during said CEG meetings, both the definition of criminal,
in contrast to administrative, offences, and the criminal or administrative nature of certain authorities,
such as Financial Intelligence Units (FIUs) differ across Member States (see also below under 2.4).*’
Several Member States underlined that their national systems include minor offences within their
criminal law or intend to apply the LED to such offences as they may lead to criminal proceedings.
Additionally, some Member States expressed their intention to apply the LED to authorities which
otherwise carry out administrative tasks, where such authorities handle minor offences that maylead
to criminal proceedings.* Distinguishing betweenadministrative and criminal proceedings continued
to be reported as a problem in more recent meetings by the CEG.** Moreover, Member States
reportedly included purposes beyond those listed in Article 1 LED, such as the safeguarding against
threats to public order or public safety.* Unless the CJEU provides a harmonised interpretation of
criminal offence that does not rely on national law, it is likely that Member States will continue to
employ their diverging national definitions.

As a matter of illustration, reference can be made to a 2020 report demonstrating that the various
interpretations of police objectives and tasks amongst Member States can affect the types of
authorities thatmay be considered part of law enforcement, including border police, transportpolice,

33 See also Brewczynska, M., ‘A critical reflection on the material scope of the application of the Law Enforcement Directive

and its boundaries with the General Data Protection Regulation’,in Kosta and Leenes (eds) Research Handbook on EU data
protection (Edward Elgar 2022).

34 Judgment of 22 June 2021, B v Latvijas Republikas Saeima, C-439/19, EU:C:2021:504, paragraph 87.

35 Commission Expert Group, Minutesof the ninth meetingof the Commission expertgroup on the Regulation (EU) 2016/679

and Directive (EU) 2016/680,4 May 2017, paragraph 1

Commission Expert Group, Minutesof the ninth meetingof the Commission expertgroup on the Regulation (EU) 2016/679
and Directive (EU) 2016/680,4 May 2017, paragraph 1.

Commission Expert Group, Minutes of the third meeting of the Commission expert group on the Regulation (EU) 2016/679
and Directive (EU) 2016/680,7 November 2016; Minutes of the fifth meeting of the Commission expert group on the
Regulation (EU) 2016/679 and Directive (EU) 2016/680, 18 January 2017; Minutes of the seventh meeting of the
Commission expert group on the Regulation (EU) 2016/679 and Directive (EU) 2016/680,7 March 2017 and Minutes of the
ninth meeting of the Commission expert group on the Regulation (EU) 2016/679 and Directive (EU) 2016/680,4 May 2017.
3% |bid.

39

36

37

Commission Expert Group, Minutes of the meeting of the Commission expert group on the Regulation (EU) 2016/679 and
Directive (EU) 2016/680,5 May 2021.

European Commission, Communication from the Commission to the European Parliament and the Council, First report on
application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final,
25.7.2022,p. 11.

40
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public safety, and administrative police*' (see also below under 2.3). For instance, the German
implementation of the LED has also been rendered applicable to the so-called Ordnungswidrigkeiten,
which constitute non-criminal offenses that are subject only to administrative sanctionsin the form of
amonetary fine. As noted in the report, thisis a legal conceptthatis notsimilarly presentorunderstood
as such in most ofthe EU Member States. Its inclusion under the scope of the German law could thus
deviate from the legal practice observedin countries that employ a more narrow interpretation of a
criminal offense and that might not consider similar administrative sanctions to fall under their
implementation of the LED.

By consequence, the ambiguous delineation of law enforcement purposes and the different
national definitions of criminal offence may impact on the scope of the LED and result in
diverging application amongst Member States.

2.3 Competent authorities

The uncertainty veiling the material scope of the LED further impacts on the determination of its
personal scope as hinted above. Pursuant to Article 3(7)(a) LED, a competent authority may be any
public authority competent for the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding againstand the prevention
of threats to public security. As aforementioned, different understandings of ‘criminal offence’ and
‘public security’ may lead to different types of national authorities falling within or outside the scope
of the LED. Moreover, under Article 3(7)(b) LED, a competent authority may be any otherbody or entity
entrusted by Member State law to exercise public authority and public powers for the same law
enforcement purposes. According to the CJEU, a competentauthority ‘must be understood in relation
to the protection of personal data in the fields of judicial cooperation in criminal matters and police
cooperation, in view of the arrangements which may prove necessary, in that regard, because of the
specific nature of those fields’.*?

During the proposal phase, both European Data Protection Supervisor (EDPS) and Article 29 Working
Party (WP29) raised their concerns about a potential expansion of applicability of the LED upon
authorities which would otherwise fall under the GDPR framework, as this second type of competent
authority underArticle 3(7)(b) may also include administrative or private entities notstrictly related to
criminal justice matters.” The determination of this second type of competent authorities is largely
contingent on the definitions of public security, publicauthority and public power, which rely on each
Member State’s national legal order. In its 2022 report, the European Commission referred to
competent authorities under Article 3(7)(b) LED as ‘private bodies, on which the law confers special
powers beyond those which result from the normal rules applicable in relations between individuals
and/or by the possibility of exercising the power of coercion’.* Interestingly, in its ruling on the

41 Winter, H.B. et al, De verwerking van politiegegevens in vijf Europese landen, Rijksuniversiteit Groningen - Pro facto, WODC

rapport 3031, November 2020, p. 33.
42 Judgment of 22 June 2021, Latvijas Republikas Saeima, C-439/19, ECLI:EU:C:2021:504, paragraph 70.

43 European Data Protection Supervisor, ‘Opinion 6/2015 A further step towards comprehensive EU data protection: EDPS
recommendations on the Directive for data protectionin the police and justice sectors’, 28 October 2015 ; Article 29 Data
Protection Working Party, Opinion 03/2015 on the draft directive on the protection of individuals with regard to the
processing of personal data by competent authorities for the purposes of prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and the free movement of such data, WP233, 01
December 2015.

European Commission, Communication from the Commission to the European Parliament and the Council, First report on
application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final,
25.7.2022,p. 10.

44
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Passenger Name Record (PNR) Directive®, the CJEU excluded private entities, such as air carries, from
the scope of the LED because they are ‘neither in charge of exercising public authority nor entrusted
with public powers by that directive’.* Such understanding implies thatin a field regulated by EU law,
it is the EU law that should appoint such public power or authority upon a private body to fall under
the Article 3(7)(b) definition of competent authority, rather than the Member State transposing the
legal instrumentin question.

As documented, Member States have followed divergent approaches, some listing the competent
authorities explicitly within their national laws, while others opting for either more limited or broader
definitions.* More specifically, Bulgaria® and Greece* adopted a restrictive terminology by referring
to state bodies, thereby excluding any private entity from the scope of the LED. In that regard, the
Greek supervisory authority opined that this approach goes against the wording of the LED.* The
German Federal Act includes several public and private entities entrusted with public security under
the scope of the GDPR.>' Accordingly, the processing of personal data by publicbodiesis permitted for
reasons of, amongst other, publicinterest and security, to preventsubstantial harm and defence. The
LED is further applicable to public bodies responsible for executing penalties, criminal measures, and
educational or disciplinary measures as referred to in the Juvenile Court Act.

By contrast, several Member States decided to designate a broad range of publicand otherauthorities
as competent within the meaning of the LED. For instance, the Irish supervisory authority considers
localauthorities when prosecutinglitter fines or public transport companies processing ticket offences
as potentially falling under the definition of competentauthorities within the Irish law transposing the
LED.*? French competent authorities may include the safety internal services of critical infrastructure
authorities such as the Autonomous Operator of Parisian Transports (Régie Autonome des Transports
Parisiens — RATP) and the French National Railway Company (Société nationale des chemins de fer
francais - SNCF), and the approved sports federations forthe purpose of securing sports events consist
of competent authorities.”

4> Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of passenger name
record (PNR) data for the prevention, detection, investigation and prosecution of terrorist offences and serious crime
(‘PNR Directive’) (OJ L119,4.5.2016, p. 132).

46 Judgment of 21 June 2022, Ligue des droits humains, C-817/19, ECLI:EU:C:2022:491, paragraph 81.

47" Vogiatzoglou, P.and Fantin, S, ‘National and Public Security within and beyond the Police Directive’, Security and Law.
Legal and Ethical Aspects of Public Security, Cyber Security and Critical Infrastructures, ed. Anton Vedder et al,, st ed,
KU Leuven Centre for IT & IP Law Series 7, Intersentia, Cambridge, Antwerp, Chicago, 2019, pp. 27-62.

48 Panteleeva, V. Transposition of Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016
in Personal Data Protection Act in Republic Of Bulgaria’, Legal Science: Functions, Significance and Future in Legal Systems
II, The 7th International Scientific Conference of the Faculty of Law of the University of Latvia, 16-18 October 2019, Riga,
Collection of Research Papers, pp.210-217.

49 Apxn Npootaciag Asdopévwy Mpoowmikol Xapaktrpa (Greek supervisory authority), F'vwpodotnon 1/2020, Athens 24
January 2020.

50 bid.

51 Federal Data Protection Act of 30 June 2017 (Federal Law Gazette | p. 2097), as last amended by Article 12 of the Act of
20 November 2019 (Federal Law Gazette |, p. 1626).

52 An Coimisinéir Cosanta Sonrai — Data Protection Commission (Irish supervisory authority), ‘Law Enforcement Directive,
Guidance on Competent Authoritiesand Scope’, available at https://www.dataprotection.ie/en/organisations/resources-
organisations/law-enforcement-directive.

53 Commission nationale de I'informatique et deslibertés (French supervisory authority), “Law Enforcement Directive”:
What Are We Talking About?’, 2 June 2021, available at: https://www.cnil.fr/en/law-enforcement-directive-what-are-we-

talking-about.
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The Belgian list of competent authorities includes the General Administration of Customs and Excise,
the Passenger Information Unit, the Financial Information Processing Unit and the Investigation Service
of the Standing Committee for the Control of Intelligence Services in the framework of it judicial
missions.>* Similarly, the Spanish list of competent authorities includes the Deputy Directorate of the
Customs Surveillance Service, the Executive Service of the Commission for the Prevention of Money
Laundering and Monetary Offenses, and the Commission for the Surveillance of Terrorism Finandng
Activities.> Finally, the Italian legislator made explicit that competent authorities may be Italian,
European or third-country ones, while the Italian transposition of Article 3(7)(b) refers to any other
entity or organization tasked by the national legal systemwith law enforcement activities, allowing for
abroadinterpretation of competentauthorities.*® The expansiveapproach followed by these Member
States demonstrates how any national law can designate entities as competentauthorities within the
meaning of the LED, without a requirement of publicauthority and power, thereby widening the LED
scope of application.”’

There are many reasons why a disjointed understanding of what constitutes a competent
authority throughout the EU may be problematic.*® First, the LED, due to its dual aim to safeguard
both fundamental rightsand the free flow of personal datawithin the context of criminal justice, allows
a wider margin of discretion and in certain areas is more lenient than the GDPR. Any broadening of its
scope should thereby be limited in the spirit of the LED and its objectives. As noted by the EDPS and
WP29 during the proposal phase, the notion of competent authoritiesshould be interpretedas limited
as possible in order to ensure a high level of protection of personal data.* Second, it creates legal
uncertainty and fragmentation with respect to the applicable data protection rules across the EU,
which may furtherimpede datasubjects who wish to exercise their rights.

2.4 Publicand national security

Another challengingelement of the LED scope concernstheinclusionof ‘the safeguarding againstand
the prevention of threats to public security’ within the scope of the LED, which was added by the
Council during the proposal phase and was met with severe criticism. In particular, both EDPS and
WP29 drew attention to the lack of clarity surrounding the concept of public security, often broadly

54 Wet van 30 juli 2018 betreffende de bescherming van natuurlijke personen met betrekking tot de verwerking van
persoonsgegevens (B.S. 5 september 2018).

55 Ley Organica 7/2021, de 26 de mayo, de proteccion de datos personales tratados para fines de prevencion, deteccion,
investigaciéon y enjuiciamiento de infracciones penalesy de ejecucién de sanciones penales (Boletin Oficial del Estado
126/2021-05-27,p. 64103). See also Quezada Tavérez, K., ‘Highlights of the Spanish Act on Data Protectioninthe Area of
Police and Criminal Justice (Organic Law 7/2021), CTiP Blog,15 June 2021, available at
https://www.law.kuleuven.be/citip/blog/highlights-of-the-spanish -act-on-data-protection-in-the-area-of-police-and -
criminal-justice/.

56 Decreto del Presidente dellaRepubblica 15 gennaio 2018, n. 15 (Gazzetta Ufficiale dellaRepubblica Italiana61, 14 March

2018).

Fantin, S, ‘Law enforcement and personal data processing in Italy: implementation of the Police Directive and the new

data retention law’, GiTiP Blog, 29 May 2018, available at https://www.law.kuleuven.be/citip/blog/law-enforcement-and-

personal-data-processing-in-italy-implementation-of-the-police-directive-and-the-new-data-retention-law/.

58 See also Marquenie, T., The Police and Criminal Justice Authorities Directive: Data Protection Standards and Impact on
the Legal Framework’, Computer Law & Security Review, Vol 33,No 3, 2017, pp. 324-340.

57

3% European Data Protection Supervisor, ‘Opinion 6/2015 A further step towards comprehensive EU data protection: EDPS
recommendations on the Directive for data protectionin the police and justice sectors’, 28 October 2015 ; Article 29 Data
Protection Working Party, Opinion 03/2015 on the draft directive on the protection of individuals with regard to the
processing of personal data by competent authorities for the purposes of prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and the free movement of such data, WP233, 01
December 2015.
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interpreted, resulting in arisk of expansion of the LED scope beyond purely criminaljjustice matters.®
To complicate matters even more, the LED applies to processingactivities in pursuit of public security
but notin pursuit of national security.®

National and public security comprise vague and broad concepts that may be interpreted differently
on a national, European and international level.®> On the one hand, the notion of national security is
traditionally linked to state sovereignty, relates to essential State functions and fundamental interests
of society®, and may assume several general characteristics. A few Member States provide for explicit
definitions of national security within their national legal orders, including Bulgaria, Spain, Hungary,
Italy and Luxembourg.®* For instance, the Hungarian definition of national security includes disruption
of democracy, terrorism and trafficking, the Italian definition includes the safeguarding of internal
security, from ‘any threat, any subversive activity and any form of criminal or terrorist aggression’ and
the Luxembourgish definition includes the security of institutions, fundamental rights, and economic
interests.® In fact, some Member States, like Cyprus, Czech Republic, Hungary, Italy, Luxembourg,
Malta, Spain and Romania, understand national security as intertwined with public security, including
aspects such as thefightagainst organised crime andterrorism,as well as the safeguarding of finandal
interests and internal security.® The CJEU itself refers to the protection of national security as
encompassing the ‘prevention and punishment of activities capable of seriously destabilising the
fundamental constitutional, political, economic or social structures of a country and, in particular, of
directly threatening society, the population or the State itself, such as terrorist activities’.*”

In the EU legal order, while national security remainsthe sole responsibility of the Member States®, it
must be interpretedstrictly® and it does notautomatically render any relatedactivity outside the scope
of EU law, as confirmed recently by the CJEU Privacy International and La Quadrature du Net rulings.
More specifically, according to the CJEU, the national security exception is applicable only when it
concerns practices thatare purely governmental, that is without the involvement of any privateactor.”
If national measures impose obligations upon individuals such as electroniccommunications services

80 European Data Protection Supervisor, ‘Opinion 6/2015 A further step towards comprehensive EU data protection: EDPS
recommendations on the Directive for data protectionin the police and justice sectors’, 28 October 2015, p. 5; Article 29
Data Protection Working Party, Opinion 03/2015 on the draft directive on the protection of individuals with regard to the
processing of personal data by competent authorities for the purposes of prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and the free movement of such data, WP233, 01
December 2015, p. 5.

81 Article 2(3)(a) of LED and Recital 14 of LED.

52 Vogiatzoglou, P. and Fantin, S, ‘National and Public Security within and beyond the Police Directive’, Security and Law.
Legal and Ethical Aspects of Public Security, Cyber Security and Critical Infrastructures, Vedder, A. etal. (eds), 1st ed., KU Leuven
Centre for IT& IP Law Series 7, Intersentia, Cambridge, Antwerp, Chicago, 2019, pp. 27-62; Caruana, M., The Reform of the
EU Data Protection Framework in the Context of the Police and Criminal Justice Sector: Harmonisation, Scope, Oversight
and Enforcement’, International Review of Law, Computers & Technology Vol. 33,No 3,2019, pp. 249-70.

53 Judgment of 22 June 2021, Latvijas Republikas Saeima, C-439/19, ECLI:EU:C:2021:504, paragraph 67.

54 Rijpma, J. et al. (eds), The New EU Data Protection Regime: Setting Global Standards for the Right to Personal Data
Protection, the XXIX FIDE Congress in The Hague 2020 Congress Publications, vol. 2, Eleven International Publishing, the
Hague, 2020.
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86 |bid.

87 Judgment of 6 October 2020, La Quadrature du Net and Others, C-511/18, C-512/18 and C-520/18, EU:C:2020:791,
paragraph 135.

58 Article 4(2) of Treaty on European Union (0J C 202,7.6.2016,p. 15).

89 Judgment of 22 June 2021, Latvijas Republikas Saeima, C-439/19, ECLI:EU:C:2021:504, paragraph 62.

70 Judgment of 6 October 2020, Privacy International, C-623/17,EU:C:2020:790, paragraph 35; Judgment of 6 October 2020,
La Quadrature du Netand Others, C-511/18,C-512/18 and C-520/18, EU:C:2020:791, paragraph 92.
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providers (ECSPs), in pursuit of national security in line with Article 15(1) E-Privacy Directive (EPD)”",
then they fall within the scope of EU law.”? Although the rulings in question concerned the applicability
ofthe EPD and the GDPR, this delineation of national security activities not falling outside the scope of
EU law will most likely also have an impact on theimplementation of the LED amongst Member States.
This judicial line of reasoning may open the doorsfor the LED toapply oncertain processing operations
evenin pursuit of national security interests.”

Ontheother hand, public security has undertaken a dynamicrole within EU law. In severalfields of EU
law, including the Area of Freedom, Security and Justice (AFSJ)™* and data protection, public security
has long functioned asan exceptionallowing divergence from the applicability of EU law. The CJEU has
followed an expansive interpretation of public security, as encompassing elements traditionally
considered to be part of national security, such as the safeguarding of the functioning of institutions,
military interestsandthe fundamental interests of society.” The latter has alsobeen included in Recital
12 of the LED. According to the CJEU, a threat to national security is ‘distinguishable, by its nature, its
seriousness, and the specific nature of the circumstances of which it is constituted from the general
and permanentrisk of the occurrence of tensions or disturbances, even of a serious nature, that affect
public security, or from that of serious criminal offences being committed’.” However, as the Court
often uses similar terms to describe the nature of threats to national and public security, the most
decisive factor seemsto be a temporal one;threatstonational security must be ‘present orforeseeable’
while threats to public security are characterised as ‘general’. Still, the lines between foreseeable and
general may too get easily blurred. The ambiguity surrounding the clear delineation between the
concepts of public and national security may also result in diverging implementation of the LED.

Of course, as Member Statesare allowed to provide for higher standards of protection beyond the LED,
they may extend its applicability to processing activities also in pursuit of national security.”” In fact,
some Member States apply data protection rules to processing operations by authorities such as
intelligence services for the safeguarding of national security, including Belgium, Czech Republic,
Finland, France, Hungary, Luxembourg, Netherlands and Slovenia.” By contrast, Poland, excludes the

71 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of

personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic
communications - ‘EPD’) (OJ L 201,31.7.2002, p.37).

72 Judgment of 6 October 2020, Privacy International, C-623/17, EU:C:2020:790, paragraphs 39,41; Judgment of 6 October

2020, La Quadrature du Net and Others, C-511/18,C-512/18 and C-520/18, EU:C:2020:791, paragraphs 96,98.

Kosta, E., ‘A Divided European Data Protection Framework: A Critical Reflection on the Choices of the European

Legislator Post-Lisbon’, Research Handbook on EU data protection, Kosta, E. and Leenes,R. (eds), Edward Elgar, 2022

(forthcoming).

74 Title V of TFEU.

75 Judgment of 23 November 2010, Land Baden-Wiirttemberg v Panagiotis Tsakouridis, C-145/09, EU:C:2010:708, paragraph
44; Judgment of 22 May 2012, P.I.v Oberblirgermeisterin der Stadt Remscheid, C-348/09, EU:C:2012:300, paragraph 28.

76 Judgment of 5 April 2022, G.D. v The Commissioner of the Garda Siochdna and Others, C-140/20, ECLI:EU:C:2022:258,
paragraph 62.

73

77 See also Commission Expert Group, Minutes of the fifteenth meeting of the Commission expert group on the Regulation

(EU) 2016/679 and Directive (EU) 2016/680, 20 February 2018.

On Czech Republic, Finland, Luxembourg, Netherlands and Slovenia see Rijpma, J. et al. (eds), The New EU Data Protection
Regime: Setting Global Standards for the Right to Personal Data Protection, the XXIX FIDE Congress in The Hague 2020
Congress Publications, vol. 2, Eleven International Publishing, the Hague, 2020.On Belgium see Vogiatzoglou, P., Quezada
Tavérez, K, Fantin, S. and Dewitte, P.,‘From Theory To Practice: Exercising The Right Of Access Under The Law Enforcement
And PNR Directives’, Journal of Intellectual Property, Information Technology and E-Commerce Law, Vol. 11, No 3, 2020, pp.
274-302. On France see Commission nationale de l'informatique et des libertés (French supervisory authority), “Law
Enforcement Directive”: What Are We Talking About?’, 2 June 2021, available at: https://www.cnil fr/en/law-enforcement -
directive-what-are-we-talking-about. On Hungary see Chambers and Partners, Data Protection & Privacy 2021, Practice
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applicability of EU data protection rulesfor a broadrange of activities, eventhose thathave nothing to
do with nationalsecurity or those that would fallunder public security and thereby should be subject
to the LED transposition.” In particular, the Polish transposition of the LED does not apply to personal
data processed in connection with the provision of national security, including the statutory tasks of
the Internal Security Agency, the Intelligence Agency, the Military Counterintelligence Service, the
Military Intelligence and the Central Anti-Corruption Bureau.®* Asreported by Rijpma et al, ‘[a]lccording
to the doctrine, these exclusions are not only too broad in the absence of a definition of the term
"national security”, but also include institutions whose activities go far beyond the common
understanding of the term’.?' Finally, Portugal has reportedly adopted a provision to restrict LED data
subject rights on the basis of national security, which might create a confusion as to the scope of the
nationallaw transposing the LED.#

2.5 Betweenthe LED, the GDPR and AFSJ-specific frameworks

As mentioned, the LED applies only when both material and personal conditions of application are
fulfilled. In other words, it does not apply when competent authorities process personal data for non-
law enforcement purposes, norwhen entities other thancompetent authorities process personal data
for law enforcement purposes. The LED is considered as the more specific legal act in relation to the
GDPR which defines the general rules.® Any processing operation outside the scope of the LED (and
still within the scope of EU law) is subject to the GDPR, Regulation (EU) 2018/1725 (EUDPR)®* or other
sector specificinstrument.

Between LED and GDPR

As hinted throughout the previousanalyses, however, the lack of clarity surrounding the core notions
of the LED scope complicates its delineation from the GDPR. During the first CEG meeting, Member
States raised their concerns on howto definitively delineate between the LED and the GDPR, anissue
that remained to an extent unresolved throughout these meetings.® Particularly challenging are
situations where the designation of authorities as competent is not straightforward or where
processing activities are transitioning from the GDPR to the LED framework, for instance during data
transfers from companies to publicauthoritiesfor law enforcementpurposes.

Guides, Hungary, last updated 09 March 2021, available at: https://practicequides.chambers.com/practice-
quides/comparison/627/6267/10386-10395-10401-10406-10414

Rijpma, J. et al. (eds), The New EU Data Protection Regime: Setting Global Standards forthe Rightto Personal Data Protection,
the XXIX FIDE Congress in The Hague 2020 Congress Publications, vol. 2, Eleven International Publishing, the Hague, 2020.

Article 3(2) of U S T AWA z dnia 14 grudnia 2018 r.0 ochronie danych osobowych przetwarzanych w zwitzku z
zapobieganiem i zwalczaniem przestepczo.
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80

8 Rijpma, J. etal. (eds), The New EU Data Protection Regime: Setting Global Standards forthe Rightto Personal Data Protection,

the XXIX FIDE Congress in The Hague 2020 Congress Publications, vol. 2, Eleven International Publishing, the Hague, 2020.

8 Ibid.

8 Judgment of 21 June 2022, Ligue des droits humains, C-817/19, ECLI:EU:C:2022:491, paragraph 72.

84 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural
persons with regard to the processing of personal data by the Union institutions, bodies, offices and agenciesand on the
free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (‘EUDPR’) (OJL
295,21.11.2018, p. 39).

Commission Expert Group, Minutes of the first meeting of the Commission expert group on the Regulation (EU) 2016/679
and Directive (EU) 2016/680, 23 September 2016.

85

PE 671.505 25


https://practiceguides.chambers.com/practice-guides/comparison/627/6267/10386-10395-10401-10406-10414
https://practiceguides.chambers.com/practice-guides/comparison/627/6267/10386-10395-10401-10406-10414

IPOL | Policy Department for Citizens’ Rights and Constitutional Affairs

The most concrete examplerelatesto the Anti-Money Laundering (AML) Directive, and the processing
of personal data by financial institutions and by national FIUs.®* FIUs are authorities tasked by virtue of
EU law to receive and process personal data from the private, financial, sector, in order to investigate
suspicious transactions and contribute in the fight against money laundering and terrorist financing.
As already pointed out during the CEG meetings, some FIUs are set up as administrative authorities
while others as law enforcement authorities within the meaning of competent authority under Artide
3(7) LED, or as hybrid entities.?” In addition, while processingactivities underthe AML Directive at large
are subject to the GDPR and the EUDPR®, this does not necessarily apply to FIUs.®# Till this day, it
remains unclear whether FIUs constitute competent authorities, due to their diverginglegal nature as
well as in light of their evolvingmandate under the EU AML framework.* Forinstance,as demonstrated
above, some Member States like Belgium and Spain include FIUs amongst the LED competent
authorities, as said FIUs are public authorities tasked under national law with processing activities
linked to AML criminal offences and thereby fallunder the definition of Article 3(7)(a) LED. In this way,
the Belgian and Spanish FIUs are subject to the LED insofar as they process personal data for law
enforcement purposes, and to the GDPR when their processing activities relate to non-LED purposes.
By contrast, other national FIUs are only subject to the GDPR, insofar as they are not considered as
competent authoritiesundernational law.

Recital 11 LED, dedicated to shedding light to therelationbetween the LED and the GDPR seems tofall
short, as it rather confusingly states:

‘[...] Regulation (EU) 2016/679 therefore applies in cases where a body or entity collects
personal data for other purposesand further processes those personal datain order to comply
with a legal obligation to which it is subject. For example, for the purposes of investigation
detection or prosecution of criminal offences financial institutions retain certain personal data
which are processed by them,and provide those personal dataonly tothe competentnational
authorities in specific cases and in accordance with Member State law. A body or entity which
processes personal dataon behalf of such authorities within the scope of this Directive should
be bound by a contract or other legal act and by the provisions applicable to processors
pursuant to this Directive, while the application of Regulation (EU) 2016/679 remains
unaffected for the processing of personal data by the processor outside the scope of this
Directive.

8  Article 32 of Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of
the use of the financial system for the purposes of money laundering or terrorist financing, amending Regulation (EU) No
648/2012 of the European Parliament and of the Council, and repealing Directive 2005/60/EC of the European Parliament
and of the Council and Commission Directive 2006/70/EC (OJ L 141, 5.6.2015, p. 73), as amended by Directive (EU)
2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive (EU) 2015/849 on the
prevention of the use of the financial system for the purposes of money laundering or terrorist financing, and amending
Directives 2009/138/ECand 2013/36/EU (OJL 156,19.6.2018, p. 43) (‘4™ AML Directive asamended by 5" AML Directive’).
Commission Expert Group, Minutes of the third meeting of the Commission expert group on the Regulation (EU) 2016/679
and Directive (EU) 2016/680, 7 November 2016. See also EUROPOL, ‘From Suspicion to Action - Converting Financial
Intelligence into Greater Operational Impact’, Publications Office of the European Union, Luxembourg, 2017, p. 28.

8  Article 41 of 4" AML Directive as amended by 5" AML Directive.
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Caruana, M., The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology Vol. 33, No 3,
2019, pp. 249-70.

Brewczynska, M., ‘Financial Intelligence Units: Reflections on the Applicable Data Protection Legal Framework’, Computer
Law & Security Review, Vol. 43,2021, pp. 105612.
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Onthe basis of this passage, several scholars have attempted to clarify theapplication of the definitions
of the competent authorities and of processors, as well as the boundaries between the LED and the
GDPR.?" Particularly in relation to the AML framework, it has been debated whether FIUs can act as
processors within the meaning of the LED®, as well as whether private entities such as financial
institutions, mentioned in the recital, should be considered as processors under the LED, or as joint
controllers under an ambiguous data protection framework, given their discretionary decisional
power %,

This debate is especially relevant for other types of public authorities and private entities involved in
similar ways in the fight against crime, with most prominent examples the sectors of taxadministration,
air traveling and electronic communications services. Therein, a diversity of approaches are followed
vis-a-vis the applicability of the LED or the GPDR. Prior to the entry into force of the reformed EU data
protection package, the CJEU had found that data not collected directly for the purpose of public
security or in pursuit of criminal proceedings but also used for collecting taxand combating tax fraud
by state authorities, to fall under the scope of Directive 95/46**.* Passenger Information Units (PIUs),
which are public authorities similar to FIUs, established to receive personal data from private entities
such as airlines, for law enforcement purposes, are considered as competent authorities and must
abide by the LED when processing personal datafor public security purposes.®

In the context of transfersof personal data fromentities subject to the GDPR to entities subject to the
LED, it has been questioned to what extent the exact processing operation of data transferring itself is
subject to the GDPR or the LED.?” Recent CJEU case law has confirmed that the act of transferring of
personal data by private entities to competent authorities falls under the GDPR (and where relevant
the EPD) and not the LED. More specifically, in the aforementioned Privacy International and La
Quadrature du Net rulings, the CJEU made a remarkconcerning the delineation of scope between the
LED and the GDPR. In particular, according to the CJEU, although the GDPR does not apply to
processing operationsby ‘competentauthorities’ for law enforcement purposes,® it is apparent from

9 See for example Purtova, N., ‘Between the GDPR and the Police Directive: Navigating through the Maze of Information

Sharing in Public-Private Partnerships’ Interational Data Privacy Law, Vol 8, No 52,2018, pp. 52-68; Vogiatzoglou, P. and
Fantin, S, ‘National and Public Security within and beyond the Police Directive’, Security and Law. Legal and Ethical Aspects
of Public Security, Cyber Security and Critical Infrastructures, ed. Anton Vedder et al., 1st ed., KU Leuven Centre for IT & IP Law
Series 7, Intersentia, Cambridge, Antwerp, Chicago, 2019, pp. 27-62; Caruana, M., ‘The Reform of the EU Data Protection
Framework in the Context of the Police and Criminal Justice Sector: Harmonisation, Scope, Oversight and Enforcement’,
International Review of Law, Computers & Technology Vol. 33, No 3, 2019, pp. 249-70; Brewczynska, M., ‘Financial
Intelligence Units: Reflections on the Applicable Data Protection Legal Framework’, Computer Law & Security Review, Vol.
43,2021, pp. 105612.

Caruana, M., The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology Vol. 33, No 3,
2019, pp. 249-70; Brewczynska, M., ‘Financial Intelligence Units: Reflections on the Applicable Data Protection Legal
Framework’, Computer Law & Security Review, Vol. 43,2021, pp. 105612.

92

% Purtova, N., ‘Between the GDPR and the Police Directive: Navigating through the Maze of Information Sharing in Public-

Private Partnerships’ International Data Privacy Law, Vol 8, No 52,2018, pp. 52-68.

% Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with

regard to the processing of personal data and on the free movement of such data (‘DPD’) (OJL 281,23.11.1995, p. 31).
% Judgment of 27 September 2017, Puskdr,C-73/16, EU:C:2017:725, paragraphs 39-40, 44,

% Article 13 of PNR Directive; Judgment of 21 June 2022, Ligue des droits humains, C-817/19, ECLI:EU:C:2022:491, paragraphs
79-80.

Purtova, N., ‘Between the GDPR and the Police Directive: Navigating through the Maze of Information Sharing in Public—
Private Partnerships’ International Data Privacy Law, Vol 8, No 52,2018, pp. 52-68.

% Art 2(2)(d) of GDPR.
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Article 23(1)(d) and (h) [GDPR]** that the processing of personal data carried out by individuals for those
same [law enforcement] purposes falls within the scope of [the GDPR].'® By contrast, the CJEU
concluded, ‘where the Member States directly implement measures that derogate from the [EPD],
without imposing processing obligations on providers of electronic communications services, the
protection of the data of the persons concerned is covered not by [the EPD], but by nationallaw only,
subject to the application of [the LED]." This implies that any national or potential European legislative
instrument imposing an obligation upon ECSPs to retain and transfer personal data for law
enforcement purposes in line with Article 15 EDP should be subject to the GDPR and not the LED.
Similarly, as aforementioned, the transferring of personal data to PIUs by airlines and other private
entities under the PNR Directive are subject to the GDPR. %

Finally, the CJEU has clarified that, whereas Directive 95/46 did not draw any distinctionas to the actor
performing the processing activity in its provision on its scope, the GDPR clearly does draw such
distinction.’® The non-applicability of the GDPR, and thereby the applicability of the LED, depends,
amongst other, on whether processing takes place by a competent authority under the LED
meaning.'®In this way, previous case law on the scope of Directive 95/46 may no longer be applicable
onthe delineation of scopes between GDPR and LED.'®

In the era of the elaborate EU data protection framework, and taking into account the
complexities analysed throughout this section, it becomes obvious that further guidance and a
more harmonised approach is needed for a more straightforward delineation between the LED
and the GDPR in practice and in relation to all the authorities in charge of tasks bordering
between administrative and criminal flowing from national and EU law. To an extent, the CJEU
has started tofill in the gaps, and potentially future case law will further clarify the interrelation
between the two instruments.

Between LED and sectoral frameworks

As per Article 2(3)(b), the LED doesnotapply to processing operations by the Union institutions, bodies,
offices and agencies. Instead, the EUDPR sets up a general data protection framework for processing
activities by EU entities at large. It also provides a specific set of rules for processing of operational
data'® by EU entities when carrying out activities falling within the scope of the AFSJ. The EUDPR
frameworks should be consistent withthe LED.'” In addition to this dedicated Chapter IX of the EUDPR,
the processing of operational data by Europol and the European Public Prosecutor’s Office (EPPO) is

%  The provision in question outlinesthe permissible restrictionsto the application of the GDPR in the context of amongst

other national security, defence and public security.

190 judgment of 6 October 2020, Privacy International, C-623/17,EU:C:2020:790, paragraph 47; Judgment of 6 October 2020,
La Quadrature du Net and Others, C-511/18,C-512/18 and C-520/18,EU:C:2020:791, paragraph 102.

107 Judgment of 6 October 2020, Privacy International, C-623/17,EU:C:2020:790, paragraph 48; Judgment of 6 October 2020,
La Quadrature du Net and Others, C-511/18,C-512/18 and C-520/18,EU:C:2020:791, paragraph 103.

192 Judgment of 21 June 2022, Ligue des droits humains, C-817/19, ECLI:EU:C:2022:491, paragraph 81.

103 |bid, paragraphs 66-67.

104 Article 2(2) of GDPR.

195 Judgment of 21 June 2022, Ligue des droits humains, C-817/19, ECLI:EU:C:2022:491, paragraphs 65-69.

106 Operational personal data means all personal data processed by Union bodies, offices or agencies when carrying out

activities which fall within the scope of Chapter 4 or Chapter 5 of Title V of Part Three TFEU to meet the objectives and
tasks laid down inthe legal acts establishing those bodies, offices or agencies. Article 3(2) of EUDPR, referring to Title V of
Part Three of TFEU.

107 Article 2(2) of EUDPR.
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also regulated by their establishing Regulations, which must be revised accordingly.'® At themoment,
only the Regulation of Europol has been amended, stating thatthe Europol data processing activities
are subject to the EUDPR without prejudice tothe provisions specified in the new Regulation.'” Asalso
noted intheintroduction, EU relevantlegalacts alreadyin force before May 2016 remain unaffected'®
and await revision on the basis of the ongoing Commission process.'"

As aresult, data processing by EU entities within the scope of the AFSJ will be subject to a complex
framework whereby the EUDPR Chapter IX on operational data should be complemented by the
agency-specific data protection rules and at the same time be consistent with the LED."? The
fragmentation as well as the choice to subject EU entities todifferentdata protectionframeworks have
been questioned, as EU institutions, bodies, agencies and offices should be bound by the same rules
that apply at Member State level.""

Particularly insofar as Europolis concerned, not only will a separate data protection frameworkapply,
but also the new Regulation has been criticised for legalising previously deemed illegal practices."
More specifically, the EDPS, uponissuing an admonishmentagainst Europol for its processing of large
datasets and lack of data protection safeguards'>, used its corrective powers by ordering Europol to
delete data concerning individuals with no established link to a criminal activity.'® Accordingly, the
EDPS ordered Europol to categorise both newly received personal data within 6 months of receipt, as
well as existing data within 12 months. Before being categorised, data should not be processed while
after the respective periods have passed, non-categorised data should be deleted. Instead, the new
EuropolRegulation extended the period underwhich datado not need tobe categorised to 18 months,
which may be further extendable, and allowed non-categorised data tobe in the meantime subject to
processing.”” In this way, Europol may now process personal data of individuals not categorised as
having any link to crime, even at large scale. Evading the applicability of the EUDPR and providing for

108 Article 2(3) of EUDPR.

109 Recital 45 and Article 27a of Regulation (EU) 2022/991 of the European Parliament and of the Council of 8 June 2022
amending Regulation (EU) 2016/794, as regards Europol’s cooperation with private parties, the processing of personal
data by Europol in support of criminal investigations, and Europol’s role inresearch and innovation (OJ L 169,27.6.2022,
p. 1).

10 Article 60 of LED.

" Communication from the Commission to the European Parliament and the Council, ‘Way forward on aligning the former

third pillar acquis with data protection rules’, COM/2020/262 final.

See also Gonzalez Fuster, G, ‘Artificial Intelligence and Law Enforcement - Impact on Fundamental Rights’, European
Parliament’s Committee on Civil Liberties, Justice and Home Affairs, PE 656.295,2020.

Alonso Blas, D, ‘Ensuring Effective Data Protectionin the Field of Police and Judicial Activities:Some Considerations to
Achieve Security, Justice and Freedom’, ERA Forum, Vol. 11,no. 2, 2010, pp. 233-50; Caruana, M., The Reform of the EU
Data Protection Framework in the Context of the Police and Criminal Justice Sector: Harmonisation, Scope, Oversight and
Enforcement’, Interational Review of Law, Computers & Technology Vol.33, No 3, 2019, pp. 249-70.

112

13

"4 European Data Protection Supervisor, Press Statement Amended Europol Regulation weakens data protection

supervision, EDPS/2022/16,27 June 2022.

European Data Protection Supervisor, EDPS Decision on the own initiative inquiry on Europol’s big data challenge, 18
September 2020.

European Data Protection Supervisor, EDPS Decision on the retention by Europol of datasets lacking Data Subject
Categorisation (Cases 2019-0370 & 2021-0699),21 December 2021.

"7 Article 18 of Regulation (EU) 2016/794 asamended by Regulation (EU) 2022/991.
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specific data protection rules, not only fragments the landscape but also risks that insufficient
safeguards arein place, as the EDPS noted with regards to the new Europol Regulation.™®

Furthermore, one part of the AFSJ seemsto be foundin-betweenthe LED, the GDPR, and sector-specific
data protection frameworks. More specifically, processing operations in the area of border control,
asylum and immigration are subject to the GDPR insofar as they don't relate to law enforcement
purposes, to the LED from the moment they are linked to potential criminal proceedings, and to
specific rules applicable for cross-border information exchanges between the competent police and
judicial authorities.'"?

Lastly, if adopted, processing operations involving personal data and falling within the scope of the
proposed Artificial Intelligence (Al) Act willalso need to abide by all relevant frameworks, including the
LED and the GDPR.'® This will be the case for instance in the deploymentof technologies such as facial
recognition, algorithmically aided criminal profiling and predictive analytics'*, whereby alignment
between these instruments will be crucial.'?? In that regard, there have been calls for an outright ban
on more law enforcement uses of Al systems, such as certain uses of biometric identification and
predictive policing.'” The recitals of the proposed Al Act mention that the proposal is without
prejudice and complements the GDPR and the LED. However, a more explicit guarantee within the
body of provisions on the applicability of and necessary compliance with existing EU data protection
frameworks has been requested, in order to ensure that the proposed Al Act does not lower the level
of protection already provided."* The proposal is now undergoing discussions and amendments by

"8 European Data Protection Supervisor, Press Statement Amended Europol Regulation weakens data protection
supervision, EDPS/2022/16,27 June 2022.

119 European Union Agency for Fundamental Rights (FRA), Handbook on European Data Protection Law, 2018 edition,
Publications Office of the European Union, Luxembourg, 2018, p. 291-324; Sajfert, J. and Quintel, T,, ‘Data Protection
Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December 2017, available at SSRN:
https://ssrn.com/abstract=3285873; Gonzalez Fuster, G, ‘Artificial Intelligence and Law Enforcement - Impact on
Fundamental Rights’, European Parliament’s Committee on Civil Liberties, Justice and Home Affairs, PE656.295,2020.See
also for instance Chapter VIl of Regulation (EU) 2019/817 of the European Parliament and of the Council of 20 May 2019
on establishing a framework for interoperability between EU information systems in the field of borders and visa and
amending Regulations (EC) No 767/2008, (EU) 2016/399, (EU) 2017/2226, (EU) 2018/1240, (EU) 2018/1726 and (EU)
2018/1861 of the European Parliament and of the Council and Council Decisions 2004/512/ECand 2008/633/JHA (OJ L
135,22.5.2019,p. 27).

120 proposal for a Regulation of the European Parliament and of the Council laying down harmonised rules on Artificial
Intelligence (Artificial Intelligence Act)andamending certainUnion legislative Acts, COM/2021/206 final (Proposed Al Act).

121 Articles 1(d), (2)-(4), Chapters 1-2 and Annex llI point 6 of Proposed Al Act.

122 See for example Wenderhorst, Cand Duller, Y. ‘Biometric Recognition and Behavioural Detection: Assessing the ethical
aspects of biometric recognition and behavioural detection techniques with a focus on their current and future use in
public spaces’, PE 696.968,2021.

123 EDPB-EDPS Joint Opinion 5/2021 on the proposal for a Regulation of the European Parliament and of the Council laying
down harmonised rules on artificial intelligence (Artificial Intelligence Act), 18 June 2021; European Parliament,
Committee on the Internal Market and Consumer Protection and Committee on Civil Liberties, Justice and Home Affairs,
Draft Report on the proposal for a regulation of the European Parliament and of the Council on harmonised rules on
Artificial Intelligence (Artificial Intelligence Act) and amending certain Union Legislative Acts, 2021/0106(COD), 20 April
2022.

124 EDPB-EDPS Joint Opinion 5/2021 on the proposal for a Regulation of the European Parliament and of the Council laying
down harmonised rules on artificial intelligence (Artificial Intelligence Act), 18 June 2021; Ebers M. et al., The European
Commission’s Proposal for an Artificial Intelligence Act—A Critical Assessment by Members of the Robotics and Al Law
Society (RAILS), J Vol. 4,No. 4, 2021, pp. 589-603.
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the co-legislators, the European Parliament and the Council, which could lead to substantial changes
in the foreseen framework.'>

Data processing operations within the AFSJ therefore face a potentially fragmented and
confusing landscape of applicable data protection rules. This may further impact the exercise of
data subject’s right when processing operations spread across different jurisdictions, entities or
databases. ' Legal consistency and coherence in the cooperation between national competent
authorities and EU institutions, bodies, offices and agencies in this area may thereby be
challenging to achieve.'” Legal and policy solutions should be further examined on an EU
level." Any divergence from the core data protection framework, thatis GDPR, LED and EUDPR,
should be specifically justified, as well as strictly regulated and applied. For instance, while the
new Europol Regulation seems to allow for great discretion and deviation from the data
categorisation and storage limitation rules, its compatibility with core data protection principles
and its application should be strictly monitored, as also proclaimed by the EDPS.'” Moreover,
the EU legislator could in the future strive for clearer and closer alignment of sector or body
specific data protection rules with the harmonising frameworks of the GDPR, LED and EUDPR,
ensuring that exceptions only apply to a limited extent.

125 For information on the legislative process, see European Parliament Legislative Train Schedule at:

https://www.europarl.europa.eu/legislative-train/theme-a-europe-fit-for-the-digital-age/file-requlation-on-artificial-
Dimitrova, D., and De Hert, P., ‘The Right of Access Under the Police Directive: Small Steps Forward’ Privacy Technologies
and Policy, Medina, M. et al, (eds), Lecture Notes in Computer Science, Springer International Publishing, 2018, pp. 111-
30.

Colonna, L., The New EU Proposal To Regulate Data Protectionin Law Enforcement Sector: Raises the Bar But Not High
Enough’, IRI Promemoria, Institutet for rattsinformatik, Juridiska fakulteten, Stockholms universitet, Stockholm, 2012;
Caruana, M., The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, Intemational Review of Law, Computers & Technology Vol. 33, No 3,
2019, pp. 249-70; Kosta, E., ‘A Divided European Data Protection Framework: A Critical Reflection on the Choices of the
European Legislator Post-Lisbon’, Research Handbook on EU data protection, Kosta, E. and Leenes, R. (eds), Edward Elgar,
2022 (forthcoming); Vogiatzoglou, P, ‘Article 2: Scope’, The Law Enforcement Directive: ACommentary, Kosta, E.and Boehm,
F. (eds), Oxford University Press 2022 (forthcoming — under review).
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128 See Chairman of Committee on Civil Liberties, Justice and Home Affairs, 'LIBE Contribution to the Commission upcoming

report on the evaluation and review of the Law Enforcement Directive', IPOL-COM-LIBE D (2022)3535, 7 February 2022.

European Data Protection Supervisor, Press Statement ‘Amended Europol Regulation weakens data protection
supervision’, EDPS/2022/16, 27 June 2022.
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3. PRINCIPLES

KEY FINDINGS

Within Article 4, the lack of reference to the principle of transparency and the different
articulation of the data minimisation principle and the purpose limitation principle applied in
relation to law enforcement purposes, should be further contextualised in order toensure a high
level of protection of personal data. Article 4(2) has sparked academic debate due to its lack of
clarity on how to distinguish between different law enforcement purposes and the absence of
any reference to the compatibility requirement. The ambiguity is left to be clarified by national
laws and practice which should be closely monitored.

Practical difficulties, national divergences from the LED wording and partial implementations
have been documented as regards time limits under Article 5 as well as the categorisation of
personal data under Articles 6 and 7. The legal frameworks allowing personal data, initially
collected for law enforcement authorities, to be processed for non-law enforcement purposes,
arereportedly currently missing.

Insofar as processing of special categories of personal data is concerned, the interrelation
between Articles 10 and 8 should be further clarified and the implementation of Article 10 into
national laws must be individually examined. The provision prohibiting automated decision
making faces several shortcomings, affording Member States the great responsibility and
discretion in addressing them.

National laws regulating processing activities by competent authorities, specifying which
authority is competent to process what personal data, including the potential processing of
special categories of data, for which task and purpose under Articles 8-10 must be further
examined. Given therising development and deployment of novel technologies, it is important
to examine whether Member States havelaws in place regulating their use. Forinstance, Member
States claiming a lawful use of Pegasus for LED purposes should atleast prove its compliance with
the LED pursuant to Articles 4and 8 LED.

A notable number of cases on the interpretation of the above provisions is currently pending
before the CJEU which should provide for further clarity andlegal certainty.

3.1 Introduction

The principles established under Chapter Il of the LED are similar to other European and international
data protection instruments, yet adapted to the subject matter and aims of the LED. For instance the
purpose limitation and data minimisation principles are formulated differently than, for example the
GDPR, while the LED also introduces dedicated provisions on storage time-limits, as well as the
distinction between different categories of data subject and of data. The adaptation of the data quality
principles seeks to accommodate the particularneeds of law enforcement and ensure respect notonly
with personal data protection but also due process.”® Nevertheless, it should be noted that the LED
principles are more flexible than the prominent international instrument on data protection for law

130 See for example Quezada-Tavarez, K, Vogiatzoglou, P. and Royer, S, ‘Legal Challenges in Bringing Al Evidence to the
Criminal Courtroom’, New Journal of European Criminal Law,Vol. 12,No. 4,2021, pp. 531-551.
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enforcement, thatis Recommendation 87(15)."' These differences, according to somescholars, reveal
a considerable willingness to loosen obligations for law enforcementauthorities.”*? The final draft has
also been criticised for not retaining the detailed strict requirements foreseen in the initial LED
proposal.’*Itis thereforeimportantto ensure that the LED framework, albeit flexible, does not lead to
a lower standard of protection. Of course, Recommendation 87(15) has a guiding nature without the
binding power of the LED. Nevertheless, it has been used asa benchmark for setting high standards.”**
In this way, the LED should uphold such standards in the first place, in order for national
implementationsto follow suit. In order to avoid the risk of lowering the threshold of protection,
the future assessment reports by the European Commission should pay particular attention to
the implementation of the data protection principles within the field of criminal justice.

3.2 Transparency

A notable example of how the LED principles differ fromthe GDPR counterparts concernstransparency,
which is not explicitly foreseen within Article 4. Of course, the nature of criminal justice and law
enforcement needsis such as todemand differentlevels of transparency in order to safeguard criminal
investigationsand security interests.’* Nevertheless, a complete absence of the term does not reflect
such scaled down function of transparency. The underlying reason and serving purposes are then
questionable. The view of the Commission that transparency does not exist in the LED but to some
degree is implied within fairness under Article 4(1)(a)"*® seems controversial. WP29 posits that
transparency is upheld through the data subject rights under Chapter Il of the LED.™ It has
nonetheless been argued that the lack of reference within Article 4 results in transparency and
information rights beingweaker in the LED.®Yet, establishing transparency under Article 4 would not
disallowin any way a stricter regulation of data subject rightsand provision of broaderderogations, as
those are justified for security purposes (see also below under section 4). Moreover, the absence of a
clear transparency principle possibly conflicts with the European Courtof Human Rights (ECtHR) case
law.™? Although transparency overall seems to be enhanced within the LED in comparison to the
previous CFD framework, looking forward, its absence amongst the core data protection principles is
bound to haveanimpact.'®

131 Basic Principles of Recommendation No. R (87) 15.

132 De Hert, P. and Papakonstantinou, V., The New Police and Criminal Justice Data Protection Directive: A First Analysis’, New

Journal of European Criminal Law, Vol. 7,No. 1, 2016, pp. 7-19.
133 Bécker, M. and Hornung, G., ‘Data Processing by Police and Criminal Justice Authoritiesin Europe — The Influence of the
Commission’s Draft on the National Police Laws and Laws of Criminal Procedure’, Computer Law & Security Review, Vol 28,
No. 6, 2012, pp. 627-33.
Caruana, M., The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology Vol. 33, No 3,
2019, pp. 249-70.
See also Leiser, M. and Custers, B., The Law Enforcement Directive: Conceptual Challenges of EU Directive 2016/680’,
European Data Protection Law Review, Vol. 5,No. 3,2019, pp. 367-78.

134

135

136 Commission Expert Group, Minutes of the third meeting of the Commission expert group on the Regulation (EU) 2016/679

and Directive (EU) 2016/680, 7 November 2016.

Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),
WP258, 29 November 2017, p.3-6.

Drechsler, L, ‘Comparing LED and GDPR Adequacy: One Standard Two Systems’, Global Privacy Law Review, Vol. 1,No. 2,
2020, pp. 93-103.

139 |bid, fn (67) referring to judgment of 6 Sept. 1978, Klass and Others v. Germany, App no. 5029/71, para. 36.

140

137

138

See also Marquenie, T, ‘The Police and Criminal Justice Authorities Directive: Data Protection Standards and Impact on
the Legal Framework’, Computer Law & Security Review, Vol 33, No 3,2017, pp. 324-340; Leiser, M.and Custers, B., The Law
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3.3 Purpose limitation

The articulation of the purpose limitation principle and the conditions under which it may be curtailed
under Article 4(1) and (2) LED has been subject to criticism for not being sufficiently precise, detailed
or practically enforceable.” The lengthy debates within academia regarding this provision
demonstrates the numerous conceptual problems with which national legal orders have and will be
encountered with.

To start with, the reference to purposesset outin Article 1(1) LED is confusing, as the latter defines the
scope of the LED in terms of overarching objectives rather than the specified, explicit and legitimate
purposes required by the purpose specification principle within Article 4(1).'** Put differently, the LED
does not provide any guidance on how to distinguish between different law enforcement purposes.
As described in the CEGfifteenth meeting minutes, the Commission clarified that the objectives under
Article 1 are defined in a general manner while purposes have to be specifically defined ‘in order to
clearly demonstrate whatis behind each processing operation and why a certain processing operation
is being carried out, such as: identification of a person by using his or her biometricdataas a suspect
fora crime for the purposes of investigation’.'* EU data protection bodies have also pointed out that
every purpose of processingshould be detailed, as ‘law enforcement per se, shall not be considered as
one specified, explicit and legitimate purpose’,"* and two law enforcement purposes should not be de
facto considered compatible because they belong in the same field . Similarly expressed by Advocate
General Pitruzzellain his Opinion on a pending case, the mere invocation of a purpose foreseen under
Article 1(1) LEDis not sufficient to establish that the requirement provided for in Article 4(1)(b) LED s
met.'* The national law regulating an activity pursuing one of the Article 1(1) LED objectives must
clearly specify the purposes of the processing.' In his view, the lawfulness of the purpose pursued by
a processing activitycannotonly be established by the mere mention of one of the LED purposes, but
it also depends on the circumstancesunder which itis pursued.'*Itis now up to the Court to provide
for further clarity on the interpretationand application of Article 4(1)(b) LED.

Insofar as the second element of the purpose limitationis concerned, that is the non-incompatibility
requirement, itis not explained within the LED whatsoever. Although the articulation of Article 4(2)

Enforcement Directive: Conceptual Challenges of EU Directive 2016/680’, European Data Protection Law Review, Vol. 5, No.

3,2019, pp. 367-78.

Jasserand, C, ‘Subsequent Use of GDPR Data for a Law Enforcement Purpose: The Forgotten Principle of Purpose

Limitation?, European Data Protection Law Review, Vol.4,No.2,2018, pp. 152-67; Koning, M. E.,, The Purpose and Limitations

of Purpose Limitation, Radboud University Nijmegen, Utrecht, Netherlands, 2020; Emanuilov, |, Fantin, S, Marquenie, T.

and Vogiatzoglou, P., ‘Purpose Limitation By Design as a Counter to Function Creep and System Insecurity in Police Al’,

UNICRI Special Collection on Al, 2020, pp.26-37.

See also Koning, M. E, The Purpose and Limitations of Purpose Limitation, Radboud University Nijmegen, Utrecht,

Netherlands, 2020.

143 Commission Expert Group, Minutes of the fifteenth meeting of the Commission expert group on the Regulation (EU)

2016/679 and Directive (EU) 2016/680, 20 February 2018.

Article 29 Data Protection Working Party, Opinion 03/2015 on the draft directive on the protection of individuals with

regard to the processing of personal data by competent authorities for the purposes of prevention, investigation,

detection or prosecution of criminal offences or the execution of criminal penalties, and the free movement of such data,

WP233, 01 December 2015, p. 9.

European Data Protection Supervisor, ‘Opinion on the Data Protection Reform Package’, 12 March 2012, p. 53-54.

146 Opinion of Advocate General Pitruzzella of 30 June 2022, Ministerstvo na vatreshnite raboti, C-205/21, ECLI:EU:C:2022:507,
paragraph 50.

47 1bid.

148 |bid, paragraph 51.
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LED resembles its predecessor, Article 3(2) CFD, it has entirely omitted any reference to non-
incompatibility, which is by contrast explicitly mentioned as the first condition under Article 3(2)(@)
CFD. It has been therefore claimed that Article 4(2) applies regardless of any assessment of
compatibility.' Another scholar has in fact interpreted Article 4(2) as laying down the rules for
incompatible further processing.” Furthermore, the necessity and proportionality test under
Article 4(2)(b) LED is arguably less stringent than the respective test under Article 6(4) GDPR,
which more clearly echoes the Charter. Be that as it may, compliance with Article 8 of the Charter
should in any case be respected and guide the implementation and application of Article 4(2)
LED.™

In arecent paper, two scholarshave alsovoiced a contrary opinion, describing Articles 4(1)(b), 4(2) and
4(3) LED as providing for a simpler, more flexible yet highly protective framework.'*>They rely on the
Commission’s view from the CEG meetings, which posits that the LED does not contain the GDPR
concept of further processing, but instead the concept of ‘subsequent processing’.” In particular,
Article 4(2) LED refers to the conditions permitting the changing of purpose, that is through
authorisation via EU or Member State law and processing that is necessary and proportionate to the
new purpose. However, there is little explanation as to what the conceptual difference between further
and subsequent processing entailsbeyond semantics %, or how this subsequent processingrelates to
the compatibility requirement'. Thereby, the underlying rationale and function of this potentially
applicable concept of ‘subsequent processing’ remains unclear, rendering the argumentationin favour
ofit rather unconvincing.

Anotherimportantissue arising fromthe ambiguous formulation of Article 4(2) LED relates to the scope
of initial processing. In particular, it has been questioned whether Article 4(2) LED applies only to the
further processing of personal data initially collected for a law enforcement purpose, under the LED, or

1

N

9 Jasserand, C, ‘Subsequent Use of GDPR Data for a Law Enforcement Purpose: The Forgotten Principle of Purpose
Limitation?, European Data Protection Law Review, Vol.4, No. 2, 2018, pp. 152-67.

150 Koning, M. E, The Purpose and Limitations of Purpose Limitation, Radboud University Nijmegen, Utrecht, Netherlands, 2020.

151 See also Koning, M. E, The Purpose and Limitations of Purpose Limitation, Radboud University Nijmegen, Utrecht,

Netherlands, 2020.
152 De Hert, P. and Sajfert, J,, The Fundamental Right to Personal Data Protection In Criminal Investigations and Proceedings:
Framing Big Data Policing Through the Purpose Limitation and Data Minimisation Principles of the Directive (EU)
2016/680’, Brussels Privacy Hub Working Paper 7, no. 31, December 2021.
Commission Expert Group, Minutes of the third meeting of the Commission expert group on the Regulation (EU) 2016/679
and Directive (EU) 2016/680, 7 November 2016.
De Hert, P. and Sajfert, J.,, The Fundamental Right to Personal Data Protection In Criminal Investigations and Proceedings:
Framing Big Data Policing Through the Purpose Limitation and Data Minimisation Principles of the Directive (EU)
2016/680’, Brussels Privacy Hub Working Paper 7, no. 31, December 2021.1n their view, the difference seemsto lie on how
the GDPR further processing may only take place by the same controller on the same legal basis, while the LED subsequent
processing may be undertaken by the same or another controller under the aforementioned Article 4(2) conditions.
Nevertheless, this difference seems to reflect to a greater extent how the GDPR and the LED provide for a different
framework on lawful processing (six potential legal grounds under Article 6 GDPR versus the one possible legal ground
under Article 8 LED), instead of how the purpose limitation principle functions differently yet similarly protectively
between these two instruments.

153

154

155 De Hert, P. and Sajfert, J., The Fundamental Right to Personal Data Protection In Criminal Investigations and Proceedings:

Framing Big Data Policing Through the Purpose Limitation and Data Minimisation Principles of the Directive (EU)
2016/680’, Brussels Privacy Hub Working Paper 7, no. 31, December 2021.The scholars also mention that subsequent
processing and compatibility are ‘coupled’, but only refer to the example of data transferred by a private entity to a
competent authority. An analysis on how Article 4(2) applies to data repurposed within the law enforcement environment
is missing.
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should also apply to the further processing of personal datainitially collected for a GDPR purpose.’ In
other words, after personal data have been transferred under the GDPR to a competent authority,
should the processing operationby the competentauthority be considered asinitial processing under
the LED, and thereby subject to Article 4(1)(b), or as further processing within the meaning of Artide
4(2), taking into account that the data have been repurposed from the GDPR context? The conditions
for processing by the competent authority would differ under Article 4(1)(b) and Article 4(2) LED.
However, this is an academic question that did not gain further attention. Instead, it is predominantly
perceived that the processing activity in questionshould be considered as initial processingwithin the
meaning of the LED.™ Still, the reference to this academic discussion seeks to demonstrate
different aspects of ambiguity arising from Article 4(2) left to be clarified by national laws and
practice.

Nevertheless, the CJEU will also have the opportunity to rule on Article 4(2) LED soon, likely clarifying
some of these aspects. More specifically, a Bulgarian administrative court has lodged a request for
preliminary ruling on the interpretation of Articles 1(1); 2(1) and (2); 3(1), (2), (7)(a) and (8); 4(2) and 9(1)
asimplemented into the Bulgarian law transposing the LED."* The case concerns the question whether
processing personal data of an individual initially categorised as a victim and processing data of the
same individual ultimately categorised as an offender (under Article 6, see alsobelow), pursue the same
one or two separate purposes. In the Opinion of Advocate General Campos Sdnchez-Bordona, the
successive attribution of capacities, from victim to offender, constitutes processing under the same
purpose of ‘investigation’ within the meaningof Article 1(1) LED."° In this way, the processing purpose
is not ‘other than that for which the personal data are collected’ and thereby Article 4(2) LED is not
applicable. As the AG explained, during a criminal investigation, there is a certain fluidity in the
categorisation of individuals linked with a crime, until the evidence that emerges leads to a concete
determinationof the capacities of the individuals involved.'®

Moreover, the AG brought forth a systematic or contextual interpretation of Article 4(2) LED, according
to which the provision refers to distinct purposes.'®' In other words, it seems that Article 4(2) LED should
be applicable when the processing purposes change between the three types of purposes identified
under Article 1(1) LED (see above under 2.2). For instance, in this case, Article 4(2) LED would have been
applicableif the processing of personal datatook place for a different than the ‘investigation’ purpose.
The AG further makes a succinct analysis on how, even if Article 4(2) LED is found to be applicable in
this case, its conditions would be very easily met."® The CJEU view on the matter will be very welcome.

Article 4(2) is characterised by uncertainty, leaving a wide margin of discretion to Member
States, which have to define the conditions for subsequent processing, without any guidance on

156 Jasserand, C, ‘Subsequent Use of GDPR Data for a Law Enforcement Purpose: The Forgotten Principle of Purpose
Limitation?, European Data Protection Law Review, Vol.4, No. 2, 2018, pp. 152-67.

57 |bid; De Hert, P. and Sajfert, J,, The Fundamental Right to Personal Data Protection In Criminal Investigations and
Proceedings: Framing Big Data Policing Through the Purpose Limitation and Data Minimisation Principles of the Directive
(EU) 2016/680’, Brussels Privacy Hub Working Paper 7,no. 31, December 2021.

158 Request for preliminary ruling, Inspektor v Inspektorata kam Visshia sadeben savet, C-180/21, 23 March 2021.

159 QOpinion of Advocate General Campos Sanchez-Bordona of 19 May 2022, /nspektorv Inspektorata kam Visshia sadeben savet,
ECLI:EU:C:2022:406, C-180/21, paragraphs 54,57, 64.

160 |bid, paragraphs 56-57.
167 bid, paragraph 53.
162 |bid, paragraphs 65-69.
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what constitutes compatible or incompatible purposes pursuant to Article 4(1)(b).’® The
transposition of Article 4(2) LED into national law and its relation to other laws authorising
processing for other law enforcement purposes beyond the purposes for which data were
initially collected should be further investigated and closely monitored.

Finally, the purposelimitation principle has been on shaking grounds in both GDPR and LED contexts
due to numerous challenges in applying it in practice, especially in the environment of big data and
AL Whether specifying purposes within the law, or adhering to the purpose limitation principle on
an operational level, authors seem to agree that in order for this principle to work more guidance
should be given, or even complementary tools should be adopted, such as impact assessments and
the embedding of purpose specificationand compatibility considerationsin the design of new systems
to be used by competent authorities.'®

3.4 Minimisation, storage limitation and categorisation
Data minimisation

Under Article 4(1)(c) LED, personal data should be ‘adequate, relevant and not excessive’,instead of
‘adequate, relevant and limited to what is necessary’, as stipulated under Article 5(1)(c) GDPR. This
wording reflects the need for flexibility and for safeguarding criminal procedures, such as an
investigation, whereby it is not immediately evident what sort of data are necessary. Some authors
have endorsed the Commission’s view that this difference in wording indeed allows for more
flexibility,'*as LED controllers can operate with less precision, insofar as they do not process excessive
datasets.'”’ It is however not clear how in practice one can easily differentiate between what is
not excessive and whatis limited to what is necessary. Moreover, this flexible interpretation of the
data minimisation principle could be considered as more liable to abuse. In a similar vein, WP29 in its
Opinion on the draft LED Proposal, had insisted that the data minimisation principle includes the
phrase ‘limited to the minimum necessary’.'®®

Jasserand, C, ‘Subsequent Use of GDPR Data for a Law Enforcement Purpose: The Forgotten Principle of Purpose
Limitation?, European Data Protection Law Review, Vol. 4, No. 2, 2018, pp. 152-67; Emanuilov, |, Fantin, S, Marquenie, T.
and Vogiatzoglou, P., ‘Purpose Limitation By Design as a Counter to Function Creep and System Insecurity in Police Al’,
UNICRI Special Collection on Al, 2020, pp.26-37.

See for example Coudert, F,, Dumortier, J. and Verbruggen, F., ‘Applying the Purpose Specification Principle in the Age of
“Big Data”: The Example of Integrated Video Surveillance Platforms in France’, ICRI Research Paper 6, 2012, available at
https://papers.ssrn.com/abstract=2046123; Moerel, L, and Prins, C, ‘Privacy for the Homo Digitalis: Proposal for a New
Regulatory Framework for Data Protectionin the Light of Big Data and the Internet of Things’, SSRN Scholarly Paper ID
2784123, 2016, available at https://papers.ssrn.com/abstract=2784123; Emanuilov, I, Fantin, S, Marquenie, T. and
Vogiatzoglou, P., ‘Purpose Limitation By Design as a Counter to Function Creep and System Insecurity in Police Al’, UNICRI
Special Collection on Al,2020, pp.26-37
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Commission Expert Group, Minutes of the third meeting of the Commission expert group on the Regulation (EU) 2016/679
and Directive (EU) 2016/680, 7 November 2016.

167 Sajfert,J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873; De Hert, P. and Sajfert, J.,, The Fundamental Right to Personal
Data Protection In Criminal Investigations and Proceedings: Framing Big Data Policing Through the Purpose Limitation
and Data Minimisation Principles of the Directive (EU) 2016/680’, Brussels Privacy Hub Working Paper 7, no. 31, December
2021.

Article 29 Data Protection Working Party, Opinion 03/2015 on the draft directive on the protection of individuals with
regard to the processing of personal data by competent authorities for the purposes of prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, and the free movement of such data,
WP233, 01 December 2015, p. 7.
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Nevertheless, in a recent Opinion, Advocate General Pitruzella provided for an interpretation of the
data minimisation principle under Article 4(1)(c) LED that seemingly does not differ from that under
Article 5(1)(c) GDPR.'® Accordingly, and with references to ECtHR and CJEU caselaw as well as Recital
26 LED, compliance with the data minimisation principle requires, amongst other, that data are not
kept longer than necessary for the purpose pursued and only if the purpose of the processing could
not reasonably be fulfilled by other means. " Suitability and effective contribution to the fight against
crime alone cannot lead to a mentality of maximisation of information which would seriously interfere
with fundamental rights. Instead, sufficient safeguards against abuse must be put in place. It will be
interesting to see if the Court will adopt such interpretation that does not necessarily distinguish
between LED and GDPR.

Time limits for storage and review

A novelty of the LED is the dedicated provision on time limits for storage and a periodic review of the
need for storage (Article 5), reinforcing the storage limitation principle within Article 4(1)(e). However,
the LED did not go far enough as to provide for concrete criteria regarding the periodicreview, nor a
clear schedule or methodologyfor time limits, especially in light of the CJEU case law and the provision
of strict storage periodstherein.'”' According to WP29, national laws transposing Article 5 should
establish clear and transparent criteria for the assessment of the necessity to further keep
personal data, as well as procedural requirements, including the involvement of the Data
Protection Officer (DPO)."”2Should the controller fail to conduct a periodic review of whether further
processing is necessary, thendata should be automatically deleted or pseudonymised.'”? The Opinion
further argues that Article 5 LED should be read in conjunction with Article 6 LED, and thereby different
timeframes should be envisagedfor the different categories of data subjects (see also below).

Available sources have documented a variety of time limits across Member States for different
situations, including different types of data subjects and different crimes.'”* According to the
European Commissionreport, most nationalimplementingacts only meetthe general requirement of
Article 5, while sectoral laws must further set limits for erasure or period review.'” Only a few such
sectoral laws seem to exist. In some Member States, it is even left to the competent authority to set
such limits, while in some instances the national law does not provide any guidance as to criteria for
time limits for storage and period review.

169 Opinion of Advocate General Pitruzzella of 30 June 2022, Ministerstvo na vatreshnite raboti, C-205/21, ECLI:EU:C:2022:507,
paragraphs 54-55.
170 bid.

71 Marquenie, T, The Police and Criminal Justice Authorities Directive: Data Protection Standards and Impact on the Legal
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and C-594/12, EU:C:2014:238; Judgment of 21 December 2016, Tele2 Sverige AB v Post- och telestyrelsen and Secretary of
State for the Home Department v Tom Watson and Others, C-203/15 and C-698/15, EU:C:2016:970.

Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),
WP258, 29 November 2017, p. 3-6.
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Forinstance, a scholarly work reports that in Germany, data storage duration is limited depending on
the types of persons.'”® The Dutch implementation of the LED foresees that personal data may be
stored by the police for one year, a period which can be extended to five years if the data are necessary
for the police tasks."”” However, there are additional different storage and erasure requirements
established across different laws that may apply to the same data, often used for different purposes
and subject to different rules.'”® Deleting personal data after set time limits seems to be a sensitive
topicfor law enforcementauthoritiesin theNetherlands. Additionally, Member States sometimesmake
use of different terms to refer to ‘erasure’ like ‘destruction’ or ‘removal’.’”? Some national laws
transposing the LED, like the Finnish, foresee very precisetime durations, while others, like the Irish and
Lithuanian, offer significant discretion to the competent authorities themselves, arguably against the
wording of the LED.'®

The CJEU will soon have the opportunity to elucidate the requirements imposed by the storage
limitation principle, in response to a request for preliminary ruling by the Bulgarian Supreme
Administrative Court.” The latter brought intoquestion a nationallegislativemeasure, which leads to
a virtually unrestricted right of competent authorities to process personal data for LED purposes,
and/or to the virtually complete elimination of the data subject’sright to restriction and erasure.

Data categorisation

The LED provides for the distinction between different categories of data subjects, as well as between
personal data and verification of quality of personal data. While categories of data subjects may include
suspects, convicted persons, victimsand witnesses, '*? the suggestion by WP29to include a category of
non-suspects subject to more stringent processing and storage conditions was not adopted.'®
Substantial clarification on these provisions is missing from the LED recitals, with the exception
of Recital 31 stipulating that categorisation should not ‘prevent the application of the right of
presumption of innocence’. No other safeguard regarding potential consequences of such
categorisation upon data subject’s rights is defined, potentially allowing for a diverse application of
rights correspondingto the different data subject categories.™

Categorisation is not a novel concept in EU data protection legislation; the Europol Regulation for
instance provides for the assessment of the reliability and quality of the source as well as the accuracy

176 Article 35 of Bundesgrenzschutzgesetz 1994, as referred toin an article by Leiser and Custers, ibid.

77 Article 8 of Wet van 21 juli 2007 houdende regels inzake de verwerking van politiegegevens (Wet Politiegegevens, Stb.

2007,549).

Winter, H.B. et al, De verwerking van politiegegevens in vijf Europese landen, Rijksuniversiteit Groningen - Pro facto, WODC
rapport 3031, November 2020, p. 22-27.

179 |bid, p. 10.
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nationale et portant modification de certaineslois, Délibération n° 1049/2017 du 28 décembre 2017.
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ofinformation originatingfrom Member States.'® However, the LED provisions on categorisation have
raised concerns for being static. First,they require complicated decisionsto be made on how to typify
actors in a crime, at an early stage, while often initial observations may be misguided.'® Second,
criminalinvestigations are conversely described by fluidity, whereby roles may change over time and
evidence on categories builds and updates. Third, roles may overlap or be further spread into sub-
categories or a spectrum of involvement in a crime.” Fourth, the specifically enumerated data
categories are linked to specific time limits thatshould be equally appointed at an early stage. The LED
categorisation provision seems more difficult toadapt in anenvironment in flux, such as that of criminal
investigations, thereby potentially disproportionately affecting certain categories of crime or cold
cases.'® Additionally, the LED categorisation requirement comes on top of pre-existing categories
already in place.™ However, as aforementioned above under 3.3, in a currently pending case before
the CJEU, the Opinion of Advocate General Campos Sanchez-Bordona supports a fluid application of
Article 6 LED, which does not impact the purpose limitation principle and thereby the lawfulness of
processing.'®

Moreover, anotherrequestfor preliminary ruling, also on the LED transposition in Bulgaria, will give the
CJEU the opportunity toclarify Article 6(a) and whether the categorisation of a datasubject as a suspect
should be conditional upon the existence of ‘serious grounds for believing that they have committed
orare about to commita criminal offence’.'®' In the Opinion of Advocate General Pitruzella, it follows
from the letter of Article 6 that it imposes a low intensity and not strictly defined obligation upon
Member States, since the list of categories is not exhaustive and the Member States are the ones
responsible for determining the consequences of categorisation.’® Such a literal interpretationallows
fora Member State to establish a category of persons againstwhom accusationshave been made, i.e.
persons in relation to whom thereis sufficient evidence to prove that they have committed a criminal
offence.'? Article 6 LED does not seek to regulate the procedural conditions for the collection of the
personal data of persons falling under Article 6(a). ' The AG concluded that Article 6(a) LED does not
preclude national legislation which provides that, if a person, charged with a premeditated criminal
offence requiring public prosecution, refused to voluntarily cooperate with the collection of their
personal data, the criminal courtin charge of authorising a forced collection of said data may do so
without needing to assess whether there is sufficient evidence of guilt, since the question of the

185 Article 29 of Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European
Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions 2009/371/JHA,
2009/934/JHA,2009/935/JHA,2009/936/JHA and 2009/968/JHA (‘Europol Regulation’) (OJ L 135,24.5.2016, p. 53).

Leiser, M. and Custers, B., ‘The Law Enforcement Directive: Conceptual Challenges of EU Directive 2016/680’, European
Data Protection Law Review, Vol. 5, No. 3, 2019, pp. 367-78; Winter, H.B. et al, De verwerking van politiegegevens in vijf
Europese landen, Rijksuniversiteit Groningen - Pro facto, WODC rapport 3031, November 2020.
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sufficiency of evidence will be properly presented before the judge, possibly at a later stage of the
criminal proceedings. '

Finally, distinguishing between facts and mere opinion under Article 7 LED might not be as
straightforward either, as thereis no clear and objective methodology to that end.'* Grey zones may
include inferred data, such as logical conclusions (inferences on the basis of factual claims) or risk
profiles, which do not constitute opinions but rather characteristics derived from data analytics.
Statements by victims and witnesses may be unverifiable and subject to challenge during criminal
proceedings, while they may contain both fact and opinions.'”’

The practical difficulties faced by law enforcement authorities are also evident in the LED
transpositions: Ireland took issue with including possible suspects as a separate category for
presumptionofinnocence reasons, while Denmarkadmits that this is rarely done in practice due tothe
circumstances of the case not always being known when the data is recorded, and that it’s notalways
possible to integrate this with their systems.'® Reports from the Netherlands also confirm how
classifying data based on quality is difficult on large scale, and providing categories of data subjects
based on their role is cumbersome and ‘does not fit police work’." The European Commission report
mentions that some national laws do not specify the categories listed in Article 6, while insofar as the
‘suspect’ category is concerned, the reference to ‘serious grounds for believing the persons have
committed or are aboutto commit a criminal offence’ under Article 6(a) is omitted.?® Asregards Artide
7 LED, thereport mentions that it has been transposed by most Member States, although some of its
elements are not explicitly required in several national transposing laws.*’

3.5 Lawful processingunder Articles 8-11
General conditions for lawful processing

Article 8 provides the overarching framework for lawful processing; all processing activities must be
necessary for the performance of a task carried out by a competent authority for the purposes of the
LED and on the basis of EU or national law. Of course, this frameworkis adapted to the specific needs
and functions of competent authorities, whereby GDPR grounds such as consent or contract are
inappropriate. Member States enjoy a significant margin of discretion in deciding on grounds for
processing, which nevertheless mustabide by the Charter.*?

195

Ibid, paragraph 44.
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In fact, the report by the European Commission mentionsthat a few national transposing laws refer to
consent as a legal basis for processing of personal data, including special categories of data.?® It further
demonstrates how some national laws omitted certain elements from Article 8 LED or did not make
explicit the requirement under Article 8(2) LED that the data to be processed and the purposes of
processing should be set down in law.?* The report points out how a mere repetition of Article 8 LED
in the national transposing law does not constitute a legal basis; instead, any law regulating
processing by competent authorities must specify which authority is competent to process what
personal data for which task and purpose.>*

A couple of cases on Article 8 LED have been brought before the CJEU. In its Bundesrepublik
Deutschland ruling onprocessing of personal data by Member States onthe basis of ared notice issued
by Interpol®®, the Court consideredthat said processing may be lawful untilit has been established in
a final judicial decision that the ne bis in idem principle applies in respect of the acts on which that
noticeis based.?” Moreover, one of the aforementioned requests for preliminary ruling by a Bulgarian
court, alsorelates to the compatibility of a national law, providing as a general rule for the processing
of biometricdata of all personswho are charged with a premeditated criminal offence requiring public
prosecution, with Articles 8 and 10 LED.?* Due to its relevance for the conditions on processing of
special categories of personal data, the respective Opinion of AG Pitruzzella is discussed below.

Given the rising development and deployment of novel technologies, it isimportant to examine
whether Member States have laws in place regulating their use. A recent report reveals that
national legislation on law enforcement might be overly focused on individual cases, specific
investigations or persons, thereby not providing in an explicit legal basis or mandate to collect open
source intelligence or employ big data tools and Al in law enforcement practice (see also below with
regards to automated decision-making).?” In the Netherlands, for instance, some subject matter
experts have suggested thatthe Dutch legal framework onthe processing of police data is insufficiently
equipped to properly frame the deployment and adoption of such novel technologies, even though
these tools have already been usedin practice. As this legislation mightlack the necessary details that
specify how and by which means certain datasets can be processed, there remains a degree of
uncertainty regarding the extent to which the current legal bases might suffice for the collection of

203 European Commission, Communication from the Commission to the European Parliament and the Council, First report on
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personal data through innovative technological means, aswell as for their subsequentuse in analytical
systems or as training data for Altools.

Access to personal data collected for non-law enforcement purposes

The 2011 leaked draft version of the LED proposal included a provision regulating access to data
initially processed for non-law enforcement purposes.?'® Accordingly, competent authorities would
only be able to access such data where specifically authorised by law and where reasonable grounds
give reason to consider thatthe processing will substantial contribute to the pursued purposes, upon
written and justified requestsand accompanied by appropriate safeguards.

It is also worth mentioning thatthe European Parliament had suggested to restrict such access for the
sole purposes of investigation and prosecution — prevention not included.?'" The rejection of this
addition, which would exclude repurposing of data for crime prevention, is considered unfortunate,
especially in light of crime prevention technologies being increasingly developed and rolled out
amongst Member States, albeit their controversial effectivenessand impact on fundamental rights.

The provision of aframework governing law enforcement access to datacollected for other purposes,
including data generated within the private sector during commercial activities, would further
substantiate the safeguards provided by the CJEU in its respective case law. Accordingly, access to
personal data held by ECSPs should be based on objective criteria, whereby a link between the
seriousnessofcrime and the extent of accessis established, andaccessas well as furtheruse are limited
to specific persons.??Thereflection of these safeguards is nonetheless missing fromthe LED.?"

The strict requirementsfor law enforcement access to electronic communications dataare all the more
important vis-a-vis emerging intrusive hacking technologies such asthe Pegasus spyware tool. Pegasus
is considered one of the most powerful hacking tools, as it designed to successfully attack almostany
smartphone, gaining complete and unrestrictedaccess to it, without requiringany action by the user,
while it's also very difficult to detect.?’* Although, the company that developed Pegasus claims it helps
prevent and detect serious crimes and terrorist offenses, it has been reported that Pegasus was also
used around the world and within the EU to spy on citizens, including journalists, lawyers and
politicians.?"
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Pegg, D. and Cutler, S, ‘What is Pegasus spyware and how does it hack phones?, The Guardian, 18 July 2021, available at:
https://www.theguardian.com/news/2021/jul/18/what-is-pegasus-spyware-and-how-does-it-hack-phones.

213

214

215 European Data Protection Supervisor, Preliminary remarks on modern spyware, 15 February 2022.

PE 671.505 43


https://www.theguardian.com/news/2021/jul/18/what-is-pegasus-spyware-and-how-does-it-hack-phones

IPOL | Policy Department for Citizens’ Rights and Constitutional Affairs

In particular, there is a plethora of reports brought together for the European Parliament PEGA
Committee which demonstrates how numerous Member States have been involved with Pegasus
attacks, either on the attacker’s side, the victim’s side or both.?'® Accordingly, Hungary, Poland, Spain
and Germany have admitted owning and using the software in a lawful, according to these
governments, way. France had initiated negotiations to acquire the software which they later
interrupted, while Estonia, afteracquiring it, was not allowed by Israeland the company itself to use it
against Russian targets. Although Bulgaria denies any involvement, it has been reported that one of
the servers on which Pegasus’ functionsrely is located in a Bulgarian datacentre, owned by an NSO
Group subsidiary. Greece has been accused of targeting journalists, as well as oppositions politicians,
but denies being behind such operations.?”” Hungary and Spain count hundreds of persons targeted
by Pegasus, while politicians from Hungary, France, Spain, Finland, Poland, Belgium and the European
Commission have alsoallegedly been victims of Pegasusattacks.

The use of Pegasus constitutes targeted surveillance, which is regulated by national law, as well as it
must abide by EU law insofar as it falls within its scope, including the Charter, the EPDand the LED. As
mentioned above (see analysisunder 2.4 on national security and the LED scope), purely governmental
activities in pursuance of national security purposes fall outside the scope of EU law, however they
must still meet national and international, including the European Convention on Human Rights
(ECHR), requirementsagainst unlawful use.

Besides the questionable uses of Pegasus for national security purposes, all uses for the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties,
including the safeguardingagainst andthe prevention of threats to public security, certainly fall under
the scope of EU law, and thereby must abide by the Charter, EU data protection and other relevant
legal frameworks. In his assessment of the compliance of the use of Pegasuswith Article 52(1) Charter,
the EDPS found that it would likely not reach the necessity and proportionality threshold, while it also
affects the essence of the right to privacy.”® Therefore, the EDPS suggested a ban on thedevelopment
and the deployment of spyware with the capability of Pegasus in the EU, while he considers that, in
case certain features of Pegasus were to be neverthelessapplied in exceptional situations, for instance
to prevent a very serious imminent threat, a number of steps and measures should be enforced to
prevent unlawful use.?' In that regard, the strict implementation of the EU legal framework on data
protection, especially the LED transposition and enforcement, and of the relevant CJEU judgements
(e.g.above on dataretention) would be of outmostimportance.?®®

It is regrettable thatthe European Commissionomitted any mentionto the highly questionable use of
Pegasus and the effectiveness or lack thereof of the LED against such use. Moreover, the European
Commission has decided notto act on all these allegations, claiming that it is a national security issue
to be handled by national authorities.??' Similar claims have been put forth by, for instance, Greece,

216 Marzocchi, O. and Mazzini, M., ‘In-Depth Analysis for the Pegasus Committee: Pegasus and Surveillance Spyware’,
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which seeks to regulate the matterinternally.?? Instead, the European Parliamenthas debated Pegasus
in various occasions,?” and has set up a Committee of Inquiry to investigate the use of thePegasusand
equivalent surveillance spyware.”?* The Committeehas further invited Europol to make use of its newly
founded powers and assist in the investigations.?> Member States claiming a lawful use of Pegasus
for LED purposes should at least prove its compliance with the LED, starting with pointing to a
legal act clearly indicating the circumstances under which such tools may be used and how such
use is necessary forand proportionate to the performance of specific tasks pursuant to Article 8
LED. Moreover, compliance with other LED provisionsanalysedthroughout this study, such as the data
protection principles underthis chapter 3, must be further established.Failing to meet thesestandards,
along with fundamental rights and other pertinently relevant legal national constitutional and
European frameworks, would result in the lack of lawfulness of the use of such surveillance tools.

Special processing conditions

The LED includes a provision titled ‘specific processing conditions’, which seems to further elucidate
the purpose limitation principle, when personal data transition from the law enforcement to non-law
enforcement purposes, that is from the LED to the GDPR or EUDPR framework. Under Article 9(1),
personal datainitially collected by competentauthorities and for law enforcement purposes may only
be processed for non-law enforcement purposes if processing is authorised by EU or national law.?2¢
This clause has become particularly important for conducting research on tools for law enforcement,
which often necessitates the use of real data for more efficient designing and testing.22” Other
examples include sharing data with administrative or other public authorities such as tax or customs
authorities. One of the pending cases discussed throughout this study concerns amongst other the
processing of personal data initially collected in the context of criminal proceedings, then used by the
prosecution for the defense in the context of civil proceedings.??® According to Advocate General
Campos Sanchez-Bordona, the lawfulness of said processingmust be assessed in light with the GDPR,
pursuant to Article 9(1) LED.?* Article 9(2) further stipulates that the GDPR applies also in the case
where competent authorities are entrusted by Member State law with the performance of tasks beyond
the scope of the LED, including for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes.

222 See e.g. Laura Kabelka, “National security’ curtain falls down on Greek spyware scandal investigation’, EURACTIVE, 9
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As explained by Recital 34 LED, ‘[flor the processing of personal data by a recipient that is not a
competent authority or thatis not acting as such within the meaning of this Directive and to which
personal data are lawfully disclosed by a competent authority, the [GDPR] should apply. While
implementing the [LED], Member States should also be able to further specify the application of the
rules of the [GDPR], subject to the conditions set out therein.’In principle, triggering the GDPR means
that its principles and rules such as information obligations and data subject rights as established in
the GDPR should apply. Therefore, the conditions under which personal data collected by
competent authorities may be further processed by the competent authorities themselves or by
other entities for non-law enforcement purposes depends on the transposition of the LED in
each Member State. Currently, we can observe alack of (clear and foreseeable) legislative framework
on both EU and national levels.230

Especially in the context of scientific research which may heavily rely on criminal data, scholars have
formulated recommendationsto provide forfurther guidance orsuch legal authorisationunder Artide
9(1),231 or even to amend said provision 232,

Finally, Article 9(3) provides for the possibility to apply specific conditions in specific circumstances
when personal data are transmitted, such as the use of handling codes according to Recital (34). The
latter further clarifies that such specific conditions may include a prohibition against further
transmission or further processing for other purposes. However, in accordance with Article 9(4), such
specific conditions should not differ than those applicable to similar data transmissions within the
Member State of the transmitting competent authority. Respectively, such Member State-set specific
processing conditions should be respected by AFSJagencies, offices andbodies, pursuant to Article 75
ofthe EUDPR.

Processing of special categories of personal data

The LED does not prohibit processing of special categories of personal data per se, as opposed to the
GDPR*?and the EDPS and WP29 recommendations on the draftLED?*, but this is allowed only where
strictly necessary, subjectto appropriate safeguards,and if one of the three conditionsforeseen under
Article T0apply. This reversal of phrasing, from prohibition to permission under conditions albeit strict,

230 See for example Bolognini, L, A Proposal for the EU Privacy Law Simplification, Supporting Data-Driven Research in the
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Right to Personal Data ProtectionIn Criminal Investigations and Proceedings: Framing Big Data Policing Through the
Purpose Limitation and Data Minimisation Principles of the Directive (EU) 2016/680’, Brussels Privacy Hub Working Paper
7,no. 31,December 2021.
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Field’, Istituto Italiano per la Privacy e la Valorizzazione dei Dati (IIP), 10 January 2020, available at

https://www.istitutoitalianoprivacy.it/2020/01/10/a-proposal-for-the-eu-law-simplification-sup porting-data-driven-

research-in-the-law-enforcement-field/;

233 Article 9(1) of GDPR.

234 European Data Protection Supervisor, Opinion 6/2015,28 October 2015, p. 6; Article 29 Data Protection Working Party,
Opinion 03/2015 on the draft directive on the protection of individuals with regard to the processing of personal data by
competent authorities for the purposes of prevention, investigation, detection or prosecution of criminal offences or the
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232

46 PE671.505


https://www.istitutoitalianoprivacy.it/2020/01/10/a-proposal-for-the-eu-law-simplification-supporting-data-driven-research-in-the-law-enforcement-field/
https://www.istitutoitalianoprivacy.it/2020/01/10/a-proposal-for-the-eu-law-simplification-supporting-data-driven-research-in-the-law-enforcement-field/
https://www.istitutoitalianoprivacy.it/2020/01/10/a-proposal-for-the-eu-law-simplification-supporting-data-driven-research-in-the-law-enforcement-field/
https://www.istitutoitalianoprivacy.it/2020/01/10/a-proposal-for-the-eu-law-simplification-supporting-data-driven-research-in-the-law-enforcement-field/

Assessment of the implementation of the Law Enforcement Directive

has raised concerns about endangering data subjects’ rights and alarmingly lowering the level of
protection.?**

Pursuant to dominant understanding, Article 10 functions complementary to the Article 8 general
conditions for lawful processing. More specifically, the European Commission, in response to questions
from Member Statesduringthe 9™ CEG meeting, clarified that‘[t]he relationship between Article 8 and
10 means that processing of special categories of data always have to be provided for by law, and in
addition it is allowed only when strictly necessary and subject to appropriate safeguards, also
laid down in law’.%¢ Similarly, WP29 opined that Articles 10 and 8 are interrelated; the grounds under
Article 10(a)-(c) merely illustrate specific situations under which processing of special categories of
personal data maybe considered as strictly necessary.”’ Literatureseemsto agree as well, considering
the elements under Article 10 of ‘strictly necessary’ and ‘appropriate safeguards’as the two additional
requirementsalongside the general lawfulness requirements of Article 8.3

While promoting a higher protective framework, these interpretations are not necessarily coherent
with the wording of the LED itself, which foresees two potential situations whereby having a basis in
thelaw does not seem to be a prerequisite under Article 10(b)-(c). They also seem to contradict Recital
37 stipulating that ‘[s]uch [special categories of] personal data should not be processed, unless
processing is subject to appropriate safeguards for the rights and freedoms of the data subject laid
down by law and is allowed in cases authorised by law; where not already authorised by such a law, the
processing is necessary to protect the vital interests of the data subject or of another person; or the
processing relates to data which are manifestly made public by the data subject.”? Alternatively,
‘authorised’ under Article 10 should be read as implying a separate, perhaps more explicit, reference
within the law, in comparison to ‘based’ under Article 8.

Insomuch as this interpretation is dominant, and allows for a reinforced level of protection for data
subjects, it seems reasonable to assume that it should be followed by Member States as well. In that
case, processing of special categories of personal data is allowed only whereit is strictly necessary for
the performance of a law enforcement task based on EU or national law, it is subject to appropriate
safeguards, and where one the following applies: it is further authorised by EU or national law, or it
aims to protect a person’svitalinterests, or dataare manifestly madepublic by the data subject. In the
Opinion by Advocate General Pitruzzella, it is noted that the Spanish, German, English, Polish,
Portuguese and Romanianlanguages, the phrasing of Article 10is different, referring notto the French
‘absolutely necessary (absolument nécessaire)’ but to ‘strictly necessary (strictement nécessaire)?*,
which could further complicate a comprehensive application of the provisionamongst Member State.
Nevertheless, the AG considers this subtle difference in wording to be non-consequential with regards
to the heightened level of necessity that this provision requires, given the sensitive nature of the data

Cocq, C, ‘EU Data Protection Rules Applying to Law Enforcement Activities: Towards an Harmonised Legal Framework?',
New Journal of European Criminal Law,Vol. 7,No. 3,2016, pp. 263-76.

236 Commission Expert Group, Minutesof the ninth meetingof the Commission expertgroup on the Regulation (EU) 2016/679

and Directive (EU) 2016/680,4 May 2017.

Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),
WP258, 29 November 2017,p.7.

238 Gajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873.

By contrast, Recital 51 of GDPR explicitly states that the Article 9 on processing of special categories of personal data
provides for the specific requirements for such processing, while ‘the general principles and other rules of this Regulation
should apply, in particular as regards the conditions for lawful processing'.

240 Opinion of Advocate General Pitruzzella of 30 June 2022, Ministerstvo na vatreshnite raboti, C-205/21, ECLI:EU:C:2022:507,
paragraph 49.
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in question. With regards to the condition that data are manifestly made public by the data subject,
WP29 recommends that ‘data manifestly made public’ should be interpreted narrowly, taking into
account thereasonable expectations of the data subject.*"

A decisive ruling may soonbe provided by the CJEU in the pending case from Bulgaria regarding forced
collection of data and the processing of biometric and genetic data of all persons charged with a
premeditated criminal offence requiring public prosecution.?” In his Opinion, Advocate General
Pitruzzella confirmed that Article 10 LED is a specific provision on processing of special categories of
personal data which does not prejudice the application of the rest LED provisions, including Artides
4(1) and 8 LED.** Having said that, the AG regrettably considered the successive examination of all
these provisions as redundant and focused only on the conditions of Article 10 LED.*** Accordingly,
first, the examination of strict necessity under Article 10 relates primarily to the principles of purpose
limitation and data minimisation (see discussions above under 3.3 and 3.4).?** In that regard, the AG
points to previous caselaw, according to which only the fight against serious crime and safeguarding
of public security may justify serious interferences with fundamental rights.?* In this way, processing
of special categories of personal data may only bejustified, in his view, by objectives related to the fight
against serious crime.?” Thisline of reasoning, if adopted by the Court, would need furtherelaboration.

Second, the condition of authorisation by Member State law under Article 10(a) LED which is most
relevant for the casein question, requires that the national law meets the requirementsunder Recital
33.2% More specifically, the law must specify both the general objectives and the purposes in a way that
the direct relevance of the envisaged processing s clear. Third, insofar as the appropriate safeguards
are concerned, they must beforeseen in the national law, which should provide a clear picture of the
envisaged processing in order for abusive processing to be avoided.* Examples of safeguards are
provided under Recital 37, while for special categories of personal data the issuesfor storage duration
and access by competent authorities are of crucial importance. The AG concludes with a highly strict
set of conditions that a nationallaw authorising the processing of special categories of personal data
by competent authorities should fulfil, including the specification of precise purposes, the necessity of
the processing of the specific special category of personal data and the conditions of processing
throughout the entire lifecycle of the data.?° It remains to be seen whether the CJEU will endorse this
approach,and whetherMember State laws can and do actually meet these requirements. On the basis
of the information provided during the proceedings, the AG is doubtful of the compatibility of
Bulgarian law, imposing theprocessing of biometricand genetic dataof all all persons whoarecharged
with a premeditated criminal offence requiring public prosecution, with Article 10 LED.*’

241 Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),

WP258, 29 November 2017, p. 10.
Request for a preliminary ruling, Ministerstvo na vatreshnite raboti v B.C., C-205/21,31 March 2021.

243 Opinion of Advocate General Pitruzzella of 30 June 2022, Ministerstvo na vatreshnite raboti, C-205/21, ECLI:EU:C:2022:507,
paragraph 46.
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It must therefore be examined in a targeted manner whether Member States have applied these
provisions coherently. It is important to collect information on national laws providing for the legal
basis for the processing of special categories of personal data, which may concernstandard procedures
like taking of fingerprints,or the use of advanced algorithmic tools, such as facial recognition.*? In that
respect, a report on facial recognition documents how in France not any law but a decree from the
Conseil d’Etat is required for the processing of special categories of personal data by the State, while in
Sweden special categories of data processing by competent authorities is only allowed when it is
absolutely necessary for law enforcement purposes.?* The analysis demonstrates an absence at the
time when the report was drafted, of dedicated national legislations providing a specific framework for
the deployment of facial recognition technologies.?** The proposed Al Act foresees the prohibition of
‘real-time’ remote biometric identification systems in publicly accessible spaces employed by law
enforcement.?* However, major exceptions to this prohibition are provided*°, while calls for a wider
prohibition on facial recognition have also been made®’.

Thereport by the European Commissiondocuments how most (and regrettably not all) Member States
make reference to strict necessity as a prerequisite for processing of special categories of personal
data.?*® Most national laws also provide for the same three alternative conditions under Article 10(a)-
(c) LED, while someinclude additional groundsrelatingto the protection of human life.>°

Finally, with respect to appropriate safeguards, although Recital 37 provides several examples,
including stricter rules on access and prohibition of transmission, the LED does not foresee any
safeguards for minors. This shortcomingwas also pointedoutby the Greek supervisory authority with
regards to the Greek transposition of the LED.?* Given the particularly vulnerable position of minors
and the emerging roll-out of technologies targeting youth delinquency?®®', formulating tailored
safeguards is essential.

252 See also Chairman of Committee on Civil Liberties, Justice and Home Affairs, 'LIBE Contribution to the Commission

upcoming report on the evaluation and review of the Law Enforcement Directive', IPOL-COM-LIBE D (2022)3535, 7
February 2022.

Lequesne Roth, C, Kimri, M, and Legros, P. 'La Reconnaissance Faciale dans |'espace public — Une cartographie
européenne’, [Rapport de recherche] Université Cote d'Azur, Nice, France, 2020, ffhal-03133123f.

254 |bid.
255 Article 5(1)(d) of Proposed Al Act.

256 Article 5(1)(d), (2)-(4) of Proposed Al Act.
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European Data Protection Supervisor, Press Release Artificial Intelligence Act:a welcomed initiative, but ban on remote
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the proposal for a Regulation of the European Parliament and of the Council laying down harmonised rules on artificial
intelligence (Artificial Intelligence Act), 18 June 2021.

European Commission, Communication from the Commission to the European Parliament and the Council, First report on
application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final,
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See for example predictive policing technologies in the Netherlands, including systems that target minors: Amnesty
International, ‘We Sense Trouble - Automated Discrimination and Mass Surveillance in Predictive Policing in the

Netherlands’, 2020, available at https://www.amnesty.nl/content/uploads/2020/09/Report-Predictive-Policing-RM-7.0-
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Automatedindividual decision-making, including profiling

Whereas in the GDPR the framework on automated decision-making is foreseen as part of the data
subject’s rights®?, the LED regulates automated decision-making in Chapter Il Principles. The
introduction of a prohibition of automated decision-making in law enforcement and criminal justice
has been welcomed. At the same time,scholars havequestioned theadequacy of Article 11 to establish
a highly protective frameworkfor data subjects, in light of technological trends.?** The prohibition may
be simply lifted by virtue of EU or Member State law, and thereby its impact depends on the foreseen
conditions. InsofarasArticle 11 LED echoes Article 22 GDPR, the sameabundantly discussed limitations
apply, while the LED framework onautomated decision-making is considered significantly weakerthan
the one provided by the GDPR**. In that regard, the absence of specific guidelines on an EU level on
such an impactful provision is regrettable.?®

To start with, the prohibition on automated decision-making information is focused on individual
decision-making, setting aside collective or group profiling. This may be problematicin several areas,
including predictive policing technologies, forinstance, which identify crime hotspots thereby making
it difficult to discern whether itis the individual or the group of residents of an area thatis affected.

Moreover, as Article 11is limited to ‘decision-making solely based on automated means’,scholars have
questioned what constitutes a decision, what is the extent and nature of human intervention
required?®”’, and whetherany ‘preliminary profiling’ (emphasis in original text) would be covered *®. For
instance, the UK developed ‘Harm Assessment Risk Tool’ (HART) which provides recommendations on
offenders’ rehabilitation prospects may not consist of a solely automated decision and thereby fall
outside the scope of Article 11.%° Another example given relates to the creation by the Italian
Lombardy region of a mapping of Roma population?® to be potentially used for prosecutorial
purposes, which could fall outside the scope of Article 11, as it may be considered as preliminary
profiling and not a decision solely based on automated means.?’ Decision-making processed with
multiple stages, potentially comprising of both manual and automated means, could escape the

262 Article 22 of GDPR.

263 Marquenie, T, ‘The Police and Criminal Justice Authorities Directive: Data Protection Standards and Impact on the Legal
Framework’, Computer Law & Security Review, Vol 33, No 3, 2017, pp. 324-340; Sajfert, J. and Quintel, T, ‘Data Protection
Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December 2017, available at SSRN:
https://ssrn.com/abstract=3285873; Lynskey, O. ‘Criminal Justice Profiling and EU Data Protection Law: Precarious
Protection from Predictive Policing’ International Journal of Law in Context, Vol. 15, No. 2,2019, pp. 162-76.

264 Gonzélez Fuster, G, ‘Artificial Intelligence and Law Enforcement - Impact on Fundamental Rights’, European Parliament’s

Committee on Civil Liberties, Justice and Home Affairs, PE 656.295,2020.
265 |bid.

266 | ynskey, O. ‘Criminal Justice Profiling and EU Data Protection Law: Precarious Protection from Predictive Policing’

International Journal of Law in Context, Vol. 15, No. 2, 2019, pp. 162-76.
267 bid.
268 gGajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873.
Lynskey, O., ‘Criminal Justice Profiling and EU Data Protection Law: Precarious Protection from Predictive Policing’
International Journal of Law in Context, Vol. 15,No. 2, 2019, pp. 162-76.See also Oswald M., Grace, J,, Urwin, S. and Barnes,

G, ‘Algorithmic Risk Assessment Policing Models: Lessons from the Durham HART Model and ‘Experimental’
Proportionality’, Information & Communications Technology Law, Vol.27,No. 2,2018, pp. 223-50.
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stricter regime of Article 11.% Additionally, there exists the risk that a simple act of confirming a
computer-generated decision by an officer will be considered as human intervention and thereby the
decision will not be considered as based solely on automated means. The right to obtain human
intervention is in essence minimal, as it does not need to be anything more than nominal; in other
words, any human interventionwould suffice, while a substantial, reasoned scrutinyis not foreseen.*”?
Automated decisions, including profiling, that do not fall within the scope of the Article 11 LED
prohibition, must stillabide by the general framework for all types of data processing provided by the
LED. Nevertheless, theissues highlighted above demonstrate how applying Article 11 may be anything
but straightforward, while potentially risky systems could evade stricter regulation.

It should also be noted that, while profiling resultingin discrimination on the basis of special categories
of personal data processing is prohibited, the extent to which this provision covers indirect, and
potentially less provable, discrimination, is debateable.”* Additionally, as special categories of personal
data, albeit similar to discrimination grounds under EU discrimination law, are listed in an exhaustive
manner, this provision might not cover criminal profiling by emerging technologies resulting in new
forms of unfair differentiation on the basis of othertypesof data.?”*

Furthermore, what constitutes anadverse legal or significanteffect under Article 11(1) is left undefined,
while the choice of slightly different wording between Article 11 LED and Article 22 GDPR is not
explained nor substantiated?’. Similarly, the reference to ‘suitable measures to safeguard a data
subject’s rights and freedomsand legitimate interests’ under Article 11(2) is awfully vague.”” Examples
of ‘appropriate safequards’ under Article 11(1), which seemingly differ from the aforementioned
suitable measures, are only given in Recital 38. Accordingly, suitable safeguards include ‘the provision
of specific information to the data subject and the right to obtain humanintervention, in particular to
express his or her pointof view, to obtain an explanation of the decisionreachedaftersuch assessment
or to challenge the decision’. Given the non-binding nature of recitals, however, individuals may never
be informed about being subject to automated decision-making or profiling, as providing this
information is not explicitly required within the provisions of the LED, specifically under Chapter lll, as
also discussed in section 4.7

272 Binns, R. and Veale, M., ‘Is That Your Final Decision? Multi-Stage Profiling, Selective Effects, and Article 22 of the GDPR’
International Data Privacy Law,Vol. 11,No. 4, 2021.
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for IT&IP Law Series 7, Intersentia, Cambridge, Antwerp, Chicago, 2019, pp. 63-96.

Article 11 of LED makes reference to ‘adverse legal effect’ and ‘significantly affect’, whereas Article 22 of GDPR refersto
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Thereby, the impact of Article 11 will depend on national transpositions, while its applicability in the
law enforcement environment allows higher degrees of discretion to controllers.?”? In that regard,
WP29 recommended that national legislators place an obligation upon controllers to carryout a Data
Protection Impact Assessment (DPIA) in connection with automated decisions.?® Finally, information
and even more so explanation on automated decision-making may be hampered by legal restraints
such as the protection of the algorithmsin question by trade secrets or intellectual property rights.

Insofar as automated decision making is concerned, the proposed Al Act could potentially have a
significantimpact on use of Al systems by criminal justice actors. First,as aforementioned (under 2.5),
the EDPB and EDPS as well as the IMCO and LIBE Committees of the European Parliament have called
for the prohibition of predictive policing against individuals.?®' Second, the proposed Al Act provides
for a set of requirements forhigh risk Al systems?®?,including a risk management system, transparency,
and human oversight. Providers of such Al systems must demonstrate the conformity with said
requirementsbefore the systementers the market. As explained in Article 14(2) of the proposed Al Act,
‘[hluman oversight shall aim at preventing or minimising the risks to health, safety or fundamental
rights’. It should include measures to fully understand, interpretand even disregard or override the Al
system’s output.® In this way, the proposed Al Act requirements should facilitate the implementation
of Article 11 LED, by rendering solely automated decisions more explainable to and debatable by its
user. However, criticism has been raised on how the proposed Al Act fails to impose specific
mechanisms at specific stages to effectively implement transparency and human oversight.?®* It also
addresses primarily the providers of Al systems, without providing for direct oversight obligations upon
the user, in this case an LED competent authority, who enjoy a wider discretion.?®® Moreover,
transparency is not required to be provided to the individual(s) affected by an Al system, while the
transparency obligation is regrettably not applicable to Al systems ‘authorised by law to detect,
prevent, investigate and prosecutecriminal offences, unlessthose systemsare available for the public
to report a criminal offence’.?®® In their joint opinion, the EDPB and EDPS criticised this exception for
being too broad, while they also called for ‘new, more proactive and timely ways to inform users of Al
systems on the (decision-making) status where thesystem laysat any time, providing early warning of

279 Sajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873; Gonzélez Fuster, G, ‘Artificial Intelligence and Law
Enforcement - Impact on Fundamental Rights’, European Parliament’s Committee on Civil Liberties, Justice and Home
Affairs, PE 656.295,2020.
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WP258, 29 November 2017, p. 15.

281 EDPB-EDPS Joint Opinion 5/2021 on the proposal for a Regulation of the European Parliament and of the Council laying
down harmonised rules on artificial intelligence (Artificial Intelligence Act), 18 June 2021; European Parliament,
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Artificial Intelligence (Artificial Intelligence Act) and amending certain Union Legislative Acts, 2021/0106(COD), 20 April
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potential harmfuloutcomes’.”®” As aforementioned, given that the proposed Al Act is currently under
the legislative process, with a substantialamendments being proposed, there is roomfor the final text
to ensure a streamlinedwith the LED and overarchingly strongframework of protection for Al systems
used within criminal justice (and beyond).

Consequently, maintaining a high level of protection for the rights and freedoms of data
subjects will depend on EU and national laws authorising automated decision-making and the
safeguards stipulated therein. The gaps identified within Article 11 will have to be addressed, if
so, on a case-by-case basis.

In thatregard, the transposition of Article 11 amongst Member States hasreceived some attention. In
the Austrian transposition of the LED, the prohibition of automated decision-making is articulated
similarly to Article 11 LED but with less explicit reference to safeguards, while profiling based on spedal
categories of datais allowed unlessit is not objectively justified.?®® Similarly, the wordingchosen by the
German legislatorresounds the LED, butis more broadlyarticulated than Article 11(1), while an express
reference to processing of special categories of personal data is omitted throughout the provision.®
Ireland opted for a reservation clause, in the sense that the provision on automated decision-making
does not apply unless certain requirements are met. Although there too no express reference to
processing of special categories of personal data is made, a ban of discrimination is foreseen.*®
Whereas the Finnish law prohibits automated decision-making only when it results in discrimination,
it also makes numerous references to the importance of human rights and highlights how the police
should choose the most appropriate avenues to minimize interferences with human rights.*’ The
Netherlands have adopted an unclear interpretation of automated decision-making in the law
transposing theLED, which is not sufficiently prepared todeal with processing operations through new
technologies.?®? Shortcomingsrelate, for example, to the existence of a legal basis, and the conditions
forusing personal data for specifictools, as well as for training new technologies. This seemsto create
a loophole whereby more activities are taking place than actually allowed by law.

As noted in the European Commission report, while most national transposing laws require that the
existence for suitable safeguards for automated decisions based on sensitive data, and prohibit
profiling that results in discrimination, not all Member States foresee the right to obtain human

intervention or require suitable measures to safeguard datasubject’srights, freedomsand interests**
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4. RIGHTS OF THE DATA SUBJECT

KEY FINDINGS

Concerns have been raised in respect to Article 13, the information requirements therein,and the
absence of a notification duty in line with European case law. Ambiguity has been reported
regarding therightto restriction, which should be implemented by Member States as a distinct
right.

Although a restriction of rights should be counter-balanced through the possibility of indirect
exercise of rights by the supervisory authority, theoretical and practical difficulties have been
pointed out. Additionally, Article 17 has been erroneously transposed in a few Member States. As
Article 18 significantly limits data subject’s rights allowing for national divergencies, a detailed
overview of the transposition of Chapter lll within Member States, including federal regimes and
national criminal procedural law provisions, should be provided.

The LED offers a wide discretionary power to Member States when it comes to data subject’s
rights, and reportson national transposition paint a troubling picture; more effort should be put
both in providing information and in handling data subject’s rights requests.

While further guidance on the modalities for exercising data subject’s rights from national and
European bodies is encouraged, recent reports do show a heightened awareness on data
protection within criminaljustice.

4.1 Introduction

The importance of data subject’s rights, particularly the right of access which is considered a
prerequisite for the exercise of all other rights, is abundantly documented in literature and
jurisprudence.?®* The rights of access and rectification are also guaranteed within the fundamental
right to personal data protection under Article 8(2) of the Charter. Data subject’s rights empower the
individual with control over their personal data, and enhance accountability, lawful processing and
transparency, which, as mentioned, is not explicitly stipulated within the LED. They thereby comprise
an essential tool against informational power asymmetries and unlawful processing operations. The
LED provisions governing the exercise of data subject’s rights are also relevant for other legal
instruments, such as the PNR Directive which designates the CFD as the applicable framework for the
protection of personal data.**

294 See for example Dimitrova, D., and De Hert, P., The Right of Access Under the Police Directive: Small Steps Forward’ Privacy
Technologies and Policy, Medina, M. et al, (eds), Lecture Notes in Computer Science, Springer International Publishing,
2018, pp. 111-30 Vogiatzoglou, P, Quezada Tavarez, K, Fantin, S. and Dewitte, P.,‘From Theory To Practice: Exercising The
Right Of Access Under The Law Enforcement And PNR Directives’, Journal of Intellectual Property, Information Technology
and E-Commerce Law, Vol. 11,No 3, 2020, pp. 274-302; Quezada Tavarez, K., Impact of the Right of Access on the Balance
between Security and Fundamental Right: Informational Power asaTool to Watch the Watchers', European Data Protection
Law Review, Vol. 7, No. 1, 2021, pp. 59-73. On CJEU case law see amongst other Judgment of 7 May 2009, College van
burgemeester en wethouders van Rotterdam v M.E.E. Rijkeboer, C-553/07, EU:C:2009:293, paragraphs 51-52; Judgment of 20
December 2017, Peter Nowak v Data Protection Commissioner, C-434/16,EU:C:2017:994, paragraph 57.

295 Article 13 of PNR Directive.

54 PE671.505



Assessment of the implementation of the Law Enforcement Directive

Obviously, data subject’s rightsin the LED are adapted to the criminal justice domain, whereby certain
limitations must apply to safeguard security and criminal investigations. Nonetheless, a right balance
between security interestsand individuals'rightsand freedoms must be struck. As noted by WP29, the
LED does not allow for blanket restrictions to data subject rights; instead, restrictions should
only be possible where they constitute a necessary and proportionate measure and interpreted
in a restrictive manner.”° It is therefore crucial to investigate whether a balance between the
conflicting interests has been struckboth in the LED and in the nationalimplementingacts.

4.2 Information to be made available and rights

Article 13 lays down the sets ofinformation to be made available to the data subject in generalunder
Alinea (1), as well as in specific cases under Alinea (2), unless the conditions of Alinea (3) apply. It is not
clear, however, what these ‘specific cases’ may refer to. According to WP29 ‘it can be argued that this
duty does not relate to a certain data subject, but to a certain processing procedure and all data
subjects potentially affected byit".*” Further onin their Opinion, it is mentioned that specific cases may
concern situations where data are collected either directly from the data subject or indirectly without
their knowledge.?*®It is questionable though, whether Article 13(2) refers to a proactive action or an ex
post right of access, while both views have been supports within literature.”® A number of
ambiguities surrounding Article 13(2) are thereby left upon Member States to clarify. Moreover,
as the provision of information under Article 13(2) may be delayed, restricted or omitted on the basis
of national laws, WP29 recommended that objectivecriteria be defined thereinto that end.>® As noted
elsewhere, excluding information for longer periods oreven permanently in order, for example, for the
data subject not to be able to draw conclusions as to the modus operandi of the authority would be
disproportionate.3”’

A question that has been raised within the legal literature is to what extent Article 13 may be
assimilated with the right to notification as developed with European jurisprudence.*** In particular,
pursuant to the CJEU Tele2 Sverige ruling, individuals whose personal data are processed, and are
thereby affected, must be notified ‘under the applicable national procedures, as soon as that
notificationis no longer liable to jeopardise the investigations being undertaken by those authorities.
That notification is, in fact, necessaryto enable the persons affectedto exercise, inter alia, their right to

29 Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),

WP258, 29 November 2017, p. 24.
297 |bid, p. 17.
2% 1bid, p. 18.

299 Sajert and Quintel consider Article 13(2) as providing for a scenario whereby the competent authority proactively decides

to provide information, while Vogiatzoglou et al consider it acomplementary ex post right of access. Sajfert, J.and Quintel,
T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December 2017, available at
SSRN: https://ssrn.com/abstract=3285873; Vogiatzoglou, P.,, Quezada Tavarez, K, Fantin, S. and Dewitte, P., ‘From Theory
To Practice:Exercising The Right Of Access Under The Law Enforcement And PNR Directives’, Journal of Intellectual Property,
Information Technology and E-Commerce Law, Vol.11, No 3,2020, pp. 274-302.

300 Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),

WP258, 29 November 2017, p. 18.

Backer, M. and Hornung, G., ‘Data Processing by Police and Criminal Justice Authoritiesin Europe - The Influence of the
Commission’s Draft on the National Police Laws and Laws of Criminal Procedure’, Computer Law & Security Review, Vol 28,
No. 6,2012, pp. 627-33.

Ibid, Jasserand, C, ‘Law Enforcement Access to Personal Data Originally Collected by Private Parties: Missing Data Subjects’
Safeguards in Directive 2016/6807, Computer Law & Security Review, Vol. 34, No. 1,2018, pp. 154-65.
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alegal remedy’.>* The ECtHR***and RecommendationR(87) 15°® similarly highlightthe importance of
notifying individuals with respect to processing operations that affect them, in order for them to be
able to seek effective remedy, as soon as the police operations are no longer jeopardised. Therefore,
even though the abovementioned Tele2 Sverige ruling by the CJEU was only published after the
adoption of the LED, the right to notification was well established within the European legal orderand
could have been taken into account within the LED. Nevertheless, the information requirements
under Article 13 do notreflect such notification duty.*®

Insofar as the information stipulatedunder Article 13 to be made available and even more so theright
of access under Article 14 are concerned, certain limitations have been pointed out.*”” Neither Artide
13 nor Article 14 foresee that information regarding automateddecision-making, including profiling is
to be provided3®, although thisgap could perhapsbe remedied by virtue of Article 11in combination
with Recital 38, as discussed above. No explicit reference is made to joint controllership, as further
explained in section 5. Where data have been transferred to third countries or international
organisations, the provision of information under Article 13may be limited to categories of recipients
rather than a specific list, while information on appropriate safeguards adopted is not required.
Additionally, the definition of ‘recipient’ under Article 3(10) excludes public authorities which receive
data in the framework of a particular inquiry in accordance with Union or Member State law, such as
forinstance taxandcustoms authorities. Thereby data subjects may not be informed of their data being
transmitted to said authorities. Recital 43 also demonstrates how information does not need to be
detailed or include an actual copy of the data processed; instead a full summary is sufficient. Finally,
safeguards arealso only stipulatedwithin the non-binding Recitals, for instance thatany restriction of
theright ofaccess should be assessedindividually,and comply with the Charterand the ECHR.>*

Next to theright to access, the LED provides for the right to rectification, to erasure, and to restriction
as an alternative to erasure. Although not foreseen as an independent right in Article 16, WP29 has
posited that a right to restriction should exist separately from the right to erasure, as distinctly

303 Judgment of 21 December 2016, Tele2 Sverige AB v Post- och telestyrelsen and Secretary of State for the Home Department v

Tom Watson and Others, C-203/15 and C-698/15, EU:C:2016:970, paragraph 121.

Accordingly, ‘notification of surveillance measures is inextricably linked to the effectiveness of remedies and hence to the
existence of effective safeguards against the abuse of monitoring powers, since there is in principle little scope for any
recourse by the individual concerned unless the latter is advised of the measures taken without his or her knowledge and
thus able to challenge their justification retrospectively. As soon as notification can be carried out without jeopardising
the purpose of the restriction after the termination of the surveillance measure, information should be provided to the
persons concerned.” See for example Weber and Saravia v. Germany, App. no. 54934/00,29 June 2006, paragraph 135;
Roman Zakharov v. Russia, App. no. 47143/06, 11 December 2015, paragraph 287;Szabé and Vissy v. Hungary, App. no.
37138/14,12 January 2016, paragraph 86.

Principle 2.2 of Council of Europe, Committee of Ministers,Recommendation No. R (87) 15 of the Committee of Ministers
to member states regulating the use of personal data in the police sector, 17 September 1987.

306 Jasserand, C, ‘Law Enforcement Access to Personal Data Originally Collected by Private Parties: Missing Data Subjects’
Safeguards in Directive 2016/6807, Computer Law & Security Review, Vol. 34,No. 1, 2018, pp. 154-65. See also Backer, M.
and Hornung, G, ‘Data Processing by Police and Criminal Justice Authoritiesin Europe - The Influence of the Commission’s
Draft on the National Police Laws and Laws of Criminal Procedure’, Computer Law & Security Review, Vol 28, No. 6, 2012, pp.
627-33.

Dimitrova, D, and De Hert, P, ‘The Right of Access Under the Police Directive: Small Steps Forward’ Privacy Technologies
and Policy, Medina, M. et al, (eds), Lecture Notes in Computer Science, Springer International Publishing, 2018, pp. 111-
30; Drechsler, L., ‘Comparing LED and GDPR Adequacy: One Standard Two Systems’, Global Privacy Law Review, Vol. 1, No.
2, 2020, pp. 93-103; Gonzélez Fuster, G, ‘Artificial Intelligence and Law Enforcement - Impact on Fundamental Rights’,
European Parliament’s Committee on Civil Liberties, Justice and Home Affairs, PE656.295,2020.

308 |pid. See by contrast Articles 13(2)(f), 14(2)(g) and 15(1)(h) of GDPR.

309 Recitals 44 and 46 of LED.
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stipulated in Recitals 47 and 48.%" In particular, while Article 16(3) articulates an obligation of the
controller to restrict processing, Recitals 47 and 48 refer to the right to restriction. Given this
ambiguity, it should be investigated whether Member States lay down such aright to restriction
in their national legislation, both as a corollary to the right of erasure and as a distinct right.
Regrettably,thereis no equivalentright to object underthe LED.?"

The right of access may be partly or even wholly restricted in line with Article 15, while information
requirements and the rights to rectification, erasure or restriction may equally be restricted for the
same reasons.’’? The foreseen restriction grounds are articulated in broad terms, potentially allowing
Member States to provide controllers with a wide discretionary powerin refusing to comply with data
subject’s rights.?"* Apart fromthe grounds outlined therein, Member States may alsoadopt legislative
measures determining specific categories of processing activitieswhereby the right of access may be
wholly or partly restricted.>™ Albeit justifiable for reasons of security and to safeguard the integrity of
criminal investigations, the complete restriction of the right of access should be counterbalanced.
Instead of an ex ante notification obligation, as discussed above, a review by the supervisory authority
is foreseen, as detailed below, under Article 17. Additionally, as advocated above by WP29, any
restriction of data subject’srightsshould not be blanket norperpetual.

Granting a direct right of access denotes a significant progress from the previous situation under the
CFD.?" Further welcomed safeguards include the protection of confidential sources, as outlined in
Recital 43, and the obligation to document reasons for refusing to comply with a data subject access
request under Article 15(4), further enhancing controller accountability.?'® Finally, where information
on restriction grounds can also not be provided, data subjects retain the possibility to lodge a
complaint with the supervisory authority or seek effective remedy.*'” Given the margin of discretion
afforded to Member States, the value of these rights will be further assessed in practice (see
below under nationalimplementations).

310 Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),
WP258, 29 November 2017.See also Leiser, M.and Custers, B, The Law Enforcement Directive: Conceptual Challenges
of EU Directive 2016/680’, European Data Protection Law Review, Vol. 5, No. 3, 2019, pp. 367-78.

311 Se by contrast Article 21 of GDPR.

312 Articles 13(2) and 16(4) of LED.

313 Dimitrova, D., and De Hert, P., The Right of Access Under the Police Directive: Small Steps Forward’ Privacy Technologies
and Policy, Medina, M. et al, (eds), Lecture Notesin Computer Science, Springer International Publishing, 2018, pp. 111-
30; Vogiatzoglou, P., Quezada Tavédrez, K, Fantin, S. and Dewitte, P., ‘From Theory To Practice: Exercising The Right Of
Access Under The Law Enforcement And PNR Directives’, Journal of Intellectual Property, Information Technology and E-
Commerce Law, Vol. 11, No 3, 2020, pp. 274-302.

314 Article 15(2) of LED.
315 Sajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873; Dimitrova, D., and De Hert, P, The Right of Access Under

the Police Directive: Small Steps Forward’ Privacy Technologies and Policy, Medina, M. et al, (eds), Lecture Notesin
Computer Science, Springer International Publishing, 2018, pp. 111-30.

316 Dimitrova, D., and De Hert, P., The Right of Access Under the Police Directive: Small Steps Forward’ Privacy Technologies
and Policy, Medina, M. et al, (eds), Lecture Notesin Computer Science, Springer International Publishing, 2018, pp. 111-
30.

317 Article 15(3) of LED.
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4.3 Further derogations

Article 17 governing the exercise of data subject’s rights by the supervisory authority is foreseen as a
safety net for both competent authorities and data subjects.?'* Competent authorities may decide not
to disclose any verification of processing whatsoever in order to safeguard ongoing investigations>'®,
while data subjects are given the opportunity to have at least the lawfulness of their data processing
verified by the supervisory authority*?. According toWP29, the so called right of ‘indirect’ access as laid
down in Article 17 is to be distinguished from the right to lodge a complaint with the supervisory
authority under Article 52, and constitutesan additional right in the framework of the LED.**' WP29 has
further argued that, despite the ambiguous LED wording, supervisory authorities should be given
the power by national law to exercise not only the right of access but the rest rights of
rectification, erasure and restriction on behalf of the data subjects.*** The same understanding is
adopted within literature, which perceives this power by supervisory authorities as a sort of
independent oversight of the lawfulness of processing, in line with the abovementioned ECtHR
jurisprudence?® 3

Supervisoryauthorities should treat requestsand replies pursuantto Article 17 with outmost diligence,
upholding this delicate balance between the interests of data subjects and competent authorities?*
In practical terms, however, this balance may prove rather challenging to achieve; the supervisory
authority may not always be in a position to detect irregularities or ensure the rectification of data,
while their response may have to be approved by the competent authority denying direct access.3*
The question then arises how a datasubject can pursue their casein court if they do nothave access to
their data and might not know whetherthe supervisory authority remedied any irregularity.*”

A significant limitation of the LED data subject’s rights is stipulated under Article 18, which allows
Member States to designate national law as the applicable frameworkfor the exercise of rights ‘where
the personal data are contained in a judicial decision or record or case file processed in the course of
criminalinvestigations and proceedings’. The possibility to derogate from the data subject’s rights as
laid down in the LED by virtue of national criminal procedural laws is further reiterated in Recitals 49
and 107. It is unclear whether record and casefile are to be understood as judicial record and judicial

318 See also Drechsler, L, ‘Comparing LED and GDPR Adequacy: One Standard Two Systems', Global Privacy Law Review, Vol.
1,No. 2,2020, pp. 93-103.

Articles 13(3), 15(3) and 16(4) of LED.
Article 17(3) of LED.

Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),

WP258, 29 November 2017, p.23-24.

322 |bid.

323 Roman Zakharov v. Russia, App. no. 47143/06, 11 December 2015, paragraphs 272-285; Szabé and Vissy v. Hungary, App.
no. 37138/14,12 January 2016, paragraphs 75-77

324 Gajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873.

325 |bid.
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casefile, as well as in which instances this derogationmay apply, given that different national criminal
procedurallaws make it difficult to determine what phase of a prosecutionis referred to.3%®

The purpose of Article 18 was questioned duringthe fiftth CEG meeting; in the Commission’s view, it is
meant to ensure that the same guarantees can be provided elsewhere, while another Member State
argued that most of the rights already exist in the criminal procedural law.?** However, along with
Recital 20 mentioned above under section 2 in relation to the scope of the LED, and Article 45(2) on
limiting supervisory authorities competences, as discussed below, this provision is claimed to create

therisk of a‘black hole’ allowing Member States not to apply data protection rights and obligations.**

The real added value of the LED rights therefore depends on the Member State’s willingness, as
well as potential future interpretations by the CJEU.*' A detailed overview of the transposition
of Chapter lll within Member States, including federal regimes and national criminal procedural
law provisions, should be provided.3*

4.4 Nationalimplementations
Nationaltransposing laws

An empirical study conducted in 2020, in which one of the authors of this report participated, has
documented the diverse national implementations of Articles 12-15, as well as the processes of
exercising the right of access in practice within Belgium, Cyprus, France, Greece, Ireland, Italy,
Luxembourg, Malta, the Netherlands and Portugal.®** While a detailed analysis of the national
frameworks and practices may be found in the respective publication®‘, a summary is presented as
follows:

On Article 12: insofar as timing, fees and denials of requests are concerned, only the Portuguese law**
requires competent authorities to respond within a specific timeframe (thirty days, renewable for

328 Caruana, M., The Reform of the EU Data Protection Framework in the Context of the Police and Criminal Justice Sector:

Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology Vol. 33, No 3,
2019, pp. 249-70.

Commission Expert Group, Minutes of the fifth meeting of the Commission expert group on the Regulation (EU) 2016/679
and Directive (EU) 2016/680, 18 January 2017.

Caruana, M., The Reform of the EU Data Protection Framework in the Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology Vol. 33, No 3,
2019, pp. 249-70.

Di Francesco Maesa, C, ‘Balance between Security and Fundamental Rights Protection: An Analysis of the Directive
2016/680 for data protectioninthe police and justice sectors and the Directive 2016/681 on the use of passenger name
record (PNR), Eurojus lItalia, 24 May 2016, http://rivista.eurojus.it/balance-between-security-and-fundamental-rights-
protection-an-analysis-of-the-directive-2016680-for-data-protection-in-the-police-and-justice-sectors-and-the-directive-
2016681-on-the-use-of-passen/.

329

330

331

332 Chairman of Committee on Civil Liberties, Justice and Home Affairs, 'LIBE Contribution to the Commission upcoming

report on the evaluation and review of the Law Enforcement Directive', IPOL-COM-LIBE D (2022)3535, 7 February 2022.
Vogiatzoglou, P., Quezada Tavarez, K, Fantin, S. and Dewitte, P., ‘From Theory To Practice: Exercising The Right Of Access
Under The Law Enforcement And PNR Directives’, Journal of Intellectual Property, Information Technology and E-Commerce
Law, Vol. 11, No 3, 2020, pp. 274-302. While the UK was also included in the study and the paper, itis not mentioned
herein.

34 |bid.

335

333

Article 13 of Lei n.° 59/2019, de 8 de agosto, que aprova as regras relativas ao tratamento de dados pessoais para efeitos
de prevencdo, detecdo, investigacdo ou repressao de infragdes penais ou de execugdo de sangdes penais, transpondo a
Diretiva (UE) 2016/680 do Parlamento Europeu e do Conselho, de 27 de abril de 2016 (Diaro da Republica 151 p. 41, 8
August 2019).
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another thirty). Italy**, Belgium?®” and the Netherlands**® stipulate that the provision of information
must respect domestic limitations arising from police statutes and criminal procedures. Greece®*,
Ireland>* and Italy3*' expect that the contact details of the controller should be found online on the
controllers’ website.

On Article 13: research suggeststhat national formulations differ from the LED for numerous Member
States. For example, in Portugal®**, the controller must make information ‘publicly available and
permanently accessible’ regardless of a data subject request, and the Belgian law3** does not
distinguish between Articles 13(1) and 13(2), thereby suggesting that the controller shall in any case
provide allinformation listed therein.

On Article 14:only afew national laws have adopted a different wording or additional requirements.In
the Dutch law**a specific timeframe for a response fromthe controller is set, while France?** lays down
a specific procedure for the identification of the data subject, who must prove theiridentity by any
means (including using digital identity) that is deemed sufficient by the controller for the
authentication. During said identification process, the response periodis suspended.

On Article 15: noteworthy differences were identified within some national laws. For example, the
Portuguese transposition** does not seem to require controllers to document the factual reasons for

336 Article 9 of Attuazione della direttiva UE 2016/680 del Parlamento Europeo e del Consiglio, del 27.4.2016, relativa alla
protezione delle persone fisiche con riguardo al trattamento dei dati personali da parte delle autorita competenti ai fini di
prevenzione, indagine, accertamento e perseguimento di reati o esecuzione di sanzioni penali, nonché alla libera
circolazione di tali dati e che abroga la decisione quadro 2008/977/GAl del Consiglio (Gazzetta Ufficiale della Repubblica
Italiana 119,24 May 2018).

337 Wet van 30 juli 2018 betreffende de bescherming van natuurlijke personen met betrekking tot de verwerking van
persoonsgegevens (B.S. 5 september 2018).

338 Articles 24a and 26(1) of Wet van 21 juli 2007 houdende regels inzake de verwerking van politiegegevens (Wet
Politiegegevens, Stb. 2007, 549).

339 Article 57 of Apxni Mpootaciag Aedopévwy Mpoowmkou XapakTipa, HETPA e@appoyr Tou Kavoviopou (EE) 2016/679 tou
Eupwmaikou KotvofBouliou kat Tou Zupouliou tng 27ng Amipthiou 2016 yla Tnv mPooTacia TwV QUOIKWY TIPOCWTIWY EVAVTL
ngenefepyaoiag Sedopévwv MPOOWTILKOU XaPAKTpa Kal evowudtwon otnv eBvikn vopobeoia TngOdnyiag (EE) 2016/680
Tou Eupwmaikol KoiwvoBouliou kat Tou XupPouliou Tng 27n¢ Ampthiou 2016 kat dNeg Satdéelg (Epnuepic tng
KuBepvricewg A137 p. 03379;29 August 2019).

340 Section 90 of Data Protection Act 2018 (Act 7 of 2018) (Iris Oifigiul 42 p.00752,24 May 2018).

341 Article 10 of Attuazione della direttiva UE 2016/680 del Parlamento Europeo e del Consiglio, del 27.4.2016, relativa alla
protezione delle persone fisiche con riguardo al trattamento dei dati personali da parte delle autorita competenti ai fini di
prevenzione, indagine, accertamento e perseguimento di reati o esecuzione di sanzioni penali, nonché alla libera
circolazione di tali dati e che abroga la decisione quadro 2008/977/GAl del Consiglio (Gazzetta Ufficiale della Repubblica
Italiana 119,24 May 2018).

342 Article 14 of Lein° 59/2019, de 8 de agosto, que aprova as regras relativas ao tratamento de dados pessoais para efeitos
de prevencdo, detecdo, investigacdo ou repressao de infragdes penais ou de execucdo de san¢des penais, transpondo a
Diretiva (UE) 2016/680 do Parlamento Europeu e do Conselho, de 27 de abril de 2016 (Diaro da Republica 151 p. 41, 8
August 2019).

343 Article 37 of Wet van 30 juli 2018 betreffende de bescherming van natuurlijke personen met betrekking tot de verwerking
van persoonsgegevens (B.S. 5 september 2018).

344 Article 25 of Wet van 21 juli 2007 houdende regelsinzake de verwerking van politiegegevens (Wet Politiegegevens, Stb.
2007,549).

345 Article 135 of Loi n° 78-17 du 6 janvier 1978 relative al'informatique, aux fichiers et aux libertés as amended by Décret n°
2018-687 du 1er aolt 2018 pris pour l'application de laloi n®78-17 du 6 janvier 1978 relative al'informatique, aux fichiers
et aux libertés, modifiée par laloi n° 2018-493 du 20 juin 2018 relative ala protection des données personnelles (Journal
Officiel de laRépublique Francaise, 3 August 2018).

346 Article 16 of Lei n.° 59/2019, de 8 de agosto, que aprova as regras relativas ao tratamento de dados pessoais para efeitos
de prevencdo, detecdo, investigacdo ou repressao de infragdes penais ou de execugdo de sangdes penais, transpondo a
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refusing to respond to a data subject access request. By contrast, in Cyprus>¥, the denial from the
controller mustbe validated after consultation with the national supervisory authority, which is the one
responsible for adopting a list of processing categories that may be subject partly or wholly to
restriction.

The Opinion by the Lithuanian supervisory authority onthe draftlaw transposing the LED raised several
concerns regarding Chapter lll of the LED, which seem to remain valid in thefinal text of the adopted
law3%.3% More specifically, the transposition of Article 13(2), (3) and (4), instead of defining in itself
pursuant to the LED wording, allows the controller to determine the ‘specific cases’, the delay,
restrictions or omission of provision of information as well as the categories of processing that may
wholly or partly be subject to restriction. Additionally, Article 15(2) regarding the documentation of
refusalis not properly specified.

In Denmark, competent authorities do not have to motivate refusals of access.** The Czech
transposition allows controllers notto comply with therightof access when doing so would endanger
the performance of a task within the context of the LED.*' The controllers mustin that case keep a
record of the reasons justifying the refusal for a period of three years.**

Pursuant to the German transposition?®*, the controller may postpone,restrict or omit the information
requirementsof Article 13, upon thelisted conditionsreflecting Article 13(3),and upon an assessment
that the prevention of danger outweighs the interest in informing the data subject. The additional
balancing test between interests indicates a further safeguard againstabuse of restrictinginformation
rights.*** Moreover, the German law?** requires that when the recipients of data are national security
authorities suchas intelligence services, theninformation about these recipients could be given to the
data subject only if the concerned recipient gives their agreement. In this case, the recipient enjoys a
wide margin of appreciation which lies beyond the control of the data controller. Additionally, the
German legislator has added new grounds of access refusal®*¢; the controller may restrict the right of
access alsowhen data are stored only due to legal requirementsor they are used only for purposes of

Diretiva (UE) 2016/680 do Parlamento Europeu e do Conselho, de 27 de abril de 2016 (Diaro da Republica 151 p. 41, 8
August 2019).

Article 17 of O mepi tng Mpootaciag Twv Quaoikwv Mpoownwv Evavtt tng Eme§epyaciag AgSopévwv lNMpoowmikou
Xapaktipa amd Apuddieg Apxég yla toug Xkomoug tng MpoAnyng, Algpevvnong, Avixveuong n Aiwéng Mowikwv
ASiknudtwv 1 TnG ExtéAeong Movikwv Kupwoewv Kat yia tnv EAetBepn Kukhogopia twv Aedopévwv Autwv Népog tou
2019 (Cyprus Gazette 4694 p.267,27 March 2019).

Loi du 1eraolt 2018 relative a la protection des personnes physiques a I'égard du traitement des données a caractére
personnel en matiére pénale ainsi qu'en matiére de sécurité nationale (Journal officiel du Grand-Duché de Luxembourg
A 689p. 1,16 August 2018).

Commission nationale pour la protection des données (Luxembourgish supervisory authority), ‘Avis de la Commission
nationale pour la protection des données relatif au projet de loi n° 7168 relatif a la protection des personnes physiques a
I'égard du traitement des données a caractére personnel en matiere pénale ainsi qu'en matiere de sécurité nationale et
portant modification de certaineslois, Délibération n° 1049/2017 du 28 décembre 2017.
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data security or data protection audits, whengranting the right of access would pose disproportionate
effort and all measures have been taken to prevent their processing for other purposes. The right of
access could be denied also if the data subject does not provide sufficient information allowing the
controller to locate their personal data without disproportionate effort. It is questionable whether
these grounds are in line with theLED.?*’ In fact, a request for preliminary ruling has beenlodged before
the CJEU on theinterpretation of Article 15 LED, the compatibility of the German transposing law and
therelation between Article 15 LED and Article 47 Charter on theright to an effective remedy.*?®

The most striking transposition of Chapterlllof the LED is the one by the Belgian legislator*, offering
data subjects only the possibility of anindirect exercise of their rights, through the national supervisory
authority, obviously against the wording of the LED.** Moreover, the Belgian supervisory authority**'
may only conduct the necessary verifications, which is the minimum foreseen under Article 17(3). The
requirement upon the supervisory authority to inform the data subject of their right to seek a judicial
remedy under Article 17(3) LED has not been transposed into Belgian law. A request for preliminary
ruling regarding Article 17 LED and the compatibility of this practice by the Belgian supervisory
authority with Articles 47 and 8(3) Charter has been lodged before the CJEU.?*

Concerns about an incorrect implementation of Article 17 have also been raised by the Greek
supervisory authority, which pointed out how the Greek law transposed Article 17 merely as a
possibility to raise a complaint through the supervisory authority instead of providing for an indirect
exercise of data subject’s rights.*** Finally, thelrish transposition of Article 17 includes a clause ensuring
that‘[n]othing in this section shall require the Commissionto disclose to a datasubject whether or not
a controller has processed, oris processing, personal data relating to him or her**, demonstrating a
level of tension between access rightsand publicinterest.*®

With respect to Article 18, it has been reported that the majority of Member States foresee that data
subject’s rights can be exercised in accordance with national law in the context of national criminal
investigationsand proceedings, although the conditions thereof are not always clear.**¢ This is the case,
for example, in Lithuania, whereby the Lithuanian supervisory authority expressed their doubts
whether the national safeguards are higherthanthe ones provided in the LED.>*
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The European Commission report notesthat all national laws restrict the right of access under Article
15 LED, while most also foresee restrictions for otherdatasubject’s rights pursuant toArticles 13(3) and
16(4) LED.3%® Moreover, most national laws have transposed Articles 17 and 18 LED. However, several
nationallaws do not fully specify the requirements for the exercise and the restriction of rights.>®

Exercise of data subject’s rights

The 2020 empirical study furtherdocumentedthe researchers’ experience with the process of looking
for information on data processing online and submitting data subject access requests before
competent authorities in Belgium, Cyprus, France, Greece, Ireland, Italy, Luxembourg, Malta, the
Netherlands and Portugal.’”® While a detailed analysis of the experience documented by the
researchersmay be found in the respective publication?®”', mostnotable practices are briefly presented
herein. In their (subjective) opinion, finding information about processing by competent authorities
online varied amongstMember States, with some websites providing very easily accessible information
(like Cyprus or Luxembourg National Police) and others offering a more complex presentation (like
Belgium’s or the Netherland’sauthorities).Information related to data protection policies was included
under a dedicated section on most websites, with few gathering different links for each policy of
different police databases (like Italy). Except for Portugal, all competent authorities included the
information requestedby Article 13(1) within their dedicated webpages. Furthermore, some websites
provided additionalinformationsuch as general retention policy (Italian Police), basic data protection
principles (Irish Police) or security of processing (Luxembourg Police). With the exception of the
Portuguese Police, all competent authorities’ websites also included instructions on how to file an
access request. Only Ireland, Italy and the Netherlands provided a template to be filled in by data
subjects, while the French template was found in the website of the French supervisoryauthority.

When it came to the submission by the researchers of data access requests, most competent authorities
accepted submissions in an electronic format, while France, Italy and the Netherlands required them
to be sent via regular post. Surprisingly, even though requests had been sent via post, the French
Ministry of Home Affairs responded via email, declaring the requests as inadmissible with the reason
that‘such a requestis only admissible if sent via postal mail’,and also as manifestly abusive for being
too broad (see also below). As additional requirement, the Luxembourgish authorities required an
official address certificate. The Irish police asked for a proof of residence and a list of all previous
addresses in the country, requirements that not only were not expressly stipulated in the Irish
transposing law, but alsoseem togo againstthe LED which does notforesee any such restriction of the
LEDright to nationals of a Member State only. By contrast, Recital 17 explicitly foresees the applicability
of the LED afforded protection to natural persons regardless of their nationality of place of residence.
Following up on the requests, reminders had to be sent only to the Cypriot, Greek and Maltese
authorities.

I'égard du traitement des données a caractére personnel en matiere pénale ainsi qu'en matiere de sécurité nationale et
portant modification de certaineslois, Délibération n° 1049/2017 du 28 décembre 2017.
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Overall, most requests werefully processed and resulted in responses by the correspondingauthorities,
either indicating that no data about the data subjects (the researchers in question) were being
processed, or simply confirming that personal data about them were being processed.In addition, the
Greek competent authority provided a list of all the categories of data they held as well as the legal
basis for processing (though not the personal data as such), while the Dutch response contained a
detailed list of databases consulted. However, none of the responses disclosed all the pieces of
information listed in the LED. The French competent authority refused to comply on the grounds that
therequestswere ‘manifestly abusive’ given their overly broad scope, while the Portuguese competent
authority refused on the basis of lack of compliance with all the formal requirements; yet, the alleged
lack of compliance related to requirements that were not specified in Portuguese transposing law.
Whereas the Belgian and Maltese competent authorities were the fastest to provide the final responses,
the Irish, French and Italian were amongst the last, and the Luxembourgish was the last to respond,
over sixmonths after theinitial requests.

A number of conclusions can be drawn with regards to the 10 Member States investigated in the
2020 empirical study: the diverse implementation of information obligations and data subject’s
rights amongst the Member States in question seem to lean more towards expanding the
discretion of competent authorities. Moreover, exercising data subject’s rights in practice
remains complicated and challenging within the EU, and Member States should put more effort
in the presentation of clear, coherent and transparent information on data processing, for
example by providing for single points of information. The process of submitting rights’ requests
could be streamlined, for instance through the creation of templates as well as types of responseson
an EU level. Seemingly arbitrary procedural requirements, such as list of addresses within the country,
should be reconsidered. In that regard, it should be questioned whether data subject’s rights should
be limited to residents of each Member State, or established on a broader European level. Further
guidance on the modalities for providing information and responding to data subject’s rights
requests by national supervisory authorities and European data protection bodies is
encouraged.?”?

Nevertheless, it should be noted that more recent documents, including the Council position and
findings on the application of the LED from November 2021373, the EDPB contribution tothe European
Commission’s evaluation of the LED from December20213%4, andthe European Commission report that
builds on the previous documents®?, demonstrate a heightened awareness on data protection
within criminal justice. More specifically, the Council notesan increasein the number of data subject’s
requests beforecompetent authorities, demonstratingan increased awarenessamongst data subjects
of their rights, which further contributed to an elevation of competent authorities’ data protection

372 See also ibid.
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Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data by competent
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2008/977/JHA,13943/21,18 November 2021.
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awareness aswell.”® Practical experience reportedto the Council shows that datasubjectsare primarily
exercising their rights of access and erasure.?”’

When it comes to feedback from supervisoryauthoritieson data subject’s rights, more than a third of
themreportanincreasein the number of complaints received®’®, which is logical given that rights and
obligations for domestic processingactivities by criminal justice actors have only been established by
the LED. The supervisoryauthorities further report a diversity of issuesraised in the complaints, mostly
relating to the right of access and limitations thereof (Articles 14-15 LED), and the right to rectification
or erasure (Article 16 LED).?”° Fewer complaints related to the right to information (Article 13 LED) and
the modalities for exercising the rights of data subjects (Article 12 LED).**

Moreover, it seems that most supervisory authorities keep statistics on the indirect exercise (Article 17
LED). Approximately half of them received such requests, with France having receivedthe most(1553)
and Croatia the least (1).%' The outcomes of the requests were diverse; in most cases the supervisory
authority confirmed that the necessary verifications had taken place and/or that the request was
inadmissible.®In several cases, the requestsresulted in the obligationupon the controller torectify or
erase personal data or restrict processing, in some cases, access to personal data was provided, while
one supervisoryauthority reported to have applied its corrective powersas a result of such request
Most supervisory authorities did not report particular problems with the indirect exercise of data
subject’s rights underArticle 17 LED, as transposedinto national law.**

376 Council position and findings on the application of the Directive (EU) 2016/680 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
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2008/977/JHA,13943/21,18 November 2021.
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5. CONTROLLER OBLIGATIONS

KEY FINDINGS

Concerns have been raised regarding the opacity and lack of accessible information regarding
joint controllershipin Article 21 LED. This risks complicating the exercise of data subject rightsand
is compounded further by the inconsistent national implementation of the establishment of a
single point of contact.

The implementation of logging mechanisms pursuant to Article 25 LED stands to improve the
accountability of data controllers and should receive regular and continuous attention. As
anticipated in Article 62 LED, the deployment of these measures appears difficult and slow-going.
Additionally, certain aspects of the logging requirement are prone to misinterpretation and
national details on the use and management of logs appear limited despite previous
recommendations. While system logs areto be used proactively, caution is due to avoid that they
are processed for unrelated purposes.

Regarding the Data Protection Impact Assessment, the comparatively limited detail providedin
Article 27 LED remains a serious cause for concern. This is exacerbated by the various unclarified
concepts and a significant lack of concrete guidance on DPIAs in the context of law enforcement
and criminal justice, as materials applicable to the GDPR are not equivalently applicable in this
sphere. Leaving the interpretation and application of this process to the discretion of national
competent authoritiesand supervisory bodies risks undermining its utility.

The LED contains robust requirements for data security. While it might be preferable for all
Member States to have implementedthe extensive list of controls provided for by Article 29 LED,
high standardsfor data security appearto be present in national law. Nevertheless, discrepandies
exist with regards to the application of these provisions at the national level and further
harmonization of data breach procedures is recommended.

5.1 Joint controllers

In order to effectively investigate, prevent and prosecute criminal activity, public authorities in the
sphere of law enforcement and criminal justice are often required to cooperate with various entities.
Such instances of collaboration can occur both between separate departments within the same
organization as wellas with involve external actors, agencies or institutions.. While these coordinated
operations andinstances of collaboration between different agencies and institutionsare an effective
method of policing and oftenvital in the fightagainstcrime, they neverthelessraise concerns regarding
accountability and demonstrating compliance with data protection norms. To this end, Article 21 LED
establishes a number of rules for the event that twoor more controllers jointly determine the purposes
and means of the processing operations. In such a situation, they are to determine their respective
responsibilities for legal compliance by means of an arrangement, unless these responsibilities are
instead established by a legal act, and must designate a single point of contact for data subjects.
Drawing upon a comparison with its counterpart in Article 26 GDPR, legal scholarship has raised a
number of remarksthatdeserve mention.*®

385 Radtke, T, The Concept of Joint Control under the Data Protection Law Enforcement Directive 2016/680 in Contrast to
the GDPR', Journal of Intellectual Property, Information Technology and Electronic Commerce Law, Vol. 11, No. 3, 2020, pp.
242-251.
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First, Article 21 LED reiterates the requirement of the GDPR that the determination of the joint
controllers’ respective responsibilities mustoccur in a ‘transparentmanner’. This is a notable inclusion
since, as mentioned in section 3 and contrary to the GDPR, the LED does not cite transparency as a
general principle of data protection.?* While the CEG has suggested that ‘some degree of transparency’
is implied by the principle of fairness*¥, it remains unclear to which extent this is the case as the
sensitive nature of law enforcement processing inherently begets a greater degree of confidentiality.
This might thus suggest that the obligation of transparency regarding joint controllership is subject to
greater restrictionsunderthe LED, although the lack of further clarification leaves it up to the Member
States to determine how transparent this collaboration must be. Similarly, the LED does not instate an
obligation to inform data subjects of the essence of the arrangement and, consequently, the nature of
their relationship and cooperation. While the direct impact of this is likely to be limited, it risks
complicating the exercise of data subject rights.

Accordingly, it has previously been recommended that national legislators take further steps to
incorporate the requirements under Article 21 LED into the broader obligations of providing
information that data controllers must adhere to under Article 13.3% As discussed in section 3, the
controller is to make certain information available to the data subject pursuant to this provision,
although no stipulations are included regarding the point of contact or the abovementioned
transparency requirement regarding the respective responsibilities of joint controllers in view of the
exercise of data subject rights. At present, it appears the inclusion of details regarding joint
controllership under the general requirements of providing information to data subjects is not
commonplace among Member States. As furtherdiscussedbelow, there appearsto exista significant
degree of deviation among Member States regarding the approach to joint controllership, and none
of the examples of national legislation discussed hereafter seem to have incorporated further details
regarding joint controllersinto their general provisions on the provisionof general informationto data
subjects.

Second, the LED diverges from the GDPR concerning the contents of the arrangement in question.
Under the GDPR, this arrangement is to ‘duly reflect the respective roles and relationships’ in view of
the data subjects and make available the ‘essence’ of their agreement. The absence of such a clausein
Article 21 LED has been criticised by legal scholars as its inclusion could have encouraged the
controllers to exercise more self-control and have a heightened awareness of their respective
obligations under dataprotection law.?*

Third, a noteworthy balancing exercise can be observed regarding the inclusion of certain
requirements.*° On the one hand, the GDPR mandates that data subjects have the opportunity to
exercise their rights against each of the controllers, meaning that they face joint and several liability for
the violation of data protection norms. In the LED, however, it remains up to the Member States
whether they want to adopt the same structure of liability for competent authorities. On the other
hand, the LED necessitates that joint controllers identify a single point of contact for data subjects,
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while the GDPR leaves it up to the controllers themselves to decide whether such a contact point is
appropriate. As such, it appearsthat these instrumentshave taken a slightly different approach to the
measures deemed most suitable for the exercise of data subject rights, with the LED’s mandatory
contact point contributing ‘almost as effectively’ to their protection as the GDPR according to some
experts.>’

Lastly, a critical remark is in order with regard to the apparently inconsistent national
implementation of Article 21 LED.*** In particular, there appearto exist discrepancies regardingthe
incorporation of the provision’sgeneral requirementsand the establishmentof the contact point. For
instance, the Dutch Act on Police Information contains no separate provision regarding joint
controllership. Instead, it stipulates thatthere willonly ever be a single controller in the context of the
LED, as the controller tasked with the actual managementof the data processingand implementation
of measures relating to data accuracy, security and data protection by designwill in practice be viewed
as the sole controller.**® Nevertheless, Article 31d of this Act still mandates that data controllers keep
records of the identity and contact details of ‘joint controllers’, thus leaving in place an apparent
discrepancy in national law. Furthermore, the German Data Protection Act makes no explicit mention
of the obligation to designate a contact point for joint controllership, thereby seemingly leaving this
requirement of the LED absent fromits national legal frameworkaltogether.?** And while both the Irish
and Belgian data protection laws do make mention of this contact point, they leave it up to the
discretion of the controllers whether they will provide in a single point of contact.*** This could thus be
indicative of some interpretative confusion as Article 21 LED prescribes that the arrangement must
designate a contact point for data subjects but that it remains up to the Member States to designate
which of the controllers shallact as the single point of contact. As such, it appears that this stipulation
is intended to signal that there must always be a singular point of contact, but that it is up to the
discretion of the Member States to determine which controller takes on this role. Instead, certain
countries seem to have interpreted this as meaning that they are to decide whether such a contact
point is even needed at all. Further clarity and consistency on this matter would thus be
welcomed.**

5.2 Logging andrecordkeeping

As a key objective of the LED is to foster a high level of accountability for the processing of personal
data, it is vitalthat competent authorities are able to demonstrate compliance with the Directive and
that supervisory bodies have the ability to review the lawfulness of their processing activities. To this
end, Chapter IV of the LED introduces the requirements of logging and recordkeeping. Pursuant to
Article 24, controllers and, to a lesser extent, processors must maintain a record of all categories of
processing operations under their responsibility. Among others, these records must contain
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information on the purposes of the processing, the relevant legal basis, the retention and security of
data, thedisclosure to otherrecipients,and the categories of data subject and personal data involved.
This provision thus requires that the competent authorities document their activities and are able to
disclose this informationto the supervisoryauthorities uponrequest.

By contrast, the requirement of logging imposes a moreextensive obligation for competent authorities
to track and record certain activities. Under Article 25, Member States must provide for logs to be kept
for various processing operations in automated processing systems, including at least the collection,
alteration, consultation, disclosure, combinationand erasure of personal datain computer systems. Of
particular importance are the logs of consultation and disclosure, as they must allow for the
establishment of the justification, date and time of the processing, and, where possible, the
identification of the individuals who consulted, disclosed or received the data. This information must
be made available to the competentauthorities on requestand are only to be used for the verification
of the lawfulness of processing, self-monitoring, ensuring the integrity and security of the personal
data, and for criminal proceedings. Accordingly, these logs do not concern general information
regarding the processingactivities, asis the case with the abovementionedrecords, nordo they require
thatthe content of the dataitselfis registered. Instead, they require competentauthorities to produce
and preserve metadata in their IT systems that contains specific information on how and by whom
certain personal data was managed.”

As a result ofthe above, the requirementoflogging has received notable scholarly attention. Seen as
a significant improvement to the accountability of law enforcement data processing, the logs
are deemed to play a central role in addressing data misuse and restricting access to individuals
with the proper credentials and valid motivations to process the data at hand.**® In particular, the
inclusion of the justification requirement for the consultation and disclosure of data stands out as an
innovative and potentsteptowardsaccountability. Given thatthe exact content andfunctioning of the
logs is dependent on the national configurations of the systems in use, the LED does not provide
additional details on their practical application but instead remains technology-neutral and leaves their
further specification to the Member States.**

At the national level, it appears that most Member States have transposed Article 25 in a consistent
manner.*®While some discrepancies exist regarding the specific conditions, national data protection
legislation generally employs a similar approach to the logging of law enforcement data processing
and meets the general objectives of this provision.*" In practice, the inconsistencies that do exist are
often grounded in Member States going beyondwhat the LED requires. As Article 25 merely establishes
a minimal set of operations thatmust be subject to logging, various European countries have further
expanded upon this condition by instituting additional safeguards. Austria, for example, establishes
stricter and more extensive rules on the keepingof logs by applying these conditions to all processing
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operations and explicitly mandating that they must allow for the tracing and checking of the
processing’s admissibility.**

Despite this apparent high level of national consistency, note must be made of a particular aspect of
this provision. Since the producing of logs in computer systems is an inherently technical task,
concerns can be raised regarding its practical implementation. As it stands to reason that notall
programs used by law enforcement provide in the functionality torecord metadata, identify individual
persons or allow users to submit a justification for their use of the system, it could prove technically
and financially challenging to update and alterthese tools toinclude suchfeatures.*® To pre-emptively
account for this complication, Article 62(2) and (3) LED allow Member States to derogate from the
Directive’s default two-year transposition period and exceptionally delay theimplementation of Artide
25(1) until May 2023, when bringing the automated processing systems in conformity would involve
disproportionate effort, or until May 2026, if doing so would cause serious difficulties for the operation
ofthe system and the Commission is notified of these grounds.

In practice, it seems that these concerns were well-founded as adapting all relevant systems by
May 2018 would likely have been an impossible feat. As illustrated by surveys of law enforcement
representatives, not all police systems are currently equipped with the capabilities of producing the
required logs.**In Denmark, for instance, respondents noted that the logging of processing operations
is not to commence until 2023 despite the fact that this doesleave a security riskdue to the possibility
of abuse.In Ireland, the Data Protection Act includes an explicit acknowledgement of this derogation
by exempting controllers and processors frommaintaining the required logs until 2023 or 2026 if doing
sowould, respectively, involve disproportionate effortor cause serious difficulties for the operation of
the system.*”In case of the latter, the Act even establishes a procedure by which competent authorities
arerequired to notify the Minister of their intention to postpone compliance. And in the Netherlands,
the provision regarding logging has yet to be further specified and enter into force, thus leaving a
currently blank article in place.*® Given the difficulty associated with the implementation of the
logging requirements, regular attention should be paid to the national standing of police systems
being broughtin conformity with Article 25 LED.

Furthermore, three additional facets of the loggingrequirements deserve additional remarks. First, it is
highly recommendedthatthelogsare evaluatedin a proactivemanner that involves both internal and
external monitoring, as data protection experts have previously highlighted the key role of supervisory
authorities and encouraged their active involvement in reviewing the logs.*” While Article 25 LED
merely asserts that the logs must be provided to the supervisory authorities upon their request, it is
advisable that theyactively and regularly review themto monitor compliance with dataprotection law
andto ensure that violations of the data management policies are properly addressed. Similarly, it has
been suggested that the data controllers themselves engage in frequent self-auditing and periodical

402 Article 50 Bundesgesetz tiber den Schutz personenbezogener Daten (Datenschutzgesetz — DSG, 25 May 2018).

403 Gajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873.

Winter, H.B. et al, De verwerking van politiegegevens in vijf Europese landen, Rijksuniversiteit Groningen - Pro facto, WODC
rapport 3031, November 2020, p. 79.

405 Article 82 Data Protection Act 2018 (Act 7 of 2018) (Iris Oifigiul 42 p.00752, 24 May 2018).

406 Article 32a Wet van 21 juli 2007 houdende regels inzake de verwerking van politiegegevens (Wet Politiegegevens, Stb.
2007,549).

407 Gajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873.
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analysis of the logs, potentially by automated means.*® It is thus recommendable that the data
processing logs are not just examined in the event of a data breach orabuse of power butinstead
used proactively and on a continuous basis.

Second, it is important that Member States employ a consistent interpretation of the use of logs ‘for
criminal proceedings’. In line with the policy motivations behind the provision, the logging
requirementisintended to facilitate a greater degree of police accountability. As asserted by WP29, a
narrow interpretation of this stipulation is in order and the use of logs during criminal proceedings
must be limited to thoserelated to data breaches, the security or integrity of the data, or the potential
unlawfulness of police processing operations.*®This, however, might not be clear in all national data
protection legislation. In Belgium, for example, the corresponding provision of its data protection act
merely states thelogs mayonly be used for the general purposesofthe LED as noted by Article 1(1) of
the Directive.*® As such, it is notunthinkable thatthis provisionmightbe interpreted in anoverly broad
fashion leading to the unintended use of the logs for various police operations and as evidence in
general criminal proceedings rather than just those involving system use and data access.
Accordingly, caution is due in order to avoid that Member States make use of these logs in
unrelated proceedings, investigations or prosecutions.

Lastly, further attention may be warranted for certain remarks made by WP29. In its opinion, the
Working Party strongly urged the adoption of national laws thatfurther develop various aspects of the
logging requirements, including thetechnical measurestaken to implementthem, the storage periods
of the logs, their exact content, and the internal policies on self-auditing and legal compliance.*'" At
present, nationaladherence to these recommendations seems limited albeit not quite non-existentas
certain Member States have incorporated furtherdetails and more extensive rules in their legislation.
For instance, the German Data Protection Act determines periods for the storage of the logs by
requiring that they are deleted before the end of the year following their production*'2 Similarly, the
Netherlands mandatesthatdatacontrollersconduct periodic privacy audits anddisclose the resultsto
the supervisory authority, yet it remains unclear what these audits will entail and how they might
functionin absence of a provision onlogging.** Regardless, such stipulations do not appearto reflect
widespread practice in national law. While it remains possible that similar procedures have been
incorporated in internal policy documents instead, it seems that limited action has been taken to
incorporate the Working Party’s recommendations during the transposition of Article 25 LED. Upon
further review, it might be advisable that a renewed focus is placed on expanding the national
rules on logging in conjunction with Member States aligning their systems with these
requirements before 2023.

408 Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),

WP258, 29 November 2017, 26.
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410 Article 5681 Wet van 30 juli 2018 betreffende de bescherming van natuurlijke personen met betrekking tot de verwerking

van persoonsgegevens (B.S. 5 september 2018).

411 Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),

WP258, 29 November 2017, 28.
412 Article 76(5) German Federal Data Protection Act of 30 June 2017 (Federal Law Gazette | p. 2097), as last amended by
Article 12 of the Act of 20 November 2019 (Federal Law Gazette |, p. 1626).
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5.3 Data Protection Impact Assessment

In order to better demonstrate compliance with legal norms and negate adverse effects before they
arise, the EU data protection reforms require that a DPIA is conducted before high-risk processing
activities are allowed to take place. Present in both the GDPR and LED, this requirement entails that
data controllers both assess the potential impact of the envisioned operations on the rights and
freedoms of individuals, and take appropriate steps to address the risks at hand and safeguard the
interests of the relevant data subjects. In the LED, Article 27 determines the scope, details and
requirementsof this procedure in the context of law enforcementand criminal justice. It stipulates that
aDPIA isin order when a type of processing, in particular where it involves the useof new technologies,
is likely to resultina highrisk to therights and freedoms of natural persons when taking into account
the nature, scope, context and purposes of the processing. This assessment must take place prior to
the processing and contain a description of the envisaged operations, an evaluationof the risks to the
rights and freedoms of data subjects, and an overview of the intended measures, safequards and
mechanisms used to addresstheserisksand ensure the protection of personal data.As such, the DPIA
does not concern individual cases but is instead meant to evaluate procedures, systems and general
processing operations.*'

The execution of a DPIA can be a powerful tool to promote compliance with data protection norms
and human rights standards.** Building upon the well-established lineage of various types ofimpact
assessments, DPIAs serve an important role in managing risky behaviours from a legal and ethical
perspective.*® By mandating that this assessment takes place prior to the processing, it complements
the general principle of privacy by design*'” and provides both data controllers andsystem developers
with a clear avenueto incorporate safeguardsin the early stages of the development and planning of
future data processing operations.*'® According to various scholars, the DPIA thus plays a critical role
in improving the accountability of data controllers and strengthening the implementation of data
protection safeguards.*” This sentimentis shared by both the EDPB and the European Commission, as
both haverecently noted thatthe theseimpact assessments haveimproved the level of security in law
enforcement data processing.*® Regardless, some critical remarks on various aspects of the relevant
provisions ofthe LED are in order.

First, it must be mentioned that there exist notable differences between the GDPR and LED in how they
cover their respective stipulations regardingthe data protectionimpact assessments.*' Among others,

414 Recital 58 LED.

415 Marquenie, T, ‘The Police and Criminal Justice Authorities Directive: Data protection standards and impact on the legal
framework’, Computer Law & Security Review, vol. 33,no. 3, 2017, pp. 324-340.

416 Raab, C, ‘Information privacy, impact assessment, and the place of ethics’, Computer Law & Security Review, Vol.37, 2020.

417 Recital 53 LED.

418 Naudts, L., The Data Protection Impact Assessment for Law Enforcement Agencies’, presented at the 12th International
Conference on Communications, Bucharest, Romania, 15 June 2018.

419 Demetzou, K, ‘Data Protection Impact Assessment: A tool for accountability and the unclarified concept of ‘high risk’ in
the General Data Protection Regulation’, Computer Law & Security Review, Vol. 35,2019.

420 European Commission, Communication from the Commission to the European Parliament and the Council, First report on
application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final,
25.7.2022,p. 19; European Data Protection Board, Contribution of the EDPB to the European Commission’s evaluation of
the Data Protection Law Enforcement Directive (LED) under Article 62, 14 December 2021, pp.21-22.

In this context, brief mention ought to be made of a notable divergence between data protection law and the
abovementioned proposal for an Al Act. Under the GDPR and LED, the responsibility of assessing and mitigating risk falls
on the data controller itself, which typically acts as the end-user of novel technologies. By contrast, the proposed Al Act
instead requires the providers of Al systems to assess the risks associated with their tools and bring them into compliance
with the Act’s requirements. Some commentators have described this disparity as a misalignment and have

421

72 PE671.505



Assessment of the implementation of the Law Enforcement Directive

Article 35 GDPR establishes a clear list of the most prominent circumstances in which a DPIA is
necessary, mandates the involvement of the controller’s data protection officer in the process, and
directs the national supervisory authorities to publish a list of the kind of processing operations that
require the execution of a DPIA. Additionally, it provides further details on what the assessment must
contain and necessitates that it includes an evaluation of the necessity and proportionality of the
processing, the legitimateinterests pursued by the controller,anda description of the operations that
is ‘systematic’ in nature. By contrast, Article 27 LED contains no such clauses but instead relegates a
number of factors relevant for the determination of risks to Recital 51. While this is further
supplemented by WP29 recommending the execution of a DPIA when the processing involves
sensitive data or engagesin automateddecision-making and profiling *? the LED nevertheless lacks
the level of detail provided by the GDPR.

Second, even though this does necessarily serve to the detriment of the LED, it is regrettable that
comparatively little attention has been paid to providing concrete guidance on the execution of these
assessments. As conducting a sufficiently thorough DPIA can be a complex endeavour and the risks
associated with law enforcement data processing can arguably be more severe than those typically
envisaged by the GDPR*%, thereis clear value in providing competent authorities with consistentand
extensive guidance on how to balance competing interests, evaluate the potentialimpact on human
rights, and take proactive measures as to negate disparate effects. To this end, various European
bodies**, national data protection authorities *** and legal scholars** have provided further insightinto
how such an assessment might be conducted. However, the currently available guidance focuses
primarily and often exclusively on complying with the GDPR, thus placing limited emphasis on
processing operations by police and criminal justice authorities and lacking a EU-wide standard
for DPIAs in this context.”” This discrepancy is cause for concern as it risks creating
interpretative issues. Given that the LED and GDPR concern processing operations that can be
entirely different in nature and that these instruments do not necessarily safeguard the same set of
human rights*%, it is evident that instructionsissued in the context of the GDPR cannot simply be
applied to law enforcement processing.

recommended that the Al Act is amended to impose a similar obligation on system end-users. For more, see: Ebers M. et
al, The European Commission’s Proposal for an Artificial Intelligence Act—A Critical Assessment by Members of the
Robotics and Al Law Society (RAILS), J Vol. 4,No. 4, 2021, pp. 589-603.

422 Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),
WP258, 29 November 2017, p.14.

423 |bid.
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https://edps.europa.eu/sites/edp/files/publication/19-07-17 accountability on_the ground part_ii_en.pdf
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426 Bieker, F.et al,, ‘A Process for Data Protection Impact Assessment Under the European General Data Protection Regulation’
in Privacy Technologies and Policy, Cham, 2016, pp. 21-37.

427 For a more extensive overview of the currently available guidelines in this context, see: Marquenie, T. and Quezada-

Tavérez, K, ‘Data Protection Impact Assessments in Law Enforcement: Identifying and Mitigating Risks in Algorithmic
Policing’ in Markarian, G., Nitsch, H., Karlovic, R. and Chandramouli, K. (eds), Security technologies and social implications:
An European Perspective, Wiley-IEEE Press, 2022 (under review).

428 Drechsler L, ‘Comparing LED and GDPR Adequacy: One Standard Two Systems’, Global Privacy Law Review, Vol 1, No. 2,
2020, pp. 93-103.
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In addition, such guidance could prove useful in clarifying certain concepts used in both Article 35
GDPR and Article 27 LED. The notion of high risk, for example, has been described as ‘unclarified’ by
data protection experts who have advocated for further clarity and a more comprehensive approach
towards explaining this concept.*” Similarly, the accompanying recitals introduce the notions of
likelihood and severity, which havelong been incorporated in risk assessments of different kinds, but
neglect to provide further details on their interpretation. In stating that risks should be evaluated by
means of an ‘objective assessment’ and that the elements of severity and likelihood must be
consideredin relationto the nature, scope, context and purposes of the processing, Recital 52 LED does
little to illuminate how competent authorities are tobalance and assess thesedifferent facets. Leaving
the interpretation of these provisions to the very limited number of national data protection
authorities that have attempted to clarify this process for law enforcement actors®’ thus
appears unlikely to result in a high and consistent level of protection across the EU.

Third, this lack of robust guidance further appearsto persistin spite of the vital role that DPIAs can play
in demonstrating legal compliance. This holds particularly true in light of the deployment of novel
police technologies that risk stigmatising minority groups, exacerbating unfair and discriminatory
practices,and underlying an ever greater extent of state surveillance. Consequently, these tools pose
unique and pressing threats to varioushuman liberties and fundamental freedoms, including the rights
to privacy and data protection, fair trial, free speech and equal treatment.*' To illustrate this tension,
reference can be made to recent case law from the United Kingdom. In the Bridges v. South Wales
Police case from 2020, the UK Court of Appeal determined that the manner in which public facial
recognition tools were used by the South Wales Police violated human rights law.**? As one of the
primary motivations behindthis ruling,the Court noted thatthe DPIA applicable to the deployment of
this technology had been conducted in an insufficiently thorough manner. In particular, it concluded
that the assessment failed to present a properexamination of the impact on thefundamental rights at
hand, and that it did not provide adequate measures to address the risks in question.*** The Bridges
case now serves as a cautionaryreminderof theimportance of the DPIA.

Although the European Commission’s recent report on the LED notes that numerous national
supervisory authorities have been involved in raising awareness on issues relating to data protection
law**, and that the process of conducting a data protection impact assessment was cited as an
example of a topic that might be covered in this context, the availability of such guidance appears to

429 Demetzou, K., ‘Data Protection Impact Assessment: A tool for accountability and the unclarified concept of ‘high risk’ in
the General Data Protection Regulation’, Computer Law & Security Review, Vol. 35,2019.

430 The UK ICO is one of the only supervisory bodies to have provided specific guidance for the LED. See, Information
Commissioner’s Office (ICO), ‘Guide to Law Enforcement Processing — Data Protection Impact Assessment’, 2019,
https://ico.org.uk/for-organisations/quide-to-data-protection/quide-to-law-enforcement-processing/

431 For more on assessing the impact of novel police technologies on human rights, see: Castets-Renard, C, ‘Human Rights

and Algorithmic Impact Assessment for Predictive Policing’ in Micklitz, HW., Pollicino, O., Reichman, A., Simoncini, A.,
Sartor, G, De Gregorio, G. (eds), Constitutional Challenges in the Algorithmic Society, Cambridge University Press, 2021;
Marquenie, T, ‘Legal and Ethical Challenges in Algorithmic Policing and Law Enforcement Al’in Bourguignon, M., Hick, T.,
Royer, S, Yperman, W. (eds), Technology and Society: The Evolution of the Legal Landscape, Gompel & Svacina, 2020.

432 R (on the application of Bridges) v Chief Constable of South Wales’, UK Court of Appeal, EWCA Civ 1058,2020.Accessed:
Aug. 11, 2020. [Online]. Available: https://www.judiciary.uk/wp-content/uploads/2020/08/R-Bridges-v-CC-South-Wales-
ors-Judgment.pdf.

433 Purshouse, J. and Campbell, L, ‘Automated facial recognition and policing:a Bridge too far?”, Journal of Legal Studies, April
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have remained limited thus far. This is cause for concern. In absence of a rigorous assessment that not
only accounts for the possible risks to data protection and human rights but also presents adequate
steps to mitigate their adverse impact as intended in the LED, law enforcement operations that use
novel technologies or otherwise entail high risks to the interests and freedoms of the data subject
might well be ruled unlawfuland terminated by national courts or supervisory authorities.** In light of
theabove, itis strongly recommendedthatconsistent, thorough and EU-wide guidance is providedfor
DPIAs in the context of law enforcement and criminal justice.

5.4 Security of personal data

Ensuring a high degree of data security has become a priority of contemporary data protection law.
While data protection and data security have long been intertwined®®, the ever growing importance
of datain the digital society has elevatedthe role of security and safety in data processing.As such, the
2016 data protection reforms incorporated the security of personal data into its most fundamental
principles.*’ In the LED, Section 2 of Chapter IV expands upon this principle by imposing additional
obligations on data controllers with regards to the security of processing and the management of
personal data breaches. Under Article 29, data controllers are to implement appropriate measures to
ensure a degree of security thatis appropriate to therisk, when taking intoaccountthe state of the art,
costs ofimplementation, andthat nature, scope, context andpurposes of the processingas well as the
severity and likelihood of the risks at hand. Pursuant to Articles 30 and 31, the supervisory authority
must be notified of personal databreacheswithoutundue delay, unless the breach is unlikely to result
in a risk to the rights and freedoms of natural persons, and must similarly communicate the event to
the data subject unless certain conditions would preclude them from doing so or make these
communicationsunnecessary. With regard to Article 29, two points ofinterest are to be discussed.

First, this provisionis particularly noteworthyas it is one of the few instances in which the LED appears
to establish markedly stronger safeguards than the GDPR. While Article 32 GDPR contains the same
general obligation of implementing technical and organisational measures that ensure a level of
security appropriate to the risk, it merely provides a brief list of strategies to be included ‘inter alia as
appropriate’. By contrast, Article 29 LED introduces a total of eleven specific guarantees and forms of
information control that must be ensured through the adoption of safety measures. Among others,
these requirements make direct mention of storage control, equipment access control, data media
control, communication control, transport control, recovery, integrity and reliability. Given the
particularly sensitive nature of the data thatlaw enforcement agenciesand criminal justice authorities
frequently process, these stringentand detailed security conditions are a welcome addition to the LED.

Second, mention deservesto be made of the extent to which this article correspondsto the strategies
and principles establishedin the field of cyber-and information security. In this sphere, ensuringa high
level of security is widely considered to necessitate compliance with the so-called CIA-triad that the
emphasises theimportance of the Confidentiality, Integrity and Availability of computer systems and

435 For further analysis of the possible scope and nature of these mitigation measures in the context of law enforcement, see:
Bas Seyyar, M. and Geradts, ZJ.M.H,, ‘Privacy impact assessment in large-scale digital forensic investigations’, Forensic
Science International: Digital Investigation, Vol. 33, 2020; Marquenie T. and Quezada-Tavarez K, ‘Data Protection Impact
Assessments in Law Enforcement: Identifying and Mitigating Risks in Algorithmic Policing’ in Markarian G., Nitsch H,
Karlovic R. & Chandramouli, K. (eds), Security technologies and social implications: An European Perspective, Wiley-|EEE Press,
2022 (under review).

436 Art. 7 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108),
Strasbourg, 28.01.1981 (‘Convention 108’).

437 Art.4(1)(f) LED and Art.5(1)(f) GDPR.
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the data therein.**® Under the principle of Confidentiality, the datais only tobe accessible by individuals
with the proper credentialsand authorisations. The concept of Integrity necessitates thatthe data must
be maintained in a manner that is reliable, accurate and complete, and the notion of Availability
requires that the data is accessible by the desired individuals when needed. When considering how
these principles are reflected in the LED, a critical concern must first be raised as the primary goal of
data protection law appears to diverge from the main objective of information security. In practice,
both fields attempt to achieve the same purpose, which is to protect the data and processing systems
from undue use or interference thatrisks altering, removing orrevealing their contents to unauthorised
individuals. Their motivations behind this, however, tend to differ.*** From an information security
perspective, the primary goal of securing the data typically is to protect the interests of the controller
from a loss of revenue, information or confidential information. By contrast, security requirements
under data protection law principally aim to safeguard the rights and freedoms of the data subject
whose personalinformation is compromised and put at risk. Yet despite these divergent motivations,
it appears that little cause for concern remains when evaluating the adherence to the basic tenets of
information security in the LED. The components of Article 29 provide a robust framework that
incorporates high security standardsand fully reflects the fundamental principles of cybersecurity.**

When examining various national implementations of this provision, it appears that Member States
have taken a variety of different approaches towards data security. Some countries, like Belgium and
Ireland*', have closely adhered to the structure of Article 29 LED and contain an equally extensive list
of specific security measures to be taken. Others have not only instituted the same conditions but
opted to go beyond the minimumrequirementsof the LED by introducing further guarantees for data
security. Germany, for example, also mandates that competent authorities ensure that data collected
for different purposesis able to be processed separately (‘separability’) and that processingoperations
taking place on behalf of the controller can only occur in compliance with the controller’s instructions
(‘processing control’).*> However, not all Member States have incorporated such a degree of detail
into their national provisions. The Netherlands, for instance, appears to have integrated the
obligation of data security into its expanded stipulations regarding data protection by design.*? In
doing so, it foregoes providing a list of specific methods of security controls but instead presents more
general requirements concerning the security of processing and compliance with data protection
principles, such as by mandating that the appropriate technical and organisational measures must
ensureafitting level of security by protecting police data against unauthorised or unlawful processing
and intentional loss, erasure or damages. Naturally, safety concerns necessitate that information
regarding the internal implementation of security measures is rarely made public, thus making it
difficult to assess the actual level of data security maintained by competent authorities. Nevertheless,

438 European Union Agency for Network and Information Security (ENISA), ‘Guidelines for SMEs on the Security of Personal
Data Processing’, 2016.

439 Ripoll Servent, A., ‘Protecting or Processing? Recasting EU Data Protection Norms’ in Schiinemann, W.J. and Baumann,
M.O., (eds), Privacy, Data Protection and Cybersecurity in Europe, Springer 2017.

440 For an extensive examination of thistopic, see: Marquenie, T. and Quezada-Tavarez, K., ‘Operationalization of Information
Security through Compliance with Directive 2016/680 in Law Enforcement Technology and Practice’ in Vedder, A,
Schroers, J., Ducuing, C. and Valcke, P. (eds), Security and Law, Intersentia, 2019.
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persoonsgegevens (B.S. 5 september 2018) and Art. 70 Data Protection Act 2018 (Act 7 of 2018) (Iris Qifigiul 42 p. 00752,
24 May 2018).
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549).
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the standards introduced by the LED and the national laws based thereon appear to instate a robust
framework of information security thatclosely reflects existing practices in the field of cybersecurity.

Regarding Articles 30 and 31, a brief remark can also be made about the practical application of the
procedures surrounding the reporting of data breaches. Althoughthe transposition of these provisions
into national law appears to have been generally uniform, the actual interpretation thereof seems to
reflect some notable differences in national practice. As indicated in the European Commission’s
report, there exist significant disparities in the number of reported data breaches. While several
supervisory authorities reported no notifications, others received hundreds of notices. Such a large
discrepancy led to the conclusion thatthere likely exist divergent interpretations of what constitutes a
data breach and when they should be reported to the supervisory authority.*** In line with the
Commission’sfindings, it is thus recommended that a more uniformapproach to the management of
data breaches oughtto be taken.**

444 European Commission, Communication from the Commission to the European Parliament and the Council, First report on
application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final,
25.7.2022, p. 20.

As noted by the Commission, the EDPB’s recent guidelines on personal data breach notifications can prove a valuable
source of guidance to thisend. For more, see: European Data Protection Board, Guidelines 01/2021 on Examples regarding

Personal Data Breach Notification, Adopted on 14 December 2021, https://edpb.europa.eu/system/files/2022-
01/edpb_quidelines 012021 pdbnotification _adopted en.pdf
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6. DATATRANSFERSTO THIRD COUNTRIES

KEY FINDINGS

The lack of adequacy decisions under Article 36 LED and the possible difficulties in detaching
them from the GDPR'’s divergent scope and considerations risks undermining a cornerstone of
international transfers by competent authorities and weakening the protection of EU
fundamental rights beyond the Union’s borders. It is recommended that the adoption of
additional adequacy decisionsis prioritized further.

The continued reliance on legally binding instruments that were adopted before the EU data
protection reforms and are therefore unlikely to be in compliance with current norms stands to
be to the detriment of the high level of EU data protection guarantees and undermine the
protection of EU fundamental rights in international transfers. Additionally, Article 37 LED
assigning competent authorities with the responsibility of assessing whether ‘appropriate
safeguards’ that providein an ‘essentially equivalent’ level of data protection are in place poses
serious threats to a consistent and robust framework of transfers that provides in adequate
protection for therights of EU data subjects, thusindicatingthatfurtheraction may be warranted
toalign national standards.

Concerns have been raised regarding the interpretation of Article 39 LED on the transfers to
private entities in third countries, as diverging perspectives exist on its place in the structure of
Chapter V. In addition, national implementations of this, albeit optional, provision appear
difficult, and thereis little consistency among EU legal instruments regarding such transfers.

6.1 General

Chapter V of the Directive concerns the transfers of personal data to third countries or international
organisations. Asan importantobjective of EU data protection law is to protect the rights and interests
of European data subjectseven beyondits borders, transfersto competentauthoritieslocated in third
countries must comply with certain conditions and be covered by adequate safeguards in order to be
lawful. To this end, Article 35 establishes the general principles for these transfers. Principally, it
stipulates that they can only take place between competent authorities, are not to undermine the
general level of protection provided by the Directive, and must be necessary for the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties,
including the safeguarding of public security. Furthermore, the provision mimics the general
architecture of the GDPR and establishes a three-step cascading approach to the transmission of
personal data outside of the EU. In accordance with this cascade, these transfers may only take place
when the European Commission has issued an adequacy decision authorising transfers to a country
that ensures an adequate level of data protection, or, in absence of such a decision, appropriate
safeguards exist with regards to the protection of personal data, or, in absence of such safeguards,
certain derogations for specific situations apply. In addition, Chapter V also provides in the possibility
of transferring personal data directly to non-competent recipients in third countries when certain
conditions are met.
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In regulating the exchange of personal data beyondthe borders of the EU, this Chapter seeks to strike
a delicate balance between different interests.** On the one hand, the legal framework for
internationaltransfers has to take into account the particularities of data processing in the context of
law enforcement and criminaljustice. As thecooperation with competentauthoritiesin third countries
is often paramountto the effective functioning of European law enforcement, the data protection rules
must provide in a certain flexibility and meet the unique needs of police and criminaljustice actors. On
the other, the significant risks associated with international transfers and the inherent limits to
oversight once personal data leaves the EU territory mandates robust and enforceable safeguards to
protect therights and interests of data subjects. If found to be overly permissive, the currentapproach
to such transfers risks eroding the protection of personal data and human rights by granting the
competent authorities too much discretion.*” The following section examines several key aspects of
ChapterVand highlights a number of outstanding concerns.

6.2 Adequacydecisions

Constituting the first step in the abovementioned cascade, adequacy decisions serve as a prominent
and formal assurance of the existence of robust data protection standards for data transfers to third
countries.*® As stipulated by Article 36, such assessments are to take into account various elements
such as the adherence to human rights, the existence of local data protection rules, the effective
functioning of supervisory authorities, and the observance of international commitments. By relying
on a singleinstitution that is well-equipped to assess the level of data protection observed in foreign
territories, theissuance of adequacy decisions by the European Commission is likely to result in a more
consistent application of the LED and its principles. These decisions have the potential of being a
particularly effective measure for the transfer of personal data to third countries in a legally sound and
human rights compliant manner.*?While they play an important role in enabling European competent
authorities to engagein sustained cooperation with operational partnersin third countries, a number
of concerns can nevertheless be raised regarding the current approach to adequacy decisions under
the LED.

First, the relatively low frequency at which these decisions are issued stands to limit the efficacy
of this cornerstone provision. While the European Commission has issued over a dozen adequacy
decisions under Directive 95/46 EC and the GDPR, it has only recognised a single third country as
providing an adequate level of data protection for transfers in the context of law enforcement. This

446 Caruana, M., The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:

Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,
2019, pp. 249-270.

447 Sajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873.

448 European Data Protection Board, Recommendations 01/2021 on the adequacy referential under the Law Enforcement
Directive, 2 February 2021.

Drechsler, L, ‘Wanted: LED adequacy decisions. How the absence of any LED adequacy decision is hurting the protection
of fundamental rightsin a law enforcement context’, International Data Privacy Law,Vol. 11,No. 2, 2021, pp. 182-195.
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decision*?applies to the EU’s post-Brexit relationship with the United Kingdom*'and was adoptedin
June 2021.%? Consequently, it remains up to the Member States and their individual competent
authorities to bear the responsibility of determining whether appropriate safeguards or derogations
for specific situations warrant the transfers of data toany third country otherthan the United Kingdom.
This risks introducing a significant degree of legal uncertainty and result in a lack of consistency if
competent authorities within the EU take a divergent approach to the evaluation of the circumstances
ofinternational data transfers. As aresult, data protection experts haveindicated that the existence of
LED adequacy decisions is of crucial importance to safeguard EU fundamental rights and protect the
interests of European datasubjectsbeyond the Union’s borders.**

The lack of adequacy decisions also stands to disproportionately affect Member States that have a
particular relationship with their autonomousterritories. Forexample, the Kingdoms of both Denmark
and the Netherlands consist of overseas regions that are not part of the EU themselves.** Given that
these areas are considered to be third countries, data transfers between these countries and their
territories will be subject to the framework established in ChapterV of the LED. In the current absence
of adequacy decisions validating enduring exchanges of personal data between these entities, the
Dutch and Danish competent authorities are required to continuously assess whether appropriate
safeguards warrant the transfer of data to law enforcement agencies and criminal justice authorities
belonging to the same country. This situation can be experienced as cumbersome and has been
perceived as inhibiting the effective cooperation between competent authorities.**

Accordingly, itis recommended that the Commission places further emphasis on the adoption of
adequacy decisions under the LED.*¢ As further discussed below, serious issuesare associated with
leaving the assessmentof equivalent data protection standards in third countries up to the discretion
of competent authorities that are likely to lack the resources and expertise of the Commission. Given

430 In this context, it deserves mention that the UK adequacy decisions have not gone without criticism. While limiting their
commentary to the decision under the GDPR, scholars have previously raised concerns regarding onwards transfers,
oversight, surveillance and alignment with CJEU case law. However, given the similarities between the adequacy decisions
under the GDPR and LED, it remains possible that similar issues might arise during the application, monitoring or review
of this decision. For more, see: Korff, D. and Brown, I, The inadequacy of UK data protection law. Part one: General
Inadequacy’, 9 October 2020; Korff, D. and Brown, I., The inadequacy of UK data protection law. Part two: UK surveillance’,
30 November 2020.

451 Regarding this adequacy decision, brief note must be made of the LIBE Committee’s suggestion that further clarity is
provided on how the UK's future alignment with EU data protection standards will be monitored. See: Chairman of
Committee on Civil Liberties, Justice and Home Affairs, 'LIBE Contribution to the Commission upcoming report on the
evaluation and review of the Law Enforcement Directive',IPOL-COM-LIBE D (2022)3535, 7 February 2022.

452 Commission Implementing Decision of 28.6.2021 pursuant to Directive (EU) 2016/680 of the European Parliament and of
the Council on the adequate protection of personal data by the United Kingdom, C(2021) 4801, Brussels.

433 Drechsler, L, ‘Wanted: LED adequacy decisions. How the absence of any LED adequacy decision is hurting the protection
of fundamental rightsin a law enforcement context’, International Data Privacy Law,Vol. 11,No. 2, 2021, pp. 182-195.

454 Denmark has such a relation with the Faroe Islands and Greenland. The Netherlands has a comparable relationship with
Aruba, Curagao, Sint Maarten and the Caribbean Netherlands. For more, see: Stephan S., ‘Greenland, the Faroes and Aland
in Nordic and European Co-operation — Two Approaches towards Accommodating Autonomies’, International Journal on
Minority and Group Rights,Vol. 24, No. 3,2017; Broekhuijse I, Ballin EH. and Ranchordas S. The Constitutions of the Dutch
Caribbean: A Study of the Countries of Aruba, Curagao and Sint Maarten and the Public Entities of Bonaire, Sint Eustatius
and Saba’ in Albert R., O'Brien D. and Wheatle S. (eds.), The Oxford Handbook of Caribbean Constitutions, Oxford University
Press 2020.

455 Winter, H.B. et al, De verwerking van politiegegevens in vijf Europese landen, Rijksuniversiteit Groningen - Pro facto, WODC
rapport 3031,2020.

456 This recommendation is shared by the Chairman of the LIBE Committee. See: Chairman of Committee on Civil Liberties,
Justice and Home Affairs, 'LIBE Contribution to the Commission upcoming report on the evaluation and review of the Law
Enforcement Directive',IPOL-COM-LIBE D (2022)3535, 7 February 2022.
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thatadequacy decisionsare well-suited as the primary cornerstone of a consistent framework for third
country transfers of police data, it is highly advisable that the Commission provides furtherinsightinto
the process of issuing such decisions and takes steps to expedite their future adoption. Providentially,
it appears that the Commission shares this intent. In its recent report onthe LED, the Commission notes
thatitis “actively promoting the possibility of adequacy findings with other keyinternational partners”
and “will [...] consider other possible candidatesfor future adequacydecisions underthe LED”, citing
the recent adoption of the Directive and the ongoing global convergence of data protection rules in
law enforcement as reasonsbehind the low number of current adequacy decisions.*’

Second, note must be made of the apparent disparities between adequacy decisions pursuant to the
GDPR and the LED. Considering the differences between both instrumentsand the separate contexts
in which they aim to safeguard the rights and interests of data subjects, it has been argued that
decisions under the LED cannot simply be modelled on their GDPR counterparts and that prior
assertions by the Commission*® may be misguided in positing that the latter can act as a basis for
assessments concerning the law enforcement sector.*® This primarily stems from the inclusion of
certain freedoms in the LED that are not explicitly protected by the GDPR*° and might necessitate a
different consideration of which data protection standards constitute as adequate, as well as from the
additional limits placed on the competences and independence of independent supervisory
authorities and the exercise of data subject rights to access and information. According to the
European Data ProtectionBoard (EDPB), this also signifies thatthe assessmentmusttake into account
data protectionrules thatapply specifically to the field of law enforcement, as genera data protection
standardsare insufficient to cover police processingactivities.*’

In this context, the unique nature of the LED must be duly considered in light of recent case law on
adequacy decisionsand third countrytransfers.*?In the Schrems case, the CJEU established that a third
country must provide in an ‘essentially equivalent’ level of protection of fundamental rights and
freedoms in order tobe considered adequate.* In relationto the Safe Harbourframework for transfers
with the United States, the Courtnoted that American authorities were able to access and process data
beyond the agreement’s protective rules and limitations, and that the framework did not provide in
sufficient opportunity for data subjectsto obtain redressor pursue legal remedy. While this judgment
was issued in the context of a decision issued under the GDPR, the EDPS and WP29 have subsequently

437 European Commission, Communication from the Commission to the European Parliament and the Council, First report on

application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 (‘LED’), COM(2022) 364 final,
25.7.2022, pp. 26-27.

458 Commission Expert Group, ‘Minutes of the seventh meeting of the Commission expert group on the Regulation (EU)
2016/679 and Directive (EU) 2016/680’, Commission Expert Group on the Regulation (EU) 2016/679 and Directive (EU)
2016/680 (DPR), 7 March 2017.

Drechsler, L, ‘Comparing LED and GDPR Adequacy: One Standard Two Systems’, Global Privacy Law Review, Vol 1, No. 2,
2020, pp. 93-103.

Consider, for example, the right of presumption of innocence in criminal proceedings as mentioned by Recital 31 of the
LED and safeguarded by Article 48 of the EU Charter of Fundamental Rights.

461 European Data Protection Board, Recommendations 01/2021 on the adequacy referential under the Law Enforcement
Directive, 2 February 2021.

For a comprehensive overview of this matter, see: Drechsler, L. and Kamara, 1., ‘Essential equivalence as a benchmark for
international data transfers after Schrems II’ in Kosta E. and Leenes R. (Eds.), Research handbook on EU data protection,
Edward Elgar 2022.

463 Judgment of 6 October 2015, Maximillian Schrems v Data Protection Commissioner, Case C-362/14,ECLI:EU:C:2015:650.
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noted its relevance forthe LED.**Similarly, the CJEU Opinion 1/15 onthe EU-Canada PNR Agreement*®
reaffirmed that the mere act of transferring personal data to a third country results in an interference
with the rights to privacy and data protection, thus necessitating that appropriate safequards and
enforcement mechanisms apply to the transfers and, among others, relate to the existence of
independent supervision and limitations on the extent of the data processing.*® These requirements
were further developed in the Schrems Il case*’ that stressed the importance of proportionality and
effective protections against abuse, and that mandated the application of clear and precise rules that
limit the transfers to what is strictly necessary.*®In a similar fashion to Schrems |, the CJEU made
particular reference to the lacking Ombudsperson mechanism for judicial protection of EU data
subjects and theinsufficient restrictionson the broad use of and accessto personal data of EU citizens.

As such, the European Commission must exercise caution and consider these fundamental differences
with the GDPR when examining the adequacy of third country data protection standards in the sphere
of law enforcement. To this end, the EDPB’s guidance on LED adequacy decisions provides further,
albeit limited*®, insight into how certain provisions might be reflected by data protection legislation
in third countries.*° It is paramount that the standard of essential equivalence is considered through
thelens of policing and criminaljjustice by takinginto account the impact third country transfers might
have onrights and freedoms that are not typically considered in a data protection context. This holds
particularly true if foreign competent authorities utilise expansive technologies such as those that
involve profiling, tracking, big data, facial recognition and predictive analytics due to their high
likelihood of infringing upon various fundamental rights and the proportionality of criminal
investigations and sentencing.*' Given these particular challenges posed by data transfers in a
law enforcement context, legal scholarship has noted that ‘uncoupling of LED adequacy decision
from GDPR adequacy decisions would be crucial’ to guarantee the protection of various EU
fundamental rights in certain cases.*””

464 European Data Protection Supervisor, ‘Opinion 6/2015 - A further step towards comprehensive EU data protection: EDPS
recommendations on the Directive for data protection in the police and justice sectors’, 28 October 2015; Article 29
Working Party, ‘Opinion 03/2015 on the draft directive on the protection of individuals with regard to the processing of
personal data by competent authorities for the purposes of prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and the free movement of such data’, WP 233, 1 December 2015.

465 Judgment of 26 July 2017, Case Opinion 1/15 of the Court (Grand Chamber), ECLI:EU:C:2017:592.

466 Brouwer, E, ‘Private Life and Data Protection in the Area of Freedom, Security and Justice’ in Iglesias Sanchez S. and
Gonzélez Pascual M. (eds), Fundamental Rights in the EU Area of Freedom, Security and Justice, Cambridge University Press,
2021.

467 Judgment of 16 July 2020, Data Protection Commissioner v Facebook Ireland and Schrems, Case C-311/18,
ECLI:EU:C:2020:559.

468 For a thorough examination of the relevant case law and its consequences, see: Brown, I. and Korff, D.,, ‘Exchanges of
Personal Data After the Schrems Il Judgment’, European Parliament Committee on Civil Liberties (LIBE), July 2021.

489 Drechsler, L., ‘EDPB Issues Guidance on Personal Data Transfers Based on Adequacy Decisions in the Context of the Law
Enforcement Directive’, European Data Protection Law Review,Vol. 7,No. 2,2021.

470 European Data Protection Board, Recommendations 01/2021 on the adequacy referential under the Law Enforcement
Directive, 2 February 2021.

471 For example, the CJE has noted that technologies enabling the real-time collection of data that allows for the tracking of
individuals’ movements constitutea particularlyserious interference withhuman rights. See: Judgment of 6 October2020,
La Quadrature du Netand Others, C-511/18,C-512/18 and C-520/18,EU:C:2020:791, paragraph 92.

472 Drechsler, L, ‘Comparing LED and GDPR Adequacy: One Standard Two Systems’, Global Privacy Law Review,Vol 1, No. 2,
2020, pp. 93-103.
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6.3 Appropriate safeguards and specific derogations

In absence of an adequacy decision, competent authorities can still transfer personal data to third
countries when appropriate safeguards are in place or, lacking such safeguards, if certain derogations
for specific situations apply. Pursuant to Article 37, the appropriate safeqguards can be provided forin a
legally binding instrumentsor deemed to exist by the transferring authority following an assessment
of the circumstances. Under Article 38, competent authorities can derogate from the requirement of
an adequacy decision or appropriate safeguards and transfer personal data when certain conditions
aremet. Thisis only possible when the transferis deemed necessaryto protect specificinterests of the
data subject, prevent animmediate andserious threatto public security,or in individual cases relating
to purposes set out in Article 1(1) when the rights of the data subject do not override the public
interests athand.*”?

In practice, the appropriate safeguards in Article 37 serve as the default ground for most transfers
outside of the EU given the derogations’ more limited scope of application and the abovementioned
lack of adequacy decisions.** Consequently, they are vital in enabling the international cooperation
between EU and foreign competent authorities, and fulfilan importantrole in upholdingthe LED’s high
data protectionstandardsfor data exchangeswith third countries. ** Yet, despite their critical function,
a number of remarks arein order.

First, the continued reliance on legally binding instruments that were adopted before the conclusion
of the EU data protection reformsstands to undermine the currentlevel of data protection. Following
Article 61 LED, previously concluded international agreements are allowed to remain in force until
amended, replaced or revoked. As further clarified by Recital 71 LED, this includes ‘legally binding
bilateral agreements’ on the basis of which Member States engage in direct cooperation with law
enforcement agencies abroad.*’® This poses a clear risk concerning the potential inadequacy of data
protection standards provided for in these instruments. If Member States continue to exchange
confidential and sensitive police data on the basis of agreements that may have been concluded
decades before the modern standards established by the LED, it seems unlikely that European data

473 Asnoted by the European Commission, there does not currently exist guidance for the transfers of personal data by means
of these derogations. This is contrast with the situation under the GDPR, for which there do appear to exist guidelineson
the equivalent procedure under Article 49 of the Regulation. For more, see: European Commission, Communication from
the Commission to the European Parliament and the Council, First report on application and functioning of the Data
Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final, 25.7.2022, p. 32.

Drechsler, L, ‘The Achilles Heel of EU data protection in a law enforcement context: international transfers under
appropriate safeguards in the law enforcement directive’, Cybercrime: New Threats, New Responses - Proceedings of the XVth
International Conference on Interet, Law & Politics, Barcelona, 1-2 July, Huygens Editorial 2020.

474

475 In this context, reference ought to be made to the ongoing negotiations for a cooperation agreement between the EU

and Interpol. Seeking to enhance the exchange of information between Interpol and various EU institutions, such an
agreement must ensure that Interpol providesin an equivalent level of data protection to allow for data transfers thereto
to occur. To this end, considerations must be made of Interpol’s policies on data processing and data protection, as well
as of safeguards against potentially problematic exchanges of data such as those relating to politically motivated red
notices as discussed previously under Section 3.5. For more, see: European Data Protection Supervisor, ‘Opinion 8/2021
on the Recommendation for a Council decision authorising the opening of negotiations for a cooperation agreement
between the EU and INTERPOL’, 25 May 2021; Wandall, R, Ensuring the rights of EU citizens against politically motivated
Red Notices’, European Parliament Committee on Civil Liberties (LIBE), February 2022; European Parliament, ‘European
Parliament recommendation of 5 July 2022 to the Council and the Commission on the negotiations for a cooperation
agreement between the European Union and the International Criminal Police Organization (ICPO-INTERPOL)’,
2022/2025(INI), 5 July 2022.

As noted by Drechsler, a key example of such an agreement is the Mutual Legal Assistance Treaty (MLAT) that underlies
most international data exchanges between competent authorities. See: Drechsler, L, ‘Wanted: LED adequacy decisions.
How the absence of any LED adequacy decision is hurting the protection of fundamental rights in a law enforcement
context’, International Data Privacy Law,Vol. 11,No. 2, 2021, pp. 182-195.
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subjects’rightsand freedomsare adequately protected during these exchanges.*” While Article 37 and
Recital 71 neverthelessstress that these legalinstrumentsare still to provide an adequatelevel of data
protection, there appears to exist little motivation or scrutiny to ensure that these standards are
met, despite substantial evidence that these agreements likely contain insufficiently strong
safeguards.

Toillustrate this, one can refer tothe efforts by the European Commissionto review these international
agreements and establish whether they are consistent with the contemporary EU data protection
regime. Forinstance, the Commissionissued a recent Communication in which it determined that ten
EU legal acts in the AFSJ must be amended and brought in line with the LED*%, and its evaluation of
the data protection standards in Europol’'s international cooperation agreements is currently
ongoing.*?

Similarly, the Mutual Legal Assistance Treaty between the EU and USA was revised by the so-called
Umbrella Agreement of 2016*° which introduced stronger data protection rules to meet the current
European standards.*' While the CEG acknowledged this issue and accepted that some agreements
might conflict with the Directive*®, it noted a degree of flexibility in addressing the problem and
asserted that Member States are to ‘map the existing situation’and independently explore solutions
such as additional protocols or an ‘interpretative understanding’ of the instruments. The fact that
Member States are thus merely requestedbut notimmediately obliged to amend these texts thus risks
undermining a cornerstone of the rules concerning international data transfers.*® It is with this risk in
mind that the European Data Protection Board has recently issued a statementin which it invites
Member States to “assess and, where necessary, review their international agreements that involve
international transfers of personal data” for the purpose of determining whether further alignment
with Union legislation, case law and EDPB guidance might be warranted.**In line with the European

477 Drechsler, L, The Achilles Heel of EU data protection in a law enforcement context: international transfers under
appropriate safeguards in the law enforcement directive’, Cybercrime: New Threats, New Responses - Proceedings of the XVth
International Conference on Interet, Law & Politics, Barcelona, 1-2 July, Huygens Editorial 2020.

478 Communication from the Commission to the European Parliament and the Council, ‘Way forward on aligning the former
third pillar acquis with data protection rules’, COM(2020) 262, Brussels, 24 June 2020.

479 For a more extensive overview of the Commission’s efforts in this context, including the negotiations on a Second
Additional Protocol to the Cybercrime Convention, the process of amending the mutual legal assistance treaty between
the EU and Japan, and the negotiations on an agreement with the United States regarding the cross-border access of
electronic evidence, see: European Commission, Communication from the Commission to the European Parliament and
the Council, First report on application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680
('LED’), COM(2022) 364 final, 25.7.2022, p. 28.

480 Agreement between the United States of America and the European Union on the protection of personal information
relating to the prevention, investigation, detection, and prosecution of criminal offences, 0J2016 L336/3.

481 As noted by the European Commission, this Agreement and itsimplementation is currently the subject of a joint review.
For more, see: Communication from the Commission to the European Parliament and the Council, First report on
application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 (‘LED’), COM(2022) 364 final,
25.7.2022, pp. 28-29.

482 Commission Expert Group on the Regulation (EU) 2016/679 and Directive (EU) 2016/680 (DPR), ‘Minutes of the ninth
meeting of the Commission expert group on the Regulation (EU) 2016/679 and Directive (EU) 2016/680’,4 May 2017.

483 Di Francesco Maesa, C, ‘Balance between Security and Fundamental Rights Protection: An Analysis of the Directive
2016/680 for data protection inthe police and justice sectors and the Directive 2016/681 on the use of passenger name
record (PNR), Eurojus lItalia, 24 May 2016, http:/rivista.eurojus.it/balance-between-security-and-fundamental-rights-
protection-an-analysis-of-the-directive-2016680-for-data-protection-in-the-police-and-justice-sectors-and-the-directive-
2016681-on-the-use-of-passen/.

484 Furopean Data Protection Board, Statement 04/2021 on international agreements including transfers, Adopted on 13
April 2021, https://edpb.europa.eu/system/files/2021-
04/edpb statement042021 international agreements including transfers en.pdf
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Commission’s recommendations*®, it is nevertheless advisable that the EDPB provides additional
guidance and concrete instructions for the execution of an adequacy self-assessment by national
authorities.

At present, seemingly little urgency has been ascribed to the situation as no substantial steps
appear to have been taken to align these agreements with the LED.** Given that WP29 has
previously criticised the LED for lacking an explicit requirement that Member States amend such
outdated instruments*¥, it seems almost inevitable that this problem will persist in absence of further
intervention. A more extensive examination of this issue resulting in concrete guidance at the
European leveland renewed focuson aligning existing instruments with contemporary standards may
thus bein order.

Second, concerns must be raised regarding the interpretation of the concept of appropriate
safeguards.In Schrems II, the CJEU affirmed that these safeguards are required to meet the same
standard of ‘essential equivalence’ that the Commission’s adequacy decisions are expected to
establish.”® As mentioned above, this notion hasbeen developed in EU case law and signifies that the
legal framework of third countries must reflect the ‘core requirements’ of EU data protectionlegislation
by providing functionally equal safeguards in order to be considered as providing an adequate level of
protection.*® While holding the appropriate safeguards to the same standard as adequacy decisions
deserves praise for upholding a consistently high level of data protection for the mostcommon forms
of international data transfers, this stipulation nevertheless risks introducing a significant degree
of legal uncertainty that stands to affect the efficacy of Article 37 of the LED.*° This uncertainty
stems from it being the responsibility of the transferring competent authority to conduct a self-
assessment of the circumstancesanddetermine whethertheapplicable safeguards meet the threshold
of adequacy and essential equivalence. Given the lack of concrete guidance on how this assessment
should be conducted*’, such an approachto international transfers places a significant burden on EU
competent authorities and risks leaving the underlying issues unaddressed.*? In addition to fulfilling
their law enforcement mandate and investigating criminal offenses, these agencies are now tasked

485 European Commission, Communication from the Commission to the European Parliament and the Council, First report on

application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final,
25.7.2022,p. 32.

486 Marquenie, T, ‘Article 39: Transfers of personal data to recipients established in third countries’in Kosta, E. and Boehm, F.
(eds), The Law Enforcement Directive: A Commentary, Oxford University Press 2022 (forthcoming — under review).

487 Article 29 Working Party, ‘Opinion 03/2015 on the draft directive on the protection of individuals with regard to the
processing of personal data by competent authorities for the purpose of prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and the free movement of such data’, WP 233, 1
December 2015.

Judgment of 16 July 2020, Data Protection Commissioner v Facebook Ireland and Schrems, Case C-311/18,
ECLI:EU:C:2020:559, para. 96.

European Data Protection Board, ‘Recommendations 01/2021 on the adequacy referential under the Law Enforcement
Directive’, 2 February 2021.

Drechsler, L, ‘EDPB Issues Guidance on Personal Data Transfers Based on Adequacy Decisions in the Context of the Law
Enforcement Directive’, European Data Protection Law Review,Vol. 7, No. 2,2021.
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491 The EDPB has only provided such guidance in the context of the GDPR. While this might provide some relevant

information, it is not suited for the particularities of the LED and cannot be considered sufficiently applicable. See:
European Data Protection Board, ‘Recommendations 02/2020 on the European Essential Guarantees for surveillance
measures’, 10 November 2020.

492 Domingo Sanchez, M.B., The protection of personal data in the area of freedom, security and justice: special consideration

of data transfers to third countries and international organizations according to directive 2016/680’, Revista de Estudios
Europeos, No. 69,2017.
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with the daunting challenge of addressing complex issues of international law, data protection and
human rights.

When considered alongside the previous point onthe potential flaws in priorinternational agreements,
this outcome has been described by some scholars as the ‘Achilles heel’ of contemporary data
protection law in the context of law enforcement.*? The extent of the challenge faced by the
competent authorities is furtherillustrated by recent case law. In the abovementioned judgements of
Schrems land Schrems llas wellas Opinion 1/15, the CJEU has previously invalidated several decisions
made by the European Commission over shortcomingsin its assessments.**Requiringnational orlocal
competent authorities with considerably lessresources, time and expertise on legal mannersto reliably
and accurately assess the level of protection offered by third countries thus poses a serious threat to
theintegrity of the EU data protectionframework. While the LED only contains an explicit requirement
for the Commission to assess the “respectfor human rights and fundamental freedoms” when issuing
adequacy decisions for third countries, some subject matter experts have argued that the Schrems I
judgement entails thatall transfer mechanisms oughttoascertain that anequivalent level of protection
for human rights beyondjust data protection is in place.*> Such a situation might thus compel national
competent authorities and, to the extent that they are involved, supervisory authorities to consider
highly complex matters relating not just to policing and law enforcement but the exercise of and
respect for fundamental freedoms in foreign legal systems.**

Without clear guidance and a more extensiveframework of adequacy decisions*”’, it appearsinevitable
that Article 37 will be subject to diverging interpretations among Member Statesand thus result in an
inconsistent application of the LED, as it appears likely that competent authorities might transmit
personal data tothird countries thatdo not providein safeguards that would be considered sufficiently
strong by all Member States or European institutions. Given that such a situation would inevitably
be to the detriment of legal certainty and the EU human rights and fundamental freedoms,
further action may be needed to address these issues and provide additional clarity on the
assessment of human rights standards for third country transfers. Further examination of the

493 Drechsler, L, The Achilles Heel of EU data protection in a law enforcement context: international transfers under

appropriate safeguards in the law enforcement directive’, Cybercrime: New Threats, New Responses - Proceedings of the XVth
International Conference on Intemet, Law & Politics, Barcelona, 1-2 July, Huygens Editorial 2020.

494 |n this context, itmust be noted that other EU institutions such as the European Parliament had previously voiced concerns

about the safeguarding of certain European rights through these adequacy decisions and had already called for further
action to be taken before these legal proceedings and the intervention by the CJEU. For more, see: Brown, |.and Korff, D.,
‘Exchanges of Personal Data After the Schrems Il Judgment’, European Parliament Committee on Civil Liberties (LIBE), July
2021.

Drechsler, L, The Achilles Heel of EU data protection in a law enforcement context: international transfers under
appropriate safeguards in the law enforcement directive’, Cybercrime: New Threats, New Responses - Proceedings of the XVth
International Conference on Intemet, Law & Politics, Barcelona, 1-2 July, Huygens Editorial 2020.
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4% As a matter of illustration, reference can be made to the current invasion of Ukraine by the Russian Federation. As noted

ina recent statement by the European Data Protection Board, data exportersand supervisory authorities are expected to
monitor ongoing developments in Russia and determine whether they might interference with the effectiveness of the
appropriate safeguards and warrant the suspension of such transfers. While the statement refersto transfers under the
GDPR and the Board neither appeared to consider the ongoing conflict as a reason to categorically suspend all transfers
to Russia nor examine the impact of potential human rights violations on these exchanges of data, the situation is
nevertheless indicative of the difficult balance that competent authorities may have to strike when considering if
adequate safeguards existto allow for data transfers tothird countries. For reference,see:European Data ProtectionBoard,

‘Statement 02/2022 on personal data transfers to the Russian Federation’, 12 July 2022.

497 As summarized by Drechsler, the LED's other options for third country transfers ‘reveal significant drawbacks when

compared to a potential LED adequacy decisionin terms of the fundamental rights protection offered’. See: Drechsler, L.,
‘Wanted: LED adequacy decisions. How the absence of any LED adequacy decision is hurting the protection of
fundamental rightsin alaw enforcement context’, Intemational Data Privacy Law,Vol. 11,No. 2, 2021, pp. 182-195.
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desired responsibilities held by competent authorities as well as the role played therein by
supervisory authorities may thus be in order.

6.4 Transfers to private recipients and non-police bodies

As a generalrule, competent authoritiesare to limit transfers of personal data to recipients with a law
enforcement or criminal justice mandate of their own.*® This is due to the often sensitive and highly
confidential nature of police data precluding their exchange with private entities or non-police public
bodies. With regards to international transfers, this principle had previously been affirmed by various
legal instrumentsand data protection bodies **° before being cemented in Article 35(1)(b) of the LED.
In exceptionalsituations, however, competentauthorities might determine that sharing personal data
with non-competent recipients in third countries is necessitated by an overriding public interest that
warrants the interference with a data subject’s rights to avert an imminent threat or respond to a
criminal offence. It is in this context that Article 39 LED lays out the general framework for these
asymmetrical transfers and establishes minimum standards for the Member States that allow their
competent authoritiesto engagein such exchanges of data. These transmissions are only lawful when
necessary to avert an imminent threat or respond to a criminal offence, and when it would be
ineffective or inappropriate to transfer the data to a local competent authority instead. As such, this
provision might be particularly useful for the urgent collaboration with foreign service providers to
preserve digital evidence or intervene against ongoing instances of cybercrime and human trafficking.

Considered by someto be ‘the mostinnovative provision’ of the Chapter*®, this article introduces an
important set of rules for an atypical kind of data transfers that might otherwise circumvent the high
level of data protection in the LED. Regardless, certain aspects of the provision and the national
implementation thereof raise both legaland practical questionson its scope and use.

First, there exists some uncertainty as to how Article 39 relates to the three-step structure
established in Articles 35 to 38. Since Article 39 only mentions an explicit deviation from the
abovementioned principlein Article 35(1)(b), some scholarship has suggestedthat thelack of a similar
derogation from Article 35(1)(d) indicates that transfers to non-competent recipients must still be
based on an adequacy decision, appropriate safeguards or derogation for specific situations.> Other
literature, however, has posited that these transmissions constitute a specifically regulated exception
to adequacy decisions** and, moreover, that such an interpretation is difficult to reconcile with the
time-sensitive nature of Article 39 and would result in a ‘disjointed reading’ of ChapterV.>®

Further arguments raisedto support an interpretation of this provision as distinct fromthe three-step
cascadeinclude the possibility of applying Article 39 to transfers to third countries even when theyfail

4% Boulet, G. and De Hert, P., ‘Cooperation between the private sector and law enforcement agencies: an area in between

legal regulations’, in Aden H. (ed.), Police Cooperation in the European Union under the Treaty of Lisbon - Opportunities and

Limitations, Nomos Verlagsgesellschaft 2015.

499 Principle 5 of the Council of Europe Recommendation No. R (87) 15 regulating the use of personal data in the police sector,

17 September 1987; ‘Position Paper on Law Enforcement and Information Exchange in the EU’, Spring Conference of
European Data Protection Authorities, Krakow, 25-26 April 2005; European Data Protection Supervisor, ‘Opinion of the
European Data Protection Supervisor on the Proposal for a Council Framework Decision on the protection of personal
data processed in the framework of police and judicial co-operation in criminal matters, COM(2005)475,2006.

500 Gajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873.

507 1bid.
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Marquenie, T, ‘Article 39: Transfers of personal data to recipients established in third countries’in Kosta, E. and Boehm, F.
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torespect the rule of law, which might complicate the reliance onan adequacy decision or appropriate
safeguards, and the potentialissues faced when attempting to align or combine the set of conditions
for derogations under Article 38 with those in Article 39. Additionally, Article 39 is the sole provision
relating to international transfers mandating that its application is without prejudice to international
agreements, thus further separating itself from the other provisions in its relationship with such
protocols, and a preparatory document by the Council appears to distinguish transfers under this
article from those that take place “on the basis of” Articles 37 and 38, thereby indicating thatthey may
existindependently of each other.

Similarly, concerns have been raised regarding the applicability of Article 39 to the involvement of
processorsin third countries. Article 35 (1)(b) asserts that personal data may only be transmitted to
recipients that take onthe role of a data controller. Following a strict reading of this provision, transfers
to third country processors would either be prohibited in their entirety or, depending on the chosen
interpretation of the previous paragraph, only exceptionally possible under Article 39. Given this
provision’s narrow scope of application and strict conditions, it is highly questionable that Article 39
would be suitable to cover this type of cooperation.*® However, it appears that such a strict reading
might be unintended as Recital 64 appears to suggest that transfers to processorsin third countries
can be lawful when the level of data protection establishedby the LED is preserved.

While both interpretations raise valid arguments, it appears preferable and arguably more convindng
to interpret Article 39 as providing in its own basis for transfers and not requiring that the transfers
thereunder are simultaneously grounded in the other mechanisms of Chapter V. Nevertheless, further
clarification on this matter as well as the relationship between Article 39 and the three-step
architecture would be welcome.

Second, the abovementioned concerns regarding the continued utilisation of pre-existing
international agreements are equally relevant in the context of this provision. As Article 39(1) LED
explicitly notes that these transfers are to occur ‘without prejudice to any international agreement
referred to in paragraph 2 of this Article’>®, previously concludedarrangements and treaties on police
cooperation aretoremain in force and mustbe adhered to whenrelevant tosuch transfers. This means
that the aforementioned risk of data transferstaking place on the basis of instruments that are not in
line with modern data protection standards and fail to provide adequate safeguards for the rights of
theindividuals persists in relationto Article 39 LED as well.>®

Third, attention must be brought to a possible issue surrounding the nationalimplementation of this
provision. As illustrated by the use of the word ‘may’ and further confirmed by the CEG*”, Article 39
does not impose an obligation to allow for third country transfers to non-competent recipients.
Instead, it merely provides a set of minimum standardsin the event that Member States would permit
their competent authorities to engage in such transmissions. Yet while optional in nature, this could

504 Drechsler, L, ‘Wanted: LED adequacy decisions. How the absence of any LED adequacy decision is hurting the protection
of fundamental rightsin a law enforcement context’, International Data Privacy Law,Vol. 11,No. 2, 2021, pp. 182-195.

505 Article 39(2) clarifies that these agreements ‘shall be any bilateral or multilateral international agreement in force between
Member States and third countries in the field of judicial cooperationin criminal mattersand police cooperation’.

506 |t js thus recommended that the Commission adheres to the LIBE Committee’s request to provide further details on which
agreements have been assessed and, subsequently, amended, replaced or revoked. See: Chairman of Committee on Civil
Liberties, Justice and Home Affairs, 'LIBE Contribution to the Commission upcoming report on the evaluation and review
of the Law Enforcement Directive', IPOL-COM-LIBE D (2022)3535, 7 February 2022.

07 Commission Expert Group, ‘Minutes of the third meetingof the Commission expertgroup on the Regulation (EU) 2016/679
and Directive (EU) 2016/680’, 7 November 2016.
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nevertheless introduce uncertainty surrounding the existence of a national legal basis.*® As several
Member States have transposed the LED by including its provisions in a standalone data protection
law, the mere implementation of Article 39 in national law does not necessarily establish a legal basis
for these transfers by itsown right. Generally speaking, it is legislation on the functioning of police and
the management of law enforcement data that provides the appropriate legal basis by determining
the specific circumstances and recipients of international data transfers.”®® Without making the
necessary amendmentsto these instruments, Member States thus risk leaving this aspect of their data
protection legislation as functionally void. An example of this may be found in Belgium where Article
70 of its national Data Protection Act*'° duly incorporates the conditions of Article 39 LED but the
correspondingAct on the Police Service®'" has not been amendedto providean actual legal basis that
allows for these transfers to occur. Accordingly, this provision is rendered inoperable in practice and
stipulates requirements for transmissions that remain unlawful without further legislative
interventions. While the legal implications of such a situation are likely to be limited due to the
optional nature of Article 39 LED, these incongruences could result in further confusion and
affect the ability of competent authorities to exchange vital information in emergencies.

Lastly, note must be made of the apparent lack of a consistent approach in EU legal instruments
regarding transfers of police and criminal justice data to non-competent recipients.’’> While the LED
allows for and regulates such exchanges of personal data, thisapproach is not necessarily shared by all
EU legislation in the area of freedom, security and justice. On the one hand, instruments such as the
EPPO Regulation®" and the Europol Regulation>' contain a similar clause that authorises these
institutions to transfer data to private recipients in third countries when warranted by exceptional
circumstances. Onthe other, legislation such asthe Eurojust Regulation®® contains no such stipulation.
While it naturally is beyond the LED toharmonise these instruments and this divergentapproach might
well be warranted, these disparities result in legal inconsistencies for the interaction between such
European institutions and private entities or non-police bodies outside of the EU (see also section 2.5
onthe fragmented data protection landscapewithin the AFSJ). Furthermore, similar issues might affect

508 Marquenie, T, ‘Article 39: Transfers of personal data to recipients established in third countries’in Kosta, E. and Boehm, F.

(eds), The Law Enforcement Directive: A Commentary, Oxford University Press 2022 (forthcoming — under review).

309 Winter, H.B. et al., De verwerking van politiegegevens in vijf Europese landen, Rijksuniversiteit Groningen - Pro facto, WODC

rapport 3031, 2020.

Wet van 30 juli 2018 betreffende de bescherming van natuurlijke personen met betrekking tot de verwerking van
persoonsgegevens (B.S. 5 september 2018).

511 Wet van 5 augustus 1992 op het politieambt (Wet Politieambt) (B.S. 22 december 1992).
512
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Marquenie, T, ‘Article 39: Transfers of personal data to recipients established in third countries’in Kosta, E. and Boehm, F.
(eds), The Law Enforcement Directive: A Commentary, Oxford University Press 2022 (forthcoming - under review).

513 Art.84 EPPO Regulation mirrors Article 39 in full and comprises a nearly identical policy on these transfers. For more, see:

Herrnfeld, H.H, ‘Article 84 - Transfers of operational personal data to recipients established in third countries’,in Herrnfeld,
H.H., Brodowski, D. and Burchard, C, European Public Prosecutor's Office - Article-by-Article Commentary, Beck, Nomos &
Hart, 2021.

Art. 25(6) of Europol Regulation and its recently proposed amendments present a distinct but functionally similar
approach to transfers to non-competent recipients in third countries. See: Regulation (EU) 2016/794 of the European
Parliament and of the Council of 11 May 2016 on the European Union Agency for Law Enforcement Cooperation (Europol)
and replacing and repealing Council Decisions 2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and
2009/968/JHA (‘Europol Regulation’) (OJL 135,24.5.2016, p. 53).

Section |V Eurojust Regulation does not provide in the possibility of transferring personal data to non-competent entities
outside of the EU. See: Regulation (EU) 2018/1727 of the European Parliament and of the Council of 14 November 2018
on the European Union Agency for Criminal Justice Cooperation (Eurojust), and replacing and repealing Council Decision
2002/187/JHA (OJL295,21.11.2018, p. 138-183).
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third country transfers in general. Shared European databases such asthose instated by the SIS I1>'° and
Eurodac®” regulationsexplicitly prohibit the transmission of their contents to recipients outside of the
EU.This could complicate the operations of national competent authoritiesthatmightfind themselves
unable to transfer all necessary information if certain details were obtained from such a database. While
this does not necessarily warrant a revision of the relevant instruments, a further examination of
these disparities in European legislation concerning the third country transfers of law
enforcement data and information stored in adjacent European databases might be in order.

516 Art. 39 Regulation (EC) No 1987/2006 of the European Parliament and of the Council of 20 December 2006 on the
establishment, operation and use of the second generation Schengen Information System (SIS I1) (OJ L 381,28.12.2006, p.
4-23)..

517" Art.35 Regulation (EU) No 603/2013 of the European Parliament and of the Council of 26 June 2013 on the establishment
of 'Eurodac’ for the comparison of fingerprints for the effective application of Regulation (EU) No 604/2013 establishing
the criteria and mechanisms for determining the Member State responsible for examining an application for international
protection lodged in one of the Member States by a third-country national or a stateless person and on requests for the
comparison with Eurodac data by Member States' law enforcementauthoritiesand Europol for law enforcement purposes,
and amending Regulation (EU) No 1077/2011 establishing a European Agency for the operational management of large-
scale IT systems inthe area of freedom, security and justice (OJL 180,29.6.2013, p. 1-30).
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7. INDEPENDENT SUPERVISORY AUTHORITIES

KEY FINDINGS

Concerns have been raised regarding the extentof the functional and practical independence of
supervisoryauthoritiesin the context of law enforcement. While the structure of these authorities
and the envisaged procedural safeguards can mitigate these potential issues, certain national
implementations might be more prone to seeing a lessened degree of neutrality. It is of critical
importance that supervisory authorities operate in an entirely independent manner and are
provided with the resourcesto exercise their mandate and enforce thedata protection standards
imposed by the LED.

In comparison to the GDPR, the notably lower standards for the determination of the
competence, tasks and powers of supervisory authorities under the LED are a point of contention.
While national legislation implementing Articles 46 and 47 LED frequently expands upon the
Directive’s minimum standards, it remains regrettable that supervisory authorities are granted
less extensive powers, especially in light of CJEU case law and the recommendations of data
protection bodies. In addition, the exemption of courts and, optionally, independent judicial
authorities acting in their judicial capacity risks undermining robust oversight of processing
operations as few Member States appear to have introduced an effective alternative. Lastly,
criticisms have been raised regarding the potential lack of engagement and cooperation
between supervisory authorities in different countries as well as their participationin the EDPB.

With regards to prior consultation of the supervisory authority pursuant to Article 28 LED,
qguestions have been raised regarding its alignment with recent EU case law on prior review of
data access by law enforcement, as well as on the apparent discrepancies in the national
interpretation and implementation of several aspectsof this provision. Caution is due to ensure
that the practical utility of this procedure is not undermined.

In order to provide fora high level of data protection andproperadherence to therules established by
the LED, Chapter Vlintroduces the independent supervisory authorities as a key measure to monitor
and enforce legal compliance. The vital function exercised by these institutionsis widely considered to
be a critical aspect of the right to data protection®'® and indispensable for the safequarding of the
interests and freedoms of data subjects.”’ To ensurethatthe supervisory authorities can servethis role
in an effective manner, the LED has laid out rules for their establishment, membership, independence,
competence and powers. In the following section, particular attention is paid to a number of
noteworthyaspectsof their functioningand regulation.

7.1  Independence

For the supervisoryauthorities to be able to performtheir tasks effectively, it is of vitalimportance that
they operate in an independent manner. This principle was given shape through CJEU case law, as
various judgments stressed the importance of keeping supervisory authorities free from external

518 Caruana, M. The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,
2019, pp. 249-270.

519 Judgment of 6 October 2015, Maximillian Schrems v Data Protection Commissioner, Case C-362/14, ECLI:EU:C:2015:650,
para. 40.
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influence.In Commission v.Germany, the Court established the criterion of ‘complete independence’
and noted that this applies to both direct and indirect forms of influence being exerted.*® In the
subsequent Commission v. Austria case, the Court determined that ‘functional independence’ alone
was insufficient to guarantee the absence of outside influence and found that the Austrian data
protection authority could not be considered entirely independent as its managing member was also
a federal official holding a hierarchically superior position.**

Acknowledging this jurisprudence, Recital 75 LED reiterates that the independence of supervisory
authorities is an essential component of data protection and Article 42 lays out further rules for its
implementation. Among others, the provision necessitates that they must be free from all external
influence and neither seek nortake instructionsfromoutside sources. They must also be provided with
sufficient resources to effectively perform their tasks and are free to choose their own staff.
Furthermore, its members shall not engage in incompatible occupations and must be provided with
sufficient resources to effectively perform their tasks, and any financial control that the organizations
are under must not affect their independent nature. When examining the transposition of these
provisions, it appears that these requirements have been fully incorporated into the national legal
frameworks. In its recent report on the application and functioning of the LED, the European
Commission noted that all Member States have stipulated the condition of independence in their
transposing legislation.>*

In practice, however, achieving complete and true independence could prove especially difficult
in the context of law enforcement, as the oversight of police functioning is often exercised by
different bodies within the same organisation.>>* Due to the particular nature of public security and
criminaljustice, it could be challenging for supervisoryauthorities to establish the necessary expertise
and familiarity with police operations if they are unable to work closely with or recruit from
organisations within this sphere. This issue might be more prominentin countries that have opted to
establish a separate supervisory authority for the applicationof the LED. Pursuant to Article 41(3) LED,
Member States have the possibility of instating a single authority to supervise both the LED and GDPR
but are under no obligation to do so. While most Member States appear to have taken this joint
approach®*,the countriesof Sweden and Belgium have opted to assign these responsibilities at least
in part to a separate body.’* As noted by survey research®¥, such a solution could result in a higher
degree of expertise and knowledge of the specificities of police data processing, but it also risks
diminishing the neutrality of the supervisoryauthority as the relevant experience was likely gained by
previously being part of the police organisation. As a result, diligence should be exercised to avoid

520 Judgment of 9 March 2019, European Commission v. Germany, Case C-518/07, ECLI:EU:C:2010:125, para. 30.

521 Judgment of 16 October 2012, European Commission v. Austria, Case C-614/10, ECLI:EU:C:2012:631, paras. 42 and 50.

522 European Commission, Communication from the Commission to the European Parliament and the Council, First report on
application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final,
25.7.2022,p. 11.

523 Drechsler, L., ‘Comparing LED and GDPR Adequacy: One Standard Two Systems’, Global Privacy Law Review, Vol 1, No. 2,
2020, 102.

524 This approach was also recommended by WP29. See: Article 29 Data ProtectionWorking Party, Opinion on some key issues
of the Law Enforcement Directive (EU 2016/680), WP258,29 November 2017, 30.

525 |n Belgium, the role of the independent supervisory authority for law enforcement has been assigned to the
Controleorgaan op de Politionele Informatie (COC, https//www.controleorgaan.be/). In Sweden, the supervisory
authority competent for the GDPR, known as the Swedish Authority for Privacy Protection (IMY, https://www.imy.se/en/),

shares the responsibility of monitoring law enforcement processing activities with another authority known as the
Swedish Commission on Security and Integrity Protection (SINT, www.sakint.se).

326 Winter, H.B. et al, De verwerking van politiegegevens in vijf Europese landen, Rijksuniversiteit Groningen - Pro facto, WODC
rapport 3031,2020, 45.
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undue external relationships or influence when it concerns the functioning and membership of
supervisoryauthoritiesfor law enforcement, regardless of whether theauthority exists separately from
the supervisorybody under the GDPR.

An additional cause for concernregardingthe independence of supervisoryauthoritiesin the context
oflaw enforcement relates to the availability of resources. Asnoted above, it does not suffice for these
authorities to be independent in standing and composition alone, but they must also possess the
necessary resources, infrastructure, manpower and finances to duly exercise their tasks. In this light,
the European Commission’s recent report concluded that LED-related responsibilities are often not a
priority among national supervisory authorities and that a majority of them have indicated that they
lack sufficient resources and expertise to performtheir duties.>*’

7.2 Competence, tasks and powers

Articles 45 through 47 of the LED lay out the tasks, competence and powers of the supervisory
authorities. While these provisions intend to empower the authorities with robust capabilities to
effectively monitor and enforce the relevant data protection standards, they nevertheless appear
hampered by severe limitations and whatscholars have described asa ‘problematic lack of consistency’
between the EU data protection instruments.®®

First, mention mustbe made of the differences between the GDPR and LED in regard to the allocation
of powers and tasks. Concerning their tasks, it is clear that the supervisory authority has fewer
responsibilities under the LED thanit does pursuantto the GDPR.>* While most of the missing tasksare
justifiable due to them corresponding to provisions with no bearing on police operations, the LED
omits the assignments of listing requirements for DPIAs and fulfilling ‘any other’ tasks related to the
protection of personal data. Nevertheless, the Directive somewhat compensates for this by establishing
certain unique tasks of its own. For example, article 46(1)(g) LED introduces an additional assignment
not found in the GPDR that requires the supervisory authority to review the lawfulness of data
processing activities on behalfand on request of data subjects.Accordingly, legal scholars have noted
that even though the supervisory authority’s position is likely weaker under the LED than under the
GDPR, itis still‘pretty strong’ by nature.**

More serious discrepancies exist with regard to the supervisory authority’s actual powers. As
noted by legal scholars, the LED establishes abase set of powers that s significantly more limited

in comparison to the GDPR without a clear justification for this deviation.>*' This is immediately
clear from the wording used by the instruments themselves. While Article 83 GDPR asserts that

supervisory authorities ‘shall have all of the following (...) powers’, Article 47 LED merely states that

527 According to the report, a total of 16 supervisory authorities deemed their resources to be insufficient, and several of them
indicated that this had negatively impacted their investigative activities, handling of complaints or issuing of opinions.
For more, see: European Commission, Communication from the Commission to the European Parliament and the Council,
First report on application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’),
COM(2022) 364 final, 25.7.2022, p. 21.

528 Caruana, M., The Reform of the EU Data Protection Framework in the Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,
2019,13.

529 Compare Art.46 LED with Art.57 GDPR.

530 Drechsler, L, ‘Comparing LED and GDPR Adequacy: One Standard Two Systems’, Global Privacy Law Review, Vol 1, No. 2,
2020, pp. 93-103.

531 Caruana, M., The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,
2019.
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these powers mustbe ‘effective’ and lists certain examples of what they mightbe, thus leavingit up to
the discretion of the Member States to decide whether more extensive powers might be granted to
the national supervisory authorities.

In contrast with the GDPR, the Directive significantly restricts the corrective powers of the supervisory
authority by omitting the power to order compliance with data subject’s requests and impose
administrative fines. The latter, in particular, has been described as resultingin a ‘relative weakness' of
the LED’s supervisory authorities when compared to the GDPR.>** Furthermore, the LED does not
provide the authority with the power tocommand thesuspension of dataflows to third countries. This
results in the surprising lack of a clear power regarding the oversight of international transfers,
especially when considering that case law like Schrems emphasized the importance of supervisory
authorities in verifying the legal compliance of datatransfers.>** The same divergence can be observed
with regard to the authority’s investigative powers as well. Under the LED, it lacks the power to carry
outinvestigations in the form of data protection audits,and to access law enforcement premises and
processing equipment while gatheringthe information necessaryfor its tasks.

These disparities between both legal instruments have drawn criticism from data protection experts.
The EDPS, for instance, argued that ‘there is no need to differentiate between the powers conferred on
Data Protection Authorities’ underthe GDPR and LED. In noting that supervisionis a vitalaspect of the
right to data protection, it asserted that the level and intensity of supervision should not depend on
the sector in which the processing takes place.>** This opinion was shared by the former WP29 (now
EDPB).>** Some scholars have similarly posited thatdata processing in the context of law enforcement
is ‘arguably more important than in other branches of government, thus necessitating strong
supervision and full protectionas thereis ‘no apparentreason’to limit the LED’s supervisory authority
in this fashion.>¢

In practice, however, it appears that several Member States have expanded upon the minimum
requirements established by the LED and, in this case, have further empowered their
supervisory authorities in the context of law enforcement and criminal justice. For instance, the
Irish Data Protection Act grants the supervisory Commission extensive corrective powers that more
closely resemble the stipulations under the GDPR.** In addition to the LED’s conditions, Article 127
allows the authority to issue reprimands, order compliance with data subject requests, command the
communication of personal data breachesto data subjects, and orderthe suspensionofinternational
transfers. Similarly, Article 24481 of the Belgian Data Protection Act awards the supervisory authority

32 Caruana, M. The Reform of the EU Data Protection Framework in the Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,
2019,15.

As noted by Drechsler, DPA’s supervision powers over data transfers as part of their general obligations ‘should also apply
in the context of law enforcement.’ This is in line with the opinion presented by WP29. See: Article 29 Data Protection
Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680), WP258,29 November 2017,
30; Drechsler L., ‘Comparing LED and GDPR Adequacy: One Standard Two Systems’, Global Privacy Law Review, Vol 1, No.
2,2020,102.

534 European Data Protection Supervisor, ‘Opinion 6/2015 - A further step towards comprehensive EU data protection: EDPS

recommendations on the Directive for data protection in the police and justice sectors’, 28 October 2015, 8.

533

335 Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU 2016/680),
WP258, 29 November 2017, 30.

53¢ Caruana, M., The Reform of the EU Data Protection Framework in the Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,
2019,11.

537 Data Protection Act 2018 (Act 7 of 2018) (Iris Oifigiul 42 p.00752, 24 May 2018).
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the competence to gain unlimited access to law enforcement premises, equipment and databases
when necessary to obtain data required by their tasks, which is a power that was left out of the LEDin
comparison to the GDPR.>*® Furthermore, some countries also allow for more extensive sanctions. In
Romania, for example, the supervisoryauthority has the ability to penalise competent authorities and
impose fines up to 200.000 LEI, or around €40.000, for non-compliance with the transposed provisions
of the LED.>** As such, it seems that the Member States have made welcome additions to the powers
of supervisory authorities and have addressed several of the abovementioned concerns regarding gaps
in the LED. These findings are also corroborated by the European Commission’s recent report on the
Directive.*” In its assessment, the Commission notes that “a majority” of Member States have been
provided with other corrective and investigative powers. With regards to the former, it notes that
“almost all” Member States have provided for the corrective powers as noted in the LED, while 18
Member States have chosen to equip their supervisory authorities with the capability to issue
administrative fines, and that three of those have allowed them to impose these fines on natural
persons or private entities as well. Regarding their investigative powers, the report establishes that a
majority of national supervisory authorities have been granted additional capabilities to conduct
audits, seize objects, copy data, or enter law enforcement premises as part of their investigation,
thereby leading to the conclusion that “almost all data protection supervisory found that they have
effective investigative powers”.

This outcome, however, might still be less desirable than a consistent standard at the European level.
Even though a majority of Member States have opted to expand the powers of their supervisory
authorities, such an approach nevertheless risks an inconsistent set of powers across the EU, and still
leaves a notable number of Member States that have chosen notto supplement the base requirements
of the LED with additional capabilities. This lack of consistency could result in legal uncertainty and a
fragmented framework consisting of countries with different levels and standards of supervisory
oversight.

Second, the LED contains a significant exemption to the competence of the supervisory authorities.
Pursuant to Article 45(2) LED, Member States are to exclude the processing operations of courts when
acting in their judicial capacity from the supervisory authorities’ scope of competence.>*' Per the
European Commission’s report, this restriction has been duly observed in all Member States.**?
Similarly, they have the discretion to apply the same restriction to other independent judicial

338 Wet van 30 juli 2018 betreffende de bescherming van natuurlijke personen met betrekking tot de verwerking van

persoonsgegevens (B.S. 5 september 2018).

39 The National Supervisory Authority for Personal Data Processing, ‘Guidelines on the Application of Law No. 363/2018’,15,

https://www.dataprotection.ro/servlet/ViewDocument?id=2127

540 European Commission, Communication from the Commission to the European Parliament and the Council, First report on

application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 (‘LED’), COM(2022) 364 final,
25.7.2022,p. 11-12.

The same limitation of competence against courts in their judicial capacity is foreseenin the GDPR, under Article 55(3) of
the Regulation. In this context, recent case law has established that the notion of acting in judicial capacity is to be
interpreted broadly. In Case C-245/20,the CJEU held that the processing of personal data by courtsin the context of their
communication policy by, in thisinstance, making certain documents available to journalists, is considered an exercise of
their judicial capacity and thusfalls outside the jurisdiction of the supervisory authorities. While this judgment was issued
inrelation to the GDPR, it stands to reason that thisinterpretation appliesto the LED in an identical fashion. For more, see:
Judgment of 24 March 2022, X and Z v. Autoriteit Persoonsgegevens, C-245/20, ECLI:EU:C:2022:216.

For additional information on the implementation of other competences of the supervisory authorities, in particular those
relating to their involvement in judicial remediesand infringement procedures, reference can be made to the European
Commission’s report on the LED; European Commission, Communication from the Commission to the European
Parliament and the Council, First report on application and functioning of the Data Protection Law Enforcement Directive
(EU) 2016/680 ('LED’), COM(2022) 364 final, 25.7.2022,p. 11-12.
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authorities acting in the same capacity. Recital 80 provides further insight into the reasoning behind
the former stipulation and clarifies that it exists to safeguard the independence of judges. Regarding
the aforementioned other independent judicial authorities, the Recital notes that this could apply to
bodies like the public prosecutor’s office.

This restriction on the competence of supervisory authorities has garnered significant scholarly
attention andhasled to various concerns beingraised.>* As noted by the EDPS, the meaning andscope
of various key concepts could remain subject to national differences and thusintroduce divergentand
ambiguous interpretations.”* For example, what constitutes an ‘independent judicial authority’ and
which actions are considered to be ‘in judicial capacity’ is likely to remain a matter of national
interpretation.>* Some data protection experts speculate that this may give rise to conflicts between
data protection authorities and the judiciary as to ascertain whether the former is competent to
monitor and review processing operations by judicial authorities.>*

The final assurance presented in Recital 80 is similarly vague. In acknowledging the need of oversight
of judicial authorities of any kind, the Recital notes that compliance with the rules of the Directive by
courts and other independent judicial authorities nevertheless remains subject to independent
supervision pursuant to Article 8(3) of the Charter.>” Such a general approach, however, raises
questions of its own. As evidenced by the CEG meetings**, disagreements were raisedas to whethera
separate judicial body within the judiciary should be responsible for this task, or if this is already
sufficiently ensured through normal procedures of judicial review and appeal.

While this exemption is justifiable, its scope and application can nevertheless be problematic.>* If
individual Member States adopt significantly different interpretations of these concepts and
place varying limits on the competences of supervisory authorities, the data protection
landscape risks an extensive degree of fragmentation with regards to independent oversight. In
legal scholarship, such an outcome has been described as a ‘harmonisation nightmare’ that could
‘undermine the whole Directive’ as Member States move further apart in how they manage the
supervision of data protectionin the judiciary.**° Such concernsappearvalid, as relevantliterature has
demonstrated that Member States typically employeither aninstitutional or functional interpretation

543 Caruana, M., The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:

Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,
2019, pp. 249-70.

European Data Protection Supervisor, ‘Opinion 6/2015 - A further step towards comprehensive EU data protection: EDPS
recommendations on the Directive for data protection in the police and justice sectors’, 28 October 2015.

544

545 For an extensive review of the different interpretations of these concepts, see: Custers, B. et al., ‘Quis custodiet ipsos

custodes? Data protectionin the judiciaryin EU and EEA Member States’, International Data Privacy Law, Vol. 12, Issue 2,
2022.

Di Francesco Maesa, C, ‘Balance between Security and Fundamental Rights Protection: An Analysis of the Directive
2016/680 for data protection inthe police and justice sectors and the Directive 2016/681 on the use of passenger name
record (PNR), Eurojus Italia, 24 May 2016, http:/rivista.eurojus.it/balance-between-security-and-fundamental-rights-
protection-an-analysis-of-the-directive-2016680-for-data-protection-in-the-police-and-justice-sectors-and-the-directive-
2016681-on-the-use-of-passen/.

Article 8(3) EU Charter notes that ‘compliance with these rules shall be subject to control by an independent authority’.

546
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548 Commission Expert Group, Minutes of the fifth meeting of the Commission expert group on the Regulation (EU) 2016/679

and Directive (EU) 2016/680, 18 January 2017.

Caruana, M., The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,
2019,11.

De Hert, P. and Papakonstantinou, V., ‘The New Police and Criminal Justice Data Protection Directive: A First Analysis’, New
Joumnal of European Criminal Law,Vol. 7,no. 1,2016,13.
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of what constitutes a judicial authority acting in its judicial capacity, and that either approach leaves
considerable room for divergentapplications of these conceptsunderthe LED.*'

This issue could also be further exacerbated by both Article 1(3) LED, in explicitly stating that the
Directive does not preclude Member States from providing higher data protection standards®?, and
Article 45(2) LED, in noting that Member States remain free to expand this exemption to other
independent judicial authorities.>>* Tensions might thus arise as some countries could seek to stretch
the limits of the supervisory authority’s competences over the judiciary while others could seek to
exemptanincreasingly large numberof judicial authorities fromits oversightaltogether.>*

In this context, mention deservesto be made of some national approachesto this issue.>* As described
above, Belgium, for instance, has taken the uncommon route of establishing a separate supervisory
authority for the processing of personal data by police actors. Pursuant to its data protection
legislation, this authority’s competence s limited to the Belgian police agencies, the general oversight
agency of law enforcement, the Passenger Information Unit, and, under certain conditions, the taxation
administration.>*® Accordingly,it does notappear to exert competence over any judicial authorities and
thus takes a notably restrictive approach to the scope of the supervisory authority’'s competence. A
different perspective is present in the Irish Data Protection Act.”” Rather than specify exactly which
institutions the supervisory authority has competence over, Article 101(2) instead excludes data
processing operations of the courts when acting in their judicial capacity. Of particular interest,
however, is that the Irish law contains an additional and unique provision noting that the Chief Justice
is to assign a particular judge to be responsible for the supervision of these operations. In particular,
Article 157 notes that this judge shall handle complaints, promote awareness among judges of data
protection standards, and ensure compliance with the provisions of the rules of the GDPR, LED and
national law. In its subsequent articles, the Irish Act lays out specific rules and obligations for the
processing of personal data by the judiciary. In doing so, it is one of the few countries to adopt specific
data protection rules relating to the supervision of courts acting in their judicial capacity. Lastly, the
Dutch legislation on the processing of judicial data carves out a notable role for its supervisory
authority when it concerns judicial activities.>*® While Article 51h(7) of its Act on the processing of
judicial data similarly excludes the operations of courts acting in their judicial capacity from the
authority’s supervisory competences, it nevertheless establishesrules for the oversight of judicial data

331 For a more comprehensive overview of national perspectives, see:Custers, B. et al.,, ‘Quis custodiet ipsos custodes? Data

protectionin the judiciary in EU and EEA Member States’, International Data Privacy Law, Vol. 12,Issue 2, 2022.

552 Di Francesco Maesa, C, ‘Balance between Security and Fundamental Rights Protection: An Analysis of the Directive

2016/680 for data protection in the police and justice sectors and the Directive 2016/681 on the use of passenger name
record (PNR), Eurojus lItalia, 24 May 2016, http:/rivista.eurojus.it/balance-between-security-and-fundamental-rights-
protection-an-analysis-of-the-directive-2016680-for-data-protection-in-the-police-and-justice-sectors-and-the-directive-
2016681-on-the-use-of-passen/.
553 Sajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December
2017, available at SSRN: https://ssrn.com/abstract=3285873.
An adjacent remark ought to be made regarding anotable error in the translation of this provision. In the English version
of the text, Article 45(2) explicitly states that Member States shall provide for supervisory authorities not to be competent
for the supervision of courts when acting in their judicial capacity. Yet the formal Dutch translation as published in the
Official Journal of the European Union neglects to include the critical adverb 'not’ and thereby resultsin a text that directly
contradicts the intent behind this Article. In practice, however, this error appears to have been of no consequence as both
the Dutch and Belgian laws adhere to the intended interpretation of Article 45.

554

555 Custers, B. et al,, ‘Quis custodiet ipsos custodes? Data protection in the judiciary in EU and EEA Member States’,

International Data Privacy Law, Vol. 12, Issue 2,2022.

336 Art.71 Wet van 30juli 2018 betreffende de bescherming van natuurlijke personen met betrekking tot de verwerking van

persoonsgegevens (B.S. 5 september 2018).
557 Data Protection Act 2018 (Act 7 of 2018) (Iris Oifigiul 42 p.00752, 24 May 2018).

538 Wet van 7 september 2000 houdende Justiti€le en Strafvorderlijke gegevens (Wet Justitiéle Gegevens, Stb. 2004, 129).
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relating to criminal offenses. In absence of further exemption, thissuggests that both the courts, when
not acting in their judicial capacity, as well as other independent judicial authorities are subject to
supervision by the data protection authority.

This brief comparison thusillustrates some of the abovementioned concerns. Certain countries, like
Belgium, appear to significantly limit the scope of the supervisory authority’s competence by applying
it exclusively to police processing and excluding the processing of personal data by judicial authorities
altogether, hereby leaving the oversight of their compliance with data protection law to the general
court system. Yet others, such aslreland and the Netherlands, exclude only the processing by courtsin
their judicial capacity from the scope of the supervisory authority’s competence and thus might leave
in place a significant degree of data protection-oriented oversight when it concernsvarious aspects of
the judiciary, either by directly allocating some of these responsibilities to a particular judge or
adopting additional rules on the supervisory authority’s competence over the processing of judicial
data. While the LED identifies no specific approach as the most desirable or correct, these
divergences could underlie future legal uncertainties, result in inconsistent applications of data
protection standards, and hamper the cooperation between supervisory authorities in different
countries. Given that there appears toexist a potential gapin supervision, it is thus recommended that
alternative steps are explored to implement some degree of oversight of further data processing
operations in the context criminal justice and establish clear rules thereon. Such mechanisms have
included the involvement of ombudspersons, higher courts, data protection officers, and dedicated
committees or departments.®*

Furthermore, a brief remarkis due on the stipulations regarding international cooperation between
supervisory authorities. While the LED contains a nearly identical provision on mutual assistance
between these oversight bodies*®, it makes no mention of further methods of cooperation as
identified by the GDPR. **' These include joint operations, provisional measures by means of an urgency
procedure, and the so-called consistency mechanism. Several of these omissions can be explained by
the unique nature of law enforcement processing and the hesitancy surroundingthe implication that
police authorities might become subject to the scrutiny of a supervisory body of a different Member
State®?, but the lack of some of these procedures, such as the consistency mechanism in particular,
have been drawn into question.*® This further ties into the role ascribed to the EDPB under the LED.
While the EDPB is intended to play a vital partin ensuring consistency between different supervisory
authorities under the GDPR, it fills no such role under the LED.** This stems, at least in part, from the
fact that the supervisory authority for police does not necessarily hold a membership position at the

559 Custers, B. et al, ‘Quis custodiet ipsos custodes? Data protection in the judiciary in EU and EEA Member States’,
International Data Privacy Law, Vol. 12, Issue 2,2022.

560 See Art.50 LED and Art.61 GDPR.

561 While likely not entirely related to these omissions, it is worth noting that the European Commission’s recent report on
the LED determined that the mechanism of mutual assistance between data protection authorities has been “very rarely
utilized to date” . For more details on the practical application of this procedure, see: European Commission,
Communication from the Commission to the European Parliament and the Council, First report on application and
functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 (‘'LED’), COM(2022) 364 final, 25.7.2022, p. 25.

562 Sajfert, J. and Quintel, T, ‘Data Protection Directive (EU) 2016/680 For Police and Criminal Justice Authorities’, 1 December

2017, available at SSRN: https://ssrn.com/abstract=3285873.

Caruana, M., The Reform of the EU Data Protection Framework inthe Context of the Police and Criminal Justice Sector:

Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,

2019,13.
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EDPB.** Given that a recurring concern raised in this study relates to the lack of specific guidance
applicable to the LED, it would be welcome if the supervisoryauthorities, or the respective departments
therein, that focus primarily on police processing play a more prominent role in the EDPB.>®
Accordingly, it is recommended that further steps are taken to ensure broader participation in
or contributions to the EDPB by supervisory authorities under the LED.>*

7.3 Prior Consultation

While many of the supervisory authorities’ responsibilities concern the processing of data by
competent authorities or the exercise of data subject rights either after or during the processing
operations, the LED hasidentified certain circumstances under which their involvement is due prior to
the processing taking place. Pursuantto Article 28 LED, Member States shall providefor data controllers
or processors to consult the supervisory authority prior to the processing activity in two cases. First,
when the abovementioned data protection impact assessment indicates that the processing would
resultin a high risk in the absence of mitigation measurestaken by the controller. As per 28(4), the data
controller is required to provide the supervisory authority with the DPIA, thus making the authority
aware of any plans to engage in high risk processing operations and establishing an avenue for prior
consultation. Second, when the type of processing, in particular when using new technologies,
mechanisms or procedures, involves a high risks to the rights and freedoms of data subjects.>®® This
requirement therefore serves to engage the supervisory for any type of processing that poses a high
risk to therights of individuals regardless of whethera formal impact assessment indicates it as suchin
absence of further measures taken. Furthermore, the supervisory authority may establish a list of the
processing operations subject to such prior consultation, and shall always be consulted during the
preparation of proposals of legislative measures relating to data processing. In the event that the
supervisory authority is consulted by the controller, Article 47(3) asserts that it must have effective
advisory powers to advise the controller and, pursuant to Article 28(5), use any of its powers to if it
opines that the intended processing would infringe upon the provisionsof the LED, in particular where
the controller has insufficiently addressed or mitigated the risks at hand. In this context, two remarks
must be made.

The first concerns the scope of Article 28 itself and the manner in which it corresponds to CJEU case
law. In the Digital Rights Ireland case, the Court ruled that law enforcementaccess to data retained by
private actors mustbe dependent on a prior review by a court orindependentadministrative body.>®

565 Caruana, M. The Reform of the EU Data Protection Framework in the Context of the Police and Criminal Justice Sector:
Harmonisation, Scope, Oversight and Enforcement’, International Review of Law, Computers & Technology, Vol. 33, No 3,
2019,13.

Similarly, the LIBE Committee recommended that the Commission examine whether there exist discrepancies in the
guidance and recommendations issued by the EDPB with regards to the GDPR and LED. See:Chairman of Committee on
Civil Liberties, Justice and Home Affairs, 'LIBE Contribution to the Commission upcoming report on the evaluation and
review of the Law Enforcement Directive',IPOL-COM-LIBE D (2022)3535, 7 February 2022.

Given that the EDPB’s work programme for 2021-2022 indicates that the Board aims to focus on “encouraging and
facilitating the use of the full range of cooperation tools enshrined in Chapter VIl of the GDPR and Chapter VII of the LED",
further guidance thereon can likely be expectedin the near future. For more, see: European Data Protection Board, EDPB
Work Programme 2021/2022, https://edpb.europa.eu/system/files/2021-03/edpb workprogramme 2021-2022 en.pdf.
In this context, a parallel can be drawn with certain provisions of the proposed Al Act. At present, the draft version of this
Regulation would require the provider of Al systems to conduct a conformity assessment that, in some instances, requires
the involvement of a third-party notified body to verify conformity with the Act’s standards. In the case of certain high-
risk Al systems that are to be used in the context of law enforcement, it would fall upon the designated market surveillance
authority to be notified and involved in the process of assessing the workings of the system. For more, see Chapter 4 and
5 of the Proposed Al Act.

569 Judgment of 8 April 2014, Digital Rights Ireland and Seitlinger and Others, C-293/12 and C-594/12,EU:C:2014:238, para. 62.
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This condition was later reaffirmed in the Tele2 Sverige case.””® Consequently, legal scholarship has
raised the question whether the procedural safeguards established in the LED might satisfy the
requirement ofprior review as established in CJEU case law.>”" At present, this is highly unlikely to be
the case given two primary considerations. One, thatlaw enforcementaccess to and further processing
of personal data held by private entities would not necessarily constitute a high risk when performed
in the context of criminal investigations rather than broader surveillance.*”? As a result, the scope of
prior consultation under the LEDis intentionally limited to processing activities that carry a particular
risk rather than all those that involve the access to privately held data. Two, that the process of
‘consultation’underthe LEDis not equivalentto the notion of ‘review’ as maintained by the CJEU. While
Article 28(5) LED notes that the supervisory authority may use ‘any of its powers referred to in Artide
47', the clause concerning prior consultation (paragraph 3) only makes mention of an advisory rolein
this process, thuslacking an actual decision beingissuedor authorisationbeing granted.Given that is
not guaranteed that all national supervisory authorities would interpret these provisions in an
identical manner, itis highly questionable and unlikely that these provisions establish a genuine
process of review as intended by the CJEU and, according to some scholars®”, cannot be
considered to serve as an implementation of the abovementioned rulings of the Court. Naturally,
it must be emphasized that the LED and data protectionlegislation in general were not envisioned as
a solution to this issue in the first place. There are alternative approaches to be taken outside of data
protection law, and requirements of prior review can similarly, and arguably better so, be achieved
through criminal courts or other authoritiesin the justice system.

So while this remains noteworthy, it does not necessarily imply that Member States would fail to
comply with the CJEU’s jurisprudence by implementing the LED. The supervisory authorities under
data protection law remain just one avenue of reviewing police operations and law enforcement
processing of data. Otherindependentbodies or courts could still fill the same function, as appears to
already be the case in certain European nations. In Lithuania, for example, it appears that national
legislation on criminal procedure meetstheserequirements independently of data protectionlaw.*”*

The second remark relates to possible inconsistencies in the national implementation of these
provisions. In particular, the interpretation of Article 28(1) LED stating that it concerns processing that
‘would resultin a high risk in the absence of measures taken by the controller tomitigate the risk’. When
considering the wording of this clause and the corresponding national provisions, it appears that two
diverging approaches exist. On the one hand, a strict reading of this clause could signal that prior
consultation is in order if the DPIA indicates that the processing would pose high risks in the
hypothetical scenario where the controller neglects to implement mitigation measures. Or, put
differently, that a high risk would exist if the processing operations were to continue as planned
without mitigating measures being taken. Such a reading of the provision would thus require prior
consultation whenever high risks areidentified regardless of the impact of measures taken to mitigate
them. At first sight, it appears that the Dutch version of the LED and, consequently, the Belgian and
Dutch transposition thereof might be perceived as such. The translated text of these articles asserts

570 Judgment of 21 December 2016, Tele2 Sverige AB v Post- och telestyrelsen and Secretary of State for the Home Department v
Tom Watson and Others, C-203/15 and C-698/15, EU:C:2016:970, para 120.

571 Jasserand, C, ‘Subsequent Use of GDPR Data for a Law Enforcement Purpose: The Forgotten Principle of Purpose
Limitation?, European Data Protection Law Review, Vol.4, No. 2, 2018, pp. 152-67.

572 |bid.

573 Markevicius, E, ‘Restrictions of Criminal Intelligence Measures in Law Enforcement Directive and Law on Criminal
Intelligence of Lithuania’, Socrates, Vol. 18, No. 3, 2020.

374 |bid.
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that prior consultation is necessary when the processing would result in a high risk ‘if the controller
takes no measures to reduce therisk’.

Onthe other hand, this provision is more likely understood as meaning thatprior consultation is only
dueif the residual risks remain high even after theadoption of suchmeasures. Thisis the case in Artide
84 of thelrish Data Protection Act that consolidates the provisions on the DPIA and prior consultation
and, in doing so, it asserts that the controller shall consult the supervisory authority if it conducts an
impact assessment and considers that the processing would result in a high risk to the rights and
freedoms of individuals ‘despite’ the implementation of safeguards. Accordingly, this provision
suggests that no consultation would be necessary if a DPIA identifies high risks but the controller
considers that the measures mitigate them sufficiently as to no longer be considered ‘high’.Only if the
risks remained highdespite the adoption of such safeguards would prior consultation then be in order.
This interpretation of it being the severity of the residual risks has beentaken by certain dataprotection
authorities®”, in regardsto police processing, and WP29°¢, with regard to the GDPR.

Considering the above and the purpose of Article 28, it stands to reason that the latter interpretation
is correct. While the Recitals of the LED remain vague as to the scope of the prior consultation, Recital
84 GDPR explicitly notes thatsuch involvementof the supervisory authorityis warranted when the high
risk identified by the DPIA cannot be mitigated by appropriate measures, in particularwhen this relates
to theavailable technology and costs ofimplementation. Regardless, the wording of this provision
in the LED can be considered ambiguous, especially when examining its translation into certain
languages. An appropriate level of caution is thus due.

Finally, note must be made of an apparent omission in certain pieces of national legislation. As
mentioned above, Article 28(1) LED refers to two situations in which prior consultation is necessary.
While (a) hinges the involvement of the supervisory authority on the result of the DPIA, (b) simply
asserts thatsuch a consultationis also in order when the type of processing, in particular where using
new technologies, mechanisms or procedures, involves a high risk to the rights and freedoms of data
subjects. This clause thus suggeststhatprior consultation mightbe necessary even in the absence ofa
DPIA. In transposing this provision, however, not all Member States appear to have included this
possibility. For instance, Article 84 of the Irish Data Protection Act makes no mentionof this part of the
LED and only requires prior consultation in the event that a DPIA yields certain results.””” Such an
approach thus appears to diverge from the broader safeguards provided in the LED, as high risk
processing operations would not necessarily require the prior involvement of the independent
supervisorybody.

575 Information Commissioner’s Office (1ICO), ‘Guide to Law Enforcement Processing - Do we need to consult the ICO?, 2019,
https://ico.org.uk/for-organisations/quide-to-data-protection/quide-to-the-general-data-protection-requlation-
gdpr/data-protection-impact-assessments-dpias/do-we-need-to-consult-the-ico

576 Article 29 Working Party, ‘Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing
is “likely to result in a high risk” for the purposes of Regulation 2016/679’, WP248, 2017,
https://ec.europa.eu/newsroom/article29/items/611236

577 Data Protection Act 2018 (Act 7 of 2018) (Iris Oifigiul 42 p.00752, 24 May 2018).
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8. EXPOST EVALUATION OF THE LED BY THE EUROPEAN
COMMISSION

KEY FINDINGS

It may be questioned to what extent the standard of high quantitative and qualitative data
imposed by the Better Regulation Guidelines has been met by the sources used for the First
Report on the LED application and functioning by the European Commission.

Looking aheadto the secondreport onthe evaluation and review of the LED scheduled in 2026,
a strong continuous monitoring and ex post evaluation system should provide for sufficient
information on the effectiveness, efficiency, relevance, coherence, and EU added value of the LED
transposedintonational law. To that end, attention should be paid tothecollection of wide range
of data from a variety of sources, including the different LED competent authorities, the national
data protection supervisory authorities, civil society organisationsand citizen representations, as
well as EU institutions and relevant EU agencies. The evaluation should be performed onthe basis
of the two primary objectives of the LED, thatis the protection of citizens’ fundamental rights and
freedoms, particularlytheright tothe protection of personal data, and the unrestricted exchange
of personal data by competentauthorities within the EU.

According to the Better Regulation Guidelines, the European Commission should have in place a
monitoring system in order to evaluate through an evidence-based approach the performance of an
EU legislation.*’®In this way, sufficient information, that is qualitativeand quantitative data, should be
gathered by the European Commissionin order for it to perform its task of monitoringand evaluating
legislation such as the LED. As pointed out, ‘high quality policy implementation relies on quantified
impact assessments that draw on previous evaluations and are supported by evaluation and
monitoring plans that, in turn, are supported by strong data collection processes’.*”

Forits First Report on the LED application and functioning, which was published with more than two
months delay, the European Commission relied on contributions from EU institutions and national data
protection supervisory authorities. Additional feedback was received from only 17 civil society
organisations and9 publicresponsesto a public call for evidence.*®** The European Commission report
further mentions that it is based on the information provided by Member States when notifying to the
Commission the measures taken to transpose the LED, as well as it is supported by an external study
carried out by an external contractor, about which no further information or reference is provided=*®'
Onthe basis of its structure, the reportrelies to a large extent on the input collected by the EDPB from

578 European Commission, Commission Staff Working Document Better Regulation Guidelines, SWD(2021) 305 final, 3
November 2021.

579 Jones, S, Briefing requested by the IMCO Committee ‘Identifying Optimal Policy Making and Legislation’, European
Parliament Policy Department for Economic, Scientificand Quality of Life Policies,PE638.399,May 2019;S. Jones, G. Dohler
and L. Plate Briefing requested by the JURI committee ‘Better regulation in the EU: Improving quality and reducing delays’,
Policy Department for Citizens' Rightsand Constitutional Affairs, PE 734.712, June 2022.

580 European Commission, Communication from the Commission to the European Parliament and the Council, First report on
application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final,
25.7.2022,p. 7.

581 |bid, p. 8.
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the national data protection supervisory authorities through questionnaires on their statistics and
experience.*® Finally, the European Commission admitted to having found it ‘difficult to compile
statistics on the application of the LED’.*® It may therefore be questioned to what extent the standard
of high quantitative and qualitative data hasbeen met.

Given the drasticchangein scope from the previous CFD framework that only regulated cross-border
criminaljustice processing of personal data, to the new LED full system of rights and obligations for all
criminal justice data processing, as well as the short in time application of the LED due to delayed
national transpositions, information on its effectiveness and coherence may indeed still be scattered
orincomplete. However, looking ahead to the second report on the evaluation and review of the LED
scheduled in 2026, pursuantto Article 62(1) LED, a strong continuous monitoring and ex post
evaluation system should provide for sufficient information on the effectiveness, efficiency, relevance,
coherence, and EU added value*® of the LED transposed into national law. To that end, attention
should be paid to the collection of wide range of datafroma variety of sources on a continuous basis.*®
In LED terms, that includes the different entities that fall under the definition of competent authority
under Article 3(7) LED, the national data protection supervisory authorities, civil society organisations
and citizen representations, as wellas EU institutionssuch as the EDPS and the EDPB and EU agencies
that collaborate with competent authorities such as Europol. The evaluation should be performed on
the basis of the two primary objectives of the LED, that is the protection of citizens’ fundamental rights
and freedoms, particularly theright to the protectionof personal data, and the unrestricted exchange
of personal data by competentauthorities within the EU.

More specifically, precise data on national practices should includeat least the following.** Competent
authorities should provide input first on the exercise of data subject’s rights: the number of requests
per right and per Member State, including potential grounds for refusal and requests for human
intervention under Article 11 LED. Second, information should be provided on the use of processors,
including the use of private contractors, per Member State and activity.Third, data on theuse of Aland
other intrusive technologies such as for instance Pegasus should inform on the scope and legal basis
for deployment, as well as the frequency at which new technologies, as referred to by Articles 28 and
29LED, areimplemented and used in practice. Fourth, information should be collected on cross-border
and international data transfers, including data exchanges with EU institutions, per country and per
legal basis used under Articles 36-39 LED. Fifth, the effortstowards promotinga dataprotection culture
and awareness through national and cross-bordertrainingsshould be documented. In that regard, the
establishment of the Network for the Data Protection Officers of competent authorities referred to in
the European Commission report®¥, is an important initiative that should facilitate the gathering of
such information.

582 |bid, p. 16-34.

83 |bid, p. 8.

584 European Commission, Commission Staff Working Document Better Regulation Guidelines, SWD(2021) 305 final, 3
November 2021.

85 Seealso S. Jones, G. Dohler and L. Plate, Briefing requested by the JURI committee ‘Better regulation in the EU: Improving
quality and reducing delays’, Policy Department for Citizens' Rights and Constitutional Affairs, PE 734.712, June 2022.

586 See also Chairman of Committee on Civil Liberties, Justice and Home Affairs, 'LIBE Contribution to the Commission

upcoming report on the evaluation and review of the Law Enforcement Directive', IPOL-COM-LIBE D (2022)3535, 7

February 2022.

European Commission, Communication from the Commission to the European Parliament and the Council, First report on

application and functioning of the Data Protection Law Enforcement Directive (EU) 2016/680 ('LED’), COM(2022) 364 final,
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Input from national supervisory authorities should continue to be collected, as thoroughly
demonstrated in the EDPB contribution®®, Data should continue to be provided on the number and
content of complaints lodged, the number and results of indirect access requests submitted as well as
on the use of their powers for enforcement of the LED, including details on their human, financial and
technical resources, use of powers through oversight activities, as well as issuing enforcement and
advisory decisions.

Finally, input from civil society organisations should concern their activity within and across Member
States, including information on their representation of data subjects. The European Commission
should ensure that the stakeholder consultation process takes duly into account minoritized and
systematically under-represented organisations and communities, forexample communities that have
been victims to biased police practices including through the useof intrusivealgorithmic tools.>®

The collection of input may be further facilitated by the deploymentof new technologies on behalf of
the national authorities and European bodies.*® For instance, several processes may be automated,
including the logging of prior consultations requested and complaints lodged before supervisory
authorities and resulting outcomes, the submission of questionnaires addressed to stakeholders, the
comparison of data throughout periods of time, and so on. In this way, the evaluation of the LED
implementation and enforcement can take place in a more holistic and continuous basis, properly
identifying where its transposition is successful in pursuing the objectives it sets out to deliver, and
where it produces side effects, unwanted outcomesor fails to produce the intended outcomes.™’

8 European Data Protection Board, Contribution of the EDPB to the European Commission’s evaluation of the Data
Protection Law Enforcement Directive (LED) under Article 62,14 December 2021.

89 See also Renda, A.In-Depth Analysis requested by the JURI committee, ‘Assessment of current initiatives of the European
Commission on better regulation’, Policy Department for Citizens’ Rights and Constitutional Affairs, Directorate-General
for Internal Policies, PE734.766, June 2022.

590 See also Sartor, G, In-Depth Analysis requested by the JURI committee, The way forward for better regulationin the EU -
better focus, synergies, data and technology’, Policy Department for Citizens' Rights and Constitutional Affairs,
Directorate-General for Internal Policies, PE736.129, August 2022.

91 Ibid.
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9. CONCLUSIONS: OPEN QUESTIONS AND RECOMMENDATIONS

9.1 Concludingremarks and openissues

The Law Enforcement Directive (LED) constitutes an ambitious and significant step forward for the
protection of personal data in the context of policing and criminal justice. Building upon the
foundations of Directive 95/46/EC, Framework Decision 2008/977/JHA, and the Council of Europe
Recommendation R(87)15, the LED marks the first EU legal instrument to introduce data protection
safeguards for domestic processing operations by law enforcement agencies and criminal justice
authorities. In doing so, it established a robust framework of high standards and a strongemphasis on
the protection and exercise of data subject rights. The LED largely mimics the structure of the GDPR
andreflects many of the samerules regarding the adherence to general data protection principles, the
empowerment of data subjects, the obligations placed on competent authorities, the transfers of
personal data to third country recipients, and the independent supervision of legal compliance with
thesenorms.

While the advancements made with the LED are laudable, its efficacy, reliability and potency are
nevertheless hindered by various shortcomings. Opting for a Directive instead of a Regulation has
allowed for a multitude of diverging approaches to data protection standards, thus resulting in a
continued lack of harmonisation and legal uncertainty in the AFSJ. This is exacerbated further by key
concepts remaining subject to national interpretation, thereby giving way to highly inconsistent
applications of critical concepts like public security, criminal offense and competent authority.
Moreover, the sectoral instruments such as the Europol Regulation could lead to a fragmented and
asymmetrical application of data protectionrules within the AFSJ.

Issues have also been observed resulting fromthe lack of certain general principles that are presentin
the GDPR, and the impact of ambiguous stipulations and inconsistently implemented provisions on
the re-use, storage and categorisation of personal data. With regard to the exercise of data subject
rights, concerns have been raised about the absence of certain responsibilities and the flawed
transposition of several provisions regarding the exercise and restriction of certain rights, in particular
when considering the broad discretion enjoyed by Member States in this context.

Furthermore, the concrete obligations placed upon datacontrollersare oftenlacking in comparisonto
their GDPR counterparts, are faced with disparate national implementations and practical difficulties,
and suffer from the absence of concrete guidance provided to competent authorities. This is
particularly notable within the provisions regarding joint controllership, data protection impact
assessments and the logging of processing operations. As for transfers to third countries, the lack of
adequacy decisions and the difficulties associated with uncoupling them from the workings of the
GDPR risks undermining the protection of EU fundamental rights beyond the Union’s borders. This is
compounded by the continued reliance on pre-existing transfer agreementsthat are unlikely to meet
current data protection standards,and by therisksassociated with makinglocal competent authorities
responsible for resolving complicated issues of adequacy andequivalence without extensive guidance.
Regarding independent supervision of legal compliance, the comparatively limited powers and tasks
awarded to the supervisory authorities stand to decrease their effectiveness, while issues surround the
procedure of prior consultation. As Member States seem to be given a wide discretion on the
application of the LED to processing operations by courts and judicial authorities, there even exists a
serious risk thatsuch authorities mightavoid potent oversight altogether.

Although these issues do not invalidate the important contributions that the LED has made to the
European data protection framework, they risk undermining its potency and consistency to the
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detriment of legal certaintyand therights andfreedoms of EU datasubjects. The limited attentionand
lack of guidanceregarding the implementation ofthe LED on an EU level, for instance from the EDPB,
further exacerbate the legal uncertaintyand inconsistency. In light of the above, the following section
thus presents several recommendations to address these limitations and strengthen the functioning
of data protection law in the context of law enforcement and criminaljustice.

9.2 Recommendations
Member States:

Member States are encouraged to further clarify and delineate several LED provisions in their
implementing acts, as also pointed out by the European Commission’s report. More specifically, the
scope of the LED should berestricted to criminal offences and criminal justice matters; entities such as
transportation authorities that are in charge of primarily administrative offences are likely better
subjecttothe GDPR instead of the LED. The scope of application of the LED vis-a-vis courtsand judicial
authorities should be further clarified. It is furtherrecommended that particularattentionis paid to the
interpretation of the data protection principles, in line with the Charter, EU case law and international
data protection instruments. Forinstance, the mention to ‘'notexcessive’ within the data minimisation
principle should be interpreted narrowly. Clear criteria for setting time frames In relation to storage
limitation should be accompanied by procedural requirements (for example oversight, DPO). The
inclusion of safeguards for minorsand othervulnerable groups is encouraged.

Insofar as data subject’s rights are concerned, it is encouraged to provide information under Artide
13(2) proactively and in general, not only in specific cases. Timeframes for reacting to data subject’s
rights’ request should be defined in national laws and not by individual controllers. The restriction of
processing should be established within national laws as a standalone right. The effective indirect
exercise of rights by the supervisory authority should be monitored and ensured. Article 17 should not
function as an alternative to the direct exercise of rights norbe assimilated with the process of lodging
a complaint before the supervisoryauthority.

Regarding theimplementation of the data controller obligationsunder Chapter IV, Member States are
advised to closely monitor the national transposition of the logging requirements for which the LED
has allowed alonger period ofimplementation. It is important that the envisioned timeline tointegrate
technicallogging measures is met by Member Statesand that further clarity is provided regarding the
management, supervision, use and storage of logs. Similarly, it is advised that further attention is
placed on providing a greater degree of consistency, transparency and clarity with regards to certain
aspects of data protection policy, such as the arrangements made between joint controllers, in
particular with regards to the establishment of a single point of a contact and the availability of
information to datasubjects.

Concerning the transfers of personal data to third country recipients, Member States are strongly
encouraged to pay renewed attention to the alignment of pre-existing legal instruments for
international transfers with modern data protection standards in the LED. At present, there remainsa
notable risk that various international agreements adopted prior to the LED contain insufficiently
potent data protectionstandards and might thusundermine the protection of the rights of EU citizens
in third countries.

With regards to the establishment and functioning of supervisory data protectionauthorities, Member
States are encouraged to ensure that their fullindependenceis assured bothin terms of remaining free
from external interference and having access to sufficient resources, expertise and manpower. In
addition, it is advisable that the tasks and powers assigned to these authorities are expanded and
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further aligned with the more extensive capabilities awarded thereto under the GDPR. While the
monitoring of courtsacting in their judicial capacity is explicitly excluded from their competences, it is
nevertheless advised thatalternative steps are considered to establish some mechanism for oversight
in this context.

National competent authorities:

National competent authorities within the meaning of Article 3(7) LED are urged to observe the
compliance with the data protection principles. In particular, competent authorities should ensure a
significant degree of transparency. Although the levels of transparency of processing operations are to
be adapted to the specific needs of each authority, it should be keptin mind in mind that not all LED
subject processing activities are in need of protection from publicity, but on the contrary some must
be made available to the public. The application of the purpose limitation principle could be further
supported through impact assessmentand technicaland by design tools.

Insofar as data categorisation is concerned, the defined categories should not be static but adaptable,
otherwise the practice defeats the purpose of these provisions. Different safeguards, including time
limits, for different categories of data subjects may be encouraged, especially for vulnerable data
subjects or non-suspects, insofar as it is practically possible. Should practice reveal that this provision
cannot be practically be enforced, competent authorities may consider alternatives following the
Europolsystem or other (pre-existing) systems developed by European bodies or national competent
authorities.

Competent authorities should look for certified and/or auditable on national, international or European
level Al systems to be deployed in order to facilitate their work. They should not opt for technologies
that are subject to legal constraints, such as IP rights, excluding the provision of explanations on how
a system works.

The restriction of data subject’s rights should be subject to a narrow interpretation and application.
The LEDdoes not allow a blanket restriction of rights; in other words, data subjects should be informed
of any processing activity relating to them as soon as the condition of restriction no longer applies,
even without prior request, in line with the jurisprudentially established notification duty.

Any derogation from the LED data subject’s rights where personal data are contained in a judicial
decision or record or case file processed in the course of criminal investigations and proceedings
should not result in lower standards of protection.

Additionally, the provision of information tobe made available and the exercise of data subject’s rights
should be facilitated and streamlined.For example, single points of contactand/or dedicated websites
including all required information as well as template for requestsshould be set up. Requirements for
the exercise of a data subject’s right, which are not clearly foreseen in national laws or even go against
the spiritand wording of the LED, such as proof of residence within a specific Member State, should be
abolished. Information on automated-decision making, albeit not explicitly required under Article 14,
should be provided in line with Article 11 and Recital 38. Furthermore, competent authorities are
encouraged to closely adhere to the standards under Chapter IV. Regarding the practice of logging
data processing activities, competent authorities are advised to take a proactive rather approach to
managing systemlogs by actively using them forself-auditsand periodical assessments, and toensure
that the use of system logs is reserved solely for the intended purposes rather than general police
operations.When conducting a Data Protection Impact Assessment, competent authorities are to not
just consider the implications of high risk processing activities from a data protection perspective but
to also examine theirimpact on human rights in generaland, where necessary, involve the supervisory
authority in this process.
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National supervisoryauthorities:

With regards to the critical role that national supervisory authorities play in the monitoring of legal
compliance and informing of competent authorities, a number of recommendations are to be made
relating to the exercise of theirtasks. In general, the national supervisory authorities that are competent
for the enforcement of both the GDPR and LED are encouraged not to deprioritize the processing of
personal data by law enforcement butto allocate sufficient manpower and resources to the application
and monitoring of the LED. Additionally and insofar as the process of conducting a Data Protection
Impact Assessment is concerned, the national supervisory authorities are strongly encouraged to
provide more extensive guidance specifically tailored to the domain of law enforcement and taking
into account its unique nature while aligning its standardswith the increased level of detail provided
by the GDPR. Furthermore, it is recommended that the extent of cooperation between supervisory
authorities under the LED is expanded and that the divisions or bodies focused on police processing
contribute furtherto the EDPB.

EU legislator and policy bodies, including European Commission, EDPS and EDPB:

The EU legislator and policy bodies have a crucial role to play in the implementation of the LED. Further
guidance should be providedon its delineation with the GDPR as well as sector-specific data protection
frameworks. First, the definition of ‘criminal offence’ which is autonomous under EU law should be
further clarified in a more homogeneous and harmonious amongst Member States manner. By
consequence, the authorities that should be covered by the LED, including those that are founded on
the basis of EU law such as FIUs, should be delineated and streamlined. Second, the alignment of the
LED with the AFSJ data protectionframeworkshould be clarified in a manner that upholds a hight level
of protection. The application of the EUDPR Chapter IX throughout the AFSJ should be reconsidered,
atleastinrelation to themain principles and obligations. Otherwise, it is encouraged to provide further
guidance on the alignment and application of the different data protection frameworks applicable to
the EU agencies and databases with which the national competent authorities collaborate. Any
divergence from the core data protection framework, that is GDPR, LED and EUDPR, should be
specifically justified, as well as strictly regulatedand applied.

EU bodies should provide further guidance on several LED provisions that have been deemed as
controversial, in order to ensure alignment with the Charter and Article 8 therein. For example,
guidance is needed on Article 4(2) and the principle of purpose limitation, what ‘subsequent
processing’ meansand howto assess compatibility of law enforcement purposes, especially in light of
potentially divergent national implementations given broad discretion. Further elaborate upon and
specify the concepts of ‘automated decision-making solely based on automated means, including
profiling’as wellas ‘human intervention’, for instance takinginto account thedifferent stages involved
before a decision produces effects on the individual, and by establishing a requirement of reasoned
scrutiny for human intervention to be meaningful. Similarly, EU bodies areencouraged toexamine the
level of detail provided by national data protection policy with regards to certain provisions and
consider the desired degree of specificity in this context. For instance, the legal requirements for
information and data security in law enforcement systems are often quite generaland do not provide
particular standards for the security of processing operations. Assessing whether such standards are
laid outininternal or organizational policies and are in line with the envisioned level of security is thus
advisable. Strong oversight and guidance is strongly encouraged with regards to the practicalities
surrounding the exercise of data subject’srightsand the applicable restrictions thereof.

Additional efforts from EU bodies are also encouraged regarding the transfers of personal data to third
country recipients. In particular, a strong emphasis should be placed on adopting future adequacy
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decisions pursuant to theLEDin order to provide in a robustframework of adequacy decisions serving
as aconsistent, clear and legally soundbasis for third country transfers. In doing so, a clear decoupling
from the motivations underlying the GDPR should be maintained and particular attention should be
paid to the unique nature of law enforcement. Regarding transfers under appropriate safequards or
exceptional transmissionsto non-competent recipients, it is advised that EU bodies focus on improving
legal certainty and providing further clarity on the requirements and considerations for such
transmissions of personal data. In addition, it is recommended that further guidance and clarity is
provided to support competentauthorities in assessing critical concepts such as essential equivalence
and appropriate safeguards, and that their responsibilities in assessing third country data protection
standardsand human rights guaranteesare furtherexamined and clarified. Consideration ought tobe
given to nationally divergentinterpretations and, where possible and necessary, aligned as such.

Lastly, with regards to the national supervisory authorities, EU bodies are encouraged to ensure the
consistent and properimplementation of all relevant provisions of the LED into national law in order
to avoid potential deviations fromthe strong safeguards provided by the Directive with relationto the
exercise and assignment of their tasksand duties.Similarly, EU bodies are advised to further emphasize
and support cooperation between independent supervisory authorities under the LED and
necessitating theirinvolvement in or contributionto the EDPB.

Finally, the European Commission, in the context of its continuous monitoring and assessment of
implementation of LED provisions, should strive to improve the quality and quantity of data required
for the ex post evaluation of the implementation of the LED into national laws. A wide range of data
should be collected from a variety of sources, including the different LED competent authorities, the
national data protection supervisoryauthorities, civil society organisations and citizen representations,
as well as EU institutions and relevant EU agencies. Particular attention should be paid to data
protection principles, data subject’s rights, legal grounds for data processing, including through
automated decision making systems, data transfers and the use of national supervisory authorities’
powers.
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ANNEX: LIST OF NATIONAL LAWS AS REVIEWED BY
BIBLIOGRAPHIC SOURCES

Austria:

Bundesgesetz liber den Schutz personenbezogenerDaten (Datenschutzgesetz - DSG, 25 May
2018).

Belgium:

Wetvan 30juli 2018 betreffende de bescherming van natuurlijke personen met betrekking tot
de verwerking van persoonsgegevens (B.S. 5 september2018)
Wet van 5 augustus 1992 op het politieambt (Wet Politieambt) (B.S.22 december 1992)

Cyprus:

O mepi tng Mpootaociag Twv Quoikwv Mpoownwv Evavtt tng Eneepyaciag Aedopévwv
MpoowmikoU Xapaktrpa amd Appodieg ApxEG yla Toug ZKomoug TnG MpoAnyng, Alepelvnong
Avixveuong n Aiwéng Nowvikwv AdIknudatwyv \ TG Ektédeong Movikwv Kupwogwv Kat yia Ty
EAeVBepn Kukhogopia twv Aedopévwv AutwvNopogtou 2019 (Cyprus Gazette 4694 p. 267, 27
March 2019)

Czech Republic:
Zakon ze dne 12. brezna 2019 o zpracovaniosobnich udaju’(Aktudlniznéni 24.04.2019)
Germany:

Federal Data Protection Act of 30 June 2017 (Federal Law Gazette | p. 2097), as last amended
by Article 12 of the Act of 20 November 2019 (Federal Law Gazette |, p. 1626)
Bundesgrenzschutzgesetz 1994

Greece:

Apxn MNpootaciag Asdopévwv MpoowTikou XapaKTAPa, HETPA EQapUOYHS Tou Kavoviouou
(EE) 2016/679 tou Eupwmaikol Kovoouliou kattou ZupfouliovTng 27n¢ Ampihiou 2016 yia
TNV TTPOCTACIA TWV PUOIKWV TTPOCWTIWY EVavTl TN emeéepyaciac SeSouévwy TPOCWTIKOU
XOPOAKTAPA Kal evowpdtwon otnv €dviki vouobeoia tng Odnyiag (EE) 2016/680 Tou
Eupwmnaikou Kowvoouliou kat tou ZupPouliou tng 27n¢ Ampihiou 2016 kai dAAeg Slatadeig
(EenuepictncKuBepvrioewgA137 p.03379; 29 August 2019).

ltaly:

Decreto del Presidente della Repubblica 15 gennaio 2018, n. 15 (Gazzetta Ufficiale della
Repubblica ltaliana 61, 14 March 2018)

Attuazione della direttiva UE 2016/680 del Parlamento Europeoe del Consiglio, del 27.4.2016,
relativa alla protezione delle persone fisiche con riguardo al trattamento dei dati personalida
parte delle autorita competentiaifini di prevenzione, indagine, accertamento e perseguimento
di reatio esecuzione disanzionipenali, nonchéalla libera circolazione di tali datie che abroga
la decisione quadro 2008/977/GAl del Consiglio (Gazzetta Ufficiale della Repubbilica Italiana
119, 24 May 2018)

Ireland:

Data Protection Act 2018 (Act 7 of 2018) (Iris Oifigiul 42 p. 00752, 24 May 2018)
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Luxembourg:

Loidu ler ao(t 2018 relative a la protection des personnes physiques a I'égard du traitement
des données a caractére personnel en matiere pénale ainsi qu’en matiere de sécurité nationale
(Journal officiel du Grand-Duché de Luxembourg A689p. 1, 16 August 2018)

Netherlands:

Poland:

Wet van 21 juli 2007 houdende regels inzake de verwerking van politiegegevens (Wet
Politiegegevens, Stb. 2007, 549)

Raad van State Explanatory Memorandum on the Implementation of the LED,
https://www.raadvanstate.nl/publish/pages/108235/w-16-17-0366.pdf

Wet van 7 september 2000 houdende Justitiéle en Strafvorderlijke gegevens (Wet Justitiéle
Gegevens, Stb. 2004, 129)

U ST AWA zdnia 14 grudnia 2018 r.0 ochronie danych osobowych przetwarzanych w zwitzku
z zapobieganiem izwalczaniem przestepczo

Portugal:

Spain:

Lein.259/2019, de 8de agosto, que aprova asregras relativas ao tratamento de dados pessoais
para efeitos de prevencao, detecao, investigacdo ou repressao de infracdes penais ou de
execucao de sangdes penais, transpondoa Diretiva (UE) 2016/680 do Parlamento Europeu e do
Conselho, de 27 de abrilde 2016 (Diaro da Republica 151 p.41, 8 August 2019)

Ley Organica 7/2021, de 26 de mayo, de proteccién de datos personales tratados parafines de
prevencion, deteccion, investigacidn y enjuiciamiento de infracciones penales y de ejecucién
de sanciones penales (Boletin Oficial del Estado 126/2021-05-27, p. 64103)
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This study analyses the main provisions of the Law Enforcement Directive as well as their
implementation within national laws. In that context, the study identifies shortcomings and
explores potential ways forwardthrougha concrete set of recommendations.

This study was commissioned by the European Parliament’s Policy Department for Citizens' Rights
and Constitutional Affairs at the request of the Committee on Civil Liberties, Justice and Home
Affairs.
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