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Jan Philipp Albrecht (Verts/ALE), Birgit Sippel (S&D) and Sophiain 't Veld (ALDE)

Subject: Enforcement of the Code of Conduct for Computerised Reservation Systems

Article 11 of the Code of Conduct for Computerised Reservation Systems (Regulation (EC) No
80/2009 of 14 January 2009) requires that ‘technical and organisational measures shall be taken ... to
ensure that personal data are only accessible for the specific purpose for which they were collected.’
The Commission has the power to investigate and enforce the code under Section 6 of the regulation.

Personal data in the passenger name records (PNR) hosted by Computerised Reservation Systems
(CRS) are available through CRS-operated public websites, just by using a name and the short ‘record
locators’ displayed on items such as boarding passes and baggage labels. Due to a lack of access
logs, data subjects are unable to gather from CRSs whether their PNR data have been disclosed and
to whom. Security researchers demonstrated these and other vulnerable aspects of CRSs at the
Chaos Communication Congress held on 27 December 2016.

1. Does the Commission believe that giving access to PNR data on the basis of a name and record
locator, with no password nor access logging, is compliant with Article 11 of the Code of
Conduct?

2. Does itintend to investigate these vulnerable aspects and possible violations of the code?

3. Has it established procedures for handling complaints from individuals about violations of the
code?
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