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You can create a network connection from an MVE (a FortiGate) to Google Cloud through Partner Interconnect.

When connecting to Google Cloud Platform (GCP) through Partner Interconnect with Megaport, the virtual cross connect (VXC)
forms the Layer 2 component of the connection and Layer 3 BGP is established directly between the customer and GCP.

Important
Before you begin, create an MVE (FortiGate) in FortiManager. For details, see Creating an MVE [/mve/fortinet/
creatingmve/]. The MVE needs to be in the active state.

FortiManager is an optional component and that FortiGate’s can be deployed independently of FortiManager.
There are three parts to adding a Google Cloud connection to your MVE and FortiManager.

1. Create a Partner Interconnect attachment in Google Cloud Console or gcloud CLI. Copy the pairing key that is provided
as part of the attachment creation. For additional details, see the Google documentation on Google Partner Interconnects
[https://cloud.google.com/interconnect/docs/how-to/partner/provisioning-overview].

2.In the Megaport Portal, create a VXC from your MVE to connect to your Google Cloud attachment.
3.In FortiManager, create a new interface and add the details of the Google Cloud connection.

These instructions step through the second and third parts.

Note
MVE for Fortinet SD-WAN requires configuration steps in both FortiManager and the Megaport Portal
for all cloud connections.
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Adding the Google Cloud Connection in the Megaport Portal

To set up the GCP connection, you need to create the connection in the Megaport Portal.
To deploy a VXC to Google Cloud Platform from the Megaport Portal

1. In the Megaport Portal, click +Connection on the MVE to create your VXC.

MVE-DEMO  #82f7bféf & w8
@ Size: Small
AtTokyo Data Centre - Alpha Route, Tokyo, Japan @ Connection AN
MVE-DEMO to Megaport Internet #f6dedaba
o-e 3
@ AEnd VXC (500 Mbps)

2.Click the Cloud tile.

3.Select Google as the provider.


https://cloud.google.com/interconnect/docs/how-to/partner/provisioning-overview
https://docs.megaport.com/mve/fortinet/creating-mve/
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4.Copy and paste the pairing key from the Google Cloud console into the field in the right-hand pane. The relevant Google
targets appear based on the region of your GCI Partner connection.

5. Select the target location for your connection and click Next.

6. Provide these connection details:
= Connection Name — This is a free text field allowing you to assign an easily identifiable name for this connection.
= Rate Limit — Enter the same rate you selected for your Google port speed.

= Preferred A-End VLAN — This is the VLAN for this connection that you will receive through the MVE. This must be a unique
VLAN ID on this MVE and can range from 2 to 4093. If you specify a VLAN ID that is already in use, the system displays the
next available VLAN number. The VLAN ID must be unique to proceed with the order. If you don’t specify a value, Megaport
will assign one.

7. Add the VXC to your order and complete the checkout process.

8.0nce you have deployed the VXC, go back to your attachment in the Google Cloud Console and accept the attachment. You
will be provided your private IP address from Google to configure BGP. Ensure that you pre-activate the attachment or mark
the attachment as active after configuring the VXC. Otherwise, you cannot set up BGP with your SD-WAN instance.

Note
The Google ASN will always be 16550.
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Adding the Google Cloud Connection to FortiManager

After you create the connection from your MVE to Google Cloud and set up the connection in the Google console, you need to
configure it in FortiManager. This involves configuring BGP settings, ASNs, and VLANS.

To add the Google Cloud connection in FortiManager

1. Collect the connection details from the Google console.
Display the details of the connection you created in Google Cloud for this connection. Note the values for the Peer ASN,
Cloud Router BGP IP, and BGP Peer ID.
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Google Cloud Platform & megaport-customer-project v Q  Search products and resources
-I:I- Hybrid Connectivity < Router details /' EDIT @ DELETE
I VPN
s cloud-router-1
4} Interconnect Network default
Region australia-southeast1

#¢  Cloud Routers
Google ASN 16550

Advertised route configuration

BGP sessions will advertise these routes if no other configuration is specified

Advertisement mode
Default

BGP sessions

Interconnect BGP sessions

Name 4 Peer ASN Cloud Router BGP IP BGP peer IP Interconnect Attachment
auto-ia-bgp-gep- 65001 169.254.129.97 169.254.129.98 Sydney (syd- gep-

h zone1-1660) attachment-1
-5c75d42c3e47c55

2.Collect the connection details from the Megaport Portal.
Click the gear icon for the Google connection from your MVE and click the Details view. Note the value for the A-End VLAN.

3.Log in to the FortiManager.

Note
You can also log in on your MVE instance: https://<mve-ip-address>
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4.From your managed device, go to the System menu and choose Interface.

Device Manager v Device & Groups Firmware License Provisioning Templates Scriptd

@ Add Device 3B Device Group v & Install Wizard X Tools ~ =] Table View v

@ Managed Devices A SA-TW-MVE-2 | VA C e er i Router  EE) Display Optiol

4 Add Widget G
SNMP
System Informatio  Management :
Admin Settings
1t Search... Q| HostName Administrators K4
SA-TW-MVE-2 Serial Number Admin Profile 4
4+ SA-TW-MVE-4 IP Address Replacement Message
System Time Thu Apr 29 15:48:49 2021 PDT ¢
Uptime 1 day 3 hours 50 minutes 32
seconds

The page displays port1 as your physical interface.
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5.Click +Create New > Interface and provide this information:
= |Interface Name — Specify a meaningful name for the interface.
= Alias Name - Optionally, provide an alternate name.
= Type — Choose VLAN.
= Interface — Choose the parent interface: port1.
= VLAN ID - Specify the A-End VLAN listed for this Google Connection in the Megaport Portal.
= Role - Choose Undefined.
= Addressing Mode — Select Manual.

= |P/Netmask — These values are available in the VLAN attachment details in the Google Cloud console. The IP address
appears in the BGP Peer IP field.

= Administrative Access — Specify how you want to access this interface, such as HTTPS, PING, and SSH.

= DHCP Server — Click OFF.

A SA-TW-MVE-4 [SEERBINELERS Router [ Display Options

Create New Interface

Interface Name GCP-AUS-SE

Alias Name Google Cloud - Australia

Type VLAN v

Interface @ port1 vi

VRFID @ 0

VLAN ID 1555
(1-4094)

Role Undefined v

Address

Addressing Mode m DHCP  PPPoE

IP/Netmask 169.254.129.98/255.255.255.248

Shaping Profile OFF

Restrict Access

Administrative Access HTTPS PING SSH
OsNmp HTTP® (OTELNET
(JFMG-Access [JRADIUS Accounting [JProbe Response
OFT™ (D Security Fabric Connection®

DHCP Server m Server Relay

VRRP >

Security Mode None M

Device Management

Device Detection OFF
Broadcast Discovery Messages OFF
Explicit Web Proxy OFF
Explicit FTP Proxy OFF
Secondary IP Address OFF
Map to Normalized Interface None v
Description
7z
0/255
Administrative Status m
Scan Outgoing Connections to Disable v
Botnet Sites
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6. Click OK.
The new VLAN interface appears with your port1 physical interface.

You can run an execute ping command from FortiOS to verify the connection.

Note

You need to push the configuration to the MVE, which happens when you have AutoUpdate configured. If you
cannot successfully ping the connection, go to Manage Devices in FortiManager, select the MVE, and choose
Refresh Device from the More menu. If prompted, select AutoUpdate for the Config Status.

I

At this point, we have created the interface and next we need to create the BGP session.

1. In FortiManager, go to Router > BGP.

Device Manager v Device & Groups Firmware License Provisionin, plates Scripts SD-WAN

@ Add Device 3B Device Group v & Install Wizard X Tools v [ Table View v

@ Managed Devices A SATW-MVE-4 [SEEHEEGEE (LEE B Display Optipns

= Create New v Static Route %
O Name OSPF { Interface  Addressing Mode

< P [—

[ Physical DHCP

2 More v

w Aggregate (1)
fortilink 3o Aggregate Manual
w Tunnel (1)

ssl.root (SSLVPN interf @ Tunnel
w SD-WAN Zone (1)

virtual-wan-link

Manual

@ SD-WAN Zone

2.Provide this information:

= Local AS - Provide the ASN for the MVE connection. Specify the Peer ASN that you defined in the BGP configuration for the
VLAN attachment in the Google Cloud console.

= Router ID — Specify the Cloud Router BGP IP from the VLAN attachment details in the Google Cloud console.

A SATW-MVE-4  System [EHTEE:IEN [ Display Options
BGP

Local AS 65001
Router ID 169.254.129.97
Neighbors
T T T T — ]
Remote AS
No record found.
Networks
+ Create New 15 Column Settings ~ [ Q]
o wr Netmask
No record found.
Networks 6
+ Create New 5 Column Settings ~ [ q
(a3 Netmask

No record found.

Apply

[11]
| |
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3.In Neighbors, click +Create New.
4.For the neighbor IP, add the Cloud Router BGP IP from the VLAN attachment details in the Google Cloud console.

5.For Remote ASN, enter the Google Cloud ASN of 16550. This is a fixed value, and appears in the connection details on the
Google console.

6. Click OK.
7. Click Apply.

Note
Google Cloud requires BGP multihop support. You can configure multihop support from the Fortinet CLI with
these commands:

11

config router bgp

config neighbor

edit “<neighbor ip>”

set ebgp-enforce-multihop enable
next

end

Validating Your Google Cloud Connection
You can review connection details, including the connection state, from the Fortinet CLI with these commands:
®m get system interface — Displays configuration details and current status for the device interfaces.

® get router info bgp neighbor <ip-address> — Displays configuration details and current status for the BGP neighbors.
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