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http://locktoncyberriskupdateblog.com/2016/07/11/cyber-insurance-basics-breach-event-cost-coverage/

19 http://www3.ambest.com/ambv/bestnews/presscontent.aspx?refnum=25414&altsrc=9

20 https://databreachinsuranceguote.com/cyber-insurance/cyber-insurance-data-breach-insurance-premiums/
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LE=RIRHE DR EEXIET V) 1—a &R T 5 QuadMetrics 1 (2016 FITKF RIS HTD
VIR TREKRF FICO MBI EVVoF-RE—+FYTHHIETEREZEH TS 2

> RAMGIEEBEE Y TYSY (HIRE) ., HEBRINEE— T—30RVE)—0DF21)T1RBE
RUZDEEXEHETIHAMN\—RIEOKRKFEZEIL. BF . FHERRE (BFE)IZTDE.500 5
~1 BERILOSEHEIZHIRIN TS 2, £z, RESHE. HIZ X TSAN—REICxT HEE
EEFEHETRK 1,000 ARILOHEZFTIR)—TH, TSAN—REBIZHT RGN LB~
DEESTHEIREIVENGEEZRTETEHE VRIBED=H ., FR)O—IZHITEHZHT
HIYIYRERELTWDIENZ NI END, I5LEEHOEEATEND——IAR VI RV
LD THAM T2 FELEFNIERSEEL B, 52, YA N—REDRIL—TIX . FIZLD
SENRENDZ YA N—LROEEEINTOENT 2L EFBEX RN ELO>TLSIEEE
2 BEFISLERNERIZLEFISIET INENHDZ 24

> TO—H—RUTS4/—ZEFIHELDEEH— CENEBOYA/N—)RIZIERHEIZHE
EBLRELGR)—2BETSHLET. TA—D—FEELGEKEER-T. TJO—H— L. 7% —3
AT42 T TORRICEVWT, B#. AT LR EDOETBEDRIEMADAEN S, YA/
—JRIOBAN—tFX ) TR RITOVTHRAGERZINEL. RIREAHEIZEEZELT
REGR) D —FRETEDLSHNT 5, TA—H—(ERIXREH D HREATIHGL HIRIRE (B
B)DHBERRTDEVOIRAT RIRERNICH T 2MMOBRELFEG>TEY., —ROTO—Ah
— X BEEELBALTIRIIZSHSNTWDEEL, TDEEITOVTERFORIRXISH =10
ERRIREBEL TRBISHNT 5HEERIBT D ENTRETH D, . T—FTS3MN\V—F&
BARURREERIC, A EHE, BREEV SR AERBISE T R0 T 510121, T
FAN—EZEMRELNDETHS, EXGT T FMN\—FERERE B TE-FEL
[T EBCEDERICHTOIEELRE PLRFATDOERENARTLHRFELEDOBERICEY
SHFERL. BELGAVE RELF. ZLETORROMEITHEELTEY . 1V TUMNELER
[CREEY DRERMERA L) —TETFTELMISEEZERL . RENRH LB ORE KR
RIREICRR IS S TEDEIXIET S

> BZEANIDY AN OHFHE— 2013 FITRKINFEKRF Target ML RKEDEEDRFEN
—FEHRAREHL-FH T REENRTEMEIOHAIER AT LEXRDOR YT —VEERAL
TR DBEFFEREEATLIZFERALECENALNIGS-CELGEERIT, E=EAY
FDHYAN—YRIEFHET IR —IHTERENTFO>TNNS ¥

(3) BAROYAN—RBEHBOHRK
BATIE, T—AR—XAOEXKILIZHESIEHRFBRBEE DI KRIZFELY, 2012 FITK AIG #HEZETO AU R
BREANHAN—RIRORFTLEFHBLIN, HEYIRFEISEFT . TD®. HRMLEY A /N\—ILFOLEM

21 https://techcrunch.com/2016/06/13/cyber-insurance-is-changing-the-way-we-look-at-risk/

22 https://www.bloomberg.com/news/articles/2017-05-09/cyber-crime-fears-drive-growing-demand-for-anti-hacker-
insurance

23 https://www.thompsoncoburn.com/insights/blogs/cybersecurity-bits-and-bytes/post/2017-10-18/7-things-you-might-
not-know-about-cybersecurity-insurance

24 https://www.thompsoncoburn.com/insights/blogs/cybersecurity-bits-and-bytes/post/2017-10-18/7-things-you-might-
not-know-about-cybersecurity-insurance

SEZ L, BN THESATWDT—2EEBEIEATIE. TEAEINER P IOERICELAH DML, BEIFMTEIC
BHAEREMTFIZRSBELH S, hitps://mww.law360.com/articles/922786/cybersecurity-is-the-next-frontier-of-state-
requlation. https://www.cio.com/article/2384003/government/national-data-breach-notifications-would-replace--
patchwork--of-state-statutes.html

26 https://www.symantec.com/content/dam/symantec/docs/white-papers/what-every-ciso-needs-to-know-cyber-

insurance-en.pdf
27 https://www.welivesecurity.com/2015/10/14/10-key-facts-need-know-cyber-insurance/
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ZRI1T. 2015 EAEBRDRKFRESHTERRATOFAN—RIROBYFEWLAFHIBSNZ, Chi
DRRF, FHRFRICLDBEEHREOCERER. YAN—AVITUMMIANBIETFEZMHET S0
T.REFTEDRRZRATHAEED-—XEEEL. BN TORERBEBRFRCETIRES-F
DEALBERRELTVSRMIMFHENTHS %,

E% 6: BEARTMYHEHOATNS Y M/ —RERDOBE

AlU FHEELEW =HEESLE iR v BERE
BB v+ EEE
it CyberEdge YA RA—YAIRE | Y1 i—EFa2YFq A A— R
(H o g =T 23 BEEWNTS
SEFEETNR M2z 12 A 0552 A MM5EIR 20154 10 R

flAE | ATENNE (TGRS SERNAF

(EGtm) | ERERAE (FERERE - SEFLXMHLEOOORA, T—58xlA. 2 YLT 1« 2 THERF)
fhERAEAD (AiE  RASER. HE0LO0RA. TEEGERAW)

BROEFAL (FROEEICHE SRS, ERARTAS)

‘ BAREE | B TOMEEEIGRIRICEY S, Bl - PREEAL. MldR

= EHEFEREORE. B0 ot FHMETE. M -thiTER (T RERERNEEE [HERHR > 2] ) OfRSE TR, .
= RRGFEHEIZOVTIE. 72 TOHMRE LTRVBLATLSES L 5D

HE: — A BB

KEELETDHE, BREIZHTEIFAN—ILRIZLDIEFHITEKECHIAR 2THLHH. AE. BN
N TRIBELESRRREBEAREL-IE0, ZNEKBENZIS, 2017 £ 5 A 30 BMLETSATLY
HE A EFEO-REBANERREZGCEFERIC. BRAERICE T A /N\—RIEOHISHEEIL.
2013 FE(Z(F 90 EAFETH-T-D A 2014 FRE(Z(F 105 EM (F4ELE 18%1) . 2015 FEEIZIX 136
{EM (E 30%18) FHREIZHEL TS 20,

B 7: BRAERIZE T 5 Y M N\—RIRTHIERIED KR
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28 https://swri.jp/article/117

http://www.nli-research.co.jp/report/detail/id=53844&pno=3?site=nli

2ponemon Institute $t12&k% &, 2016 EEICEVWTKE DT EMNZ(F-HA/N\—ILRICKDFEHHELEIL 1,736 FRIL
THHADIZxL. BAEIL 839 HRILTH S, https://software.microfocus.com/en-us/asset/2016-cost-cyber-crime-study-
risk-business-innovation-ponemon-institute-cyber-security-analysis

30 https://it.impressbm.co.jp/articles/-/14548
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XEEXRRYET =0t X2 )T413E72015 EEFREF LT HGHAERSEE 1KY
H 8 IT Leaders

LA, IT EFFAESAD IDC Japan 1A% 2017 £ 4 BICRERLE-EALEDBEREF1TERE
REEAERRICKSE. BREEDYAN—RIE~NDMAEIL 17.2%I2EEF>THY. BEITHITH YA
N—REBEOEREFIEENENZS MAT. SO LIITHEEDEXF 1) TAHENEKRILIT SH, M
AZFE-RFLTWDTEIIFELE 40%I2E->THY., ARHIZEATEDH A N—RE~ADMAZEE
SHRIGICEFEDIEFEALTLS 3,

4 REISETFEYA/N\—RERICEEL-RADELGEE
(1)  EBHFICEDY A/ —REEEO BRI

a. RELRLZREE (DHS) IZ&BHANR—AVITFUMT—22HTURIH) (CIDAR) IBRA=7
FJ

K E TR ERFEE (Department of Homeland Security: DHS) &, H 4 /\—{R& (X, 15T EOEEH
B, FURT—ODBIGENS =Y A N—AV I TUNIEBEERLEZRET LD T, RTHBOEMSL
(. HEHEDOILROELF LTI AROEEVICLDIRIBFHFREIZKY . FRLALGFHEELCEF2T7
HERELTDARNTSYTARERETHILENER . HAN—KRBIZLDHEEHROBDICDEN DL
EZ TS, £=. DHS DERRE- 705 5 LEES (National Protection and Programs Directorate :
NPPD)[& 2012~2014 FIZMIFT T, FHEDOHMEELER(LI5EE ., RIS, HEFEHRtya
)T4EEE(CISO) . BEDIVRVEBELGLELZBEL, YA N—RIEMIZDHELZRT L TORREICD
WTERRBMZEZHELTE- 2, ZLT. ChoDERRBZBL T BEROZWFAN—RIEHIHFIZHEL
TIE FITHAN— AV TUODRERHELERVBFADEBEELGLEZEOREDYAMN—I2D
TUMIBTAEREMNLGT —INTELTNSI LD RIESHCHERIRE LGOI ENKRLGT (/13—
KENTEDOMBICRIEFTEZEOISLIZRIZENT 5-OICRBELGIREICTOVTTFRTHILER
HILTWD (BERELTRIRSH THEHZEIRESNEISORIEHNBRESINFAR)—ZREELES
BEF/ENEL.HAN—RIZDE R -HEZHITFEIEERD—DELTRH SN %5,

CORBICHET 516 DHS [T ERIESN-EEDHAN—ALOTUNT R X/ THEL, X
DIVRAVEBERVRREADHAN—BEOIN VFOEFEPLCHAN—YRIDEEICFIATES 4
N—A T UNT—A9H)RI LY (Cyber Incident Data and Analysis Repository: CIDAR) |D#& &%
BEL 34,2014 FLIFE. CIDAR 2T 2 A N—A S TUMT—2OINEERIELTWS, ZDT—

31 https://www.idcjapan.co.jp/Press/Current/20170425Apr.html

32 https://www.dhs.gov/cybersecurity-insurance

BDHS (F. ERFHELOERTBREFELT. RREMLICEIVIERSATOE YA N—REDAREMTHLEHELT.D
YAN—AVLTUOLDREGREDERVUBEANDBEEELGLEEEOREDYAN—AVITUNIETIEENLT—
ARTELTNEIE QFEBENHBEDA VU TUNT—EADFBOFAN—RECANLNETH/O0°—DZEEAFEL
CENDS HAN—YRVIEBERERELZ T E2-HOFRHETIOBESNRETHLL. QBN M OERBMELLE.
B—DVILoz7,  EIVRVEBEBRIXITAOISEAVDERTEDEES. —EOVWTIALDIRTLOIMEEEHE
FLEWNHEBENERSAERDYA/3—1) RS (aggregation risk) BIBIZDHENDIE, D 3 AEZFTERELTHELTLS,
https://bipartisanpolicy.org/library/cyber-insurance-a-guide-for-policymakers/

DHS & BRRGEBAVIZERDRESEREF1IT+EEE (CISO) & mEtEFa1)THEEE (CSO). RIESHL.
FOMDYA/N—tF 1T EMARMEREINDT—F2 545 )L—T (Cyber Incident Data and Analysis Working
Group:CIDAWG) &35 LI YA N—AV L FUMNTF—RYRDMN) DB, BELDHETIOHICIRIMN) TEE TR
EHAN—AVITUNT—RRAVN T—AREEFEREMIZRT FE. BESNBIURIM OEEEHEEICDOWTHRAE-
RETLTULVA, https://www.hsdl.org/c/dhs-cyber-incident-data-and-analysis-working-group/
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I HEOEE . EAME. AV TUOOBRI. REZEOEM. ZRH. HFEDOHIHES. GFR{tIhtz
BE.BHN-BINFE RBICKDHBEEELZED 16 BEOATIVIZHMINTEY., VI ITR—XDR—4
LT REEBHOWNBERZEIZ. FEEDHAN—tX )T A EOLBRLGEFTZEELIEDTF
ETHD, DHS TN\ITA—IVAEBT(LUA%75HS Matt Shabat KX, CIDAR ® B#IIX, EDY
AN—YROE LY IEREIFFMET 5-DDEENLGET —IERIEBREHITIRBL. HEI—EDEEDH AN
— X)) TR RETOTCWALEICHLTITREHERB T DLV ELTEBICECLHLEH
BPDHILLRATD B, —AT. LEDHAN—YRIEZEET DI=OITHRET—2ZIRET HIZIE,
10~15 EOHEZETIRAATHY. T—INTLICEFSHFETIL. CIDAR [F/\vH—KHEDL UK
PEEDOYRIEBDMEE DT 5=OICFIFHTESELVS, Shabat KIZ&k5E. DHS Tl 2017 £k
FTIZEFRE R (Federal Register)IZ CIDAR DT —277(ILERMTY—ILERWRIDEREEF LR
LE=LZBZTHD 3,

KETIE, 2015 FEHF . CENBIFHEAE Y A N—KREBICEATIEREEZTo-BICRELBIRE
RBDARBEFICEY . ERICEIBEHRUFEZRBICT OO A N—tFX 21 T+BERERE
(Cybersecurity Information Sharing Act:CISA) BRI T 57E BB AN\ —BEHIFERDOE RIFH
HEZBEBHIHEL TS, LWL, ERIEARELGI LMD YAN—AV O TUMIBET HF T —4
FRAFEEETHILITHEBHLGRDEHE D EET L. CIDAR HHRALBEEMNSIFALT—2%INE
TEAMNIDVWTIKERMGRALIN TS, fthF T, CIDAR BEA=OT7FIICHFEFEHERE
BREOEIIZ FBELT—HEARL - DT 52X 1) TAVINITT ISV ITA—LOFEFEEFH
[+5% Varonis #t D5 O—/NILITA— LRI S =T YT EFNART LSTR85 Ken Spinner
KX, TERA—XDIE#HLH 22— (Information Sharing and Analysis Center:ISACY) A RESh
THS 10 FLUENEBLTEY., V3 —BTREBERELZTI — LS AN—A T UM —41)
RON)DBEFBICHEREDIBETHY. EXa) 7410 T UL REM D/ A2— W EIZH
BT BHEA31EBRTNVD, T KXY A/\—tF 2T % Lieberman Software #tDTL Tk
Philip Lieberman K[&, M4 /N\—RIZFEFEHVIRER - L TETIRIBEBRO X1 T+ EHICBEHT S
HLGEBENH>THO TERER DN, ShFETISLEEREIFELALIELIZLT.DHS A% CIDAR
[CEVWTHAN—AVITUMIBATAENENT 22+ 7ITRETENE £ED YA /N\—tF2T
ADHEICDENDEDEZERLTINS 38,

b. ERBFENAMNICKETIHAN—RRTOTSLOFHHRERDDIE

KEBBATIT, REEEOSAN—tFa)TAZERIET DAL TATELT HAN—RIRETFRTS
CEEREFBRLTELA. FEFMDRNRS V20U TH S X REFHE S (Council on Foreign
Relations: CFR) (X, A BMICH T 2 A N—KELGE | KRETHRMEZEEZREITENADH LT A
N—=A VT UMUBZ TBUF A K YREBHIZ Y A N\ —RIRDMR - B RICDENDBEREEIT T NELL.
BRBEARHICKET DA N\—RIRTOTSLEHRT HLERELTVS,

KETIE. 2001 £ 9 A 11 HORKSHRTOEFHERT T, REOKRIRTIS TIEM G TEELMESE 30
FHELGEEREL. OFMABRICBHT5—ERBEULOTOEEFICH T A EEERETBANXIET
AITaYX LY RIFRET A S L (Terrorism Risk Insurance Program: TRIP) j&, Q2 GBI I LML
B EDARVHEET > TBMFAROEEIZKSTOR KRN OEAREHET SR TR I
£ 5T Ox %X IE % (Support Anti-terrorism by Fostering Effective Technologies Act) 1D#i=IZEH S

35 https://gcn.com/articles/2017/04/24/cyber-incident-data-repository.aspx

36 https://www.techrepublic.com/article/dhs-cyberinsurance-research-producing-insights-about-security-trends/
VREBAVISICEBAERDERBEER T THAN—tEX1T/ICETIERELEL. AN\ —KREADHHA
*EHAEEFEELTGEST 2 RMEAH,

38 http://searchsecurity.techtarget.com/news/450427533/DHS-cyberinsurance-research-could-improve-security

3 HRFRIRE Lioyd's of London #tiE, KEEEBEDEERBIHTEIHAN—ELAFRLELIGEDORFELIL1
KR, RESHDEKT 710 ERILIZEZEHETELTLNS,
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i, CFR X ERBANLHICKET S HAN—RIRTOTSALIZBNT. Chio® 2 2OTATS A
GRHREZELARL, TOREL S THL TAYRN, BR. LREFICEDIARBELGH A N—KELHRE
FTHLEZRELTEY, ChICFYRBRSHABBFOLANXEZZ T TERGHESIELN FTHESINL Y A
N=AVITUMIRT HR) O —Z R TELLIITLEILET, YA N—RIEFHDILKIZDEN DT E
AEIFFEh TS,

Ffz CFR . BHAN—RETATSLICMATHEEICH L. KEILIZE M ZE AT (National
Institute of Standards and Technology:NIST) DA /3\—tF 1T -TL—LT—IIZEDIHA/\—
TXA)TAHEERETHEN. BEDHABIRL IP FRLROT4I T A—LDREEETFLRE
DEZILEN=HAN\—ZRFERZERTRE I LERERTHS DHS DI BBEFRHLH (Automated
Indicator Sharing:AIS) ©[IZH T HEHRHEER. RUTAN—KREBEZZT-EEICZTOREEHET 51
OHDOHMELI-FAE-BFHRINEZRHFTTHIELHERELTEY  IOLEBBEA IR Y A/ —RVEF
ffiotAN\—F )T RARDALIZESTHELTNS 4,

(2) ZDHOYAN—RIREEDTLEE

a. YLz F7IWannaCryl BEIE YA /N\—RIETIBE~DEE

Microsoft Windows D ¥ 1T DIfEHFHEZEZEWNF-T—LE SO H LD 7 WannaCry (5l £
I'WannaCrypt1I'WanaCryptOr1I'Wanna Decryptor IT'WCry17Zz&) 42 J1&, 2017 &£ 5 A 12 BIZHA/\—
WECLDERENERINTLE., EHECHADICHHL. RERREY—E X (NHS) LXMRKF
FedEx ft. )L/—-BHEw., G&E R 150 AELU LIZHIT5EEEBE OB, DB &ZE 30 A
BDaAVE1—A—IZHEEL=5 LT, Trend Micro #® 2017 £ ELFHtF 1T BRBLKR—MZLD
& TDWELEITZK 40 BRILICEDEHBN TN %,

% 8: WannaCry [ZEZLfzaVEa—42—ITRENEBEET—20 SR ELLTREEEE S

VEERT I AT (FBER) DRIY—iavk
Qoops, your files have been encrypted!

‘What Happened to My C '

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

7

P

Payment will be raised on B o0 [ Recover M}" Files?

SHER0TT 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not 50 enough time.
Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt>,

e But if you want to decrypt all your files, you need to pay.
o You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on

_ Sl How Do I Pay?

S202017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoins.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

OrTe ount to the address specified in this window.
After your paymen ick <Check Payment>. Best time to check: 9:00am - 11:00am

N Ml Send $300 worth of bitcoin to this address:
bitcoin —_
st [12t9YDP gwueZaNyMgws19p7AABISr6 SNIw

40 https://www.dhs.gov/ais

41 https://www.cfr.org/report/creating-federally-sponsored-cyber-insurance-program

42 WannaCry . E[Z Windows @ Server Message Block (SMB) H—/\—®D 55 HEFFIAL TRELIzEA DN TLNS,
7H. RRIEMHEIZDULTIE, 2017 4 3 B 14 BIZ Microsoft # At F 2T 4/ 3yF (MS17-010) AL TL V=,

43 https://www.trendmicro.com/vinfo/gb/security/research-and-analysis/threat-reports/roundup
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H #8 : Popular Science*

LHL. DREBEDORENS>-DET7O7 LRI THY KETOREEHFE I LLE MR EM THoT-
CEBE QRZUY LIVITHERTHEREENRELI-OVE21—F—1 A H71=Y 300~600 R/LED
BTHY., YMN\—RETEIARESE(WRIZEDBDEIEEE) LSBEEINGWNIED 2 KEHEMNS,
WannaCry IZ&DKE DA N—RIEERICE TLHM B LOEET BB EIN TV zKYLENEHL
nTWW3% %, — AT, kX2 )ToVIbD 7% Symantec HDNARTLOTURERERTILIH—
Dv—%#H 5 Pascal Millaire K&, oY LI T7IC&E B EEEIILLBENVEETHIT—ANENE
DD, oY LIVITHEIZHT DY AN—RIGHELNNREHKIET LD, FTEHEICHESIFIFFIBRLE
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