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TAKFETARBMICEIIZIRGOBIZIE, IOL-HBERKEHMM > RRAICIRIFHL, TWannaCry?’ 1%
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X)) T TIFEERBAFEBE LD X)) TR DO EZE 90 BLIRIZEREL=#%. ChoDREE
26T 578, DHS &R T, OMB [T ELZBERFEIZDOUIVT 60 BURNIZIR R -5l 5L5KOT
L5 H3, Flatgard EKld. OMB A\l Z #1H (2017 &£ 10 B (XLH) BYIZFEER R TEELTE. TDH
REENEEICECONDDIEIREECT 2019 EXIL 2020 FDFEIZHDHED REBELERLTINSZE,

RITAMNDR(F 2017 £ 9 AR AT, INFEFCTERBBAKENSIRHE SN -HEEDHOARIZDOLNT
FMZBALHICLTULVERNDD, A N—RE (I3 HEEEEICET HREEDEIHN. EE(TSD
MHEBERIL. BHAVITSDATUMRIGEREN  BHEEEER T2 A/ —URI A4 /N\—{lLL
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BIZB T AN—tFa) T4 TL—LT—IVDEAZXIET 5. KEESTRHER. AIL—LA
J—%ERALTEERBFHEN)RVEEHEZRTE. RiE. RETIODFEERRNTSUT4
RELTEEDH-HABNTE (Interagency Report: IR) HEFRBAFHEES 2 I 2 H A /N\—F )T TL
—LT—HDiEITH A5 > X (The Cybersecurity Framework: Implementation Guidance for Federal
Agencies) IOEEEZHRZLTLASIEH ., 2017 £ 8 AXK. SP 800-37N EHMBFFHER X T LIZxT 31
RAUEBIL—LT—4#A7 A K (Guide for Applying the Risk Management Framework to Federal
Information Systems) | D ETHRBZ I LE<FKE T HETEZBALMNIZLTULVSS, EHITNIST (&, IL—
LI—UBERUYTSAFI—2 DRV ERICHT S5 IEZICET 2HEEEZEO YA/ —1Fa
T4 IL—LT—VDBETEXE (B LIRBETIR) DEDTHEY. TOFE2EEZSURERFETHD
B, 5L ERMNHSH—AT. 2017 £ 8 AR, KERA>T7F5E/Z &= (National Infrastructure
Advisory Council:NIAC3) D 28 ZNDEE NS5 8 AN FHEEZRIFILI-2EE 2T, £ERTIIXHKBES
DIEITISENES T AREMNBEINTEY® SEROTAMNEEINSG,

b. R IT FEFBAOHE

HBAN—tX 1) TAKFEESTIE ERIT DATLAERIEORMEAHELITTLT, EFA—IL. ITDK,
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H—ER[E, I59RR—RDBF TS LIV TSV I+ — LDHEEEBIETFSUTBHEICS W TRETR
ShTLhb,

KETIE, BIA/\TBUHED 2010 FIHBFFVFF-T7—X~(Cloud First) JIBUERIZE LT, EIBBUFF
DITAVTZDERIEV)2—230 ELTOZVMENHEESN TE, RABERICKY. NEE
(Department of Interior) A% 2012 F 2B 2IKICHE T DT IREFA—ILHY—E RE#% Google £t
& PR 1EHRE (Central Intelligence Agency: CIA) A 2013 [ Amazon $#t& Amazon Web Services
(AWS)ERALIYZORAVEa—TA2 T TR IA— LB AR E TN ENGHET DHELTEERESE
EHTD . EFBFLEERICETDITVRH—EXDFAITE R ELTHEA TGN, COBEHED—DEL
T ANTBIETTIZ 2011 F 12 A, EBUFHBEICE T5IT77F —EXDEREMRILS 5186, &
HBFICE TR —ERFAZED-ODHEBELF L) T EELED-IEMBBFD) XY - BT
045 L (Federal Risk and Authorization Management Program : FedRAMP39) | AVl E St f=53,
BRI LIZHLTIE, REATTROOND LX) T LOVRIHFBRENNZYELS-0. ERAR

S2NIST (X 2017 £ 6 B 30 HETRZEIIXN T HERFEF1ToTL =, https://www.assured.enterprises/nist-issues-
gquidance-on-federal-government-cybersecurity-best-practices/
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panel-resign-protest

38 https://www.wired.com/story/trump-cybersecurity-executive-order/

EHIFER T TAEEL (FISMA) O T THIESN - FedRAMP (X, BEHBFEKIZH T5959K avEa—F4v
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XA TARFERICEITHERBUF DR YT —IIZE T 2P A\ —tF2TIZEAL T, SEATHE
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—AHNT RUFHEFRBAFR FIZIRERET— T4 T ERICOWT, RERVBMFRIFIZY I T
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mIF95 K9 —E XTI, BEIZ Amazon #45 Microsoft #t &L= KF IT BEAEIBIIZH—E RFIR
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5o EFBAFL ANILIZHULNTIEL, 2017 £ 1 AIZTEFHFRZE T (General Services Administration: GSA) A
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(X NIST ISHZBEWEL TEMREZEDEEMLEIFEEB TS, —AT. A TREESIVF T AV
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bill/1224/text?q=%7B%22search%22%3A%5B%22NIST+Cybersecurity+Framework%2C+Assessment%2C+and+Au
diting+Act+0f+2017%22%5D%7D&r=1
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(Federal Information Security Management Act: FISMA) [CEDGERIFR AT LD X 1) T1Z4
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IR /EBNAIWD AT L, BE/TORGHIES AT L, 10T (Internet of Things) T/A\Af RZESLHHP S
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50 https://www.csoonline.com/article/3219787/data-protection/achieving-long-term-resilience-with-nist-s-cybersecurity-
framework.html

51 hitp://csrc.nist.gov/publications/drafts/800-53/sp800-53r5-draft.pdf
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54 https://www.nist.gov/news-events/news/2017/08/nist-crafts-next-generation-safequards-information-systems-and-
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https://insidecybersecurity.com/daily-news/nist-releases-proposed-update-federal-guidance-data-privacy-security-
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AR RIFRBEHBERRDFEEITENDOVTEST . 2016 4 10 A, DVR RO TAASHEDF Y
T4DEFEEE 10T T/ 31 REFI A L= K372 DDoS E(Z &Y Netflix, Google. Twitter Z2E DK KF
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BN EX ) T1ERIETHENTEHIBLNTH S ERBAT 55,
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57 https://www.scribd.com/document/355269230/Internet-of-Things-Cybersecurity-Improvement-Act-of-2017
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80 Zh ik, 2016 £ 10 BIZ#EE = DDoS BT, /\wx o J ENfz loT T/NARDOTAUIZRLSNBEREE/ SR T—FIZ
Fadmin]ED /Ny h—RBSICF B TELN—FI—RNIRT—FRAVLN TN =CENERIZH S,
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/A\—E (US Cyber Command) &K K% E (Pacific Command) ¥k R E (Central Command) &
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62 https://limacharlienews.com/tech/internet-of-things-legislation/

63 https://www.cnet.com/news/congress-senate-iot-device-makers-your-security-sucks/
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HETHN\IYN—RUEBORELTRIC DRI =W T ERFDER THoI=M, A /N\—FEIZHID
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87 hitp://www.washingtontimes.com/news/2017/jul/17//us-to-create-independent-military-cyber-command/

68 hitps://fcw.com/articles/2017/09/19/cybercom-spinoff-williams.aspx
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"1 https://federalnewsradio.com/on-dod/2017/08/elevation-of-us-cyber-command-recognizes-its-coming-of-age/

17


https://federalnewsradio.com/on-dod/2017/08/elevation-of-us-cyber-command-recognizes-its-coming-of-age/

