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Customer  
Story

The business challenge

Demand for digital banking services has skyrocketed in recent years, 
dramatically increasing the volume of data that banks must manage and 
protect to deliver competitive services. 

To provide customers with a convenient, secure and reliable banking 
experience, SmartBank works around the clock to ensure that the 
IT infrastructure and applications powering its services are always available. 

Daniel Hereford, CIO at SmartBank, said: “Today, customers expect 
immediate access to their bank accounts and services across multiple 
digital channels — and any unplanned downtime would have a significant 
impact on our reputation. As a result, preventing disruption to our 
services is one of our top priorities.”

For many years, SmartBank relied on a Managed Services Provider (MSP) 
to run, monitor and maintain its backup and recovery systems. While this 
approach enabled the bank to deliver always-on services to customers, 
it was also a big cost driver for the bank that offered limited visibility into 
the integrity and recoverability of system backups.

“Everything that we do, including our backup and recovery processes, 
is governed by the Federal Deposit Insurance Corporation (FDIC),” said 
Hereford. “To maintain compliance with our regulatory obligations and keep 
our operating license, we must prove that we have backed up and retained 
operational and customer data for the time periods stipulated by the FDIC. 
Our MSP couldn’t provide granular reports on our backup environment, 
which potentially exposed us to regulatory compliance risks.”

Industry

Financial Services

Company

Founded in 2007, SmartBank 
is a full-service commercial bank 
providing banking, investment, 
insurance, and mortgage financial 
services, with 40 branches 
spanning Tennessee, Alabama, 
and Florida. Recruiting the best 
people, delivering exceptional 
client service, strategic branching 
and a disciplined approach 
to lending have contributed 
to SmartBank’s success.

SmartBank provides customers 
with ultra-reliable, secure banking 
services supported by Veeam

“With Veeam we  can rest assured that we  can always keep our 
banking services running and recover them quickly after a disaster 
event. Ultimately, this helps to  boost customer satisfaction and 
trust in our bank.”

— Daniel Hereford 
CIO 
SmartBank
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The Veeam solution

To reduce operational costs and enhance regulatory reporting, SmartBank 
selected an in-house approach to data protection based on the Veeam® 
Availability Suite and Veeam Backup for Microsoft 365.

“We have a lean IT team, so we wanted a backup and recovery solution that 
was intuitive and easy to operate,” said Hereford. “We are very impressed 
by how user-friendly the Veeam solutions are. The fact that Veeam runs 
on almost any hardware and is compatible with VMware was also a huge 
plus — helping us to avoid vendor lock-in and simplify system management.”

To strengthen business continuity, SmartBank decided to establish 
primary and secondary on-premises backup environments for long-term 
data retention, running on HPE StoreOnce servers. For added protection, 
SmartBank deployed a third recovery environment using Microsoft Azure 
Blob Storage and deployed the Veeam solutions to orchestrate all backup 
activities from end to end.

Hereford said: “We decided to use HPE StoreOnce for our Veeam 
environment because of the excellent compatibility between the two 
solutions. We’ve specially configured the global deduplication feature 
in Veeam for our HPE solutions, ensuring we only send new data blocks 
to our backup systems — boosting the efficiency of our backup environment.”

SmartBank now backs up its mission-critical data — including transactional 
information, SQL databases and file servers — on-premises, and uses its 
cloud environment to back up Microsoft 365 applications. 

“Maintaining complete control over all our data is essential,” said Hereford. 
“To augment the native backup capabilities in Microsoft 365, we decided 
to back up these applications using Veeam Backup for Microsoft 365, too. 
If Microsoft’s backup services fail to preserve our data for any reason, we will 
always be able to recover our files, emails and application data using Veeam.”

SmartBank had a limited window to migrate from its MSP services before 
its existing support contract expired. To accelerate the implementation, the 
bank worked closely with Veeam and a Veeam Platinum partner, SHI, to set 
up its new backup and recovery operations. 

“The support from Veeam during the implementation was fantastic and they 
helped us to quickly overcome any challenges that we encountered,” said 
Hereford. “Thanks to the close cooperation and expertise of Veeam and SHI, 
we went live with our new backup environment on time and within budget, 
while avoiding any disruption to our customer-facing services.”

Challenge 

Customers expect fast, easy access 
to their bank accounts anytime, 
anywhere. To help deliver always-
on services to customers securely 
and cost-effectively, SmartBank 
decided to replace its costly 
third-party backup services with 
an in-house backup and recovery 
environment powered by Veeam — 
driving huge IT savings and ensuring 
excellent regulatory compliance.

Solution

Veeam Availability Suite

Veeam Backup for Microsoft 365

Results

•	 Supports always-on availability, 
helping SmartBank ensure 
customers can access their 
accounts 24/7.

•	 25% reduction in total cost 
of ownership since moving 
backup and recovery activities 
in-house. 

•	 Supports regulatory compliance 
with granular backup reporting.
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The results

•	 Supports always-on availability, helping SmartBank ensure customers can 
access their accounts 24/7: “With Veeam we can rest assured that we can 
always keep our banking services running, and recover them quickly after 
a disaster event,” said Hereford. “Ultimately, this helps to boost customer 
satisfaction and trust in our bank.”

•	 25% reduction in total cost of ownership since moving backup and 
recovery activities in-house: By dramatically reducing backup and 
recovery costs with Veeam, SmartBank can redirect investment 
towards developing innovative banking products and services.

•	 Supports regulatory compliance with granular backup reporting: 
“Automation from the Veeam Availability Suite makes it so easy for 
us to validate the integrity of our backups and generate reports that 
prove we are following regulatory requirements to the letter,” said Daniel 
Hereford. “As a result, we can maintain an excellent relationship with 
the FDIC and reduce risk to our business.”

About Hewlett Packard Enterprise

Hewlett Packard Enterprise (NYSE: HPE) 
is the global edge-to-cloud company 
that helps organizations accelerate 
outcomes by unlocking value from all of 
their data, everywhere. Built on decades 
of reimagining the future and innovating 
to advance the way people live and 
work, HPE delivers unique, open and 
intelligent technology solutions as 
a service. With offerings spanning Cloud 
Services, Compute, High Performance 
Computing & AI, Intelligent Edge, 
Software, and Storage, HPE provides 
a consistent experience across all 
clouds and edges, helping customers 
develop new business models, engage 
in new ways, and increase operational 
performance. For more information, 
visit: www.hpe.com

About Veeam Software

Veeam® is the leader in backup, recovery 
and data management solutions that 
deliver Modern Data Protection. The 
company provides a single platform 
for Cloud, Virtual, Physical, SaaS and 
Kubernetes environments. Veeam 
customers are confident their apps 
and data are protected and always 
available with the most simple, 
flexible, reliable and powerful platform 
in the industry. Veeam protects over 
400,000 customers worldwide, 
including 81% of the Fortune 500 
and 69% of the Global 2,000. 
Veeam’s global ecosystem includes 
35,000+ technology partners, resellers 
and service providers, and alliance 
partners and has offices in more than 
30 countries. To learn more, visit 
www.veeam.com or follow Veeam 
on LinkedIn @veeam-software and 
Twitter @veeam.

Learn more 
www.veeam.com

http://www.hpe.com
https://www.veeam.com
https://www.linkedin.com/company/veeam-software/
https://twitter.com/Veeam
https://www.veeam.com

