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Abstract Generalized cyclotomic sequences of period pq have several desir-
able randomness properties if the two primes p and ¢ are chosen properly. In
particular, Ding deduced the exact formulas for the autocorrelation and the
linear complexity of these sequences of order 2. In this paper, we consider the
generalized sequences of order 4. Under certain conditions, the linear complex-
ity of these sequences of order 4 is developed over a finite field F;. Results show
that in many cases they have high linear complexity.
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1 Introduction

Let [ be a prime number and FF; denote a finite field with [ elements. A sequence
5§ = 8051...5p—1-..1s called to be n-periodic if s; = s;4,, for all i > 0. Periodic
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sequences with certain properties are widely used in software testing, radar
systems, stream ciphers and so on. For cryptography applications, the linear
complexity is an important factor. It is defined to be the length of the shortest
linear feedback shift register which generates this sequence. The generalized
cyclotomic sequences have been described and studied for the past decades and
have resulted in numerous constructions [TL2LAIBLRIOIIT]. These are interesting
since they have a number of attractive randomness properties [6l[14LT6LI5L17].
Let p and ¢ be two distinct odd primes with ged(p — 1,¢ — 1) = d. Define
n=pqand e = (p —1)(¢ — 1)/d. The Chinese Reminder Theorem guarantees
that there exists a common primitive root g of both p and ¢. Let x be an

integer satisfying
x=g (modp), z=1 (mod q). (1.1)

Whiteman proved that [I8]
Zy={g"z" 15 =01, ,e—1;i=0,1,---d—1},

where Z} denotes the set of all invertible elements of the residue class ring Z,,.
The generalized cyclotomic classes D; (0 < i < d — 1) of order d with
respect to n are defined by [I8]

D;={g°r":5=0,1,...,e — 1}, (0<i<d-—1), (1.2)

where the multiplication is that of Z,. Clearly, the cosets D; depend on the
choice of the common primitive root g if d > 3. It is not hard to prove that

(18]

d—1
Zy=J Diy DinD; =0, (i # ),
1=0

where () denotes the empty set. Define

P={p,2p,....(q—Vp} =pZy, Q={q,2q,...,(p—1)q} = qZ,.

Then {0}, P, @ and D; (0 < i < d—1) is a partition of Z,. Let S be an
nonempty subset of {0,1,---,d — 1} and

Yo = U D;.
€S
We define the following binary sequence s = s9s152...8,—1 ... of period n
by
1, if imodn € UPU Xg,
s; =4 p, if i mod n € {0},
0, otherwise,

where ¢ > 0 and p € {0,1}. For p = 0 and S = {0}, the linear complexity
of these sequences over Fy have been calculated by Ding [4] with d = 2 and
Hu et al. [IT]with d = 4. Furthermore, for S = {0,2,--- ,d — 2} and p = 0,
Ding [6] determined the linear complexity of the two-prime sequences over
finite field F;m where ged(l,n) = 1, and used these sequences to construct
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several classes of cyclic codes over a finite field with optimal or almost optimal
property. In this paper, we only consider the case p =1,d =4 and S = {0,1}.
Under the assumption that 21 = 0 (mod ) or | ¢ Dy, we calculate the
linear complexity of these sequences over the finite field F;. Results show that
in many cases these sequences have high linear complexity.

This paper is organized as follows. Section 2 presents basic notations and
results of periodic sequences and the generalized cyclotomy [I8]. In section 3,
we give an expression for the linear complexity of the generalized cyclotomic
sequences over ;. In the last section, we present concluding remarks of this

paper.

2 Preliminaries

Firstly, we give the definition and formula of linear complexity of periodic
sequences over a finite field. See [3] or [I3] for more details.

Let [ be a prime number and let s = spS1 -+ S,_1 - - - be a periodic sequence
over IF; with period n, where s; € IF; for ¢ > 0. The sequence s can be viewed
as a power series

; s(x) 9 1
& —_E = —— = st Sy EeTF
$%(x) i Os T 1 - s(x) = so+s12+822° 4+ -+ 8p_1T 1]
in the power series ring F;[[z]] .

Let h(x) = ged(s(x),1 — a™) , then

w(x) 1l-x

s%(x) = o) v(x) = e
where w(z),v(z), h(z) € Flx].

Definition 1 The polynomial v(x) is called the minimal polynomial of the
periodic sequence s over F;. The deg v(x) = n — deg h(x) is called the linear
complezxity of the sequence s over Fy, which is denoted by L;(s).

Indeed L;(s) is the length of the shortest linear feedback shift register which
generates the sequence s.

If ged(n,l) = 1, then 1 — 2™ has n distinct zeros ¢, (0 < i < n—1) in the
algebraic closure (2; of F;. It is easy to see that

Li(s)=n—#{i:0< i< n—1,5(¢) =0}. (2.1)

In order to determine the linear complexity of generalized cyclotomic se-
quences, we introduce generalized cyclotomy.

Let the symbols be as in the introduction and d = ged(p — 1, — 1) = 4.
The generalized cyclotomic numbers of order 4 with respect to n is defined by

(i,4) = |(Di +1) N Dy

for 0 <14, 5 <3.
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By a well-known theorem ([12], P. 128), there are exactly two representa-
tions of n in the form n = a* 4 4b* with @ = 1 (mod 4) and the sign of b
indeterminate.

Let g1 and g5 be a fixed primitive root of p and ¢, respectively. For i = 1, 2,
let x;, y; be integers given uniquely by

p:x%—i—ély%, q:x§+4y§, x1=x3=1 (mod 4),
21 = —(—g1) * 21 (mod p), 2y = —(—g2) * 22 (mod q). (2.2)

Define a, b to be integers satisfying

2 2 2 2
a=x12T9 +4 (—) (—) Y1Y2, b=z1y2 — (—) (—) ToY1, (2.3)
p q p q

where (—) denotes the Legendre symbol.

It is clear that @ = 1 (mod 4) and n = a? + 4b* is one of the two repre-
sentations of n. The following lemma shows that the generalized cyclotomic
numbers of order 4 with respect to n depend uniquely on this representation.

Table 1: p # ¢ (mod 8)

Gj) 0 1 2 3
0 A B C D
1 E E D B
2 A E A E
3 E D B E

Table 2: p = g (mod 8)

(4, 4)

gQwE|e
RNl
maQEQw
wEEgw

0
2
3

Lemma 2 ([9], Theorem IV.1.) Let p = q = 1 (mod 4) be two distinct
primes with the fived primitive roots g1 and g, respectively. M = %
and a, b are the integers defined in ([23)).
If p # q (mod 8), then in[Table 118A = —a +2M + 3, 8B = —a — 4b +
2M —1,8C=3a+2M —1,8D=—a+4b+2M —1,8E =a+ 2M + 1.
Ifp = q (mod 8), then in[Cable A8A = 3a+2M+5, 8B = —a+4b+2M +1,
8C=—-a+2M+1,8D=—-a—4b+2M +1,8E =a+2M — 1.

)
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3 Generalized cyclotomic sequences of order 4

Throughout this section, let p and ¢ be two distinct odd primes with ged(p —
1,4 — 1) = 4. Define n = pg and e = (p — 1)(¢ — 1)/4. Let [ be a prime and
satisfy ged(l,n) = 1.

The generalized cyclotomic sequence s of order 4 of period n is defined by

si{l’ if imodn € {0} UPUDyU Dy, (3.1)

0, otherwise,

where Dy, D; are defined by (L2)) and P = pZ;. Here in this paper, we treat
it as a sequence over a finite field F;, where ged(l,n) = 1.

Denote ord, (1) the multiplicative order of [ modulo n. Let ¢, be an n-th
primitive root of unity over Fjoa, ). For the sequence s defined by B1l), we

know
s(m)zl—i—zgci—i— Z xt + Z z?,
icP i€ Do i€D,
and
s(1) =1+ W mod [. (3.2)

Define § as follows 1 1
s= LAt 1+ (=1
0, otherwise.

Note that the generalized cyclotomic classes of order 2 are given by
Co = Do U Do, C1 =Dy U Ds.
Define 79 = Y, ¢, ¢+ The following lemma has been proven in [6].
Lemma 3 ([6], Lemma 3.13) Ifn =1 (mod 4), then we have
n—1
4

Hence, 19 € {0,1} if and only if (n —1)/4 =0 (mod ).
To compute the linear complexity of s, we need to compute ged(z™ —
1, s(x)). For this purpose, we require a number of auxiliary results.

no(1 —mno) = —

Lemma 4 ([4], Lemma 5) Let m be the least common multiple of two pos-
itive integers my and mo. The system of congruences

x=a; (modmy), x=as (mod ms) (3.4)
has solutions if and only if
ged(ma, mo)|ay — as, (3.5)

where alb means that a divides b. When the condition [B.3l) holds, the system
of the congruences of [BAl) has only one solution modulo m.

Lemma 5 For a € Dj, then aD; = D;1j mod 4-
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Proof To prove this lemma, we need to prove x* € Dy for the integer = defined

by (LI).
By the generalized Chinese Reminder Theorem, there exists an integer s
with 0 < s < e — 1 such that

s=4 (modp-—1),
$s=0 (modgq-—1).

That is, the integer s satisfies

=g (modp)
r* =g (mod q).

This s is unique. Hence, 2% = ¢* (mod pq) and 2* € Dy.

Since ¢, is an n-th primitive root of unity over Fjora, @), we have

dgi=-1, > ¢ =-1 (3.6)

i€P 1€Q

By the definition of (,, we have

3
G=1=Cu-D 1+ G+D G+ D ¢

icP i€Q j=04€D,
= 0.
Together with (B4, we get
3
N G=1 (3.7)
j=0i€D;

Define t(z) = Y ,cp, ' + X ;e p, -
Lemma 6 Let the symbols be the same as before. Then

S(Cn)v aEDO;
t(Cn); aEDl,
a _(S(n)_l)’aEDQa
()= — (&) ~ 1), a e Dy,
—’%1, a € P,

%1, a€qQ.

Proof By Lemma Bl aDg = Dy and aD1 = D1 if a € Dy. If a € Dy, then
aP = P since ged(a,q) = 1. Hence, we obtain

S =1+) ¢t Y

i€P i€DoUD,

_ i i

=1+ E G+ E ¢
icP i€DoUD;
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If a € Dy, by LemmalEl aDy = Dy and aD; = Ds. By ([B.4]), we have
SCH=1+> ¢t > ¢

i€P i€DoUD1

=> G G

1€Dq Do
= t(gn)
If @ € D, by Lemma[l aDy = Dy and aD; = Ds. By (36) and (B.1), we
get

S =1+Y it Y

i€P 1€DoUDy

=> G+ > G

i€ Do 1€ D3

=1- > G

i€DoUD;
=1-3s(¢n)-
If a € D3, by Lemmalbl aDy = D3 and aD; = Dy. By [B1), we have
s =1+Y i+ >

i€P i€ DoUDy

=> G+> G

i€D; Do
=1—1(Cp).
If a € P, then aP = P. Then by 3.4]), we know

S =1+) ¢t Y
1eP 1€DoUD
-y
ai
i€DoUD;

When s ranges over {0,1,...,e — 1}, (Do U D7) mod ¢ takes on each element
of {1,2,...,q — 1} exactly (p — 1)/2 times. It follows from (B.6]) that

YYo= (f%l mod z) Sd

i€ DoUD, iceP

N el
2

If a € Q, then aP = {0}. Then
s =1+ G+ >

i€P i€DoUDy

=1+(g-1+ > ¢

i€ DoUD
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When s ranges over {0,1,...,e — 1}, (Do U Dy) modp takes on each element
of {1,2,...,p— 1} exactly (¢ — 1)/2 times. It follows from (B.6]) that

s =1+(q-1+ > &

1€DoUD
o qg—1 i
=l+(g-D+—5=> G
1€Q
1
_ 9t edl
2

Lemma 7 ( [11], Lemma 3.3) Let the notations be the same as before. Then

1. =1 € Dy if and only if p # ¢ (mod 8);
2. —1 € Do if and only if p = q (mod 8).

Lemma 8 ([18], Lemmas 2 and 4) For each w € PUQ,

(P*li(Q*l) Zfl 75 j,
{DiN (D, 4+ w)}| = % ifi=jand p|w,
7@7526’771) ifi=j and q | w.

Define

1 1
A== modt, Agz%modl.

Theorem 9 Let "T_l =0 (mod [). Then the linear complexity of the sequence
s defined by BJ) is given as follows:

1. when p=q (mod 8) and & =0 (mod 1), we have

%_6) ZfAl#O;AQ#Oa
pqip{(H»l - 6) Zf Al 7& 0; AQ - 0)
patpatl _ 5 if Ay =0, Ay #0,

PIPoatl - if Ay =0, Ay = 0;

LZ(S) =

2. when q Z p (mod 8) and % =0 (mod [), we have

%—5, if Ay #0, Ay #0,
L) = genbans O UA#0, 2 =0,
l Mfd ZfAlio,AQ#Ov

1
3pg—3p—3q+5 . ,
SPI—P—=te - if Ay =0, A = 0;

3. when p = q (mod 8) and % Z 0 (mod l) or g # p (mod 8) and “22’3 %0
(mod 1), we have

n— 9, if Ay #0, Ay #£0,
n+1—p—20, if Ay #0, Ay =0,
n+1—qg—9, if Ay =0, Ay #0,
n+2—-p—gq, if Ay =0, Ay =0,

Ll(s) =
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where a, b are the integers defined in [23) and § is defined in (B3).

Proof By definition, we have

sG=1 >+ X o+ > o+ > |av

i€Dg,j€EDy  i€Dg,jEDy i€Dg,jEDy i€Dg,jEDg

We first prove prove the conclusions for the case that ¢ = p (mod 8). In
this case, by Lemma[l, —1 € Dy and b must be even. By Lemmas P and [ ,
we have

S(Cn)2 = (ZiGDU,jGDU + Zi€D07j6D1 + ZiGDl,jGDU + Zi€D17j€D1) C’fl_j
= ((0’ 0) + (3’ 3) + (0’ 1)+ (Sa 0)) ZieDo GL ]
+ ((01, 0) + (0’ 3) + (1’ 1) + (0’ 0)) ZieDl Gz
+((2,0)+ (1,3) + (2, ) (1,0)) XZiep, Cn
+ (3a 0) + (2’ 3) + ( (2’ 0 ZieDz Gl

—1)(qg—1 i 1)(g—1 i
+2 (=il )ZiEPC +2 (T Y p G
42 (Llsd s L) 2 (R s oG ) 4 Dol + | Dy
= 5(Ca) + bzieDOUDZ Gh—§+M+ p*z P2

From 272 =0 (mod 1), we know M + 2242 =0 (mod ). Hence,

(G =5 b Y oo

i€ DoUDso

Whence,

5(Cn)(s(Cn) — 1) = < > cl) (3.8)

i€DoUDo

Note that 251 =0 (mod 1). By Lemma B, we have Y-, ., ,p. ¢h € {1,0}. It
follows that
> g-1e{,-1} (3.9)

i€ DoUD>

Similarly, we have

t(gn)( (Cn) - 1 ( Z Cz — 1) (3.10)

1€DoUD>

By Lemma [ (8) and @I0), we know when 2 = 0 (mod [), there are
exactly half of a’s with a € Z7, such that s(¢?) = 0. When £ # 0 (mod 1),
s(€%) # 0 for all @ € Z%. Then the desirable results on the linear complexity
of the sequence s follow from (2.1]), (3:2) and Lemma [Gl
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Now, we prove the conclusions for the case that ¢ Z p (mod 8). In this
case, by Lemmal[7l —1 € Ds. It follows from Lemmas 2] and [§] that

s(Gn)? = (ZieDo,jeDg +2ieDo,jeps T 2ieny jen, T ZieDl,jeDg) nl
=((2,2)+(1,1) +(2,3) + (1,2)) ZieDo §7Z1 )
+ ((3’ 2) + (2’ 1) + (3’ 3) + (2a 2)) ZieDl C}L
+ ((07 2) + (37 1) + (07 3) + (37 2)) ZieDl C’rzl
+((1,2) + (0, 1) + (1,3) +(0,2)) Xic p, G

14 ((p 1)(g=1) Siep gz) 14 ((p D(g=1) Yico Cz)
_ 5(§n) (221€D0U2Dz Sn 71) 4+ M- (P*1)2(‘1*1).

From % =0 (mod l), we have M — % =0 (mod [). Hence,

b (2 ZiEDOUDQ C’;Ll - 1) -1
5 :

S(Cn)2 = S(Cn) +

Whence, .
b (2 iepyun, G —1) — 1

s(Gn)(s(Gn) — 1) = 5 (3.11)
Similarly, we get
b(23, i
() (t(Gn) — 1) = — (2 iepup, =) *1 (3.12)

2

Since ged(p—1,g—1) =4 and p=g+4 (mod 8), we get p=1or5 (mod 8).
Hence, n = pg = 5 (mod 8). Together with (n —1)/4 = 0 (mod [), we get [
is an old prime. By the representation n = a? + 4b? with @ = 1 (mod 4), we
have )
n—1 a"+3
= bl —1)(|b] +1).
= el -l )

Therefore, “213 =0 (mod 1) if and only if (|o| — 1)(|6| + 1) = 0 (mod 1).
Since [ is odd, we obtain (|b] — 1)(]b] + 1) =0 (mod 1) if and only if [ divides
one of |b| — 1 and |b| + 1. By Lemmal[@] if “:“3 =0 (mod [), there are exactly
(p—1)(¢—1)/4 a’s such that s(¢?) =0 for a € Z7. If % Z0 (mod 1), s(¢%) #
0 for all a € Z},. Then the desirable conclusions on the linear complexity of
the sequence s follow from (210), (32), (39) and Lemma [

Remark 10 If "T’l =0 (mod 1), by Lemma 3.14 in [6], we get | € Dy. For
the case 1 ¢ Dy, the linear complexity of the sequence s defined by [BJ) can
also be determined in the following theorem.

Theorem 11 Ifl ¢ Dy, then for the sequence s defined in ([B1), we have

n— 6, if Ay #0, Ay #£0,
n+1—p—20, if Ay #£0, Ay =0,
n+1—qg—9, if Ay =0, Ay #£0,
n+2—-p—gq, if Ay =0, Ay =0,

LZ(S) =
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Proof It | ¢ Dy, then there exists ¢ € {1,2,3} such that ¢ € D;. No matter
what ¢ is, there exists j € {1,2,3} satisfying the congruence equation ij = 2
(mod 4). Then I/ € Dy and

$(Ca) = s(CY) =1 — 5(Cn).

This implies s(¢,,) ¢ {0,1}.
Similarly, "' (¢,) = t(¢}) =1 = t(¢,) and (¢,) ¢ {0,1}. Hence, 5(C,) # 0
for all @ € Z}. Combining (2.1)) and Lemma [6] we have the desirable results.

Define
di(x) = [[ (z-¢))

i€D;

for j € {0,1,2,3}. If [ € Dy, it is easily proved that d;(z) € GF(I")[x] for all

J-
Let d(z) = [];_o d;(x), then d(z) € GF(I")[x]. We have then

] ﬂ(z iy (29 — 1)56(50_19; d(x)
1=0

Lemma 12 ([11], Lemma 3.3) Let notations be the same as before. Then

1. 2 € Do U Dy if and only if p = ¢ (mod 8);
2. 2 € Dy UDs if and only if p #Z q (mod 8).

Lemma 13 ([11], Lemma 3.5) Let p = q (mod 8). Then there are exactly
two representations over Z

/

pq = a® + 4% = a’? + 4b?, a=a =1 (mod 4),
where one of b and b is divided by 4 and another is exactly divided by 2.

Lemma 14 ([11], Corollary 3.9) Let p = ¢ (mod 8). Fiz a common prim-
itive root g of p and q. Then 2 € Dy if and only if the generalized cyclotomic
numbers in Lemma B depend on the decomposition n = a? + 4b% with 4|b;
2 € Do, if and only if the generalized cyclotomic numbers depend on the de-
composition n = a® + 4b> with 2||b.

After the preparations above, we are ready to compute the linear complex-
ity and minimal polynomials of the sequence defined in BII) over Fs.

Corollary 15 Let I = 2 and n = 1 (mod 8). Then p = g (mod 8) and the
linear complexity and minimal polynomials of the sequence s defined by (B))
are given as follows:
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1. when 2 € Dy, then
—qg+p+1
Lo(s) = P4 0+P

2 )
s if $(G) =1 and 1(¢a) =0,
(o) = | BT () =0 and 1G0) = 1
s if $(Gh) =0 and t(¢a) =0,
S i 5(Gh) =1 and H(Gy) = 1;
2. when 2 € Dy , then
" —1)(zx—1
Lo(s) =n 1 g, m(x) = TPV

Proof If p # ¢ (mod 8), then p = ¢+ 4 (mod 8) and n = pg = 5 (mod 8).
This contradicts with n = 1 (mod 8). Hence, p = ¢ (mod 8). And in this case,
by Lemma 2 2 € Dy U Ds.

By (B33), (I0) and Lemma[I4 if 2 € Dy, then

s(¢n) € {0,1}, t(¢n) € {0,1},

and if 2 € D5, we obtain

s(Cn) ¢ {0,1} #(¢n) ¢ {0, 1}

Then the desired conclusions on the linear complexity and the minimal poly-
nomial of the sequence s> follow from ([2.I)) and Lemma 6

If p £ ¢ (mod 8), then n = pg =5 (mod 8) and by Lemma 2 € Dy U Ds.
Hence, by Theorem [[T], we have the following corollary.

Corollary 16 Letl =2 and n =5 (mod 8). Then for the sequence s defined
by BI), we have

2" —1)(z -1
Ly(s)=n+1-—gq, m(m):%.
Example 17 Let (p,q) = (5,13) and (g1,92) = (2,2). Thena =1 and b = 4.
If Il = 2, Magma program shows that 2 € Dy and Lo(s) = 29. If | = 3, then
b/2 # 0 mod [ and L3(s) = 65.

Example 18 Let (p,q) = (5,17) and (91,92) = (2,3). Then a = —7 and
b=3.Ifl =2, it can be easily checked that 2 € D3 and La(s) =69. If l =7,
then (a® +3)/4 # 0 mod | and Lz(s) = 85.
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4 Concluding Remarks

In this paper, we determined the linear complexity of generalized cyclotomic
sequences of order 4 over F; under certain conditions. Results show that these
sequences have high linear complexity for a large part of prime numbers p and
q. Recently, periodic sequences were used to construct cyclic codes and the
dimension of the cyclic code is closely related to the linear complexity of the
corresponding sequence over a finite field [6l[7]. This paper could be viewed as
an application of this idea.
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